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Abstract

This document shows example call flows demonstrating the use of
Transport Layer Security (TLS), and Secure/Multipurpose Internet Mail
Extensions (S/MIME) in Session Initiation Protocol (SIP). It also
provides information that helps implementers build interoperable SIP
software. To help facilitate interoperability testing, it includes
certificates used in the example call flows and processes to create

Jennings & 0Ono Expires August 30, 2006 [Page 1]


https://datatracker.ietf.org/doc/html/bcp79#section-6
http://www.ietf.org/ietf/1id-abstracts.txt
http://www.ietf.org/shadow.html

Internet-Draft SIP Secure Call Flows February 2006

certificates for testing.
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N
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Introduction

Several different groups are starting to implement the S/MIME[7]
portion of SIP[2], and SIP with TLS[4], implementations are becoming
very common. At several interoperability events, it has become clear
that it is difficult to write these systems without any test vectors
or examples of "known good" messages to test against. Furthermore,
testing at the events is often hampered by trying to get certificates
signed by some common test root into the appropriate format for
various clients. This document addresses both of these issues by
providing messages that give detailed examples that implementers can
use for comparison and that can also be used for testing. 1In
addition, this document provides a common certificate that can be
used for a Certificate Authority (CA) to reduce the time it takes to
set up a test at an interoperability event. The document also
provides some hints and clarifications for implementers.

A simple SIP call flow using SIPS URIs and TLS is shown in Section 6.
The certificates for the hosts used are shown in Section 5.2, and the
CA certificates used to sign these are shown in Section 5.1.

The text from Section 7.1 through Section 7.3 shows some simple SIP
call flows using S/MIME to sign and encrypt the body of the message.
The user certificates used in these examples are shown in

Section 5.3. These host certificates are signed with the same CA
certificate.

Section 8 presents a partial list of things implementers should
consider in order to implement systems that will interoperate.

A way to make certificates that can be used for interoperability
testing is presented in Appendix A, along with methods for converting
these to various formats.

Binary copies of various messages in this draft that can be used for
testing appear in Appendix C.

Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC-2119 [1].

Security Considerations

Implementers must never use any of the certificates provided in this


https://datatracker.ietf.org/doc/html/rfc2119
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[

5.

5.

document in anything but a test environment. Installing the CA root
certificates used in this document as a trusted root in operational
software would completely destroy the security of the system while
giving the user the impression that the system was operating
securely.

This document recommends some things that implementers might test or
verify to improve the security of their implementations. It is
impossible to make a comprehensive list of these, and this document
only suggests some of the most common mistakes that have been seen at
the SIPit interoperability events. Just because an implementation
does everything this document recommends does not make it secure.

This document does not show the messages to check Certificate
Revocation Lists (see [3]) as that is not part of the SIP call flow.

Known Problems

The binary dumps of the messages in Section 6.2 need to be updated to
match the text of the draft.

The messages are missing the accept headers. They should have the
following header:

Accept: multipart/signed
Accept: text/plain

Accept: application/pkcs7-mime
Accept: application/sdp
Accept: multipart/alternative

Certificates
CA Certificates
The certificate used by the CA to sign the other certificates is

shown below. This is a X509v3 certificate. Note that the basic
constraints allow it to be used as a CA.
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Version: 3 (0x2)
Serial Number: 0 (0x0)
Signature Algorithm: shalWithRSAEncryption

Issuer: C=US, ST=California,

SIP Secure Call Flows

OU=Sipit Test Certificate Authority

Validity
Not Before:
Not After

Public Key Algorithm:
RSA Public Key:

6B:46:17:14:EA:94:76:25:80:54:6E:13:54:DA:A1:E3:

Jul 18 12:21:52 2003 GMT
Jul 15 12:21:52 2013 GMT
Subject: C=US, ST=California,
OU=Sipit Test Certificate Authority
Subject Public Key Info:

Modulus (1024 bit):

00:
4b:
a4:
13:
07:
03:
7f:
aa:
a3:

c3:
9d:
ae:
73:
4d:
ff:
8e:
33:
ff:

Exponent:
X509v3 extensions:
X509v3 Subject Key Identifier:

22:
fa:
le:
66:
52:
2a:
74:
ea:
1b:
655

le:
72:
21:
92:
bo:
76:
ao:
Oa:
do:
37

83:
78:
2d:
6e:
f8:
cd:
77:
16:
68:

91:
c6:
a9d:
df:
37:
df:
85:
do:
28:

L=San Jose, O=sipit,

L=San Jose, 0=sipit,

c5:
bo:
f1:
4c:
7b:
87:
04:
fb:
el:

(0x10001)

03:
95:
Ob:
b3:
e2:
la:
e9:
79:
9d:

X509v3 Authority Key Identifier:

96:
as:
5b:
71:
4c:
1f:
2a:
6f:

The

6B:46:17:14:EA:94:76:25:80:54:6E:13:54:DA:A1:E3:

rsaEncryption
(1024 bit)

2C:
18:
1c:
b3:
Oa:
bd:
41:
32:
e5

3c:
a7:
cf:
1c:
27:
71:
ad:
2e:

8a:
e0:
bd:
1f:
30:
eb:
fc:
f8:

4.
8c:
5b:
2a:
70:
el:
03:
cf:

11:
79:
29:
82:
dd:
99:
b6:
4d:

DirName:/C=US/ST=California/L=San Jose/0=sipit/
OU=Sipit Test Certificate Authority

serial: 00
X509v3 Basic Constraints:
CA:TRUE
Signature

6d:
50:
91:
42
14:
el:
5b:

52

1b:
fa:
1d:
af:
69:
c2:
8b:

ASN.1

Algorithm: shalWithRSAEncryption

ef:
ec:

ce

fe:
e9:
81:
70:

pa

rse

ds:
fa:
:a8:
63:
7c:
88:
12:

of

91:
b4:
07:
az2:
ab:
5f:
11:

93:
2a:
b3:
34:
22:
ba:
83:

45:
47 :
1b:
dc:
6C:
e5:
61:

7c:
4c:
a4:
b4:
44
47 :
c9:

5b:
5d:
of:
5e:
cc:
bb:
69:

1f:
41:
9a:
a5:
8a:
85:
15:

cf:
a7:
49:
ce:
9c:
9b:
4f:

c4:
3d:
6f:
ca:
33:
83:
58:

aa:
co:
7f:
79:
6b:
25:
a3:

47
de:
eo:
50:
23:
ad:
3c:

ce

52:
3f:

e9:
50:
84:
92:

Ob:
9e:
:83:
6a:
42
32:
d4:

14:
ba:
b3:
Qa:
f9:
6a:
17:
c6:

the CA certificate is shown below.

February 2006

c6:
5d:
90:
ba:
2e:
c4:
75:
34:

34:
56:
94:
99:
05:
ff:
e8:

54:14:A1:B6

54:14:A1:B6
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IN

10:
13:
16:
18:
29:
31:
33:
35:
37:
42
46:
48:
50:
55:
67:
69:
71:
76:
86:
88:
90:
95:
102:
104:
106:
111:

145:
147:
162:
177:
179:
181:
183:
188:
192:
194:
196:
201:
213:
215:
217:
222:
232:
234:

804

= 653

[N

13

= 112

11

w

19
17

10
17
15

14
12

41
39

32

30
13
13
112
11

w

19
17

10
17
15

14
12

cons:
cons:
cons:
prim:
prim:
cons:
prim:
prim:
cons:
cons:
cons:
prim:
prim:
cons:
cons:
prim:
prim:
cons:
cons:
prim:
prim:
cons:
cons:
prim:
prim:
cons:
cons:
prim:
prim:

cons:
prim:
prim:
cons:
cons:
cons:
prim:
prim:
cons:
cons:
prim:
prim:
cons:
cons:
prim:
prim:
cons:
cons:

SIP Secure Call Flows

SEQUENCE
SEQUENCE
cont [ 0 ]
INTEGER
INTEGER
SEQUENCE
OBJECT
NULL
SEQUENCE
SET
SEQUENCE
OBJECT
PRINTABLESTRING
SET
SEQUENCE
OBJECT
PRINTABLESTRING
SET
SEQUENCE
OBJECT
PRINTABLESTRING
SET
SEQUENCE
OBJECT
PRINTABLESTRING
SET
SEQUENCE
OBJECT
PRINTABLESTRING

102

:shalwWithRSAEncryption

:countryName
:US

:stateOrProvinceName
:California

:localityName
:San Jose

:organizationName
isipit

:organizationalUnitName

Sipit Test Certificate Authority

SEQUENCE
UTCTIME
UTCTIME
SEQUENCE
SET
SEQUENCE
OBJECT
PRINTABLESTRING
SET
SEQUENCE
OBJECT
PRINTABLESTRING
SET
SEQUENCE
OBJECT
PRINTABLESTRING
SET
SEQUENCE

10307181221527
:1307151221527

:countryName
:US

:stateOrProvinceName
:California

:localityName
:San Jose

February 2006
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236:1= 3 prim: OBJECT :organizationName
241:1= 5 prim: PRINTABLESTRING isipit

248:1= 41 cons: SET

250:1= 39 cons: SEQUENCE

252:1= 3 prim: OBJECT :organizationalUnitName
257:1= 32 prim: PRINTABLESTRING

Sipit Test Certificate Authority
291:1= 159 cons: SEQUENCE

294:1= 13 cons: SEQUENCE

296:1= 9 prim: OBJECT :rsakEncryption

307:1= 0 prim: NULL

309:1= 141 prim: BIT STRING
00 30 81 89 02 81 81 00-c3 22 1le 83 91 c5 03 2c NI " ,
3c 8a f4 11 14 c6 4b 9d-fa 72 78 c6 b0 95 18 a7 <.ii.. K..rx.....
e® 8c 79 ba 5d a4 ae 1e-21 2d 9d f1 b 1c cf bd Y I
5b 29 b3 90 13 73 66 92-6e df 4c b3 b3 1c 1f 2a [)...sf.n.L....*
82 Qa ba 07 4d 52 bo f8-37 7b e2 ©a 27 30 70 dd ....MR..7{.."0p.
f9 2e 03 ff 2a 76 cd df-87 1a bd 71 eb el 99 6a Y A q...J
c4 7f 8e 74 a® 77 85 04-e9 41 ad fc 03 b6 17 75 R A N u
aa 33 ea 0a 16 d9 fb 79-32 2e f8 cf 4d c6 34 a3 G T y2...M.4.
ff 1b dO0 68 28 el 9d e5-02 03 01 00 01 oah(e oo

453:1= 205 cons: cont [ 3 ]

456:1= 202 cons: SEQUENCE

459:1= 29 cons: SEQUENCE

461:1= 3 prim: OBJECT :X509v3 Subject Key Identifier

466:1= 22 prim: OCTET STRING
04 14 6b 46 17 14 ea 94-76 25 80 54 6e 13 54 da L KFL. L .v%. TN, T.
al e3 54 14 al b6 LT

490:1= 154 cons: SEQUENCE

493:1= 3 prim: OBJECT :X509v3 Authority Key Identifier

498:1= 146 prim: OCTET STRING

30 81 8f 80 14 6b 46 17-14 ea 94 76 25 80 54 6e 0....kF....v%.Tn
13 54 da al e3 54 14 al-b6 al 74 a4 72 30 70 31 T...T.. .. t.ropl
Ob 30 09 06 03 55 04 06-13 02 55 53 31 13 30 11 .0...U....US1.0.
06 03 55 04 08 13 Oa 43-61 6C 69 66 6f 72 6e 69 ..U....Californi
61 31 11 30 0f 06 03 55-04 07 13 08 53 61 6e 20 al.0...U....San

4a 6f 73 65 31 Oe 30 O0c-06 03 55 04 Oa 13 05 73 Josel.0...U....s
69 70 69 74 31 29 30 27-06 03 55 04 Ob 13 20 53 ipit1)e'..U... S
69 70 69 74 20 54 65 73-74 20 43 65 72 74 69 66 ipit Test Certif
69 63 61 74 65 20 41 75-74 68 6f 72 69 74 79 82 icate Authority.

0092 - <SPACES/NULS>

647:1= 12 cons: SEQUENCE
649:1= 3 prim: OBJECT :X509v3 Basic Constraints
654:1= 5 prim: OCTET STRING

30 03 01 01 ff 0....

661:1= 13 cons: SEQUENCE
663:1= 9 prim: OBJECT :shalwithRSAEncryption
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00
52
co
49
5e
6C
5f
70
52

5.2.

The certificate for the host example.com is shown below.

674:
676:

96
0b
deé
6f
ab
44
ba
12

0 prim:
129 prim:

1b ef d5
a8 50 fa
9e 56 5b
e® ce 83
ca 79 50
8a 9c 33
47 bb 85
83 61 c9

91
ec
91
94
e9
6b
9b
69

Host Certificates

SIP Secure Call

NULL

BIT STRING

93-45
fa-b4
1d-ce
71-42
6a-99
23-50
83-25
15-4f

7c
2a
a8
af
4c
42
ad
58

5b
47
07
fe
14
05
84
a3

1f
4c
b3
63
69
1f
32
3c

cf
5d
1b
az2
e9
el
ff
92

Flows

c4
41
a4
34
7cC
c2
2a
da

aa
a7
of
dc
ab
81
5b
e8

47
3d
9a
b4
22
88
8b
6f

February 2006

5
o

*
(2]
'- -
e
>

1

Note that

the Subject Alternative Name is set to example.com and is a DNS type.
The certificates for the other hosts are shown in Appendix B.



Jennings & Ono Expires August 30, 2006 [Page 8]



Internet-Draft SIP Secure Call Flows February 2006

Data:
Version: 3 (0x2)
Serial Number:
01:95:00:71:02:33:00:55
Signature Algorithm: shalwWithRSAEncryption
Issuer: C=US, ST=California, L=San Jose, O=sipit,
OU=Sipit Test Certificate Authority
Validity
Not Before: Feb 3 18:49:08 2005 GMT
Not After : Feb 3 18:49:08 2008 GMT
Subject: C=US, ST=California, L=San Jose, 0O=sipit,
CN=example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:€6:31:76:b5:27:cc:8d:32:85:56:70:f7:¢c2:33:
33:32:26:42:5€:3¢:68:71:7b:1f:79:50:d0:72:27:
3b:4a:af:f2:ce:d1:0c:bc:c0:5f:31:6a:43:e7:7c:
ad:64:bd:c7:e6:25:9f:aa:cd:2d:90:aa:68:84:62:
7b:05:be:43:a5:af:bb:ea:9d:a9:5b:a4:53:9d:22:
8b:da:96:2e:1f:3f:92:46:b8:cc:c8:24:3c:46:cd:
5d:2d:64:85:bl:a4:ca:01:f1:8e:c5:7e:0f:ff:00:
91:a3:ea:ch:3e:12:02:75:a4:bb:08:c8:d0:2a:ef:
b3:bb:72:7a:98:e5:ff:9f:81

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:example.com
X509v3 Basic Constraints:
CA: FALSE
X509v3 Subject Key Identifier:
22:EA:CB:38:66:1D:F1:96:0C:9A:47:B6:BB:1C:52:
44:B0O:77:65:8D
Signature Algorithm: shalwWithRSAEncryption
ae:eb:49:ed:1e:f1:8d:26:a9:6d:03:82:92:d5:df:44:c4:1e:
1f:07:75:88:37:€4:76:97:35:12:59:98:79:78:16:6e:3b:b1:
c0:2b:db:85:02:6b:74:¢c9:5b:19:92:da:7e:f5:41:0b:bc:d2:
dd:45:aa:6T:be:24:dc:48:57:66:d9:2e:82:df:9e:8d:70:03:
73:75:ef:8f:7a:56:4c:cc:42:bd:31:45:b0:5e:ff:d1:3b:c4:
82:ee:fd:a7:c1:10:34:eb:81:49:1a:6b:86:7e:c7:61:1d:b3:
b9:0a:02:bd:84:f8:47:af:cf:f1:a8:73:a8:31:1d:20:7a:06:
7f:ac

5.3. User Certificates

The user certificate for fluffy@example.com is shown below. Note
that the Subject Alternative Name has a list of names with different
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URL types such as a sip, im, or pres URL. This is necessary for
interoperating with CPIM gateway. In this example, example.com is
the domain for fluffy. The message could be coming from a host
called atlanta.example.com, and the AOR in the user certificate would
still be the same. The others are shown in Appendix B.
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Data:
Version: 3 (0x2)
Serial Number:
01:95:00:71:02:33:00:58
Signature Algorithm: shalwWithRSAEncryption
Issuer: C=US, ST=California, L=San Jose, O=sipit,
OU=Sipit Test Certificate Authority
Validity
Not Before: Feb 3 18:49:34 2005 GMT
Not After : Feb 3 18:49:34 2008 GMT
Subject: C=US, ST=California, L=San Jose, 0O=sipit,
CN=fluffy@example.com
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:ca:ab:9b:9b:4e:3c:d5:45:3c:ce:00:a6:36:a8:
b9:ec:d2:76:e2:b9:9b:e8:28:aa:ba:86:22:c5:cf:
33:3e:4f:6d:56:21:ae:bd:54:84:7c:14:14:f9:7d:
99:85:00:4€:93:d6:fd:6b:d4:d1:d4:55:8e:¢c9:89:
bl:af:2b:5f:23:99:4a:95:e5:68:65:64:1d:12:a7:
db:d3:d5:97:18:47:35:9¢:e6:88:27:9d:a8:6¢c:ca:
2a:84:e6:62:d8:f1:e9:a2:1a:39:7e:0e:0f:90:a5:
a6:79:21:bc:2a:67:b4:dd:69:90:82:9a:ae:1f:02:
52:8a:58:d3:f5:d0:d4:66:67

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Subject Alternative Name:
URI:sip:fluffy@example.com, URI:im:fluffy@example.com,
URI:pres:fluffy@example.com

X509v3 Basic Constraints:

CA:FALSE

X509v3 Subject Key Identifier:
EC:DA:98:5E:E9Q:F7:F7:D7:EC:2B:29:4B:DA:25:EE:C7:C7:
7E:95:70

Signature Algorithm: shalwWithRSAEncryption
4c:46:49:6€:01:48:e2:d4:6e:d7:48:a1:f3:7b:c8:a5:98:37:
a5:44:46:58:97:4a:37:7d:90:fb:5F:ff:36:bd:67:31:f0:29:
de:0a:e2:ea:b9:f0:5c:9f:ad:ab:de:e5:4e:42:8f:11:d8:41:
ea:68:be:db:c2:1e:fa:e5:8a:2d:7f:66:13:29:e9:da:8f:fb:
80:bf:7e:5e:b6:04:ad:08:5€:58:95:b7:¢c5:38:85:d5:65:31:
ad:80:cb:28:a7:4c:ad:11:fd:41:3b:37:77:5a:de:85:96:3d:
66:eb:5f:9a:f8:60:5f:8e:bl:fc:4a:43:53:b6:11:4d:2e:f4:
3d: ff
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6. Callflow with Message Over TLS

6.1. TLS with Server Authentication

The flow below shows the edited SSLDump output of the host
example.com forming a TLS[4] connection to example.net. 1In this
example mutual authentication is not used. Note that the client
proposed three protocol suites including TLS_RSA_WITH_AES_128_CBC_SHA
defined in [6]. The certificate returned by the server contains a
Subject Alternative Name that is set to example.net. A detailed

discussion of TLS can be found in [13].

This example does not use the Server Extended Hello[5].

New TCP connection #1: 127.0.0.1(55768) <-> 127.0.0.1(5061)

11 0.0060 (0.0060) C>SV3.1(49) Handshake
ClientHello
Version 3.1
random[32]=
42 16 8c c7 82 cd c5 87 42 ba f5 1c 91 04 fb 7d

4d 6¢c 56 f1 db 1d ce 8a bl 25 71 5a 68 01 a2 14
cipher suites
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
compression methods
NULL
12 0.0138 (0.0077)
ServerHello
Version 3.1
random[32]=

S>CV3.1(74) Handshake

42 16 8c c7 c9 2c

c3 8d 3a 85 78 19
session_id[32]=

06 37 e9 22 56 29

2a 75 34 65 fO 91

cipherSuite
compressionMethod
13 0.0138 (0.0000) S>CV3.
Certificate
14 0.0138 (0.0000) S>CV3.
ServerHelloDone
15 0.0183 (0.0045) C>SV3
ClientKeyExchange

43 42 bb 69 a5 ba f1 2d 69 75
f2 e4 d9 2b 72 b4 cc dd e4 72

e6 b4 3a 6e 53 fe 56 27 ed 1f

fc 79 cf 90 da ac f4 6f 64 b5

TLS_RSA _WITH_AES_256_CBC_SHA
NULL

1(1477) Handshake

1(4) Handshake

.1(134) Handshake

EncryptedPreMasterSecret[128]=

a6 bd d9 4b 76 4b
4f 06 e4 bO bc 69

9d 6f 7b 12 8a e4 52 75 9d 74
96 d7 42 ba 77 01 b6 9e 64 b0
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ea c5 aa de 59 41 e4 f3 9e 1c 1c a9 48 f5 Qa 3f
5e ¢3 50 23 15 d7 46 1d 69 79 76 ba 5e c8 ac 39
23 71 dO Oc 18 a6 a9 77 Of 7d 49 61 ef 6f 8d 32
54 f5 a4 1d 19 33 Oa 64 ee 56 91 9b f4 f7 50 b1l
11 4b 81 46 4c 36 df 70 98 04 dc 5c 8a 16 a9 2e
58 67 ae 5e 7a a9 44 2b 0b 7c 9c 2f 16 25 la e9

16 0.0183 (0.0000) C>SVv3.1(1) ChangeCipherSpec
17 0.0183 (0.0000) C>SV3.1(48) Handshake

18 0.0630 (0.0447) S>CVv3.1(1) ChangeCipherSpec
19 0.0630 (0.0000) S>CV3.1(48) Handshake

1 10 0.3274 (0.2643) C>SVv3.1(32) application_data
1 11 0.3274 (0.0000) C>SVv3.1(720) application_data
1 12 0.3324 (0.0050) S>CVv3.1(32) application_data
1 13 0.3324 (0.0000) S>CV3.1(384) application_data
1 9.2491 (8.9166) C>S TCP FIN

1 9.4023 (0.1531) S>C TCP FIN

6.2. MESSAGE Message Over TLS

Once the TLS session is set up, the following MESSAGE message (as
defined in [12] is sent from fluffy@example.com to
kumiko@example.net. Note that the URI has a SIPS URL and that the
VIA indicates that TLS was used. In order to format this document,
it was necessary to break up some of the lines across continuation
lines but the original messages have no continuation lines and no
breaks in the Identity header field value.

MESSAGE sips:kumiko@example.net SIP/2.0

To: <sips:kumiko@example.net>

From: <sips:fluffy@example.com>;tag=03de46el

Via: SIP/2.0/TLS 127.0.0.1:5071;
branch=z9hG4bK-d87543-58c826887160f95f-1--d87543-;rport

Call-ID: 0dc68373623af98a@Y20uY21zY28uc2lwaXQubmve

CSeq: 1 MESSAGE

Contact: <sips:fluffy@127.0.0.1:5071>

Max-Forwards: 70

Content-Transfer-Encoding: binary

Content-Type: text/plain

Date: Sat, 19 Feb 2005 00:48:07 GMT

User-Agent: SIPimp.org/0.2.5 (curses)

Content-Length: 6

Hello!

The response is sent from example.net to example.com over the same
TLS connection. It is shown below.
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SIP/2.0 200 OK

To: <sips:kumiko@example.net>;tag=4c53f1b8

From: <sips:fluffy@example.com>;tag=03de46el

Via: SIP/2.0/TLS 127.0.0.1:5071;
branch=z9hG4bK-d87543-58c826887160f95f-1--d87543-;
rport=55768;received=127.0.0.1

Call-ID: 0dc68373623af98a@Y20uY21zY28uc2lwaXQubmve

CSeq: 1 MESSAGE

Contact: <sips:kumiko@127.0.0.1:5061>

Content-Length: ©

7. Callflow with S/MIME-secured Message
7.1. MESSAGE Message with Signed Body
Example Signed Message. The value on the Content-Type line has been

broken across lines to fit on the page but it should not be broken
across lines in actual implementations.
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MESSAGE sip:kumiko@example.net SIP/2.0

To: <sip:kumiko@example.net>

From: <sip:fluffy@example.com>;tag=0c523b42

Via: SIP/2.0/UDP 68.122.119.3:5060;
branch=z9hG4bK-d87543-16a1192b7960f635-1--d87543-; rport

Call-ID: 27bb7608596d8914@Y20uY21zY28uc2lwaxXQubmve

CSeq: 1 MESSAGE

Contact: <sip:fluffy@68.122.119.3:5060>

Max-Forwards: 70

Content-Transfer-Encoding: binary

Content-Type: multipart/signed;boundary=151aa2144dfofeébd;\

micalg=shal;protocol="application/pkcs7-signature"

Date: Sat, 19 Nov 2005 23:34:50 GMT

User-Agent: SIPimp.org/0.2.5 (curses)

Content-Length: 639

--151aa2144dfefebd
Content-Type: text/plain
Content-Transfer-Encoding: binary

hello

--151aa2144dfefebd

Content-Type: application/pkcs7-mime;name=smime.p7s
Content-Disposition: attachment;handling=required;filename=smime.p7s
Content-Transfer-Encoding: binary

khkkkkkhkkdkkhkhhkhxkhxkx

* BINARY BLOB 1 *

kkkkkhkkhhkhhkhkhkhkhkxkhxkx

--151aa2144dfofébd- -

It is important to note that the signature is computed across
includes the header and excludes the boundary. The value on the
Message-body line ends with CRLF. The CRLF is included in the
boundary and should not be part of the signature computation. 1In the
example below, the signature is computed over data starting with the
C in the Content-Type and ending with the o in the hello.

Content-Type: text/plain
Content-Transfer-Encoding: binary

hello

ASN.1 parse of binary Blob 1. Note that at address 30, the hash for
the signature is specified as SHA1. Also note that the sender's
certificate is not attached as it is optional in [8].

0:SEQUENCE {
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4: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

15: [0] {
19: SEQUENCE {
23: INTEGER 1
26: SET {
28: SEQUENCE {
30: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: }
: }
37: SEQUENCE {
39: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: }
50: SET {
54: SEQUENCE {
58: INTEGER 1
61: SEQUENCE {
63: SEQUENCE {
65: SET {
67: SEQUENCE {
69: OBJECT IDENTIFIER countryName (2 5 4 6)
74: PrintableString 'US'
: }
: }
78: SET {
80: SEQUENCE {
82: OBJECT IDENTIFIER stateOrProvinceName(2 5 4 8)
87: PrintableString 'California'
: }
: }
99: SET {
101: SEQUENCE {
103: OBJECT IDENTIFIER localityName (2 5 4 7)
108: PrintableString 'San Jose'
: }
: }
118: SET {
120: SEQUENCE {
122: OBJECT IDENTIFIER organizationName (2 5 4 10)
127: PrintableString 'sipit'
: }
: }
134: SET {
136: SEQUENCE {
138: OBJECT IDENTIFIER
: organizationalUnitName (2 5 4 11)
143: PrintableString

'Sipit Test Certificate Authority'
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}
: }
177: INTEGER 01 95 00 71 02 33 00 58
: }
187: SEQUENCE {
189: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: }
196: SEQUENCE {
198: OBJECT IDENTIFIER rsaEncryption
(1 2 840 113549 1 1 1)
209: NULL
: }
211: OCTET STRING

C4 OE 40 A5 7F 88 5B 06 90 E7 B2 40 39 DF 33 E3
18 39 C2 9E EC 51 5E 06 E2 D5 DA FO F6 87 77 1E
F7 F9 C1 26 04 20 F8 30 B8 CO 37 92 F6 5C 64 DD
87 41 43 F8 2D E5 28 20 35 7D 84 72 2B 5E 5F CF
2E 73 93 03 4B DB 35 4C CA 44 CD F8 91 58 A2 4C
65 A1l A6 EA DC E6 1B 1E DD DA BD BE 1A EA 9F 62
12 7A D1 1A E7 27 B5 96 88 B9 E6 EF 79 CO E5 40
AO® 5F 9F 93 09 4C 65 55 DA A8 FE CD 02 10 A9 67

7.2. MESSAGE Message with Encrypted Body

Example encrypted text/plain message that says "hello":
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MESSAGE sip:kumiko@example.net SIP/2.0

To: <sip:kumiko@example.net>

From: <sip:fluffy@example.com>;tag=6d2a39e4

Via: SIP/2.0/UDP 68.122.119.3:5060;
branch=z9hG4bK-d87543-44ddc®a217a51788-1--d87543-; rport

Call-ID: 031be67669€a9799@Y20uY21zY28uc2lwaXQubmve

CSeq: 1 MESSAGE

Contact: <sip:fluffy@68.122.119.3:5060>

Max-Forwards: 70

Content-Disposition: attachment;handling=required;filename=smime.p7

Content-Transfer-Encoding: binary

Content-Type: application/pkcs7-mime;\

smime-type=enveloped-data;name=smime.p7m

Date: Sat, 19 Nov 2005 23:33:18 GMT

User-Agent: SIPimp.org/0.2.5 (curses)

Content-Length: 435

khkkkkkkhkhkkhkhkhkhhkhkhx

* BINARY BLOB 2 *

khkkkkhkkhkdkhkkkhxkx

ASN.1 parse of binary Blob 2. Note that at address 324, the
encryption is set to aes128-CBC.

0:SEQUENCE {
4: OBJECT IDENTIFIER envelopedData (1 2 840 113549 1 7 3)

15: [0] {
19: SEQUENCE {
23: INTEGER 0
26: SET {
30: SEQUENCE {
34: INTEGER 0
37: SEQUENCE {
39: SEQUENCE {
41: SET {
43: SEQUENCE {
45: OBJECT IDENTIFIER countryName (2 5 4 6)
50: PrintableString 'US'

: }

: }
54: SET {
56: SEQUENCE {
58: OBJECT IDENTIFIER stateOrProvinceName(2 5 4 8)
63: PrintableString 'California'

: }

}

75: SET {
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77: SEQUENCE {
79: OBJECT IDENTIFIER localityName (2 5 4 7)
84: PrintableString 'San Jose'
: }
: }
94: SET {
96: SEQUENCE {
98: OBJECT IDENTIFIER organizationName (2 5 4 10)
103: PrintableString 'sipit'
: }
: }
110: SET {
112: SEQUENCE {
114: OBJECT IDENTIFIER
: organizationalUnitName (2 5 4 11)
119: PrintableString
'Sipit Test Certificate Authority'
}
}
: }
153: INTEGER 01 95 00 71 02 33 00 57
: }
163: SEQUENCE {
165: OBJECT IDENTIFIER rsaEncryption(1 2 840 113549 1 1 1)
176: NULL
: }
178: OCTET STRING

7C F3 8A 02 E8 44 2C A6 9B 3E 64 46 06 D3 95 2D
DF 19 8F 5D 0C 24 6B F7 93 03 E7 3C 98 F1 57 74
67 70 OE 40 F8 05 96 34 06 36 97 61 5C 0B 2D 61
AD CB FO 82 56 23 E5 09 CO C7 BC A5 F4 A3 B7 59
5D 8B 44 6E 3F 7C DE 50 54 2C 95 73 CC 9A 74 8B
A9 26 68 FD F8 82 01 43 1D 30 3C 0C 40 B2 19 A2
5A 90 06 OF AC 95 CB DF 21 13 F2 26 C8 10 45 A3
F4 AB 54 74 72 FD 91 6C 73 27 BF 62 47 7B EC 58

}

: }
309: SEQUENCE {
311: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
322: SEQUENCE {
324: OBJECT IDENTIFIER aes128-CBC (2 16 840 1 101 3 4 1 2)
335: OCTET STRING

: 50 OE 44 AA A5 54 C3 5C OD 9A DF 65 F7 47 36 99

: }
353: [0]

55 C5 C7 EA 5D 5A 7C 06 95 3C 24 25 D5 53 08 BB
04 19 B4 BF 84 15 F5 6C 4C 80 05 14 06 3E F3 D1
B7 04 Al 46 4E E3 1E FF 16 35 79 2A 06 DD A8 83



Jennings & Ono Expires August 30, 2006 [Page 19]



Internet-Draft SIP Secure Call Flows February 2006

61 24 E1 62 BO DA 03 53 78 F8 B7 CD B2 11 68 57
BE 5F 13 49 B9 5E AB 6F 6E 26 2D 8A A5 9E E5 10

b
b

7.3. MESSAGE Message with Encrypted and Signed Body

In the example below, one of the headers is contained in a box and is
split across two lines. This was only done to make it fit in the RFC
format. This header should not have the box around it and should be
on one line with no whitespace between the "mime;" and the "smime-
type". Note that Content-Type is split across lines for formatting
but is not split in the real message.
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MESSAGE sip:kumiko@example.net SIP/2.0

To: <sip:kumiko@example.net>

From: <sip:fluffy@example.com>;tag=361300da

Via: SIP/2.0/UDP 68.122.119.3:5060;
branch=z9hG4bK-d87543-0710dbfb18ebb8e6-1--d87543-; rport

Call-ID: 5eda27a67de6283d@Y2o0uY21zY28uc2lwaxXxQubmve

CSeq: 1 MESSAGE

Contact: <sip:fluffy@68.122.119.3:5060>

Max-Forwards: 70

Content-Transfer-Encoding: binary

Content-Type: multipart/signed;boundary=1af019eb7754ddf7;\

micalg=shal;protocol="application/pkcs7-signature"

Date: Sat, 19 Nov 2005 23:35:40 GMT

User-Agent: SIPimp.org/0.2.5 (curses)

Content-Length: 1191

--1af019eb7754ddf7

| --See note about stuff in this box -------------------- |
|Content-Type: application/pkcs7-mime; |
| smime-type=enveloped-data;name=smime.p7m |

Content-Disposition: attachment;handling=required;filename=smime.p7
Content-Transfer-Encoding: binary

IR R S S S S

* BINARY BLOB 3 *

khkkkkhkkdkkdkkhkkkkhxkx

--1af019eb7754ddf7

Content-Type: application/pkcs7-mime;name=smime.p7s
Content-Disposition: attachment;handling=required;filename=smime.p7s
Content-Transfer-Encoding: binary

IR E R S I S

* BINARY BLOB 4 *

EE IR IR IR b I I R S I 2
--1af019eb7754ddf7- -
Binary blob 3

0:SEQUENCE {
4: OBJECT IDENTIFIER envelopedData (1 2 840 113549 1 7 3)

15: [0] {

19: SEQUENCE {

23: INTEGER 0
26: SET {

30: SEQUENCE {

34: INTEGER ©



Jennings & Ono Expires August 30, 2006 [Page 21]



Internet-Draft SIP Secure Call Flows February 2006

37: SEQUENCE {
39: SEQUENCE {
41: SET {
43;: SEQUENCE {
45: OBJECT IDENTIFIER countryName (2 5 4 6)
50: PrintableString 'US'
: }
: }
54: SET {
56: SEQUENCE {
58: OBJECT IDENTIFIER stateOrProvinceName(2 5 4 8)
63: PrintableString 'California'
: }
: }
75: SET {
77: SEQUENCE {
79: OBJECT IDENTIFIER localityName (2 5 4 7)
84: PrintableString 'San Jose'
: }
: }
94: SET {
96: SEQUENCE {
98: OBJECT IDENTIFIER organizationName (2 5 4 10)
103: PrintableString 'sipit'
: }
: }
110: SET {
112: SEQUENCE {
114: OBJECT IDENTIFIER
: organizationalUnitName (2 5 4 11)
119: PrintableString
'Sipit Test Certificate Authority'
}
}
: 3
153: INTEGER 01 95 00 71 02 33 00 57
: }
163: SEQUENCE {
165: OBJECT IDENTIFIER rsaEncryption(1 2 840 113549 1 1 1)
176: NULL
: }
178: OCTET STRING

69 B3 A3 61 F4 F8 63 4F 46 OA 1A AB OF 1B 16 09
DB 3A A9 12 3B 23 FO C9 4E 68 04 15 AB 42 4F 66
FA EF 8D C4 86 88 41 BA 53 A3 88 49 54 E3 OE EB
E3 69 63 5A DF 77 2A 8A 1E 42 7E E4 A7 DB CF 90
7E 90 47 FD 20 C9 B2 3B 2F A5 42 2A 68 66 9A 25
53 D8 FC D9 70 9F 02 OF F2 D2 CB F7 15 7F 6F 4F
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AB 19 OF 55 51 A2 76 24 DA A3 78 F4 1E 31 AA 6A
DF 7C E2 42 3B C5 33 11 E0 EE EE 2E 02 9D 8C 1A

}
: }
309: SEQUENCE {
311: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
322: SEQUENCE {
324: OBJECT IDENTIFIER aes128-CBC (2 16 840 1 101 3 4 1 2)
335: OCTET STRING
: 72 71 AE FE 55 12 BA 99 92 EA D3 C5 9C B6 60 69
: }
353: [0]
: 9A 9F DD 9E 58 B6 BE 59 BC CA 6C 3E 3E F5 81 A3
30 A@ 38 A3 1C 25 92 E3 AA 07 7A 85 7C 36 FO 12
9F 80 DF 98 BD 1E 22 EC BF 8B 03 EB 33 AE 81 75
D3 91 GA 82 1E 13 8C 60 FO 2B 55 DD 03 52 84 52
Bl 51 5F E2 FO CE 8A 94 4B F5 46 CE BF 77 80 8F
}
}
3
3

Binary Blob 4

0:SEQUENCE {
4: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

15: [0] {

19: SEQUENCE {

23: INTEGER 1

26: SET {

28: SEQUENCE {

30: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: }
: }

37: SEQUENCE {

39: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: }

50: SET {

54: SEQUENCE {

58: INTEGER 1

61: SEQUENCE {

63: SEQUENCE {

65: SET {

67: SEQUENCE {

69: OBJECT IDENTIFIER countryName (2 5 4 6)

74: PrintableString 'US'
: }
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: }
78: SET {
80: SEQUENCE {
82: OBJECT IDENTIFIER stateOrProvinceName(2 5 4 8)
87: PrintableString 'California’
}
: }
99: SET {
101: SEQUENCE {
103: OBJECT IDENTIFIER localityName (2 5 4 7)
108: PrintableString 'San Jose'
: }
: }
118: SET {
120: SEQUENCE {
122: OBJECT IDENTIFIER organizationName (2 5 4 10)
127: PrintableString 'sipit'
: }
: }
134: SET {
136: SEQUENCE {
138: OBJECT IDENTIFIER
: organizationalUnitName (2 5 4 11)
143: PrintableString
'Sipit Test Certificate Authority'
}
}
: }
177: INTEGER 01 95 00 71 02 33 00 58
: }
187: SEQUENCE {
189: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: }
196: SEQUENCE {
198: OBJECT IDENTIFIER rsaEncryption(1 2 840 113549 1 1 1)
209: NULL
: }
211: OCTET STRING

16 85 D7 B8 08 C6 32 D5 85 7D 26 OF F8 89 DA DO
B8 FE 96 FB 40 C9 OE 52 C7 FE A5 87 55 F7 1A 86
29 80 CC B0 75 A3 72 DD 76 80 6B 2C 8B CO 14 EA
49 FE 18 8F A6 27 BC 5B 60 C1 FE 15 4D 2A 42 DD
33 F8 6D DO 77 11 73 82 31 4D 31 66 B1 CF 95 FO
9D EE DF 81 E3 54 DF 8C 7B 63 70 D4 93 B5 AE EO
D4 90 DB BE D8 0B 3B C2 99 6A FE 5A FO E9 FO DF
85 F2 A6 8C 28 33 OD 77 04 59 78 06 E5 OE 48 78
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8.

Test Consideration

This section describes some common interoperability problems.
Implementers should verify that their clients do the correct things
and perhaps make their clients forgiving in what they receive, or at
least have them produce reasonable error messages when interacting
with software that has these problems.

A common problem is that some SIP clients incorrectly only do SSLv3
and do not support TLS.

Many SIP clients were found to accept expired certificates with no
warning or error.

TLS and S/MIME can provide the identity of the peer that a client is
communicating with in the Subject Alternative Name in the
certificate. The software must check that this name corresponds to
the identity the server is trying to contact. If a client is trying
to set up a TLS connection to good.example.com and it gets a TLS
connection set up with a server that presents a valid certificate but
with the name evil.example.com, it must generate an error or warning
of some type. Similarly with S/MIME, if a user is trying to
communicate with sip:fluffy@example.com, one of the items in the
Subject Alternate Name set in the certificate must match.

Some implementations used binary MIME encodings while others used
base64. The preferred form is binary.

In several places in this draft, the messages contain the encoding
for the SHA-1 digest algorithm identifier. The preferred form for
encoding as set out in Section 2 of RFC 3370 [10] is the form in
which the optional AlgorithmIdentifier parameter field is omitted.
However, RFC 3370 also says the receives need to be able to receive
the form in which the AlgorithmIdentifier parameter field is present
and set to NULL. Examples of the form using NULL can be found in
Section 4.2 of RFC 4134 [11]. Receivers really do need to be able to
receive the form that includes the NULL because the NULL form, while
not preferred, is what was observed as being generated by most
implementations. Implementers should also note that if the algorithm
is MD5 instead of SHA1, then the form that omits the
AlgorithmIdentifier parameters field is not allowed and the sender
has to use the form where the NULL is included.



https://datatracker.ietf.org/doc/html/rfc3370#section-2
https://datatracker.ietf.org/doc/html/rfc3370
https://datatracker.ietf.org/doc/html/rfc4134#section-4.2
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[©

11.

11.

The preferred encryption algorithm for S/MIME in SIP is AES as
defined in RFC 3853 [9].

Interoperability was generally better when UAs did not attach the
senders' certificates. Attaching the certificates significantly
increases the size of the messages, and since it can not be relied
on, it does not turn out to be useful in most situations.

IANA Considerations

No IANA actions are required.
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Appendix A. Making Test Certificates

These scripts allow you to make certificates for test purposes. The
certificates will all share a common CA root so that everyone running
these scripts can have interoperable certificates. WARNING - these
certificates are totally insecure and are for test purposes only.

All the CA created by this script share the same private key to
facilitate interoperability testing, but this totally breaks the
security since the private key of the CA is well known.

The instructions assume a Unix-like environment with openssl
installed, but openssl does work in Windows too. Make sure you have
openssl installed by trying to run "openssl". Run the makeCA script
found in Appendix A.1; this creates a subdirectory called demoCA. If
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the makeCA script cannot find where your openssl is installed you
will have to set an environment variable called OPENSSLDIR to
whatever directory contains the file openssl.cnf. You can find this
with a "locate openssl.cnf". You are now ready to make certificates.

To create certs for use with TLS, run the makeCert script found in
Appendix A.2 with the fully qualified domain name of the proxy you
are making the certificate for. For example, "makeCert
host.example.net". This will generate a private key and a
certificate. The private key will be left in a file named
domain_key_example.net.pem in pem format. The certificate will be in
domain_cert_example.net.pem. Some programs expect both the
certificate and private key combined together in a PKCS12 format
file. This is created by the script and left in a file named
example.net.pl2. Some programs expect this file to have a .pfx
extension instead of .pl12 - just rename the file if needed. A filed
with a certificate signing request, called example.net.csr, is also
created and can be used to get the certificate signed by another CA.

A second argument indicating the number of days for which the
certificate should be valid can be passed to the makeCert script. It
is possible to make an expired certificate using the command
"makeCert host.example.net 0".

Anywhere that a password is used to protect a certificate, the
password is set to the string "password".

The root certificate for the CA is in the file
root_cert_fluffyCA.pem.

For things that need DER format certificates, a certificate can be
converted from PEM to DER with "openssl x509 -in cert.pem -inform PEM
-out cert.der -outform DER".

Some programs expect certificates in PKCS#7 format (with a file
extension of .p7c). You can convert these from PEM format to PKCS#7
with "openssl crl2pkcs7 -nocrl -certfile cert.pem -certfile demoCA/
cacert.pem -outform DER -out cert.p7c"

IE, Outlook, and Netscape can import and export .pl2 files and .p7c
files. You can convert a pkcs7 certificate to PEM format with
"openssl pkcs7 -in cert.p7c -inform DER -outform PEM -out cert.pem".

The private key can be converted to pkcs8 format with "openssl pkcs8
-in a_key.pem -topk8 -outform DER -out a_key.p8c"

In general, a TLS client will just need the root certificate of the
CA. A TLS server will need its private key and its certificate.
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These could be in two PEM files or one .pl12 file. An S/MIME program
will need its private key and certificate, the root certificate of
the CA, and the certificate for every other user it communicates
with.

A.1. makeCA script

#1/bin/sh
#set -Xx

rm -rf demoCA

mkdir demoCA

mkdir demoCA/certs

mkdir demoCA/crl

mkdir demoCA/newcerts

mkdir demoCA/private

echo "0@1" > demoCA/serial

hexdump -n 4 -e '4/1 "%04u"' /dev/random > demoCA/serial
touch demoCA/index.txt

# You may need to modify this for where your default file is

# you can find where yours in by typing "openssl ca"

for D in /etc/ssl /usr/local/ssl /sw/etc/ssl /sw/share/ssl; do
CONF=${OPENSSLDIR:=$D}/openssl.cnf
[ -f ${CONF} ] && break

done

if [ ! -f $CONF ], then
echo "Can not find file $CONF - set your OPENSSLDIR variable"
exit

fi

cp $CONF openssl.cnf

cat >> openssl.cnf <<EOF

[ cj_cert ]

subjectAltName=\${ENV: :ALTNAME}
basicConstraints=CA:FALSE
subjectKeyIdentifier=hash
#authorityKeyIdentifier=keyid, issuer:always

[ cj_req ]

basicConstraints = CA:FALSE

subjectAltName=\${ENV: : ALTNAME}

subjectKeyIdentifier=hash

#authorityKeyIdentifier=keyid, issuer:always

#keyUsage = nonRepudiation, digitalSignature, keyEncipherment
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EOF

cat > demoCA/private/cakey.pem <<EOF
----- BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED

DEK-Info: DES-EDE3-CBC, 4B47A0A73ADE342E

aHmlPa+Zrovev+JkOSClxzpxoG3j0ZuyoVkF9rzq2bzkzVBKLUGxhWwjMDqwA8dH
3fCRLAMGIUVNMymXYhTW9svI1gpFxMBQHJcKpV/SmgFn/fbYk98Smo2izHONniIiu
NOu2zr+bMiaBphOAZ/0CtVUXUOOBDKN91R39UCDOgkEQzp9Vbw71736yuSHI9GMHP
JtGLJIYX3RhS3TVLFLAJZhjm/wZ/9QM8GjyJELIDhMQRIVeIZGvvAYriu6yYHiHf X————— END RSA PRIVATE KEY-----

cat > demoCA/cacert.pem <<EOF

————— BEGIN CERTIFICATE-----
MIIDJDCCA02gAwIBAgIBADANBgkqhkiGOWOBAQUFADBWMQSWCQYDVQQGEWIVUZET
MBEGA1UECBMKQ2FsawWZvcm5pYTERMAS8GALIUEBXMIU2FUIEpvCc2UXDjAMBgNVBAOT
BXNpcG1lOMSkwJIwYDVQQLEYBTaXBpdCBUZXNOIENIcnNRpZmljYXR1IIEF1dGhveml1o
eTAeFwOWMzA3MTgXMj IXNTJaFwOXxMzA3MTUXMj IXNTJaMHAXCzAJBgNVBAYTALVT
MRMWEQYDVQQIEwpDYWxpZm9ybmlhMREWDWYDVQQHEWhTYW4gSm9zZTEOMAWGALUE
ChMFc21lwaXQxKTANBgNVBASTIFNpcG1OIFR1c3QgQ2VydGlmawWNhdGUgQXVeaGoy
aXR5MIGTfMAOGCSqGSIb3DQEBAQUAA4AGNADCBi1QKBgQDDIh6DKkcUDLDYK9BEUXkud
+nJ4xrCVGKfgjHm6XaSuHiEtNfELHM+9WymzKkBNzZpJu30yzsxwfKoIKugdNUrD4
N3viCicwcN35LgP/KnbN34cavXHr4zZ1gxH+0dKB3hQTpQa38A7YXdaoz6gow2fts
Mi74z03GNKP/G9B0OKOGA5QIDAQABO4HNMIHKMBOGA1UdDgQWBBRrRhcU6pR2JYBU
bhNU2gHjVBSht jCBmgYDVROjBIGSMIGPgBRrRhcU6pR2JYBUbhNU2gHjVBShtqFO
pHIwWCDELMAKGA1UEBhMCVVMXEZARBgNVBAgTCKkNhbG1mb3JuaWEXETAPBgNVBACT
CFNhbiBKb3N1MQ4wDAYDVQQKEWVzaXBpdDEpMCcGALUECXMgU21waXQgVGVzdCBD
ZXJ0awzZpY2F0ZSBBdXRob3JpdHMCAQAWDAYDVROTBAUWAWEB/zANBgkghkiGOwOB
AQUFAAOBgQCWbRVV1ZGTRXxbH8/EqkdSCzSoUPrs+rQqROxdQac9wNY/nl1ZbkR30
gAezG6STmk1lvf+D0Og5RxQq/+Y6I03LRepc7KeVDpaplMFGnpfKsibETMipwzayNQ
QgUf4cKBiF+65Ue7hZuDJa2EMv8qW4twEhGDYCc1pFU9YozyS10hvUg==

————— END CERTIFICATE-----

# uncomment the following lines to generate your own key pair
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#openssl req -newkey rsa:1024 -passin pass:password \

# -passout pass:password \

# -shal -x509 -keyout demoCA/private/cakey.pem \
# -out demoCA/cacert.pem -days 3650 <<EOF
#US

#California

#San Jose

#sipit

#Sipit Test Certificate Authority

#

#

#EOF

openssl crl2pkcs7 -nocrl -certfile demoCA/cacert.pem \
-outform DER -out demoCA/cacert.p7c

cp demoCA/cacert.pem root_cert_fluffyCA.pem

A.2. makeCert script

#!/bin/sh
#set -X

if [ $# == 1, then
DAYS=1095

elif [ $# == 2 ], then
DAYS=$2

else
echo "Usage: makeCert test.example.org [days]"
echo " makeCert alice@example.org [days]"
echo "days is how long the certificate is valid"
echo "days set to 0@ generates an invalid certificate"
exit 0

fi

ADDR=$1
echo "making cert for ${ADDR}"

rm -f ${ADDR}_*.pem
rm -f ${ADDR}.p12

case ${ADDR} in
*:*) ALTNAME="URI:${ADDR}" ;;

*@*) ALTNAME="URI:sip:${ADDR},URI:im:${ADDR}, URI:pres:${ADDR}" ;;

*) ALTNAME="DNS:${ADDR}" ;;
esac
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rm -f demoCA/index.txt
touch demoCA/index.txt
rm -f demoCA/newcerts/*

export ALTNAME

openssl genrsa -out ${ADDR}_key.pem 1024

openssl req -new -config openssl.cnf -reqgexts cj_req \
-shal -key ${ADDR}_key.pem \
-out ${ADDR}.csr -days ${DAYS} <<EOF

us

California

San Jose

sipit

${ADDR}

EOF

if [ $DAYS == 0 ]; then
openssl ca -extensions cj_cert -config openssl.cnf \
-passin pass:password -policy policy_anything \
-md shal -batch -notext -out ${ADDR}_cert.pem \
-startdate 990101000000Z \
-enddate 000101000000Z \
-infiles ${ADDR}.csr
else
openssl ca -extensions cj_cert -config openssl.cnf \
-passin pass:password -policy policy_anything \
-md shal -days ${DAYS} -batch -notext -out ${ADDR}_cert.pem \
-infiles ${ADDR}.csr
fi

openssl pkcsl2 -passin pass:password \
-passout pass:password -export \
-out ${ADDR}.p12 -in ${ADDR}_cert.pem \
-inkey ${ADDR}_key.pem -name ${ADDR} -certfile demoCA/cacert.pem

openssl x509 -in ${ADDR}_cert.pem -noout -text

case ${ADDR} in

*@*) mv ${ADDR}_key.pem user_key_${ADDR}.pem; \
mv ${ADDR}_cert.pem user_cert_${ADDR}.pem ;;

*) mv ${ADDR}_key.pem domain_key_${ADDR}.pem; \
mv ${ADDR}_cert.pem domain_cert_${ADDR}.pem ;;

esac
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Appendix B. Certificates for Testing

This section contains various certificates used for testing in PEM
format.

Fluffy's certificate.
 j fzBOMFEGALUJEQRKMEiGFnNpcDpmbHVMZN1AZXhhbXBs
ZS5jb22GFW1tOmZsdwWzZmeUBleGFtcGx1LmNvbYYXcHJI1lczpmbHVmMZn1AZXhhbXBs
ZS5jb20wCQYDVROTBAIWADAABGNVHQ4EFgQU7NgYXun399fsKylL2iXux8d+1XAw
DQYJK0ZIhvcNAQEFBQADGYEATEZJbgFI4tRu10ih83vIpZg3pURGWIIKN32Q+1//
NrinMfAp3gri6rnwXJ+toN71TKKPEdhB6mi+28Ie+uWKLX9mEynp20/7gL9+XrYE
rQhewWJW3XTiF1IWUXrYDLKKdAMrRH9QTs3d1lrehzY9ZutfmvhgX46x/EpDU7YRTS70
Pf8=

MIICXAIBAAKBgQDKg5ubTjzVRTz0AKY2qLnsOnbiuZvoKKq6hiLFzzM+T21WIa69
VIR8FBT5fZMFAE6T1v1riNHUVY7JibGvK18jmuUqV5wWh1lZBOSp9vT1ZcYRzWc50gn
nahsyigE5mLY8emiGjl+Dg+Qpaz5Ibwqz7TdazCCmq4 fALIKKWNP1ONRMZwIDAQAB
A0OGAXgtxwoh®@jBZ716/PcS+sTut+xUiRwxIT30fdHONACRr8RmgM1khAzf7XmMoi
kegJdjmrF3+K614g4I0cnL3y1wVCtzJ1f2QDTuVzAsvazZqIl4+pNB4LaAb+JIPNQ+4
BtrQSXADXv7HfkUakzeZpgnJYw+zHWaVogKjcLDKHWdrbOECQQDpH/G+GsJ4mnrp
WZF90XKgKhgB073ZONHDXxu55AukLghGnFh1udqdCQ7EPsaCqLN82RS4gn/wWDfnBh
WB8DRavxAKEA306nMOMyKdsuqBbGyEPvaPDVmw9O73wtEohIj6MgwdYSUOhdKAUrR
hs@9yVGy0QpjoNHIEOVi51UhPxJ1+XvviwIBALORY14DFfX6U/WBQB2I63pW62gk
g7ShAH9Nt8Et0OXxS6SNbaeMQ+Nyjm/ZNc3JEOE2BQezi6gsRCp6ILdduRhgECQD1p
V7EhwCHUNVc8kbWJIKXLnocmbyC6PyWx/XPFK7DRBVTWCX6XWheKo1l7gJ1zIfj8Y8
NNzWPOIXA4mH603hKRKCQA+1ler++Tx24uypEijIi70KObfjJUlrhCMONVWXDKrz0
3zpuUB7yzuxrbcMZI8JIKQIHLOSWz7egscepxS+N61ly8=

————— END RSA PRIVATE KEY-----

Kumiko's certificate
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 fzBOMFEGA1IUJEQRKME1GFNNpcDprdwlpa29AZXhhbXBs
ZS5UZXSGFW1tOmt1bwWlrbOBleGFtcGx1Lm51dIYXcHI1lczprdwWlpa29AZXhhbXBs
ZS5uZXQwCQYDVROTBAIWADAdBgNVHQ4EFgQUNi50QQ2G6ASiZK79CPEXYmMPSqQFIw
DQYJKoZIhvcNAQEFBQADQGYEABIFAON/3/05AD7Kt9kKSdy6vFvncUlIaccuFfdXc
QPfewY8NWwYKWsu588D4Nu77VQ++6a8AtjlIPSY/742Z40KqgljfxdA+Uz/Z9cv2v
6aM40X7R5FTgJTbHRCOUeH320hN1cLhSNGHZNWSrS8AbtNOLfLRIipZI3NOWSbh6q
09Q=

MIICXQIBAAKBgQDV+nYToVLn/tiN5cps3rkg8By2ajKp7tyEoiI4v1ZRKFVARSB2
I7cW50SIuNJhJeHKk/rVS00G0j3ulay/N+WKOwKCy31lAe+J12u@9edvowMQOPpwl
ZyAJDKz8Uw3gRRH5/qsgkT1sk01hIB91XfQLn5wu2nmnwéafnXADhWdgQQIDAQAB
AOGBANJKktWrxyanxC47iLdpEWHVJgoHeA7jQ8yS60r13cPDVnpVWIUfmkCTFPTWM
/Namv89HF3BVhD3hUHogwP03gcsIdxpccnulwnmTW7IhSQXjBtsSOMEDbOW8S+WtS
9NjRI4m1+860f1E+TVa3DtwCE/pEOKhFvcZHVXioSYMNucABAKEA6XQKEWR1zI/V
u2B28LcvOiafkJQDfPB300ahQ+9qy5qUWgGZzXj6tM8YUusVgR/NCg8augRC5uwD
yonN98phQQJBAO] /Pp9yy02NCVs4Mp5QSXDO1RAOUruMz6vImURQO/8uBmHVETTC
NkvgxxHjHW7mmusEY+ZIVRXmFV4RZcYBYQECQHiT5/TQ+Mmti2 TKmLXkffY+MOAp
yZAulGOat2LsS82YvjVbVNISFbvdew+721QfVz2teXv3+wgI9or0GoDXnwECQGrE
I58PCzGHkKkUBKHhpE+4kS7wK89hjYVpDAKOEHKOHHhecZAhoHV9suwHgT6109IJD
BCAN]jtLHMHZz9feRpBWECQQCUINO2CMXxFy5yhjj4n1lmCRQ6wW6KBW]jY68XNN4Qj /g3
SV+1HtmCc1lSObK7e/IV6gOKN+MV3C+14JGASRM+9HqcZ

————— END RSA PRIVATE KEY-----

Certificate for example.com
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————— END CERTIFICATE-----

Private key for example.com

MIICXgIBAAKBgQDmMMXalJ8yNMoVWcPTCMzMyJkJePGhxex95UNByJztKr/LOGQy8
wF8xakPnfKlkvcfmlzZz+qzS2QgmiEYnsFvkOlr7vgnalbpFOdIovali4fP5JGuMzI
JDXGzVOtZIWXpMoB8Y7Ffg//AJG]j6ssS+EgJ1pLSIyNAQ7707cnqY5T+fgQIDAQAB
AOGBANtRm2FkRv7sed/wSA60S6PnUeqIMZWVk106xi9M86/0ThYAQVrNCqwBMqtw
XboTG2dKx4Kr tFMWGTiwv7esHLPSUB1jYF7/KEsRh4WoRxfeWoQlAY6VYXycg6b5
XOUORAFMWL+WRXxPmo8IhDKEWNYRYCyGQj fKpMj0724WjEqWxAKEA9MFDUQD+fL3N
ImMRQ19ns3nHIIbcrtfxGCFaj+EJEwWsyc5gq7QxRc3niNVt5pogPP7+CxskLaPPKU
TImhtwixLQJIBAPDE7hcDCPtsn9DIOXF/ZxX]jfZAIAfwVST+ggwWQi5r631GwjIbCT
q06T1ijtbSqgbOQQULTabVwpIdYyknQqQlCUCQGNkG322UmQhsdiJUh®Amex7ibyc
hPrNVHdTFMnZOen9oHwedHpHGwW7dVTkaLNVO1L8R1Y+sQMNRgDuj1EVeK1kCQQCH
945FLI+b/0Hbs9bQbOk10TYNdHFEATOdrPS1KhiIx39n+gcCgsC5y1Qb5Rgrzz1b
8gX+eocS5YyMmkGdP7yJAKEASMGKAQt4nTfZY5L8PYytPK81CJjBLCcYyI11I3QEiIMY
K/81YWYQcqsg5/cLBZC26KgNvxKyLwxS220Dj1m19HIKGQ==

Certificate for example.net
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MIICjDCCAfWgAWIBAQITIAZUACQIZzAFYwWDQYJK0oZIhvcNAQEFBQAWCDELMAKGALUE
BhMCVVMXEzARBgNVBAgTCKkNhbG1mb3JuaWEXETAPBgNVBACTCFNhbiBKb3N1MQ4w
DAYDVQQKEwWVzaXBpdDEpMCcGA1UECXMgU21waXQgVGVzdCBDZXJ0awWZpY2FOZSBB
dXRob3JpdHkwHhcNMDUWMjAzMTgOOTEXWhcNMDgwMjAzMTgOOTEXW]jBbMQswCQYD
VQQGEWJVUZETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GALIUEBXMIU2FUIEpvCc2UX
DjAMBgNVBAOTBXNpcGL1OMRQWEQYDVQQDEwWtleGFtcGx1Lm51dDCBNnzANBgkghkiG
9WOBAQEFAAOBjQAWgYKCgYEA2w4I/bz/vxzVsSkUEF56EY]jf4yUftpG8jhmIiwsA8
AKLwc7CTncewW+tLmdDfUQLWwW+HP4kyOtgQQA6pmviPORUNjuSj91dE7EJIK3ZKePE
3MZ2M5JL6CEFN3HEFNHOQKV3TMKIGSpUZJjHMM15yRPiA1X0Q2vI29h4W52X1DPM
62MCAWEAAaNEMEIWFgYDVRORBASWDYILZXhhbXBsZS5uZXQwCQYDVROTBAIWADAd
BgNVHQ4EFgQUHNOIC70r601iTsM1PmWPdgbXxUAwwDQYJKoZIhvcNAQEFBQADgGYEA
V1Sod7+XfvSKNsybqtwWPaM8VnoRLFVXvukgQbsdv4wuv5bnDfwxdU25rdizBbql+
m8Us+ky80Rw190v73mSe0ro7KMvOmN1u2BaGUB/wjaRsH2HC+UZbOok3vzZ+W8Re
ECJjcVyHNRGVW5Iu2wW5iwWc0/a/74vPaVBiFQQJIBRSLXg=

————— END CERTIFICATE-----<

Private key for example.net

MIICXgIBAAKBgQDbDgj9vP+/HNWYyRQQXNoRiN/jJIR+2kby0GYilLCwDwAOVBZzsJOd
X5b60UZON9RAtbD4c/iTLS2BBADgmMa+I85FQ205KP3VOTsQmTdkp48TexnYzkkvo
IQwfccQWcc5Aq/dMwogZK1RkmMeabXnJE+ICXHRDa8nb2HhbnZfUM8zrYwIDAQAB
AOGBAIrUP1CIutEldi3wXaKWfTI+ZPcOFeFz6mDdyOgASObT/WIkO31YqFA434Ni
aqVvEOuU+LmEu2gzNUFTYyZwEOCciMg3NQOH57z70vbnHaOLajiJR007zkROrmESGTIV
Vv2WstOKJYsMdcTVa4VZd9cHH6zZWXHEWDT+Y2MxrIer FnOYXBAKEA72CcBQSE4SStZ
KvodDUMjFXG97Z1F927Xe/47iWnYRKhVB/jwNOuYpJog2cQFgsIsRM1tozi3huTP
L8IKkI5N4QJBA0095ShiRPChXIXY1IcUGXx1Rulr+paIAJwjuuutwrtCA1CbhbIKBO]j
vTGVr3mKBGV2XLmz15nNV+5WFiLRBiUgucMCQQCXT+63KN1ADUrS6ZTH5/KoQKTfw
WE568WzFWy8raBXYefJpsdHxqFizZmklHDIaFd5A5BBVNDA107 7EKGNWablghAKEA
zbvpPqv4+LRuchy8pZtyKTEQ@IJWHNZ1kN79mGEO4ajITqUNmx6c4PsVUQFwayz87C
gFQdxDdHyMyRiqjd5dQ1cwIATISXNGcOhilkV3xBy95th3IsVP6G5DqwtID4hrYa
OnfIxrvzhoM29Xp+AHcwS4YO+UgiNrd5B1lbZs+ALZPD/ jw==

Appendix C. Message Dumps

This section contains a base64 encoded gzipped, compressed tar file
of various CMS messages used in this document. Saving the data in a
file foo.tgz.b64 then running a command like "openssl base64 -d -in
foo.tgz.b64 | tar txfz -" would recover the CMS messages and allow
them to be used as test vectors.

H4sTIAOGRgEMAA+xaybajyLWtMV+Rc5YtBEJIA6/16DVRIOYBaETfiR6+3tX7n+3M
rCpX46r083p1BKI6GARHEjoh9IVvbRkHd/Gp7Rn+JgDE7f/T4GHYah6Mfl1en2/Hvb3
6/v3M4ScOTN6R1IHSO+1MYAjy3STfod3qfL2waxgD/90m7pJqSZPvx+5bs+az+RT1f
deo3f8/fyYbPxz969uPw28+Cnhzn+CIYhF+jtvrdZcP5j/L+F/cD4x20d5M1f3378
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plloJtUsfuofCuvFN9+T6VvIJIT+tq6A8C8T30h2YK9YYVOE+]jgOnYWhhBF20KWY5u
okvaklvic041zdxFzZ7qqvaebOmExrQs5h5km9LFUhaz/CIBktgkS2w3Ecl4hdikR
ONP9sZzSEXwWWLK5FiDsXS0eYOkr0JsMMDHaCzJ10J+ze3WgNkJWIMPSuzxgM83R4
Nn7SWnD3z019P613I9hdFxzzXss1l1+Qvwvv5omfr+mvytl//P5P/mOX5b/r/8wf/f
xH49/3v//fxPr9/n/8P3H+R/tIqpn8n/8HLhT+F+mtfdHkqLZtAr7RXJZbOSSWNv
RVbz+TLgNWAXHOUEKWYTPRIWFNQXx1VjawllATr2UGzSmmoZfu3rOVUW35GIyivs5s
pjFakKBFffKoOgEg+LKHC40rSTINwxwenaOKMmJILIsOZn+ULB1fUZ3XQ1x6sVOuUBZ
g0/ZXxXUFh90ypENCFpZ/L/5Pvav+a/zm55SNM6a/t0TcH6azWjhqn4wrhy4/zv10Z
bYyBbjIbojxs4WtO@1EC62U2rPxjbnacylcIhni/LNKNhQyXLGlsw2sf5ToSvCgTq
mzWA5XZT90V8h2YMqY2nOreYKM1QLZ8nmAhYizgtRaAPHMYyROOWHUFs18+6Dzk1/
AJRZRPbGYTprLyg/wc4RfiP1FJywy6wGNpEzmiYQuVFYO/8b/F8+t99m+/+T/I91
yNf8fz5cf/D/N7DP+F838E+qztVvHXPskOt4/Y4CbHtyPi0SqUbXkBmfhtslSazuR
mpDHNNMTSuUGPstn6X0+0JRObsI9if300kLbdgIWs5rUGpNol4LucoqQUff0OGrL3q
nPaagZlLpeqx+dUEVdgxSsy3c1D110RFBXasSdh4QqJiXdbwWjoewWftpJad4eRiTpKcT
LrDFdRhAOhX03WPgNx1/YZiCRc3LQXMwSTWewjWCcAPCWIXB51GuYKfUZG57CaTHw
g2JclczévgTJdd+yyaq9rfpduliNrhh5+t3uzZfDmEdBAF4IatycKxuF7EfmQkhzXz
ZcaeA/dQB4s4F96x1XPpQT8YroXX50mewoV7VotztyiohijgQp0ix8eTDODRV7VuU
b3XGHUFN3VSN3FitSMROKiAMPs4e9MtZ8ZLG7xJDWROFJg9EBvhal6p7MyANX/Nh
1I/JypJIMUICOQC/DFqHPCONWPUKaXLZHtGtTVCVACh3KR6CqogWYQp2NS74+Do7B
VYrGsogilXFo7hSvuMnJIX90i8fEKTxZ7MMEQdbQc7a9IXxS4FH5IM8FKUZ16MofF6
UZD2sh5mENpLx8feVjbaS6tIi9TYpmQRGLZLRViXLAYCK+fK5aHWwRkan9weGwy
UuNDz+becssz5jg0XbDYNsvgIdv36nHTKw8CcNENWX9RUNGN7eUwbUtNIDrhfUObB
g+FJ4cLhHmohVJ4hc5NjrqBju4171ajELOdX5N6AaUSmMA4lulRaietr7exUCt9QF
Nn21koN52HBzYWMU24Q3poWZFPBOVjZn4Hvg4qduoireKFAr iEW18VfGIRueSB4in
291zPC16DS161ih6ET8JIXMZXntdwey2rAMEQVVX2+c4LIan/5jMZ/cGn9p5f+u/08
/v+3tv+/hvoh6A/+/yb2C/k/pNLiPqvgiz0dTdcO99hA5FKpPEHQQLSsPt0JfnD3Kh
FrydiXeQlBhYOfAKTT4k33V8DK1LAMrNhwETBE696gDkbyijwQogqqogNmYNWm3HZ
XW5mtDbeXpZzC/CakOSR5kQRir90sbS0qSOWelll zyBOGAEG] zfkdCq4NSHMZWH j
J572023tv+Zz/+d5SzyQ/jXQV58jiBgqKTmDzogxHEPIN9W1PXxBqW4AYXJyRFKCKm8
FANTKIUuCA8FrppUJfNTOBKe7bDHM5180F0VSisgaxKHYji1z2HABOAIKXNCVFttL
XelrGmVN3gZm2B1GRRS8QYojOw4uth/fI467707LjQ51gh4srT3/7J1G8VbijZuUw
0CIOQ74YxugD4tzG1CQVjMveMf/M3GHMTZ4uw040ni5mNnEqFvk+eZ3QpnCkMenA
D7pUje2eI91kqsDjxo0s1j8gXN/5X2jtqZLmuRgqHLU96Zjyx2PetT1YNdwOPCUkzT
NC79S0JNMURFA1gAOWHtHqlFgrVh91HvZ7SRbRBIMPYhE7mVTpHORtNrAl4Rsalw
auqgNq29y6E1sNTFZAIdGrzdnZ5zt1geE6z0ToRtibnOXuUV+XFUfXAROjOE0QsOzh
ZwXDaJGVnSCsOUWND2AP5059zRfwoU9Rt tO6FIOXEK4YENS5PIqpSXxe83SyiloePN1
yfV6jS7qYFsaswThfsNI4MVo8UrF3CZtev4qYjTWztEi4IkwuDIbKV1elTayEtsd
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HUOEH2z1yqLUax156pL1XgAoTXJfe3vP7hJ8dzsQ56LFuHgQakKw53McoUYX+AQOIP
X6W08fiv5f++bccP9eeDEON83+D+N/sJ/j82+9hX/HIG]tv/4P9vYD+h/1DCm/7T
wn/Xfw7w/qc08aFMWAXOEcvTBZPPORLg1wgmn+s1wD8EE6NCchOW99ge9Eea7FkQS
1u/KEE/LVdTonV9XhefqFU8z55jNjoYqCHia+JNZoEXacUQy@lug+FU2heDwrR8+
6X8+1cNXcseFj9Y9E6/sowub6tNAT/eLppa084xDil/ctrKtMOukjiL2XcfSSmzZ5z
SY36vvsmrUj48qGBkZnERB8y1SqaePNR+3Ag/dE1ntGrCNFSDba3mK3qwJGzmLVS
zbWhgL1vQODqqMSziYRDLGM8WIMPEUQ]j35DH8Qsr4xRI5SNp7dKb47EqVKUU9QE28
E7S111MMgI1wWXvSZsUkLbj66gbGx0X02CTOg5PAU7PVeONIU98JEWIt+7Auidjy
ApTGstVTFOBG5pzMoyWSETSRqiexCWXKEgWzy /UXv3qtHKjEIoFkmt 1 pAXLDMC+N
g3a/pqODJIyMKSD122SGEIUX1XN6JIVITYGP3f41174WSJI50SJIgN4Ai61UcwhC7/Us
sq6dDgseYQFhJ1lvwiytswsjGgiTqDwGpIHjWOLBRO68e+0L+FwWMBHcd/IU3+UmUS
+Fqa/KXKJIPCINP1PZbImMDXw+KnzXvVKwFX2jitH+50ID31YYrxziTTqjP891nTd1d
Q+520191bJC70VpqP4C99tKhNdaC6L7I3gmp/LDUEQV44c+dVvRr JEW3NBKSUFNVX
7XUCVSSPIQ/92UWY+LSpLugqiWGbLhGHPKRNKe+WPdhkDdBSK71EIpEZz4BWinljm
T5QQwLQ03170ZVz0jKW8q00Y6+61+2aclwWy20r98SznrD/uF9gPxfxqe/efx/3/+
XRXwp+I/dIa/iv8IgkJd/XPOvYT+V/9mMLI/4Xzx/1/6T//fkfCfp+/ufwFUT+e+d/
hoX92FRQDCHUIWfX/nFo+joPnvg3A4MvUSY+choQfsQ94f10K736GhOVVbYZVbrg
XRGOO3M34k1lEazBtgVf/YvnBvVaudVUPby/r+bGXcYjFqda89Czc71Tk5swXFuloM
tTAEt97dFN/03Cpg7RLgdALGB76pdrdlx1NrrnHzGL3YXxdasvbFYrwEfKO5FoVCy
6poym8muGeVzV/Ji0Gc3ErDazoNOrnZm/QZPJQLH2SLZibvEVAMa®050uSnTOMs2B
DOV9IDw/gAXCYZZxqVGp/iB2/f1lrE13+c8Dw340Qq2n+0gu//s+DzxBImvzx3apD7
PRNErXrAuTuttxisXPx70/CPzJJJ+0KYMvx11Kcz1Gc3Z0Y7POU6S2cd4S7KCKyB
59MIkPtzIyV4h6ROTU2bXRXASZWXYixXF1Y4z41rnIHzjn+DkiI+/sXctUG5U5313
ba+xzNqYDbTQhKMSHgGx1rwfu9jx6Dmj0XskjaSGhtHMSDOS5qF56BU3MeaRFOiB
JHUaaAIKPtAGWprQFtKU4rQppRQKaSENPI7rNJTT1uRQ18CxT1tMR2v]jJ9]jGLEvVd
s7/06Giuru69c+9/v+///3vvbpnUogPdhIwg3kiSgbJVvifqsnCLzCR7uF9QYyBf7
ViWSZFkpZeVpMlewYQmOZKValauul9e6SqOMYP1g1IwU8Ugq+wOGAL1sn1lgh4SY6U
4/3/y9XU1lrHp/UaBT4X/sSX/f1Hk1P1fPP35nxkey/9e2mLzvyXxoClAJHXOPOiT
4/90GZ0UjFJ06WGIgdueNy+7XKRHI6UdVEd3fTDDqUXTDZbaUaNUDMUYutJO+jVN
YVQEOKJtROWUAKBJWROVLCV]jJIStIwGjFgikjmfRIFvchWlnACyAKBZpUN@ICerik
M1QrZwX7hYgcikXreqAzCOez/CCH89EGDZckknLrehgXZKEe8Z1mQBKp TKwKmaGT
4P93j+s03v004A/ zvgDW+bdWAOJEbZ5iD/P9uBRy7s+Rw/k+raCeXg+IYZatVFifF
bLRc®bJ2J8a80/+HmMIhEpONWEECPCM46ZIv1pAHW]jXV1sQgygii6sbpUFn25bF3u INQHkOaehBP1LXQ4qPDXGRVNCA31kEG5ieyqQGrGS7nVAtPohmu®I2Ut J6JA73
NKihME®s1ehJFa6YUSSWcq28T7EBc1CKD4CCc2TTSNBMFuiralLirZzfgIMlLtdsJcI
UUkgPWCRSKxexopBPtQJQQwGmzwGNVq+Ds4pFE3qDhF1MNO049I1QU71AulBUWtW
0yKciBpRKJISThyrWsPNhEOskJcnNKw2vPyKg6SvhUaUXpot6SSRaNT7B1p06IwWgl
QRjLDvh+sJyNsXgkHyoV+HAZK/M1mTXaeCPRHjL1J1EhTfHp6yGdJIpkwhGo®ZsMLm
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W+ECFQB1KXA09CHEHZhRtcmoeIYFavVmoti21HCKTJf4foS1hhkfPDRdzx4aDN2+
VRNTVYZIsDmGTgI2P8T1hi3KZp8LpDFwQJIwWa78]jO0R7+L5D7d0Or4v3T+a3HkpPA/
dXxD/SwGOUjBKST30qG1lUNG3YajWIOAASMqyJ04000TIJIF6zm2VilynMhyMfgIo8a
HOOMEOpPCpt1lWOCpXxGSOeacIuKAYyC6QDPkjO2PIDb1BXItCEXIGWpa/RSuUzW7LV9
1QGVilLBDotiDG/k8jQY7dqNVAOIWB1SYEAMWE 7mk jvZCcSNFOHibUAQ9OFV7yTPK ]
9n8mWg5v9QeC3g8julquzChP1xINg5YpvJIkjBhxmWG1Y9HBQNOS849a1VrgQy9bs
1C+YFrQuQdIXOFRSIrBSpI1GLWVADAFmpL4piroL9nStwOOMwuXKzzBje35VpJbp
EVyAdzgfmwW7mGUQDAwWSWgbejguUJJgCNOLXWNmtEMg8S6YpXullXDrqROVETMO/9g
/Y7n9ubBIRMs+VwoBBFJsQuoQr2VyEXg2RBSGIKSC5CdAdop8014dVhuYk6KgBRd
u9TJIB9PhBiG4nXwYdfmIb2DoaZzIwldz8/p9mMGUSgOEGSodLNpIyUY+dIpl2nsq4
1psaYt22VsznMkHCDW10ON1qoh316q9vp9+kmzeOa5trRSqDKAPNIOLVZC8h5bhwY5
D6ZptYAGC71ASNNUgMBQYyXKrXq8EUhNK9A2q1NuOA4IDIW20gCrdZqlwSifQwKoer
YbOADgmM5emkIOXK5Cwd6DYYOrEzciJTinldw3Ir6GJTIhodxutUghlg@YKYDSIVD
eyXBKs1K14xQbCZKswZNK7JYpRSD7pK226MbBawNkEwi4guJVLrpJGmNHpJ10W+G
RiXnwi6jA1A41Y8BNOIHSbCJI6WwvNCc1lgPYON8s4IRfT2N5JrBBuzjSgGQdrSw20aA
GovLQaaENTKsHkiV4HAARBJIxicunAiTdEaunJf6P3gK6UNANwOdXx/8Tnv5H5YCAO
f/4bwpb0/y+KvOP4y44iW7 JwvMd9L3IC/0ochDHz7/D+M4F461AMQtsT/iyHfeOAH
z45NjCO/1PLWW6P380ce3Dg22doxNrZzi7f5rbCI6tmL1tU+NjwlaNzb2ubGx8dE1
/dTOc8v3LFudinIcFY/6PX2aPdZu9HNMNgitB6Z8JIVWYffsuwWIxk/SCErwe8Fzjr
mX7AXMOSAFHZMCSVOF JjZyQCRxF4BqwREGQQEOCJgEYC8gw48/ZXc5ZpWMBULYX0
Z2KG1RMsyZ71415VecN15Fn/1laMmHV4LAWYc8]jGSrDuqM/AaEO01dM4IZREVQ]SS
UAzQ7UGNnpTUJjOM5HGVCFmt14nSg0jUzKBKRKM1oDaxgx8bIQj40pBOu23D5erMS1
€j9eSzJZq6kLOWLBinbQsILbuJToink13NRbSCtG4SQW1QqhBi/1Da5Qo4haBEZz
ACsEw2aXpmqgsrUKAxuUgtggRLiUQJA+OWVECOipGNOz5wobuCKJIz4LEORG1O7EPV
6QrGgQzHDoX3bcwytCMLOCzES3HOEROBUAICMQlAVAQFdnuGicz6MVzCZay0ogiC
4EQd31TV+mBV(q6JJH1QQA6CTV1G7BQWVGrV+vfc7Tu7M+kH/AcXY33Kvz2cigmOa
tuqohj7rFxzvaRTNS59TBF1qq3pjgyV3XNWSpbm62pz1QzM32JqqyetN/FAhBU9N
7LpszXhwZUjer2b9NVUXrMFhWQamN/qCabZVURjVFjRboo3PjMgamy9xxvGybJD1
rtw2TFmax8C5IyrUpnwRYaRENOBc4QdJf9ro+iEAQPOQPAVDsyDhj6cKU761i5zLN
UA2v2nnlVjVzvWElgsB6aD3q/4ToWrZsX3aoallzbzjKrB+BOSnflA/YOv5Hk6su
v4G+Yc/U+Mpld20dv8tL+trE+Bi4dfyXvI/T3kdgM2CCq4FVk8uKyyenJ4o0c0A2s
G92cMTOaI7VuwLoqgOuAtaPELdNNCcILUTxi2DK4Bzhwl+aZXeCOuOuBlwKWj+9XT
fm507y/ItuMPe66fWh/110ynXECXLGOYTIwxvm2sMwGP8cDUwWQa0]j68YW37N1s2/
UHH13yJX3P07G6XY5DPbZnadd8tVz17U2vP1Zf965Vf/k3ca5ppNeld8BZnEfkf4
100Z24Q+f2L219PGXV33/sYfvfn37Q5Wrboron9z8T9nCFdvsJ293bvriwJicgbe7e0
hz8GXHnmpgf0+2b11sm1f7DtiV2/0v3aJX97VnT76/cVHOVNL7btS3fU4p/5eRnY
fKjLX0GPTa66+gZ6XF62fHxi+VnZ0yL33134waembt81741jt23JFh997JWrqpsn
£1150cU/4s748+Xn/cm06855053csuljkxt/8Q8PLFIGLP3SBW+diw4un9z5+9cK
F/1z7dsvLOP6ex/6+wfWKfwjn55m/uzX7zP0S2ZuvPu018/ab49PbPcQsLn/GsHj
eP3ap4+Cx+emnxrPvyUfQLYyR7vgz7AcGgxtGPz4aJA5gwDEQeDyQmACBEJCcJACHI
DXxsx3p4uwGiyfDgO+fOW3tH+s+RRsqyL1sBOZjwafX91nMD+AzAMPmMj/eRNGAAJA
OKXzX4s1S9xz2nHPgo7/081/Tm@saAjgPfn/0DQ2fyIUWPL/FOPebfwXMgRwWAVXH
OP3nv/b7/wg28v9HywBL+L8Ichz//8mx1Y17xsZW7tx/jQzclc9ft+pY/3/1loyue
/2D9f8hzgwWGErGE4jkASii2k/191hbJZIXQrIJUh01V1m3V50CTrSd1sOx2CjXSJ
tpXWErEUW3XwShZuDJsux3aH4SwryrLZ1RmnU+0ULqKX6SQet8iwHALaNO2ESL3p
ErwolaskK6iY1C7NcVO3Dervf6RVVEi+7CcjVvR7cL5SrxtIpx+P1QF1HY1L+QSdDAC
ZbkgKXTIjNojTCvrOLnF8/9hqvaD67h4mDWPEKQkiBIJyQgA1SHhVK35k3bdNbft
gKZgOUFbbeiyNFczXF3yMm4AYUySEBGAiBomyiQyp3nGQ7uxwVYECM60DMcQ]jfaG
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C4/1/UcFCY5ryRcel7FHZXHgfTn2IEiCI2d1Zubopi54fGKxwignazhC/ePtwut?
xUzMd/59a3/13FUvzn7r7LmP7348rSw/575Qpv5f//Fbf33DF6jvcdu/wBReWvOz
11Sxuqt3+YOXhD77L7/34t03fvbW+JIv+Xxx+YC94dulyp334x99z/PG/e0bH2tX98
Ys85nzMy9523tpj7ZveiF7b3X78AvLe5a/NPQ30Pwut+8uqréye+fvP5xzMVrc79 JFKRO
Ev+9D6dex4nsPXTCjrH/kKX1vOWRJITT7g3CzP+XxRPXk5Zv4vo0Lf2Htc/xulgyi® tHW69VHi0fV54YNNFUL7N7Y/auT
f777VH7sjt26GbnpvTlg/+0t7y009Ap46gxCkdbIBPONZzINJI6WBTM63zybG6a9M6
VIjOo4tLIXxG89rP270jqdLmrXf10Z/AU+7f/job/jvwQiATX/IWKP/98tpSumo2+t
Q0/5/NKZ/VvIFwWT/gn8X/1POfoud77v/XLaVnPfY1imPfulU7X9r1fengKzz9vdPx
v7/v/4InkdH7v/TE/75+UW1/5MBboH4e0g07qI5PjP94Ahnfof2pELEN/98tpU3c
TVKRwWF2rH6buokltXC/JB30viMiBSRQY396t9PPwbe9W4j/kVtLYNAKFRqPiKRD1
73FV3MQ/XTqIw6bQiFQihUBEXEMayy6QIJIFEgSzAgkOWcuzWGRhkQFQR2+uvU8(q jdHscQiwHWGACWWGJIQYMSKsSSUORS+NOzTfzvUUBDYrMTmXsntO@dFA4ZoM+AGgD
ZAAH6GBaWI1+06LFCEXteR1Y8UckeBev966JuVydFksGI9BBYgPFOQ7AJEBXYAlq
CcYY0Q9F1glgq4awCAS1KLOXMCHQ7x84ueWfBlJUUtFSYN/eP2VXPxvrPXb4tBbeoD
04Dxd/dZCX3fBYX9PMJIMROIbOVEUVY6V3V5CXNMP6IjAaZXpAlrHAa1iQGM51Kix
BErEvFyH1cBotMZxAtqGb7S0g04PKUHDB/eFyBABGYJoJDoeH4ScOtqcQsFAISE+
NBA9Xw7SbTOrQgm5He IX2IS1AJTwo0ZCALDTro9dfh5uPGl/a46Q50GAdBGLXXtMV ]
PNGORWGMJ45ZAxsaJIXp2adwWN124K6VetNtF2ChpTLewSNAE6jN2JITOP87ryxN1w
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JplcOsbz6vi6OmsnY4grmPdHauVGlxpGn7Pb9trjRPIQMz/0m10ZkfLTg201QqS0
EadrrsQFZ/90kXj2IVsDsQfMRgbkABkikpsMOOwP9OU1sJz1Ki8kgTQ1k4DNBX/bT
NNTUN67uJdm7rX5p20QS81iR4WYz2M68+HV0Z12gX4Lcl9uhP816kUM5mbb20LLZS
IGcBO8D/azGrnvCUQES3152fS+b3me4r jIiZcFXYMC+rbEKTx2G6Mfk18+3vnByr
oonjfnmx5rrwiuEirxENS/MEI1gn3jgHX/iRepQyL7g0OVG/ctakjKxhwl03/HAhe
szrgqaXVzMc4m3z7ZT+97fR/cEAA7DKrEfo+Y5VK1SWKAf4ctEpE1IEQ1PIODJIBMQW
8egpuexX0GOjoOMQMtMR2e1FaGnNWCd8mKA/ k1mdpM47mThqiGbby6RFO3P2z18pEX2
M13jyiPB4/cuHyThrhDe8Ni713iEWaJ00XeePoWNINMm10mOhqOtVvLLHNZJEVNXYP
OxL98FbGzNL5qdJ1sQs1H9jVv+BN7YLBSK7Fex/DqWznBsrHS8yRpY7PR+fBXxt7Lv
KAGOOQJIKONPG/iKcB+vXr4wZHe8nHORXvb70T3/9ASghE/181GbCCihhWbzaa9ZL
88TdT3A1YnZ91N1IC8JiMM1qusrqSKOnl9LSneYEj6gs3erioOva4tX0qGmfmYvH
dPVNNsd+s80JCE4z0bflu71GebmzbqL5N881rYx22PWOVYFObV90/rkzcq8HMzM8
9PkP5mwzFTDOpgwlRozyctAacetEQvKMojsuhxZmJY3esYDQbBb8n61iBA5JYp/ kG
U6ZttF5x8b7IB50YNPUl1zuPZJ5CX7100dMZqwoDoTGN1rcN8+a48eXMs0l+uzFwd
aRbpAUALEL/pyFVMDDNbNHtgym@fWbZOivbtwsP81ZcdimIXB3I4hfV1wW38PtL/9
PMfYuMD1pY5taInXKIPLziZ8eUxRaP12+qjo832GbCqI7T/XjfVUtITg9zLPZChR
h/MkIC3rxWuv3Q0YCc4elBtRazSvhaQYF1h04+OMnVXAMNedsxZnOHrYA33UhjCo
QJA8g6ghOHs7VWObeRG2mphSyMq7v0IKbujt5NWa580quq+YJRzaSf516r0/+x+0
zZW9uULCh44HeE13ScgBsiDAjFfM3t/28uzk2wje/FJ13t99qZUOMstFGBPeMpBNvV
Q342NQjJ/bFeIwBsgKu60Mbg70Voy+A/ngl8vddnpMHTQoZtZGp2qdGdQRAOChH6
ZE9SWUKYQluo5ZciYuxBFOKO3HY1iBU4/fxJATIALIKA8UB2uJGYXiOPLV4qALIW17
NMGIEMDW86HgMJISSCc6Mt 10bEXr5GjWOMCTXE3XZ1850HpvVIVTBIRRrnzx5tfibDw
tjcgKcb6AqumUm5czK233BevvKW16NZYjz7nnXVu+bvHp/auwldadtHZgPgu6zUuld
mo95c73EA96/IzzGKyZ2hW7GHp2HASff50WMn2fnt/81/7uS1wkH50xbsmDduzz0
0lWUDRN/nRdfJpna07qUaXiwq/S55c79Ep/eS/1jY42Kdr rnnHRIVNWATCGKS1xv
fI7m48EXxnhvaQhd1lHk9s2FOfGgFn0d2ascN7MNXN2em7r jMfHRkoIPOado9fV/9
ktR7Zypiz+g6ndoTLQglxQ+n3B8/aQmmadXjGedmvFkpxQ8zuUMLGen7413sQMM9
00/+0CfMm2LN9fBOX+LYxjFuR29de3VRb6huwhSzsmzZzzhqpdfObYQsqJ5xOKNCa
9UP1hqrglNzHdjwMCT80ubDWuyhdbuXVbryEayl1KNigRBd26uMT00/8PMSrL9iW+u
HzdnxC6r+N1R0467npg438x8XDqz8fT1Nads80+03f6iZq/r8p9err5ZN9binonz
k+/rwaKkl/0MUpdsvmP1XaXpoOReiRfG2npPBFJeScpXDt6U4eOVYnHW4JSNVIOZ
9pD1cH1diUOp+ZhDF69Vvy6uSRamNaw2edX4DMi9dIQ/r fbXGQibd4yargn2bj6M
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