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1.

N

Overview

This document is informational, and is NOT NORMATIVE on any aspect of
SIP.

This document contains test messages based on the current version
(2.0) of the Session Initiation Protocol as defined in [RFC3261].
Some messages exercise SIP's use of SDP as described in [REC3264].

These messages were developed and refined at the SIPIt
interoperability test events.

The test messages are organized into several sections. Some stress
only a SIP parser and others stress both the parser and the
application above it. Some messages are valid, and some are not. Each
example clearly calls out what makes any invalid messages incorrect.

This document does not attempt to catalog every way to make an
invalid message, nor does it attempt to be comprehensive in exploring
unusual, but valid, messages. Instead, it tries to focus on areas
that have caused interoperability problems or have particularly
unfavorable characteristics if they are handled improperly. This
document is a seed for a test plan, not a test plan in itself.

The messages are presented in the text using a set of markup
conventions to avoid ambiguity and meet Internet-Draft layout
requirements. To resolve any remaining ambiguity, a bit-accurate
version of each message is encapsulated in an appendix.

Document Conventions

This document contains many example SIP messages. Although SIP is a
text-based protocol, many of these examples cannot be unambiguously
rendered without additional markup due to the constraints placed on
the formatting of RFCs. This document defines and uses the markup
defined in this section to remove that ambiguity. This markup uses
the start and end tag conventions of XML, but does not define any XML
document type.

The appendix contains an encoded binary form of all the messages and
the algorithm needed to decode them into files.

2.1 Representing Long Lines

Several of these examples contain unfolded lines longer than 72
characters. These are captured between <allOnelLine/> tags. The single
unfolded line is reconstructed by directly concatenating all lines
appearing between the tags (discarding any line-feeds or carriage


https://datatracker.ietf.org/doc/html/rfc3261
https://datatracker.ietf.org/doc/html/rfc3264
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returns). There will be no whitespace at the end of lines. Any
whitespace appearing at a fold-point will appear at the beginning of
a line.

The following represent the same string of bits:
Header-name: first value, reallylongsecondvalue, third value

<allOnelLine>

Header-name: first value,
reallylongsecondvalue

, third value

</allOnelLine>

<allOnelLine>
Header-name: first value,
reallylong
second
value,
third value
</allOnelLine>

Note that this is NOT SIP header line folding where different
strings of bits have equivalent meaning.

2.2 Representing Non-printable Characters
Several examples contain binary message bodies or header field values
containing non-ascii range UTF-8 encoded characters. These are

rendered here as a pair of hexadecimal digits per octet between <hex/
> tags. This rendering applies even inside quoted-strings.

The following represent the same string of bits:
Header-name: value one

Header -name: value<hex>206F6E</hex>e

The following is a Subject header field containing the euro symbol:

Subject: <hex>E282AC</hex>

2.3 Representing Long Repeating Strings

Several examples contain very large data values created with
repeating bit strings. Those will be rendered here using <repeat
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count=some_integer>value</repeat>. As with <hex> this rendering
applies even inside quoted-strings.

For example, the value "abcabcabc" can be rendered as <repeat
count=3>abc</repeat>. A display name of "1000000 bottles of beer"

could be rendered as

To: "l<repeat count=6><hex>30</hex></repeat> bottles of beer"
<sip:beer.example.com>

and a Max-Forwards header field with a value of one google will be
rendered here as

Max-Forwards: 1<repeat count=100>0</repeat>

3. SIP Test Messages
3.1 Parser tests (syntax)
3.1.1 valid messages
3.1.1.1 A short tortuous INVITE
This short, relatively human-readable message contains:
o line folding all over
o escaped characters within quotes
o an empty subject

0 LWS between colons, semicolons, header field values, and other
fields

o both comma separated and separate listing of header field values
o mix or short and long form for the same header field name
o unknown header fields

o unknown header field with a value that would be syntactically
invalid if it were defined in terms of generic-param

0 unusual header field ordering

0 unusual header field name character case
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0 unknown parameters of a known header field

0 uri parameter with no value

0 header parameter with no value

0 integer fields (Max-Forwards and CSeq) with leading zeros
All elements should treat this as a well-formed request.

The UnknownHeaderWithUnusualValue header field deserves special
attention. If this header field were defined in terms of comma
separated values with semicolon separated parameters (as many of the
existing defined header fields), this would be invalid. However,
since the receiving element does not know the definition of the
syntax for this field, it must parse it as a header-value. Proxies
would forward this header field unchanged. Endpoints would ignore the
header field.

Message Details : wsinv

INVITE sip:vivekg@chair-dnrc.example.com;unknownparam SIP/2.0

TO :
sip:vivekg@chair-dnrc.example.com ; tag = 1918181833n

from : "J Rosenberg \\\"" <sip:jdrosen@example.com>

tag = 98asjd8
MaX-fOrwaRdS: 0068
Call-ID: Oha®isndaksdj@192.0.2.1

Content-Length ;151
cseq: 0009
INVITE
vVia : SIP / 2.0
/UDP
192.0.2.2;branch=390skdjuw
S
NewFangledHeader : newfangled value

continued newfangled value

UnknownHeaderWithUnusualvalue: ;;,,;;,;
Content-Type: application/sdp

Route:
<sip:services.example.com;lr;unknownwith=value;unknown-no-value>
v: SIP / 2.0 / TCP spindle.example.com ;
branch = z9hG4bK9ikj8 ,

SIP / 2.0 / UDP 192.168.255.111 ; branch=
z9hG4bK30239
m:"Quoted string \"\"" <sip:jdrosen@example.com> ; newparam =
newvalue ;
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secondparam ; q = 0.33

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.3
S=-

c=IN IP4 192.0.2.4

t=0 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC

3.1.1.2 wide range of valid characters

This message exercises a wider range of characters in several key
syntactic elements than implementations usually see. Of particular
note:

0 The Method contains non-alpha characters from token. Note that %
is not an escape character for this field. A method of IN%56ITE is
an unknown method. It is not the same as a method of INVITE

0o The Request-URI contain unusual, but legal, characters
o A branch parameter contains all non-alphanum characters from token

0 The To header field value's quoted-string contains quoted-pair
expansions, including a quoted NULL character

0 The name part of name-addr in the From header field value contains
multiple tokens (instead of a quoted string) with all non-alphanum
characters from the token production rule. That value also has an
unknown header parameter whose name contains the non-alphanum
token characters and whose value is a non-ascii range UTF-8
encoded string. The tag parameter on this value contains the
non-alphanum token characters

0o The Call-ID header field value contains the non-alphanum
characters from word. Notice that in this production:

* % is not an escape character. (It is only an escape character
in productions matching the rule "escaped")

* " does not start a quoted-string. None of ', or " imply that
there will be a matching symbol later in the string

* The characters []{}()<> do not have any grouping semantics.
They are not required to appear in balanced pairs
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0 There is an unknown header field (matching extension-header) with
non-alphanum token characters in its name and a UTF8-NONASCII
value

If this unusual URI has been defined at a proxy, the proxy will
forward this request normally. Otherwise a proxy will generate a 404.
Endpoints will generate a 501 listing the methods they understand in
an Allow header field.

Message Details : intmeth

<allOneLine>

linteresting-Method0123456789_*+".%indeed'~
sip:1_unusual.URI~(to-be!sure)&isn't+it$/crazy?,/;;*
:&it+has=1,weird! *pas$wo~d_too. (doesn't-it)

@example.com SIP/2.0

</allOnelLine>

Via: SIP/2.0/TCP hostl.example.com;branch=z9hG4bK-.!%66*_ + '~

<allOneLine>

To: "BEL:\<hex>07</hex> NUL:\<hex>00</hex> DEL:\<hex>7F</hex>"
<sip:1_unusual.URI~(to-be!sure)&isn't+it$/crazy?,/;;*

@example.com>

</allOnelLine>

<allOnelLine>

From: tokenl~" token2'+_ token3*%!.- <sip:mundane@example.com>
;fromParam' '~+*_ 1, -%=

"<hex>D180DOBODOB1DOBED182DOBOD18ED189DOB8DOB9</hex>"
;tag=_token~1'+"*%! -,

</allOnelLine>

Call-ID: word%zK-!.*_+'@word ~)(><:\/"]1[?}{

CSeq: 139122385 !interesting-Method0123456789_*+" .%indeed'~
Max-Forwards: 255

<allOnelLine>

extensionHeader-!.%*+_"'~=
<hex>EFBBBFE5A4A7E5819CEQ9BBB</hex>

</allOnelLine>

Content-Length: ©

3.1.1.3 Valid use of the % escaping mechanism

This INVITE exercises the % HEX HEX escaping mechanism in several
places. The request is syntactically valid. Interesting features
include:

0 The request-URI has sips:user@example.com embedded in its
userpart. What that might mean to example.net is beyond the scope
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of this document.
o The From and To URIs have escaped characters in their userparts.

0 The Contact URI has escaped characters in the URI parameters. Note
that the "name" uri-parameter has a value of "value%41" which is
NOT equivalent to "valueA". Per [RFC2396], unescaping URI
components is never performed recursively.

A parser must accept this as a well-formed message. The application
using the message must treat the % HEX HEX expansions as equivalent
to the character being encoded. The application must not try to
interpret % as an escape character in those places where % HEX HEX
("escaped" in the grammar) is not a valid part of the construction.
In [REC3261], "escaped" only occurs in the expansions of SIP-URI,
SIPS-URI, and Reason-Phrase

Message Details : esc0O1

INVITE sip:sips%3Auser%40example.com@example.net SIP/2.0

To: sip:%75se%72@example.com

From: <sip:I%20have%20spaces@example.net>;tag=938

Max-Forwards: 87

i: 239409asdfakjkn23onasdo-3234

CSeq: 234234 INVITE

Via: SIP/2.0/UDP host5.example.net;branch=z9hG4bKkdjuw

C: application/sdp

Contact:
<sip:cal%6Cer@host5.example.net;%6C%72;n%61me=v%611ue%25%34%31>

Content-Length: 151

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.1
S=-

c=IN IP4 192.0.2.1

t=0 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC

3.1.1.4 Escaped nulls in URIs

This register request contains several URIs with nulls in the
userpart. The message is well formed - parsers must accept this
message. Implementations must take special care when unescaping the
AOR in this request to not prematurely shorten the username. This
request registers two distinct contact URIs.


https://datatracker.ietf.org/doc/html/rfc2396
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Message Details : escnull

REGISTER sip:example.com SIP/2.0

To: sip:null-%00-null@example.com

From: sip:null-%00-null@example.com;tag=839923423
Max-Forwards: 70

Call-ID: 39203ndfvkjdasfkg3wdotrqg@adsfdfnavd

CSeq: 14398234 REGISTER

Via: SIP/2.0/UDP host5.example.com;branch=z9hG4bKkdjuw
Contact: <sip:%00@host5.example.com>

Contact: <sip:%00%00@host5.example.com>

L:0O

3.1.1.5 Use of % when it is not an escape

Most of the places % can appear in a SIP message, it is not an escape
character. This can surprise the unwary implementor. The following
well-formed request has these properties:

o

The request method is unknown. It is NOT equivalent to REGISTER

The display-name portion of the To and From header fields is
"%Z%45" . Note that this is not the same as %ZE

This message has two Contact header field values, not three.
%lt;sip:alias2@host2.example.com%gt; is a C%6Fntact header field
value

A parser should accept this message as well formed. A proxy would
forward or reject the message depending on what the Request-URI meant
to it. An endpoint would reject this message with a 501.

Message Details : esc02

RE%47IST%45R sip:registrar.example.com SIP/2.0

To: "%Z%45" <sip:resource@example.com>

From: "%Z%45" <sip:resource@example.com>;tag=f232jadfj23
Call-ID: asdfnqwo34rq23i34jrjasdcnl23nrlknsdf

Via: SIP/2.0/TCP host.example.com;branch=z9nhG4bK209%fzsnel234
CSeq: 29344 RE%47IST%45R

Max-Forwards: 70

Contact: <sip:aliasl@hostl.example.com>

C%6Fntact: <sip:alias2@host2.example.com>

Contact: <sip:alias3@host3.example.com>

1: 0
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3.1.1.6 Message with no LWS between display name and <

This OPTIONS request is not valid per the grammar in REC 3261. since
there is no LWS between the quoted string in the display name and <
in the From header field value. This has been identified as a
specification bug that will be removed when RFC 3261 is revised.
Elements should accept this request as well formed.

Message Details : lwsdisp

OPTIONS sip:user@example.com SIP/2.0

To: sip:user@example.com

From: "caller'"<sip:caller@example.com>;tag=323
Max-Forwards: 70

Call-ID: 1234abcd@funky.example.com

CSeq: 60 OPTIONS

Via: SIP/2.0/UDP funky.example.com;branch=z9hG4bKkdjuw
1: 0

3.1.1.7 Long values in header fields

This well-formed request contains header fields with many values and
values that are very long. Features include:

o

The To header field has a long display name, and long uri
parameter names and values

The From header field has long header parameter names and values,
in particular a very long tag

The Call-ID is one long token

Message Details : longreq

INVITE sip:user@example.com SIP/2.0

<allOneLine>
To: "I have a user name of

<repeat count=10>extreme</repeat> proportion"
<sip:user@example.com:6000;

unknownparaml=very<repeat count=20>long</count>value;
longparam<repeat count=25>name</repeat>=shortvalue;
very<repeat count=25>long</count>ParameterNamewWithNoValue>
</allOnelLine>
<allOneLine>

F: sip:


https://datatracker.ietf.org/doc/html/rfc3261
https://datatracker.ietf.org/doc/html/rfc3261
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<repeat count=5>amazinglylongcallername</repeat>@example.net
;tag=12<repeat count=50>982</repeat>424
;unknownheaderparam<repeat count=20>name</count>=
unknowheaderparam<repeat count=15>value</count>
;unknownValueless<repeat count=10>paramname</count>

</allOnelLine>

Call-ID: one<repeat count=20>really</repeat>longcallid

CSeq: 3882340 INVITE

<allOneLine>

Unknown-<repeat count=20>Long</repeat>-Name:
unknown-<repeat count=20>long</repeat>-value;
unknown-<repeat count=20>long</repeat>-parameter-name =
unknown-<repeat count=20>long</repeat>-parameter-value

</allOnelLine>

Via: SIP/2.0/TCP sip33.example.com

v: SIP/2.0/TCP sip32.example.com

V: SIP/2.0/TCP sip31.example.com

Via: SIP/2.0/TCP sip30.example.com

ViA: SIP/2.0/TCP sip29.example.com

VIa: SIP/2.0/TCP sip28.example.com

VIA: SIP/2.0/TCP sip27.example.com

via: SIP/2.0/TCP sip26.example.com

ViA: SIP/2.0/TCP sip25.example.com

vIa: SIP/2.0/TCP sip24.example.com

VIA: SIP/2.0/TCP sip23.example.com

V : SIP/2.0/TCP sip22.example.com

v : SIP/2.0/TCP sip21.example.com

V : SIP/2.0/TCP sip20.example.com

v : SIP/2.0/TCP sipl9.example.com

Via : SIP/2.0/TCP sipl8.example.com

Via : SIP/2.0/TCP sipl7.example.com

Via: SIP/2.0/TCP sipl6.example.com

Via: SIP/2.0/TCP sipl5.example.com

Via: SIP/2.0/TCP sipl4.example.com

Via: SIP/2.0/TCP sipl13.example.com

Via: SIP/2.0/TCP sipl2.example.com

Via: SIP/2.0/TCP sipll.example.com

Via: SIP/2.0/TCP sipl10.example.com

Via: SIP/2.0/TCP sip9.example.com

Via: SIP/2.0/TCP sip8.example.com

Via: SIP/2.0/TCP sip7.example.com

Via: SIP/2.0/TCP sip6.example.com

Via: SIP/2.0/TCP sip5.example.com

Via: SIP/2.0/TCP sip4.example.com

Via: SIP/2.0/TCP sip3.example.com

Via: SIP/2.0/TCP sip2.example.com

Via: SIP/2.0/TCP sipl.example.com

<allOneLine>
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Via: SIP/2.0/TCP
host.example.com;received=192.0.2.5;
branch=very<repeat count=50>long</repeat>branchvalue
</allOnelLine>

Max-Forwards: 70

<allOnelLine>

Contact: <sip:

<repeat count=5>amazinglylongcallername</repeat>
@host5.example.net>

</allOnelLine>

Content-Type: application/sdp

1: 151

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.1
S=-

c=IN IP4 192.0.2.1

t=0 0

m=audio 492170 RTP/AVP 0 12
m=video 3227 RTP/AVP 31
a=rtpmap:31 LPC

3.1.1.8 Extra trailing octets in a UDP datagram

This message contains a single SIP REGISTER request, which ostensibly
arrived over UDP in a single datagram. The packet contained extra
octets after the body (which in this case has zero length). Those
octets happen to look like a SIP INVITE request, but (per section
18.3 of [RFC3261]) they are just spurious noise that must be ignored.

A SIP element receiving this datagram would handle the REGISTER

request normally and ignore the extra bits that look like an INVITE
request. If the element is a proxy choosing to forward the REGISTER,

the INVITE octets would not appear in the forwarded request.
Message Details : dblreq

REGISTER sip:example.com SIP/2.0

To: sip:j.user@example.com

From: sip:j.user@example.com;tag=43251j3j324
Max-Forwards: 8

I: Oha0isndaksdj99sdfafnl31k233412

Contact: sip:j.user@host.example.com

CSeq: 8 REGISTER

Via: SIP/2.0/UDP 192.0.2.125;branch=z9hG4bKkdjuw23492
Content-Length: ©


https://datatracker.ietf.org/doc/html/rfc3261#section-18.3
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INVITE sip:joe@example.com SIP/2.0

t: sip:joe@example.com

From: sip:caller@example.net;tag=141334

Max-Forwards: 8

Call-ID: Oha®isnda977644900765@192.0.2.15

CSeq: 8 INVITE

Via: SIP/2.0/UDP 192.0.2.15;branch=z9hG4bKkdjuw380234
Content-Type: application/sdp

Content-Length: 151

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.15
S=-

c=IN IP4 192.0.2.15

t=0 0

m=audio 492170 RTP/AVP 0 12

m =video 3227 RTP/AVP 31

a=rtpmap:31 LPC

3.1.1.9 Semicolon separated parameters in URI user part

This request has a semicolon-separated parameter contained in the
"user" part of the Request-URI (whose value contains an escaped @
symbol). Receiving elements will accept this as a well formed
message. The Request-URI will parse such that the user part is
"user;par=u@example.net".

Message Details : semiuri

OPTIONS sip:user;par=u%40example.net@example.com SIP/2.0

To: sip:j_user@example.com

From: sip:caller@example.org;tag=33242

Max-Forwards: 3

Call-ID: GOha®isndaksdj

CSeq: 8 OPTIONS

Accept: application/sdp, application/pkcs7-mime,
multipart/mixed, multipart/signed,
message/sip, message/sipfrag

Via: SIP/2.0/UDP 192.0.2.1;branch=z9hG4bKkdjuw

1: 0

3.1.1.10 Varied and unknown transport types

This request contains Via header field values with all known



Sparks, et al. Expires March 31, 2004 [Page 15]



Internet-Draft SIP Torture Tests October 2003

transport types and exercises the transport extension mechanism.
Parsers must accept this message as well formed. Elements receiving
this message would process it exactly as if the 2nd and subsequent
header field values specified UDP (or other transport).

Message Details : transports

OPTIONS sip:user@example.com SIP/2.0

To: sip:user@example.com

From: <sip:caller@example.com>;tag=323

Max-Forwards: 70

Call-ID: nfc9ehfdfaekijhd4akdnaqjkwendsasfdj

Accept: application/sdp

CSeq: 60 OPTIONS

Via: SIP/2.0/UDP til.example.com;branch=z9hG4bKkdjuw
Via: SIP/2.0/SCTP t2.example.com;branch=z9hG4bKklasjdhf
Via: SIP/2.0/TLS t3.example.com;branch=z9hG4bK2980unddj
Via: SIP/2.0/UNKNOWN t4.example.com;branch=z9hG4bKasd0f3en
Via: SIP/2.0/TCP t5.example.com;branch=z9hG4bK@a9idfnee
1: 0

3.1.1.11 S/MIME signed message

This is a signed INVITE request. The signature is binary encoded. The
body contains null (0x00) characters. Receivers must take care to
properly frame the received message.

Parsers must accept this message as well formed, even if the
application above the parser does not support multipart/signed.

Message Details : smime0@1

INVITE sip:receiver@example.com SIP/2.0

Via: SIP/2.0/UDP host5.example.org;branch=z9hG4bK923rnasdkl3

To: <sip:receiver@example.com>

From: <sip:sender@example.org>;tag=2390234seiu3

Call-ID: afnkjeriuogeiuavnklafekjg34iu43uawe

CSeq: 282398492 INVITE

Max-Forwards: 70

Contact: <sip:sender@host5.example.org>

Content-Length: 3134

Content-Type: multipart/signed;
protocol="application/pkcs-7-signature";
micalg=shail;
boundary="----34CF59C076641DD0879594444157C7EB"
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—————— 34CF59C076641DD0879594444157C7EB
Content-Type: message/sip

INVITE sip:receiver@example.com SIP/2.0

Via: SIP/2.0/UDP host5.example.org;branch=z9hG4bK923rnasdkl3

To: <sip:receiver@example.com>

From: <sip:sender@example.org>;tag=2390234seiu3

Call-ID: afnkjeriuogeiuavnklafekjqg34iu43uawe

CSeq: 282398492 INVITE

Max-Forwards: 70

Contact: <sip:sender@host5.example.org>

Accept: application/sdp, application/pkcs7-mime,
multipart/mixed, multipart/signed,
message/sip, message/sipfrag

Content-Type: application/sdp

Content-Length: 149

v=0

o=sender 29739 7272939 IN IP4 192.0.2.1
S=-

c=IN IP4 192.0.2.1

t=0 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC

------ 34CF59C076641DD0879594444157C7EB

Content-Type: application/pkcs-7-signature; name="smime.p7s"
Content-Transfer-Encoding: binary

Content-Disposition: attachment; filename="smime.p7s"

<hex>3082088806092A86
Sparks, et al. Expires March 31, 2004 [Page 17]
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9A5B120E6D559F4953A3C3C7C97B4EAD8388F1508F7AD2FC71CC7BOED2844789
60A3ECF87984E25A15B4AB63F150C30570B6315A2327E381EE11E866DC1405DA
29E74CC20201816F1516DD893332D9A8E26FBAEC237C494F3EFAEF4EBCD2122C
DE7D57DECD</hex>------ 34CF59C076641DD0879594444157C7EB- -

3.1.1.12 Unusual reason phrase

This 200 response contains a reason phrase other than "OK". The
reason phrase is intended for human consumption, and may contain any
string produced by

Reason-Phrase = *(reserved / unreserved / escaped
/ UTF8-NONASCII / UTF8-CONT / SP / HTAB)

This particular response contains unreserved and non-ASCII UTF-8
characters.This response is well formed. A parser must accept this
message.

Message Details : unreason

<allOnelLine>

SIP/2.0 200 = 2**3 * 5**2 <hex>DOBDDOBE20D181D182
DOBE20D0OB4DOB5DOB2D18FDOBDDOBED181D182DOBE20D0OB4
DOB5DOB2D18FD182D18C202D20DOBFD180DOBED181D182D0O
BEDOB5</hex>

</allOnelLine>

Via: SIP/2.0/UDP 192.0.2.198;branch=z9hG4bK1324923
Call-ID: 0384840201234ksdfak3j2erwedfsASdf

CSeq: 35 INVITE

From: sip:user@example.com;tag=11141343

To: sip:user@example.edu;tag=2229

Content-Length: 159

Content-Type: application/sdp

Contact: <sip:user@host198.example.com>

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.198
S=-

c=IN IP4 192.0.2.198/127

t=0 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC



Sparks, et al. Expires March 31, 2004 [Page 19]



Internet-Draft SIP Torture Tests October 2003

3.1.1.13 Empty reason phrase

This well formed response contains no reason phrase. A parser must
accept this message. The space character after the reason code is
required. If it were not present, this message could be rejected as
invalid (a liberal receiver would accept it anyway).

Message Details : noreason

SIP/2.0 100<hex>20</hex>

Via: SIP/2.0/UDP 192.0.2.105;branch=z9hG4bK2398ndaoe
Call-ID: adsn2309jasndj203insdf99223ndf

CSeq: 35 INVITE

From: <sip:user@example.com>;tag=39ansfi3

To: <sip:user@example.edu>;tag=902jndnke3
Content-Length: ©

Contact: <sip:user@host105.example.com>

3.1.2 Invalid messages

This section contains several invalid messages reflecting errors seen
at interoperability events and exploring important edge conditions
that can be induced through malformed messages. This section does not
attempt to be a comprehensive list of all types of invalid messages.

3.1.2.1 Extraneous header field separators

The Via and header field of this request contains contain additional
semicolons and commas without parameters or values. The Contact
header field contains additional semicolons without parameters. This
message is syntactically invalid.

An element receiving this request should respond with a 400 Bad
Request error.

Message Details : badinvoel

INVITE sip:user@example.com SIP/2.0

To: sip:j.user@example.com

From: sip:caller@example.net;tag=134161461246
Max-Forwards: 7

Call-ID: Oha®isndaksdjasdf3234nas

CSeq: 8 INVITE

Via: SIP/2.0/UDP 192.0.2.15;;,;,,

Contact: "Joe" <sip:joe@example.org>;;;;
Content-Length: 153
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Content-Type: application/sdp

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.15
S=-

c=IN IP4 192.0.2.15

t=0 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC

3.1.2.2 Content length larger than message

This is a request message with a Content Length that is larger than
the length of the body.

When sent UDP (as this message ostensibly was), the receiving element
should respond with a 400 Bad Request error. If this message were
received over a stream-based transport such as TCP, there's not much
you can do but wait for more data on the stream and close the
connection if none is forthcoming in a reasonable period of time.

Message Details : clerr

INVITE sip:user@example.com SIP/2.0

Max-Forwards: 80

To: sip:j.user@example.com

From: sip:caller@example.net;tag=9394293902

Contact: <sip:caller@hungry.example.net>

Call-ID: Oha®isndaksdjweiafasdk3

CSeq: 8 INVITE

Via: SIP/2.0/UDP host5.example.com;branch=z9hG4bK-39234-23523
Content-Type: application/sdp

Content-Length: 9999

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.155
S=-

c=IN IP4 192.0.2.155

t=0 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC
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3.1.2.3 Negative Content-Length
This request has a negative value for Content-Length.

An element receiving this message should respond with an error. This
request appeared over UDP, so the remainder of the datagram can
simply be discarded. If a request like this arrives over TCP, the
framing error is not recoverable and the connection should be closed.
The same behavior is appropriate for messages that arrive without a
numeric value in the Content-Length header field such as:

Content-Length: five

Implementors should take extra precautions if the technique they
choose for converting this ascii field into an integral form can
return a negative value. In particular, the result must not be used
as a counter or array index.

Message Details : ncl

INVITE sip:user@example.com SIP/2.0
Max-Forwards: 254

To: sip:j.user@example.com

From: sip:caller@example.net;tag=32394234
Call-ID: Oha®isndaksdj2193423r542w35

CSeq: 0 INVITE

Via: SIP/2.0/UDP 192.0.2.53;branch=z9hG4bKkdjuw
Contact: <sip:caller@example53.example.net>
Content-Type: application/sdp

Content-Length: -999

v=0
o=mhandley 29739 7272939 IN IP4 192.0.2.53

c=IN IP4 192.0.2.53

t=0 0

m=audio 492170 RTP/AVP 0 12
m=video 3227 RTP/AVP 31
a=rtpmap:31 LPC

3.1.2.4 Request scalar fields with overlarge values

This request contains several scalar header field values outside
their legal range.

o the CSeq sequence number is >2**32-1.



Sparks, et al. Expires March 31, 2004 [Page 22]



Internet-Draft SIP Torture Tests October 2003

o the Max-Forwards value is >255.
o the Expires value is >2**32-1.
o the Contact expires parameter value is >2**32-1.

An element receiving this request should respond with a 400 Bad
Request due to the CSeq error. If only the Max-Forwards field were in
error, the element could choose process the request as if the field
were absent. If only the expiry values were in error, the element
could treat them as if they contained the default values for
expiration (3600 in this case).

Other scalar request fields that may contain aberrant values include,
but are not limited to, the Contact g value, the Timestamp value,
and the via ttl parameter.

Message Details : scalar02

REGISTER sip:example.com SIP/2.0

Via: SIP/2.0/TCP host129.example.com;branch=z9hG4bK342sdfo0i3

To: <sip:user@example.com>

From: <sip:user@example.com>;tag=239232jh3

CSeq: 36893488147419103232 REGISTER

Call-ID: asdnw3qjr2300pd9vanlqg3wnrlnewofjas9ui32

Max-Forwards: 300

Expires: 1<repeat count=100>0</repeat>

Contact: <sip:user@host129.example.com>
;expires=280297596632815

Content-Length: ©

3.1.2.5 Response scalar fields with overlarge values

This response contains several scalar header field values outside
their legal range.

o the CSeq sequence number is >2**32-1.

0 The Retry-After field is unreasonably large (note that RFC 3261
does not define a legal range for this field).

0 The Warning field has a warning-value with more than 3 digits
An element receiving this response will simply discard it.

Message Details : scalarlg
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SIP/2.0 503 Service Unavailable

Via: SIP/2.0.TCP host129.example.com;branch=z0hG4bKzzxdiwo34sw
To: <sip:user@example.com>

From: <sip:other@example.net>;tag=2easdjfejw

CSeq: 9292394834772304023312 OPTIONS

Call-ID: nvoao34irnoase@of0234hn2qofoaf0232aewf2394r
Retry-After: 949302838503028349304023988

Warning: 1812 overture "In Progress"

Content-Length: 0

3.1.2.6 Unterminated quoted string in display-name

This is a request with an unterminated quote in the display name of
the To field. An element receiving this request should return an 400
Bad Request error.

An element could attempt to infer a terminating quote and accept the
message. Such an element needs to take care that it makes a
reasonable inference when it encounters

To: "Mr J. User <sip:j.user@example.com> <sip:realj@example.net>

Message Details : quotbal

INVITE sip:user@example.com SIP/2.0

To: "Mr. J. User <sip:j.user@example.com>

From: sip:caller@example.net;tag=93334

Max-Forwards: 10

Call-ID: GOha®isndaksdj

Contact: <sip:caller@host59.example.net>

CSeq: 8 INVITE

Via: SIP/2.0/UDP 192.0.2.59:5050;branch=z9hG4bKkdjuw39234
Content-Type: application/sdp

Content-Length: 153

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.15
S=-

c=IN IP4 192.0.2.15

t=0 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC
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3.1.2.7 <> enclosing Request-URI

This INVITE request is invalid because the Request-URI has been
enclosed within in "<>".

It is reasonable to always reject a request with this error with a
400 Bad Request. Elements attempting to be liberal with what they
accept may choose to ignore the brackets. If the element forwards the
request, it must not include the brackets in the messages it sends.

Message Details : ltgtruri

INVITE <sip:user@example.com> SIP/2.0
To: sip:user@example.com

From: sip:caller@example.net;tag=39291
Max-Forwards: 23

Call-ID: 1@192.0.2.5

CSeq: 1 INVITE

Via: SIP/2.0/UDP 192.0.2.5

Contact: <sip:caller@host5.example.net>
Content-Type: application/sdp
Content-Length: 160

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.5
S=-

c=IN IP4 192.0.2.5

t=3149328700 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC

3.1.2.8 Malformed SIP Request-URI (embedded LWS)

This INVITE has illegal LWS within the Request-URI.

An element receiving this request should respond with a 400 Bad
Request.

An element could attempt to ignore the embedded LWS for those schemes
(like sip) where that would not introduce ambiguity.

Message Details : lwsruri

INVITE sip:user@example.com; 1lr SIP/2.0
To: sip:user@example.com;tag=3xfe-9921883-z9f
From: sip:caller@example.net;tag=231413434
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Max-Forwards: 5

Call-ID: asdfasdoijweo0i2323-asdfwern23-asd8ia@swn34rk423
CSeq: 2130706432 INVITE

Via: SIP/2.0/UDP 192.0.2.1:5060;branch=z9hG4bKkdjuw2395
Contact: <sip:caller@hostl.example.net>

Content-Type: application/sdp

Content-Length: 160

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.1
S=-

c=IN IP4 192.0.2.1

t=3149328700 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC

3.1.2.9 Multiple SP separating Request-Line elements

This INVITE has illegal multiple SP characters between elements of
the start line.

It is acceptable to reject this request as malformed. An element that
is liberal in what it accepts may ignore these extra SP characters
while processing the request. If the element forwards the request, it
must not include these extra SP characters in the messages it sends.

Message Details : lwsstart

INVITE sip:user@example.com SIP/2.0

Max-Forwards: 8

To: sip:user@example.com

From: sip:caller@example.net;tag=8814

Call-ID: 2304u@qwsdfkng2340i243099adsdfnawe3@example.com
CSeq: 1893884 INVITE

Via: SIP/2.0/UDP hostl.example.com;branch=z9hG4bKkdjuw3923
Contact: <sip:caller@hostl.example.net>

Content-Type: application/sdp

Content-Length: 151

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.1
s=-

c=IN IP4 192.0.2.1

t=0 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31
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a=rtpmap:31 LPC

3.1.2.10 SP characters at end of Request-Line

This OPTIONS request contains SP characters between the SIP-Version
field and the CRLF terminating the Request-Line.

It is acceptable to reject this request as malformed. An element that
is liberal in what it accepts may ignore these extra SP characters
while processing the request. If the element forwards the request, it
must not include these extra SP characters in the messages it sends.

Message Details : trws

OPTIONS sip:remote-target@example.com SIP/2.0<hex>2020</hex>
Via: SIP/2.0/TCP hostl.examle.com;branch=z9nhG4bK299342093
To: <sip:remote-target@example.com>

From: <sip:local-resource@example.com>;tag=329429089
Call-ID: afewroicu34958239neffasdhr2345r

Accept: application/sdp

CSeq: 238923 OPTIONS

Max-Forwards: 70

Content-Length: ©

3.1.2.11 Escaped headers in SIP Request-URI

This INVITE is malformed as the SIP Request-URI contains escaped
headers.

It is acceptable for an element to reject this request with a 400 Bad
Request. An element could choose to be liberal in what it accepts and
ignore the escaped headers. If the element is a proxy, the escaped
headers must not appear in the Request-URI of forwarded request (and
most certainly must not be translated into the actual header of the
forwarded request).

Message Details : escruri

INVITE sip:user@example.com?Route=%3Csip:example.com%3E SIP/2.0
To: sip:user@example.com

From: sip:caller@example.net;tag=341518

Max-Forwards: 7

Contact: <sip:caller@host39923.example.net>

Call-ID: 23940-asdfhj-aje3br-234q098w-fawerh2q-h4ns

CSeq: 149209342 INVITE
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Via: SIP/2.0/UDP host-of-the-hour.example.com;branch=z9hG4bKkdjuw
Content-Type: application/sdp
Content-Length: 151

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.1
S=-

c=IN IP4 192.0.2.1

t=0 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC

3.1.2.12 Invalid timezone in Date header field

This INVITE is invalid as it contains a non GMT time zone in the SIP
Date header field.

It is acceptable to reject this request as malformed (though an
element shouldn't do that unless the contents of the Date header
field were actually important to its processing). An element wishing
to be liberal in what it accepts could ignore this value altogether
if it wasn't going to use the Date header field anyhow. Otherwise, it
could attempt to interpret this date and adjust it to GMT.

RFC 3261 explicitly defines the only acceptable timezone designation
as "GMT". "UT", while synonymous with GMT per [RFC2822], is not
valid. "UTC" and "UCT" are also invalid.

Message Details : baddate

INVITE sip:user@example.com SIP/2.0

To: sip:user@example.com

From: sip:caller@example.net;tag=2234923
Max-Forwards: 70

Call-ID: 239423mnsadf3j231j42--sedfnm234
CSeq: 1392934 INVITE

Via: SIP/2.0/UDP host.example.com;branch=z9hG4bKkdjuw
Date: Fri, 01 Jan 2010 16:00:00 EST
Contact: <sip:caller@host5.example.net>
Content-Type: application/sdp
Content-Length: 151

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.5
S=-

c=IN IP4 192.0.2.5
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t=0 0

m=audio 492170 RTP/AVP 0 12
m=video 3227 RTP/AVP 31
a=rtpmap:31 LPC

3.1.2.13 Failure to enclose name-addr URI in <>

This REGISTER request is malformed. The SIP URI contained in the
Contact Header field has an escaped header, so the field must be in
name-addr form (which implies the URI must be enclosed in <>).

It is reasonable for an element receiving this request to respond
with a 400 Bad Request. An element choosing to be liberal in what it
accepts could infer the angle brackets since there is no ambiguity in
this example. In general, that won't be possible.

Message Details : regbadct

REGISTER sip:example.com SIP/2.0

To: sip:user@example.com

From: sip:user@example.com;tag=998332

Max-Forwards: 70

Call-ID: k345asrl3fdbv@10.0.0.1

CSeq: 1 REGISTER

Via: SIP/2.0/UDP 135.180.130.133:5060;branch=z9hG4bKkdjuw
Contact: sip:user@example.com?Route=%3Csip:sip.example.com%3E
1: 0

3.1.2.14 Spaces within addr-spec

This request is malformed since the addr-spec in the To header field
contains spaces. Parsers receiving this request must not break. It is
reasonable to reject this request with a 400 Bad Request response.
Elements attempting to be liberal may ignore the spaces.

Message Details : badaspec

OPTIONS sip:user@example.org SIP/2.0

Via: SIP/2.0/UDP host4.example.com:5060;branch=z9hG4bKkdju43234
Max-Forwards: 70

From: "Bell, Alexander" <sip:a.g.bell@example.com>;tag=433423
To: "Watson, Thomas" < sip:t.watson@example.org >

Call-ID: sdf0234n2nds0a@99u23h3hnnwO@9cdkne3

Accept: application/sdp

CSeq: 3923239 OPTIONS

1: 0
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3.1.2.15 Non-token characters in display-name

This OPTIONS request is malformed since the display names in the To
and From header fields contain non-token characters but are unquoted.

It is reasonable to always reject this kind of error with a 400 Bad
Request response.

An element may attempt to be liberal in what it receives and infer
the missing quotes. If this element were a proxy, it must not
propagate the error into the request it forwards. As a consequence,
if the fields are covered by a signature, there's not much point in
trying to be liberal - the message should be simply rejected.

Message Details : baddn

OPTIONS sip:t.watson@example.org SIP/2.0

Via: SIP/2.0/UDP c.example.com:5060;branch=z9hG4bKkdjuw
Max-Forwards: 70

From: Bell, Alexander <sip:a.g.bell@example.com>;tag=43
To: Watson, Thomas <sip:t.watson@example.org>

Call-ID: 31415@c.example.com
Accept: application/sdp
CSeq: 3923239 OPTIONS

1: 0

3.1.2.16 Unknown protocol version

To an element implementing [RFC3261], this request is malformed due
to its high version number.

The element should respond to the request with a 505 Version Not
Supported error.

Message Details : badvers

OPTIONS sip:t.watson@example.org SIP/7.0

Via: SIP/7.0/UDP c.example.com;branch=z9hG4bKkdjuw
Max-Forwards: 70

From: A. Bell <sip:a.g.bell@example.com>;tag=qweoiqpe
To: T. Watson <sip:t.watson@example.org>

Call-ID: 31417@c.example.com

CSeq: 1 OPTIONS

1: 0


https://datatracker.ietf.org/doc/html/rfc3261

Sparks, et al. Expires March 31, 2004 [Page 30]



Internet-Draft SIP Torture Tests October 2003

3.1.2.17 Start line and CSeq method mismatch

This request has mismatching values for the method in the start line
and the CSeq header field. Any element receiving this request will
respond with a 400 Bad Request.

Message Details : mismatch0Ol

OPTIONS sip:user@example.com SIP/2.0

To: sip:j.user@example.com

From: sip:caller@example.net;tag=34525

Max-Forwards: 6

Call-ID: Oha®isndaksdj0234sxdfl3

CSeq: 8 INVITE

Via: SIP/2.0/UDP host.example.com;branch=z9hG4bKkdjuw
1: 0

3.1.2.18 Unknown Method with CSeq method mismatch

This message has an unknown method, and a CSeq method tag which does
not match it.

Any element receiving this response will should respond with a 501
Not Implemented. A 400 Bad Request is also acceptable, but choosing a
501 (particularly at proxies) has better future-proof
characteristics.

Message Details : mismatch02

NEWMETHOD sip:user@example.com SIP/2.0

To: sip:j.user@example.com

From: sip:caller@example.net;tag=34525

Max-Forwards: 6

Call-ID: Oha®isndaksdj0234sxdfl3

CSeq: 8 INVITE

Contact: <sip:caller@host.example.net>

Via: SIP/2.0/UDP host.example.net;branch=z9hG4bKkdjuw
Content-Type: application/sdp

1: 139

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.1
c=IN IP4 192.0.2.1

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC
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3.1.2.19 Overlarge response code

This response has a response code larger than 699. An element
receiving this response should simply drop it.

Message Details : bigcode

SIP/2.0 4294967301 better not break the receiver
Via: SIP/2.0/UDP 192.0.2.105;branch=z9hG4bK2398ndaoe
Call-ID: asdof3uj203asdnf3429uasdhfas3ehjasdfas9i
CSeq: 353494 INVITE

From: <sip:user@example.com>;tag=39ansfi3

To: <sip:user@example.edu>;tag=902jndnke3
Content-Length: ©

Contact: <sip:user@hostl105.example.com>

3.2 Transaction layer semantics

This section contains tests that exercise an implementation's parser
and transaction layer logic.

3.2.1 Missing transaction identifier

This request indicates support for RFC 3261-style transaction
identifiers by providing the z9hG4bK prefix to the branch parameter,
but it provides no identifier. A parser must not break when receiving
this message. An element receiving this request could reject the
request with a 400 Response (preferably statelessly, as other
requests from the source are likely to also have a malformed branch
parameter), or it could fall back to the RFEC 2543 style transaction
identifier.

Message Details : badbranch

OPTIONS sip:user@example.com SIP/2.0

To: sip:user@example.com

From: sip:caller@example.org;tag=33242
Max-Forwards: 3

Via: SIP/2.0/UDP 192.0.2.1;branch=z9hG4bK
Accept: application/sdp

Call-ID: sadonfo023i420jv0as0derf3j3n
CSeq: 8 OPTIONS

1: 0


https://datatracker.ietf.org/doc/html/rfc3261
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3.3 Application layer semantics

This section contains tests that exercise an implementation's parser
and application layer logic.

3.3.1 Missing Required Header Fields
This request contains no Call-ID, From, or To header fields.

An element receiving this message must not break because of the
missing information. Ideally, it will respond with a 400 Bad Request
error.

Message Details : insuf

INVITE sip:user@example.com SIP/2.0

CSeq: 193942 INVITE

Via: SIP/2.0/UDP 192.0.2.95;branch=z9hG4bKkdjuw
Content-Type: application/sdp

1: 153

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.95
S=-

c=IN IP4 192.0.2.95

t=0 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC

3.3.2 Request-URI with unknown scheme

This OPTIONS contains an unknown URI scheme in the Request-URI. A
parser must accept this as a well-formed SIP request.

An element receiving this request will reject it with a 416
Unsupported URI Scheme response.

Some early implementations attempt to look at the contents of the To
header field to determine how to route this kind of request. That is
an error. Despite the fact that the To header field and the Request
URI frequently look alike in simplistic first-hop messages, the To
header field contains no routing information.

Message Details : unkscm

OPTIONS nobodyKnowsThisScheme:totallyopaquecontent SIP/2.0
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To: sip:user@example.com

From: sip:caller@example.net;tag=384

Max-Forwards: 3

Call-ID: 2340923nasdfasser0g239nwsdfasdkl34

CSeq: 3923423 OPTIONS

Via: SIP/2.0/TCP host9.example.com;branch=z9hG4bKkdjuw39234
Content-Length: ©

3.3.3 Request-URI with known but atypical scheme

This OPTIONS contains an Request-URI with an IANA registered scheme
that does not commonly appear Request-URIs of SIP requests. A parser
must accept this as a well-formed SIP request.

If an element will never accept this scheme as meaningful in a
request-URI, it is appropriate to treat it as unknown and return a
416 Unsupported URI Scheme response. If the element might accept some
URIs with this scheme, then a 404 Not Found is appropriate for those
URIs it doesn't accept.

Message Details : novelsc

OPTIONS soap.beep://192.0.2.103:3002 SIP/2.0

To: sip:user@example.com

From: sip:caller@example.net;tag=384

Max-Forwards: 3

Call-ID: 2340923nasdfasser0g239nwsdfasdkl34

CSeq: 3923423 OPTIONS

Via: SIP/2.0/TCP host9.example.com;branch=z9hG4bKkdjuw39234
Content-Length: ©

3.3.4 Unknown URI schemes in header fields

This message contains registered schemes in the To, From and Contact
header fields of a request. The message is syntactically valid.
Parsers must not fail when receiving this message.

Proxies should treat this message as they would any other request for
this URI. A registrar would reject this request with a 400 Bad
Request response since the To: header field is required to contain a
SIP or SIPS URI as an AOR.

Message Details : unksm2

REGISTER sip:example.com SIP/2.0
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To: isbn:2983792873

From: <http://www.example.com>;tag=3234233

Call-ID: Oha0®isndaksdj@hyphenated-host.example.com
CSeq: 234902 REGISTER

Max-Forward: 70

Via: SIP/2.0/UDP 192.0.2.21:5060;branch=z9hG4bKkdjuw
Contact: <name:John_Smith>

1: 0

3.3.5 Proxy-Require and Require

This request tests proper implementation of SIP's Proxy-Require and
Require extension mechanisms.

Any element receiving this request will respond with a 420 Bad
Extension response containing an Unsupported header field listing
these features from either the Require or Proxy-Require header field
depending on the role in which the element is responding.

Message Details : bextol

OPTIONS sip:user@example.com SIP/2.0

To: sip:j_user@example.com

From: sip:caller@example.net;tag=242etr

Max-Forward: 6

Call-ID: GOha®isndaksdj

Require: nothingSupportsThis, nothingSupportsThisEither
Proxy-Require: noProxiesSupportThis, norDoAnyProxiesSupportThis
CSeq: 8 OPTIONS

Via: SIP/2.0/TLS fold-and-staple.example.com;branch=z9hG4bKkdjuw
Content-Length: 0

3.3.6 Unknown Content-Type

This INVITE request contains a body of unknown type. It is
syntactically valid. A parser must not fail when receiving it.

A proxy receiving this request would process it just like any other
INVITE. An endpoint receiving this request would reject it with a 415
Unsupported Media Type error.

Message Details : invut

INVITE sip:user@example.com SIP/2.0
Contact: <sip:caller@host5.example.net>
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To: sip:j.user@example.com

From: sip:caller@example.net;tag=8392034

Max-Forwards: 70

Call-ID: OhaO®isndaksdjadsfij34n23d

CSeq: 235448 INVITE

Via: SIP/2.0/UDP somehost.example.com;branch=z9hG4bKkdjuw
Content-Type: application/unknownformat

Content-Length: 40

<audio>
<pcmu port="443"/>
</audio>

3.3.7 Unknown authorization scheme

This REGISTER request contains an Authorization header field with an
unknown scheme. The request is well-formed. A parser must not fail
when receiving it.

A proxy will treat this request as any other REGISTER. If it forwards
the request, it will include this Authorization header field
unmodified in the forwarded messages.

A registrar that does not care about challenge-response
authentication will simply ignore the Authorization header field,
processing this registration as if the field were not present. A
registrar that does care about challenge-response authentication will
reject this request with a 401, issuing a new challenge with a scheme
it understands.

Endpoints choosing not to act as registrars will simply reject the
request. A 405 Method Not Allowed is appropriate.

Message Details : regautol

REGISTER sip:example.com SIP/2.0

To: sip:j.user@example.com

From: sip:j.user@example.com;tag=87321hj23128
Max-Forwards: 8

Call-ID: Oha®isndaksdj

CSeq: 9338 REGISTER

Via: SIP/2.0/TCP 192.0.2.253;branch=z9hG4bKkdjuw
Authorization: NoOneKnowsThisScheme opaque data here
Content-Length:0
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3.3.8 Multiple values in single value required fields

The message contains a request with multiple Call-ID, To, From,
Max-Forwards and CSeq values. An element receiving this request must
not break.

An element receiving this request would respond with a 400 Bad
Request error.

Message Details : multiel

INVITE sip:user@company.com SIP/2.0
Contact: <sip:caller@host25.example.net>
Via: SIP/2.0/UDP 192.0.2.25;branch=z9hG4bKkdjuw
Max-Forwards: 70

CSeq: 5 INVITE

Call-ID: 98asdh@192.0.2.1

CSeq: 59 INVITE

Call-ID: 98asdh@192.0.2.2

From: sip:caller@example.com;tag=3413415
To: sip:user@example.com

To: sip:other@example.net

From: sip:caller@example.net;tag=2923420123
Content-Type: application/sdp

1: 155

Contact: <sip:caller@host36.example.net>
Max-Forwards: 5

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.25
S=-

c=IN IP4 192.0.2.25

t=0 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC

3.3.9 Multiple Content-Length values

Multiple conflicting Content-Length header field values appear in
this request.

From a framing perspective, this situation is equivalent to an
invalid Content-Length value (or no value at all).

An element receiving this message should respond with an error. This
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request appeared over UDP, so the remainder of the datagram can
simply be discarded. If a request like this arrives over TCP, the
framing error is not recoverable and the connection should be closed.

Message Details : mclol

OPTIONS sip:user@example.com SIP/2.0

Via: SIP/2.0/UDP host5.example.net;branch=z9hG4bK293423
To: sip:user@example.com

From: sip:other@example.net;tag=3923942

Call-ID: 234asdfhn2323orihawfdoa304r5203irsdf

CSeq: 15932 OPTIONS

Content-Length: 13

Max-Forwards: 60

Content-Length: 5

Content-Type: text/plain

There's no way to know how many octets are supposed to be here.

3.3.10 200 OK Response with broadcast Via header field value

This message is a response with a 2nd Via header field value's
sent-by containing 255.255.255.255. The message is well formed -
parsers must not fail when receiving it.

Per [REC3261] an endpoint receiving this message should simply
discard it.

If a proxy followed normal response processing rules blindly, it
would forward this response to the broadcast address. To protect
against this being used as an avenue of attack, proxies should drop
such responses.

Message Details : bcast

SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.0.2.198;branch=z9hG4bK1324923

Via: SIP/2.0/UDP 255.255.255.255;branch=z9hG4bK1saber23
Call-ID: 0384840201234ksdfak3j2erwedfsASdf

CSeq: 35 INVITE

From: sip:user@example.com;tag=11141343

To: sip:user@example.edu;tag=2229

Content-Length: 159

Content-Type: application/sdp

Contact: <sip:user@host28.example.com>
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v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.198
S=-

c=IN IP4 192.0.2.198/127

t=0 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC

3.3.11 Max-Forwards of zero

This is a legal SIP request with the Max-Forwards header field value
set to zero.

A proxy should not forward the request and respond 483 (Too Many
Hops). An endpoint should process the request as if the Max-Forwards
field value were still positive.

Message Details : zeromf

OPTIONS sip:user@example.com SIP/2.0

To: sip:user@example.com

From: sip:caller@example.net;tag=3ghsd41l

Call-ID: 2304sadjfasdlfnm202143r5u@asdfas

CSeq: 39234321 OPTIONS

Via: SIP/2.0/UDP hostl.example.com;branch=z9hG4bKkdjuw2349i
Max-Forwards: 0

Content-Length: 0

3.3.12 REGISTER with a contact header parameter

This register request contains a contact where the 'unknownparam'
parameter must be interpreted as being a contact-param and not a
url-param.

This REGISTER should succeed. The response must not include
"unknownparam" as a url-parameter for this binding. Likewise,
"unknownparam" must not appear as part of the binding during
subsequent fetches.

Behavior is the same, of course, for any known contact-param
parameter names.

Message Details : cparamOl
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REGISTER sip:example.com SIP/2.0

Via: SIP/2.0/UDP saturn.example.com:5060;branch=z9hG4bKkdjuw
Max-Forwards: 70

From: sip:watson@example.com;tag=DkfVgjkrtMwaerKKpe

To: sip:watson@example.com

Call-ID: 70710@saturn.example.com

CSeq: 2 REGISTER

Contact: sip:+19725552222@gwl.example.net;unknownparam

1: 0

3.3.13 REGISTER with a url parameter

This register request contains a contact where the URI has an unknown
parameter.

The register should succeed and a subsequent retrieval of the
registration must include "unknownparam" as a url-parameter.

Behavior is the same, of course, for any known url-parameter names.
Message Details : cparam@2

REGISTER sip:example.com SIP/2.0

Via: SIP/2.0/UDP saturn.example.com:5060;branch=z9hG4bKkdjuw
Max-Forwards: 70

From: sip:watson@example.com;tag=838293

To: sip:watson@example.com

Call-ID: 70710@saturn.example.com

CSeq: 3 REGISTER

Contact: <sip:+19725552222@gwl.example.net;unknownparam>

1: 0

3.3.14 REGISTER with a url escaped header

This register request contains a contact where the URI has an escaped
header.

The register should succeed and a subsequent retrieval of the
registration must include the escaped Route header in the contact URI
for this binding.

Message Details : regescrt

REGISTER sip:example.com SIP/2.0
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To: sip:user@example.com

From: sip:user@example.com;tag=8

Max-Forwards: 70

Call-ID: k345asrl3fdbv@192.0.2.1

CSeq: 14398234 REGISTER

Via: SIP/2.0/UDP host5.example.com;branch=z9hG4bKkdjuw

M: <sip:user@example.com?Route=%3Csip:sip.example.com%3E>
L:0

3.3.15 Unacceptable Accept offering

This request indicates the response must contain a body in an unknown
type. In particular, since the Accept header field does not contain
application/sdp, the response may not contain an SDP body. The
recipient of this request could respond with a 406 Not Acceptable
with a Warning/399 indicating that a response cannot be formulated in
the formats offered in the Accept header field. It is also
appropriate to respond with a 400 Bad Request since all SIP UAs
supporting INVITE are required to support application/sdp.

Message Details : sdp0O1

INVITE sip:user@example.com SIP/2.0

To: sip:j_user@example.com

Contact: <sip:caller@hostil5.example.net>
From: sip:caller@example.net;tag=234
Max-Forwards: 5

Call-ID: Gha®isndaksdj9342dasdd

Accept: text/nobodyKnowsThis

CSeq: 8 INVITE

Via: SIP/2.0/UDP 192.0.2.15;branch=z9hG4bKkdjuw
Content-Length: 151

Content-Type: application/sdp

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.5
S=-

c=IN IP4 192.0.2.5

t=0 0

m=audio 492170 RTP/AVP 0 12

m=video 3227 RTP/AVP 31

a=rtpmap:31 LPC
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3.4 Backward compatibility

3.4.1 INVITE with RFC2543 syntax

[

This is a legal message per RFC 2543 (and several bis versions) which
should be accepted by RFC 3261 elements which want to maintain
backwards compatibility.

o There is no branch parameter at all on the Via header field value
o There is no From tag

0 There is no explicit Content-Length (The body is assumed to be all
octets in the datagram after the null-line)

o There is no Max-Forwards header field

Message Details : inv2543

INVITE sip:UserB@example.com SIP/2.0

Via: SIP/2.0/UDP iftgw.example.com

From: <sip:+13035551111@ift.client.example.net;user=phone>
Record-Route: <sip:UserB@example.com;maddr=ssl.example.com>
To: sip:+16505552222@ssl.example.net;user=phone

Call-ID: 1717@ift.client.example.com

CSeq: 56 INVITE

Content-Type: application/sdp

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.5
S=-

c=IN IP4 192.0.2.5

t=0 0

m=audio 492170 RTP/AVP 0

. Security Considerations

This document presents NON NORMATIVE examples of SIP session
establishment. The security considerations in [RFC3261] apply.

Parsers must carefully consider edge conditions and malicious input
as part of their design. Attacks on many Internet systems use crafted
input to cause implementations to behave in undesirable ways. Many of
the messages in this draft are designed to stress a parser
implementation at points traditionally used for such attacks. This
document does not, however, attempt to be comprehensive. It should be
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o

o

considered a seed to stimulate thinking and planning, not simply a
set of tests to be passed.

Open Issues and Remaining Work

1. All of the messages in this document should be considered new.
They are either new additions or major revisions of the previous
versions. They all need to be carefully reviewed by the working
group

2. Are the header field values in Section 3.1.1.7 long enough?
Should we push each field over 256 octets or even longer? Where
is the threshold of reason?

3. 1Is this really possible to recover from embedded whitespace in a
SIP Request-URI as suggested in Section 3.1.2.87

4., Can we modify the example in Section 3.1.2.15 such that it is not
obvious where to infer quotes?

5. Can we modify the example in Section 3.1.2.13 such that it is not
obvious (due to ambiguity perhaps) where to infer angle brackets?

6. Is the message at Section 3.3.11 sufficiently tortuous to include
in this document?

. Acknowledgments

The authors wish to thank the following individuals for their
participation in the review of earlier versions of this document:
Aseem Agarwal, Rafi Assadi, Gonzalo Camarillo, Ben Campbell, Cullen
Jennings, Vijay Gurbani, Sunitha Kumar, Rohan Mahy, Jon Peterson,
Marc Petit-Huguenin, Vidhi Rastogi, Adam Roach, Bodgey Yin Shaohua
and Tom Taylor.

Thanks to Neil Deason for contributing several messages and Kundan
Singh for performing parser validation of messages in earlier
versions..

The following individuals provided significant comments during the
early phases of the development of this document: Jean-Francois Mule,
Hemant Agrawal, Henry Sinnreich, David Devanatham, Joe Pizzimenti,
Matt Cannon, John Hearty, the whole MCI WorldCom IPOP Design team,
Scott Orton, Greg Osterhout, Pat Sollee, Doug Weisenberg, Danny
Mistry, Steve McKinnon, and Denise Ingram, Denise Caballero, Tom
Redman, Ilya Slain, Pat Sollee, John Truetken, and others from MCI

WorldCom, 3Com, Cisco, Lucent and Nortel.



Sparks, et al. Expires March 31, 2004 [Page 43]



Internet-Draft SIP Torture Tests October 2003

Informative References

[RFC2396] Berners-Lee, T., Fielding, R. and L. Masinter, "Uniform
Resource Identifiers (URI): Generic Syntax", RFC 2396,
August 1998.

[RFC2822] Resnick, P., "Internet Message Format", RFC 2822, April
2001.

[RFC3261] Rosenberg, J., Schulzrinne, H., Camarillo, G., Johnston,
A., Peterson, J., Sparks, R., Handley, M. and E. Schooler,
"SIP: Session Initiation Protocol", RFC 3261, June 2002.

[RFC3264] Rosenberg, J. and H. Schulzrinne, "An Offer/Answer Model
with Session Description Protocol (SDP)", REC 3264, June
2002.

Authors' Addresses

Robert J. Sparks (editor)
dynamicsoft

5100 Tennyson Parkway
Suite 1200

Plano, TX 75024

EMail: rsparks@dynamicsoft.com

Alan Hawrylyshen
Jasomi Networks
2033 Gateway Place
Suite 500

San Jose, CA 95110

EMail: alan@jasomi.com
Alan Johnston

MCI

100 South 4th Street

St. Louis, MO 63102

EMail: alan.johnston@mci.com


https://datatracker.ietf.org/doc/html/rfc2396
https://datatracker.ietf.org/doc/html/rfc2822
https://datatracker.ietf.org/doc/html/rfc3261
https://datatracker.ietf.org/doc/html/rfc3264

Sparks, et al. Expires March 31, 2004 [Page 44]



Internet-Draft SIP Torture Tests October 2003

Jonathan Rosenberg
dynamicsoft

600 Lanidex Plaza
Parsippany, NJ 07052

Phone: +1 973 952 5000
EMail: jdrosen@dynamicsoft.com
URI: http://www.jdrosen.net

Henning Schulzrinne

Columbia University

Department of Computer Science
1214 Amsterdam Ave.

New York, NY 10027

USA

EMail: schulzrinne@cs.columbia.edu
Appendix A. Bit-exact archive of each test message

The following text block is an encoded, gzip compressed TAR archive
of files that represent each of the example messages discussed in
Section 3.

To recover the compressed archive file intact, the text of this
document may be passed as input to the following Perl script (the
output should be redirected to a file or piped to "tar -xzvf -").

#!1/usr/bin/perl
use strict;
my $bdata = "";
use MIME: :Baseb64;
while(<>) {
if (/-- BEGIN MESSAGE ARCHIVE --/ .. /-- END MESSAGE ARCHIVE --/) {
if ( m/M\s*[MNs]+\s*$/) {
$bdata = $bdata . $_;

}

}
print decode_base64($bdata);

Figure 58

Alternatively, the base-64 encoded block can be edited by hand to
remove document structure lines and fed as input to any base-64
decoding utility.
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A.1 Encoded Reference Messages

-- BEGIN MESSAGE ARCHIVE --

H4sIAKxjuj8CA+xdy3PbSHq3PZnHaktJbcOtJ1g1XMIYItXobrwoUSOPrdnR
20NxWbKnarMpT4tokCDBBgWAOUVUNMSHrewl1XtymEqlKtfNLamtSv4FzxXx+Xx
h5xyzDXd4AsSEQBKSXxYc9aJsiCXx4dB0/r793nxCT+GlaLzkkuDanBmQAVBV T
A7XpSXFRFFM7BjRNUbEqqwrg9EhF4JoEri2gdfyAelJOzWv4beIl/Ul0s/a/
pe3bR8eH3z48kny7Xe741NunzOmr7dCS69Wko8NH27AE1tee2qQ8+Lb95N4 ]
qe76AS4NaKtug6bwAFeyceIRV65UXRVIX+0R+02XOMITIIr699Q54Xv3SOLVFM
vyxp/JRfevwgaeML6jhbOh2HN4qZ1NuQdsWdkFKtdML37EeusLcTkFoFI4Qh
W187dvnB35HAdOMWAFX3W8Tnx4bdCErdcPtYV/bW1l+4Sxyke3itLvmkBf1lcM
MtMHBBhGB6I6qjPWBCcComk1G+QXuVKUOHZQ1lOm47dpUEtsu2fbPNT3NET8sS
MiDvmSH1x299zS1LvFdv3e9/QszejzZHBjAL/@jDcTxrGsrxvliT8c8SN8C/Q
1kYxgLHYV+XwGucfIWARghjGGQBKYSmywT+VYEMOCZFpUBwWimpguslyIbAxB
AwwQH3BmMYQEGYgPA6NnGovoVvVgnQ/+0fDpPKf/WfiXgazE8Y8xzvG/iHb480nh
8CHVW5/RIIQ/5BOtISbspAQWRC+TR/mc3mIcxRyyEDKNDItFn50Wa4XSQw/B
Mp9zDYS13i1PEEqiMkmKONJdX7VHH/ey9KVNbO1lAlr4mTIL8EZRktQwA/y8d
HB3zK70SIFX0c3YjfRPNVOQRHU71CCkLisfnbZrGofq7H1BWC+q8D40S0M9Z
hfffrbTgX0hx6LKEDY3LEhrUeAcN3kHp8BEeMKkR1fc2vFNTXqpXkjqACBCOr
VUjHtF2JD7WsAenx8aPt008fShxXU0w8s03gSghCbbgL8fsgFS90t017jGTp
wa070UP8ifJ/N1fun®OH/Awn+L6NCc/1u4/Jeq0I3rgKIFWwW41iw7YjXP/sI2U
QN5iauBsLbA3KYVtXAvsHZrWlagKiGQsK/tjdz9T5ePtXdH6XVBvSszMgLOP+
00GQKP9OUNcT/ysl/jdI1JED+Y8qqzH9aiNWEGBiBJIKgTYPVMJIE3fbBCFi4LC
RkP8kQI3UfAbqo7Kzs7WztZWRH7b+NqlfaNSw6V]j7GCHtzQJDc2U61i40wMkT€eJ49HSp9j8RIBDHPOJI5/0+K4D+bqJd/c2w/UgorcQAGEEQLA+vraYUyYNwyh
/FVMQU4T8kdAhrGJun+VeKDvSPQfgX2ymQIqaawqjFNOtQSIFXE1KRpGMjZQ
g3sc3581QgbzBz5tfJIqj6FX4GBD4ETZj0aRXCRGIGX3SAe9S0Vv5hzNTQTSM
1Fnjyb1bMxr1q/N2/8z2/yMY4/8wz/9avP2Hv/wCuiM4bAGDCAULMqzkvFDQ
FJ8WNJjGOEJIB67AA0T860/yND2GV+tHZOW2XSE+wP219ze71hgAjNA03GOOG
kcv4F1BEKCcQQKFJCcVazj+C66a6aKu7+9TVpaKEqqHTTkkF2+HY+DDusoMot
WjnjbO6Hd1opIFxA8t4Vcc+JzDMPC8jb5fg/XLLOX1UT8r8ICcv5/0LK/ wLW
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 jFE3rT73j0s1/aPrsVbNrBJotV
j7wa/3xre2fndvmXdrBzJ35F3upS2zNv3m4T/50u+9J8Frhu6VPTpeKwoh18
tj87/GRg35GnBXGWbhZU9fazze9vvezbq744eFD+zYfSwyf87ZpOT3z7m75R
6qL9STVZBW6TMVN1970P8Nbms94ndLtws1TsXajVYSZhMe0XxQ9/JGIMbt16
uXn7GScuVDZ+/NvXv3/976//68dXr3//4z/8+LvX//H6PzdCgflZeNax8q3N
7/mZi6WIBNt1PbPwW6/vFmyXe81v74uv3Lz/7dG+3/Jvtjb/8i8//+q8iZbRk
CJGuSBf47eNCOhTBqfQ55+c+Z+BfUWISj1+7CcHVZzGR/2yv/+4b//+K//9se/
++f/+ac/TPCp56LXivD/M6hgtFT7n6qqyfj/3P63aPnvCZf/vt jPFgNOWOGt
W5rk8d2UEUCK0s187XPSUtWx0QMY]j7DjV6ue6y6jeyLlr80ZVjEQOPTPkbib
NRYXTa/i+3Fr+8ACsSmMSRwcBfVGy8ctFmCYXPLSO+4uEFCNqUOC92qIwb1DV
7yqzJ38d/J1i2/w8k5D8Ic/yvkP6XtRrmG6UF6aHhHO/1DYwWXiTJ9y26IQt71
HMWCKBhPCYPZz3RbNVidOMtz7wcGW67VIKBRvcCjf7IbY5WMi7barryY4ksowr
GX1ijjwW2+cXd7sHvJIv7/jstq8A4Bn4F+FY/G/sKf/5fm/q4P/UIk61EQQLOQk
QScx0gKSa@lcB/Boi77hm9T2XAEQ]jq6N1INzessof1LGofL1yRr3zXY+2KQmk
gqtthQQWCPTE8726HX/f0iNOh02JLeIS45Xm/Kn6dd6N34ZT7U8buL9T8KFTB
HVK37+yg/tB9Ko4UemWPU5IWecGVM+dCcHNZjm+Iq89ycjE6Ghr6K/zHEgwei
Huqf4Y+ceCBEnwYDXuUnRTySX1d4zM6AfnD/8VRzg+zFysDd8sAaHROYqLmt6
1H85X/zfwU9qD+dFpAS/ORhOJE96PSs+4JRX+SqKZ7ks9QeuKG7KkKL/FHrTm
d/72AJPFKMNVFNG1sE8pli70ARAaVOrokhRwn0JpkkKOUaRdB8Rp7iR00BG]@aryx0JFEBNTZAX58TLGAK1rZWWMVKOO/XCMMF]qSparks, et al. Expires March 31, 2004 [Page 47]
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1/+W7f+bZP2FCn5TeTAO7SA8SQKECmMg+8hQMuU2gYEWQYXAShLMX9XU9KQWIm
5C1leZtOvUehmQrgQWmgEJIXMISNYyXLXX9HWQT/h+Q+38WOgbrf/KfSHrztTi1N
NOEEjAbhSBYrfNgiRq9hQCjgeU5cwz1fzX0J8797Rh2/utT4P87qgk/m/+fy/
WPUvS9qlEOrb5e3tEehRGQEAryYMWEQE+(qBX5wW7gGhLrRfzwO4ANTzmFYtXCA jSFEfBoIhVTcQFgkkGpYNsSXAwghEOECObZF102vAgckHbNM4ICO5R jWloN6u+VmzZLbolx0deCzMeeC+D7Zb9nJpbkQ2+XWN8S4SW@7R+v/e7GJ9eug/Uh3fX3+WHt8CzvPfmTDz6+8eRI
/hj8Qnz56G0BBdtyPWYT+Rfgz8TGDz/+6Iiwr12f/n971wLUXnGGkQBTE2MS
TEXTTLUFdhXTBHSPGZOWGVKNSUXdYVVvYZBXP4ON3QofEHb47IePYE4SdOM6kK
ZShjdCbuw2bcjM103Gnj20N4mjjYeXXcjBHTOjyApvGONmOe406nSWke3boT
IAkJsSNuIib@fD+12b0+rf/ff3f/f//+XWgwX4ZTcJIdmo20g6tQIux9c3LHH]
y0ZRO1eLqi55MRHFqOmMF3gm/WpQHGQr SFMWyDG3fXJIRHOUVKED2EZ f+XyhTD
W/B1ZmHBdAK6H4YOXFLBkZ2SGf5ABW/us4XDGud3WBTkFr47bih56rKJIXG/57
1+nidkc+rKcWSCcEnNNx3x5J94+443xvYP//7AZ50dLzb/se+169y/95b98VvTy
H7030uxp2hn4Vmh4J7zBXfve8f/88Fj3A0MT/7j62U0]j3QeLbwwPOX1HD/4q
96GFt17q2fv2s52nxBX1rwwNRh7Z2/qq/4Qiz11VmzbRkWA6HXx2D4r 7AETYOS
m7KWws Jwsm+BiVSy IMsKM8wW7F2ctzSqs+2zZouKTvrVPFe3+afvYro9G7toa
geEDOL8sK/wYDPAOFfrvLCr82/60b3Y1yksa3+y90FjYe6JX/7maln7QbclI
6IaZiPrKpl+p2XIp5+xIxSf/Gtv+wIple976cDhS8vRQ3807qi780/InvviP
fLV7L7mH/vTpsudcZ85Y13Z/7czR1fmXXxgt+f019hsrxp94f93aXS+8Hiz3
INLePTI6Prrx5YH1119rPH+x3718X/0Tqz7gTwb7P1mlj6nfgDhloY6dfDnn
90PHtN+94gkj3ycMQxiGMMwWVMAZzVbRMC3ZZBNBXBNWm1Rwx3Ts2Ah8K/hl+e
JNLCTCp2RoOTLpnKyqfwow9GUnUbrv82wbCo3i0I9077qDw/6ty64nV44vulQ
/+vr0986dx/cMHVTPvUduBrmLviSmZCZAxdPvrdarRldgLmmrillMMeszZk58
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+q0JrJuV7uo/e8uqf/Y9X7D9+IYD53tfKhkdPZ9X+2J/z0sH711Y3Lbx4Br3
4b0v/PZ+19HdD19e17Nj80Ntv7v/Z4AN77tq39fC7H3XueWfzzc/8wnN53dns
9hPU5rL1F8LV33TJ01lyY/eaKi2vPWC1lh5eall/sY+02+d5RT75btXNNw2/gH
rt8MF1SM7moafWiuyywWbjbhuX4PQEbd93g7gs9p/xcV/N/d/WGL/1W79Dx/g
5bpwWX1PapGi4iwaAxXxJIXEVFPAVV1Auy9e6fs9/h6btOFt4jcIbidATZ7SwWDVW
30uezh@70m20E+g+SQPoV/eJQA62NSO0JEg1PwHQOMe9inJPytpEQZ60BKiDy
5tasV1FAM2pV1GK4woqCL1TjJIYks65jrdg7mFfT8Wi0GXx7XC/1h6xUdvavMy
/2t1ov6XZSjC//0y/3N15z/8T+c+ANnr4USTV/Dyo0l9q9bG8X5D5ba3+EFrS
a7zmxRtAKZRkczoZYvYwwAmMF3KsbUS16plIBXmsVINSE8711bqAzM5S]j0QcM
ygL+RVHVAH3X1dDkAjo7Q2FeE6CXEeUkNnkz2sFCnpMEryyKSbagdDWkzff8
b4fT7T/I+Q/p539VbFNOOYb00ZI80XxeAVOagRU9LOeOXqQbk41X3KT40Xn8T
UNCQYINFTQmgHjHZWMKXSJRzCHFKfDGKKpInyLCcHWvpPZdGLPch9Ks2wdnXW
gYRMHFysc3lyvf4XwrRrbt1fOmuets93BJjd/40Ztv9L+D+9/J9gN2U6Rzp1l
RcfHSZs+kh6z419n0SCuczZOH5v82ep75n4mV/1mD/yFL+D8dmJv/16Q1y060
dmwgOdpRzUz00j5dxwFjQqFQZbJ1P2LM1DZddb70dp8087002BLDeE9ONXiwH
YXO@8YKYMcz JOHW+UmotH6Cq8+eqsV3zyfe42STffddtOFCw/K8x7/jYIX8Z8M
/q+mSPyntGBiZU9DCGoBXV70gHJgLy+nwcBzA8+DSDjSjV4Gnhk4PvBOpAen
JSRFUiOPAhsYOB3pmsgbhOD6TbSTNSGBKiqFZLUSAWIiWBWAWGtFyWT+e9P1M
Ky2gqIVHware7Zwgll9IZlalM4+ZSrFpEIWiaBtE®18zkm5uTiUwyNy70MS3C
3JIWFieEcKU1NOECVRVeTE7cJrhohTZI75tf/h6pm2cTxnybxvoK+/9MhdYj+
1jgPj5dumyCrnjihCQkKSDiUEQ342MVhA3DM5c5eHNQAANAALYORA9EAR] NW
D8PIebleFz80B5ygtB5SUDRRbhbVFrBly5bS0qjpohlt TFBxZt®ON1j8Dz+5
19j63104rnYnKn7UN6pk+Pp4NCP6MIQc/qgYPyJ8B6IEAFX0ZOMCAE91ps3l
5EJOYrZjoKhF158aJppLDN3Jyy@BUbhb5AXsdwiALIa8Zhro4ANBETOKS92S
HEQPOzM3mm1ilm9C69eNclAL80FNONsJamogKtBfzaxz1XEIAbdj1FTVCAPV
4po/oE70gBD6NFqjAhRMpNIMxGQMoQTgcYIImhsKwCmAZHENr1l/BOF9crosln
Ugj3DAAMbH41f6sDAGzAOk1i84noLV5PGASmMVjogabu9Es3u+FnRBOWiQhOe
6NhtEO1+ztL1QQWJIGKDTVU1G3asUd6+UHQsSOC1Hb70voaei98f3M2mpYEYKY
mTVgG601rGSuPP5bygjQbDon9BOiYj/vPMV/NJIwm/68k6/8vOP7fTJIq+Fp8m
SFTCgZ8aL7RiVV7AK7fRCh1gGdUehKa6L061x9DUDDt7czrjE2SRpERtI7we
1XOEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBATXHP4LBrhROWAY
AQA=

-- END MESSAGE ARCHIVE --



Sparks, et al. Expires March 31, 2004 [Page 49]



Internet-Draft SIP Torture Tests October 2003

Intellectual Property Statement

The IETF takes no position regarding the validity or scope of any
intellectual property or other rights that might be claimed to
pertain to the implementation or use of the technology described in
this document or the extent to which any license under such rights
might or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
IETF's procedures with respect to rights in standards-track and
standards-related documentation can be found in BCP-11. Copies of
claims of rights made available for publication and any assurances of
licenses to be made available, or the result of an attempt made to
obtain a general license or permission for the use of such
proprietary rights by implementors or users of this specification can
be obtained from the IETF Secretariat.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the IETF Executive
Director.

Full Copyright Statement
Copyright (C) The Internet Society (2003). All Rights Reserved.

This document and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwise explain it
or assist in its implementation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any
kind, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
document itself may not be modified in any way, such as by removing
the copyright notice or references to the Internet Society or other
Internet organizations, except as needed for the purpose of
developing Internet standards in which case the procedures for
copyrights defined in the Internet Standards process must be
followed, or as required to translate it into languages other than
English.

The limited permissions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

This document and the information contained herein is provided on an
"AS IS" basis and THE INTERNET SOCIETY AND THE INTERNET ENGINEERING
TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION
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HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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