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Abstract

   TCP (RFC793 [1]) is widely deployed and one of the most often used
   reliable end to end protocols for data communication. Yet when it was
   defined over 20 years ago the internet, as we know it, was a
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   different place lacking many of the threats that are now common.
   Recently several rather serious threats have been detailed that can
   pose new methods for both denial of service and possibly data
   injection by blind attackers. This document details those threats and
   also proposes some small changes to the way TCP handles inbound
   segments that either eliminate the threats or at least minimize them
   to a more acceptable level.
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1.  Introduction

   TCP (RFC793 [1]) is widely deployed and one of the most often used
   reliable end to end protocols for data communication. Yet when it was
   defined over 20 years ago the internet, as we know it, was a
   different place lacking many of the threats that are now common.
   Recently several rather serious threats have been detailed that can
   pose new methods for both denial of service and possibly data
   injection by blind attackers. This document details those threats and
   also proposes some small changes to the way TCP handles inbound
   segments that either eliminate the threats or at least minimize them
   to a more acceptable level.

   Most of these changes violate some of the handling procedures for
   DATA, RST and SYN's as defined in RFC793 [1] but do not cause
   interoperability issues. The authors feel that many of the changes
   proposed in this document would, if TCP were being standardized
   today, be required to be in the base TCP document and the lack of
   these procedures is more an  artifact of the time when TCP was
   developed than any strict requirement of the protocol.
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2.  Blind reset attack using the RST bit

2.1  Description of the attack

   It has been traditionally thought that for a blind attacker to reset
   a TCP connection the attacker would have to guess a single sequence
   number in the TCP sequence space. This would in effect require an
   attacker to generate (2^^32/2) segments in order to reset a
   connection. Recent papers have shown this to not necessarily be the
   case. An attacker need only guess a number that lies between the last
   sequence number acknowledged and the last sequence number
   acknowledged added to the receiver window (RCV.WND). Modern operating
   systems normally default the RCV.WND to about 32,768 bytes. This
   means that a blind attacker need only guess 65,535 RST segments
   (2^^32/(RCV.WND*2)) in order to reset a connection. At DSL speeds
   this means that most connections (assuming the attacker can
   accurately guess both ports) can be reset in under 200 seconds
   (usually far less). With the rise of broadband availability and
   increasing available bandwidth, many Operating Systems have raised
   their default RCV.WND to as much as 64k, thus making these attacks
   even easier.

2.2  Solution

RFC793 [1] currently requires handling of a segment with the RST bit
   when in a synchronized state to be processed as follows:
   1) If the RST bit is set and the sequence number is outside the
      expected window, silently drop the segment.
   2) If the RST bit is set and the sequence number is acceptable i.e.:
      (RCV.NXT <= SEG.SEQ <= RCV.NXT+RCV.WND) then reset the connection.

   Instead, the following changes should be made to provide some
   protection against such an attack.
   A) If the RST bit is set and the sequence number is outside the
      expected window, silently drop the segment.
   B) If the RST bit is exactly the next expected sequence number, reset
      the connection.
   C) If the RST bit is set and the sequence number does not exactly
      match the next expected sequence value, yet is within the
      acceptable window (RCV.NXT < SEG.SEQ <= RCV.NXT+RCV.WND) send an
      acknowledgment.

https://datatracker.ietf.org/doc/html/rfc793


   This solution forms a challenge/response with any RST where the value
   does not exactly match the expected value and yet the RST is within
   the window.  In cases of a legitimate reset without the exact
   sequence number, the consequences of this new challenge/response will
   be that the peer requires an extra round trip time before the
   connection can be reset.
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3.  Blind reset attack using the SYN bit

3.1  Description of the attack

   The reset attack which uses the RST bit highlights another possible
   avenue for a blind attacker. Instead of using the RST bit an attacker
   can use the SYN bit as well to tear down a connection. Using the same
   guessing technique, repeated SYN's can be generated with sequence
   numbers incrementing by an amount not larger than the window size
   apart and thus eventually cause the connection to be terminated.

3.2  Solution

RFC793 [1] currently requires handling of a segment with the SYN bit
   set in the synchronized state to be as follows:
   1) If the SYN bit is set and the sequence number is outside the
      expected window, send an ACK back to the sender.
   2) If the SYN bit is set and the sequence number is acceptable i.e.:
      (RCV.NXT <= SEG.SEQ <= RCV.NXT+RCV.WND) then send a RST segment to
      the peer.

   Instead, changing the handling of the SYN to the following will
   provide complete protection from this attack:
   A) If the SYN bit is set and the sequence number is outside the
      expected window, send an ACK back to the peer.
   B) If the SYN bit is set and the sequence number is an exact match to
      the next expected sequence (RCV.NXT == SEG.SEQ) then send an ACK
      segment to the peer but before sending the ACK segment subtract
      one from value being acknowledged.
   C) If the SYN bit is set and the sequence number is acceptable i.e.:
      (RCV.NXT < SEG.SEQ <= RCV.NXT+RCV.WND) then send an ACK segment to
      the peer.

   By always sending an ACK to the sender, a challenge/response is setup
   with the peer. A legitimate peer, after restart, would not have a TCB
   in the synchronized state. Thus when the ACK arrives the peer should
   send a RST segment. Note that for the case of an attacker sending a
   SYN that exactly matches the RCV.NXT value, by sending a ACK that is
   less than the RCV.NXT value the true peer will drop the ACK as an old
   duplicate. In cases where a valid restarting peer picks the ISS
   number to match the RCV.NXT, sending an ACK value one less than
   RCV.NXT will cause the restarted peer to see the ACK value as invalid

https://datatracker.ietf.org/doc/html/rfc793


   and thus send a RST.
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4.  Blind data injection attack

4.1  Description of the attack

   A third type of attack is also highlighted by both reset attacks. It
   is quite possible to inject data into a TCP connection by simply
   guessing a sequence value that is within the window. The ACK value of
   any data segment is considered valid as long as it does not
   acknowledge data ahead of the next segment to send. In other words an
   ACK value is acceptable if it is (SND.UNA-(2^^31-1)) <= SEG.ACK <
   SND.NXT). This means that an attacker simply need guess two ACK
   values with every guessed sequence number so that the chances of
   successfully injecting data into a connection are 1 in ((2^^32/
   (RCV.WND * 2)) * (2^^32/(SND.WND * 2))).

4.2  Solution

   An additional input check should be added to any incoming segment.
   The ACK value should be acceptable only if it is in the range of
   ((SND.UNA - MAX.SND.WND) <= SEG.ACK < SND.NXT). MAX.SND.WND is
   defined as the largest window that the local receiver has ever
   advertised to its peer. This window is the scaled value i.e. the
   value may be larger than 65,535 bytes. This small check will greatly
   reduce the vulnerability of an attacker guessing a valid sequence
   number since not only must he/she guess the sequence number in
   window, but must also guess a proper ack value within a scoped range.
   This solution reduces but does not eliminate the ability to generate
   false segments. It does however reduce the probability that invalid
   data will be injected to a more acceptable level when the maximum
   send and receive windows do not grow beyond 65,535 bytes. For those
   applications that wish to close this attack completely RFC2385 [2]
   should be deployed between the two endpoints.
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