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The Trusted Execution Environment (TEE) concept has been designed to

separate a regular operating system,

also referred as a Rich

Execution Environment (REE), from security-sensitive applications.
In an TEE ecosystem, different device vendors may use different TEE

implementations.

Different application providers or device
administrators may choose to use different TAM providers.

There

calls for an interoperable protocol for managing TAs running in

different TEEs of various devices 1s needed.

The Trusted Execution Environment Provisioning (TEEP) architecture
document [TEEPArch] has set to provide a design guidance for such an

interoperable protocol.

This document specifies an Open Trust
Protocol (OTrP) that follows the architecture guidance.

OTrP defines a mutual trust message protocol between a TAM and a TEE

and relies on IETF-defined end-to-end security mechanisms,
JSON Web Encryption (JWE),

namely
JSON Web Signature (JWS), and JSON Web Key
(JWK). Other message encoding methods may be supported.

This specification defines message payloads exchanged between devices
The messages are designed in anticipation of the use of

and a TAM.
the most common transport methods such as HTTPS.

A TA binary and personalization data can be from two sources:

1. A TAM supplies the signed and encrypted TA binary

2. A Client Application supplies the TA binary

This specification considers the first case where TA binary and
personalization data are encrypted by recipient's public key that TAM

has to be involved.

The second case will be addressed separately.
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3.

3.

3.

4.

4.

Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].
Terminology

1. Definitions

The definitions provided below are defined as used in this document.
All the terms defined in the TEEP Architecture document [TEEPArch]

will be used, which are not repeated in this document.

OTrP Agent: It is the Agent as defined in the TEEP Architecture
document [TEEPArch].

2. Abbreviations
CA Certificate Authority

OTrP Open Trust Protocol

REE Rich Execution Environment

SD Security Domain

SP Service Provider

SBM Secure Boot Module

TA Trusted Application

TEE Trusted Execution Environment
TFW Trusted Firmware

TAM Trusted Application Manager

OTrP Entities and Trust Model
1. System Components
The same system components as defined in the TEEP Architecture

document [TEEPArch] are used in OTrP, including TAM, CA, TEE, REE,
and OTrP Agent (a.k.a Agent).
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Secure boot (for the purposes of OTrP) is optional in enabling
authenticity checking of TEEs by the TAM. A TAM provider can choose
it policy whether it trusts a TEE if the underlying firmware
attestation information isn't included.

OTrP uses trust anchors to establish trust between TEEs and TAMs and
verifies that they communicate in a trusted way when performing
lifecycle management transactions.

H

.2. Trust Anchors in TEE

This assumes the Trust Anchor specification defined in the TEEP
Architecture document [TEEPArch].

Each TEE comes with a trust store that contains a whitelist of root
CA certificates that are used to validate a TAM's certificate. A TEE
will accept a TAM to create new Security Domains and install new TAs
on behalf of a SP only if the TAM's certificate is chained to one of
the root CA certificates in the TEE's trust store.

4.3. Trust Anchors in TAM

The Trust Anchor set in a TAM consists of a list of Certificate
Authority certificates that signs various device TEE certificates. A
TAM decides what TEE and optionally TFW it will trust when TFW
signature data is present in an attestation.

4.4. Keys and Certificate Types

OTrP leverages the following list of trust anchors and identities in
generating signed and encrypted command messages that are exchanged
between a device's TEE and a TAM. With these security artifacts,
OTrP Messages are able to deliver end-to-end security without relying
on any transport security.
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S S SR Fommmm oo e e e oo S +
| Key Entity | Location | Issuer | Trust Implication | Cardinality |
| Name I I I I I
o m e e o - Fomm e e e oo Feommm o= Fom e e e a oo o R +
| 1. TFW key | Device | FWw CA | A white list of | 1 per |
| pair and | secure | | FW root CA | device |
| certificate | storage | | trusted by TAMs | |
I I I I I I
| 2. TEE key | Device | TEE CA | A white list of | 1 per |
| pair and | TEE | under | TEE root CA | device |
| certificate | | a root | trusted by TAMs | |
I I | CA I I I
I I I I I I
| 3. TAM key | TAM | TAM CA | A white list of | 1 or |
| pair and | provider | under | TAM root CA | multiple |
| certificate | | a root | embedded in TEE | can be used |
| | | CA [ | by a TAM |
I I I I I I
| 4. SP key | SP | SP | TAM manages SP. | 1 or |
| pair and | | signer | TA trust is | multiple |
| certificate | | CA | delegated to TAM. | can be used |
| | | | TEE trusts TAM to | by a TAM |
| | | | ensure that a TA | |
| | | | is trustworthy. | |
RS- tommmmeaaaa tommmmma e RSP - +

Table 1: Key and Certificate Types

1. TFW key pair and certificate: A key pair and certificate for
evidence of secure boot and trustworthy firmware in a device.

Location: Device secure storage

Supported Key Type: RSA and ECC

Issuer: OEM CA

Trust Implication: A white list of FW root CA trusted by TAMs
Cardinality: One per device

2. TEE key pair and certificate: It is used for device attestation
to a remote TAM and SP.

This key pair is burned into the device at device manufacturer.
The key pair and its certificate are valid for the expected
lifetime of the device.
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Location: Device TEE

Supported Key Type: RSA and ECC

Issuer: A CA that chains to a TEE root CA

Trust Implication: A white list of TEE root CA trusted by TAMs
Cardinality: One per device

3. TAM key pair and certificate: A TAM provider acquires a
certificate from a CA that a TEE trusts.

Location: TAM provider
Supported Key Type: RSA and ECC.

Supported Key Size: RSA 2048-bit, ECC P-256 and P-384. Other
sizes should be anticipated in future.

Issuer: TAM CA that chains to a root CA
Trust Implication: A white list of TAM root CA embedded in TEE
Cardinality: One or multiple can be used by a TAM

4. SP key pair and certificate: an SP uses its own key pair and
certificate to sign a TA.

Location: SP
Supported Key Type: RSA and ECC

Supported Key Size: RSA 2048-bit, ECC P-256 and P-384. Other
sizes should be anticipated in future.

Issuer: an SP signer CA that chains to a root CA
Trust Implication: TAM manages SP. TA trusts an SP by
validating trust against a TAM that the SP uses. A TEE trusts

TAM to ensure that a TA from the TAM is trustworthy.

Cardinality: One or multiple can be used by an SP
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5. Protocol Scope and Entity Relations
This document specifies messages and key properties that can
establish mutual trust between a TEE and a TAM. The protocol

provides specifications for the following three entities:

1. Key and certificate types required for device firmware, TEES,
TAs, SPs, and TAMs

2. Data message formats that should be exchanged between a TEE in a
device and a TAM

3. An OTrP Agent application in the REE that can relay messages
between a Client Application and TEE

Figure 1: Protocol Scope and Entity Relationship

PKI CA -- CA CA --
I I |
I I |
I I |
Device | | --- OTrP Agent / Client App --- |
Sw I (. | |
I (. | |
I (. | |
OTrP | -- TEE TAM-------
I
I
Fw

Figure 2: OTrP System Diagram
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| REE | TEE | | TAM | | SP |
- - | I I -- I
I I I I (. I
| Client | SD (TAs)| | SD / TA | | TA |
| Apps | I I Mgmt (I I
(. I | I (. I
(. I I I (. I
| OTrP | Trusted | | Trusted | | |
| Agent | TAM/SP | | FW/TEE | [ |
I | CAs | I CAs (I I
I I I I (I I
| | TEE Key/ | | TAM Key/ | |SP Key/ |
| | Cert | | Cert | | Cert |
I | FW Key/ | I (I I
I | Cert | I (I I

I I I

I I I
| TEE CA | | TAM CA | | SP CA |

In the previous diagram, different Certificate Authorities can be
used respectively for different types of certificates. OTrP Messages
are always signed, where the signer keys is the message creator's
private key such as a FW's private key, a TEE's private key, or a
TAM's private key.

The main OTrP component consists of a set of standard JSON messages
created by a TAM to deliver device SD and TA management commands to a
device, and device attestation and response messages created by a TEE
that responds to a TAM's OTrP message.

The communication method of OTrP Messages between a TAM and TEE in a
device may vary between TAM and TEE providers. A mandatory transport
protocol is specified for a compliant TAM and a device TEE.

An OTrP Agent is used to bridge communication between a TAM and a
TEE. The OTrP Agent doesn't need to know the actual content of OTrP
Messages except for the TEE routing information.



Pei, et al. Expires January 3, 2019 [Page 11]



Internet-Draft OTrP July 2018

5.1. A Sample Device Setup Flow
Step 1: Prepare Images for Devices
1. |[TEE vendor] Deliver TEE Image (CODE Binary) to device OEM
2. |[CA] Deliver root CA Whitelist
3. [Soc] Deliver TFW Image
Step 2: Inject Key Pairs and Images to Devices

1. [OEM] Generate Secure Boot Key Pair (May be shared among multiple
devices)

2. [OEM] Flash signed TFW Image and signed TEE Image onto devices
(signed by Secure Boot Key)

Step 3: Setup attestation key pairs in devices

1. [OEM] Flash Secure Boot Public Key and eFuse Key (eFuse key is
unique per device)

2. [TFW/TEE] Generate a unique attestation key pair and get a
certificate for the device.

Step 4: Setup trust anchors in devices

1. [TFW/TEE] Store the key and certificate encrypted with the eFuse
key

2. [TEE vendor or OEM] Store trusted CA certificate list into
devices

.2. Derived Keys in The Protocol

(4]

The protocol generates one key pair in run time to assist message
communication and anonymous verification between a TAM and a TEE.

TEE SP Anonymous Key (AIK): one derived key pair per SP in a device

The purpose of the key pair is to sign data by a TEE without using
its TEE device key for anonymous attestation to a Client Application.
This key pair is generated in the first SD creation for an SP. It is
deleted when all SDs are removed for a SP in a device. The public
key of the key pair is given to the caller Client Application and TAM
for future TEE returned data validation. The public key of this AIK
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is also used by a TAM to encrypt TA binary data and personalization
data when it sends a TA to a device for installation.

5.3. Security Domain Hierarchy and Ownership

The primary job of a TAM is to help an SP to manage its trusted
applications. A TA is typically installed in an SD. An SD is
commonly created for an SP.

When an SP delegates its SD and TA management to a TAM, an SD is
created on behalf of a TAM in a TEE and the owner of the SD is
assigned to the TAM. An SD may be associated with an SP but the TAM
has full privilege to manage the SD for the SP.

Each SD for an SP is associated with only one TAM. When an SP
changes TAM, a new SP SD must be created to associate with the new
TAM. The TEE will maintain a registry of TAM ID and SP SD ID
mapping.

From an SD ownership perspective, the SD tree is flat and there is
only one level. An SD is associated with its owner. It is up to TEE
implementation how it maintains SD binding information for a TAM and
different SPs under the same TAM.

It is an important decision in this protocol specification that a TEE
doesn't need to know whether a TAM is authorized to manage the SD for
an SP. This authorization is implicitly triggered by an SP Client
Application, which instructs what TAM it wants to use. An SD is
always associated with a TAM in addition to its SP ID. A rogue TAM
isn't able to do anything on an unauthorized SP's SD managed by
another TAM.

Since a TAM may support multiple SPs, sharing the same SD name for
different SPs creates a dependency in deleting an SD. An SD can be
deleted only after all TAs associated with this SD is deleted. An SP
cannot delete a Security Domain on its own with a TAM if a TAM
decides to introduce such sharing. There are cases where multiple
virtual SPs belong to the same organization, and a TAM chooses to use
the same SD name for those SPs. This is totally up to the TAM
implementation and out of scope of this specification.

5.4. SD Owner Identification and TAM Certificate Requirements

There is a need of cryptographically binding proof about the owner of
an SD in a device. When an SD is created on behalf of a TAM, a
future request from the TAM must present itself as a way that the TEE
can verify it is the true owner. The certificate itself cannot
reliably used as the owner because TAM may change its certificate.
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To this end, each TAM will be associated with a trusted identifier
defined as an attribute in the TAM certificate. This field is kept
the same when the TAM renew its certificates. A TAM CA is
responsible to vet the requested TAM attribute value.

This identifier value must not collide among different TAM providers,
and one TAM shouldn't be able to claim the identifier used by another
TAM provider.

The certificate extension name to carry the identifier can initially
use SubjectAltName:registeredID. A dedicated new extension name may
be registered later.

One common choice of the identifier value is the TAM's service URL.
A CA can verify the domain ownership of the URL with the TAM in the
certificate enrollment process.

A TEE can assign this certificate attribute value as the TAM owner ID
for the SDs that are created for the TAM.

An alternative way to represent an SD ownership by a TAM is to have a
unique secret key upon SD creation such that only the creator TAM is
able to produce a Proof-of-Possession (POP) data with the secret.

5.5. Service Provider Container

A sample Security Domain hierarchy for the TEE is shown below.

OTrP segregates SDs and TAs such that a TAM can only manage or
retrieve data for SDs and TAs that it previously created for the SPs
it represents.
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6.

OTrP Agent

A TEE and TAs that run inside the TEE don't generally have capability
to communicate to the outside of the hosting device, for example, the
TEE specified by Global Platform groups [GPTEE]. This calls for a
software module in the REE world to handle the network communication.
Each Client Application in REE may carry this communication
functionality but it must also interact with the TEE for the message
exchange. The TEE interaction will vary according to different TEEs.
In order for a Client Application to transparently support different
TEEs, it is imperative to have a common interface for a Client
Application to invoke for exchanging messages with TEEs.

A shared OTrP Agent comes to meed this need. An OTrP Agent is a Rich
Application or SDK that facilitates communication between a TAM and
TEE. It also provides interfaces for TAM SDK or Client Applications
to query and trigger TA installation that the application needs to
use.

This interface for Client Applications may be commonly an Android
service call for an Android powered device. A Client Application
interacts with a TAM, and turns around to pass messages received from
TAM to OTrP Agent.

In all cases, a Client Application needs to be able to identify an
OTrP Agent that it can use.

.1. Role of OTrP Agent

An OTrP Agent abstracts the message exchanges with the TEE in a
device. The input data is originated from a TAM that a Client
Application connects. A Client Application may also directly call
OTrP Agent for some TA query functions.

OTrP Agent may internally process a request from TAM. At least, it
needs to know where to route a message, e.g. TEE instance. It
doesn't need to process or verify message content.

OTrP Agent returns TEE / TFW generated response messages to the
caller. OTrP Agent isn't expected to handle any network connection
with an application or TAM.

OTrP Agent only needs to return an OTrP Agent error message if the
TEE is not reachable for some reason. Other errors are represented
as response messages returned from the TEE which will then be passed
to the TAM.
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6.2. OTrP Agent and Global Platform TEE Client API

A Client Application may use Global Platform (GP) TEE API for TA
communication. OTrP may use the GP TEE Client API but it is internal
to OTrP implementation that converts given messages from TAM. More
details can be found at [GPTEECLAPI].

6.3. OTrP Agent Implementation Consideration

A Provider should consider methods of distribution, scope and
concurrency on device and runtime options when implementing an OTrP
Agent. Several non-exhaustive options are discussed below.
Providers are encouraged to take advantage of the latest
communication and platform capabilities to offer the best user
experience.

6.3.1. OTrP Agent Distribution

OTrP Agent installation is commonly carried out at OEM time. A user
can dynamically download and install an OTrP Agent on-demand.

It is important to ensure a legitimate OTrP Agent is installed and
used. If an OTrP Agent is compromised it may send rogue messages to
TAM and TEE and introduce additional risks.

6.3.2. Number of OTrP Agent

We anticipate only one shared OTrP Agent instance in a device. The
device's TEE vendor will most probably supply one OTrP Agent.
Potentially we expect some open source.

wWith one shared OTrP Agent, the OTrP Agent provider is responsible to
allow multiple TAMs and TEE providers to achieve interoperability.
With a standard OTrP Agent interface, TAM can implement its own SDK
for its SP Client Applications to work with this OTrP Agent.

Multiple independent OTrP Agent providers can be used as long as they
have standard interface to a Client Application or TAM SDK. Only one
OTrP Agent is expected in a device.

TAM providers are generally expected to provide SDK for SP
applications to interact with an OTrP Agent for the TAM and TEE
interaction.
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6.4. OTrP Agent Interfaces for Client Applications

A Client Application shall be responsible for relaying messages
between the OTrP agent and the TAM.

If a failure occurs during calling OTrP Agent, an error message

described in "Common Errors" section (see Section 7.6) will be
returned.

6.4.1. ProcessOTrPMessage call

Description

A Client Application will use this method of the OTrP Agent in a
device to pass OTrP messages from a TAM. The method is
responsible for interacting with the TEE and for forwarding the

input message to the TEE. It also returns TEE generated response
message back to the Client Application.

Inputs:

TAMInMsg - OTrP message generated in a TAM that is passed to this
method from a Client Application.

Outputs:

A TEE-generated OTrP response message (which may be a successful
response or be a response message containing an error raised
within the TEE) for the client application to forward to the TAM.

In the event of the OTrP agent not being able to communicate with
the TEE, a OTrPAgentException shall be thrown.

6.4.2. GetTAInformation call

Description

A Client Application may quickly query local TEE about a
previously installed TA without requiring TAM each time if it has

had the TA's identifier and previously saved TEE SP AIK public key
for TA information integrity verification.

Inputs:
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{
"TAQuery": {
"spid": "<SP identifier value of the TA>",
"taid": "<The identifier value of the TA>"
}
}
Outputs:

The OTrP Agent is expected to return TA signer and TAM signer
certificate along with other metadata information about the TA
associated with the given identifier. It follows the underlying
TEE trust model for authoring the local TA query from a Client
Application.

The output is a JSON message that is generated by the TEE. It
contains the following information:

*  tamid

* SP ID

* TA signer certificate

* TAM certificate

The message is signed with TEE SP AIK private key.

The Client Application is expected to consume the response as
follows.

The Client Application gets signed TA metadata, in particular, the
TA signer certificate. It is able to verify that the result is
from device by checking signer against TEE SP AIK public key it
gets in some earlier interaction with TAM.

If this is a new Client Application in the device that hasn't had
TEE SP AIK public key for the response verification, the
application can contact the TAM first to do GetDeviceState, and
TAM will return TEE SP AIK public key to the app for this
operation to proceed.

Output Message:
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{
"TAInformationTBS": {

"taid": "<TA Identifier from the input>",
"tamid": "<TAM ID for the Security Domain where this TA
resides>",
"spid": "<The service provider identifier of this TA>",
"signercert": "<The BASE64 encoded certificate data of the
TA binary application's signer certificate>",
"signercacerts": [ // the full list of CA certificate chain
// including the root CA
]I
"cacert": "<The BASE64 encoded CA certificate data of the TA
binary application's signer certificate>"
]I
"tamcert": "<The BASE64 encoded certificate data of the TAM
that manages this TA.>",
"tamcacerts": [ // the full list of CA certificate chain
// including the root CA
]I
"cacert":"<The BASE64 encoded CA certificate data of the TAM
that manages this TA>"

}
b

{

"TAInformation": {
"payload": "<The BASE64URL encoding of the TAInformationTBS
JSON above>",
"protected": "<BASE64URL encoded signing algorithm>",
"header": {
"signer": {"<JWK definition of the TEE SP AIK public
key>"}
}I
"signature": "<signature contents signed by TEE SP AIK
private key BASE64URL encoded>"

}
3

where the definitions of BASE64 and BASE64URL refer to [RFC4648].

A sample JWK public key representation refers to an example in
[REC7517].


https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc7517
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6.5. Sample End-to-End Client Application Flow
6.5.1. Case 1: A New Client Application Uses a TA

1. During the Client Application installation time, the Client
Application calls TAM to initialize the device preparation step.

A. The Client Application knows it wants to use a Trusted
Application TA1l but the application doesn't know whether TA1
has been installed or not. It can use GP TEE Client API
[GPTEECLAPI] to check the existence of TA1 first. If it
detects that TA1l doesn't exist, it will contact TAM to
initiate the installation of TAl1. Note that TA1 could have
been previously installed by other Client Applications from
the same service provider in the device.

B. The Client Application sends the TAM the TA list that it
depends on. The TAM will query a device for the Security
Domains and TAs that have been installed, and instructs the
device to install any dependent TAs that have not been
installed.

C. 1In general, the TAM has the latest TA list and their status
in a device because all operations are instructed by TAM.
TAM has such visibility because all Security Domain deletion
and TA deletion are managed by the TAM; the TAM could have
stored the state when a TA is installed, updated and
deleted. There is also the possibility that an update
command is carried out inside TEE but a response 1is never
received in TAM. There is also possibility that some manual
local reset is done in a device that the TAM isn't aware of
the changes.

2. The TAM generates message: GetDeviceStateRequest

3. The Client Application passes the JSON message
GetDeviceStateRequest to OTrP Agent call ProcessOTrPMessage.
The communication between a Client Application and an OTrP Agent
is up to the implementation of the OTrP Agent.

4, The OTrP Agent routes the message to the active TEE. Multiple
TEE case: it is up to OTrP Agent to figure this out. This
specification limits the support to only one active TEE, which
is the typical case today.

5. The target active TEE processes the received OTrP message, and
returns a JSON message GetDeviceStateResponse.
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10.

11.

12.

13.

6.5.2.

1.

The OTrP Agent passes the GetDeviceStateResponse to the Client
Application.

The Client Application sends GetDeviceStateResponse to the TAM.
The TAM processes the GetDeviceStateResponse.

A. Extract TEEspaik for the SP, signs TEEspaik with TAM signer
key

B. Examine SD list and TA list

The TAM continues to carry out other actions based on the need.
The next call could be instructing the device to install a
dependent TA.

A. Assume a dependent TA isn't in the device yet, the TAM may
do the following: (1) create an SD in which to install the
TA by sending a CreateSDRequest message. The message is
sent back to the Client Application, and then the OTrP Agent
and TEE to process; (2) install a TA with an
InstallTARequest message.

B. If a Client Application depends on multiple TAs, the Client
Application should expect multiple round trips of the TA
installation message exchanges.

At the last TAM and TEE operation, the TAM returns the signed
TEE SP AIK public key to the application.

The Client Application stores the TEEspaik for future loaded TA
trust check.

If the TAM finds that this is a fresh device that does not have
any SD for the SP yet, then the TAM may next create an SD for
the SP.

During Client Application installation, the application checks
whether required Trusted Applications are already installed,
which may have been provided by the TEE. If needed, it will
contact its TAM service to determine whether the device is ready
or install TA list that this application needs.

Case 2: A Previously Installed Client Application Calls a TA

The Client Application checks the device readiness: (a) whether
it has a TEE; (b) whether it has TA that it depends. It may
happen that TAM has removed the TA this application depends on.
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2. The Client Application calls the OTrP Agent to query the TA.

3. The OTrP Agent queries the TEE to get TA information. If the
given TA doesn't exist, an error is returned.

4. The Client Application parses the TAInformation message.

5. If the TA doesn't exist, the Client Application calls its TAM to
install the TA. If the TA exists, the Client Application
proceeds to call the TA.

OTrP Messages

The main OTrP component is the set of standard JSON messages created
by a TAM to deliver device SD and TA management commands to a device,
and device attestation and response messages created by TEE to
respond to TAM OTrP Messages.

An OTrP Message is designed to provide end-to-end security. It is
always signed by its creator. 1In addition, an OTrP Message is
typically encrypted such that only the targeted device TEE or TAM is
able to decrypt and view the actual content.

.1. Message Format

OTrP Messages use the JSON format for JSON's simple readability and
moderate data size in comparison with alternative TLV and XML
formats. More compact CBOR format may be used as an alternative
choice.

JSON Message security has developed JSON Web Signing and JSON Web
Encryption standard in the IETF Workgroup JOSE, see JWS [REC7515] and
JWE [REC7516]. The OTrP Messages in this protocol will leverage the
basic JWS and JWE to handle JSON signing and encryption.

.2. Message Naming Convention

For each TAM command "xyz"", OTrP use the following naming convention
to represent its raw message content and complete request and
response messages:


https://datatracker.ietf.org/doc/html/rfc7515
https://datatracker.ietf.org/doc/html/rfc7516
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e e e e oo oo S, S +
| Purpose | Message Name | Example |
o e e e e e oo - Fom e e e e e - o e e e +
| Request to be signed | xyzTBSRequest | CreateSDTBSRequest |
| | I I
| Request message | xyzRequest | CreateSDRequest |
I I I I
| Response to be signed | XxyzTBSResponse | CreateSDTBSResponse |
| | I I
| Response message | xyzResponse | CreateSDResponse |
Fmm e e e e e e oo Fom e e e e e e oo o e e e e e +

7.3. Request and Response Message Template

An OTrP Request message uses the following format:

"<name>TBSRequest": {
<request message content>
3
b

A corresponding OTrP Response message will be as follows.

{

"<name>TBSResponse": {
<response message content>
}
}

7.4. Signed Request and Response Message Structure

A signed request message will generally include only one signature,
and uses the flattened JWS JSON Serialization Syntax, see
Section 7.2.2 in [RFC7515].

A general JWS object looks like the following.

{

"payload": "<payload contents>",
"protected": "<integrity-protected header contents>",
"header": {

<non-integrity-protected header contents>,

iy

"'signature": "<signature contents>"


https://datatracker.ietf.org/doc/html/rfc7515#section-7.2.2
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OTrP signed messages only require the signing algorithm as the
mandate header in the property "protected". The "non-integrity-
protected header contents" is optional.

OTrP signed message will be given an explicit Request or Response
property name. In other words, a signed Request or Response uses the
following template.

A general JWS object looks like the following.

{
"<name>[Request | Response]": {
<JWS Message of <name>TBS[Request | Response]
}
}

wWith the standard JWS message format, a signed OTrP Message looks
like the following.

{
"<name>[Request | Response]": {
"payload": "<payload contents of <name>TBS[Request | Response]>",
"protected": "<integrity-protected header contents>",
"header": <non-integrity-protected header contents>,
"signature": "<signature contents>"
}
}

The top element " <name>[Signed][Request | Response]" cannot be fully
trusted to match the content because it doesn't participate in the
signature generation. However, a recipient can always match it with
the value associated with the property "payload". It purely serves
to provide a quick reference for reading and method invocation.

Furthermore, most properties in an unsigned OTrP messages are
encrypted to provide end-to-end confidentiality. The only OTrP
message that isn't encrypted is the initial device query message that
asks for the device state information.

Thus a typical OTrP Message consists of an encrypted and then signed
JSON message. Some transaction data such as transaction ID and TEE
information may need to be exposed to the OTrP Agent for routing
purpose. Such information is excluded from JSON encryption. The
device's signer certificate itself is encrypted. The overall final
message is a standard signed JSON message.

As required by JSW/JWE, those JWE and JWS related elements will be
BASE64URL encoded. Other binary data elements specific to the OTrP
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specification are BASE64-encoded. This specification indicates
elements that should be BASE64 and those elements that are to be
BASEG64URL encoded.

7.4.1. Identifying Signing and Encryption Keys for JWS/JWE Messaging

JWS and JWE messaging allow various options for identifying the
signing and encryption keys, for example, it allows optional elements
including "x5c", "x5t" and "kid" in the header to cover various
possibilities.

To protect privacy, it is important that the device's certificate is
released only to a trusted TAM, and that it is encrypted. The TAM
will need to know the device certificate, but untrusted parties must
not be able to get the device certificate. All OTrP messaging
conversations between a TAM and device begin with
GetDeviceStateRequest / GetDeviceStateResponse. These messages have
elements built into them to exchange signing certificates, described
in the section Section 9. Any subsequent messages in the
conversation that follow on from this implicitly use the same
certificates for signing/encryption, and as a result the certificates
or references may be omitted in those subsequent messages.

In other words, the signing key identifier in the use of JWS and JWE
here may be absent in the subsequent messages after the initial
GetDeviceState query.

This has an implication on the TEE and TAM implementation: they have
to cache the signer certificates for the subsequent message signature
validation in the session. It may be easier for a TAM service to
cache transaction session information but not so for a TEE in a
device. A TAM can get a device's capability by checking the response
message from a TEE to decide whether it should include its TAM signer
certificate and OCSP data in each subsequent request message. The
device's caching capability is reported in GetDeviceStateResponse
signerreq parameter.

7.5. JSON Signing and Encryption Algorithms

The OTrP JSON signing algorithm shall use SHA256 or a stronger hash
method with respective key type. JSON Web Algorithm RS256 or ES256
[REC7518] SHALL be used for RSA with SHA256 and ECDSA with SHA256.
If RSA with SHA256 is used, the JSON web algorithm representation is
as follows.

{"alg":"RS256"}


https://datatracker.ietf.org/doc/html/rfc7518
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The (BASE64URL encoded) "protected" header property in a signed
message looks like the following:

"protected":"eyJhbGci0iJSUzI1NiJ9"

If ECSDA with P-256 curve and SHA256 are used for signing, the JSON
signing algorithm representation is as follows.

{"alg":"ES256"}
The value for the "protected" field will be the following.
eyJhbGci0iJFUzZI1NiJ9

Thus, a common OTrP signed message with ES256 looks like the
following.

{
"payload": '"<payload contents>",
"protected": "eyJhbGciOiJFUzI1NiJ9",
"signature": "<signature contents>"
}

The OTrP JSON message encryption algorithm SHOULD use one of the
supported algorithms defined in the later chapter of this document.
JSON encryption uses a symmetric key as its "Content Encryption Key
(CEK)". This CEK is encrypted or wrapped by a recipient's key. The
OTrP recipient typically has an asymmetric key pair. Therefore, the
CEK will be encrypted by the recipient's public key.

A compliant implementation shall support the following symmetric
encryption algorithm and anticipate future new algorithms.

{"enc":"A128CBC-HS256"}

This algorithm represents encryption with AES 128 in CBC mode with
HMAC SHA 256 for integrity. The value of the property "protected" in
a JWE message will be

eyJ1bmMiOi1JBMTI4Q0JDLUNTMjU2INO



Pei, et al. Expires January 3, 2019 [Page 26]



Internet-Draft OTrP July 2018

An encrypted JSON message looks like the following.

{
"protected": "eyJlbmMiOiJBMTI4Q0JDLUhTMju2In@",
"recipients": [
{
"header": {
"alg": "<RSA1_5 etc.>"
3
"encrypted_key": "<encrypted value of CEK>"
}
]I
"iv": "<BASE64URL encoded IV data>",
"ciphertext": "<Encrypted data over the JSON plaintext
(BASE64URL)>",
"tag": "<JWE authentication tag (BASE64URL)>"
}

OTrP doesn't use JWE AAD (Additional Authenticated Data) because each
message is always signed after the message is encrypted.

7.5.1. Supported JSON Signing Algorithms

The following JSON signature algorithm is mandatory support in the
TEE and TAM:

0 RS256
ES256 is optional to support.
7.5.2. Support JSON Encryption Algorithms

The following JSON authenticated encryption algorithm is mandatory
support in TEE and TAM.

0 A128CBC-HS256
A256CBC-HS512 is optional to support.
7.5.3. Supported JSON Key Management Algorithms

The following JSON key management algorithm is mandatory support in
TEE and TAM.

0 RSA1_5

ECDH-ES+A128KW and ECDH-ES+A256KW are optional to support.
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7.6. Common Errors

An OTrP Response message typically needs to report the operation
status and error causes if an operation fails. The following JSON
message elements should be used across all OTrP Messages.

"status": "pass | fail"

"reason": {

"error-code": "<error code if there is any>",
"error-message": "<error message>"
}
"ver": '"<version string>"

7.7. OTrP Message List

The following table lists the OTrP commands and therefore
corresponding Request and Response messages defined in this

specification. Additional messages may be added in the future when
new task messages are needed.

GetDeviceState -
A TAM queries a device's current state with a message
GetDeviceStateRequest. A device TEE will report its version, its
FW version, and list of all SDs and TAs in the device that is
managed by the requesting TAM. TAM may determine whether the
device is trustworthy and decide to carry out additional commands
according to the response from this query.

CreateSD -

A TAM instructs a device TEE to create an SD for an SP. The
recipient TEE will check whether the requesting TAM is
trustworthy.

UpdateSD -
A TAM instructs a device TEE to update an existing SD. A typical
update need comes from SP certificate change, TAM certificate

change and so on. The recipient TEE will verify whether the TAM
is trustworthy and owns the SD.

DeleteSD -
A TAM instructs a device TEE to delete an existing SD. A TEE
conditionally deletes TAs loaded in the SD according to a request
parameter. An SD cannot be deleted until all TAs in this SD are

deleted. If this is the last SD for an SP, TEE MAY also delete
TEE SP AIK key for this SP.
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7.

InstallTA -
A TAM instructs a device to install a TA into an SD for a SP.
The TEE in a device will check whether the TAM and TA are
trustworthy.

UpdateTA -
A TAM instructs a device to update a TA into an SD for an SP.
The change may commonly be bug fix for a previously installed TA.

DeleteTA -
A TAM instructs a device to delete a TA. The TEE in a device
will check whether the TAM and TA are trustworthy.

8. OTrP Request Message Routing Rules

For each command that a TAM wants to send to a device, the TAM
generates a request message. This is typically triggered by a Client
Application that uses the TAM. The Client Application initiates
contact with the TAM and receives TAM OTrP Request messages according
to the TAM's implementation. The Client Application forwards the
OTrP message to an OTrP Agent in the device, which in turn sends the
message to the active TEE in the device.

The current version of this specification assumes that each device
has only one active TEE, and the OTrP Agent is responsible to connect
to the active TEE. This is the case today with devices in the
market.

When the TEE responds to a request, the OTrP Agent gets the OTrP
response messages back to the Client Application that sent the
request. 1In case the target TEE fails to respond to the request, the
OTrP Agent will be responsible to generate an error message to reply
the Client Application. The Client Application forwards any data it
received to its TAM.

8.1. SP Anonymous Attestation Key (SP AIK)

|co

When the first new Security Domain is created in a TEE for an SP, a
new key pair is generated and associated with this SP. This key pair
is used for future device attestation to the service provider instead
of using the device's TEE key pair.

Transport Protocol Support

The OTrP message exchange between a TEE device and TAM generally
takes place between a Client Application in REE and TAM. A device
that is capable to run a TEE and PKI based cryptographic attestation
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9.

isn't generally resource constraint to carry out standard HTTPS
connections. A compliant device and TAM SHOULD support HTTPs.

Detailed Messages Specification

For each message in the following sections all JSON elements are
mandatory if not explicitly indicated as optional.

GetDeviceState

This is the first command that a TAM will send to a device. This
command is triggered when an SP's Client Application contacts its TAM
to check whether the underlying device is ready for TA operations.

This command queries a device's current TEE state. A device TEE will
report its version, its FW version, and list of all SDs and TAs in
the device that is managed by the requesting TAM. TAM may determine
whether the device is trustworthy and decide to carry out additional
commands according to the response from this query.

The request message of this command is signed by the TAM. The
response message from the TEE is encrypted. A random message
encryption key (MK) is generated by TEE, and this encrypted key is
encrypted by the TAM's public key such that only the TAM that sent
the request is able to decrypt and view the response message.

1. GetDeviceStateRequest message

"GetDeviceStateTBSRequest": {
"ver": "1.0",
"rid": "<Unique request ID>",
"tid": "<transaction ID>",
"ocspdat": [<a list of OCSP stapling data>"],
"supportedsigalgs": [<array of supported signing algorithms>]

The request message consists of the following data elements:

ver - version of the message format
rid - a unique request ID generated by the TAM
tid - a unique transaction ID to trace request and response. This

can be from a prior transaction's tid field, and can be used in
subsequent message exchanges in this TAM session. The
combination of rid and tid MUST be made unique.
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ocspdat - A list of OCSP stapling data respectively for the TAM
certificate and each of the CA certificates up to the root
certificate. The TAM provides OCSP data such that a recipient
TEE can validate the TAM certificate chain revocation status
without making its own external OCSP service call. A TEE MAY
cache the CA OCSP data such that the array may contain only the
OCSP stapling data for the TAM certificate in subsequent
exchanges. This is a mandatory field.

supportedsigalgs - an optional property to list the signing
algorithms that the TAM is able to support. A recipient TEE MUST
choose an algorithm in this list to sign its response message if
this property is present in a request. If it is absent, the TEE
may use any compliant signing algorithm that is listed as
mandatory support in this specification.

The final request message is JSON signed message of the above raw
JSON data with TAM's certificate.

{
"GetDeviceStateRequest": {
"payload": "<BASE64URL encoding of the GetDeviceStateTBSRequest
JSON above>",
"protected": "<BASE64URL encoded signing algorithm>",
"header": {
"x5c": "<BASE64 encoded TAM certificate chain up to the
root CA certificate>"
}l
"signature":'"<signature contents signed by TAM private key>"
}
}

The signing algorithm SHOULD use SHA256 with respective key type.
The mandatory algorithm support is the RSA signing algorithm. The
signer header '"x5c" is used to include the TAM signer certificate up
to the root CA certificate.

9.1.2. Request processing requirements at a TEE

Upon receiving a request message GetDeviceStateRequest at a TEE, the
TEE MUST validate a request:

1. Validate JSON message signing. If it doesn't pass, an error
message is returned.

2. Validate that the request TAM certificate is chained to a trusted
CA that the TEE embeds as its trust anchor.
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* Cache the CA OCSP stapling data and certificate revocation
check status for other subsequent requests.

* A TEE can use its own clock time for the OCSP stapling data
validation.

3. Optionally collect Firmware signed data

* This is a capability in ARM architecture that allows a TEE to
query Firmware to get FW signed data. It isn't required for
all TEE implementations. When TFW signed data is absent, it
is up to a TAM's policy how it will trust a TEE.

4. Collect SD information for the SD owned by this TAM
9.1.3. Firmware Signed Data

Firmware isn't expected to process or produce JSON data. It is
expected to just sign some raw bytes of data.

The data to be signed by TFW key needs be some unique random data
each time. The (UTF-8 encoded) "tid" value from the
GetDeviceStateTBSRequest shall be signed by the firmware. TAM isn't
expected to parse TFW data except the signature validation and signer
trust path validation.

It is possible that a TEE can get some valid TFW signed data from
another device. The TEE is responsible to validate TFW integrity to
ensure that the underlying device firmware is trustworthy. In some
cases, a TEE isn't able to get a TFW signed data, in which case the
TEE trust validation is up to a TAM to decide. A TAM may opt to
trust a TEE basing on the TEE signer and additional information about
a TEE out-of-band.

When TFW signed data is available, a TAM validates the TEE and trusts
that a trusted TEE has carried out appropriate trust check about a
TFW.

TfwData: {
"tbs": "<TFW to be signed data, BASE64 encoded>",
"cert": "<BASE64 encoded TFW certificate>",
"sigalg": "Signing method",
"sig": "<TFW signed data, BASE64 encoded>"

}

It is expected that a FW uses standard signature methods for maximal
interoperability with TAM providers. The mandatory support list of
signing algorithm is RSA with SHA256.
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The JSON object above is constructed by a TEE with data returned from
the FW. It isn't a standard JSON signed object. The signer
information and data to be signed must be specially processed by a
TAM according to the definition given here. The data to be signed is
the raw data.

9.1.3.1. Supported Firmware Signature Methods
TAM providers shall support the following signature methods. A
firmware provider can choose one of the methods in signature
generation.
0 RSA with SHA256
0 ECDSA with SHA 256

The value of "sigalg" in the TfwData JSON message SHOULD use one of
the following:

0 RS256
o ES256
9.1.4. Post Conditions

Upon successful request validation, the TEE information is collected.
There is no change in the TEE in the device.

The response message shall be encrypted where the encryption key
shall be a symmetric key that is wrapped by TAM's public key. The
JSON Content Encryption Key (CEK) is used for this purpose.

9.1.5. GetDeviceStateResponse Message

The message has the following structure.

{

"GetDeviceTEEStateTBSResponse": {
"ver": "1.0",
"status": "pass | fail",
"rid": "<the request ID from the request message>",
"tid": "<the transaction ID from the request message>",
"signerreq": true | false // about whether TAM needs to send

signer data again in subsequent messages,

"edsi": "<Encrypted JSON DSI information>"

}
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where

signerreq - true if the TAM should send its signer certificate and
OCSP data again in the subsequent messages. The value may be
"false" if the TEE caches the TAM's signer certificate and OCSP

status.
rid - the request ID from the request message
tid - the tid from the request message
edsi - the main data element whose value is JSON encrypted message

over the following Device State Information (DSI).

The Device State Information (DSI) message consists of the following.
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{
"dsi": {
"tfwdata": {
"tbs": "<TFW to be signed data is the tid>"
"cert": "<BASE64 encoded TFW certificate>",
"sigalg": "Signing method",
"sig": "<TFW signed data, BASE64 encoded>"
}I
"tee": {
"name": "<TEE name>",
"ver": "<TEE version>",
"cert": "<BASE64 encoded TEE cert>",
"cacert": "<JSON array value of CA certificates up to
the root CA>",
"sdlist": {
"cnt": "<Number of SD owned by this TAM>",
"sd": [
{
"name": "<SD name>",
"spid": "<SP owner ID of this SD>",
"talist": [
{
"taid": "<TA application identifier>",
"taname": "<TA application friendly
name>" // optional
}
]
}
]
}I
"teeaiklist": [
{
"spaik": "<SP AIK public key, BASE64 encoded>",
"spaiktype": "<RSA | ECC>",
"spid": "<sp id>"
}
]
}
}
}

The encrypted JSON message looks like the following.
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{
"protected": "<BASE64URL encoding of encryption algorithm header
JSON data>",
"recipients": [
{
"header": {
"alg": "RSA1_5"
}I
"encrypted_key": "<encrypted value of CEK>"
}
]I
"iv": "<BASE64URL encoded IV data>",
"ciphertext": "<Encrypted data over the JSON object of dsi
(BASE64URL)>",
"tag": "<JWE authentication tag (BASEG64URL)>"
}

Assume we encrypt plaintext with AES 128 in CBC mode with HMAC SHA
256 for integrity, the encryption algorithm header is:

{"enc":"A128CBC-HS256"}

The value of the property "protected" in the above JWE message will
be

eyJ1bmMi0i1JBMTI4Q0JDLUNTMjU2ING

In other words, the above message looks like the following:

{
"protected": "eyJlbmMi0iJBMTI4Q0JDLUhTMju2In@",
"recipients": [
{
"header": {
"alg": "RSA1_5"
I
"encrypted_key": "<encrypted value of CEK>"
}
]I
"iv": "<BASE64URL encoded IV data>",
"ciphertext": "<Encrypted data over the JSON object of dsi
(BASE64URL)>",
"tag": "<JWE authentication tag (BASE64URL)>"
}

The full response message looks like the following:
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{
"GetDeviceTEEStateTBSResponse": {
"ver": "1.0",
"status": "pass | fail",
"rid": "<the request ID from the request message>",
"tid": "<the transaction ID from the request message>",
"signerreq": "true | false",
"edsi": {
"protected": "<BASE64URL encoding of encryption algorithm
header JSON data>",
"recipients": [
{
"header": {
"alg": "RSA1_5"
+
"encrypted_key": "<encrypted value of CEK>"
}
1
"iv": "<BASE64URL encoded IV data>",
"ciphertext": "<Encrypted data over the JSON object of dsi
(BASE64URL)>",
"tag": "<JWE authentication tag (BASEG64URL)>"
}
}
}

The CEK will be encrypted by the TAM public key in the device. The
TEE signed message has the following structure.

{
"GetDeviceTEEStateResponse": {
"payload": "<BASE64URL encoding of the JSON message
GetDeviceTEEStateTBSResponse>",
"protected": "<BASE64URL encoding of signing algorithm>",
"signature": "<BASE64URL encoding of the signature value>"
}
}

The signing algorithm shall use SHA256 with respective key type, see
Section 7.5.1.

The final GetDeviceStateResponse response message consists of an
array of TEE responses.
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{

"GetDeviceStateResponse": [ // JSON array
{"GetDeviceTEEStateResponse": ...},
{"GetDeviceTEEStateResponse": ...}

]

}
9.1.6. Error Conditions

An error may occur if a request isn't valid or the TEE runs into some

error. The list of possible error

ERR_REQUEST_INVALID The TEE meets
request message: (1) The request
structure; mandatory information
undefined member or structure is

conditions is the following.

the following conditions with a
from a TAM has an invalid message
is absent in the message; or an
included. (2) TEE fails to verify

the signature of the message or fails to decrypt its contents.

ERR_UNSUPPORTED_MSG_VERSION The TEE receives a version of message
that the TEE can't deal with.

ERR_UNSUPPORTED_CRYPTO_ALG The TEE receives a request message
encoded with a cryptographic algorithm that the TEE doesn't
support.

ERR_TFW_NOT_TRUSTED The TEE considers the underlying device firmware
be not trustworthy.

ERR_TAM_NOT_TRUSTED The TEE needs to make sure whether the TAM is
trustworthy by checking the validity of the TAM certificate and
OCSP stapling data and so on. If the TEE finds the TAM is not
reliable, it returns this error code.

ERR_TEE_FAIL If the TEE fails to process a request because of its
internal error but is able to sign an error response message, it
will return this error code.

ERR_AGENT_TEE_FAIL The TEE failed to respond to a TAM request. The
OTrP Agent will construct an error message in responding to the

TAM's request. The error message will not be signed.

The response message will look like the following if the TEE signing
can work to sign the error response message.



Pei, et al. Expires January 3, 2019 [Page 38]



Internet-Draft OTrP July 2018

}

"GetDeviceTEEStateTBSResponse": {

"ver": "1.0",

"status": "fail",

"rid": "<the request ID from the request message>",

"tid": "<the transaction ID from the request message>",

"reason": {"error-code":"<error code>"}

"supportedsigalgs": [<an array of signature algorithms that
the TEE supports>]

where

supportedsigalgs - an optional property to list the JWS signing

If

algorithms that the active TEE supports. When a TAM sends a
signed message that the TEE isn't able to validate, it can
include signature algorithms that it is able to consume in this
status report. A TAM can generate a new request message to retry
the management task with a TEE-supported signing algorithm.

the TEE isn't able to sign an error message due to an internal

device error, a general error message should be returned by the OTrP

Agent.

9.1.7. TAM Processing Requirements

Upon receiving a GetDeviceStateResponse message at a TAM, the TAM

MUST validate the following.

0 Parse to get list of GetDeviceTEEStateResponse JSON objects

o Parse the JSON "payload" property and decrypt the JSON element
"edsi". The decrypted message contains the TEE signer
certificate.

o Validate the GetDeviceTEEStateResponse JSON signature. The signer
certificate is extracted from the decrypted message in the last
step.

0 Extract TEE information and check it against its TEE acceptance
policy.

0o Extract the TFW signed element, and check the signer and data
integration against its TFW policy.

o Check the SD list and TA list and prepare for a subsequent command

such as "CreateSD" if it needs to have a new SD for an SP.
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9.2. Security Domain Management
9.2.1. CreateSD

This command is typically preceded with a GetDeviceState command that
has acquired the device information of the target device by the TAM.
The TAM sends such a command to instruct a TEE to create a new
Security Domain for an SP.

A TAM sends an OTrP CreateSDRequest Request message to a device TEE
to create a Security Domain for an SP. Such a request is signed by
the TAM where the TAM signer may or may not be the same as the SP's
TA signer certificate. The resulting SD is associated with two
identifiers for future management:

o TAM as the owner. The owner identifier is a registered unique TAM
ID that is stored in the TAM certificate.

o SP identified by its TA signer certificate as the authorization.
A TAM can add more than one SP certificate to an SD.

A Trusted Application that is signed by a matching SP signer
certificate for an SD is eligible to be installed into that SD. The
TA installation into an SD by a subsequent InstallTARequest message
may be instructed from a TAM.

9.2.1.1. CreateSDRequest Message
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The request message for CreateSD has the following JSON format.

{
"CreateSDTBSRequest": {

"ver": "1.0",
"rid": "<unique request ID>",
"tid": "<transaction ID>", // this may be from prior message
"tee": "<TEE routing name from the DSI for the SD's target>",
"nextdsi": true | false,
"dsihash": "<hash of DSI returned in the prior query>",
"content": ENCRYPTED { // this piece of JSON data will be
// encrypted
"spid": "<SP ID value>",

"sdname": "<SD name for the domain to be created>",

"spcert": "<BASE64 encoded SP certificate>",

"tamid": "<An identifiable attribute of the TAM

certificate>",
"did": "<SHA256 hash of the TEE cert>"

}

In the message,
rid - A unique value to identify this request

tid - A unique value to identify this transaction. It can have the
same value for the tid in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous GetDeviceStateResponse.

nextdsi - Indicates whether the up-to-date Device State Information
(DSI) is expected in the response from the TEE to this request.

dsihash - The BASE64-encoded SHA256 hash value of the DSI data
returned in the prior TAM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
helps enforce SD update order in the right sequence without
accidentally overwriting an update that was done simultaneously.

content - The "content" is a JSON encrypted message that includes
actual input for the SD creation. The encryption key is TAMmk that
is encrypted by the target TEE's public key. The entire message is
signed by the TAM private key TAMpriv. A separate TAMmk isn't used
in the latest specification because JSON encryption will use a
content encryption key for exactly the same purpose.
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spid - A unique id assigned by the TAM for its SP. It should be

unique within a TAM namespace.

sdname - a name unique to the SP. TAM should ensure it is unique

for each SP.

spcert - The SP's TA signer certificate is included in the request.

This certificate will be stored by the device TEE which uses it to
check against TA installation. Only if a TA is signed by a
matching spcert associated with an SD will the TA be installed into
the SD.

tamid - SD owner claim by TAM - an SD owned by a TAM will be

associated with a trusted identifier defined as an attribute in the
signer TAM certificate. TEE will be responsible to assign this ID
to the SD. The TAM certificate attribute for this attribute tamid
MUST be vetted by the TAM signer issuing CA. With this trusted
identifier, the SD query at TEE can be fast upon TAM signer
verification.

did - The SHA256 hash of the binary-encoded device TEE certificate.

The encryption key CEK will be encrypted the recipient TEE's public
key. This hash value in the "did" property allows the recipient
TEE to check whether it is the expected target to receive such a
request. If this isn't given, an OTrP message for device 2 could
be sent to device 1. It is optional for the TEE to check because
the successful decryption of the request message with this device's
TEE private key already proves it is the target. This explicit
hash value makes the protocol not dependent on message encryption
method in future.

A CreateSDTBSRequest message is signed to generate a final
CreateSDRequest message as follows.

{

}

"CreateSDRequest": {
"payload": "<CreateSDTBSRequest JSON above>",

"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature": "<signature contents signed by TAM private key>"

The TAM signer certificate is included in the "header" property.



Pei, et al. Expires January 3, 2019 [Page 42]



Internet-Draft OTrP July 2018

9.2.1.2. Request Processing Requirements at a TEE

Upon receiving a CreateSDRequest request message at a TEE, the TEE
MUST do the following:

1.

Validate the JSON request message as follows
* Validate JSON message signing.

* Validate that the request TAM certificate is chained to a
trusted CA that the TEE embeds as its trust anchor.

* Compare dsihash with its current state to make sure nothing
has changed since this request was sent.

* Decrypt to get the plaintext of the content: (a) spid, (b) sd
name, (c) did.

* Check that an SPID is supplied.

* spcert check: check it is a valid certificate (signature and
format verification only).

* Check "did" is the SHA256 hash of its TEEcert BER raw binary
data.

* Check whether the requested SD already exists for the SP.

* Check that the tamid in the request matches the TAM
certificate's TAM ID attribute.

If the request was valid, create action

* Create an SD for the SP with the given name.
* Assign the tamid from the TAMCert to this SD.
* Assign the SPID and SPCert to this SD.

* Check whether a TEE SP AIK key pair already exists for the
given SP 1ID.

* Create TEE SP AIK key pair if it doesn't exist for the given
SP ID.

* Generate new DSI data if the request asks for updated DSI.

Construct a CreateSDResponse message
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* Create raw content
+ Operation status

+ "did" or full signer certificate information,

+

TEE SP AIK public key if DSI isn't going to be included

+

Updated DSI data if requested

* The response message is encrypted with the same JWE CEK of the
request without recreating a new content encryption key.

* The encrypted message is signed with TEEpriv. The signer
information ("did" or TEEcert) is encrypted.

4. Deliver the response message. (a) The OTrP Agent returns this to
the Client Application; (b) The Client App passes this back to
the TAM.

5. TAM processing. (a) The TAM processes the response message; (b)
the TAM can look up signer certificate from the device ID "did".

If a request is illegitimate or signature doesn't pass, a "status"
property in the response will indicate the error code and cause.

9.2.1.3. CreateSDResponse Message

The response message for a CreateSDRequest contains the following
content.

{
"CreateSDTBSResponse": {

"ver": "1.0",

"status": "<operation result>",

"rid": "<the request ID received>",

"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason": "<failure reason detail>", // optional
"did": "<the device id received from the request>",
"sdname": "<SD name for the domain created>",
"teespaik": "<TEE SP AIK public key, BASE64 encoded>",
"dsi": "<Updated TEE state, including all SDs owned by

this TAM>"
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In the response message, the following fields MUST be supplied.

did - The SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TAM.

teespaik - The newly generated SP AIK public key for the given SP.
This is an optional value if the device has had another domain for
the SP that has triggered TEE SP AIK key pair for this specific SP.

There is a possible extreme error case where the TEE isn't reachable
or the TEE final response generation itself fails. 1In this case, the
TAM might still receive a response from the OTrP Agent if the OTrP
Agent is able to detect such error from TEE. 1In this case, a general
error response message should be returned by the OTrP Agent, assuming
OTrP Agent even doesn't know any content and information about the
request message.

In other words, the TAM should expect to receive a TEE successfully
signed JSON message, a general "status" message, or none when a
client experiences a network error.

{
"CreateSDResponse": {
"payload": "<CreateSDTBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"
3
"signature": "<signature contents signed by the TEE device private
key (BASE64URL)>"
}
}

A response message type "status" will be returned when the TEE fails
to respond. The OTrP Agent is responsible to create this message.

{
"status": {
"result": "fail",
"error-code": "ERR_AGENT_TEE_FAIL",
"error-message": "TEE fails to respond"
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9.2.1.4. Error Conditions

An error might occur if a request isn't valid or the TEE runs into
some error. The list of possible errors are as follows. Refer to
the Error Code List (Section 13.1) for detailed causes and actions.

ERR_AGENT_TEE_BUSY
ERR_AGENT_TEE_FAIL
ERR_AGENT_TEE_UNKNOWN
ERR_REQUEST_INVALID
ERR_UNSUPPORTED_MSG_VERSION
ERR_UNSUPPORTED_CRYPTO_ALG
ERR_DEV_STATE_MISMATCH
ERR_SD_ALREADY_EXIST
ERR_SD_NOT_FOUND
ERR_SPCERT_INVALID
ERR_TEE_FAIL
ERR_TAM_NOT_AUTHORIZED
ERR_TAM_NOT_TRUSTED
9.2.2. UpdateSD
This TAM initiated command can update an SP's SD that it manages for
any of the following needs: (a) Update an SP signer certificate; (b)
Add an SP signer certificate when an SP uses multiple to sign TA
binaries; (c) Update an SP ID.
The TAM presents the proof of the SD ownership to the TEE, and
includes related information in its signed message. The entire

request is also encrypted for end-to-end confidentiality.

9.2.2.1. UpdateSDRequest Message
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The UpdateSD request message has the following JSON format.

"UpdateSDTBSRequest": {
"ver'": "1.0",
"rid": "<unique request ID>",
"tid": "<transaction ID>", // this may be from prior message
"tee": "<TEE routing name from the DSI for the SD's target>",
"nextdsi": true | false,
"dsihash": '"<hash of DSI returned in the prior query>",
"content": ENCRYPTED { // this piece of JSON will be encrypted
"tamid": "<tamid associated with this SD>",
"spid": "<SP ID>",
"sdname": "<SD name for the domain to be updated>",
"changes": {

In the

rid -

tid -
same

tee -

"newsdname": "<Change the SD name to this new name>",
// Optional

"newspid": "<Change SP ID of the domain to this new value>",
// Optional

"spcert": ["<BASE64 encoded new SP signer cert to be added>"],
// Optional

"deloldspcert": ["<The SHA256 hex value of an old SP cert

assigned into this SD that should be deleted >"],

// Optional

"renewteespaik": true | false

}

message,
A unique value to identify this request

A unique value to identify this transaction. It can have the
value as the tid in the preceding GetDeviceStateRequest.

TEE ID returned from the previous GetDeviceStateResponse

nextdsi - Indicates whether the up-to-date Device State Information
(DSI) is expected to be returned in the response from the TEE to

this

request.

dsihash - The BASE64-encoded SHA256 hash value of the DSI data
returned in the prior TAM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
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helps enforce SD update order in the right sequence without
accidentally overwriting an update that was done simultaneously.

content - The "content" is a JSON encrypted message that includes
actual input for the SD update. The standard JSON content
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE's public key.

tamid - SD owner claim by TAM - an SD owned by a TAM will be
associated with a trusted identifier defined as an attribute in the
signer TAM certificate.

spid - the identifier of the SP whose SD will be updated. This
value is still needed because the SD name is considered unique only

within an SP.

sdname - the name of the target SD to be updated.

changes - 1its content consists of changes are to be updated in the
given SD.
newsdname - the new name of the target SD to be assigned if this

value is present.

newspid - the new SP ID of the target SD to be assigned if this
value is present.

spcert - a new TA signer certificate of this SP to be added to the
SD if this is present.

deloldspcert - an SP certificate assigned into the SD is to be
deleted if this is present. The value is the SHA256 fingerprint of
the old SP certificate.

renewteespaik - the value should be true or false. If it is present
and the value is true, the TEE MUST regenerate TEE SP AIK for this
SD's owner SP. The newly generated TEE SP AIK for the SP must be
returned in the response message of this request. If there is more
than one SD for the SP, a new SPID for one of the domains will
always trigger a new teespaik generation as if a new SP were
introduced to the TEE.
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The UpdateSDTBSRequest message is signed to generate the final
UpdateSDRequest message.

{
"UpdateSDRequest": {
"payload": "<UpdateSDTBSRequest JSON above>",
"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature":'"<signature contents signed by TAM private key>"
}
}

TAM signer certificate is included in the "header" property.
9.2.2.2. Request Processing Requirements at a TEE

Upon receiving a request message UpdateSDRequest at a TEE, the TEE
must validate a request:

1. Validate the JSON request message
* Validate JSON message signing
* Validate that the request TAM certificate is chained to a
trusted CA that the TEE embeds as its trust anchor.The TAM
certificate status check is generally not needed anymore in
this request. The prior request should have validated the TAM

certificate's revocation status.

* Compare dsihash with the TEE cached last response DSI data to
this TAM.

* Decrypt to get the plaintext of the content.
* Check that the target SD name is supplied.
* Check whether the requested SD exists.

* Check that the TAM owns this TAM by verifying tamid in the SD
matches TAM certificate's TAM ID attribute.

* Now the TEE is ready to carry out update listed in the
"content" message.

2. If the request is valid, update action

If "newsdname" is given, replace the SD name for the SD to the
new value
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* If "newspid" is given, replace the SP ID assigned to this SD
with the given new value

* If "spcert" is given, add this new SP certificate to the SD.

* If "deloldspcert" is present in the content, check previously
assigned SP certificates to this SD, and delete the one that
matches the given certificate hash value.

* If "renewteespaik" is given and has a value of 'true',
generate a new TEE SP AIK key pair, and replace the old one
with this.

* Generate new DSI data if the request asks for updated DSI

* Now the TEE is ready to construct the response message

3. Construct UpdateSDResponse message

* Create raw content
+ Operation status
+ "did" or full signer certificate information,

+ TEE SP AIK public key if DSI isn't going to be included

+ Updated DSI data if requested

* The response message is encrypted with the same JWE CEK of the
request without recreating a new content encryption key.

* The encrypted message is signed with TEEpriv. The signer
information ("did" or TEEcert) is encrypted.

4. Deliver response message. (a) The OTrP Agent returns this to the
app; (b) The app passes this back to the TAM.

5. TAM processing. (a) The TAM processes the response message; (b)
The TAM can look up the signer certificate from the device ID
Ildidll .

If a request is illegitimate or the signature doesn't pass, a
"status" property in the response will indicate the error code and
cause.
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9.2.2.3. UpdateSDResponse Message

The response message for a UpdateSDRequest contains the following
content.

{
"UpdateSDTBSResponse": {

"ver": "1.0",

"status": "<operation result>",

"rid": "<the request ID received>",

"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason": "<failure reason detail>", // optional
"did": "<the device id hash>",
"cert": "<TEE certificate>", // optional
"teespaik": "<TEE SP AIK public key, BASE64 encoded>",
"teespaiktype": "<TEE SP AIK key type: RSA or ECC>",
"dsi": "<Updated TEE state, including all SD owned by

this TAM>"

b
b
}

In the response message, the following fields MUST be supplied.

did - The request should have known the signer certificate of this
device from a prior request. This hash value of the device TEE
certificate serves as a quick identifier only. A full device
certificate isn't necessary.

teespaik - the newly generated SP AIK public key for the given SP
if the TEE SP AIK for the SP is asked to be renewed in the request.
This is an optional value if "dsi" is included in the response,
which will contain all up-to-date TEE SP AIK key pairs.

Similar to the template for the creation of the encrypted and signed
CreateSDResponse, the final UpdateSDResponse looks like the
following.
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{
"UpdateSDResponse": {
"payload": "<UpdateSDTBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"
3
"signature": "<signature contents signed by TEE device private
key (BASEB4URL)>"
}
}

A response message type "status" will be returned when the TEE fails
to respond. The OTrP Agent is responsible to create this message.

{
"status": {
"result": "fail",
"error-code": "ERR_AGENT_TEE_FAIL",
"error-message": "<TEE fails to respond message>"
}
}

9.2.2.4. Error Conditions
An error may occur if a request isn't valid or the TEE runs into some
error. The list of possible errors are as follows. Refer to the
Error Code List (Section 13.1) for detailed causes and actions.
ERR_AGENT_TEE_BUSY
ERR_AGENT_TEE_FAIL
ERR_AGENT_TEE_UNKNOWN
ERR_REQUEST_INVALID
ERR_UNSUPPORTED_MSG_VERSION
ERR_UNSUPPORTED_CRYPTO_ALG
ERR_DEV_STATE_MISMATCH
ERR_SD_NOT_FOUND

ERR_SDNAME_ALREADY_USED

ERR_SPCERT_INVALID
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ERR_TEE_FAIL

ERR_TAM_NOT_AUTHORIZED

ERR_TAM_NOT_TRUSTED

9.2.

DeleteSD

A TAM sends a DeleteSDRequest message to a TEE to delete a specified
SD that it owns. An SD can be deleted only if there is no TA
associated with this SD in the device. The request message can
contain a flag to instruct the TEE to delete all related TAs in an SD
and then delete the SD.

The target TEE will operate with the following logic.

1.

Look up the given SD specified in the request message
Check that the TAM owns the SD

Check that the device state hasn't changed since the last
operation

Check whether there are TAs in this SD

If TA exists in an SD, check whether the request instructs
whether the TA should be deleted. If the request instructs the
TEE to delete TAs, delete all TAs in this SD. If the request
doesn't instruct the TEE to delete TAs, return an error
"ERR_SD_NOT_EMPTY".

Delete the SD

If this is the last SD of this SP, delete the TEE SP AIK key.

9.2.3.1. DeleteSDRequest Message
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The request message for DeleteSD has the following JSON format.

{
"DeleteSDTBSRequest": {
"ver": "1.0",
"rid": "<unique request ID>",
"tid": "<transaction ID>", // this may be from prior message
"tee": "<TEE routing name from the DSI for the SD's target>",
"nextdsi": true | false,
"dsihash": "<hash of DSI returned in the prior query>",
"content": ENCRYPTED { // this piece of JSON will be encrypted
"tamid": "<tamid associated with this SD>",
"sdname": "<SD name for the domain to be updated>",
"deleteta": true | false
}
}
}

In the message,
rid - A unique value to identify this request

tid - A unique value to identify this transaction. It can have the
same value for the tid in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous response
GetDeviceStateResponse

nextdsi - Indicates whether the up-to-date Device State Information
(DSI) is to be returned in the response to this request.

dsihash - The BASE64-encoded SHA256 hash value of the DSI data
returned in the prior TAM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
helps enforce SD update order in the right sequence without
accidentally overwriting an update that was done simultaneously.

content - The "content" is a JSON encrypted message that includes
actual input for the SD update. The standard JSON content
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE's public key.

tamid - SD owner claim by TAM - an SD owned by a TAM will be
associated with a trusted identifier defined as an attribute in the

signer TAM certificate.

sdname - the name of the target SD to be updated.
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deleteta - the value should be boolean 'true' or 'false'. If it is
present and the value is 'true', the TEE should delete all TAs
associated with the SD in the device.

According to the OTrP message template, the full request
DeleteSDRequest is a signed message over the DeleteSDTBSRequest as
follows.

{
"DeleteSDRequest": {
"payload": "<DeleteSDTBSRequest JSON above>",
"protected": "<integrity-protected header contents>",
"header": '"<non-integrity-protected header contents>",
"signature": "<signature contents signed by TAM private key>"
}
}

TAM signer certificate is included in the "header" property.
9.2.3.2. Request Processing Requirements at a TEE

Upon receiving a request message DeleteSDRequest at a TEE, the TEE
must validate a request:

1. Validate the JSON request message
* Validate JSON message signing

* Validate that the request TAM certificate is chained to a
trusted CA that the TEE embeds as its trust anchor. The TAM
certificate status check is generally not needed anymore in
this request. The prior request should have validated the TAM
certificate's revocation status.

* Compare dsihash with the TEE cached last response DSI data to
this TAM

* Decrypt to get the plaintext of the content
* Check that the target SD name is supplied
* Check whether the requested SD exists

* Check that the TAM owns this TAM by verifying that the tamid
in the SD matches the TAM certificate's TAM ID attribute

* Now the TEE is ready to carry out the update listed in the
"content" message
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2. If the request is valid, deletion action
* Check TA existence in this SD
* If "deleteta" is "true", delete all TAs in this SD. If the
value of "deleteta" is false and some TA exists, return an
error "ERR_SD_NOT_EMPTY"

* Delete the SD

* Delete the TEE SP AIK key pair if this SD is the last one for
the SP

* Now the TEE is ready to construct the response message
3. Construct a DeleteSDResponse message
* Create response content
+ Operation status
+ "did" or full signer certificate information,
+ Updated DSI data if requested

* The response message is encrypted with the same JWE CEK of the
request without recreating a new content encryption key.

* The encrypted message is signed with TEEpriv. The signer
information ("did" or TEEcert) is encrypted.

4. Deliver response message. (a) The OTrP Agent returns this to the
app; (b) The app passes this back to the TAM

5. TAM processing. (a) The TAM processes the response message; (b)
The TAM can look up signer certificate from the device ID "did".

If a request is illegitimate or the signature doesn't pass, a
"status" property in the response will indicate the error code and
cause.

9.2.3.3. DeleteSDResponse Message

The response message for a DeleteSDRequest contains the following
content.
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{
"DeleteSDTBSResponse": {

"ver": "1.0",

"status": "<operation result>",

"rid": "<the request ID received>",

"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason": "<failure reason detail>", // optional
"did": "<the device id hash>",
"dsi": "<Updated TEE state, including all SD owned by

this TAM>"
}

b
}

In the response message, the following fields MUST be supplied.

did - The request should have known the signer certificate of this
device from a prior request. This hash value of the device TEE
certificate serves as a quick identifier only. A full device
certificate isn't necessary.

The final DeleteSDResponse looks like the following.

{
"DeleteSDResponse": {
"payload": "<DeleteSDTBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"
3
"signature": "<signature contents signed by TEE device
private key (BASE64URL)>"
}
}

A response message type "status" will be returned when the TEE fails
to respond. The OTrP Agent is responsible to create this message.

{
"status": {
"result": "fail",
"error-code": "ERR_AGENT_TEE_FAIL",
"error-message": "TEE fails to respond"
}
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9.2.3.4. Error Conditions
An error may occur if a request isn't valid or the TEE runs into some
error. The list of possible errors is as follows. Refer to the
Error Code List (Section 13.1) for detailed causes and actions.
ERR_AGENT_TEE_BUSY
ERR_AGENT_TEE_FAIL
ERR_AGENT_TEE_UNKNOWN
ERR_REQUEST_INVALID
ERR_UNSUPPORTED_MSG_VERSION
ERR_UNSUPPORTED_CRYPTO_ALG
ERR_DEV_STATE_MISMATCH
ERR_SD_NOT_EMPTY
ERR_SD_NOT_FOUND
ERR_TEE_FAIL

ERR_TAM_NOT_AUTHORIZED

ERR_TAM_NOT_TRUSTED

©

.3. Trusted Application Management

This protocol doesn't introduce a TA container concept. All TA
authorization and management will be up to the TEE implementation.

The following three TA management commands are supported.
o InstallTA - provision a TA by TAM
0 UpdateTA - update a TA by TAM

0o DeleteTA - remove TA registration information with an SD, remove
the TA binary and all TA-related data in a TEE
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9.3.1. InstallTA

TA binary data and related personalization data if there is any can
be from two sources:

1. A TAM supplies the signed and encrypted TA binary

2. A Client Application supplies the TA binary

This specification primarily considers the first case where a TAM
supplies a TA binary. This is to ensure that a TEE can properly
validate whether a TA is trustworthy. Further, TA personalization
data will be encrypted by the TEE device's SP public key for end-to-
end protection. A Client Application bundled TA case will be

addressed separately later.

A TAM sends the following information in a InstallTARequest message
to a target TEE:

0o The target SD information: SP ID and SD name

0 Encrypted TA binary data. TA data is encrypted with the TEE SP
AIK.

0 TA metadata. It is optional to include the SP signer certificate
for the SD to add if the SP has changed signer since the SD was

created.

The TEE processes the command given by the TAM to install a TA into
an SP's SD. It does the following:

0o Validation
* The TEE validates the TAM message authenticity
* Decrypt to get request content
* Look up the SD with the SD name
* Checks that the TAM owns the SD

* Checks that the DSI hash matches which shows that the device
state hasn't changed

o If the request is valid, continue to do the TA validation

* Decrypt to get the TA binary data and any personalization data
with the "TEE SP AIK private key"
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Check that SP ID is the one that is registered with the SP SD

Check that the TA signer is either a newly given SP certificate
or the one that is already trusted by the SD from the previous
TA installation. The TA signing method is specific to a TEE.
This specification doesn't define how a TA should be signed; a
TAM should support TEE specific TA signing when it supports
that TEE.

If a TA signer is given in the request, add this signer into
the SD.

the above validation passed, continue to do TA installation

The TEE re-encrypts the TA binary and its personalization data
with its own method.

The TEE enrolls and stores the TA in a secure storage.

0o Construct a response message. This involves signing encrypted
status information for the requesting TAM.

9.3.1.1.

InstallTARequest Message
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The request message for InstallTA has the following JSON format.

{
"InstallTATBSRequest": {

"ver": "1.0",

"rid": "<unique request ID>",

"tid": "<transaction ID>",

"tee": "<TEE routing name from the DSI for the SD's target>",

"nextdsi": true | false,

"dsihash": '"<hash of DSI returned in the prior query>",

"content": ENCRYPTED {
"tamid": "<TAM ID previously assigned to the SD>",
"spid": "<SPID value>",
"sdname": "<SD name for the domain to install the TA>",
"spcert": "<BASE64 encoded SP certificate >", // optional
"taid": "<TA identifier>"

}I

"encrypted_ta": {
"key": "<JWE enveloped data of a 256-bit symmetric key by

the recipient's TEEspaik public key>",
"iv": "<hex of 16 random bytes>",
"alg": "<encryption algoritm. AESCBC by default.",
"ciphertadata": "<BASE64 encoded encrypted TA binary data>",
"cipherpdata": "<BASE64 encoded encrypted TA personalization
data>"
}
}
}

In the message,
rid - A unique value to identify this request

tid - A unique value to identify this transaction. It can have the
same value for the tid in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous GetDeviceStateResponse

nextdsi - Indicates whether the up-to-date Device State Information
(DSI) is to be returned in the response to this request.

dsihash - The BASE64-encoded SHA256 hash value of the DSI data
returned in the prior TAM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
helps enforce SD update order in the right sequence without
accidentally overwriting an update that was done simultaneously.
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content - The "content" is a JSON encrypted message that includes
actual input for the SD update. The standard JSON content
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE's public key.

tamid - SD owner claim by TAM - An SD owned by a TAM will be
associated with a trusted identifier defined as an attribute in the
signer TAM certificate.

spid - SP identifier of the TA owner SP
sdname - the name of the target SD where the TA is to be installed

spcert - an optional field to specify the SP certificate that signed
the TA. This is sent if the SP has a new certificate that hasn't
been previously registered with the target SD where the TA should
be installed.

taid - the identifier of the TA application to be installed

encrypted_ta - the message portion contains encrypted TA binary data
and personalization data. The TA data encryption key is placed in
"key", which is encrypted by the recipient's public key, using JWE
enveloped structure. The TA data encryption uses symmetric key
based encryption such as AESCBC.

According to the OTrP message template, the full request
InstallTARequest is a signed message over the InstallTATBSRequest as
follows.

"InstallTARequest": {
"payload": "<InstallTATBSRequest JSON above>",

"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature": "<signature contents signed by TAM private key>"

9.3.1.2. InstallTAResponse Message

The response message for a InstallTARequest contains the following
content.
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{
"InstallTATBSResponse": {

"ver": "1.0",

"status": "<operation result>",

"rid": "<the request ID received>",

"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason":"<failure reason detail>", // optional
"did": "<the device id hash>",
"dsi": "<Updated TEE state, including all SD owned by

this TAM>"
}
}
}

In the response message, the following fields MUST be supplied.

did - the SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TAM.

The final message InstallTAResponse looks like the following.

{
"InstallTAResponse": {
"payload":"<InstallTATBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"
}I
"signature": "<signature contents signed by TEE device
private key (BASE64URL)>"
}
}

A response message type "status" will be returned when the TEE fails
to respond. The OTrP Agent is responsible to create this message.

{
"status": {
"result": "fail",
"error-code": "ERR_AGENT_TEE_FAIL",
"error-message": "TEE fails to respond"
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An error may occur if a request isn't valid or the TEE runs into some

error. The list of possible errors are as follows.

Refer to the

Error Code List (Section 13.1) for detailed causes and actions.

ERR_AGENT_TEE_BUSY

ERR_AGENT_TEE_FAIL

ERR_AGENT_TEE_UNKNOWN

ERR_REQUEST_INVALID

ERR_UNSUPPORTED_MSG_VERSION

ERR_UNSUPPORTED_CRYPTO_ALG

ERR_DEV_STATE_MISMATCH

ERR_SD_NOT_FOUND

ERR_TA_INVALID

ERR_TA_ALREADY_INSTALLED

ERR_TEE_FAIL

ERR_TEE_RESOURCE_FULL

ERR_TAM_NOT_AUTHORIZED

ERR_TAM_NOT_TRUSTED

This TAM-initiated command can update a TA and its data in an SP's SD

that it manages for the following purposes.

1. Update TA binary

2. Update TA's personalization data

The TAM presents the proof of the SD ownership to a TEE, and includes

related information in its signed message.
also encrypted for end-to-end confidentiality.

The entire request is
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The TEE processes the command from the TAM to update the TA of an SP
SD. It does the following:

o Validation

* The TEE validates the TAM message authenticity

* Decrypt to get request content

* Look up the SD with the SD name

* Checks that the TAM owns the SD

* Checks DSI hash matches that the device state hasn't changed
o TA validation

* Both TA binary and personalization data are optional, but at
least one of them shall be present in the message

* Decrypt to get the TA binary and any personalization data with
the "TEE SP AIK private key"

* Check that SP ID is the one that is registered with the SP SD

* Check that the TA signer is either a newly given SP certificate
or the one in SD.

* If a TA signer is given in the request, add this signer into
the SD.

o If the above validation passes, continue to do TA update

* The TEE re-encrypts the TA binary and its personalization data
with its own method

* The TEE replaces the existing TA binary and its personalization
data with the new binary and data.

o Construct a response message. This involves signing a encrypted
status information for the requesting TAM.

9.3.2.1. UpdateTARequest Message
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The request message for UpdateTA has the following JSON format.

{
"UpdateTATBSRequest": {
"ver": "1.0",
"rid": "<unique request ID>",
"tid": "<transaction ID>",
"tee": "<TEE routing name from the DSI for the SD's target>",
"nextdsi": true | false,
"dsihash": '"<hash of DSI returned in the prior query>",
"content": ENCRYPTED {
"tamid": "<TAM ID previously assigned to the SD>",
"spid": "<SPID value>",
"sdname": "<SD name for the domain to be created>",
"spcert": "<BASE64 encoded SP certificate >", // optional
"taid": "<TA identifier>"
}I
"encrypted_ta": {
"key": "<JWE enveloped data of a 256-bit symmetric key by
the recipient's TEEspaik public key>",
"iv": "<hex of 16 random bytes>",
"alg": "<encryption algoritm. AESCBC by default.",
"ciphernewtadata": "<Change existing TA binary to this new TA
binary data(BASE64 encoded and encrypted)>",
"ciphernewpdata": "<Change the existing data to this new TA
personalization data(BASE64 encoded and encrypted)>"
// optional
}
}
}

In the message,
rid - A unique value to identify this request

tid - A unique value to identify this transaction. It can have the
same value for the tid in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous GetDeviceStateResponse

nextdsi - 1Indicates whether the up-to-date Device State Information
(DSI) is to be returned in the response to this request.

dsihash - The BASE64-encoded SHA256 hash value of the DSI data
returned in the prior TAM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
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helps enforce SD update order in the right sequence without
accidentally overwriting an update that was done simultaneously.

content - The "content" is a JSON encrypted message that includes
actual input for the SD update. The standard JSON content
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE's public key.

tamid - SD owner claim by TAM - an SD owned by a TAM will be
associated with a trusted identifier defined as an attribute in the
signer TAM certificate.

spid - SP identifier of the TA owner SP

spcert - an optional field to specify the SP certificate that signed
the TA. This is sent if the SP has a new certificate that hasn't
been previously registered with the target SD where the TA is to be
installed.

sdname - the name of the target SD where the TA should be updated

taid - an identifier for the TA application to be updated

encrypted_ta - the message portion contains newly encrypted TA
binary data and personalization data.

According to the OTrP message template, the full request
UpdateTARequest is a signed message over the UpdateTATBSRequest as
follows.

"UpdateTARequest": {
"payload": "<UpdateTATBSRequest JSON above>",

"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature": "<signature contents signed by TAM private key>"

9.3.2.2. UpdateTAResponse Message

The response message for a UpdateTARequest contains the following
content.
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{
"UpdateTATBSResponse": {

"ver": "1.0",

"status": "<operation result>",

"rid": "<the request ID received>",

"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason": "<failure reason detail>", // optional
"did": "<the device id hash>",
"dsi": "<Updated TEE state, including all SD owned by

this TAM>"
}

b
}

In the response message, the following fields MUST be supplied.

did - the SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TAM.

The final message UpdateTAResponse looks like the following.

{
"UpdateTAResponse": {
"payload":'"<UpdateTATBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"
3
"signature": "<signature contents signed by TEE device
private key (BASE64URL)>"

A response message type "status" will be returned when the TEE fails
to respond. The OTrP Agent is responsible to create this message.

{
"status": {
"result": "fail",
"error-code": "ERR_AGENT_TEE_FAIL",
"error-message": "TEE fails to respond"
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9.3.2.3. Error Conditions
An error may occur if a request isn't valid or the TEE runs into some
error. The list of possible errors are as follows. Refer to the
Error Code List (Section 13.1) for detailed causes and actions.
ERR_AGENT_TEE_BUSY
ERR_AGENT_TEE_FAIL
ERR_AGENT_TEE_UNKNOWN
ERR_REQUEST_INVALID
ERR_UNSUPPORTED_MSG_VERSION
ERR_UNSUPPORTED_CRYPTO_ALG
ERR_DEV_STATE_MISMATCH
ERR_SD_NOT_FOUND
ERR_TA_INVALID
ERR_TA_NOT_FOUND
ERR_TEE_FAIL
ERR_TAM_NOT_AUTHORIZED
ERR_TAM_NOT_TRUSTED
9.3.3. DeleteTA
This operation defines OTrP messages that allow a TAM to instruct a
TEE to delete a TA for an SP in a given SD. A TEE will delete a TA
from an SD and also TA data in the TEE. A Client Application cannot

directly access TEE or OTrP Agent to delete a TA.

9.3.3.1. DeleteTARequest Message
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The request message for DeleteTA has the following JSON format.

{
"DeleteTATBSRequest": {
"ver": "1.0",
"rid": "<unique request ID>",
"tid": "<transaction ID>",
"tee": "<TEE routing name from the DSI for the SD's target>",
"nextdsi": true | false,
"dsihash": '"<hash of DSI returned in the prior query>",
"content": ENCRYPTED {
"tamid": "<TAM ID previously assigned to the SD>",
"sdname": "<SD name of the TA>",
"taid": "<the identifier of the TA to be deleted from the
specified SD>"
}
}
}

In the message,
rid - A unique value to identify this request

tid - A unique value to identify this transaction. It can have the
same value for the tid in the preceding GetDeviceStateRequest.

tee - The TEE ID returned from the previous GetDeviceStateResponse

nextdsi - Indicates whether the up-to-date Device State Information
(DSI) is to be returned in the response to this request.

dsihash - The BASE64-encoded SHA256 hash value of the DSI data
returned in the prior TAM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
helps enforce SD update order in the right sequence without
accidentally overwriting an update that was done simultaneously.

content - The "content" is a JSON encrypted message that includes
actual input for the SD update. The standard JSON content
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE's public key.

tamid - SD owner claim by TAM - an SD owned by a TAM will be
associated with a trusted identifier defined as an attribute in the
signer TAM certificate.

sdname - the name of the target SD where the TA is installed
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taid - an identifier for the TA application to be deleted

According to the OTrP message template, the full request
DeleteTARequest is a signed message over the DeleteTATBSRequest as
follows.

"DeleteTARequest": {
"payload": "<DeleteTATBSRequest JSON above>",

"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature": '"<signature contents signed by TAM

private key>"

9.3.3.2. Request Processing Requirements at a TEE

A TEE processes a command from a TAM to delete a TA of an SP SD. It
does the following:

1. Validate the JSON request message
* The TEE validates TAM message authenticity
* Decrypt to get request content
* Look up the SD and the TA with the given SD name and TA ID
* Checks that the TAM owns the SD, and TA is installed in the SD

* Checks that the DSI hash matches and the the device state
hasn't changed

2. Deletion action

* If all the above validation points pass, the TEE deletes the
TA from the SD

* The TEE SHOULD also delete all personalization data for the TA
3. Construct DeleteTAResponse message.
If a request is illegitimate or the signature doesn't pass, a

"status" property in the response will indicate the error code and
cause.
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9.3.3.3. DeleteTAResponse Message

The response message for a DeleteTARequest contains the following
content.

{
"DeleteTATBSResponse": {

"ver": "1.0",

"status": "<operation result>",

"rid": "<the request ID received>",

"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason": "<failure reason detail>", // optional
"did": "<the device id hash>",
"dsi": "<Updated TEE state, including all SD owned by

this TAM>"
}
}
}

In the response message, the following fields MUST be supplied.

did - the SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TAM.

The final message DeleteTAResponse looks like the following.

{
"DeleteTAResponse": {
"payload": "<DeleteTATBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"
+
"signature": "<signature contents signed by TEE device
private key (BASE64URL)>"
}
}

A response message type "status" will be returned when the TEE fails
to respond. The OTrP Agent is responsible to create this message.
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{
"status": {
"result": "fail",
"error-code": "ERR_AGENT_TEE_FAIL",
"error-message": "TEE fails to respond"
}
}

9.3.3.4. Error Conditions

An error may occur if a request isn't valid or the TEE runs into some
error. The list of possible errors are as follows. Refer to the
Error Code List (Section 13.1) for detailed causes and actions.
ERR_AGENT_TEE_BUSY
ERR_AGENT_TEE_FAIL
ERR_AGENT_TEE_UNKNOWN
ERR_REQUEST_INVALID
ERR_UNSUPPORTED_MSG_VERSION
ERR_UNSUPPORTED_CRYPTO_ALG
ERR_DEV_STATE_MISMATCH
ERR_SD_NOT_FOUND
ERR_TA_NOT_FOUND
ERR_TEE_FAIL
ERR_TAM_NOT_AUTHORIZED
ERR_TAM_NOT_TRUSTED
Response Messages a TAM May Expect
A TAM expects some feedback from a remote device when a request
message is delivered to a device. The following three types of
responses SHOULD be supplied.

Type 1: Expect a valid TEE-generated response message

A valid TEE signed response may contain errors detected by a TEE,
e.g. a TAM is trusted but some TAM-supplied data is missing, for



Pei, et al. Expires January 3, 2019 [Page 73]



Internet-Draft OTrP July 2018

example, SP ID doesn't exist. TEE MUST be able to sign and
encrypt.

If a TEE isn't able to sign a response, the TEE returns an error
to the OTrP Agent without giving any other internal information.

The OTrP Agent will be generating the response.

Type 2: The OTrP Agent generated error message when TEE fails.
OTrP Agent errors will be defined in this document.

A Type 2 message has the following format.

{
"OTrPAgentError": {
"ver": "1.0",
"rid": "",
"tid": "",
"errcode": "ERR_AGENT_TEE_UNKNOWN | ERR_AGENT_TEE_BUSY"
}
}

Type 3: OTrP Agent itself isn't reachable or fails. A Client
Application is responsible to handle error and respond the TAM in
its own way. This is out of scope for this specification.

Basic Protocol Profile

This section describes a baseline for interoperability among the
protocol entities, mainly, the TAM and TEE.

A TEE MUST support RSA algorithms. It is optional to support ECC
algorithms. A TAM SHOULD use a RSA certificate for TAM message
signing. It may use an ECC certificate if it detects that the TEE
supports ECC according to the field "supportedsigalgs" in a TEE
response.

A TAM MUST support both RSA 2048-bit algorithm and ECC P-256
algorithms. With this, a TEE and TFW certificate can be either RSA
or ECC type.

JSON signing algorithms

0 RSA PKCS#1 with SHA256 signing : "RS256"

0 ECDSA with SHA256 signing : "ES256"

JSON asymmetric encryption algorithms (describes key-exchange or key-
agreement algorithm for sharing symmetric key with TEE):
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12.

0 RSA PKCS#1 : "RSA1_5"

0 ECDH using TEE ECC P-256 key and ephemeral ECC key generated by
TAM : "ECDH-ES+A128W"

JSON symmetric encryption algorithms (describes symmetric algorithm
for encrypting body of data, using symmetric key transferred to TEE
using asymmetric encryption):

0 Authenticated encryption AES 128 CBC with SHA256
{"enc":"A128CBC-HS256"}

Attestation Implementation Consideration

It is important to know that the state of a device is appropriate
before trusting that a device is what it says it is. The attestation
scheme for OTrP must also be able to cope with different TEEs,
including those that are OTrP compliant and those that use another
mechanism. In the initial version, only one active TEE is assumed.

It is out of scope how the TAM and the device implement the trust
hierarchy verification. However, it is helpful to understand what
each system provider should do in order to properly implement an OTrP
trust hierarchy.

In this section, we provide some implementation reference
consideration.

1. OTrP Secure Boot Module

12.1.1. Attestation signer

12

It is proposed that attestation for OTrP is based on the SBM secure
boot layer, and that further attestation is not performed within the
TEE itself during Security Domain operations. The rationale is that
the device boot process will be defined to start with a secure boot
approach that, using eFuse, only releases attestation signing
capabilities into the SBM once a secure boot has been established.
In this way the release of the attestation signer can be considered
the first "platform configuration metric", using Trust Computing
Group (TCG) terminology.

.1.2. SBM Initial Requirements

R1 The SBM must be possible to load securely into the secure boot
flow
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R2 The SBM must allow a public / private key pair to be generated
during device manufacture

R3 The public key and certificate must be possible to store securely
R4 The private key must be possible to store encrypted at rest

R5 The private key must only be visible to the SBM when it is
decrypted

R6 The SBM must be able to read a list of root and intermediate
certificates that it can use to check certificate chains with.
The list must be stored such that it cannot be tampered with

R7 Need to allow a TEE to access its unique TEE specific private key
2. TEE Loading

During boot, the SBM is required to start all of the root TEEs.
Before loading them, the SBM must first determine whether the code
sign signature of the TEE is valid. If TEE integrity is confirmed,
the TEE may be started. The SBM must then be able to receive the
identity certificate from the TEE (if that TEE is OTrP compliant).
The identity certificate and keys will need to be baked into the TEE
image, and therefore also covered by the code signer hash during the
manufacturing process. The private key for the identity certificate
must be securely protected. The private key for a TEE identity must
never be released no matter how the public key and certificate are
released to the SBM.

Once the SBM has successfully booted a TEE and retrieved the identity
certificate, the SBM will commit this to the platform configuration
register (PCR) set, for later use during attestation. At minimum,
the following data must be committed to the PCR for each TEE:

1. Public key and certificate for the TEE

2. TEE identifier that can be used later by a TAM to identify this
TEE

3. Attestation Hierarchy

The attestation hierarchy and seed required for TAM protocol
operation must be built into the device at manufacture. Additional
TEEs can be added post-manufacture using the scheme proposed, but it
is outside of the current scope of this document to detail that.
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12

It should be noted that the attestation scheme described is based on
signatures. The only encryption that takes place is with eFuse to
release the SBM signing key and later during the protocol lifecycle
management interchange with the TAM.

.3.1. Attestation Hierarchy Establishment: Manufacture

12

During manufacture the following steps are required:

1. A device-specific TFW key pair and certificate are burnt into the
device, encrypted by eFuse. This key pair will be used for
signing operations performed by the SBM.

2. TEE images are loaded and include a TEE instance-specific key
pair and certificate. The key pair and certificate are included
in the image and covered by the code signing hash.

3. The process for TEE images is repeated for any subordinate TEEs,
which are additional TEEs after the root TEE that some devices
have.

.3.2. Attestation Hierarchy Establishment: Device Boot

12

During device boot the following steps are required:

1. Secure boot releases the TFW private key by decrypting it with
eFuse

2. The SBM verifies the code-signing signature of the active TEE and
places its TEE public key into a signing buffer, along with its
identifier for later access. For a non-OTrP TEE, the SBM leaves
the TEE public key field blank.

3. The SBM signs the signing buffer with the TFW private key.
4. Each active TEE performs the same operation as the SBM, building

up their own signed buffer containing subordinate TEE
information.

.3.3. Attestation Hierarchy Establishment: TAM

Before a TAM can begin operation in the marketplace to support
devices of a given TEE, it must obtain a TAM certificate from a CA
that is registered in the trust store of devices with that TEE. 1In
this way, the TEE can check the intermediate and root CA and verify
that it trusts this TAM to perform operations on the TEE.
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IANA Considerations
The error code listed in the next section will be registered.
1. Error Code List
This section lists error codes that could be reported by a TA or TEE

in a device in responding to a TAM request, and a separate list that
OTrP Agent may return when the TEE fails to respond.

.1.1. TEE Signed Error Code List

13

ERR_DEV_STATE_MISMATCH - A TEE will return this error code if the
DSI hash value from TAM doesn't match the has value of the device's
current DSI.

ERR_SD_ALREADY_EXISTS - This error will occur if an SD to be created
already exists in the TEE.

ERR_SD_NOT_EMPTY - This is reported if a target SD isn't empty.

ERR_SDNAME_ALREADY_USED A TEE will return this error code if the new
SD name already exists in the TEE.

ERR_REQUEST_INVALID - This error will occur if the TEE meets any of
the following conditions with a request message: (1) The request
from a TAM has an invalid message structure; mandatory information
is absent in the message. undefined member or structure is
included. (2) TEE fails to verify signature of the message or
fails to decrypt its contents.

ERR_SPCERT_INVALID - If a new SP certificate for the SD to be
updated is not valid, then the TEE will return this error code.

ERR_TA_ALREADY_INSTALLED - While installing a TA, a TEE will return
this error if the TA has already been installed in the SD.

ERR_TA_INVALID - This error will occur when a TEE meets any of
following conditions while checking validity of TA: (1) The TA
binary has a format that the TEE can't recognize. (2) The TEE fails
to decrypt the encoding of the TA binary and personalization data.
(3) If an SP isn't registered with the SP SD where the TA will be
installed.

ERR_TA_NOT_FOUND - This error will occur when the target TA doesn't
exist in the SD.
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ERR_TEE_FAIL - If the TEE fails to process a request because of an
internal error, it will return this error code.

ERR_TEE_RESOURCE_FULL - This error is reported when a device
resource isn't available anymore such as storage space is full.

ERR_TFW_NOT_TRUSTED - A TEE is responsible for determining that the
underlying device firmware is trustworthy. If the TEE determines
the TFW is not trustworthy, then this error will occur.

ERR_TAM_NOT_TRUSTED - Before processing a request, a TEE needs to
make sure whether the sender TAM is trustworthy by checking the
validity of the TAM certificate, etc. If the TEE finds that the
TAM is not trustworthy, then it will return this error code.

ERR_UNSUPPORTED_CRYPTO_ALG - This error will occur if a TEE receives
a request message encoded with cryptographic algorithms that the
TEE doesn't support.

ERR_UNSUPPORTED_MSG_VERSION - This error will occur if a TEE
receives a message version that the TEE can't deal with.

.1.2. OTrP Agent Error Code List

13

14.

14.

ERR_AGENT_TEE_UNKNOWN - This error will occur if the receiver TEE is
not supposed to receive the request. That will be determined by
checking the TEE name or device id in the request message.

ERR_AGENT_TEE_BUSY - The device TEE is busy. The request can be
generally sent again to retry.

ERR_AGENT_TEE_FAIL - The TEE fails to respond to a TAM request. The
OTrP Agent will construct an error message in responding to the
TAM's request.

Security Consideration
1. Cryptographic Strength

The strength of the cryptographic algorithms, using the measure of
'bits of security' defined in NIST SP800-57 allowed for OTrP is:

o At a minimum, 112 bits of security. The limiting factor for this
is the RSA-2048 algorithm, which is indicated as providing 112
bits of symmetric key strength in SP800-57. It is important that
RSA is supported in order to enhance the interoperability of the
protocol.
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0 The option exists to choose algorithms providing 128 bits of
security. This requires using TEE devices that support ECC P256.

The available algorithms and key sizes specified in this document are
based on industry standards. Over time the recommended or allowed
cryptographic algorithms may change. It is important that the OTrP
allows for crypto-agility. 1In this specification, TAM and TEE can
negotiate an agreed upon algorithm where both include their supported
algorithm in OTrP message.

2. Message Security

OTrP messages between the TAM and TEE are protected by message
security using JWS and JWE. The 'Basic protocol profile' section of
this document describes the algorithms used for this. All OTrP TEE
devices and OTrP TAMs must meet the requirements of the basic
profile. 1In the future additional 'profiles' can be added.

PKI is used to ensure that the TEE will only communicate with a
trusted TAM, and to ensure that the TAM will only communicate with a
trusted TEE.

3. TEE Attestation

It is important that the TAM can trust that it is talking to a
trusted TEE. This is achieved through attestation. The TEE has a
private key and certificate built into it at manufacture, which is
used to sign data supplied by the TAM. This allows the TAM to verify
that the TEE is trusted.

It is also important that the TFW (trusted firmware) can be checked.
The TFW has a private key and certificate built into it at
manufacture, which allows the TEE to check that that the TFW is
trusted.

The GetDeviceState message therefore allows the TAM to check that it
trusts the TEE, and the TEE at this point will check whether it
trusts the TFW.

.4. TA Protection

14

A TA will be delivered in an encrypted form. This encryption is an
additional layer within the message encryption described in the
Section 11 of this document. The TA binary is encrypted for each
target device with the device's TEE SP AIK public key. A TAM can
either do this encryption itself or provide the TEE SP AIK public key
to an SP such that the SP encrypts the encrypted TA for distribution
to the TEE.
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The encryption algorithm can use a random AES 256 key '"taek" with a
16 byte random IV, and the '"taek" is encrypted by the "TEE SP AIK
public key". The following encrypted TA data structure is expected
by a TEE:

"encrypted_ta_bin": {
"key": "<JWE enveloped data of a 256-bit symmetric key by
the recipient's TEEspaik public key>",
"iv": <hex of 16 random bytes>",
"alg": "AESCBC",
"cipherdata": "<BASE64 encoded encrypted TA binary data>"

5. TA Personalization Data

An SP or TAM can supply personalization data for a TA to initialize
for a device. Such data is passed through an InstallTA command from
a TAM. The personalization data itself is (or can be) opaque to the
TAM. The data can be from the SP without being revealed to the TAM.
The data is sent in an encrypted manner in a request to a device such
that only the device can decrypt. A device's TEE SP AIK public key
for an SP is used to encrypt the data. Here JWE enveloping is used
to carry all encryption key parameters along with encrypted data.

"encrypted_ta_data": { // "TA personalization data"
"key": "<JWE enveloped data of a 256-bit symmetric key by
the recipient's TEEspaik public key>",

"iv": "<hex of 16 random bytes>",

"alg": "AESCBC",

"cipherdata": "<BASE64 encoded encrypted TA personalization
data>"

6. TA Trust Check at TEE

A TA binary is signed by a TA signer certificate. This TA signing
certificate/private key belongs to the SP, and may be self-signed
(i.e., it need not participate in a trust hierarchy). It is the
responsibility of the TAM to only allow verified TAs from trusted SPs
into the system. Delivery of that TA to the TEE is then the
responsibility of the TEE, using the security mechanisms provided by
the OTrP.

We allow a way for an (untrusted) application to check the
trustworthiness of a TA. OTrP Agent has a function to allow an
application to query the information about a TA.
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An application in the Rich 0/S may perform verification of the TA by
verifying the signature of the TA. The GetTAInformation function 1is
available to return the TEE supplied TA signer and TAM signer
information to the application. An application can do additional
trust checks on the certificate returned for this TA. It might trust
the TAM, or require additional SP signer trust chaining.

14.7. One TA Multiple SP Case

A TA for multiple SPs must have a different identifier per SP. A TA
will be installed in a different SD for each respective SP.

14.8. OTrP Agent Trust Model

An OTrP Agent could be malware in the vulnerable Rich 0S. A Client
Application will connect its TAM provider for required TA
installation. It gets command messages from the TAM, and passes the
message to the OTrP Agent.

The OTrP is a conduit for enabling the TAM to communicate with the
device's TEE to manage SDs and TAs. All TAM messages are signed and
sensitive data is encrypted such that the OTrP Agent cannot modify or
capture sensitive data.

14.9. OCSP Stapling Data for TAM Signed Messages

The GetDeviceStateRequest message from a TAM to a TEE shall include
OCSP stapling data for the TAM's signer certificate and for
intermediate CA certificates up to the root certificate so that the
TEE can verify the signer certificate's revocation status.

A certificate revocation status check on a TA signer certificate is

OPTIONAL by a TEE. A TAM is responsible for vetting a TA and the SP
before it distributes them to devices. A TEE will trust a TA signer
certificate's validation status done by a TAM when it trusts the TAM.

14.10. Data Protection at TAM and TEE

The TEE implementation provides protection of data on the device. It
is the responsibility of the TAM to protect data on its servers.

14.11. Privacy Consideration
Devices are issued with a unique TEE certificate to attest the

device's validity. This uniqueness also creates a privacy and
tracking risk that must be mitigated.
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The TEE will only release the TEE certificate to a trusted TAM (it
must verify the TAM certificate before proceeding). OTrP is designed
such that only a TAM can obtain the TEE device certificate and
firmware certificate - the GetDeviceState message requires signature
checks to validate the TAM is trusted, and OTrP delivers the device's
certificate(s) encrypted such that only that TAM can decrypt the
response. A Client Application will never see the device
certificate.

An SP-specific TEE SP AIK (TEE SP Anonymous Key) is generated by the
protocol for Client Applications. This provides a way for the Client
Application to validate some data that the TEE may send without
requiring the TEE device certificate to be released to the client
device rich 0/S , and to optionally allow an SP to encrypt a TA for a
target device without the SP needing to be supplied with the TEE
device certificate.

14.12. Threat Mitigation

A rogue application may perform excessive TA loading. An OTrP Agent
implementation should protect against excessive calls.

Rogue applications might request excessive SD creation. The TAM is
responsible to ensure this is properly guarded against.

Rogue OTrP Agent could replay or send TAM messages out of sequence:
e.g., a TAM sends updatel and update2. The OTrP Agent replays
update2 and updatel again, creating an unexpected result that a
client wants. "dsihash" is used to mitigate this. The TEE MUST store
DSI state and check that the DSI state matches before it does another
update.

Concurrent calls from a TAM to a TEE MUST be handled properly by a
TEE. If multiple concurrent TAM operations take place, these could
fail due to the "dsihash" being modified by another concurrent
operation. The TEE is responsible for resolve any locking such that
one application cannot lock other applications from using the TEE,
except for a short term duration of the TAM operation taking place.
For example, an OTrP operation that starts but never completes (e.g.
loss of connectivity) must not prevent subsequent OTrP messages from
being executed.

14.13. Compromised CA

A root CA for TAM certificates might get compromised. Some TEE trust
anchor update mechanism is expected from device OEM. A compromised
intermediate CA is covered by OCSP stapling and OCSP validation check
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in the protocol. A TEE should validate certificate revocation about
a TAM certificate chain.

If the root CA of some TEE device certificates is compromised, these
devices might be rejected by a TAM, which is a decision of the TAM
implementation and policy choice. Any intermediate CA for TEE device
certificates SHOULD be validated by TAM with a Certificate Revocation
List (CRL) or Online Certificate Status Protocol (OCSP) method.

14.14. Compromised TAM

The TEE SHOULD use validation of the supplied TAM certificates and
OCSP stapled data to validate that the TAM is trustworthy.

Since PKI is used, the integrity of the clock within the TEE
determines the ability of the TEE to reject an expired TAM
certificate, or revoked TAM certificate. Since OCSP stapling
includes signature generation time, certificate validity dates are
compared to the current time.

14.15. Certificate Renewal

16.

16.

TFW and TEE device certificates are expected to be long lived, longer
than the lifetime of a device. A TAM certificate usually has a
moderate lifetime of 2 to 5 years. A TAM should get renewed or
rekeyed certificates. The root CA certificates for a TAM, which are
embedded into the trust anchor store in a device, should have long
lifetimes that don't require device trust anchor update. On the
other hand, it is imperative that OEMs or device providers plan for
support of trust anchor update in their shipped devices.
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"GetDeviceStateTBSRequest": {
"ver": "1.0",
"rid": "8C6F9DBB-FC39-435c-BC89-4D3614DA2F0OB",
"tid": "4F454A7F-002D-4157-884E-BODD1AOGABAE",
"ocspdat": "c2FtcGx1IG9jc3BkYXQQQ]jYOIGVUY29kZWQgQVNOMQ=="",
"icaocspdat": "c2FtcGx1lIG1ljYW9jc3BkYXQQQjYOIGVuUY29kZWQgQVNOMQ=="",
"supportedsigalgs": '"RS256"

The TAM signs "GetDeviceStateTBSRequest", creating
"GetDeviceStateRequest"

{

"GetDeviceStateRequest": {
"payload":"
ew0oJIkd1ldER1dm1jZVNOYXRIVEITUMVXdWVzdCI6IHSKCQkidmVyIjogIjEUMCIsCgkJ
InJpZCI6IHS4QzZGOURCQi1i1GQzM5LTQzNWMtQkM40SOORDM2MTREQTJGMEJ9LA0JCSJIO
awQi0iAiezRGNDUOQTAGLTAWMKQtNDE1NY©®40DRFLUIWREQXQTA2QThBRX0iLA0JCSIV
Y3NwWZGFOIjogImMyRnRjR3hsSUc5amMzQmtZWFFnUWpZMELIHVNVZM]j1lrW1ldRZ1FWTKON
UTO9IiwKCQkiaWNhb2NzcGRhdCI6ICJIjMkZOYOd4bE1HbGpZVZz1qYzNCallYUWdRalkw
SUdwdVvkyOwtaV1FnUVZOTO1RPTO1LA0JCSJIzdXBwbh3J0ZWRzaWdhbGdzIjogIlJTMju2
IgoJfQp9o",
"protected": "eyJhbGci0iJSUzI1NiJ9",
"header": {
"x5¢": ["ZXhhbXBsZSBBUO4XIHNpZ251ciBjzZXJ0awzZpY2F0zQ==",
"ZXhhbXBsZSBBUO4XIENBIGN1cnRpZml1jYXR1"]
3
"signature":"c2FtcGx1IHNpZ25hdHVyZzQ"

A.1.1.2. Sample GetDeviceStateResponse
The TAM sends "GetDeviceStateRequest" to the OTrP Agent

The OTrP Agent obtains "dsi" from each TEE. (In this example there
is a single TEE.)

The TEE obtains signed "fwdata" from firmware.

The TEE builds "dsi" - summarizing device state of the TEE.
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{
"dsi": {
"tfwdata": {
"ths": "ezRGNDUOQTAGLTAWMKQtNDE1NYy®40DRFLUIWREQXQTA2QThBRX0=",
"cert": "ZXhhbXBsZSBGVyBjZXJ0awWZpY2F0zQ==",
"sigalg": "RS256",
"sig": "Cc2FtcGX1IEZXIHNpZ25hdHVyzQ=="
}I
"tee": {
"name": "Primary TEE",
"ver": "1.0",
"cert": "c2FtcGx1IFRFRSBjZXJ0awWZpY2F0zQ==",
"cacert": [
"C2FtcGX1IENBIGN1cnRpzZmljYXR1IDE=",
"C2FtcGX1IENBIGN1cnRpZmljYXR1IDI="
1
"sdlist": {
"cnt": "1",
"sd": [
{
"name": "default.acmebank.com",
"spid": "acmebank.com",
"talist": [
{
"taid": "acmebank.secure.banking",
"taname": "Acme secure banking app"

"taid": "acmebank.loyalty.rewards",
"taname": "Acme loyalty rewards app"

}
1
3
"teeaiklist": [
{
"spaik": "C2FtcGx1IEFTTJEgZW5]jb2R1ZCBQSONTMSBwdWJIsaWNrzZXk=""
"spaiktype": "RSA",
"spid": "acmebank.com"

The TEE encrypts "dsi", and embeds it into a
"GetDeviceTEEStateTBSResponse" message.
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{
"GetDeviceTEEStateTBSResponse": {

"ver": "1.0",
"status": "pass",
"rid": "{8C6F9DBB-FC39-435c-BC89-4D3614DA2F0B}",
"tid": "{4F454A7F-002D-4157-884E-BODD1AO6ABAE}",
"signerreq":"false",
"edsi": {
"protected": "eyJlbmMi0iJBMTI4QO0JDLUhTMjuU2In@K",
"recipients": [
{
"header": {
"alg": "RSA1_5"
s
"encrypted_key":
QUVTMTI4IChDRUspIGtleSwgZW5jcnlwdGVkIHdpdGggVFNNIFJTQSBwdWJIsawMg
a2V5LCB1c21uZyBSUREXXzUgcGFkZGluzw"

}

I
"iv": "ySGmfZ69Y1CEilNr5_SGbA",

"ciphertext":
C2FtcGx1IGRzaSBkYXRhIGVuUY3J5CcHR1ZCB3aXRoIEFFUzZEYOCBrzZXkgzZnJvbSByZW
NpcGllbnRzLmVuY3J5cHR1ZF9rzXk",

"tag": "c2FtcGx1lIGF1dGhlbnRpY2F@aWOuIHRhZw"

The TEE signs "GetDeviceTEEStateTBSResponse" and returns it to the
OTrP Agent. The OTrP Agent encodes "GetDeviceTEEStateResponse" into
an array to form "GetDeviceStateResponse".
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{

"GetDeviceStateResponse": [

{

"GetDeviceTEEStateResponse": {

"payload":
ewogICJIJHZXREZXZpY2VURUVTAGFOZVRCU1J1c3BvbnN1IjogewogICAgInZlcil6
ICIXLjAiLAOgICAgINNOYXR1cYI6ICIWYXNzIiwKICAgICJyawWQiOiAiezhDNKY5
REJCLUZDMzktNDM1Yy1CQzg5LTREMzYXNERBMKkYwQnOiLAOgICAgINRpZCIGICI7
NEYONTRBNOYtMDAYRCOOMTU3LTg4NEUtQjBERDFBMDZBOEFFfSIsCgkic21lnbmVy
cmVxIjoiZmFsc2UiLAogICAgImVkc2ki0iB7CiAgICAgICIwCcm9OZWNOZWQi0iAL
ZX1KbGJItTW1PaUpCTVRINFEWSKRMVWhUTWPVMK LUMESiLA0gICAgICAicmVjaXBp
ZW50cyI6IFSKICAQICAgICB7CiAgICAgICAgICAiaGVhZGVyYyIjogewogICAgICAg
ICAgIMFsZyI6ICJISUGEXXzUiCiAgICAgICAgTfSWKICAGICAGICAiIZW5jcnlwdGVk
X2t1eSI6CiAgICAgICAgIgogICAgICAgIFFVVIRNVEKOSUNORFJIVC3BJIR3RSZVN3
Z1pXNWpjbmx3ZEdwWa®1IZHBkR2dnVkZOTk1GS1RRUOJI3ZFAKCc2FXTWCKICAgICAg
ICBhM1Y1TENCMWMybHVaeUJTVTBFeFh6VWdjROZrWwkdsdVp3IgogICAgICAgIHOK
ICAgICAgXSWKICAGICAgIM12IjogInlTR21mW]Y5WWXjRW1STnI1X1INHYKEiLAOg
ICAgICAiY21waGVydGV4dCIBCiAgICAGICIKICAGICAQYZJIGAGNHEeGXIJR1IB6YVNC
allYUmhJR1ZIWTNKNWNIUmxaQ0IzYVhSb01FRkZVekV5TONCclpYa2dabkp2YINC
eVpXCiAgICAQIESwWYOdsbGJuUnpMbVZIWTNKNWNIUmxaRjlywWlhrIiwKICAgICAg
InRhZyIBICJIjMkZOYOd4bEIHRjFKkR2hsYm5ScFkyRjBhVz11SUhSaFp3IgogICAg
fQogIHOKTQ",

"protected": "eyJhbGciO0iJSUzI1INiJ9",

"signature": "c2FtcGx1IHNpZ25hdHVyZQ"

The TEE returns "GetDeviceStateResponse" back to the OTrP Agent,
which returns message back to the TAM.

A.1.2.

A.1.2.1.

Sample CreateSD

Sample CreateSDRequest



Pei, et al. Expires January 3, 2019 [Page 89]



Internet-Draft OTrP July 2018

{
"CreateSDTBSRequest": {

"ver":"1.0",

"rid":"req-01",

"tid":"tran-01",

"tee":"SecuriTEE",

"nextdsi":"false",

"dsihash":"Iu-cO-fGrpMmzbbtiwWI1U8u7wMJE7IK8wkJpsVuf2js",

"content":{
"spid":"bank.com",
"sdname" :"sd.bank.com",
"spcert":"MIIDF]jCCAN-
gAwWIBAgIJAIKOTatOtquDMAGGCSqGSIb3DQEBBQUAMGWXCZzAJBGNVBAYTAKTAMQ4wWD
AYDVQQIDAVTZW91bDESMBAGA1UEBWWJIR3Vyby1kb25nMRAWDgYDVQQKDAdTh2xhY21
hMRAWDgYDVQQLDAdTb2xhY21hMRUWEWYDVQQDDAXTh2XhLWNpYS5jb20wHhcNMTUWN
zZAyMDg1MTU3WhcNMjAwNjMwMDgIMTU3WjBsSMQswCQYDVQQGEwWJLUjEOMAWGALUECAW
FU2VvdwwxEjAQBgNVBACMCUd1cm8tZG9uZzEQMA4GALUECgwWHU29SYWNPYTEQMA4GA
1UECWWHU29SYWNpYTEVMBMGALUEAWWMU29sYS1jaWEUY29tMIGFMAOGCSqGSIb3DQE
BAQUAA4GNADCBiQKBgQDYWLrFf20FMEciwSYsyhalLY4kslawcXAOhCWJIRaFzt5muU -
1pSJ4jeu92inBbsXcI8PfRbaItsgWlTD1Wg4gQH4MX _YtaBoOepE- -
3J0ZZyPyCWS3AaLYWrDmgFXdbza01i8GxB7zz0gWw55bZ9]yzc159QzWSqMRpx_dca
d2SP2wIDAQAB04G_MIG8MIGGBgNVHSMETzB90XCkbjBsMQswCQYDVQQGEwWJILUjEOMA
WGAL1UECAWFU2VVvdWwXEjAQBgNVBACMCUd1cm8tZG9uZzEQMA4GALUECgwWHU29SYWNp
YTEQMA4GA1UECWwWHU29sYWNpPYTEVMBMGALUEAWWMU29sYS1jaWEUY29tggkAiTRNQ3
S204MwCQYDVROTBAIWADAOBgNVHQ8BAT8EBAMCBSAWFQYDVRO1AQH_BAWWCQYIKwYB
BQUHAWMWDQY JKoZIhvcNAQEFBQADGYEAEFMhRWEQ -
LDa907P1NOMCLORp0o6TW3QuIfuXbRQRQGOXddXMKazI4VjbGaXhey7Bzvk6TZYDa-
GRiZby1J47UPaDQR3UiDzVvXwCOU6S5yUhNJIsSW_BeMViYj41ssX28iPpNwLUCVmM1QV
THILI6afLCRWXXclcl1lL5KGY2900wIdQ",
"tamid":"TAM_x.acme.com",
"did":"zAHkbO-SQh9U_OT8mR5dB-tygcqpUJ9_x07pIiw8wWoM"

Below is a sample message after the content is encrypted and encoded

"CreateSDRequest": {
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dEpSVM1POGAKS1EtV29NSUVJIRUXxzVGthb1ZCh25wQkF4ZHEOCkVMb19TZ11iaFg4Zm9ub2
gxUVUifVesIml2IjoiQXhZOERDAERhR2xzYkdsamIzUm9aUSIsImNpcGhlcnR1eHQiOiIl
bmVWZXdndm55UXprR3hZeWw5Q1FrZTJVNjVaOHp4NDd1b3NzM3FETYOxXY2FFNEPFY3NLC ]
ZhNjF5QzBUbOdoYNJOQWIXbVRSemMwSXB5bTFOZjdGemp4UlhBaTZBYnVSM2gzSUpPRS1B]j
UUVVRU1kZ2tWXONazTM2e TBKVDBpRFBMc1lg0QzFkbO@dmMEdvawWViRC1yVUg1VUtEY3BsSTW
91TjZvUnFydOdnNUhXLTJIXM3B4MU1zYOh4SktRZm11dkYXMTJ4ajBmZFNZXON2WFEINTJIr
TVRDUW1ZbzRPaGF2R0ZvaG9TZVVnaGZSVG1LYWp30ThkTzdhREAr UEpRU1BtYVVHWL1EMW
JXdO1nNMXFRV3RPA19EZ1IyZDNzTzVUNOPQMDJIDUFprvXBiQ3dzZYVcybwW9HN1c2Z1c2U3V5
Q21pd2pQWmzZSQmIzSKtTVTFTd1kxYXZvdwO20WctaDB6by12TGZVbHRrWFV2LVAPTXZTYO
JzR25NRzZYZnMzbX1TWnJ1IWTNRROOWVVRZzdjFCQOJIQSTIpdjkwb2U2aXFCcVpxQVBxbzdi
ajYwV1JGQzZPTINLZEXGQTIyU3pgRHoldmtnTXNEaHkwSz1DeVhYN1Z6MKNLTXJvQjNiUE
XFZF9abTZuVW1kTFEN5cVJI5cXIXTmVNN11mQng3aVv93X0dzRWIrX1VYZXd6RGtneHp6RjZ]j
XzZ6S0s3UFktVnVmYUo@®Z2dHZm1pOHEWMMORZ1VEZTB2Vm1FWDCcOC2VQX2RxakVpZVvVvOYm
XBZE9sS2dBW1FGAESs4dy1xVUMzSzVGTjRoUG9yeDc2b31PVUPOQTVFZVV2Qy1jR2tMcTNQ
UG1GRmQyaUtOTEICTEJZVW16Cc1h3RERVZVASSMKtWGt5ZEQtREN1SHApCnoOOEANNWVLS]
Q5WVdgRUtFQKO2TOINNUNMZHZ4cDNmVG1uUTdfTXcwZ3FZVDRi0UJJISNBfWjA3TTCtNUPE
emg@czhyU3dsQzFXU3V2RmhRW1JCcXJtX2RaUlRIbOVazldXc1VCSWVNWWAXNG1zb0JqTj
NXSzhnRWYwZGI5a3Z6UGI9LYmpJIRY1OUUE2R211X3pHaFVTLXFBV11lLemVKMDZ6djRIW1BO
dHKtQXRYTGFOWGhtUTdOQlVrX0hvbjdOUwxhU1g1ZHVNVmMN4bGs1ZHVrWFZNMDgxa0owYV
kzbD1iQVFfYVhTMOFNaFFTTVVST3dnTDZJazFPYVpaTGFMLUE3e]j1ITnlESMFEWTVhakZK
TWFDV11f0G94Y1NoQUKtNXA2MMNUTOXZzVOANWWNKT1BGVTZpcW1MR190c3JfNINKMURhDD
VtQOYycnBJLUItM1huckxZRO1ZSONEZ2V2dGFnbilDVUV6RURWR30zQ2VLcWdQUOVqd3BK
NOM3NXduYT1CSmtTUKkpOdDNla3howWElrcnNEazRHVVpPMSDAQYZzFYZHARTXhxdWpzNmxJSV
EycjMINWEtVkotWHdAPcFpfY3RPAWI6LTA4WHAYQ3RKTELiSFFVTG40R]j1IMRTRtanUOdUXS
bjNSc043WWZ1S3dCVMVEZDJI6R3NBYOs5SV1Da3h0aDk3dD1uYW1iMDZqSXVoWXF5QkhwWRU
9nTkhicilrMDY1bW90Vk51VVUyMm50dVNKSOZXVNIXTOAKNGVTNXkzYKNWTmXTeEFPV1Bn
RnJzUOF1c2JJ0Ww4eVItVTAWenJYdGc40Wt5Sj1CcXN2eXA1REBWX2FtS1JyMXB1MV IVWF
1FZzB2ampKS1FSdDVZbXRUNFJzaWpqdGRDWDg3UUxJaudSYOhDd1JzUzZSADJESmMNYR1ht
UGQycOZmNUZYNnJInMKFzX3BmMUHN3cnF1W1AXbVFLC3RPMFVKTXpgMT1yb2N1INHVXVX1HUD
1WwWU54cHVNWVANSjRYb1dRelJtWGNTUEJ4VEtnenFPS2s3UNRZWWVMNX14LVM4NjVOCHVZ
dTAGbXpzYUJRZ210d1ZFVXBRAWNrcG1YWKNLNH1JUXktaHNFQU1JISmVXdFB3dVAYySXFOX2
I5d1kObzExeXdzeXhzdmp2RnNNKNOVVZU1MaGE2R2dSanBSbhnUSRWIZRN1JZOUSMOVVNEEwW
TO1UMW10SGNRYWcOeWtO0c3dPdkxQbjZzIZz21zQ05ES1gwekc2R1IFDMTZRAjBSQ25SVTdfV2
Vvb1lhSTUZWUZzZRZ1J1Sk45R1INMckN5bk1JSWXxUcDBXNHBaS05zMOtqQ2tMUzJIrb3Bhd2Y0
WFOBU11mTko3a0s5eW5BROACcktnUWINRWVXUEFMMDBKMLY tVXpuU1IMZmQ4SGs3Y2JEdk
5RQ1hHQW9BROViaGRWVUCORXFWM1VYQko3dEtyUUVSR1h4RTVSOFNHY2CczQ1RmN2Zoazdx
VEFBV]jVSWEFNOUtOUDF1c1ZRZk1fU1BleHFNTGOWQVVKV2syQkF6WFOUSEhkVVhaSVBIOG
hLeDctdEFRVOdTWUdOR2FmManZJZzI2c082Tz1oQWZVd3BpSV90OMzF6SkZORDUOOTZURHBZ
QmNnd2dMLU1UcVhCRUJ2NEhvQ1d5SG1DVjVFMUwiLCJOYWciOiJkbX1EewWZJVINJUilRen
EXOEgYbFRIEEMXb19HZEtrdnZNMDJUcHdsYzQwIn19fQ",
"protected":"e-KAnNGFsZ-KANTrigJxSUzI1NuKAnXoe", //RSAwithSHA256
"header": {
"kid":"e9bc097a-ce51-4036-9562-d2ade882dbod",

"signer":"

MIIC3zCCAKigAwIBAgIJAJT2fFKE1BYOMAGGCSqGSIb3DQEBBQUAMFOXCzAJBgNVBA

YTALVTMRMWEQYDVQQIDApPDYWxpZm9ybm1hMRMWEQYDVQQHDAPDYWxpZm9ybmlhMSEw

HwYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGQwWHhcNMTUwWNzAYyMDKkwMTE4Wh

cNM3j AwN jMWMDkwMTE4Wj BaMQswCQYDVQQGEwJVUzETMBEGALUECAWKQ2F saWZvcm5p
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YTETMBEGA1UEBWwWKQ2FsawZvcm5pYTEhMB8GALUECgwWYSW50ZXJuZXQgVv21kz210cy
BQdHkgTHRKMIGTMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG-
meHINI3f_chlMBdL817da0OEztSs_a6GLgmvSu-
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCn1j8XxFKPq7qGixdwGUAGb_ZI3
c4cZ8eu73VMNrrn_z3WTZ1EX1pTIXV] -
ivhfJ4a6T20EtMM5qwIDAQAB04GSMIGPMHQGALIUdIWRtMGUhXqRCMFOXCzAJBgNVBA
YTALVTMRMWEQYDVQQIDApPDYWXxpZm9ybm1lhMRMWEQYDVQQHDAPDYWxpZm9OybmlhMSEwW
HwYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGSCCQCX9nNxZBNQWDjAJIBgNVHR
MEAjAAMA4GA1UdDWEB_wQEAWIGWDAWBgNVHSUBATS8EDDAKBggrBgEFBQCDAZANBgK(Q
hkiG9wOBAQUFAAOBgQAGkz9QpoxghzUwWT4ivem4cIckfxzTBBiPHC]jrrjB2X8Ktn8G
SZIMdyIZV8fwdEmMD9OIVtMHgtzK-
9w06A1ibj_rVIpxGb7trP82uzc2X8vwYnQbuqQyzofQvcwZHLYplvi95pz5fVrIivnYA
UBFyfrdT5GjgLingH3a_Y3QPscuCjg"
}I

"signature":"nuQUsCTEBLeaRzuwd7q1iPIYEJ2eJfur05sT5Y -
NO3zFRcv1jvrgMHtXx_pwOY9YWjmpowfpfelhwGEko9SgeeBnznmkZbp7kjS6MmX4CKz
90Ape3-VI7yL9YpOWNdRh3425eYfuapCy31cXF1n5JBAUNU_0zUg3RWxcU_yGnFsw"

A.1.2.2. Sample CreateSDResponse

{

{

"CreateSDTBSResponse": {
"ver":"1.0",
"status":"pass",
"rid":"req-01",
"tid":"tran-01",
"content": {
"did":"zAHkbO-SQh9OU_OT8mR5dB-tygcqpUJ9_x07pIiw8wWoM",
"sdname" :"sd.bank.com",
"teespaik":"AQAB]jY9KiwH3hKMmSAANG6CLX0t525U85WNIWKAQz5TOdfe_CM8h-
X6_EHX1g0XoyRXaBiKMqWbOYZLCABTwlytdXy2kWa525imRho8Vgn6HDGsJIDZPDru9
GNZR8pzX5ge_dwXB_uljMvDttc51AWEJI8ZgcpLGtBTGLZNnQoQbjtn1l1IE",
}
}
Below is the response message after the content is encrypted and
encoded.

"CreateSDResponse": {
"payload":"
eyJDcmVhdGVTRFRCU1J1c3BvbnN1Ijp7InZlciI6IJEUMCISINNOYXR1cyI6InBhc3Mi
LCJyaWQiOiJyZXEtMDEiLCJ0awWQiOiJOCMFULTAXIiwiY29udGVudCI6eyJwcm9OZWNO
ZWQi0iJ1LUtBbkdwWdVktSOFUVHIpZOp4QKk1USTRRMEPETFVOVE1QVTIObONKZI1EiLCJIy
ZWNpcGllbnRzIjpbeyJoZWFkZXIiOnsiYWxnIjoiUINBMV81InOSImVuY3J5CcHR1ZF9r
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A.1.

ZXki0iJOXOI4R3pldULlfN2hwdOwwTFpHSTkxVWVBbmxJRkJIfcndmzUlyZERrWnFGakls
VVhjdlIOXzhhOGhyeFI4SXR3aEtFZnVfRWVLRDBQbOAqQ2pCSHcxdG1ULUNG6eWhsbwW5sv
S1k3LX11WnZzRKRpc2VNTkdOeGEOOGZJIYUS2VWX5NUZMYXBCZVc5T1I5bmktOU9GQVI ]
aFVuwwl3b2Q4ZTJIFa@VpdOJEZ1EZMkOifVOsIm1l2IjoiQXhZOERDAERhR2xzYkdsamIz
Um9aUSIsImNpcGhlcnR1leHQi0iJsalh6Wk5JTmR1WjFaMXJHVE1KTjBiVUp1RDRVV2XT
QVptLWd6YNJINFVDYY1jMEFQenMtMWAWSFk4NTRUR3VMYkdyRmVHCDFgM2FsbllacWzp
ZNE4aEt3Ty16RF1BN2tmVFhBZHp6czM4em9xeG4zbHoyM2wl1RU1GUWhr OHBRWTRY THRW
M3ZBQWINYnlrQ1Q3VvSiCwDdWcjBacVNhYWZTQVZ40FBLQ1RIU3hHN3hHVkoONkXxxRzJS
RE54WXQ4RC1SQ31ZUi1zRTMOMUFKZ1dEc2FLaGRRbzIXCcjNVNIhTOWFqaxXJtwjdqT1lJ4
CVROdHJIBRW1IY1ctOEJMdAVFHWEZ1YUhLMTZrenJKUG14dOVXbzJ4cmw4dcmkwc3ZRcHpl
Z2M3MEt2ZOIONUVaNHZiNXROY1lUya25hN185QUiWcm4wLUJaQ1Bnb280MW1Fb1huNVJn
TXY2c2V2Y1JIPQ2XHMNpWSjFoRKVLYjk2akEiLCJOYWci0iIz0TZISTk4Uk1NQnROeDl1o
ZUtsODR0aVZLd01JSzIOUEt2Z1RGYZzFrbEJzINn19fQ",

"protected": "e-KAnGFsZ-KAnTrigJxSUzI1NuKAnXe@",

"header": {
"kid":"e9bcO97a-ce51-4036-9562-d2ade882dbod",
"signer":"

MIIC3zCCAKigAwIBAgIJAJTf2fFKE1BYOMAOGCSqGSIb3DQEBBQUAMFOXCzAJ
BgNVBAYTALVTMRMWEQYDVQQIDAPDYWxpZm9ybmlhMRMWEQYDVQQHDAPDYWXp
Zm9ybm1hMSEwHWYDVQQKDBhJbnR1cm51dCBXaWRnaXRzIFBOeSBMdGQwHhCN
MTUwWNzAYMDKkwMTE4WhcNMjAwNjMwMDKkwMTE4WjBaMQswCQYDVQQGEwWJIVUZET
MBEGA1UECAwWKQ2FsawWZvcm5pYTETMBEGALUEBWWKQ2FsawZvcem5pYTEhMB8G
ALUECgWYSW50ZXJuzXQgV21kzZ210cyBQdHkgTHRKMIGFMAGGCSqGSIb3DQEB
AQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG-
meHINI3f_chlMBdL817daOEztSs_a6GLgmvSu-
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCn1j8XFKPQ7qGixdwGUA
6b_Z1I3c4czZ8eu73VMNrrn_z3WTZ1EX1pTOXV] -
ivhfJ4a6T20EtMM5qwIDAQAB04GSMIGPMHQGALUdIWRtMGUhXQRCMFOXCZAJ
BgNVBAYTALVTMRMWEQYDVQQIDAPDYWxpZm9ybmlhMRMWEQYDVQQHDAPDYWXp
Zm9ybm1hMSEwHWYDVQQKDBhJbnR1cm51dCBXawWRnaXRzIFBOeSBMdGSCCQCX
9nxZBNQWDjAJBgNVHRMEA jAAMA4GA1UdDWEB_wQEAWIGWDAWBgNVHSUBATSE
DDAKBggrBgEFBQCcDAZANBgkqhkiGOWOBAQUFAAOBYQAGkz9QpoxghZUWT4iv
em4cIckfxzTBBiPHCjrrjB2X8Ktn8GSZ1MdyIZV8fwdEmMDOOIVtMHgt zK-
9w06A1bj_rVIpxGb7trP82uzc2X8vwYnQbuqQyzofQvcwZHLYplvi95pzZ5fV
rJvnYAUBFyfrdT5GjqL1ngH3a_Y3QPscuCjg"

}I

"signature":"jnJtaBOVFFwrE-qKOR3Pu9pf2gNoI1s67GgPCTqOU-

gqrz97svKpuh32WgCP2MWCOQPESWSEX-nxhIx_siTe4zIP0O1nBYn-

R7b25rQaF8708uA00NBN5Y12Jk3laIbs-

hGE32aRZDhrVoyEdSvIFrT6AQqD20bIAZGQTR-zA-900"

3. Sample UpdateSD
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A.1.3.1.

{

Sample UpdateSDRequest

"UpdateSDTBSRequest": {
"ver": "1.0",
"rid": "1222DA7D-8993-41A4-AC02-8A2807B31A3A",
"tid": "4F454A7F-002D-4157-884E-BODD1AO6GABAE",
"tee": "Primary TEE ABC",
"nextdsi": "false",
"dsihash":

IsOvwpzDk80nw4bCrsKTJIsONwrbDrcKJIYjVTwdvCu80Aw4 JEw6zCgsK8w4JCacKxW8KT
w507",
"content": { // NEEDS to BE ENCRYPTED

"tamid": "id1.TAMxyz.com",

"spid": "com.acmebank.spid1i",
"sdname": "com.acmebank.sdnamel",
"changes": {
"newsdname": "com.acmebank.sdname2",
"newspid": "com.acquirer.spidl",
"spcert":
"MIIDFjCCAN-

gAWIBAgIJAIKOTatOtquDMAOGGCSqGSIb3DQEBBQUAMGWXCZAJBGNVBAYTAKTAMQ4
wDAYDVQQIDAVTZW91bDESMBAGA1UEBWWJIR3VYybyl1kb25nMRAWDgYDVQQKDAdTh2x
hY21hMRAWDgYDVQQLDAdTb2xhY21hMRUWEWYDVQQDDAXTb2xhLWNpYS53jb20wHhc
NMTUwWNZAYMDg1MTU3WhcNMjAWNjMwMDg1MTU3WjBSMQSwWCQYDVQQGEWJLUjEOMAW
GA1UECAwWFU2VvdWwxEjAQBgNVBAcCMCUd1cm8tZG9uZzEQMA4GALUECgwWHU29SYWN
PYTEQMA4GAL1UECWWHU29SYWNPYTEVMBMGALIUEAWWMU29sYS1jaWEUY29tMIGTMAQG
GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQDYWLrFf20FMEciwSYsyhalLY4kslawWcXAO
hCwJRaFzt5muU-
1pSJ4jeu92inBbsXcI8PfRbaItsgWlTD1Wg4gQH4MX_YtaBoOepE- -
3J0ZZyPyCWS3AaLYWrDmqFXdbza01i8GxB7zz0gwWw55bZ93jyzc15gQzWSqMRpx_d
cad2SP2wIDAQAB04G_MIG8MIGGBgNVHSMEfzB90XCkbjBsSMQswCQYDVQQGEWJILU]
EOMAWGA1UECAWFU2VvdWwxEjAQBgNVBAcCMCUd1cm8tZGOuZzEQMA4GALUECgwHU2
9sYWNpYTEQMA4GALUECWwWHU29sYWNpPYTEVMBMGALIUEAWWMU29sYS1jaWEuY29tgg
kA1iTRNQ3S204MwCQYDVROTBAIWADAOBgNVHQ8BAfB8EBAMCBSAWFgYDVRO1AQH_BA
wwCgYIKwYBBQUHAWMWDQY JKoZIhvcNAQEFBQADGYEAEFMhRWEQ -
LDa907P1NOMCcLORp0o6FW3QuIfuXbRQRQGOXddXMKazI4VjbGaXhey7Bzvk6TZYDa
GR1iZby1J47UPaDQR3UiDzVvXwCOU6S5yUhNIsW_BeMViYj41ssX28iPpNwLUCVm1
QVTHILI6afLCRWXXclc1L5KGY2900wIdQ",

"renewteespaik": "0"
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A.1.3.2. Sample UpdateSDResponse

{
"UpdateSDTBSResponse": {

"ver": "1.0",

"status": "pass",

"rid": "1222DA7D-8993-41A4-AC02-8A2807B31A3A",

"tid": "4F454A7F-002D-4157-884E-BODD1AOG6GABAE",

"content": {
"did": "MTZENTE5QzcOQzKONKUXMzYXNzkONJjYANTC30TY4ANTI=",
"teespaik":
"AQABJ Y9KiwH3hKkMmSAANGCLX0t525U85WNIWKAQz5TOdfe_CM8h-
X6_EHX1g0XoyRXaBiKMgWbOYZLCABTwlytdXy2kWa525imRho8vVqn6HDGsJIDZPDru9
GnZR8pZX5ge_dwXB_uljMvDttc5iAWEJI8ZgcpLGtBTGLZNQoQbjtn11IE",
"teespaiktype": "RSA"

A.1.4. Sample DeleteSD
A.1.4.1. Sample DeleteSDRequest

The TAM builds message - including data to be encrypted.

{
"DeleteSDTBSRequest": {

"ver": "1.0",
"rid": "{712551F5-DFB3-43f0-9A63-663440B91D49}",
"tid": "{4F454A7F-002D-4157-884E-BODD1AO6GABAE}",
"tee": "Primary TEE",
"nextdsi": "false",
"dsihash": "AAECAwQFBgCICQoLDAGODWABAgMEBQYHCAKKCwwNDg8=",
"content": ENCRYPTED {
"tamid": "TAM1.com",
"sdname": "default.acmebank.com",
"deleteta": "1"
}
}
}

The TAM encrypts the "content".
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"DeleteSDTBSRequest": {
"ver": "1.0",
"rid": "{712551F5-DFB3-43f0-9A63-663440B91D49}",
"tid": "{4F454A7F-002D-4157-884E-BODD1AOGABSAE}",
"tee": "Primary TEE",
"nextdsi": "false",
"dsihash": "AAECAwQFBgcICQoLDAGODWABAgMEBQYHCAKKCwwNDg8=",
"content": {
"protected": "eyJlbmMiO0iJBMTI4Q0JDLUhTMjU2In@",
"recipients": [
{
"header": {
"alg": "RSA1_5"
+
"encrypted_key":
QUVTMTI4IChDRUspIGtleSwgzZW5jcnlwdGVKkIHdpdGggVFNNIFJTQSBwdwJIsawMga2
V5LCB1c21luZyBSUBEXXzUgcGFkzGluzw"

}

1
"iv": "rwo5DVmQX9ogelMLBIogIA",

"ciphertext":

C2FtcGx1IGRzaSBkYXRhIGVuUY3J5CcHR1ZCB3aXROIEFFUzZEYOCBrzZXkgZnJvbSByZWNp
cGllbnRzLmVuY3J5CcHR1ZF9rzXk",
"tag": "c2FtcGx1lIGF1dGhlbnRpY2F@aWQuIHRhZw"

}

The TAM signs the "DeleteSDTBSRequest" to form a "DeleteSDRequest"
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{
"DeleteSDRequest": {

"payload":"
ewoJIKR1bGVOZVNEVEJTUMVXdWVzdCI6IHSKCQkidmVyIjogIjEUMCIsCgkJInJdp
ZCIBICJ7NZEYNTUXRjUtREZCMYOOM2YWLTIBNjMtN]jYzNDQWQ]jkxRDQ5fSIsCgkJ
INRpZCI6GICJI7NEYONTRBNOYtMDAYRCOOMTU3LTg4NEUtQjBERDFBMDZBOEFFfSIsS
CgkJINR1ZSI6GICJIQcmltYXJISIFRFRSIsCgkJIm51eHRkc2ki0iAiZmFsc2UilLAod
CSJkc21oYXNoIjogIKkFBRUNBA1FGQmdjSUNRbOXEQTBPRHABQkFNTUVCUV1IIQOFr
SON3dO5EZzg9IiwKCQkiY29udGVudCI6IHSKCQkJINBYb3R1Y3R1ZCI6ICI1leUps
Ym1NaU9pSkINVEKOUTBKREXxVaFRNalUySW4AwIiwKCQkJInJ1lY21lwaWVudHMi0iBb
ewoJCQKJImh1YWR1ciI6IHSKCQkJICQkiYWxnIjogIlJTQTFFNSIKCQkJICXOsCgkJ
CQkizw5jcnlwdGVkX2t1eSI6ICIJRVVZUTVRINEIDAaERSVXNwSUdObGVTd2daVvzVq
Y25sd2RHVmMt JSGRWZEdNZ1ZGTk5JRKkpUUVNCA2RXSNNhVO1nYTJIWNUXDQJFjMmx1
Wn1CU1UwWRXhYelVnY0dGalpHbHVadyIKCQkJfVOsCgkJCSIpdiI6ICIJyVO81RFZt
UVg5b2d1bE1MQk1vZEO1BIiwKCQkJIImMNpcGhlcnR1eHQi0iA1YZzJGAGNHeGXJR1J6
YVNCa1lYUmhJR1ZIWTNKNWNIUmMxaQ0IzYVhSbO1FRkZVekV5TONCclpYa2dabkp2
YINCeVpXTnBjR2xsYm5SekxtVnVZMO0o1lYOhSbFpGOXJawWGsiLAoJCQkidGFnIjog
ImMyRNRjR3hsSUdGMWRHaGxib1lJIwWTJGMGFXOXVJISFJowWnciCgkJfQoJfQp9",
"protected":"eyJhbGci0iJSUzI1NiJ9",
"header": {

"x5c": ["ZXhhbXBsZSBBUO4xIHNpZ251ciBjZXJ0aWzZpY2FoZzQ==",

"ZXhhbXBsZSBBUO4XIENBIGN1cnRpZmljYXR1"]

iy
"signature":"c2FtcGx1IHNpZ25hdHVyZzQ"

A.1.4.2. Sample DeleteSDResponse

The TEE creates a "DeleteSDTBSResponse" to respond to the
"DeleteSDRequest" message from the TAM, including data to be
encrypted.

{

"DeleteSDTBSResponse": {
"ver": "1.0",
"status": "pass",
"rid": "{712551F5-DFB3-43f0-9A63-663440B91D49}",
"tid": "{4F454A7F-002D-4157-884E-BODD1AO6ABAE}",
"content": ENCRYPTED {

"did": "MTZENTE5Qzc@QzkONKUXMzYXNzkONjY4ANTC30TY4ANTI=",

}

}

}

The TEE encrypts the "content" for the TAM.
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{

}

"DeleteSDTBSResponse": {

"ver": "1.0",
"status": "pass",
"rid": "{712551F5-DFB3-43f0-9A63-663440B91D49}",
"tid": "{4F454A7F-002D-4157-884E-BODD1AO6ABAE}",
"content": {
"protected": "eyJlbmMi0iJBMTI4QOJDLUhTMju2InGK",
"recipients": [
{
"header": {
"alg": "RSA1_5"

3
"encrypted_key":

QUVTMTI4IChDRUspIGtleSwgZW5jcnlwdGVkIHdpdGggVFNNIFJITQSBwdWJIsawMg
a2V5LCB1c21uZyBSUREXXzUgcGFkZGluzZw"

}
]I
"iv": "ySGmfZ69Y1CEilNr5_SGbA",
"ciphertext":

C2FtcGx1IGRzaSBKYXRhIGVuUY3J5CcHR1ZCB3aXRoIEFFUzZEYOCBrzZXkgzZnJvbSByZW
NpcGllbnRzLmVuY3J5cHR1ZF9rzXk",
"tag": "c2FtcGx1lIGF1dGhlbnRpY2F@aWOuIHRhZw"

}
3

The TEE signs "DeleteSDTBSResponse" to form a "DeleteSDResponse"
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{
"DeleteSDResponse": {

"payload":"
ewoJIKR1bGVOZVNEVEJTUMVzcGOuc2Ui0iB7CgkJINZ1lciI6ICIXLjALLA0ICSIZ
dGFOAXMi0iAicGFzcyIsCgkJInJpZCIGICI7NZEYNTUXRjUtREZCMYOOM2YWLT1B
NjMENjYzNDQwQ]jkxRDQ5FSISCgkJINRpZCI6GEICI7NEYONTRBNOY tMDAYRCOOMTU3
LTg4NEUtQjBERDFBMDZBOEFFfSIsCgkJImNvbnR1bnQi0iB7CgkJCSIwcm9OZWNO
ZWQ1i0iA1ZX1KbGJItTW1PaUpCTVRINFEWSKRMVWhUTWpVMKk1uUMESiLA0JCQkicmVj
aXBpZW50cyI6IFt7CgkJCQkiaGVhzGVyIjogewoICQkICSIhbGciOiAiUINBMYS1
IgoJCQkJITSWKCQkJICSI1bmNyeXBOZWRfa2vV5IjogIlFVVIRNVEKOSUNORFJIVC3BJ
R3RsZVN3Z1pXNWpjbmx3ZEdWa®lIZHBKR2dnVkZOTk1GS1RRUOJI3ZFAKC2FXTWdh
M1Y1TENCMWMybHVaeUJTVTBFeFh6VWdjROZrwWkdsdVp3IgoJCQ1lOXSwKCQkJIm1l2
IjogInlTR21mWjY5WWXjRW1STNI1IXINHYKEiLA0JCQkiY21waGVydGV4dCI6ICJI]
MkZOYOd4bE1HUNphUGJIrwVhSaE1lHVNVZMO0o1YOhSbFpDQjNhWFJVSUVGR1VERX1P
Q0JyWlhrzZipuSnzZiU@J5W1dOcGNHbGXxib1J6TG1WdVkzSjVjSFIsWkY5clpYayIs
CgkJCSJOYWCci01iAiYzJIGAGNHeGXJROYXZEdobGJuUnBZMkYwYVc5dUlIUmhadyIK
CQlocCglocne",
"protected":"eyJhbGci0iJSUzI1NiJ9",
"signature":"c2FtcGx1IHNpZ25hdHVyZQ"
}
}

The TEE returns "DeleteSDResponse" back to the OTrP Agent, which
returns the message back to the TAM.

A.2. Sample TA Management Messages
A.2.1. Sample InstallTA

A.2.1.1. Sample InstallTARequest
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{
"InstallTATBSRequest": {

"ver": "1.0",

"rid": "24BEB059-0AED-42A6-A381-817DFB7A1207",

"tid": "4F454A7F-002D-4157-884E-BODD1AO6GABSAE",

"tee": "Primary TEE ABC",

"nextdsi": "true",

"dsihash":

IsOvwpzDk80nw4bCrsKTJIsONwrbDrcKJYjVTw4vCu80Aw4 JEw6zCgsK8w4JCacKxXW8KT

w507",

"content": {
"tamid": "id1.TAMxyz.com",
"spid": "com.acmebank.spid1l",
"sdname": "com.acmebank.sdnamel",
"taid": "com.acmebank.taid.banking"

}I

"encrypted_ta": {
"key":
"mLBjodcE4j36y64nC/NEs694P3XrLA00K]jisXIGFsOH710EMTS5FtaNDYEMCgORNE
ft1JGHO7NOlgcNcjoXBmeuY9VI8xzrsZM9gzHEVBKtVONSxQaw5IAFKkNcyPZwDdZ
MLwhvrzPJ9Fg+bZtrCoJz18PUz+5aN1/dj8+NM85LCXXcBl1ZF74btJeriMw6ffzT
/grPiEQTeJ1InEm9F3tyRsvcTINSNPJI3AEXV7sIXMrhRKAeZsqKzGX4eiZ3rEY+FQ
6NXULC8CAj5XTKpQ/EkZ/1GgS0zcXR7KUJV3WFEMtBtPD/+ze®8NILLMXM801QF]
//Lg0gGtg8vPC8reo0fmhQ==",
"iv": "4F5472504973426F726E496E32303135",
"alg": "AESCBC",
"ciphertadata":
" OXx/5KGCXWfg1Vrjm7zPVZqtYZ2EovBow+7Emf0J1tbk. ... .. =",
"cipherpdata": "Ox/5KGCXWfglVrjm7zPVZqtYZ2EovBow+7EmfOJ1tbk=""

A.2.1.2. Sample InstallTAResponse

A sample to-be-signed response of InstallTA looks as follows.

{
"InstallTATBSResponse": {

"ver": "1.0",
"status": "pass",
"rid": "24BEB059-0AED-42A6-A381-817DFB7A1207",
"tid": "4F454A7F-002D-4157-884E-BODD1AO6ABAE",
"content": {
"did": "MTZENTE5Qzc@QzkONKUXMzYXNzkONjY4ANTC30TY4ANTI=",
"dsi": {
"tfwdata": {
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"tbs": "ezRGNDUOQTAGLTAwWMkQtNDE1Ny®40DRFLUIWREQXQTA2QThBRXO="
"cert": "ZXhhbXBsZSBGVyBjzZXJ0aWZpY2F0zQ==",

"sigalg": "UIMyNTY=",

"sig": "C2FtcGxX1lIEZXIHNpZ25hdHVyzQ=="

}l
"tee": {
"name": "Primary TEE",
"ver": "1.0",
"cert": "c2FtcGx1IFRFRSBjZXJ0awWZpY2F0zQ==",
"cacert": [
"Cc2FtcGX1IENBIGN1cnRpzZmljYXR1IDE=",
"Cc2FtcGxX1IENBIGN1cnRpZmljYXR1IDI="
]I
"sdlist": {
"ent": "1",
"sd": [
{
"name": "com.acmebank.sdnamel",
"spid": "com.acmebank.spid1",
"talist": [
{
"taid": "com.acmebank.taid.banking",
"taname": "Acme secure banking app"
}I
{
"taid": "acom.acmebank.taid.loyalty.rewards",
"taname": "Acme loyalty rewards app"
}
1
}
]
+
"teeaiklist": [
{
"spaik":
"C2FtcGX1IEFTTJEQZW5jb2R1ZCBQSONTMSBwdWIsaWNrZXk=""
"spaiktype": "RSA"
"spid": "acmebank.com"
}
]
}
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A.2.2. Sample UpdateTA

A.2.2.1. Sample UpdateTARequest

{
"UpdateTATBSRequest": {
"ver": "1.0",
"rid": "req-2",
"tid": "tran-01",
"tee": "SecuriTEE",
"nextdsi": " false",
"dsihash": "gwjul_9MZks3pqUSN1-eLlaViwGXNAXkOAIKW79dn4U",
"content": {
"tamid": "TAM1.acme.com",
"spid": "bank.com",
"sdname": "sd.bank.com",
"taid": "sd.bank.com.ta"
}I
"encrypted_ta": {
"key":
XzmAn_RDVk3IozMwNWhiB6fmZ1Is1YUvMK1QAV_UD0Z1fvGGSRGO9bTOA440aYMgLtL
GilKypoJjCgijdaHgamaJgRSc4Je2otpnEEagsahvDNoarMCC5nGQAkRxW7Vo2NKgL
A892HGeHkJVshYm1cU1FQ-BhiJ4NAykFwlqC_oc",
"iv": "AxY8DCtDaGlshGljb3RozQ",
"alg": "AESCBC",
"ciphernewtadata":
"KHqOxGn7ib1F_14PG4_UX9DBjOcWkiAZhVE-U-
67NsKryHGokeWr2spRWfdUu2KwaaNncHOYGWEtbCH7XyNbOFh28nzwUmstep4nHWbAL
XZYTNKENCABPpuw_G3I3HADO"

b
}

{
"UpdateTARequest": {

"payload"

eyJVcGRhdGVUQVRCU1J1cXV1c3QiOnsidmVyIjoiMS4wIiwicmlkIjoicmVXLTIiLCJO
awQiOiJOcmFULTAXxIiwidGV1IjoiU2VjdXJIpVEVFIiwibmV4dGRzaSI6ImZhbHNIIiwi
ZHNpaGFzaCI6Imd3anVsXz1NwWmtzM3BXxVVNOMS11TDFhVm13R1h0QXhrMEFJS1c30WRU
NFUiLCJjb250ZW50Ijp7InByb3R1Y3R1ZCI6IMV5SMxibU1pT21KQk1USTRRMEPETFVO
VE1qVTJJIbjAiLCJyZWNpcGllbnRzIjpbeyJoZWFkZXIiOnsiYWxnIjoiUINBMV81InOs
ImVuY3J5CcHR1ZF9rZXki0iJYem1Bb19SRFZrMOlvek13T1ldoaUI2ZmlabEl1zMV1Vdki1L
bFFBd19VRG9aMwWZ2ROdzUkdvOWJUMEEONDBhWUINTHRHawWxLeXBvSmpDZ21qZGFIZ2Ft
YUpnUINjNEp1MmOOcG5FRWFNc2FodkROb2Fy TUNDNWSHUWRrUNhXN1ZvMk5LZOXBODKyY
SEd1SGtKVNNoWWOXY1VsSRIEtQmhpSjROQX1rRndscUNTfb2MifVOsIm1l2IjoiQXhZOERD
dERhR2xzYkdsamIzUm9aUSISImNpcGhlcnR1eHQiO1JIYTcwVXRZVEtWQmtXRFJuMiOw
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SF9IdkZtazl15SGtoVV91bk10LWc1T3BqLWFINGFUb21xWk1MYzVZYTAENNZZSjF6eW04
QW1JOEJIVXFqc215Z0t0cC1HJURJIUjFzRXcOa2NhMVQ5ZENUUORYdHhSUFhESVdrZmt3
azZ1RINQWiIsINRhZyI6ImOUNO1UTE41eWtBTFBOTDROaUh6T1pPTGVFeU9XZONWaAEM5
MXpkcldMUOUifSwizZW5jcnlwdGVKkX3RhIjp7Imt1eSI6I1h6bUFUX1JEVMSZzSWO6TXdO
V2hpQ3jZmbVpsSXMxWVV2TUt sUUF2X1VEb10XxZnZHR3NSR285Y1QwQTQOMGFZTWAMdEdp
bEt5cG9KakNnaWpkYUhnYW1hSmdSU2MOSmUYyb3RwbkVFYWdzYWh2RES5VYXJINQOM1bkdR
ZGtSeFc3Vm8yTKtnNnTEE40TJIR2VIa0OpWc2hZbTFjVWXGUS1CaGlKNESBeWtGd2xxQ19v
YyIsIml2IjoiQXhZOERDdAERhR2xzYkdsamIzUm9aUSIsImFsZyI6IKFFUONCQyIsImNp
cGhlcm51d3RhZGFOYSI6IktIcU94R243aWIXR1I8XNFBHNFOVWD1EQmpPY1ldraUFaaFZF
LVUtNjdOcOtyeUhHb2t1V3Iyc3BSV2ZkVTILV2FhTm5jSG9ZR3dFAGJIDSDAYeU5iT0Z0
MjhuendVbXNOZXAObKkhXYkFsWFpZVE5rRU5jQUJIQCHV3X0czSTNIQURVIN19fQ",

"protected": " eyJhbGci0iJSUzI1NiJ9",

"header": {
"kid":"e9bc097a-ce51-4036-9562-d2ade882dbod",
"signer":"

MIIC3zCCAKigAwIBAgIJAJT2fFKE1BYOMAGGCSqGSIb3DQEBBQUAMFOXCzAJBgNVBA
YTALVTMRMwEQYDVQQIDApDYWxpZm9ybm1hMRMwWEQYDVQQHDApPDYWXpZmOybmlhMSEw
HwYDVQQKDBhJbnR1lcm51ldCBXaWRnaXRzIFBOeSBMdGQwWHhcNMTUWNzAYMDKwMTE4Wh
CNMJjAwNjMWMDKWMTE4W]jBaMQswCQYDVQQGEwJVUzZETMBEGALIUECAWKQ2FsaWZvcm5p
YTETMBEGA1UEBWwWKQ2FsawWZvcm5pYTEhMB8GALUECgwWYSW50ZXJuZXQgV21kz210cy
BQdHkgTHRKMIGTMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG-
meHINI3f_chlMBdL817daOEztSs_a6GLgmvSu-
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCnlj8xFKPQ7qGixdwGUAGb_ZI3
c4cZ8eu73VMNrrn_z3WTZ1EX1pTIXVj -
ivhfJ4a6T20EtMM5qwIDAQAB04GSMIGPMHQGALIUdIWRtMGUhXqRCMFOoXxCzAJBgNVBA
YTALVTMRMwWEQYDVQQIDApPDYWxpZm9ybmlhMRMWEQYDVQQHDAPDYWXpZm9ybm1hMSEwW
HwYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFBOeSBMAGSCCQCX9nxZBNQWDjAJBGNVHR
MEAjAAMA4GA1UdDWEB_wQEAwWIGWDAWBgNVHSUBATS8EDDAKBggrBgEFBQCDAZANBgK(Q
hkiGO9wOBAQUFAAOBgQAGkz9QpoxghZUwT4ivem4cIckfxzTBBiPHCjrrjB2X8Ktn8G
SZIMdyIZV8fwdEmMD9OIVtMHgtzK-
9w06A1ibj_rVIpxGb7trP82uzc2X8vwYnQbuqQyzofQvcwZHLYplvi95pzZ5fVrIvnYA
UBFyfrdT5GjgLingH3a_Y3QPscuCjg"

}I

"signature":"inB1K6G3EAhF-

FbID83UI25R5A08MI4qfrbrmfOUQhjM307_g316XXN_JkHrGQazr -

myOkGPVM8BzbUZW5GqxNZwFXwMeaoCjDKc4Apv4WZkD1gKIxkglk5jauCfiz1mw_XtX

6MHhrLh9ov03S9PtuT1VAQOFVUB3gFIVjSnNU"

A.2.2.2. Sample UpdateTAResponse
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{
"UpdateTATBSResponse": {

I|verll: ”1.0",
"status": "pass",
llridﬂ. llreq_zll
. 4
"tid": "tran-01",
"content": {

"did": "zAHkb®-SQh9U_0T8mR5dB-tygcqpUJ9_x07pIiw8wWoM"

July 2018
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{
"UpdateTAResponse": {

"payload":"
eyJVcGRhdGVUQVRCU1J1c3BvbnN1Ijp7InZlciI6IJEUMCISINNOYXR1cyI6InBhc3Mi
LCJyaWQiOiJyZXEtMiISINRpZCIBINRYYW4tMDEiLCJIjb250ZW50Ijp7InByb3R1Y3R1
ZCI6IMV5SmxibU1lpT21KQk1USTRRMEpPETFVOVE1qVTJIJIbjAiLCIyZWNpcGllbnRzIjpb
eyJOZWFkZXIiOnsiYWxnIjoiUINBMV81InOsImVuY3J5cHR1ZF9rzXki0iJFaGUxLUJB
UUdJLTNEMFNHAXFGYQ@1MZDJtdogxQmluRndYQWX1IM1FXUFVXZ1RRVM55SUowWNFC2MnBK
YWVSREFkeTUOROFSVjBrvVzQORGwOMkdUU1lhgbE1EZ3BYdXdFLW1oc1JVVOtNN1dCZ2N3
VXVGQTRUR3gwWUG@I1INTZCd192dnBNaFdfMXh2c2FHdFBaQmwxTnZjbXNibzBhY3FobX1lu
bzBDTmMF5SVAtX1UifVOsIml2IjoiQXhZOERDAERhR2xzYkdsamIzUm9aUSIsImNpcGhl
CchR1eHQi0iJwc202dGtyaGIXMO1ImVEIMeE9GMUSHAFUtcTFmeVBidVOKWK9jbklycWIw
eTNPOHN60TItaWpWR1ZyRW5WbG1sY1FYeWFNZTNyX1JGdEkwV3B4UmMRodyISInNRhZyI6
IkOzb2dNNK11MVJIYMUMYbEZvaG5rTkN5b25qNjd2TDNqd2RrzXhFdUlpaTgifXx19",
"protected":"eyJhbGci0iJSUzI1NiJ9",
"header": {
"kid":"e9bc@97a-ce51-4036-9562-d2ade882dbod",
"signer":"
MIIC3zCCAKigAwIBAgIJAJT2fFKE1BYOMAGGCSqGSIb3DQEBBQUAMFOXCzAJBgNVBA
YTALVTMRMWEQYDVQQIDApPDYWxpZm9ybm1hMRMWEQYDVQQHDAPDYWxpZm9ybmlhMSEw
HwYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGQwWHhcNMTUwWNzAYyMDKkwMTE4Wh
cNM3jAwN jMWMDkwMTE4Wj BaMQswCQYDVQQGEwJVUzETMBEGALUECAWKQ2F saWZvcm5p
YTETMBEGA1UEBWwWKQ2FsawZvcm5pYTEhMB8GALUECgwWYSW50ZXJuZXQgVv21kz210cy
BQdHkgTHRKMIGTMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG-
meHINI3f_chlMBdL817daOEztSs_a6GLgmvSu-
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCn1j8XxFKPQ7qGixdwGUAGb_ZI3
c4cZ8eu73VMNrrn_z3WTZ1EX1pTIXV] -
ivhfJ4a6T20EtMM5qwIDAQAB04GSMIGPMHQGALIUdIWRtMGUhXQRCMFOXCzAJBgNVBA
YTALVTMRMWEQYDVQQIDApPDYWxpZm9ybm1lhMRMWEQYDVQQHDAPDYWxpZm9OybmlhMSEwW
HwYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGSCCQCX9nxZBNQWDjAJIBgNVHR
MEAjAAMA4GA1UdDWEB_wQEAWIGWDAWBgNVHSUBATS8EDDAKBggrBgEFBQCDAZANBgK(
hkiG9wOBAQUFAAOBgQAGkz9QpoxghzZUwWT4ivem4cIckfxzTBBiPHC]jrrjB2X8Ktn8G
SZAIMdyIZV8TfwdEmMD9OIVtMHgtzK-
9w06A1bj_rVIpxGb7trP82uzc2X8vwYnQbuqQyzofQvcwZHLYplvi95pz5fVrJivnYA
UBFyfrdT5GjgLingH3a_Y3QPscuCjg"
}I
"signature":"
Twajmt_BBLIMcNrDsjqr8lI7071EQxXZNh1UOtFkOMMqf37wOPKtp_99L0S82CVmdpCo
PLaws8zzh-SNIQ42-
9GY08_9BaEGCiCwyl8YgWPIfWNTNv2gR2f12DK4uknkYulEMBWAYTP81n_pGpb4Gm-
nMk14grvVzygwAPej3zzk"
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A.2.3. Sample DeleteTA

A.2.3.1. Sample DeleteTARequest

{
"DeleteTATBSRequest": {
"ver": "1.0",
"rid": "req-2",
"tid": "tran-01",
"tee": "SecuriTEE",
"nextdsi": "false",

"dsihash": "gwjul_9MZks3pqUSN1-eLlaViwGXNAXkOAIKW79dn4U",
"content": {

"tamid": "TAM1.acme.com",
"sdname": "sd.bank.com",
"taid": "sd.bank.com.ta"
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{
"DeleteTARequest": {

"payload":(
YjNSb1pRIiwiY21lwaGVydGV4dCI6IkhhNzBVAF1US1ZCaldEUM4yLTBIX1BGa19yQnpQ
dGJHdzhSNkt1MXotdk1NeFBSYONxalpuZmwyTjRjUTZPSTZCSHZJUUFOoM2Jic0lOdHIR
bXhDTE5Nbm8we jBrYmOTdkIyVX1IXWEXpeGVZIiwidGFnIjoidEtUbFRLA1R2LTRtVV1G
Y1dYWnZMMV1hQnRGN1oxVINXOTMzVmI2UEpmcyJOfXo",
"protected" : "eyJhbGci0iJSUzI1NiJ9",
"header": {
"kid":"e9bc097a-ce51-4036-9562-d2ade882db0od",
"signer":"
MIIC3zCCAKigAwIBAgIJAJT2fFKE1BYOMAG®GCSqGSIb3DQEBBQUAMFOXCzAJBgNVBA
YTALVTMRMwWEQYDVQQIDApPDYWxpZm9ybmlhMRMWEQYDVQQHDAPDYWXpZmOybm1hMSEwW
HwYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGQwWHhcNMTUwWNzAYMDkwMTE4Wh
CNMJjAwNjMwWMDKwMTE4W]jBaMQswCQYDVQQGEwJVUzZETMBEGALIUECAWKQ2FsaWZvcm5p
YTETMBEGA1UEBWwWKQ2FsawZvcm5pYTEhMB8GALUECgwWYSW50ZXJuZXQgVv21kz210cy
BQdHkgTHRKMIGFMABGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG-
meHINI3f_chlMBdL817da0OEztSs_a6GLgmvSu-
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCNn1j8xFKPq7qGixdwGUAGb_ZI3
c4cZ8eu73VMNrrn_z3WTZ1EX1pTIXV] -
ivhfJ4a6T20EtMM5qwIDAQAB04GSMIGPMHQGALIUdIWRtMGUhXgRCMFOXCzAJBgNVBA
YTALVTMRMwEQYDVQQIDApDYWxpZm9ybmlhMRMwWEQYDVQQHDApPDYWXpZm9ybml1hMSEw
HwYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGSCCQCX9nxZBNQWDjAJIBgNVHR
MEAjAAMA4GA1UdDWEB_wQEAWIGWDAWBgNVHSUBATSEDDAKBggrBgEFBQCDAZANBgKQ
hkiGO9wOBAQUFAAOBgQAGKz9QpoxghZUWT4ivem4cIckfxzTBBiPHC]jrrjB2X8Ktn8G
SZiMdyIZV8fwdEmD9OIVtMHgtzK-
9w06A1bj_rVIpxGb7trP82uzc2X8vwYnQbuqQyzofQvcwZHLYplvi95pz5fVrIivnYA
UBFyfrdT5GjgL1ngH3a_Y3QPscuCjg"
3

"signature"
BZS0_Ab6pgvGNXe51qT4Sc3jakywWQeiK9K1VSnimwwWnjCCyMtyB9bwvlbILZba3IJiFe
_3F9bIQpSytGSOf2TQrPTKC7pSjwDw-3kH7HKHCPPJd -
PpMMfQVRX7AIV8VvBqO9MijIC62iNOV2se5z2v8VFjGSORGgq225w7FvrnWE"
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A.2.3.2. Sample DeleteTAResponse

{
"DeleteTATBSResponse": {

"ver": "1.0",

"status": "pass",
"rid": "reqg-2",
"tid": "tran-01",
"content": {

"did": "zAHkb®-SQh9U_0T8mR5dB-tygcqpUJ9_x07pIiw8wWoM"

July 2018
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{
"DeleteTAResponse": {

"payload":"

ewOKCSJEZWx1dGVUQVRCU1J1c3BvbnN1IjogewOKCQkidmVyIjogIjEUMCISDQoJCSJz

dGFOdXMi0iAicGFzcyIsDQoJCSJyaWQiOiAicmVXLTIiLAOKCQkidGlkIjogInRyYw4t

MDEiLAGKCQkiY29udGVUdCI6IHSNCgkJCSIwcm9OZWNOZWQiONsiZW5jIjoiQTEYOENC

Qy1IUzIINiJ9LAGKCQkJIINJ1lY21lwawWVudHMi01lsNCgkJCQ1l7DQoJCQkJICSIOZWFKZXI1

OnsiYWxnIjoiUINBMV81In@sDQoJCQkJICSJI1bmNyeXBOZWRfa2v5IjoiTXdtUlZHawu2

eHpfQmxTaF1mTFRKRHhKT30yNWhvYy1HZ2NEM2050WFYM2E4X21YY182ZE44bFRTh1dD

X19wZEFhaEMyWk5SakdIcTBCZ2JIDYTRKalk@eXRkMVBVWDB6M1psbX11YnNRXM291eEpY

€19PMzg1WGM4S3hySndjbElyZGx2WUY20VZmeERLQkVZzUHJCdz1VenVIalVmSU4xW1FU

bwzeQmvaS1InIgoKCQkJICXONCgkJICVOsDQoJCQkiaXYi0iJBeFk4RENORGFHbHNiR2xXq

YjNSb1pRIiwNCgkJICSJjaXBozXJ0ZXhOIjoiamhQT1V5ZkFTel9rVVIOGbEM2LUtCMEQL

WDBHNE5MbHCOLWtObERyajZTWlUteUp6eUFUbC10YOZBWWMWLXIMVEF4CFO3N1d1WEROG

Y3N3SzJSSzRjcWciLAOKCQkJINRhZyI6I1BBeGo5N250T29qVTNIREhXS114MGZMNWpt

bOxkT1JKTHRTAMIZUTdrYXciDQoJCXONCgl9DQp9",

"protected": "eyJhbGci0iJSUzI1NiJ9",

"header": {
"kid":"e9bc097a-ce51-4036-9562-d2ade882dbod",
"signer":"
MIIC3zCCAKigAwIBAgIJAJf2fFKE1BYOMAGGCSqGSIb3DQEBBQUAMFOXCZzAJ
BgNVBAYTA1VTMRMWEQYDVQQIDApDYWxpZm9ybm1lhMRMWEQYDVQQHDAPDYWXp
Zm9ybm1hMSEwHwWYDVQQKDBhJbnR1cm51ldCBXaWRnaXRzIFBOeSBMdGQwHhCN
MTUWNzAYMDKkwMTE4WhcNMjAwWNjMwMDKkwMTE4WjBaMQswCQYDVQQGEwWJVUZET
MBEGAL1UECAwWKQ2FsaWzZvcm5pYTETMBEGALIUEBWWKQ2FsaWZvcm5pYTEhMB8G
A1UECgwYSW50ZXJuzXQgV21kz210cyBQdHkgTHRKMIGTMAGGCSqGSIb3DQEB
AQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG-
meHINI3f_chlMBdL817da0OEztSs_a6GLgmvSu-
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCNnlj8xFKPq7qGixdwGUA
6b_Z13c4cZ8eu73VMNrrn_z3WTZ1EX1pTOXV] -
ivhfJ4a6T20EtMM5qwIDAQAB04GSMIGPMHQGALIUdIWRtMGUhXgRCMFOXCzAJ
BgNVBAYTA1VTMRMWEQYDVQQIDApPDYWxpZm9ybm1hMRMwWEQYDVQQHDAPDYWXp
Zm9ybm1hMSEwHWYDVQQKDBhJbnR1cm51dCBXaWRnaXRzIFBOeSBMdGSCCQCX
9nxZBNQWDjAJBgNVHRMEAjAAMA4GA1UdDWEB_WQEAWIGWDAWBgNVHSUBATSE
DDAKBggrBgEFBQCDAZANBgkghkiGO9wOBAQUFAAOBgQAGkz9QpoxghZUWT41iv
em4cIckfxzTBBiPHCjrrjB2X8Ktn8GSZ1MdyIZV8fwdEmMDOOIVtMHgtzK-
9w06A1bj_rVIpxGb7trP82uzc2X8vwYnQbuqQyzofQvcwZHLYplvi95pz5fV
rJvnYAUBFyfrdT5GjqL1ngH3a_Y3QPscuCjg"

3

"signature":"

DfoBOetNelKsnAe _m4Z9K5UbihgWNYZsp5jVybiI05s0agDzv6R4do9npaAlAvpNK8HI

CxD6D22J8GDUEX1IhSR1abDuDCQm6QzmjdkFdxAz5TRY16zpPCZqgSTON_g1TZXgXEV6V

Ob5fies4g6MHVCH-I1_-KbHQ5YpwGXEEFdg"
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The most popular TEE devices today are Android powered devices. In
an Android device, an OTrP Agent can be a bound service with a

service registration ID that a Client Application can use.

This

option allows a Client Application not to depend on any OTrP Agent

SDK or provider.

An OTrP Agent 1is responsible to detect and work with more than one

TEE if a device has more than one.

In this version,

there is only

one active TEE such that an OTrP Agent only needs to handle the

active TEE.
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