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Status of this Memo

   This document is an Internet-Draft and is in full conformance with
   all provisions of Section 10 of RFC2026.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF), its areas, and its working groups.  Note that
   other groups may also distribute working documents as Internet-
   Drafts.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet- Drafts as reference
   material or to cite them other than as "work in progress."

   The list of current Internet-Drafts can be accessed at
http://www.ietf.org/ietf/1id-abstracts.txt

   The list of Internet-Draft Shadow Directories can be accessed at
http://www.ietf.org/shadow.html.

Abstract

   This document proposes the addition of new cipher suites to the TLS
   protocol version 1.0 to support the MISTY1 encryption algorithm as a
   bulk cipher algorithm.  Major change from the previous version is the
   addition of intellectual property section.

1. Introduction

   This document proposes the addition of new cipher suites to the TLS
   protocol version 1.0[2] to support MISTY1 encryption algorithm[1] as
   a bulk cipher algorithm.  MISTY1 is a block cipher with a 128-bit key
   and a 64-bit block.  It is designed on the basis of the theory of
   provable security against differential and linear cryptanalysis, and
   moreover it realizes high-speed encryption on hardware platforms as
   well as on software environments.
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   This document defines the additional cipher specification to the TLS
   protocol version 1.0.

2. The Cipher Suites

   The following values define the CipherSuite codes for the cipher
   suites that use the MISTY1 CBC mode as a bulk cipher algorithm.

    CipherSuite TLS_RSA_WITH_MISTY1_CBC_SHA            = { 0x00,0x3B };
    CipherSuite TLS_DH_DSS_WITH_MISTY1_CBC_SHA         = { 0x00,0x3C };
    CipherSuite TLS_DH_RSA_WITH_MISTY1_CBC_SHA         = { 0x00,0x3D };
    CipherSuite TLS_DHE_DSS_WITH_MISTY1_CBC_SHA        = { 0x00,0x3E };
    CipherSuite TLS_DHE_RSA_WITH_MISTY1_CBC_SHA        = { 0x00,0x3F };
    CipherSuite TLS_DH_anon_WITH_MISTY1_CBC_SHA        = { 0x00,0x40 };

   Note: Above CipherSuite numbers are tentative, they should be
   assigned by the authority.

3. CipherSuite Definitions

CipherSuite                      Is       Key          Cipher      Hash
                             Exportable Exchange

TLS_RSA_WITH_MISTY1_CBC_SHA             RSA            MISTY1_CBC  SHA
TLS_DH_DSS_WITH_MISTY1_CBC_SHA          DH_DSS         MISTY1_CBC  SHA
TLS_DH_RSA_WITH_MISTY1_CBC_SHA          DH_RSA         MISTY1_CBC  SHA
TLS_DHE_DSS_WITH_MISTY1_CBC_SHA         DHE_DSS        MISTY1_CBC  SHA
TLS_DHE_RSA_WITH_MISTY1_CBC_SHA         DHE_RSA        MISTY1_CBC  SHA
TLS_DH_anon_WITH_MISTY1_CBC_SHA         DH_anon        MISTY1_CBC  SHA

                         Key      Expanded   Effective   IV    Block
    Cipher       Type  Material Key Material  Key Bits  Size   Size

    MISTY1_CBC   Block   16         16         128        8      8

   Note: Key Exchange Algorithms and Hash Functions are defined in TLS.

4. Security Considerations

   MISTY1 cipher suites are subject to the same security consideration
   as TLS.  In addition, MISTY1 is designed in consideratin of the
   theory of provable security against differential and liner
   cryptanalysis.

5. Intellectual Property

   MISTY1[1] algorithm is applied for a patent.  However, the patent
   holder (Mitsubishi Electric Corporation) is prepared to grant, on the
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   basis of reciprocity and non-discriminatory, a royalty-free license
   in accordance with Section 10 of RFC 2026.  For more information,
   please contact to "misty@isl.melco.co.jp".  A detail license policy
   will be submitted soon.
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