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Introduction

Many cryptographic protocols require a procedure that encodes an
arbitrary input, e.g., a password, to a point on an elliptic curve.
This procedure is known as hashing to an elliptic curve. Prominent
examples of cryptosystems that hash to elliptic curves include
Simple Password Exponential Key Exchange [J96], Password
Authenticated Key Exchange [BMP0O], Identity-Based Encryption [BFO1]
and Boneh-Lynn-Shacham signatures [BLSO1].

Unfortunately for implementors, the precise hash function that is
suitable for a given scheme is not necessarily included in the
description of the protocol. Compounding this problem is the need to
pick a suitable curve for the specific protocol.

This document aims to bridge this gap by providing a thorough set of
recommended algorithms for a range of curve types. Each algorithm
conforms to a common interface: it takes as input an arbitrary-
length byte string and produces as output a point on an elliptic
curve. We provide implementation details for each algorithm,
describe the security rationale behind each recommendation, and give
guidance for elliptic curves that are not explicitly covered.

This document does not cover rejection sampling methods, sometimes
known as "try-and-increment" or "hunt-and-peck," because the goal is
to describe algorithms that can plausibly be made constant time. Use
of these rejection methods is NOT RECOMMENDED, because they have
been a perennial cause of side-channel vulnerabilities.

How to use this document

This document is intended for use by both implementors and protocol
designers.

For implementors, the necessary and sufficient level of
specification is a hash-to-curve suite, which fixes all of the
parameters listed in Section 8, plus a domain separation tag
(Section 3.1). Starting from working operations on the target



elliptic curve and its base field, a hash-to-curve suite requires
implementing the specified encoding function (Section 3), its
constituent subroutines (Section 5, Section 6, Section 7), and a few
utility functions (Section 4).

Correspondingly, designers specifying a protocol that requires
hashing to an elliptic curve should either choose an existing hash-
to-curve suite or specify a new one (see Section 8.8). In addition,
designers should choose a domain separation tag following the
guidelines in Section 3.1.

1.2. Requirements

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

2. Background
2.1. Elliptic curves

The following is a brief definition of elliptic curves, with an
emphasis on important parameters and their relation to hashing to
curves. For further reference on elliptic curves, consult
[CFADLNVO5] or [wWe8].

Let F be the finite field GF(q) of prime characteristic p > 3. (This
document does not consider elliptic curves over fields of
characteristic 2 or 3.) In most cases F is a prime field, so q = p.
Otherwise, F is an extension field, so q = p™m for an integer m > 1.
This document writes elements of extension fields in a primitive
element or polynomial basis, i.e., as a vector of m elements of
GF(p) written in ascending order by degree. The entries of this
vector are indexed in ascending order starting from 1, i.e., x =
(x_1, x_ 2, ..., Xx_m). For example, if q = pA2 and the primitive
element basis is (1, I), then x = (a, b) corresponds to the element
a+b * I, where x_1 =a and x_2 = b.

An elliptic curve E is specified by an equation in two variables and
a finite field F. An elliptic curve equation takes one of several
standard forms, including (but not limited to) Weierstrass,
Montgomery, and Edwards.

The curve E induces an algebraic group whose elements are those
points with coordinates (x, y) satisfying the curve equation, and
where x and y are elements of F. This group has order n, meaning
that there are n distinct points. This document uses additive
notation for the elliptic curve group operation.



For security reasons, groups of prime order MUST be used. Elliptic
curves induce subgroups of prime order. Let G be a subgroup of the
curve of prime order r, where n = h * r. In this equation, h is an
integer called the cofactor. An algorithm that takes as input an
arbitrary point on the curve E and produces as output a point in the
subgroup G of E is said to "clear the cofactor." Such algorithms are
discussed in Section 7.

Certain hash-to-curve algorithms restrict the form of the curve
equation, the characteristic of the field, and/or the parameters of
the curve. For each algorithm presented, this document lists the
relevant restrictions.

Summary of quantities:

Symbol Meaning Relevance
Finite field F of

F ime fields, q = p;
F,q,p characteristic p and #F = q = or prime tierds, q = p;

otherwise, q = pAm and m>1.

pAm.
E is specified by an
E Elliptic curve. . .p L ¥
equation and a field F.
N Number of points on the n=nh*r, for hand r
elliptic curve E. defined below.
G A subgroup of the elliptic Destination group to which
curve. byte strings are encoded.
r Order of G. This number MUST be prime.
An integer satisfying n = h
h Cofactor, h >= 1. . 9 yand

Table 1
2.2. Terminology

In this section, we define important terms used in the rest of this
document.

2.2.1. Mappings

A mapping is a deterministic function from an element of the field F
to a point on an elliptic curve E defined over F.

In general, the set of all points that a mapping can produce over
all possible inputs may be only a subset of the points on an
elliptic curve (i.e., the mapping may not be surjective). In
addition, a mapping may output the same point for two or more
distinct inputs (i.e., the mapping may not be injective). For
example, consider a mapping from F to an elliptic curve having n
points: if the number of elements of F is not equal to n, then this
mapping cannot be bijective (i.e., both injective and surjective)
since it is defined to be deterministic.



Mappings may also be invertible, meaning that there is an efficient
algorithm that, for any point P output by the mapping, outputs an X
in F such that applying the mapping to x outputs P. Some of the
mappings given in Section 6 are invertible, but this document does
not discuss inversion algorithms.

.2.2. Encodings

Encodings are closely related to mappings. Like a mapping, an
encoding is a function that outputs a point on an elliptic curve. In
contrast to a mapping, however, the input to an encoding is an
arbitrary string. Encodings can be deterministic or probabilistic.
Deterministic encodings are preferred for security, because
probabilistic ones are more likely to leak information through side
channels.

This document constructs deterministic encodings by composing a hash
function H with a deterministic mapping. In particular, H takes as
input an arbitrary string and outputs an element of F. The
deterministic mapping takes that element as input and outputs a
point on an elliptic curve E defined over F. Since the hash function
H takes arbitrary strings as inputs, it cannot be injective: the set
of inputs is larger than the set of outputs, so there must be
distinct inputs that give the same output (i.e., there must be
collisions). Thus, any encoding built from H is also not injective.

Like mappings, encodings may be invertible, meaning that there is an
efficient algorithm that, for any point P output by the encoding,
outputs a string s such that applying the encoding to s outputs P.
The hash function used by all encodings specified in this document
(Section 5) is not invertible; thus, the encodings are also not
invertible.

.2.3. Random oracle encodings

Two different types of encodings are possible: nonuniform encodings,
whose output distribution is not uniformly random, and random oracle
encodings, whose output distribution is indistinguishable from
uniformly random. Some protocols require a random oracle for
security, while others can be securely instantiated with a
nonuniform encoding. When the required encoding is not clear,
applications SHOULD use a random oracle.

Care is required when constructing a random oracle from a mapping
function. A simple but insecure approach is to use the output of a
cryptographically secure hash function H as the input to the
mapping. Because in general the mapping is not surjective, the
output of this construction is distinguishable from uniformly
random, i.e., it does not behave like a random oracle.



Brier et al. [BCIMRT10] describe two generic methods for
constructing random oracle encodings. Farashahi et al. [FFSTV13] and
Tibouchi and Kim [TK17] refine the analysis of one of these
constructions. That construction is described in Section 3.

(In more detail: both constructions are indifferentiable from a
random oracle [MRHO4] when instantiated with appropriate hash
functions modeled as random oracles. See Section 10 for further
discussion.)

2.2.4. Serialization

A procedure related to encoding is the conversion of an elliptic
curve point to a bit string. This is called serialization, and is
typically used for compactly storing or transmitting points. The
reverse operation, deserialization, converts a bit string to an
elliptic curve point. For example, [SEC1] and [pl363a] give standard
methods for serialization and deserialization.

Deserialization is different from encoding in that only certain
strings (namely, those output by the serialization procedure) can be
deserialized. In contrast, this document is concerned with encodings
from arbitrary strings to elliptic curve points. This document does
not cover serialization or deserialization.

2.2.5. Domain separation

Cryptographic protocols that use random oracles are often analyzed
under the assumption that random oracles answer only queries
generated by that protocol. In practice, this assumption does not
hold if two protocols query the same random oracle. Concretely,
consider protocols P1 and P2 that query random oracle RO: if P1 and
P2 both query RO on the same value x, the security analysis of one
or both protocols may be invalidated.

A common approach to addressing this issue is called domain
separation, which allows a single random oracle to simulate
multiple, independent oracles. This is effected by ensuring that
each simulated oracle sees queries that are distinct from those seen
by all other simulated oracles. For example, to simulate two oracles
RO1 and RO2 given a single oracle RO, one might define

RO1(X)

RO("RO1" || x)
RO2(x) [] x)

RO("R02"

In this example, "RO1" and "RO2" are called domain separation tags;
they ensure that queries to RO1 and RO2 cannot result in identical
gueries to RO. Thus, it is safe to treat RO1 and RO2 as independent
oracles.



Roadmap

This section presents a general framework for encoding byte strings
to points on an elliptic curve. To construct these encodings, we
rely on three basic functions:

*The function hash_to_field, {0, 1}A* x {0, 1, 2} -> F, hashes
arbitrary-length byte strings to elements of a finite field; its
implementation is defined in Section 5.

*The function map_to_curve, F -> E, calculates a point on the
elliptic curve E from an element of the finite field F over which
E is defined. Section 6 describes mappings for a range of curve
families.

*The function clear_cofactor, E -> G, sends any point on the curve
E to the subgroup G of E. Section 7 describes methods to perform
this operation.

We describe two high-level encoding functions (Section 2.2.2).
Although these functions have the same interface, the distributions
of their outputs are different.

*Nonuniform encoding (encode_to_curve). This function encodes byte
strings to points in G. The distribution of the output is not
uniformly random in G.

encode_to_curve(msg)

Input: msg, an arbitrary-length byte string.
Output: P, a point in G.

Steps:

1. u = hash_to_field(msg, 1)
2. Q = map_to_curve(u[0])

3. P = clear_cofactor(Q)

4. return P

*Random oracle encoding (hash_to_curve). This function encodes
byte strings to points in G. This function is suitable for
applications requiring a random oracle returning points in G,
provided that map_to_curve is "well distributed" ([EFSTV13], Def.
1). All of the map_to_curve functions defined in Section 6 meet
this requirement.



hash_to_curve(msg)

Input: msg, an arbitrary-length byte string.
Output: P, a point in G.

Steps:

1. u = hash_to_field(msg, 2)

2. Q0 = map_to_curve(u[0])

3. Q1 = map_to_curve(u[1])

4. R = Q0 + Q1 # Point addition

5. P = clear_cofactor(R)

6. return P
Instances of these functions are given in Section 8, which defines a
list of suites that specify a full set of parameters matching
elliptic curves and algorithms.

3.1. Domain separation requirements

All uses of the encoding functions defined in this document MUST
include domain separation (Section 2.2.5) to avoid interfering with
other uses of similar functionality.

Protocols that instantiate multiple, independent hash functions
based on either hash_to_curve or encode_to_curve MUST enforce domain
separation between those hash functions. This requirement applies
both in the case of multiple hashes to the same curve and in the
case of multiple hashes to different curves. (This is because the
hash_to_field primitive (Section 5) requires domain separation to
guarantee independent outputs.)

Domain separation is enforced with a domain separation tag (DST),
which is a byte string. Care is required when selecting and using a
domain separation tag. The following requirements apply:

1. Tags MUST be supplied as the DST parameter to hash_to_field, as
described in Section 5.

2. Tags MUST begin with a fixed protocol identification string.
This identification string should be unique to the protocol.

3. Tags SHOULD include a protocol version number.

4. For protocols that define multiple ciphersuites, each
ciphersuite's tag MUST be different. For this purpose, it is
RECOMMENDED to include a ciphersuite identifier in each tag.

5. For protocols that use multiple encodings, either to the same
curve or to different curves, each encoding MUST use a
different tag. For this purpose, it is RECOMMENDED to include



the encoding's Suite ID (Section 8) in the domain separation
tag. For independent encodings based on the same suite, each
tag should also include a distinct identifier, e.g., "ENC1" and
"ENC2".

As an example, consider a fictional protocol named Quux that defines
several different ciphersuites. A reasonable choice of tag is "QUUX-
V<xx>-CS<yy>", where <xx> and <yy> are two-digit numbers indicating
the version and ciphersuite, respectively.

As another example, consider a fictional protocol named Baz that
requires two independent random oracles, where one oracle outputs
points on the curve E1 and the other outputs points on the curve E2.
Reasonable choices of tags for the E1 and E2 oracles are "BAZ-V<xx>-
CS<yy>-E1" and "BAZ-V<xx>-CS<yy>-E2", respectively, where <xx> and
<yy> are as described above.

4. Utility Functions

Algorithms in this document make use of utility functions described
below.

For security reasons, all field operations, comparisons, and
assignments MUST be implemented in constant time (i.e., execution
time MUST NOT depend on the values of the inputs), and without
branching. Guidance on implementing these low-level operations in
constant time is beyond the scope of this document.

*CMOV(a, b, c): If ¢ is False, CMOV returns a, otherwise it
returns b. To prevent against timing attacks, this operation must
run in constant time, without revealing the value of c. Commonly,
implementations assume that the selector c is 1 for True or 0 for
False. In this case, given a bit string C, the desired selector c
can be computed by OR-ing all bits of C together. The resulting
selector will be either © if all bits of C are zero, or 1 if at
least one bit of C is 1.

*is_square(x): This function returns True whenever the value X is
a square in the field F. Due to Euler's criterion, this function
can be calculated in constant time as

is_square(x) := { True, if x~((q - 1) /7 2) is 0 or 1 in F;
{ False, otherwise.

*sqrt(x): The sqrt operation is a multi-valued function, i.e.
there exist two roots of x in the field F whenever x is square.
To maintain compatibility across implementations while allowing
implementors leeway for optimizations, this document does not
require sqrt() to return a particular value. Instead, as
explained in Section 6.4, any higher-level function that computes



square roots also specifies how to determine the sign of the
result.

The preferred way of computing square roots is to fix a
deterministic algorithm particular to F. We give several
algorithms in Appendix F. Regardless of the method chosen, the
sqrt function should be implemented in a way that resists timing
side channels, i.e., in constant time.

*sgnO(x): This function returns either +1 or -1 indicating the
"sign" of x, where sgn@(x) == -1 just when x is "negative". In
other words, this function always considers © to be positive.
This function may be implemented in multiple ways; Section 4.1
defines two variants. Throughout the document, sgn®@ is used
generically to mean either of these variants. Each suite in
Section 8 specifies the sgn® variant to be used.

*inv@(x): This function returns the multiplicative inverse of x in
F, extended to all of F by fixing inv@(0) == 0. To implement inv0
in constant time, compute invO(x) := XxA(q - 2). Notice on input
0, the output is 0@ as required.

*I20SP and 0S2IP: These functions are used to convert a byte
string to and from a non-negative integer as described in
[REC8017].

*a || b: denotes the concatenation of strings a and b.

*substr(str, sstart, slen): for a byte string str, this function
returns the slen-byte substring starting at position sstart;
positions are zero indexed. For example, substr("ABCDEFG", 2, 3)
== "CDE".

*len(str): for a byte string str, this function returns the length
of str in bytes. For example, len("ABC") == 3.

*strxor(strl, str2): for byte strings strl and str2, strxor(stri,
str2) returns the bitwise XOR of the two strings. For example,
strxor("abc", "Xyz") == "9;9" (the strings in this example are
ASCII literals, but strxor is defined for arbitrary byte
strings). In this document, strxor is only applied to inputs of
equal length.

4.1. sgn@ variants

This section defines two ways of determining the "sign" of an
element of F. The variant that should be used is a matter of
convention. Other sgn@ variants are possible, but the two given
below cover commonly used notions of sign.



It is RECOMMENDED to select the variant that matches the point
decompression method of the target curve. In particular, since point
decompression requires computing a square root and then choosing the
sign of the resulting point, all decompression methods specify,
implicitly or explicitly, a method for determining the sign of an
element of F. It is convenient for hash-to-curve and decompression
to agree on a notion of sign, since this may permit simpler
implementations.

See Section 2.1 for a discussion of representing elements of
extension fields as vectors; this representation is used in both of
the sgn@ variants below.

Note that any valid sgn®@ function for extension fields must iterate
over the entire vector representation of the input element. To see
why, imagine a function sgn@* that ignores the final entry in its
input vector, and consider a field element x = (0, x_2). Since sgno*

ignores x_2, sgn0*(x) == sgn@*(-x), which is incorrect when x_2 !=
0. The same argument applies to all entries of any x, establishing
the clainm.

4.1.1. Big endian variant

The following sgn@ variant is defined such that sgn@_be(x) = -1 just
when the big-endian encoding of x is lexically greater than the
encoding of -x.

This variant SHOULD be used when points on the target elliptic curve
are serialized using the SORT compression method given in IEEE
1363a-2004 [pl363a], Section 5.5.6.1.2, and other similar methods.

sgno_be(x)

Parameters:

- F, a finite field of characteristic p and order g = p”m.
- p, the characteristic of F (see immediately above).

- m, the extension degree of F, m >= 1 (see immediately above).

Input: x, an element of F.
Output: -1 or 1 (an integer).

Notation: x_i is the iAth element of the vector representation of x.

Steps:
1. sign = 0
2, for i in (m, m - 1, ..., 1):

3 sign_1i

4 sign_i = CMOV(sign_i, 0, x_i == 0)

5. sign = CMOV(sign, sign_i, sign == 0)

6. return CMOV(sign, 1, sign == 0) # Regard x == 0 as positive

CMOV(1, -1, x_i > ((p - 1) / 2))



4.1.2. Little endian variant

The following sgn@ variant is defined such that sgn@_le(x) = -1 just
when x != 0@ and the parity of the least significant nonzero entry of
the vector representation of x is 1.

This variant SHOULD be used when points on the target elliptic curve
are serialized using any of the following methods:

*the LSB compression method given in IEEE 1363a-2004 [pl1363a],
Section 5.5.6.1.1,

*the method given in [SEC1] Section 2.3.3, or
*the method given in ANSI X9.62-1998 [x9.62], Section 4.2.1.

This variant is also compatible with the compression method
specified for the Ed25519 and Ed448 elliptic curves [RFC8032].

sgno_le(x)

Parameters:

- F, a finite field of characteristic p and order g = p”m.
- p, the characteristic of F (see immediately above).

- m, the extension degree of F, m >= 1 (see immediately above).

Input: x, an element of F.
Output: -1 or 1 (an integer).

Notation: x_i is the iAth element of the vector representation of x.

Steps:
1. sign = 0
2. for i in (1, 2, ..., m):

sign_i = CMOV(1, -1, x_i mod 2 == 1)
sign_i = CMOV(sign_i, 0, x_i == 0)
sign = CMOV(sign, sign_i, sign == 0)
return CMOV(sign, 1, sign == 0) # Regard x == 0 as positive
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5. Hashing to a Finite Field

The hash_to_field function hashes a byte string msg of any length
into one or more elements of a field F. This function works in two
steps: it first hashes the input byte string to produce a
pseudorandom byte string, and then interprets this pseudorandom byte
string as one or more elements of F.

For the first step, hash_to_field calls an auxiliary function
expand_message. This document defines two variants of
expand_message, one appropriate for hash functions like SHA-2



[FIPS180-4] or SHA-3 [FIPS202], and one appropriate for extensible-
output functions like SHAKE-128 [FIPS202]. Security considerations
for each expand_message variant are discussed below (Section 5.3.1,
Section 5.3.2).

Implementors MUST NOT use rejection sampling to generate a uniformly
random element of F. The reason is that rejection sampling
procedures are difficult to implement in constant time, and later
well-meaning "optimizations" may silently render an implementation
non-constant-time.

5.1. Security considerations

The hash_to_field function is designed to be indifferentiable from a
random oracle [MRHO4] when expand_message (Section 5.3) is modeled
as a random oracle (see Section 10.1). Ensuring indifferentiability
requires care; to see why, consider a prime p that is close to 3/4 *
27256. Reducing a random 256-bit integer modulo this p yields a
value that is in the range [0, p / 3] with probability roughly 1/2,
meaning that this value is statistically far from uniform in [0, p -
1].

To control bias, hash_to_field instead uses pseudorandom integers
whose length is at least ceil(log2(p)) + k bits. Reducing such
integers mod p gives bias at most 27-k for any p; this bias is
appropriate when targeting k-bit security. To obtain such integers,
hash_to_field uses expand_message to obtain L pseudorandom bytes,
where L = ceil((ceil(log2(p)) + k) / 8); this byte string is then
interpreted as an integer via 0S2IP [RFC8017]. For example, for a
255-bit prime p, and k = 128-bit security, L = ceil((255 + 128) / 8)
= 48 bytes.

5.2. hash_to_field implementation
The following procedure implements hash_to_field.

The expand_message parameter to this function MUST conform to the
requirements given below (Section 5.3).

Section 3.1 discusses requirements for domain separation and
recommendations for choosing DST, the domain separation tag. This is
the REQUIRED method for applying domain separation.



hash_to_field(msg, count)

Parameters:

DST, a domain separation tag (see discussion above).

F, a finite field of characteristic p and order g = p”~m.

p, the characteristic of F (see immediately above).

m, the extension degree of F, m >= 1 (see immediately above).
L = ceil((ceil(log2(p)) + k) / 8), where k is the security
parameter of the cryptosystem (e.g., k = 128).
expand_message, a function that expands a byte string and
domain separation tag into a pseudorandom byte string

(see discussion above).

Inputs:

msg is a byte string containing the message to hash.
count is the number of elements of F to output.

Outputs:

- (uoe, ..., u_(count - 1)), a list of field elements.
Steps:

1. len_in_bytes = count * m * L

2. pseudo_random_bytes = expand_message(msg, DST, len_in_bytes)
3. for i in (0, ..., count - 1):

4 for j in (O, ..., m - 1):

5 elm_offset = L * (j +1 * m)

6. tv = substr(pseudo_random_bytes, elm_offset, L)
7 e_j = 0S2IP(tv) mod p

8 ui= (e, ..., e_(m-1))

9. return (u_0, ..., u_(count - 1))

5

.3. expand_message

expand_message is a function that generates a pseudorandom byte
string. It takes three arguments:

*msg, a byte string containing the message to hash,
*DST, a byte string that acts as a domain separation tag, and
*len_in_bytes, the number of bytes to be generated.

This document defines two variants of expand_message:

*expand_message_xmd (Section 5.3.1) is appropriate for use with a
wide range of hash functions, including SHA-2 [FIPS180-4], SHA-3
[FIPS202], BLAKE2 [RFC7693], and others.




*expand_message_xof (Section 5.3.2) is appropriate for use with
extensible-output functions (XOFs) including functions in the
SHAKE [FIPS202] or BLAKE2X [BLAKE2X] families.

These variants should suffice for the vast majority of use cases,
but other variants are possible; Section 5.3.3 discusses
requirements.

The expand_message variants defined in this section accept domain
separation tags of at most 255 bytes. If a domain separation tag
longer than 255 bytes must be used (e.g., because of requirements
imposed by an invoking protocol), implementors MUST compute a short
domain separation tag by hashing, as follows:

DST = H("H2C-OVERSIZE-DST-" || a_very_long_DST)

Here, a_very_long_DST is the DST whose length is greater than 255
bytes, "H2C-OVERSIZE-DST-" is an ASCII string literal, and the hash
function H MUST meet the criteria given in Section 5.3.1.

5.3.1. expand_message_xmd

The expand_message_xmd function produces a pseudorandom byte string
using a cryptographic hash function H that outputs b bits. For
security, H must meet the following requirements:

*The number of bits output by H MUST be b >= 2 * k, for k the
target security level in bits. This ensures k-bit collision
resistance.

*H MAY be a Merkle-Damgaard hash function like SHA-2. In this
case, security holds when the underlying compression function 1is
modeled as a random oracle [CDMPO5]. (See Section 10.2 for
discussion.)

*H MAY be a sponge-based hash function like SHA-3 or BLAKE2. In
this case, security holds when the inner function is modeled as a
random transformation or as a random permutation [BDPV08].

*Otherwise, H MUST be a hash function that has been proved
indifferentiable from a random oracle [MRHO4] under a widely
accepted cryptographic assumption.

SHA-2 [FIPS180-4] and SHA-3 [FIPS202] are typical and RECOMMENDED
choices. As an example, for the 128-bit security level, b >= 256
bits and either SHA-256 or SHA3-256 would be an appropriate choice.

The following procedure implements expand_message_xmd.



expand_message_xmd(msg, DST, len_in_bytes)

Parameters:

- H, a hash function (see requirements above).

- b_in_bytes, ceil(b / 8) for b the output size of H in bits.
For example, for b = 256, b_in_bytes = 32.

- r_in_bytes, the input block size of H, measured in bytes.
For example, for SHA-256, r_in_bytes = 64.

Input:

- msg, a byte string.

- DST, a byte string of at most 255 bytes.

- len_in_bytes, the length of the requested output in bytes.

Output:
- pseudo_random_bytes, a byte string
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ell = ceil(len_in_bytes / b_in_bytes)
ABORT if ell > 255
DST_prime = I20SP(len(DST), 1) || DST
Z_pad = I20SP(0, r_in_bytes)
1 i b _str = I20SP(len_in_bytes, 2)
b_0 H(Z_pad || msg || 1_i_b_str || I20SP(G, 1) || DST_prime)
b1 = H(b_® || I20SP(1, 1) || DST_prime)
for i in (2, ..., ell):
b_i = H(strxor(b_0, b_(i - 1)) || I20SP(i, 1) || DST_prime)
pseudo_random_bytes = b_1 || || b_ell
return substr(pseudo_random_bytes, 0, len_in_bytes)
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Note that the string Z_pad is prepended to msg when computing b_0

(step 6). This is necessary for security when H is a Merkle-Damgaard

hash, e.g., SHA-2 (see Section 10.2). Hashing this additional data
means that the cost of computing b_0 is higher than the cost of
simply computing H(msg). In most settings this overhead is
negligible, because the cost of evaluating H is much less than the
other costs involved in hashing to a curve.

It is possible, however, to entirely avoid this overhead by taking
advantage of the fact that Z_pad depends only on H, and not on the

arguments to expand_message_xmd. To do so, first precompute and save

the internal state of H after ingesting Z_pad; and then, when
computing b_0, initialize H using the saved state. Further details
are beyond the scope of this document.



5.3.2. expand_message_xof

The expand_message_xof function produces a pseudorandom byte string
using an extensible-output function (XOF) H. For security, H must
meet the following criteria:

*The collision resistance of H MUST be at least k bits.

*H MUST be an XOF that has been proved indifferentiable from a
random oracle under a reasonable cryptographic assumption.

The SHAKE [FIPS202] XOF family is a typical and RECOMMENDED choice.
As an example, for 128-bit security, SHAKE-128 would be an
appropriate choice.

The following procedure implements expand_message_xof.
expand_message_xof(msg, DST, len_in_bytes)

Parameters:
- H, an extensible-output function.
H(m, d) hashes message m and returns d bytes.

Input:

- msg, a byte string.

- DST, a byte string of at most 255 bytes.

- len_in_bytes, the length of the requested output in bytes.

Output:
- pseudo_random_bytes, a byte string

Steps:

1. DST_prime = I20SP(len(DST), 1) || DST

2. msg_prime = msg || I20SP(len_in_bytes, 2) || DST_prime
3. pseudo_random_bytes = H(msg_prime, len_in_bytes)

4. return pseudo_random_bytes

5.3.3. Defining other expand_message variants

When defining a new expand_message variant, the most important
consideration is that hash_to_field models expand_message as a
random oracle. Thus, implementors SHOULD prove indifferentiability
from a random oracle under an appropriate assumption about the
underlying cryptographic primitives.

In addition, expand_message variants:

*MUST give collision resistance commensurate with the security
level of the target elliptic curve.



*MUST be built on primitives designed for use in applications
requiring cryptographic randomness. As examples, a secure stream
cipher is an appropriate primitive, whereas a Mersenne twister
pseudorandom number generator is not.

*MUST NOT use any form of rejection sampling.

*MUST give independent values for distinct (msg, DST, length)
inputs. Meeting this requirement is slightly subtle. As a
simplified example, hashing the concatenation msg || DST does not
work, because in this case distinct (msg, DST) pairs whose
concatenations are equal will return the same output (e.g.,
("AB", "CDEF") and ("ABC", "DEF")). The variants defined in this
document use a prefix-free encoding of DST to avoid this issue.

*MUST use the domain separation tag DST to ensure that invocations
of cryptographic primitives inside of expand_message are domain
separated from invocations outside of expand_message. For
example, if the expand_message variant uses a hash function H, an
encoding of DST MUST be either prepended or appended to the input
to each invocation of H (appending is the RECOMMENDED approach).

*SHOULD read msg exactly once, for efficiency when msg is long.

In addition, an expand_message variant MUST specify a unique EXP_TAG
that identifies that variant in a Suite ID. See Section 8.9 for more
information.

Deterministic Mappings

The mappings in this section are suitable for constructing either
nonuniform or random oracle encodings using the constructions of
Section 3. Certain mappings restrict the form of the curve or its
parameters. For each mapping presented, this document lists the
relevant restrictions.

Note that mappings in this section are not interchangeable:
different mappings will almost certainly output different points
when evaluated on the same input.

.1. Choosing a mapping function

This section gives brief guidelines on choosing a mapping function
for a given elliptic curve. Note that the suites given in Section 8
are recommended mappings for the respective curves.

If the target elliptic curve is a Montgomery curve (Section 6.7),
the Elligator 2 method (Section 6.7.1) is recommended. Similarly, if
the target elliptic curve is a twisted Edwards curve (Section 6.8),




the twisted Edwards Elligator 2 method (Section 6.8.2) is
recommended.

The remaining cases are Weierstrass curves. For curves supported by
the Simplified SWU method (Section 6.6.2), that mapping is the
recommended one. Otherwise, the Simplified SWU method for AB ==
(Section 6.6.3) is recommended if the goal is best performance,
while the Shallue-van de Woestijne method (Section 6.6.1) is
recommended if the goal is simplicity of implementation. (The reason
for this distinction is that the Simplified SWU method for AB ==
requires implementing an isogeny map in addition to the mapping
function, while the Shallue-van de Woestijne method does not.)

The Shallue-van de Woestijne method (Section 6.6.1) works with any
curve, and may be used in cases where a generic mapping is required.
Note, however, that this mapping is almost always more
computationally expensive than the curve-specific recommendations
above.

.2. Interface

The generic interface shared by all mappings in this section is as
follows:

(x, y) = map_to_curve(u)
The input u and outputs x and y are elements of the field F. The
coordinates (x, y) specify a point on an elliptic curve defined over
F. Note that the point (%, y) is not a uniformly random point. If

uniformity is required for security, the random oracle construction
of Section 3 MUST be used instead.

.3. Notation
As a rough guide, the following conventions are used in pseudocode:

*All arithmetic operations are performed over a field F, unless
explicitly stated otherwise.

*u: the input to the mapping function. This is an element of F
produced by the hash_to_field function.

*(x, vy), (s, t), (v, w): the affine coordinates of the point
output by the mapping. Indexed variables (e.g., x1, y2, ...) are
used for candidate values.

*tvl, tv2, ...: reusable temporary variables.

*cl, c2, ...: constant values, which can be computed in advance.



6.4. Sign of the resulting point

In general, elliptic curves have equations of the form ynA2 = g(x).
Most of the mappings in this section first identify an x such that
g(x) is square, then take a square root to find y. Since there are
two square roots when g(x) != 0, this results in an ambiguity
regarding the sign of vy.

To resolve this ambiguity, the mappings in this section specify the
sign of the y-coordinate in terms of the input to the mapping
function. Two main reasons support this approach. First, this covers
elliptic curves over any field in a uniform way, and second, it
gives implementors leeway to optimize their square-root
implementations.

6.5. Exceptional cases

Mappings may have have exceptional cases, i.e., inputs u on which
the mapping is undefined. These cases must be handled carefully,
especially for constant-time implementations.

For each mapping in this section, we discuss the exceptional cases
and show how to handle them in constant time. Note that all
implementations SHOULD use inv@ (Section 4) to compute
multiplicative inverses, to avoid exceptional cases that result from
attempting to compute the inverse of 0.

6.6. Mappings for Weierstrass curves

The mappings in this section apply to a target curve E defined by
the equation

yN2 = g(x) = xA3 + A * X +B
where 4 * AA3 + 27 * BA2 1= 0.
6.6.1. Shallue-van de Woestijne Method

Shallue and van de Woestijne [SW06] describe a mapping that applies
to essentially any elliptic curve. (Note, however, that this mapping
is more expensive to evaluate than the other mappings in this
document.)

The parameterization given below is for Weierstrass curves; its
derivation is detailed in [W19]. This parameterization also works
for Montgomery (Section 6.7) and twisted Edwards (Section 6.8)
curves via the rational maps given in Appendix B: first evaluate the
Shallue-van de Woestijne mapping to an equivalent Weierstrass curve,
then map that point to the target Montgomery or twisted Edwards
curve using the corresponding rational map.



Preconditions: A Weierstrass curve yA2 = xA3 + A * X + B.
Constants:
*A and B, the parameter of the Weierstrass curve.

*Z, an element of F meeting the below criteria. Appendix E.1 gives
a Sage [SAGE] script that outputs the RECOMMENDED Z.

1. g(Z) '= 0 in F.

2. -(3*zr2 + 4 * A) / (4 * g(Z)) !'= 0 in F.

3. -(3*zrn2 +4 *A)/ (4 * g(Z)) is square in F.

4. At least one of g(z) and g(-Z / 2) is square in F.

Sign of y: Inputs u and -u give the same x-coordinate. Thus, we set
sgno(y) == sgnO(u).

Exceptions: The exceptional cases for u occur when (1 + u”r2 * g(2z))
* (1 - ur2 * g(Z)) == 0. The restrictions on Z given above ensure
that implementations that use inv@ to invert this product are
exception free.

Operations:
1. tvl = unr2 * g(2)
2. tv2 =1 + tvl
3. tvi =1 - tvl
4, tv3d = invO(tvl * tv2)
5. tvd = sqrt(-g(Z) * (3 * Zr2 + 4 * A))
6. tvd = tv4d * sgnO(tv4) # sgn@(tv4) MUST equal 1
7. tvb = u * tvl * tv3 * tv4
8. x1=-Z/ 2 - tvs
9. x2 =-Z/ 2 + tvs
10. X3 = Z - 4 * g(Z) * (tv2A2 * tv3)A2 / (3 * ZA2 + 4 * A)
11. If is_square(g(x1l)), set x = x1 and y = sqrt(g(x1))
12. Else If is_square(g(x2)), set x = x2 and y = sqrt(g(x2))
13. Else set x = x3 and y = sqrt(g(x3))
14. If sgnO(u) != sgnO(y), set y = -y
15. return (x, y)

6.6.1.1. Implementation

The following procedure implements the Shallue and van de Woestijne
method in a straight-line fashion.



map_to_curve_svdw(u)

# sgn@(c3) MUST equal 1

# Avoid short-circuit logic ops

x1 if gx1 is square, else x = x3
x2 if gx2 is square and gx1 is not

# Select correct sign of y

Input: u, an element of F.

Output: (%, y), a point on E.
Constants:

1. c1 = 9(2)

2. ¢c2=-2/ 2

3. ¢33 = sqrt(-g(z) * (3 * zZrn2 + 4 * A))
4. c4 = -4 *g(Z) / (3* 22+ 4 *A)
Steps

1. tvl = un2

2. tvl=1tvl *c1

3. tv2 =1+ tvl

4, tvli =1 - tvl

5. tv3 = tvl * tv2

6. tv3 = invO(tv3)

7. tvd = u * tvl

8. tv4d = tv4d * tv3

9. tv4 = tv4d * c3

10. X1 = c2 - tv4

11. gx1 = x1A2

12, gx1 = gx1 + A

13. gx1 = gx1 * x1

14. gx1 = gx1 + B

15. el = is_square(gx1)

16. X2 = c2 + tv4

17. gx2 = x2A2

18. gx2 = gx2 + A

19. gx2 = gx2 * x2

20. gx2 = gx2 + B

21. e2 = is_square(gx2) AND NOT el
22, X3 = tv2n2

23. x3 = x3 * tv3

24, X3 = X372

25. x3 = x3 * c4

26. X3 = x3 + Z

27. X = CMOV(x3, x1, el) =
28. x = CMOV(x, x2, e2) =
29. gx = XN2

30. gx = gx + A

31. gx = gx * X

32. gx = gx + B

33. y = sqrt(gx)

34. e3 = sgnO(u) == sgno(y)

35. y = CMOV(-y, vy, e3)

36. return (x, vy)
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6.2. Simplified Shallue-van de Woestijne-Ulas Method

The function map_to_curve_simple_swu(u) implements a simplification
of the Shallue-van de Woestijne-Ulas mapping [UO7] described by
Brier et al. [BCIMRT10], which they call the "simplified SWU" map.
wWahby and Boneh [WB19] generalize and optimize this mapping.

Preconditions: A Weierstrass curve yA2 = xA3 + A * x + B where A !=
© and B != 0.

Constants:
*A and B, the parameters of the Weierstrass curve.

*Z, an element of F meeting the below criteria. Appendix E.2 gives
a Sage [SAGE] script that outputs the RECOMMENDED Z. The criteria
are:

1. Z is non-square in F,

2. Z != -1 in F,

3. the polynomial g(x) - Z is irreducible over F, and
4. g(B / (Zz * A)) is square in F.

Sign of y: Inputs u and -u give the same x-coordinate. Thus, we set
sgno(y) == sgnO(u).

Exceptions: The exceptional cases are values of u such that zr2 *
urd + Z * un2 == 0. This includes u == 0, and may include other
values depending on Z. Implementations must detect this case and set
x1 =B/ (Z * A), which guarantees that g(x1) is square by the
condition on Z given above.

Operations:
tvl inv@(ZA2 * und + Z * un2)

x1 = (-B / A) * (1 + tvl)
If tvl == 0, set x1 =B / (Z * A)

gxl = x1A3 + A * x1 + B
X2 = Z * un2 * x1
gXx2 = x2"3 + A * x2 + B

If is_square(gxl), set x = x1 and y = sqrt(gx1)
Else set x = x2 and y = sqrt(gx2)

If sgnO(u) != sgnO(y), set y = -y

return (x, vy)



6.6.2.1. Implementation

The following procedure implements the simplified SWU mapping in a
straight-line fashion. Appendix D gives an optimized straight-line
procedure for P-256 [FIPS186-4]. For more information on optimizing
this mapping, see [WB19] Section 4 or the example code found at
[hash2curve-repo].

map_to_curve_simple_swu(u)
Input: u, an element of F.
Output: (%, y), a point on E.

Constants:
1. c1=-B/ A
2. ¢c2=-1/2

Steps

1. tvl = Z * un2

2. tv2 = tviAz

3. X1 = tvl + tv2

4, X1 = invO(x1)

5. el = x1 ==

6. X1 =x1+ 1

7. x1 = CMOV(x1, c2, el) # If (tvl + tv2) == 0, set x1 = -1/ Z
8. x1 = x1 * cl # x1 = (-B/A) * (1 + (1/ (Zr2 * urd + Z * un2)
9. gx1 = x1A2

10. gx1 = gx1 + A

11. gx1 = gx1 * x1

12. gx1 = gx1 + B # gx1l = g(x1) = x1IN3 + A * x1 + B

13. x2 = tvl * x1 # x2 =272 * ur2 * x1

14. tv2 = tvl * tv2

15. gx2 = gx1 * tv2 # gx2 = (Z * un2)n3 * gx1

16. e2 = is_square(gx1)

17. X = CMOV(x2, x1, e2) # If is_square(gxl), x = x1, else x = x2
18. y2 = CMOV(gx2, gx1, e2) # If is_square(gxl), y2 = gx1, else y2 =g
19. y = sqrt(y2)

20. e3 = sgnO(u) == sgnO(y) # Fix sign of y

21. y = CMOV(-y, vy, e3)

22. return (%, y)

6.6.3. Simplified SWU for AB ==

wWahby and Boneh [WB19] show how to adapt the simplified SWU mapping
to Weierstrass curves having A == 0 or B == 0, which the mapping of
Section 6.6.2 does not support. (The case A == B == 0 is excluded
because yn2 = xA3 is not an elliptic curve.)




N

This method applies to curves like secp256kl [SEC2] and to pairing-
friendly curves in the Barreto-Lynn-Scott [BLS03], Barreto-Naehrig
[BNO5], and other families.

This method requires finding another elliptic curve E' given by the
equation

yl/\2 :gl(xl) :X|/\3+Al * Xl + Bl

that is isogenous to E and has A' != 0 and B' != 0. (One might do
this, for example, using [SAGE]; for details, see [WB19], Appendix
A.) This isogeny defines a map iso_map(x', y') that takes as input a
point on E' and produces as output a point on E.

Once E' and iso_map are identified, this mapping works as follows:
on input u, first apply the simplified SWU mapping to get a point on
E', then apply the isogeny map to that point to get a point on E.

Note that iso_map is a group homomorphism, meaning that point
addition commutes with iso_map. Thus, when using this mapping in the
hash_to_curve construction of Section 3, one can effect a small
optimization by first mapping u@ and ul to E', adding the resulting
points on E', and then applying iso_map to the sum. This gives the
same result while requiring only one evaluation of iso_map.

Preconditions: An elliptic curve E' with A' !'= 0 and B' != 0 that is
isogenous to the target curve E with isogeny map iso_map from E' to
E.

Helper functions:

*map_to_curve_simple_swu is the mapping of Section 6.6.2 to E'

*iso_map is the isogeny map from E' to E

Sign of y: for this map, the sign is determined by
map_to_curve_simple_swu. No further sign adjustments are necessary.

Exceptions: map_to_curve_simple_swu handles its exceptional cases.
Exceptional cases of iso_map MUST return the identity point on E.

Operations:
(x', y') = map_to_curve_simple_swu(u) # (x', y') is on E'
(x, y) = iso_map(x', y') # (x, y) is on E

return (X, y)

See [hash2curve-repo] or [WB19], Section 4.3 for details on
implementing the isogeny map.
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Mappings for Montgomery curves

The mapping defined in this section applies to a target curve M
defined by the equation

K* th2 = sA3 + J * sA2 + s
1. Elligator 2 Method

Preconditions: A Montgomery curve K * tA2 = sA3 + J * sA2 + s where
J =0, K!=0, and (JA2 - 4) / KA2 is non-zero and non-square in F.

Constants:
*J and K, the parameters of the elliptic curve.

*Z, a non-square element of F. Appendix E.3 gives a Sage [SAGE]
script that outputs the RECOMMENDED Z.

Sign of t: Inputs u and -u give the same s-coordinate. Thus, we set
sgno(t) == sgnO(u).

Exceptions: The exceptional case is Z * unr2 == -1, i.e., 1 + Z * un2
== 0. Implementations must detect this case and set x1 = -(J / K).
Note that this can only happen when g = 3 (mod 4).

Operations:

x1 = -(J / K) * inve(1 + Z * uAr2)
If x1 == 0, set x1 = -(J / K)

gx1l = xdN3 + (J / K) * X1N2 + x1 / KA2
x2 = -x1 - (J / K)
gx2 = x2A3 + (J / K) * x2/2 + x2 / KA2

If is_square(gxl), set x = x1 and y = sqrt(gx1)
Else set x = x2 and y = sqrt(gx2)
s =x *K
t=y *K
If sgnO(u) != sgnO(t), set t = -t
return (s, t)

6.7.1.1. Implementation

The following procedure implements Elligator 2 in a straight-line
fashion. Appendix D gives optimized straight-line procedures for
curve25519 and curve448 [RFC7748].



map_to_curve_elligator2(u)

an element of F.

J /K
1/ KA2

un2

Z * tvl

tvl == -
CMOV(tvl, 0, el)
tvi + 1

inve(x1)

-cl * x1

X1 + cl

gx1 * x1

gx1l + c2

gx1 * x1

-Xx1 - cil

tvli * gx1
is_square(gx1)
CMOV(x2, x1, e2)
CMOV(gx2, gx1, e2)
sqrt(y2)

X * K

y * K

sgnO(u) == sgno(t)
CMOV(-t, t, e3)

Input: u,
Output: (s,
Constants:
1. cl =
2. c2 =
Steps

1. tvl =
2. tvl =
3. el =
4. tvl =
5. X1 =
6. X1 =
7. X1 =
8. gx1 =
9. gx1 =
10. gx1 =
11. gx1 =
12, x2 =
13. gx2 =
14. e2 =
15 X =
16 y2 =
17. y =
18. s =
19. t =
20. e3 =
21. t =
22.

return (s, t)

t), a point on M.

# Z * un2
# exceptional case: Z * un2 == -
# if tvl == -1, set tvli = 0

3+
X
[
1

# gx1

# If is_
# If is_

(3 /K)/ (1+2Z* ur2)

X173 + (J / K) * x1A2 + x1 / KA2

square(gx1l), x = x1, else x = x2
square(gx1l), y2 = gx1, else y2 = g

# Fix sign of t

6.8. Mappings for Twisted Edwards curves

Twisted Edwards curves (a class of curves that includes Edwards
curves) are given by the equation

a*

VA2 + wh2 =1 +d *

VA2 * wA2

with a !'= 0, d != 0, and a != d [BBJLPO8].

These curves are closely related to Montgomery curves (Section 6.7):
every twisted Edwards curve is birationally equivalent to a
Montgomery curve ([BBJLP08], Theorem 3.2). This equivalence yields
an efficient way of hashing to a twisted Edwards curve: first, hash
to an equivalent Montgomery curve,
point on the twisted Edwards curve via a rational map. This method
of hashing to a twisted Edwards curve thus requires identifying a

then transform the result into a



corresponding Montgomery curve and rational map. We describe how to
identify such a curve and map immediately below.

6.8.1. Rational maps from Montgomery to twisted Edwards curves

There are two ways to identify the correct Montgomery curve and
rational map for use when hashing to a given twisted Edwards curve.

When hashing to a standardized twisted Edwards curve for which a
corresponding Montgomery form and rational map are also
standardized, the standard Montgomery form and rational map MUST be
used to ensure compatibility with existing software. Two such
standardized curves are the edwards25519 and edwards448 curves,
which correspond to the Montgomery curves curve25519 and curve448,
respectively. For both of these curves, [RFC7748] lists both the
Montgomery and twisted Edwards forms and gives the corresponding
rational maps.

The rational map for edwards25519 ([RFC7748], Section 4.1) uses the
constant sqrt_neg_486664 = sqrt(-486664) (mod 272255 - 19). To ensure
compatibility, this constant MUST be chosen such that
sgno(sqrt_neg_486664) == 1. Analogous ambiguities in other
standardized rational maps MUST be resolved in the same way: for any
constant k whose sign is ambiguous, k MUST be chosen such that
sgno(k) == 1.

The 4-isogeny map from curve448 to edwards448 ([REC7748], Section
4.2) is unambiguous with respect to sign.

When defining new twisted Edwards curves, a Montgomery equivalent
and rational map SHOULD be specified, and the sign of the rational
map SHOULD be stated unambiguously.

When hashing to a twisted Edwards curve that does not have a
standardized Montgomery form or rational map, the following
procedure MUST be used to derive them. For a twisted Edwards curve
given by

a * vA2 + wh2 =1 +d * vA2 * wA2

first compute J and K, the parameters of the equivalent Montgomery
curve given by

K * th2 = sA3 + J * sA2 + s
as follows:
*J =2 * (a+d) / (a-d)

*K

4/ (a - d)



Note that this curve has the form required by the Elligator 2
mapping of Section 6.7.1. The rational map from the point (s, t) on
this Montgomery curve to the point (v, w) on the twisted Edwards
curve is given by

s/ t

*v

*w (s - 1) / (s +1)

(For completeness, we give the inverse map in Appendix B.1. Note
that the inverse map is not used when hashing to a twisted Edwards
curve.)

Rational maps may be undefined on certain inputs, e.g., when the
denominator of one of the rational functions is zero. In the map
described above, the exceptional cases are t == 0 or s == -1.
Implementations MUST detect exceptional cases and return the value
(v, w) = (0, 1), which is the identity point on all twisted Edwards
curves.

The following straight-line implementation of the above rational map
handles the exceptional cases. Implementations of other rational
maps (e.g., the ones give in [REC7748]) are analogous.

rational_map(s, t)
Input: (s, t), a point on the curve K * tA2 = sA3 + J * sA2 + s,
Output: (v, w), a point on an equivalent twisted Edwards curve.

© 00N O O WN B

10.
11.

6.

tvli = s + 1

tv2 = tvl * t # (s +1) * t

tv2 = invO(tv2) #1 /7 ((s +1) * t)
v = tv2 * tvil #1/ t
v=vVv%*s #s/ t
w=tv2 * t # 1/ (s + 1)

tvi = s - 1
w=w * tvl # (s - 1) / (s + 1)
e = tv2 ==

w = CMOV(w, 1, e) # handle exceptional case
return (v, w)

.2. Elligator 2 Method

Preconditions: A twisted Edwards curve E and an equivalent
Montgomery curve M meeting the requirements in Section 6.8.1.

Helper functions:

*map_to_curve_elligator2 is the mapping of Section 6.7.1 to the
curve M.




*rational_map is a function that takes a point (s, t) on M and
returns a point (v, w) on E, as defined in Section 6.8.1.

Sign of t (and v): for this map, the sign is determined by
map_to_curve_elligator2. No further sign adjustments are required.

Exceptions: The exceptions for the Elligator 2 mapping are as given
in Section 6.7.1. The exceptions for the rational map are as given
in Section 6.8.1. No other exceptions are possible.

The following procedure implements the Elligator 2 mapping for a
twisted Edwards curve. (Note that the output point is denoted (v, w)
because it is a point on the target twisted Edwards curve.)

map_to_curve_elligator2_edwards(u)
Input: u, an element of F.
Output: (v, w), a point on E.

1.
2.
3.

(s, t) = map_to_curve_elligator2(u) # (s, t) is on M
(v, w) = rational_map(s, t) # (v, w) is on E
return (v, w)

Clearing the cofactor

The mappings of Section 6 always output a point on the elliptic
curve, i.e., a point in a group of order h * r (Section 2.1).
Obtaining a point in G may require a final operation commonly called
"clearing the cofactor," which takes as input any point on the
curve.

The cofactor can always be cleared via scalar multiplication by h.
For elliptic curves where h = 1, i.e., the curves with a prime
number of points, no operation is required. This applies, for
example, to the NIST curves P-256, P-384, and P-521 [FIPS186-4].

In some cases, it is possible to clear the cofactor via a faster
method than scalar multiplication by h. These methods are equivalent
to (but usually faster than) multiplication by some scalar h_eff
whose value is determined by the method and the curve. Examples of
fast cofactor clearing methods include the following:

*For certain pairing-friendly curves having subgroup G2 over an
extension field, Scott et al. [SBCDK09] describe a method for
fast cofactor clearing that exploits an efficiently-computable
endomorphism. Fuentes-Castaneda et al. [FKR11] propose an
alternative method that is sometimes more efficient. Budroni and
Pintore [BP17] give concrete instantiations of these methods for
Barreto-Lynn-Scott pairing-friendly curves [BLS03].



*Wahby and Boneh ([WB19], Section 5) describe a trick due to Scott
for fast cofactor clearing on any elliptic curve for which the
prime factorization of h and the structure of the elliptic curve
group meet certain conditions.

The clear_cofactor function is parameterized by a scalar h_eff.
Specifically,

clear_cofactor(P) := h_eff * P

where * represents scalar multiplication. When a curve does not
support a fast cofactor clearing method, h_eff = h and the cofactor
MUST be cleared via scalar multiplication.

When a curve admits a fast cofactor clearing method, clear_cofactor
MAY be evaluated either via that method or via scalar multiplication
by the equivalent h_eff; these two methods give the same result.
Note that in this case scalar multiplication by the cofactor h does
not generally give the same result as the fast method, and SHOULD
NOT be used.

Suites for Hashing

This section lists recommended suites for hashing to standard
elliptic curves.

A suite fully specifies the procedure for hashing byte strings to
points on a specific elliptic curve group. Each suite comprises the

following parameters:

*Suite ID, a short name used to refer to a given suite. Section
8.9 discusses the naming conventions for suite IDs.

*encoding type, either random oracle (hash_to_curve) or nonuniform
(encode_to_curve). See Section 3 for definitions of these
encoding types.

*E, the target elliptic curve over a field F.

*p, the characteristic of the field F.

*m, the extension degree of the field F.

*k, the target security level of the suite in bits.

*sgn®, one of the variants specified in Section 4.1.

*L, the length parameter for hash_to_field (Section 5.1).



8.

1.

*expand_message, one of the variants specified in Section 5.3 plus
any parameters required for the specified variant (for example,
H, the underlying hash function).

*f, a mapping function from Section 6.
*h_eff, the scalar parameter for clear_cofactor (Section 7).

In addition to the above parameters, the mapping f may require
additional parameters Z, M, rational_map, E', and/or iso_map. These
MUST be specified when applicable.

All applications MUST choose a domain separation tag (DST) in
accordance with the guidelines in Section 3.1. In addition,
applications whose security requires a random oracle that returns
points on the target curve MUST use a suite whose encoding type is
hash_to_curve (Section 3); see Section 8.9.

The below table lists the curves for which suites are defined and
the subsection that gives the corresponding parameters.

E Section

NIST P-256 Section 8.
NIST P-384 Section 8.
NIST P-521 Section 8.
curve25519 / edwards25519 Section 8.
curve448 / edwards448 Section 8.
secp256k1 Section 8.
BLS12-381 Section 8.

Table 2

00 |00 (00 |00 |00 |00 |0O
~N o O W N e

Suites for NIST P-256

This section defines ciphersuites for the NIST P-256 elliptic curve
[FIPS186-4].

P256_XMD:SHA-256_SSWU_RO_ is defined as follows:
*encoding type: hash_to_curve (Section 3)
*E: yN2 = xA3 + A * x + B, where
-A = -3
-B =

0x5ac635d8aa3a93e7b3ebbd55769886bc651d06b0cc53b0T63bce3c3e27d2604b

*p: 27256 - 27224 + 2/192 + 2796 - 1



*m: 1
*k: 128

*sgn@: sgnO_le (Section 4.1.2)

*expand_message: expand_message_xmd (Section 5.3.1)

*H: SHA-256
*L: 48

*f: Simplified SWU method, Section 6.6.2

*Z: -10
*h_eff: 1

P256_XMD:SHA-256_SVDW_RO_ is identical to P256_XMD:SHA-256_SSWU_RO_,
except for the following parameters:

*f: Shallue-van de Woestijne method, Section 6.6.1

*Z: -3

P256_XMD:SHA-256_SSWU_NU_ is identical to P256_XMD:SHA-256_SSWU_RO_,
except that the encoding type is encode_to_curve (Section 3).

P256_XMD:SHA-256_SVDW_NU_ is identical to P256_XMD:SHA-256_SVDW_RO_,
except that the encoding type is encode_to_curve (Section 3).

An optimized example implementation of the Simplified SWU mapping to
P-256 is given in Appendix D.2.

8.2. Suites for NIST P-384

This section defines ciphersuites for the NIST P-384 elliptic curve
[FIPS186-4].

P384_XMD:SHA-512 _SSWU_RO_ is defined as follows:
*encoding type: hash_to_curve (Section 3)
*E: yN2 = xA3 + A * x + B, where
-A = -3

-B =
0xb3312fa7e23ee7e4988e056be3f82d19181d9c6efe8141120314088f5013875ac656398d8a2ed19d2:



*p: 2A384 - 2M128 - 2796 + 2732 - 1
*m: 1

*k: 192

*sgno: sgnO_le (Section 4.1.2)

*expand_message: expand_message_xmd (Section 5.3.1)

*H: SHA-512
*L: 72

*f: Simplified SWU method, Section 6.6.2

*Z: -12
*h_eff: 1

P384_XMD:SHA-512_SVDW_RO_ is identical to P384_XMD:SHA-512_SSWU_RO_,
except for the following parameters:

*f: Shallue-van de Woestijne method, Section 6.6.1

*Z: -1

P384_XMD:SHA-512_SSWU_NU_ is identical to P384_XMD:SHA-512_SSWU_RO_,
except that the encoding type is encode_to_curve (Section 3).

P384_XMD:SHA-512_SVDW_NU_ is identical to P384_XMD:SHA-512_SVDW_RO_,
except that the encoding type is encode_to_curve (Section 3).

An optimized example implementation of the Simplified SWU mapping to
P-384 is given in Appendix D.2.

8.3. Suites for NIST P-521

This section defines ciphersuites for the NIST P-521 elliptic curve
[FIPS186-4].

P521_XMD:SHA-512_SSWU_RO_ is defined as follows:
*encoding type: hash_to_curve (Section 3)

*E: yN2 = xA3 + A * X + B, where



-B =
0x51953eb9618e1c9al1f929a21a0b68540eea2da725b99b315f3h8b489918ef109e€156193951ec7e937|
*p: 27521 - 1
*m: 1
*k: 256

*sgnO: sgnO_le (Section 4.1.2)

*expand_message: expand_message_xmd (Section 5.3.1)

*H: SHA-512
*L: 96

*f: Simplified SWU method, Section 6.6.2

*Z: -4
*h_eff: 1

P521_XMD:SHA-512_SVDW_RO_ is identical to P521_XMD:SHA-512_SSWU_RO_,
except for the following parameters:

*f: Shallue-van de Woestijne method, Section 6.6.1

*Z: 1

P521_XMD:SHA-512_SSWU_NU_ is identical to P512_XMD:SHA-512_SSWU_RO_,
except that the encoding type is encode_to_curve (Section 3).

P521_XMD:SHA-512_SVDW_NU_ is identical to P512_XMD:SHA-512_SVDW_RO_,
except that the encoding type is encode_to_curve (Section 3).

An optimized example implementation of the Simplified SWU mapping to
P-521 is given in Appendix D.2.

8.4. Suites for curve25519 and edwards25519

This section defines ciphersuites for curve25519 and edwards25519
[REC7748].

curve25519_XMD:SHA-256_ELL2_RO_ is defined as follows:

*encoding type: hash_to_curve (Section 3)



*E: K * tA2 = sA3 + J * sA2 + s, where

1
(&
I

486662

*p: 27255 - 19
*m: 1
*k: 128

*sgno: sgnO_le (Section 4.1.2)

*expand_message: expand_message_xmd (Section 5.3.1)

*H: SHA-256
*L: 48

*f: Elligator 2 method, Section 6.7.1

*Z: 2
*h_eff: 8
edwards25519_XMD:SHA-256_ELL2_RO_ is identical to
curve25519 XMD:SHA-256_ELL2_RO_, except for the following
parameters:
*Eroa * vA2 + w2 =1 +d * vA2 * wA2, where
-a = -1
-d =

0x52036cee2b6ffe738cc740797779e89800700a4d4141d8ab75eb4dcal35978a3

*f: Twisted Edwards Elligator 2 method, Section 6.8.2

*M: curve25519 defined in [REC7748], Section 4.1

*rational_map: the birational map defined in [RFC7748], Section
4.1

curve25519 XMD:SHA-256_ELL2 NU_ is identical to
curve25519 XMD:SHA-256_ELL2_RO_, except that the encoding type is
encode_to_curve (Section 3).



edwards25519_XMD:SHA-256_ELL2_NU_ is identical to
edwards25519_XMD:SHA-256_ELL2_RO_, except that ene encoding type is
encode_to_curve (Section 3).

curve25519 XMD:SHA-512_ELL2 _RO_ is identical to
curve25519 XMD:SHA-256_ELL2_RO_, except that H is SHA-512.

curve25519_XMD:SHA-512_ELL2_NU_ is identical to
curve25519 XMD:SHA-256_ELL2_NU_, except that H is SHA-512.

edwards25519_XMD:SHA-512_ELL2_RO_ is identical to
edwards25519_XMD:SHA-256_ELL2_RO_, except that H is SHA-512.

edwards25519_XMD:SHA-512_ELL2_NU_ is identical to
edwards25519 XMD:SHA-256_ELL2 NU_, except that H is SHA-512.

Optimized example implementations of the above mappings are given in
Appendix D.3 and Appendix D.4.

8.5. Suites for curve448 and edwards448

This section defines ciphersuites for curve448 and edwards448
[REC7748].

curve448_XMD:SHA-512_ELL2_RO_ is defined as follows:
*encoding type: hash_to_curve (Section 3)

*E: K * tA2 = sA3 + J * sA2 + s, where

1
[
I

156326

*p: 2M448 - 2/h224 - 1
*m: 1
*k: 224

*sgnO: sgnO_le (Section 4.1.2)

*expand_message: expand_message_xmd (Section 5.3.1)

*H: SHA-512
*L: 84

*f: Elligator 2 method, Section 6.7.1

*Z: -1



*h_eff: 4

edwards448_XMD:SHA-512 ELL2 RO_ is identical to
curve448_XMD:SHA-512_ELL2_RO_, except for the following parameters:

*Era * vA2 + w2 =1 +d * vA2 * wA2, where
-a = 1

-d

-39081

*f: Twisted Edwards Elligator 2 method, Section 6.8.2

*M: curve448, defined in [RFC7748], Section 4.2
*rational_map: the 4-isogeny map defined in [RFC7748], Section 4.2

curve448 XMD:SHA-512 ELL2 _NU_ is identical to
curve448_XMD:SHA-512 ELL2_RO_, except that the encoding type is
encode_to_curve (Section 3).

edwards448_XMD:SHA-512 ELL2 NU_ is identical to
edwards448_XMD:SHA-512_ELL2_RO_, except that the encoding type is
encode_to_curve (Section 3).

Optimized example implementations of the above mappings are given in
Appendix D.5 and Appendix D.6.

8.6. Suites for secp256k1l

This section defines ciphersuites for the secp256kl elliptic curve
[SEC2].

secp256k1l_XMD:SHA-256_SSWU_RO_ is defined as follows:
*encoding type: hash_to_curve (Section 3)
*E: yN2 = xXA3 + 7
*p: 27256 - 2A32 - 2A9 - 2A8 - 2A7 - 2Mh6 - 2M4 - 1
*m: 1
*k: 128

*sgno: sgnO_le (Section 4.1.2)

*expand_message: expand_message_xmd (Section 5.3.1)

*H: SHA-256



*L: 48

*f: Simplified SWU for AB == O, Section 6.6.3

*Z: -11

*E': y'A2 = x'A3 + A' * x' + B', where
A
0x3f8731abdd66ladca®8a5558f0f5d272e953d363ch6f0e5d405447c01a444533
-B': 1771

*iso_map: the 3-isogeny map from E' to E given in Appendix C.1

*h_eff: 1

secp256k1_XMD:SHA-256_SVDW_RO_ is identical to
secp256k1_XMD:SHA-256_SSWU_RO_, except for the following parameters:

*f: Shallue-van de Woestijne method, Section 6.6.1

*Z: 1
*E' is not required for this suite
*iso_map is not required for this suite

secp256k1_XMD:SHA-256_SSWU_NU_ is identical to
secp256k1_XMD:SHA-256_SSWU_RO_, except that the encoding type is
encode_to_curve (Section 3).

secp256k1l_XMD:SHA-256_SVDW_NU_ is identical to
secp256k1_XMD:SHA-256_SVDW_RO_, except that the encoding type is

encode_to_curve (Section 3).

An optimized example implementation of the Simplified SWU mapping to
the curve E' isogenous to secp256kl is given in Appendix D.2.

8.7. Suites for BLS12-381

This section defines ciphersuites for groups G1 and G2 of the
BLS12-381 elliptic curve [BLS12-381].

8.7.1. BLS12-381 G1
BLS12381G1_XMD:SHA-256_SSWU_RO_ is defined as follows:

*encoding type: hash_to_curve (Section 3)



*E: yN2 = XA3 + 4

*p:
0xla0llleal397fe69a4blba7b6434bacd764774b84138512bTf6730d2a0Tf6b0f6241eabfffeb153ffffbofe
*m: 1

*k: 128

*sgnO: sgnO_be (Section 4.1.1)

*expand_message: expand_message_xmd (Section 5.3.1)

*H: SHA-256
*L: 64

*f: Simplified SWU for AB == 0, Section 6.6.3

*Z: 11
*E': y'A2 = x'A3 + A" * x' + B', where
A =

0x144698a3h8e9433d693a02c96d4982h0ea985383ee66a8d8e8981aefd881ac9893618dadedf97f5cT:

-B' =
0x12e2908d11688030018b12e8753eee3b2016c1f0f24f4070a0b9c14fcef35ef55a23215a316ceaasd:
*iso_map: the 11-isogeny map from E' to E given in Appendix C.2
*h_eff: 0xd201000000010001
BLS12381G1_XMD:SHA-256_SVDW_RO_ is identical to
BLS12381G1_XMD:SHA-256_SSWU_RO_, except for the following

parameters:

*f: Shallue-van de Woestijne method, Section 6.6.1

*Z: -3

*E' is not required for this suite

*iso_map is not required for this suite
BLS12381G1_XMD:SHA-256_SSWU_NU_ is identical to

BLS12381G1_XMD:SHA-256_SSWU_RO_, except that the encoding type is
encode_to_curve (Section 3).



BLS12381G1_XMD:SHA-256_SVDW_NU_ is identical to
BLS12381G1_XMD:SHA-256_SVDW_RO_, except that the encoding type is
encode_to_curve (Section 3).

Note that the h_eff values for these suites are chosen for
compatibility with the fast cofactor clearing method described by
Scott ([WB19] Section 5).

An optimized example implementation of the Simplified SWU mapping to
the curve E' isogenous to BLS12-381 G1 is given in Appendix D.2.

8.7.2. BLS12-381 G2
BLS12381G2_XMD:SHA-256_SSWU_RO_ is defined as follows:

*encoding type: hash_to_curve (Section 3)

*E: yN2 = xA3 + 4 * (1 + I)

*base field F is GF(p”m), where
-p:
0xla@lllea397fe69a4bilba7b6434bacd764774b84138512bT6730d2a0T6b0f6241eabfffebl53f b
-m: 2
-(1, I) is the basis for F, where IA2 + 1 == 0 in F

*k: 128

*sgn@: sgnO_be (Section 4.1.1)

*expand_message: expand_message_xmd (Section 5.3.1)

*H: SHA-256
*L: 64

*f: Simplified SWU for AB == O, Section 6.6.3

*Z: -(2 + 1)
*E': y'A2 = x'A3 + A' * x' + B', where

-A' =240 * I

-B' = 1012 * (1 + I)

*iso_map: the isogeny map from E' to E given in Appendix C.3



*h_eff:
Oxbc69f08f2ee75b3584c6a0ea91b352888e2a8e9145ad7689986F 031508 fe1329c2f178731db956d82b

BLS12381G2_XMD:SHA-256_SVDW_RO_ is identical to
BLS12381G2_XMD:SHA-256_SSWU_RO_, except for the following
parameters:

*f: Shallue-van de Woestijne method, Section 6.6.1

*Z: 1
*E' is not required for this suite
*iso_map is not required for this suite

BLS12381G2_XMD:SHA-256_SSWU_NU_ is identical to
BLS12381G2_XMD:SHA-256_SSWU_RO_, except that the encoding type is
encode_to_curve (Section 3).

BLS12381G2_XMD:SHA-256_SVDW_NU_ is identical to
BLS12381G2_XMD:SHA-256_SVDW_RO_, except that the encoding type is
encode_to_curve (Section 3).

Note that the h_eff values for these suites are chosen for
compatibility with the fast cofactor clearing method described by
Budroni and Pintore ([BP17], Section 4.1).

8.8. Defining a new hash-to-curve suite
The RECOMMENDED way to define a new hash-to-curve suite is:

1. E, F, p, and m are determined by the elliptic curve and its
base field; k is determined by the security level of the
elliptic curve.

2. Choose encoding type, either hash_to_curve or encode_to_curve
(Section 3).

3. Choose a sgn@® variant following the guidelines in Section 4.1.
4. Compute L as described in Section 5.1.

5. Choose an expand_message variant from Section 5.3 plus any
underlying cryptographic primitives (e.g., a hash function H).

6. Choose a mapping following the guidelines in Section 6.1, and
select any required parameters for that mapping.



7. Choose h_eff to be either the cofactor of E or, if a fast
cofactor clearing method is to be used, a value appropriate to
that method as discussed in Section 7.

8. Construct a Suite ID following the guidelines in Section 8.9.
When hashing to an elliptic curve not listed in this section,
corresponding hash-to-curve suites SHOULD be fully specified as
described above.
8.9. Suite ID naming conventions
Suite IDs MUST be constructed as follows:

CURVE_ID || "_" || HASH_ID || "_" || MAP_ID || "_" || ENC_VAR || "_"

The fields CURVE_ID, HASH_ID, MAP_ID, and ENC_VAR are ASCII-encoded
strings of at most 64 characters each. Fields MUST contain only
ASCII characters between 0x21 and Ox7E (inclusive) other underscore
(i.e., 0Ox5f).

As indicated above, each field (including the last) is followed by
an underscore ("_", ASCII 0x5f). This helps to ensure that Suite IDs
are prefix free. Suite IDs MUST include the final underscore and
MUST NOT include any characters after the final underscore.

Suite ID fields MUST be chosen as follows:

*CURVE_ID: a human-readable representation of the target elliptic
curve.

*HASH_ID: a human-readable representation of the expand_message
function and any underlying hash primitives used in hash_to_field
(Section 5). This field MUST be constructed as follows:

EXP_TAG || ":" || HASH_NAME

EXP_TAG indicates the expand_message variant:

-"XMD" for expand_message_xmd (Section 5.3.1).

-"XOF" for expand_message_xof (Section 5.3.2).

HASH_NAME is a human-readable name for the underlying hash
primitive. As examples:

1. For expand_message_xof (Section 5.3.2) with SHAKE-128,
HASH_ID is "XOF:SHAKE-128".
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2. For expand_message_xmd (Section 5.3.1) with SHA3-256,
HASH_ID is "XMD:SHA3-256".

*MAP_ID: a human-readable representation of the map_to_curve
function as defined in Section 6. These are defined as follows:

-"SvDW" for or Shallue and van de Woestijne (Section 6.6.1).

-"SSwU" for Simplified SWU (Section 6.6.2, Section 6.6.3).

-"ELL2" for Elligator 2 (Section 6.7.1, Section 6.8.2).

*ENC_VAR: a string indicating the encoding type and other
information. The first two characters of this string indicate
whether the suite represents a hash_to_curve or an
encode_to_curve operation (Section 3), as follows:

-If ENC_VAR begins with "RO", the suite uses hash_to_curve.
-If ENC_VAR begins with "NU", the suite uses encode_to_curve.
-ENC_VAR MUST NOT begin with any other string.

ENC_VAR MAY also be used to encode other information used to
identify variants, for example, a version number. The RECOMMENDED
way to do so is to add one or more subfields separated by colons.
For example, "RO:V02" is an appropriate ENC_VAR value for the
second version of a random-oracle suite, while
"RO:V02:F0001:BAR17" might be used to indicate a variant of that
suite.

IANA Considerations
This document has no IANA actions.
Security Considerations

When constant-time implementations are required, all basic
operations and utility functions must be implemented in constant
time, as discussed in Section 4. In some applications (e.g.,
embedded systems), leakage through other side channels (e.g., power
or electromagnetic side channels) may be pertinent. Defending
against such leakage is outside the scope of this document, because
the nature of the leakage and the appropriate defense depends on the
protocol from which a hash-to-curve function is invoked.

Section 3.1 describes considerations related to domain separation.

Section 5 describes considerations for uniformly hashing to field
elements; see Section 10.1 and Section 10.2 for further discussion.
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Each encoding variant (Section 3) accepts an arbitrary byte string
and maps it to a pseudorandom point on the curve. Note, however,
that directly evaluating the mappings of Section 6 produces an
output that is distinguishable from random.

When the hash_to_curve function (Section 3) is instantiated with a
hash_to_field function that is indifferentiable from a random oracle
(Section 5), the resulting function is indifferentiable from a
random oracle ([FESTV13], [LBB19], [MRHO4]). In most cases such a
function can be safely used in protocols whose security analysis
assumes a random oracle that outputs points on an elliptic curve. As
Ristenpart et al. discuss in [RSS11], however, not all security
proofs that rely on random oracles continue to hold when those
oracles are replaced by indifferentiable functionalities. This
limitation should be considered when analyzing the security of
protocols relying on the hash_to_curve function.

When hashing passwords using any function described in this
document, an adversary who learns the output of the hash function
(or potentially any intermediate value, e.g., the output of
hash_to_field) may be able to carry out a dictionary attack. To
mitigate such attacks, it is recommended to first execute a more
costly key derivation function (e.g., PBKDF2 [RFC2898] or scrypt
[REC7914]) on the password, then hash the output of that function to
the target elliptic curve. For collision resistance, the hash
underlying the key derivation function should be chosen according to
the guidelines listed in Section 5.3.

1. hash_to_field security

The hash_to_field function defined in Section 5 is indifferentiable
from a random oracle [MRH04] when expand_message (Section 5.3) is
modeled as a random oracle. By composability of indifferentiability
proofs, this also holds when expand_message is proved
indifferentiable from a random oracle relative to an underlying
primitive that is modeled as a random oracle. When following the
guidelines in Section 5.3, both variants of expand_message defined
in that section meet this requirement (see also Section 10.2).

We very briefly sketch the indifferentiability argument for
hash_to_field. Notice that each integer mod p that hash_to_field
returns (i.e., each element of the vector representation of F) is a
member of an equivalence class of roughly 27k integers of length
log2(p) + k bits, all of which are equal modulo p. For each integer
mod p that hash_to_field returns, the simulator samples one member
of this equivalence class at random and outputs the byte string
returned by I20SP. (Notice that this is essentially the inverse of
the hash_to_field procedure.)
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Finally, the expand_message variants in this document (Section 5.3)
always append the domain separation tag DST to the strings hashed by
H, the underlying hash or extensible output function. This means
that invocations of H outside of hash_to_field can be separated from
those inside of hash_to_field by appending a tag distinct from DST
to their inputs. Other expand_message variants that follow the
guidelines in Section 5.3.3 are expected to have similar properties,
but these should be analyzed on a case-by-case basis.

2. expand_message_xmd security

The expand_message_xmd function defined in Section 5.3.1 is
indifferentiable from a random oracle [MRHO4] when one of the
following holds:

1. H is indifferentiable from a random oracle,

2. H is a sponge-based hash function whose inner function is
modeled as a random transformation or random permutation
[BDPVO8], or

3. H is a Merkle-Damgaard hash function whose compression function
is modeled as a random oracle [CDMPO5].

For cases (1) and (2), the indifferentiability of expand_message_xmd
follows directly from the indifferentiability of H.

For case (3), i.e., for H a Merkle-Damgaard hash function,
indifferentiability follows from [CDMPO5], Theorem 3.5. In
particular, expand_message_xmd computes b_0 by prepending one block
of 0-bytes to the message and auxiliary information (length,
counter, and DST). Then, each of the output blocks b_i, i >= 1 in
expand_message_xmd is the result of invoking H on a unique, prefix-
free encoding of b_0. This is true, first, because the length of the
input to all such invocations is equal and fixed by the choice of H
and DST, and second, because each such input has a unique suffix
(because of the inclusion of the counter byte I20SP(i, 1)).

The essential difference between the construction of [CDMPO5] and
expand_message_xmd is that the latter hashes a counter appended to
strxor(b_0, b_(i - 1)) (step 9) rather than to b_0. This approach
increases the Hamming distance between inputs to different
invocations of H, which reduces the likelihood that nonidealities in
H affect the distribution of the b_i values.
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Appendix A. Related Work

The problem of mapping arbitrary bit strings to elliptic curve
points has been the subject of both practical and theoretical
research. This section briefly describes the background and research
results that underly the recommendations in this document. This
section is provided for informational purposes only.

A naive but generally insecure method of mapping a string msg to a
point on an elliptic curve E having n points is to first fix a point
P that generates the elliptic curve group, and a hash function Hn
from bit strings to integers less than n; then compute Hn(msg) * P,
where the * operator represents scalar multiplication. The reason
this approach is insecure is that the resulting point has a known
discrete log relationship to P. Thus, except in cases where this
method is specified by the protocol, it must not be used; doing so
risks catastrophic security failures.

Boneh et al. [BLSQ1] describe an encoding method they call
MapToGroup, which works roughly as follows: first, use the input
string to initialize a pseudorandom number generator, then use the
generator to produce a pseudorandom value x in F. If x is the x-
coordinate of a point on the elliptic curve, output that point.
Otherwise, generate a new pseudorandom value x in F and try again.
Since a random value x in F has probability about 1/2 of
corresponding to a point on the curve, the expected number of tries
is just two. However, the running time of this method depends on the
input string, which means that it is not safe to use in protocols
sensitive to timing side channels.
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Schinzel and Skalba [SS04] introduce a method of constructing
elliptic curve points deterministically, for a restricted class of
curves and a very small number of points. Skalba [S05] generalizes
this construction to more curves and more points on those curves.
Shallue and van de Woestijne [SW06] further generalize and simplify
Skalba's construction, yielding concretely efficient maps to a
constant fraction of the points on almost any curve. Fouque and
Tibouchi [FT12] give a parameterization of this mapping for Barreto-
Naehrig pairing-friendly curves [BNO5].

Ulas [UO7] describes a simpler version of the Shallue-van de
Woestijne map, and Brier et al. [BCIMRT10] give a further
simplification, which the authors call the "simplified SWU" map.
That simplified map applies only to fields of characteristic p = 3
(mod 4); Wahby and Boneh [WB19] generalize to fields of any
characteristic, and give further optimizations.

Boneh and Franklin give a deterministic algorithm mapping to certain
supersingular curves over fields of characteristic p = 2 (mod 3)
[BEO1]. Icart gives another deterministic algorithm which maps to
any curve over a field of characteristic p = 2 (mod 3) [Icart09].
Several extensions and generalizations follow this work, including
[FSve9], [FT10], [KLR10], [F11], and [CKi11].

Following the work of Farashahi [F11], Fouque et al. [FJT13]
describe a mapping to curves over fields of characteristic p = 3
(mod 4) having a number of points divisible by 4. Bernstein et al.
[BHKL13] optimize this mapping and describe a related mapping that
they call "Elligator 2," which applies to any curve over a field of
odd characteristic having a point of order 2. This includes
Curve25519 and Curve448, both of which are CFRG-recommended curves
[REC7748]. Bernstein et al. [BLMP19] extend the Elligator 2 map to a
class of supersingular curves over fields of characteristic p = 3
(mod 4).

An important caveat regarding all of the above deterministic mapping
functions is that none of them map to the entire curve, but rather
to some fraction of the points. This means that they cannot be used
directly to construct a random oracle that outputs points on the
curve.

Brier et al. [BCIMRT10] give two solutions to this problem. The
first, which Brier et al. prove applies to Icart's method, computes
f(HO(msg)) + f(H1(msg)) for two distinct hash functions HO and H1
from bit strings to F and a mapping f from F to the elliptic curve
E. The second, which applies to essentially all deterministic
mappings but is more costly, computes f(HO(msg)) + H2(msg) * P, for
P a generator of the elliptic curve group and H2 a hash from bit
strings to integers modulo r, the order of the elliptic curve group.



Farashahi et al. [FESTV13] improve the analysis of the first method,
showing that it applies to essentially all deterministic mappings.
Tibouchi and Kim [TK17] further refine the analysis and describe
additional optimizations.

Complementary to the problem of mapping from bit strings to elliptic
curve points, Bernstein et al. [BHKL13] study the problem of mapping
from elliptic curve points to uniformly random bit strings, giving
solutions for a class of curves including Montgomery and twisted
Edwards curves. Tibouchi [T14] and Aranha et al. [AFQTZ14]
generalize these results. This document does not deal with this
complementary problem.

Appendix B. Rational maps
This section gives several useful rational maps.
B.1. Twisted Edwards to Montgomery curves
This section gives a generic birational map between twisted Edwards

and Montgomery curves. This birational map comprises the rational
map specified in Section 6.8.1 and its inverse.

The twisted Edwards curve

a * vA2 + wh2 =1 +.d * vA2 F wA2

is birationally equivalent to the Montgomery curve
K* thn2 = sA3 + J * sA2 + s

by the following mappings ([BBJLPO8], Theorem 3.2). To convert from
twisted Edwards to Montgomery form, the mapping is

*J

2 * (a+d)/ (a-d)

*K = 4 / (a - d)

*s (1 +w) /7 (1 - w)

*t

(L +w) /7 (v*(1-w))

This mapping is defined when a !'= d, which is guaranteed by the
definition of twisted Edwards curves. The mapping is undefined when
v==0orw==1., If (v, w) == (0, -1), return the point (s, t) =
(0, 0). For all other undefined inputs, return the identity point on
the Montgomery curve. (This follows from [BBJLP08], Section 3.)



B.2.

To convert from Montgomery to twisted Edwards form, the mapping is

*a = (3 +2) /K

*d

(3 -2) /K

*v. = s / t

*w= (s -1) / (s + 1)
This mapping is defined when J != 2, J I= -2, and K != 0; all
Montgomery curves meet these criteria. The mapping is undefined when
t == 0 or s == -1. If (s, t) == (0, 0), return the point (v, w) =

(0, -1). For all other undefined inputs, return the identity point
on the twisted Edwards curve, namely, (v, w) = (0, 1). (This follows
from [BBJLPO8], Section 3.)

(Note that Section 6.8.1 gives a simpler rule for handling undefined
inputs to this rational map: always return the identity point. The
simpler rule gives the same result when used as part of an encoding
function (Section 3), because the cofactor clearing step will always
map the point (v, w) = (0, -1) to the identity point.)

Composing the mapping of this section with the mapping from
Montgomery to Weierstrass curves in Appendix B.2 yields a mapping
from twisted Edwards curves to Weierstrass curves, which is the form
required by the mappings in Section 6.6. This composition of
mappings can be used to apply the Shallue-van de Woestijne (Section
6.6.1) or Simplified SWU (Section 6.6.2) method to twisted Edwards
curves.

Montgomery to Weierstrass curves

The rational map from the point (s, t) on the Montgomery curve
K* thn2 = sA3 + J * sA2 + s

to the point (X, y) on the equivalent Weierstrass curve

yhn2 = xN3 + A * X + B

is given by:

*A = (3 - JA2) / (3 * KA2)
*B = (2 * JA3 - 9 * J) / (27 * KA3)
*x = (3 * s+ 3)/ (3*K)

t /K

*
<
1



The inverse map, from the point (x, y) to the point (s, t), is given
by

*$ = (3*K*x-J)/3

*t

y * K

This mapping can be used to apply the Shallue-van de Woestijne
(Section 6.6.1) or Simplified SWU (Section 6.6.2) method to
Montgomery curves.

Appendix C. Isogeny maps for Suites

This section specifies the isogeny maps for the secp256kl and
BLS12-381 suites listed in Section 8.

These maps are given in terms of affine coordinates. Wahby and Boneh
([wWB19], Section 4.3) show how to evaluate these maps in a
projective coordinate system (Appendix D.1), which avoids modular
inversions.

Refer to the draft repository [hash2curve-repo] for a Sage [SAGE]
script that constructs these isogenies.

C.1. 3-isogeny map for secp256kil

This section specifies the isogeny map for the secp256kl suite
listed in Section 8.6.

The 3-isogeny map from (x', y') on E' to (X, y) on E is given by the
following rational functions:

*x = x_num / x_den, where

-x_num = k_(1,3) * x'A3 + k_(1,2) * x'A"2 + k_(1,1) * x' +
k_(1,0)

~x_den = x'A2 + k_(2,1) * x' + k_(2,0)
*y = y' * y num / y_den, where

-y_num = k_(3,3) * xX'A3 + k_(3,2) * x'A2 + k_(3,1) * x' +
k_(3,0)

-y_den = x'A3 + k_(4,2) * x'A2 + k_(4,1) * x" + k_(4,0)



The constants used to compute x_num are as follows:

*k_(1,0) =
0x8e38e38e38e38e38e38e38e38e38e38e38e38e38e38e38e38e38e38daaaaa8c?

*k_(1,1) =
0x7d3d4c80bc321d5b9f315cea7fd44c5d595d2fcObf63b92dfff1044f17¢c6581
*k_(1,2) =

0x534c328d23f234e6e2a413deca25caeced4506144037c40314echdOb53d9dd262

*k_(1,3) =

0x8e38e38e38e38e38e38e38e38e38e38e38e38e38e38e38e38e38e38daaaaad8c
The constants used to compute x_den are as follows:

*k_(2,0) =

0xd35771193d94918a9ca34cchb7b640dd86cd40954218487d9fe6b745781eb49b

*k_(2,1) =

Oxedadc6f64383dc1df7c4b2d51b54225406d36b641Ff5e41bbc52a56612a8c6d14
The constants used to compute y_num are as follows:

*k_(3,0) =

Ox4bdal12f684bdal2f684bdal2f684bdal2f684bdal2f684bdal2f684b8e38e23c¢c

*k_(3,1) =
Oxc75e0c32d5ch7cO0fa9das54b12a0a6d5647ab046d686da6fdffco0fc201d71a3

*k_(3,2) =
0x29a6194691f91a73715209ef6512e576722830a201be2018a765e85a9ecee931

*k_(3,3) =
0x2f684bdal12f684bdal2f684bdal2f684bdal2f684bdal2f684bdal2f38e38d84

The constants used to compute y_den are as follows:

*k_(4,0) =
OXF i fffffefffffo3b



*k_(4,1) =
0x7a06534bb8bdb49fd5e9e6632722c2989467c1bfc8e8d978dfh425d2685¢2573

*k_(4,2) =
0x6484aa716545ca2cf3a70c3fa8fe337e0a3d21162f0d6299a7bf8192bfd2a76f
C.2. 11-isogeny map for BLS12-381 G1

The 11-isogeny map from (x', y') on E' to (X, y) on E is given by
the following rational functions:

*x = x_num / x_den, where

-x_num = k_(21,11) * x'AM11 + k_(1,10) * x'AM10 + k_(1,9) * x'N9 +
+ k_(1,0)

-x_den = x'A10 + k_(2,9) * x'A9 + k_(2,8) * X'A8 + ... +

k_(2,0)

*y = y' * y num / y_den, where

-y_num = k_(3,15) * x'A15 + k_(3,14) * x'A14 + k_(3,13) * x'A13
+ ... + k_(3,0)

-y_den = x'AM15 + k_(4,14) * x'M14 + k_(4,13) * x'AM13 + ... +
k_(4,0)

The constants used to compute x_num are as follows:
*k_(1,0) =

0x11a0572b1e833340b809101dd99815856b303e88a2d7005Ff2627b56cdb4e2c85610c2d5f2e62d6eaeac:

*k(1,1) =
0x17294ed3e943ab2f0588bab22147a81c7c17e75b2f6a84171565e33c70d1e86b4838f2a61318c356€834«

*k_(1,2) =
0xd54005db97678ec1d1048c5d10a9albced32473295983e56878e501ec68e25¢c958c3e3d2a09729fe0179

*k_(1,3) =
0x1778e7166Fcc6db74e0609d307e55412d7F5e4656a8dbf25F1h33289F1h33083533625c3107193¢5b3!

*k_(1,4) =
0xe99726a319974436642b4b3e4118e5499db995a1257fh3f086eeb65982fac18985a286T301e77c451154«



*k_(1,5) =
0x1630c3250d7313ff01d1201bf7a74ab5db3cb17dd952799b9ed3ab9097e68f90a0870d2dcae73d19cd13:

*k_(1,6) =
0xd6ed6553fe440d296a3726c38ae652bTh11586264F0f8ce19008e218f9c86b2a8da25128c1052ecaddd7 !

*k(1,7) =
0x17b8le770labdbe2e8743884d1117e53356de5ab275b4db1a682c62ef0f2753339b7c8F8c8f475af9cch!

*k_(1,8) =
0x80d3cf1f9a78fc47b90b33563be990dc43b756ce79f5574a2¢c596c928c5d1de4fa295f296b74e956d719:

*k_(1,9) =
0x169b1f8elbcfa7c42e0c37515d138f22dd2ech803a0c5¢c99676314baf4bb1lb7fa3190b2edc0327797124:

*k_(1,10) =
0x10321dab79ce07e272d8ec09d2565b0dfa7dccdde6787f96d50af36003b14866T69b771Ff8c285deccab7

*k_(1,11) =

0x6e08c248e260e70bd1e962381edee3d31d79d7e22c837bc23cObf1bc24c6b68c24b1b80b64d391fa9c8b:
The constants used to compute x_den are as follows:

*k_(2,0) =

0x8ca8d548cffl19ael8b2e62f4bd3fa6f0ld5ef4ba35b48ba9c9588617fc8ac62b558d681be343df8993c T

*k_(2,1) =
0x12561a5deb559¢c4348b4711298e536367041e8cabdctf0800c0126c2588c48bf5713daa8846ch026e9e5cS8:

*k_(2,2) =
0xb2962fe57a3225e8137e629bff29911f6f89416f5a718cd1lfca64e00bllaceacd6al3d0967c94fedcfcc23!

*k_(2,3) =
0x3425581a58ae2fec83aafef7c40eb545b08243f16b1655154cca8abc28d6fd04976d5243eect5c4130de!

*k_(2,4) =
0x13a8€162022914a80a6f1d5f43e7a07df fdfc759a12062bb8d6b44e833b306da9bd29bas1f35781d539d:



*k_(2,5) =
0xe735578e4e667b955390f7f0506c6€9395735e9ce9cad4d0as3bcef24b8982F7400d24bc4228f11coO2df

*k_(2,6) =
OX772caact1693619013e0c63e0596721570T5799af53a1894e2e073062aede9cea73b3538Ff0ded6cec257¢

*k(2,7) =
0x14a7ac2a9d64a8b230b3f5b074cT01996e7163c21bca68a81996elcdf9822¢c580fa5b9489d11e2d311f7

*k_(2,8) =
Oxallecf6ada54f825e920b3dafc7a3cce07f8d1d7161366b74100da67139883503826692abbad43704776e«

*k_(2,9) =

0x95fc13ab9e92ad4476d6e3eb3a56680T682b4ee96T7d03776df533978F31c1593174e4b4b7865002d638:
The constants used to compute y_num are as follows:

*k_(3,0) =

0x90d97c81ba24ee0259d1f094980dcfalladl138e48a869522h52af6c956543d3cdOc7aee9b3bal3c2be984!

*k_(3,1) =
0x134996a104ee5811d51036d776Tb46831223e96c2541383d0T906343eb67ad34d6c56711962Fa8bfe097

*k_(3,2) =
Oxcc786baa966e66f4a384c86a3b49942552e2d658a31ce2c344be4h91400da7d26d521628b00523b8dfe2:

*k_(3,3) =
0x1f86376€8981c217898751ad8746757d42aa7b90eeb791c09e4a3ec03251cf9de405aba9ec6ldecab355¢

*k_(3,4) =
0x8ccO3fdefedff135caf4fe2a21529c4195536Fbe3ce50b8798331Fd221351adc2ee7f8dc099040a841b6d:

*k_(3,5) =
0x16603fca40634b6a2211e11db8fPabad74a7d0d4afadb7bd76505c3d3ad5544e203T6326c95a807299b2:

*k_(3,6) =
Ox4ab0b9bcfaclbbcb2c977d027796b3ce75bb8ca2bel184chb5231413c4d634f3747a87ac2460f415ec961f!



*k_(3,7) =
0x987c8d5333ah86fde9926bd2cabc674170a05bfe3bdd81ffd038da6c26c842642F64550fedfe935al5e4

*k_(3,8) =
0x9fc4018bd96684be88c9e221e4dalbb8f3abd16679dc26cle8b6e6alf20cabe69d65201c78607a360370¢

*k_(3,9) =
Oxelbba7al1186bdb5223abde7adald4a23c42a@ca7915af6fe06985e7ed1e4d43b9b3f7055dd4ebab6f2bafas

*k_(3,10) =
0x19713e47937cd1lbeddfdob8f1d43fb93cd2fcbcbh6caf493fd1183e416389e61031bf3a5cce3fbafce813’

*k_(3,11) =
0x18b46a908f36f6debh918c143fed2edcc523559h8aaf0c2462e6bfe7f911f643249d9cdf41b44d606ce07

*k_(3,12) =
0xb182cac101b9399d155096004F53f447aa7b12a3426h08ec02710e807h4633F06c851c1919211F20d4c0.

*k_(3,13) =
0x245a394adleca9b72fcO0ae7be315dc757b3b080d4c158013e6632d3c40659cc6Ccf90adlc232a6442d9d:

*k_(3,14) =
0x5c129645e44cf1102a159f748c4a3fc5e673d81d7e86568d9ab0f5d396a7ce46bal049b6579afb7866b1«

*k_(3,15) =
0x15e6be4e990f03cedea50h3ba2df2eb5ch181d8f84965a3957add4fag5af01b2b665027efec01c7704ba!

The constants used to compute y_den are as follows:

*k_(4,0) =
0x16112c4c3a9c98b252181140fad0eae9601a6de578980be6eec3232b5be72e7a0713688ef60c206d0147!

*k_(4,1) =
0x1962d75¢c2381201elal®cbd6c43c348h885c84Ff731c4d59ca4al10356T453e01f78a4260763529e3532F6:

*k_(4,2) =
0x58df3306640da276faaae7d6e8eb15778c4855551ae7f310c35a5dd279cd2eca6757¢cd636T967891e253!



*k_(4,3) =
0x16b7d288798e5395720d23bf89edb4d1d115c5dbddbcd30el123dad489e726af4172736412c28297ada8d 2!

*k_(4,4) =
Oxbe0ed®79545T43e4b00cc912f8228ddcc6d19c9fOf69bbb0542eda®fc9dec916a20bl15dcOfd2ededda391-

*k_(4,5) =
0x8d9e5297186db2d9Tb266eaac783182b70152¢c655500881c5ecd87b6f0f5a6449138db9dfadcce202c64

*k_(4,6) =
0x166007c08a99db2fc3ba8734ace9824b5eecfdfa8dOcf8ef5dd365bc400a0051d5fa9c0l1a58b1fb93dila:

*k_(4,7) =
Oxl1l6a3ef08be3ea7ead3bcddfabba6ff6ee5a4375efalf4fd7feb34Td206357132b920F5b00801dee460ee:

*k_(4,8) =
0x1866c8ed336c61231albes54fdid74cc4f9fbOced4c6af5920abc5750c4bT39b4852cTfe2f7bb9248836b23:

*k_(4,9) =
Oxl1l67a55cda70ab6elcea820597d94a84903216T763e13d87bbh5308592e7ea7d4fbc7385ea3d529h35e346¢€

*k_(4,10) =
0x4d2f259eea405bd48f010a01ad2911d9c6dd039bh61a6290e591h36€636a5c871a5c29T483060400T8b-

*k_(4,11) =
Oxacchb67481d033ff5852c1e48c50c477f94ff8aefced42d28c0f9a88cea79135161968986F7ebbead684b!

*k_(4,12) =
0xad6b9514c767fe3c3613144b4511496543346d98adf02267d5ceef9a00d9b8693000763e3h90aclle99b:

*k_(4,13) =
0x2660400eb2e4f3b628bdd0d53cd76f2bf565b94e72927c1ch748df27942480e420517bd8714cc80d1fad

*k_(4,14) =
0xe0fald816ddc03e6b24255e0d7819¢c171c40f65€273b853324efcd6356caa205ca2f5701134978044154



C.3.

3-isogeny map for BLS12-381 G2

The 3-isogeny map from (x', y') on E' to (X, y) on E is given by the
following rational functions:

*x = Xx_num / x_den, where

-x_num = k_(21,3) * x'A3 + k_(1,2) * x'A"2 + k_(1,1) * x' +
k_(1,0)

-x_den = x'A"2 + k_(2,1) * x' + k_(2,0)
*y = y' * y num / y_den, where

-y_num = k_(3,3) * X'A3 + k_(3,2) * x'A2 + k_(3,1) * x' +
k_(3,0)

-y_den = x'A3 + k_(4,2) * x'A2 + k_(4,1) * x" + k_(4,0)

The constants used to compute x_num are as follows:

*k_(1,0) =
0x5c759507e8e333ebb5b7a9a47d7ed8532¢c52d39fd3a042a88b58423c50ae15d5¢2638e343d9c71c6238a:
+
Ox5c759507e8e333ebb5b7a9a47d7ed8532c52d39fd3a042a88b58423¢c50ae15d5¢c2638e343d9c71c6238a:
*

I

*k(1,1) =
0x11560bf17baa99bc32126fced787c88f984f87adf7ae@c7f9a208c6b4f20a4181472aaa9ch8d555526a91
*

I

*k_(1,2) =
0x11560bf17baa99bc32126fced787¢c88f984f87adf7ae@c7f9a208c6b4f20a4181472aaa9ch8d555526a91
+
0x8ab05f8bdd54cde190937e76bc3e447cc27¢c3d6Tbd7063fcd104635a790520c0a395554e5c6aaaa9354f
*

I

*k_(1,3) =
0x171d6541fa38ccfaed6dea691f5fb614chl4b4e7f4e810aa22d6108f142b85757098e38d0F671c7188e2:

The constants used to compute x_den are as follows:

*k_(2,0) =
0xla0llleal397fe69a4blba7b6434bacd764774b84138512bTf6730d2a0f6b0f6241eabfffebl153ffffbofe
* T

*k_(2,1) = Oxc +
0xla0llleal397fe69a4blba7b6434bacd764774b84138512bf6730d2a0f6b0f6241eabfffebl153ffffbofe
* T



The constants used to compute y_num are as follows:

*k_(3,0) =
0x1530477c7ab4113b59a4c18b076d11930F7da5d4a07f649bT54439d87d27e500fc8c25ebf8c92f6812c T
+
Ox1530477c7ab4113b59a4c18b076d11930f7dab5d4a07f649bT54439d87d27e500fc8c25ebf8c92f6812cf«
*

I

*k_(3,1) =
0x5c759507e8e333ebb5b7a9a47d7ed8532c52d39fd3a042a88b58423c50ae15d5c2638e343d9c71c6238a:
*

I

*k_(3,2) =
0x11560bf17baa99bc32126fced787c88f984f87adf7ae@c7f9a208c6b4f20a4181472aaa9ch8d555526a91
+
0x8ab05f8bdd54cde190937e76bc3e447¢cc27c3d6fhd7063fcd104635a790520c0a395554e5c6aaaad9354f
*

I

*k_(3,3) =
0x124c9ad43b6cf79bfbf7043de3811ad0761b0f37a1e26286b0e977c69aa274524e79097a56dc4bd9el1b3

The constants used to compute y_den are as follows:

*k_(4,0) =
0xla0ll1leal397fe69a4blba7b6434bacd764774b84138512bf6730d2a0f6b0f6241eabfffeb153ffffbofe
+
OxlaBli1lea397fe69ad4b1ba7b6434bacd764774b84138512bf6730d2a0f6b0f6241eabfffeb153ffffbofes
*

I

*k_(4,1) =
0x1a®l1llea397fe69a4blba7b6434bacd764774b84138512bf6730d2a0f6b0F6241eabfffebl153FFffbofe:
*

I

*K_(4,2) = Ox12 +
0x1a0111ea397fe69a4blba7b6434bacd764774b84F38512bF6730d2a0F6b0T6241eabffFeb153FfFFbofe:
*

I

Appendix D. Sample Code

This section gives sample implementations optimized for some of the
elliptic curves listed in Section 8. Sample Sage [SAGE] code for
each algorithm can also be found in the draft repository
[hash2curve-repo].

D.1. Interface and projective coordinate systems

The sample code in this section uses a different interface than the
mappings of Section 6. Specifically, each mapping function in this
section has the following signature:



D.

(xn, xd, yn, yd) = map_to_curve(u)
The resulting point (X, y) is given by (xn / xd, yn / yd).

The reason for this modified interface is that it enables further
optimizations when working with points in a projective coordinate
system. This is desirable, for example, when the resulting point
will be immediately multiplied by a scalar, since most scalar
multiplication algorithms operate on projective points.

The following are two commonly used projective coordinate systems
and the corresponding conversions:

*A point (X, Y, Z) in homogeneous projective coordinates
corresponds to the affine point (x, y) = (X / Z, Y / Z),; the
inverse conversion is given by (X, Y, Z) = (x, y, 1). To convert
(xn, xd, yn, yd) to homogeneous projective coordinates, compute
(X, Y, Z) = (xn * yd, yn * xd, xd * yd).

*A point (X', Y', Z') in Jacobian projective coordinates
corresponds to the affine point (x, y) = (X' / Z2'A2, Y' / Z'A3);
the inverse conversion is given by (X', Y', Z2') = (x, y, 1). To
convert (xn, xd, yn, yd) to Jacobian projective coordinates,
compute (X', Y', Z') = (xn * xd * ydA2, yn * ydA2 * xdA3, xd *
yd).

2. Simplified SWU for p = 3 (mod 4)

The following is a straight-line implementation of the Simplified
SWU mapping that applies to any curve over GF(p) for p = 3 (mod 4).
This includes the ciphersuites for NIST curves P-256, P-384, and
P-521 [FIPS186-4] given in Section 8. It also includes the curves
isogenous to secp256kl (Section 8.6) and BLS12-381 G1 (Section
8.7.1).

The implementations for these curves differ only in the constants
and the base field. The constant definitions below are given in
terms of the parameters for the Simplified SWU mapping; for
parameter values for the curves listed above, see Section 8.1
(P-256), Section 8.2 (P-384), Section 8.3 (P-521), Section 8.6 (E'
isogenous to secp256kl), and Section 8.7.1 (E' isogenous to
BLS12-381 G1).




map_to_curve_simple_swu_3mod4(u)
Input: u, an element of F.
Output: (xn, xd, yn, yd) such that (xn / xd, yn / yd) is a

point on the target curve.

Constants: defined per curve; see above.

1. c1=(p-3)/ 4 # Integer arithmetic

2. €2 = sqrt(-213)

Steps

1. tvl = un2

2. tvd3 =2z * tvl

3. tv2 = tv3A2

4. xd = tv2 + tv3

5. x1n = xd + 1

6. x1n = x1n * B

7. xd = -A * xd

8. el = xd ==

9. xd = CMOV(xd, Z * A, el) # If xd == 0, set xd =Z * A
10. tv2 = xdn2

11. gxd = tv2 * xd # gxd == xdAn3

12. tv2 = A * tv2

13. gx1 = x1nA2

14. gx1 = gx1 + tv2 # xInA2 + A * xdA2

15. gx1 = gx1 * x1n # xInA3 + A * x1n * xdA2

16. tv2 = B * gxd

17. gx1 = gx1 + tv2 # x1nA3 + A * xdn * xdA2 + B * xd~3
18. tv4 = gxdn2

19. tv2 = gx1 * gxd

20. tv4 = tv4 * tv2 # gx1 * gxdAn3

21. vyl = tv4nrcl # (gx1 * gxdA3)A((p - 3) / 4)
22. yl =yl * tv2 # gx1 * gxd * (gx1 * gxdA3)A((p - 3) / 4)
23. x2n = tv3 * x1n # X2 = x2n / xd = Z * ur2 * x1n / xd
24, y2 =yl * c2 # y2 =yl * sqrt(-2Z73)

25. y2 = y2 * tvl

26. y2 = y2 *u

27. tv2 = y1n2

28. tv2 = tv2 * gxd

29. e2 = tv2 == gx1

30. Xxn = CMOV(x2n, x1n, e2) # If e2, x = x1, else x = x2
31. y = CMOV(y2, y1, e2) # If e2, y = yl, elsey = y2
32. e3 = sgnd(u) == sgno(y) # Fix sign of y

33. y = CMOV(-y, vy, e3)

34. return (xn, xd, y, 1)



D.3. curve25519 (Elligator 2)

The following is a straight-line implementation of Elligator 2 for
curve25519 [RFC7748] as specified in Section 8.4.



map_to_curve_elligator2_curve25519(u)

(xn, xd, yn, yd) such that (xn / xd, yn / yd) is a

Input: u, an element of F.
Output:
point on curve25519.
Constants:
1. c1=(p +3) /8
2. c2 = 2/hcl
3. €3 = sqrt(-1)
4., c4 = (p - 5) / 8
Steps
1. tvl = unr2
2. tvli=2* tvl
3. xd = tvl + 1
4., x1n = -486662
5. tv2 = xdAr2
6. gxd = tv2 * xd
7. gx1 = 486662 * xd
8. gx1 = gx1 + x1n
9. gx1 = gx1 * x1n
10. gx1 = gx1 + tv2
11. gx1 = gx1 * x1n
12. tv3 = gxdn2
13. tv2 = tv3A2
14. tv3 = tv3 * gxd
15. tv3 = tv3 * gx1
16. tv2 = tv2 * tv3
17. yl1 = tv2Aic4
18. y11 = y11 * tv3
19. y12 = y11 * c3
20. tv2 = yl1iA2
21. tv2 = tv2 * gxd
22. el = tv2 == gxi
23. yl1l = CMOV(y12, yi1, el)
24, x2n = x1n * tvi
25. y21 = y11 * u
26. y21 = y21 * c2
27. y22 = y21 * c3
28. gx2 = gx1 * tvi
29. tv2 = y21An2
30. tv2 = tv2 * gxd
31. e2 = tv2 == gx2
32. y2 = CMOV(y22, y21, e2)
33. tv2 = yi1A2
34. tv2 = tv2 * gxd
35. e3 = tv2 == gx1
36. xn = CMOV(x2n, x1n, e3)

H*

H H H H H H

H OH OH OH W K

#

Integer arithmetic

Integer arithmetic

Nonzero: -1 is square (mod p), tvl is no
x1 = x1n / xd = -486662 / (1 + 2 * un2)
gxd = xdAn3

486662 * xd

x1ln + 486662 * xd

x1lnA2 + 486662 * x1n * xd

Xx1nA2 + 486662 * x1n * xd + xdA2

Xx1nA3 + 486662 * x1nA2 * xd + x1n * xdA2
gxdn4

gxdAn3

gx1 * gxdA3

gx1 * gxdA7

(gx1 * gxdA7)A((p - 5) / 8)

gx1 * gxdAr3 * (gx1 * gxdA7)A((p - 5) / 8

If g(x1) is square, this is its sqrt
X2 = x2n / xd = 2 * ur2 * xin / xd

g(x2) = gx2 / gxd = 2 * un2 * g(x1)

If g(x2) is square, this is its sqrt

If e3, x = x1, else X2

X
1]



37.
38.
39.
40.

y = CMOV(y2, y1, e3)
e4 = sgnO(u) == sgno(y)
y = CMOV(-y, vy, e4)

return (xn, xd, vy,

1)

# If e3, y = yl, elsey =y2
# Fix sign of y



D.4. edwards25519 (Elligator 2)

The following is a straight-line implementation of Elligator 2 for
edwards25519 [REC7748] as specified in Section 8.4. The subroutine
map_to_curve_elligator2_curve25519 is defined in Appendix D.3.

map_to_curve_elligator2_edwards25519(u)

an element of F.

sqrt(-486664)

XMn * yMd
xn * cl
xMd * yMn
XMn - xMd
XMn + xMd
xd * yd
tvl ==
CMOV(xn, 0O,
cMov(xd, 1,
CMOV(yn, 1,
cMov(yd, 1,

Input: u,
Output:
Constants:
1. cl1 =
Steps:

1.

2. Xn =
3. XxXn =
4, xd =
5. yn =
6. yd =
7. tvl =
8. e =
9. Xxn =
10. xd =
11. yn =
12. yd =
13.

(XMn, xMd, yMn, yMd)

#

return (xn, xd, yn, yd)

(xn, xd, yn, yd) such that (xn / xd, yn / yd) is a
point on edwards25519.

sgno(cl) MUST equal 1

map_to_curve_elligator2_curve25519(u)

xn / xd =cl1 * xM / yM

(n/d-1)/(n/d+1)=(n-4d)/ (n+d)

D.5. curved448 (Elligator 2)

The following is a straight-line implementation of Elligator 2 for
curve448 [REC7748] as specified in Section 8.5.



map_to_curve_elligator2_curve448(u)

Input:
Output:

Constants:

u,

an element of F.

(xn, xd, yn, yd) such that (xn / xd, yn / yd) is a

point on curve448.

1. cl1=(p - 3)/ 4

Steps
1. tvl
2. el
3. tvi
4, xd
5. x1n
6. tv2
7. gxd
8. ogx1
9. ogx1
10. gx1
11. gx1
12.

13. tv3
14. tv2
15. tv3
16. vyi
17. y1
18. x2n
19. y2
20. y2
21. tv2
22. tv2
23. e2
24, Xn
25. y
26. e3
27. y
28.

D.6. edwards448 (Elligator 2)

gx1l =

un2
tvl ==

CMOV(tvl, 0, el)

1 - tvl
-156326
xdn2

tv2 * xd
156326 * xd
gx1 + x1n
gx1l * xi1n
gx1l + tv2
gx1 * xi1n
gxdn2

gx1 * gxd
tv3d * tv2
tv3Ancl

yl * tv2
-tvl * x1n
yl * u

CMOV(y2, 0, el)

y1n2
tv2 * gxd
tv2 == gx1

CMOV(x2n, x1n, e2)
CMOV(y2, y1, e2)

sgnO(u) ==

CMOV(-y, vy, €3)
return (xn, xd, vy,

H O OH OH W R

H HF H H*H H

Integer arithmetic

If Z * un2 == -1, set tvli = 0

gxd = xdA3

156326 * xd

xin + 156326 * xd

xinA2 + 156326 * x1n * xd

Xx1nA2 + 156326 * x1n * xd + xdA2

x1nA3 + 156326 * x1nA2 * xd + xdn * xdA2
gx1 * gxd

gx1 * gxdA3

(gx1 * gxdA3)A((p - 3) / 4)

gx1 * gxd * (gx1 * gxdA3)A((p - 3) 7/ 4)
X2 = x2n / xd = -1 * ur2 * x1n / xd

X2
y2

If e2, X x1, else X
If e2, vy = yl, elsey
Fix sign of y

The following is a straight-line implementation of Elligator 2 for
edwards448 [RFC7748] as specified in Section 8.5. The subroutine
map_to_curve_elligator2_curve448 is defined in Appendix D.5.



map_to_curve_elligator2_edwards448(u)

Input: u, an element of F.
Output: (xn, xd, yn, yd) such that (xn / xd, yn / yd) is a
point on edwards448.

Steps:

1. (xn, xd, yn, yd) = map_to_curve_elligator2_curve448(u)
XN2 = XnA2

3 xd2 = xdA2
4 xd4 = xd2A2
5. yn2 = ynA2
6. yd2 = ydnr2
7

8

9

N

XEn = xn2 - xd2
tv2 = xEn - xd2
. XEn = xXEn * xd2
10. XEn = XEn * yd
11. XEn = XEn * yn
12. XEn = XEn * 4
13. tv2 = tv2 * xn2
14. tv2 = tv2 * yd2
15. tv3 = 4 * yn2
16. tvl = tv3 + yd2
17. tvl = tvl * xd4
18. xXEd = tvl + tv2
19. tv2 = tv2 * xn
20. tv4 = xn * xd4
21. yEn = tv3 - yd2
22. yEn = yEn * tv4
23. yEn = yEn - tv2
24, tvl = xn2 + xd2
25. tvl = tvl * xd2
26. tvl = tvl * xd
27. tvl = tvl * yn2
28. tvl = -2 * tvil
29. yEd = tv2 + tvil
30. tvd = tv4 * yd2
31. yEd = yEd + tv4
32. tvl = xEd * yEd
33. e = tvl ==
34. XEn = CMOV(XEn, 0, e)
35. XEd = CMOV(XEd, 1, e)
36. YEn = CMOV(YyEn, 1, e)
37. yEd = CMOV(yEd, 1, e)
38. return (XEn, xEd, yEn, yEd)



Appendix E. Scripts for parameter generation

This section gives Sage [SAGE] scripts used to generate parameters
for the mappings of Section 6.

E.1. Finding Z for the Shallue and van de Woestijne map

The below function outputs an appropriate Z for the Shallue and van
de Woestijne map (Section 6.6.1).

# Arguments:
# - F, a field object, e.g., F = GF(27521 - 1)
# - A and B, the coefficients of the curve equation ynr2 = xA3 + A * x +
def find_z_svdw(F, A, B):
g = lambda x: F(x)A3 + F(A) * F(x) + F(B)
h = lambda Z: -(F(3) * zZA2 + F(4) * A) / (F(4) * g(2))
ctr = F.gen()
while True:
for Z_cand in (F(ctr), F(-ctr)):
if g(Z_cand) == F(0):
# Criterion 1: g(Z) !'= 0 in F.
continue
if h(Z_cand) == F(0):
# Criterion 2: -(3 * zr2 + 4 * A) / (4 * g(Z)) '= 0 in F
continue
if not h(Z_cand).is_square():
# Criterion 3: -(3 * zZA2 + 4 * A) / (4 * g(Z)) is square
continue
if g(Z_cand).is_square() or g(-Z_cand / F(2)).is_square():
# Criterion 4: At least one of g(Z) and g(-Z / 2) is squ
return Z_cand
ctr += 1

E.2. Finding Z for Simplified SwuU

The below function outputs an appropriate Z for the Simplified SwuU
map (Section 6.6.2).




# Arguments:
# - F, a field object, e.g., F = GF(27521 - 1)
# - A and B, the coefficients of the curve equation ynr2 = xA3 + A * x +
def find_z_sswu(F, A, B):
R.<xx> = F[] # Polynomial ring over F
g = XXA3 + F(A) * xx + F(B) # yn2 = g(x) = xA"3 + A *x +B
ctr = F.gen()
while True:
for Z_cand in (F(ctr), F(-ctr)):
if Z_cand.is_square():
# Criterion 1: Z is non-square in F.
continue
if Z_cand == F(-1):
# Criterion 2: Z !'= -1 in F.
continue
if not (g - Z_cand).is_irreducible():
# Criterion 3: g(x) - Z is irreducible over F.
continue
if g(B / (Z_cand * A)).is_square():
# Criterion 4: g(B / (Z * A)) is square in F.
return Z_cand
ctr += 1

E.3. Finding Z for Elligator 2

The below function outputs an appropriate Z for the Elligator 2 map
(Section 6.7.1).

# Argument:
# - F, a field object, e.g., F = GF(27255 - 19)
def find_z_ell2(F):
ctr = F.gen()
while True:
for Z_cand in (F(ctr), F(-ctr)):
if Z_cand.is_square():
# Z must be a non-square in F.
continue
return Z_cand
ctr += 1

Appendix F. sqrt functions
This section defines special-purpose sqrt functions for the three
most common cases, q = 3 (mod 4), g =5 (mod 8), and g = 9 (mod 16).
In addition, it gives a generic constant-time algorithm that works

for any prime modulus.

[AR13] and [S85] describe optimized methods for extension fields.



F.1. q =3 (mod 4)
sqrt_3mod4(x)

Parameters:
- F, a finite field of characteristic p and order g = p”m.

Input: x, an element of F.

Output: z, an element of F such that (zA2) == x, if x is square in F.
Constants:

1. c1=(q+ 1)/ 4 # Integer arithmetic

Procedure:

1. return xAcl
F.2. gq =5 (mod 8)
sqrt_5mod8(x)

Parameters:
- F, a finite field of characteristic p and order g = p”m.

Input: x, an element of F.

Output: z, an element of F such that (zA2) == x, if x is square in F.
Constants:

1. c1 = sqgrt(-1) in F, i.e., (c1A2) == -1 in F

2. ¢c2=(qg+3)/8 # Integer arithmetic

Procedure:

1. tvl = x~Ac2

2. tv2 = tvl * c1

3 e (tvin2) == x

4, z CMOV(tv2, tvil, e)
5. return z



F.3. g =9 (mod 16)
sqrt_9modi16(x)

Parameters:
- F, a finite field of characteristic p and order g = p”m.

Input: x, an element of F.

Output: z, an element of F such that (zA2) == x, if x is square in F.
Constants:

1. ¢c1 = sqrt(-1) in F, i.e., (c1nr2) == -1 in F

2. ¢c2 = sqrt(c1l) in F, i.e., (c27r2) == c1 in F

3. ¢3 = sqrt(-c1) in F, i.e., (c37A2) == -c1 in F

4. c4 = (q +7) / 16 # Integer arithmetic
Procedure:

1. tvl = x~c4

2. tv2 = c1 * tvl

3. tv3 = c2 * tvil

4. tv4d = c3 * tvl

5. el = (tv2n2) == x

6. e2 = (tv3n2) == x

7. tvl = CMOV(tvl, tv2, el) # Select tv2 if (tv2A2) == x
8. tv2 = CMOV(tv4, tv3, e2) # Select tv3d if (tv3An2) == x
9. e3 = (tv2n2) == x

10. z CMOV(tvl, tv2, e3) # Select the sqrt from tvl and tv2
11. return z

F.4. Constant-time Tonelli-Shanks algorithm

This algorithm is a constant-time version of the classic Tonelli-
Shanks algorithm ([C93], Algorithm 1.5.1) due to Sean Bowe, Jack
Grigg, and Eirik Ogilvie-Wigley [jubjub-fqg], adapted and optimized
by Michael Scott.

This algorithm applies to GF(p) for any p. Note, however, that the
special-purpose algorithms given in the prior sections are faster,
when they apply.



sqrt_ts_ct(x)

Parameters:
- F, a finite field of characteristic p and order g = p”m.

Input x, an element of F.

Output: z, an element of F such that zA2 == x, if x 1is square in F.
Constants:

1. c1, the largest integer such that 2Ac1 divides q - 1.
2. ¢c2=(q - 1) / (2°c1) # Integer arithmetic
3. c3=(c2 -1)/ 2 # Integer arithmetic
4. c4, a non-square value in F

5. ¢c5 = c4/”c2 in F

Procedure:

1. z = x~c3

2. t=2z%*z*x

3. z=12z*X

4. b=t

5. ¢ =¢c¢h

6. for i in (c1, c1 -1, ..., 2):

7. for j in (2, 2, ..., 1 - 2):

8. b=b*b

9. z = CMOV(z, z * ¢, b = 1)

10. c=c*c

11 t = CMOV(Et, t *c, b !'=1)

12. b=t

13. return z

Appendix G. Test vectors

This section gives test vectors for each suite defined in {#suites}.
The test vectors in this section were generated using code that is
available from [hash2curve-repo].

Each test vector in this section lists values computed by the
appropriate encoding function, with variable names defined as in
Section 3. For example, for a suite whose encoding type is random
oracle, the test vector gives the value for msg, u, Q0, Q1, and the
output point P.



G.1. NIST P-256



G.1.1. P256_XMD:SHA-256_SSWU_RO_



suite
dst

msg
P.Xx

ufo]

uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

msg
P.Xx

ufe]

uf1]

Q0. X

Qo.y

Q1.x

Ql.y

msg
P.x

ulo]

uf1]

Q0.x

P256_XMD : SHA-256_SSWU_RO_
P256_XMD : SHA-256_SSWU_RO_TESTGEN

03f6cd48873763fc0eb06947d0dchb35aea09599df5652ab3585eb3
bofes5dc5f8
fda9972c0a5c1bb0b9ac1b1590404f7793d3523a194b6283c0Ochbhb8
da9f163781
54b82282b0ca2fadcld3aaca8h3749a6f626a0db55c1a71683e532
1bOcal67ac
12217139110a50ffb097ef02eec754aa0848d1ffc2dab783271e26
2f525a5c02
06eccdelf2e89279dfd197abcd9452d2ad41686960cd9fdd109d99
5e797fd5f9
43541719de000662feebe412bead45724d04b2b537¢c367144656¢2
5d70702fa2
al16564b5afad9148200409307674e600e8624adb76e4a0e50a2063
ba190268a2
f3ffbafa60f93772e304f1f4121c98d2dcd5e80e2253eafe55¢cf8d
cb3e60cf4a

abc
f2edd21087e86cabl1a9f01c8d05a3ede5936€641086ae07660b679
178dbi1c6f2
ee8df178c724d131a9ah173c2359a97e3fb7f70ch4060463e72b6b
423c943754
a7b97013c7f7ddb79348bal163bbadd8128a770f425c96a16d3cd86
ded548481c
4d4cc838974b8d38b02b106bT96b4abb5bbh8a78d0f8063911a7846
c2c3144cd6
59035c27d2bf446222¢c7f42bcd67616b375F4f3738baa2d5386ddb
0da65d5ced
dc510ee04310d23333b41385c01d9f39eafO@dac442165929h54dee
176b47b810
e0d4318efdcf2fc7cef4572945d5cfd1le65c89fbc29becd4871827
81f98d0e80
0ed569711187cce5dd1047826cf266fa5c8319459240975ba02f4e
eae5c3b4ca

abcdef0123456789
56d7548bd4db17f2d6eb666b1d119dc5a79087c66a3bd3dfc5232a
99851e05d2
1d392bf473d962dfc82e413df0b70356a8d550ced314f397c8aeea
1b1bd8b5e8
dela53abd911ff4864136514a0a76f97a33cde47ca695cd659f718
78b16e818e
3821613c99e9cc00602d92652e8149fcfe9cde6d3d742db9f8604 T
5be29e3a56
€90130ab063fa8915f7b40d87dc844ch17615fbca777a8786dfa92



Qo.y

Q1l.x

Ql.y

msg

ufe]

ul1]

Q0. X

Qo.y

Q1.x

Ql.y

0f7d64del8
3ed7e73dcb859ff29ee8c03c2feel55593e9hfa350108597823b52
e8bh550dddc
6b92f84f15e7ff8db05e5f6aa5d65b98786e5c01fc046f4080c3f1
bbd175daf3
9217fflc2alaeb4e741ae3eal3502albc9e482844f31dd9c18d657
fa79a9a994

abl2_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ce6b06fd60933cdd9a92429d6a809a80a722d0b6242856e5d9320¢C
173387e603
10a337579d7e0e5d21dabeb20bb447505898a26d4ae@8ab9cc94a0
cd3ceffffi
88fc351f653028d82517fdc955a47b7b7e0a7f7bad476elc51d06Td
87d43ffe86
bb4b5f971bb299e65bhaf86b3244905dcc51dd686ee5794a995e418
0319966959
639c0217dddeeab6b2994777cb203ac37c6d1ffc51e8c673ef5684
f76e8f419d
e3e36a9781f86c59dd808d5aa7b164a00b02c05fd84a9e84608a0e
1d07d4b532
c3flacec963aa610b0d2b128bdaf425070c5ca6cef88a51f3316bb
ffas5880fa4
f36T6d9c0168659be9afe58b168ae2e0e98189448adc9e88h75332
8a900945ad



G.1.2. P256_XMD:SHA-256_SSWU_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg

P256_XMD : SHA-256_SSWU_NU_
P256_XMD : SHA-256_SSWU_NU_TESTGEN

2b1b6eb1989d3fh644a4d2962e5adab24444abf37963e3ee5c3a47
aa864c0899
6b49f459088caf7588cde4650fhad46f72870fe5bde98d170153bd8
3d467caddc
84bc3167da0939bc7130e749558acfa000leaf26990b6f9565a882
72edb162a6
2b1b6eb1989d3fbh644a4d2962e5adab24444abf37963e3ee5c3a47
aa864c0899
6b491459088caf7588cde4650Thad6T72870fe5bde98d170153bd8
3d467caddc

abc
3a7c9353213d23¢c67286117b783863d0fcf0741df89680eb8678dc
3482aa4294
d023fd86e73e383327ebb25b1fc3980d0048c2c31a9927a6585ffhb
127f8b4262
03f880f3c4bo2f3afdfbb79f5a68f52a52ddallbb18bc615693cc3
9e88eaef0e
3a7c9353213d23c67286117b783863d0fcf0741df89680eb8678dc
3482aa4294
d023fd86e73e383327ebb25b1fc3980d0048c2c31a9927a6585ffh
127f8b4262

abcdef0123456789
dc152e051787dfe673elbfed48a72c5814c559e66c8e1a369084che
73929d0ae3
12162397d8f3235e978e7aca400f78135f3de76b8f58c1fe4bf39a
d4be424e0f
6d895387h21ede1286T10a00bdc9543c2c33e3075287015ad50494
86aafc8155
dc152e051787dfe673elbfed48a72c5814c559e66c8e1a369084che
73929d0ae3
12162397d813235e978e7aca400f78135f3de76b8f58c1fed4bf39a
d4be424e0f

ab5l12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaadaaaaadaaaaaadaadaadaaaadaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaddaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaadaaaaadaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
adaaaaaaaaaaaaaaaaaaaaaaaaaaaaa



bdff5810ac42130719752d50ccc5f79e169e90a90cda984c311f6b
ad8e77fb44
73aa23cfb08dd1ed92d770152d59h7e2b63176ceb664bdcae8153d
83609dd2e5
91cbh15a547813dad8255626afab8db2937bT9136e3e140a2281dda
77568f0ae3
bdff5810ac42130719752d50ccc5f79e169e90a90cda984c311f6b
ad8e77fb44
73aa23cfb08dd1ed92d770152d59b7e2b63176ceb664bdcae8153d
83609dd2e5



G.1.3. P256_XMD:SHA-256_SVDW_RO_



suite
dst

msg
P.Xx

ufo]

uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

msg
P.Xx

ufe]

uf1]

Q0. X

Qo.y

Q1.x

Ql.y

msg
P.x

ulo]

uf1]

Q0.x

P256_XMD : SHA-256_SVDW_RO_
P256_XMD : SHA-256_SVDW_RO_TESTGEN

be9400f16f7alec3fb526872919f4f9af94c6ac3e8fe5787c0f415
e9def825ff
d14b462afed314ca7c20bl1f6f3e501a610b79e0ca8adfce841b9c6
804cfbe419
4ad57c89ca3a6dbff76ce5a844aec126d7e4e58646403b3df08132
6676d8c8b4
d2be6lac4135806ff144acfded7f779a74b2cb9e91ff4491763bT9
72fdd2e378
0e233e601d7eOcaee9b4b48a546561aa257fadb1fd49d62edcebb4
fdddead46d2
498ef4cade20e4bal93e5ae5fa66d556723d9293680c997e667ee9
a409deee34
fcOdda7c130chd7fle5ab25e6447f5c18f4f8a4c5fe7bf694a44cl
7413c2652b
a78e3f4af8b3f09f4bb126d5669dbda7343499161eac746a37828b
b6e6f01300

abc
508fb4590784ea78f129c2eb2d67d73f6642F5ff15dd02931¢c477b
cdcab87137
878c0c8h483ee6f0645c7effcfdcald2ed2f3654a527f7e06fbc43
21cc15db41
f467el1dbcf8f75d17¢c272eb1011d89213a078014631fa396b18dfc
bb5a177e69
21019e593582b708768ed53faff7514fb238664ach2fh033188d2e
9926e3f62b
1ba6f73dcchbb69e1987bf676b5151a994624c34874fcc96e4bbf53
dfd8a8c2f9
3508ch3c41fe3c9c3aae84ddcacc2ec8ddec56c0f83875fedd87f8
bdc6f54e79
8dac9d3d364c587e2bf43b856Te1102a2a82af80aal3f9e5593298¢e
88f25ef2db
a031a5907d7bd51c46b202c25cd36T06bb7c48f78bc04d77484b1d
ef70634ad7

abcdef0123456789
7226Ccec474433278e405e2a472a0c44c27234fe5aa5507674dc762
e7fde6f269
8c64241339a34fcd937d7aa92341f8545bbed9b070e8F52f3893bfc
21el121f0ba
04adbdf1097d6637a52c955ba18f286337e3c7570195983a294aa5
21d232cbic
d9eebe468d34e0000dalde381f30e96caas82155b4baadf078879c
c045201ab5s
2483744650307cf5c9b42d0dfeb5a6a552ddbc9f33306e26014aad



Qo.y

Ql.y

msg

ufe]

ul1]

Qo.y

Q1.x

Ql.y

49135a7661
b42c2f1b332a23d294a395d18a9dd5e6076be31726a80ef4011b51
a6e@ab5d50e
34147e925ff536360e70fb6093dff185d11937eaaf03a7c27fedcs8
347e0368ca
613746d811d1cfeb76632f0da3be8l1ef9ba86d4aa7459cOb21711a
282abca3b3

abl2_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
34746e280053b2f059a749fe9bbf32bef6f0d1290c6e002245¢c5e5
3759b4d52c
07a7235b1ec33076a2ec7a8478af55f39c766e69d9e0fee8caeld27
5276c8ac04
a0e77c3fb10bed3ffb1c154877d3dd327569e10ac93d186b2787f1
5095¢c59d47
dfe760152ea428430ca0ddec8ce33c9657b5d54efcf1f55d861910
671lefa3fda
85381155e57753630c0bda6f012ab819f2bT309819c1e9¢c20bf186
a84705bd5b
173b8e141b32dee991f7498077847b0f76a61125bfbc41e9d804fc
55caba8abf
f98bec489e4d2c5d8416e0f1bc40510a8169dfd91ffe6ff4eece76
f44392b8a5
f165f1b2b2ch47a3fdab38fb41d8947a2¢c565e685737c8ab6ec095
14d4000f4e



G.1.4. P256_XMD:SHA-256_SVDW_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg

P256_XMD : SHA-256_SVDW_NU_
P256_XMD : SHA-256_SVDW_NU_TESTGEN

8501dd0a6f2313che3adea8991bc7ce09400feOed9fe4ab2930bf6
325cdb35f1
fe28c7d2476ab1464e7b097d77ad527¢c3ef7265759bbb01bd690f0
6542beb4d5
aacf70475184d6532779d2e7b1b148130dd280fdf07eb82bfb3bfd
2e61d5b441
8501dd0a6f2313che3adea8991bc7ce09400fe0ed9fe4ab2930bf6
325cdh35f1
fe28c7d2476ab1464e7b097d77ad527¢c3ef7265759bbb01bd690T0
6542beb4d5

abc
2873efb7a560eah63c93e1e35e25c4867d9565279b2954a72f7e68
e5ch398714
ae5f67e81613340d0e19238c055d51dc181e740267acdc85285608
00fb5a1661
1befe400c70c6bd32d63d8049dbh60afa9al19cf4718164336359c0d
9891cd6bbb
2873efb7a560eab63c93e1e35e25c4867d9565279b2954a72f7e68
e5ch398714
ae5f67e81613340d0e19238c055d51dc181e740267acdc85285608
00fb5a1661

abcdef0123456789
d4b392897e9f709a1803314c04134ff29030400aba9886e254a45e
061cee5059
5ce9455cecc9al105f73ca63f068a9bebd5be12705bdb5ba2c5edbb
692d48c2a4
f49957bfa6cfa9732f1094e5ee12df073eb0915acdf5fc65bbdicc
796edf7b92
d4b392897e9f709a1803314c04134ff29030400aba9886e254a45¢e
061cee5059
5ce9455cecc9al105f73ca63f068a9bebd5be12705bdb5bha2c5edbb
692d48c2a4

ab5l12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaadaaaaadaaaaaadaadaadaaaadaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaddaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaadaaaaadaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
adaaaaaaaaaaaaaaaaaaaaaaaaaaaaa



54e8999525538c4c067ade8e68979a4299a0b4e11328albc7a7849
7bdo07273a
eah90502eb73fc640ef054f108ch40c9e89bbaf3blche35735200a
371e823e90
68dd1e91ec38th8638dd718d82f437658b815c7f57a74ca6d9afcd
e5f18244cc
54e8999525538c4c067ade8e68979a4299a0b4e11328albc7a7849
7bdee7273a
€ab90502eb73fc640ef054f108ch40c9e89bbaf3blche35735200a
371e823e90



G.2. NIST P-384



G.2.1. P384_XMD:SHA-512_ SSWU_RO_



suite
dst

msg
P.Xx

ufo]

uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

msg
P.Xx

ufe]

uf1]

Q0. X

Qo.y

Q1.x

Ql.y

msg
P.x

ulo]

uf1]

Q0.x

P384_XMD:SHA-512_SSWU_RO_
P384_XMD:SHA-512_SSWU_RO_TESTGEN

619d4168877421106aecbl6ec35d84b7fdfa215cdb446d82bac49f
6eabh51a34b4d5314823f7639293cf6471c6c981a99
e5035c694665ca25b2c57542673af6bh91288110b0bO689657¢cd031
96976d82dec104fd9f91296c85d1ed94bc9309840e
091d2a7c61e98f914380f54b5a19cdf32f51aecdlle65ce494112e
e6e4b3b4a6298a775a4178deab090874ehb96c689ac
3b2fa6330a16df240bd84c60e815346d06511f55969f6d4f8c26T9
9854bh72347892d8a864c16bha8df16528c52290578
a2c93220bc6918cbhf2124d614ce2edeb7385b4e822f55cf596d94d
e6848bb67c6ede7a70ad85cd2bb9cb1496f4dfdc37
70184f23bd4fee377a6708eef5ddech15333ad40a4d28715233168
7054b803efa89685605b40866chdf9140dffb7a90a
ba5b9c205ce4c2da6bfd0a8b0d2234d3f6318fb2565c719a0chbc6
7626645932500a915efa0d29f0bbd10f248a5e6642
4f263dd72c7741e8c03bff484e306001ac5b31df3cal51f025¢c7ad
791b0f453f7d3614bd1c24414e609c06376d1fe498

abc
d7c33555606b86¢c3ffaala645f806bac9d553a769f5a735d75a395
d58a70956b6d3bdbd6a6a8c83121678a036005208a
e1c55f372a905040576f61fbc07e9664359e76T3e7b5be8dfe7224
720f85753a823e94a3f886ced2ec5cel3b1248147a
ffc8bb0c99882b5506c5e7950133dd079cabf702a9e04fb040a810
ebc8d40cf825728c78dbf1230c480e2cc371f1d4a4
af12b4191e814480159b520a789666d00c99cb29344569ech221fb
8cad69411fe096775eaf1f4faceledc85db658bb3b
3a0d5045f51ec19eae02a59405hb4f5f3012c01b5aa87677e0fd35b
bc08a1316562207ff2d313282e6524a714alfec282
9aa73f6108e6af8fafShfec00ffef05ea7559f8100c67€997e00d5
d847d9b9812461ee3Td303341d9f02f7f1b4f4a9de
184296dbb14ea7e17359be458e801bdcd37bfb4d259c9b4bcf88e3
7ad88368fa739dd26ba®d2a632ce35ffdd35176b78
73ab89802e651825e77a99361bb2cbd365bcc5301207e99be0a954
d49628dda943dd0c3f41d8775405c987bff62486ab

abcdef0123456789
d1f4bdd7ef9eelc2d57ccd2b3b80123ccf3eb64b2f0a3ad26b8cdl
aB8a8e41l1aadh9922d0e66a89ef0e78dbal489e23ea
9f376abd97ab8838c604a05ad17beldfe0d924ddf0184341ec8e5a
ef9efb0f6559ab3048b4ele®ed42aci9cch6d1dd892
5ff66529c7354d61088a998c43e1e2dc7603e40d4118b3f8c0f842
6e12b141251d1aec9h5d597d01ef7093199edOc67f
6l1llef2efe2da7beb61ed2158e2db03f06Tb3d4ced485c7e30575920
07a91053c22d496bal112645f2145d4b1bd7bf98a2c
455d7359198a678bf4de®ab6dafbe7929ach93e7dc5b50a260e5998



Qo.y

Q1l.x

Ql.y

msg

ufe]

ul1]

Q0. X

Qo.y

Q1.x

Ql.y

0828038247c22a88b73a517bdbcb0b90671037ea84
c4737acffcf31b97bcch55923fd5629d896a636T50f46ab0l1aafs55
647334bef77164861dc3a7af96a591230a40a41f19
6836€44666701764cbhh69216568c7c52afb341f294b221f1dbb646
fcfde97c6650ae68c1e69f9eded4c360d79ff7c85e0
0eObdd40fbaf98dd8ce0e3b32ac61113369be3600190ef8013709b
961cdedb2f5273873aee848d48d74a07e7f10e6022

ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
1b669293d6edfd55ca7f9725d72fc62b55a8829738404a1239f2ca
783ad8f8a3ebe2ce54a28fch6e9eca85dice29a929
25556bc2c6382c261feb362519f1e5d616518810262c358Fh80e45
803ebcdOce830b594da7a0e9de9eb13ad2d9191d34
632014cbbab75556b66ef27806aa016c170ch5f7cdc7cabda43db4
Obe1323faacf90113achaf4065fd26552f085026f6
86e70cc3af0887e8fc4b5216405fc3fe7277a1e43d88068ca74d8e
4b6afd817ec14d4b57bb7de29d71ddf587f73d57e5
88672e48d6fb2e5361e3f550987d74fefb550831826f9c45f4e601
3261750ch533e085¢c99993dacc87702ebbbceab269
18baf7353c64daea70b6745216865433fe693c63da2c7al3a72aea’
£263d0d8a9274795b0fdb45bca9ce3494416d1db18
4b76e5d9a68727d35F90d21bb1b2425b20f8585aa740491749ea76
884f7f5b2b7df3d3d2dda4f520b7b1a321f5¢c71act
ef067ae93f7ale7ffe39e47e02038a6571ce53e17ae166555F0228
1fb1531c031de3a43f6e614cda04c2f4b0e23b6783



G.2.2. P384_XMD:SHA-512_ SSWU_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg

= P384_XMD:SHA-512_SSWU_NU_

P384_XMD:SHA-512_SSWU_NU_TESTGEN

e301de73b2aa0d7d10916a1c96fbb5b257a763e07af63b5070eeae
a5b5802e95e8dbe2d781bb2b071393d7076dde5ddd
54fc88309ad1877a0161d3306248f79b740f10f10006b05a47f81a
163b065258ed1323a35eeeabchlea86355ba31b9f9
ec21664b5b562cal4c6e3d882e1d688a6565985c8486af3c4d8951
8ce283f9f2b7cc8a5b55968c62f85b420678821e83
e301de73b2aa@d7d10916a1c96fbb5b257a763e07af63b5070eeae
a5b5802e95e8dbe2d781bb2b071393d7076dd05ddd
54fc88309ad1877a0161d3306248f79b740T10f10006b05a47f81a
163b065258ed1323a35eeeabchlea86355ba31b9f9

abc
586d7162ddfc0233b8bha30d29ab4fea344336d978f771cd991elcT
66b3ae4d29c0c01c490bb2073f9afbchel16190a2d7
ed4e34ea44b6e32976810f9bc96e9c8as5bb5890abdbcd59283e11f
9b7c5089f94b46758db2add2c59f0ac12a19d9d795
3d083883a17c60649cd759dd61302da3d0cdc9e7fffa7eldffcOl3
583890b27574473d35b7b8T90a63bbb3e38776bedd
586d7162ddfc0233b8ba30d29ab4fea344336d978f771cd991elcf
66b3ae4d29c0c01c490bb2073f9afbcbel16190a2d7
ed4e34ea44b6e32976810f9bc96e9c8a5bb5890abdbcd59283e11f
9b7c5089f94b46758db2add2c59f0ac12a19d9d795

abcdef0123456789
86114b3dale654cchbhe442d2ad548f68b19b8773e9fe4d98eaf4as8
adffadbb63337467ddf04df926a07c078a444a6efc
a4505d54ee92518dc640792e7a1b07222dfcbh6la3a6ab319b745a0
97c42ced72f46171fd342f96ce72aa6224f56cd0la
fce089572bf8eecOh94d8c619c1a198dbb70ed129b3b7e22351a14
defa®2cda789b15ef3c499c464188140bfd0d78f10
86114b3dale654cchbe442d2ad548f68b19h8773e9fe4d98eal4a8
adffa®bb63337467ddf04df926a07c078ad444a6efc
a4505d54ee92518dc640792e7a1b07222dfch61a3a6ab319b745a0
97c42ced72f46171fd342f96ce72aa6224f56cd0la

ab5l12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaadaaaaadaaaaaadaadaadaaaadaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaddaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaadaaaaadaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
adaaaaaaaaaaaaaaaaaaaaaaaaaaaaa



28c7dafb30a83e5cf3c984eeb191ebe742954f87963c91fc717hb9e
bf3880cf40837a8c5ccc734846ae98ad6096462459
32e3251f9869e546ef37311696fa047c8e45e60a809del66ecda3c
23d95cf8532248dfd87ed4e50b3eaale3d704d5ce53
d1f73f4b4f1d8446aa0cfb6el2f1737e52de386al6dad52d3afifbb
320151b09d70240979c346¢c6e15Ff2c9ae6a734f78f
28c7dafb30a83e5cf3c984eeb191ebe7429541f87963c91fc717hb9e
bf3880cf40837a8c5ccc734846ae98ad6096462459
32e325119869e546ef37311696Ta047c8e45e60a809del66ecda3c
23d95cf8532248dfd87e4e50b3eaale3d704d5ce53



G.2.3. P384_XMD:SHA-512_ SVDW_RO_



suite
dst

msg
P.Xx

ufo]

uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

msg
P.Xx

ufe]

uf1]

Q0. X

Qo.y

Q1.x

Ql.y

msg
P.x

ulo]

uf1]

Q0.x

P384_XMD:SHA-512_SVDW_RO_
P384_XMD:SHA-512_SVDW_RO_TESTGEN

116b610b993a485a113916F5be8bb682263F8a2110484ee985c8cd
5cllecd52d617742a2f3cl16dcfb3bb60de53151ac2
elfb2f2de9297eaea87b6552682b04c59ab5419b291477a85a26al
56a8a72f596faeld4cs5b1188accdabf6f99664b3e98
b22b20d1c078b3fd21c90105c7aeccOadefs5b6a9faebfcfdécfefa
892e0794b7b023eebc3c3998chd77e3b12ce59dbcd
£8536be13271b8fe5f345d4f06d8dc6fdeaf1b489bead7ecf1c516
£45859c049fa9f412a39740936fd66bced4ed9ca8se
02f7273b142a6elec112d31bde5189992505a0792a5fbec37f2c2f
6df0784ce383fhd787a6e0f83e3fb44elccf35d2f1
dc43d0f30ce6bd01b82946687c11d37acd20688477dcf3fa617d7f
beaea7b4f730bcff5eabel3e58ecfhee3deccl7749a7
9de548h51a0afd8ae7d3b4afae2d2ec988d3ecf74d50de65931cad
7be828355737be3f5d72d61b21322171f2ea%edf42
6a40ade6703e53f4ce39f9fab4c8hb27a82267c4dd6618ac8e8638T
18ac816536517c1680fc21efab8b5fd4fc42724cf8

abc
544796d77562735ce9€9932257913b8202af7595¢ch06e16e62fc4d
a5615908994chc5dde35a91595586515b26b6ce4ca
7fcf56951efbfc565fe3b4ead037a92e20d5bb036221028db59355
3fc1d5d7293526F742fe26fe@a38fe94a2c2c4fica
79a4d89cada964929bf78f77faccl81ffcacefef6439e1443a8640
b88c212b578decaeb2b91c8915be7f9762fbade780
2bb7989a70f32b3b8hef707a83ad822a71f9c065322aa604f0d1df
c8f576dee2f3c94619a9b9fadf2f739510021dc46e
2f72995c4e9d8f660131ff1a2ab03041632f06444c6084ad4c3424
a4816f508d060c3a85d34b885ddf77955fd5917df3
2d5a3486¢cf641336a92617d4a22a502dfe8791b13849488520b309
f7fb1916b5338c24a883147bbfcd34093244efc788
2112ebec9794ee455a30d3dcla7e00b4d48eda6585ee5bb6b7¢c569
96alecfbdche744d3da5c10965422Ff4f979e69caca
a3ch85d19867d48195da52305b0e02dae32c8a396aa6e28f25edb2
4e996953bbb6915065d93b9908821e62fe067a6306

abcdef0123456789
dd25d11fb04cced44f87a8eabb47dfab3223f967b485995de7f733e
cb2cc9f74cd9fad492fd158c7587d5d0elaea9c4bls
332a94ff5101e3cfcd55a1449e8a99376c5985ecel55079e498085
4ae9belc2e93d5d2643600480d7b693046bd2b4b79
cd1ef357a816a8e353c6cf37023067226bdec751b30855abc440d4
fa7ab6e65a0c20ce04faled4af21e40725d6705aa87
7d9982d89h869Te57d0712be092T426c9ae4d92d9¢c53d6c8955310
dd6ad42994885e2chc51676F33d5893410a511e8a3
2799a36673ba6c950da6175633c2abbh5d2880461833e0ebfb4fbac



Qo.y

Q1l.x

Ql.y

msg

ufe]

ul1]

Q0. X

Qo.y

Q1.x

Ql.y

3f83119dff7c316c5aae03dff253f28e4366be65aa
d7aaeae65d98df66ba758771653a69d59e13d623f04731dc495cdd
80ad588501e4e8f9d35ce654819a8d92a646576h21
5bfb20a562b5c02e5eca70bfo9b9b2b1d9c47b68F55bf26d42a4bf1
741413262a5c2a43ae1458h98d792703b25d418fc3
b41797642a62d717932a257¢c3500a08c8cdb19da402354h85a7288
8c7c68d6Td0c8821c4fcPaaddo551a01e7433b4abb

abl2_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
04cb2eb225d6cOfcaldab45a3chfc30b45202d3ccafe79526061d10
dd8553e50b82f760865d62e6cdbbd29adb1b299e79
le22c1c3e7737f3a6b5075dalddcchbf9f85d466bf4e07798bff3df
75ffbb2bbb6b28424a081a52020€191133591b83bc
ca87d41db1ef851c1414e156e9cdb12944afe8538953880375e505
4aab81a63514a391b62f43bdabas56e547a5dal12522
781cd222de78756f4d7ffb6819e814fd1790ce6771ce208194e34a
f537876be6d5dd2c0a9ff9h8d60319dc8c58bdc021
56cf2041d2afeae7545fb360c64d7273f8783c420158523639b9bd
f2a7611b5d97081cf420dc3f440a840bcdcf4cha9s3
Och2f1578dabd7a7ea0a076921ee0928e5b486dec806ca245362df
6a96d8c78fc3d4fl1ab5387bas56ab4c8c02fef3f28ba
ddde570972e875a0e40e6e6€277341d38a3afaf0d52bd9575293d0
d9a90b7f2c60b1568c34c1b0720369203e580bcecl
fa7df2fb5c0b9e462h237e75749842ffadc43f0cd57fcd9b863716
alaececOcef768562af664d10bbb92008bdb00aaed



G.2.4. P384_XMD:SHA-512_ SVDW_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg

P384_XMD:SHA-512_SVDW_NU_
P384_XMD:SHA-512_SVDW_NU_TESTGEN

a2c7fd2c9097273267214a8031b0fdc7c5e3475a08ad27940ce6da
329f55ceeb19046cd9f3f3dc2043ed1e0633f848aa
4c6d2e0a28bb0b2c68c4116a11896b235eba951f222e7966b86e3a
709df700d10a338eef31180cc8ed084d5¢c962d04c0O
63956551cf429adal0d0caaf0834dfc7147bac3cafe8562b3f8327
5e62799ce55143e378595034ed969e€971d0065a078
a2c7fd2c9097273267214a8031b0fdc7c5e3475a08ad27940ce6da
329f55ceebh19046cd9f3f3dc2043ed1e0633f848aa
4c6d2e0a28bbOb2c68c4116a11896b235eba951f222e7966b86e3a
709df700d10a338eef31180cc8ed084d5c962d04cO

abc
b0c82ch3343daf4320712673flac67f4d1l4a4ae8d040abh5529952¢e
4431dbcf1b2ch47a3bfb16956857a48a00a62dff6d
94al1e3dab®b75370b2a62d0c8bfdc7996e675efe@e65ae74628c929
78b18ba3cd075550da1887a7da394492¢c7dd2506¢T
84f5786378e0ac4ce30a349121f7d7fdcfba9d8f4549ef2e33ce53
d68cf0196302c8h426fdlae817dcead2c59c82c2e5
b0c82ch3343daf4320712673flac67f4d14a4ae8d040ab5529952¢e
4431dbcf1b2cb47a3bfb16956857a48a00a62dff6d
94a1e3dadb75370b2a62d0c8bfdc7996e675efe0eb65ae74628c929
78b18ba3cd075550dal1887a7da394492c7dd2506cf

abcdef0123456789
c7b19f3fc63612568206ede8bh74811dc7dbfObba449dc20fe680bc
7548286d7a31d2b981122df38bb3a8d80571d71a40
4b2148246465ab125f7d31739e5b675ed5d16de310fb3c4cdf6999
cc3867dd525c87fd809e580f62d94a19ab6f4ff2a2
f614a511e6b8f03c00c7c82eb4c399f0e833eb7c01c9c36c00b642
4c37c198c20276637f1d2569T401229930Ffd9de2ae
c7b19f3fc63672568206ede8b74811dc7dbfObba449dc20fe680bc
7548286d7a31d2b981122df38bb3a8d80571d71a40
4b2148246465ab125f7d31739e5b675ed5d16de310fb3c4cdf6999
cc3867dd525c87fd809e580f62d94al19ab6f4ff2a2

ab5l12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaadaaaaadaaaaaadaadaadaaaadaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaddaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaadaaaaadaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
adaaaaaaaaaaaaaaaaaaaaaaaaaaaaa



277012d7c8638c070e7b04672a3e56c4150acc31616461d6429b56
e21f8824952e0194fcd2dc9858a4f915dc3deablec
2f59cbhel11b24e0c13¢c5318ef52438576d7109079ca0590e923cdbb
76de4f692ff250cc46a4cf06316804e6807964365b
aad065adfec6745b83223ebb23f9769cd8457ec1857479d3d01eb2
ac6f709a5a19033d67373d30f3054c3a4f43f94ef3
277012d7c8638c070e7b04672a3e56c4150acc31616461d6429b56
e2118824952e0194fcd2dc9858a4f915dc3deablec
2f59chel11b24e0c13c5318ef52438576d7109079ca0590e923cdbb
76de4f692ff250cc46a4cf06316804e680T964365b



G.3. NIST P-521



G.3.1. P521 XMD:SHA-512_ SSWU_RO_



suite
dst

msg
P.Xx

ufe]

uf1]

Q0.x

Qo.y

Q1.x

QL.y

msg
P.x

ufe]

ufl]

Q0.x

Qo.y

Q1.x

P521_XMD:SHA-512_SSWU_RO_
P521_XMD:SHA-512_SSWU_RO_TESTGEN

00ad6ch736ch0565a2b6c52dd9e53f76a9a40ad44c73bfaacef03c3
ef62a9a23920b7df4del1b92754de7bb3013d9d36049da®01136e7f
4b1b0balObeac862a2b3d3c5
01c2ecab1b6f7bb6797a4b5bd416b385€891926Tc17f230T2406T3
d47076526c5d90bfb4d0170fd8a339de1a66€6304d280d0404fh68
5b2caB7e2742a770b681bf56
012bf001213ebf5c37474cf09f804Ffdb239c82edcf42dileact54c3
2e3400ee2c4e6d8231fef3a11633bh25f8a8c4c4e827d0b7db16c25
67bf5a41413d0218ec5855a7
01f06eladdfeeac6810422d5da691121f75d1db17e187f65b15550
ae6698bb67173544c28a6d4111691081a619722f70840cf2665207
e82f35634f379351af0d4637
00eb222cc5bd63364F650c2182a52af6deb789783f6cc2b45F67d3
4a8a238f4c3beccl371d1fc78d29697df81933e62939c805¢c384115
€66733259a3f7145ca8085f2
00a9bc815419728122b2503b3T96093c33a16e2f9817eb32870db4
74e3a6411e5f8c09b32de33f125732bc3e1515361abc2dd74ef36e
ca66af9o5fdb3fbef8f149cdl
008e76a7377126972a4645e17¢c3930a390363a4073b6401d8ce508
68e03ah449¢c7d433604c014c255989391a537d86b99af867d87297
20d08185bfa0df440b7aa923
0072b4676f1900568T7d661474661d0df86d9564936T92eb05936b
f9c3dbad1019a3588893b8ea98f71ab8e587ab38cdb8071519379e
abc7f8d27dcafd7b130d2843

abc
0141b07880eab4a77b7ba29f0f0e85fbh202e6b020ce1b5395hb54c2
50d62f1ae770e9f0315ae70edabfaedba56803073ff885da8c6fe9
ee62eeb81f810caeh88f528fF
0l1lled75d5f62abd63415d4db3c7584ad743aa89el1ff5c1b250chb7
2eae6e238e5e486feef5f2h3202d945d181e8108109d9b5dc10047
672dd292b25f7c1b9a5541c5
007bdc26e59c48e161d5805dca3929431b370e351f36baf8351726
Oc4ed440eebal2a4c34209d74cbffb2abdcOfbe471a79d9bec6cd0
af536c41445cc7b665e84534
0134b98b8e73587124752a418b1cee287ecd410a7896132815ae23
8a5cOecccal3eda27lae4c3b23276c7d211fb9276d77e6ebafc5071
4dob403c9e9ba25f67ealaac
0112888dbefe4c6b546Tba832693c1030585d2109820a4f68863a
b51f33b80ac1382169h196039ad4c934674a962599a116bOb7debd
e24chb43953d02ebh845c07cle
0019c0af8926bd00b1e34073673074h8abebcddae3643f2b7e5760
b010c84cd3589d666c58a5d2ae214878cefl1e9fe630b3d7b07¢c025
3eb71789b7ab22987fb2794c
01455e7a85dc202348ac075de68a45697675d7086d1702abh8268bf



Ql.y

msg
P.x

ufo]

uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

msg

ulo]

27d5113e94bb689ac338c486d6T82c8cc938f89c8ch7f07eda36e7
be906798615e25f4ce73b5f5
0l1lcb2e858cfba8clad216fabl1f535e7a397a5¢c83c36789d568cfbha
83c4d7aa9333c87d608fea72¢c37d3dd1198d0c7e1636a699bad6ec
6d794b95aca76dfeab313f8e

abcdef0123456789
019f0195e514dad4243a4d2de4b7ed2415d5205c6dalleb7deae70b
e78a61bb89ebf17f7c9970ee20b4152ae50c95e55f626bc7350d5a
0f530a91f48047bd90eeeaa’
0l1l6eaab2cd5511a96eed4ffc965bdc3fifdbb7f4c9895eabdf168b
44250278ebca55474bc89a2f246b8fh959010502aab8a9385319bc
f69f74dd8f518bealc7fafde
0117ea59f8ba7e6a8d4c5b4337¢c6f34c1e0d28769d5¢c5e1c73c8T0
9c8386e7c8h74bff5158553bf0d8ealab45e4e61cfa4e0893a7061
562368ec11a8566557fe75d2
00431e5043c40e56afd165e73312280922f23a31babb2e12ffal30
4ca3fd87fea®b309e90bc3e0b9e03f5198120e1e0c3ff56cfabb8c
49f35460cf495a72f295e870
000d0164f2e5d7748133824344af8752ca4741a9d045830c49d93a
debf57550253b79312370290fc0b22919afc18bT663€5118232059
67f0aa94033302244d83618a
015c8a9ecdb5ffafa3949d2004dca96157edc8804960bc30b17a52
6d9dd09be3dbaclfcae0dl1c9581eec9d99e561737c734fa43b15d8
4e3d194cha74145080d82d5a
00chde7f4491d11480cd1140e4f7439745d6f0aedcfOee721228fe
9a49ed8a689aaf0463691bad499e7f609ef56559835F85978c201ff
Qa457cc9a72ff4cca24a3e2a
004dd851141148bc7cdbd0877d8d195038aedb3d4708d579aeb4fb
f94d8a1c81910d0d00d055d2eal8c4dfead5fbb43b9007603aadbe
47a5348554aa6a2clad39dfc

ab512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
00de3dd7780cfcd538f7b3067d8da52c522a031244dc0d327e6e99
ef331be475354a0b481a22e0d4d35b232da260baac5b693a827a20
b1f328a416ffc47ad945a4dc
016bb6c5c965c6a80a4a5e0c2c7bbd841766eac695f88a730076b3
2d4399da01609a4al17b59a21f4f58a174d6110081b96e5aaedead3
cfd4252e74de969680ba74ab
007cc5f6f0cc942b7c6148c3elac54553f4dc3032¢c59e5bd862bbf



uf1]

Qo.y

Q1l.x

Ql.y

£6550c656597283db923673152f5c92h0fa59f38d433899678c09c
d9753adbf3f5c4c5c98d0764
0lada0f87b5b64db9d187a2a9e0d802432891289bdadbhc8c5a18c6
716dd8820ebaabf4c5f05f67f4f5febd2f4ab761d90b1f951d48f4
2cddlleba88ael114dd554b5d
01f0d615b1d5e2bcdOc5aad6103¢c45d8¢c38Fd248d06497b79bdddd
f25c37adcch461439122b4c59cd689ce534083b56d2f5ad8h66eea
ce78d95038e77e278b619f71
013e1e9a917b0504c79e6e0cc022fb167ec2a9bd479cd490639b17
b0925f502191a0cffb2310344da59b1fa331e8e71775¢c6426¢c8735
9a68d755¢c7€2556e690de872
00b16209974a7b2719d08648cc811f70c029945d4b17h5f26c333cC
8876Cc7e21759468de547el12ee0adeb04chb29d5e87209d71eb0f8a3
e5bc6169bc4b2f8d8a59de38
015a551e61b60bb10183089d6a1355a8f24c082aacdf9e2e9b23ad
ff36598b13840c4a848453794a93e7e5f63278be6585d9d62e271f
f8cOf5f16db085abadb7cfff



G.3.2. P521 XMD:SHA-512_ SSWU_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

= P521_XMD:SHA-512_SSWU_NU_

P521_XMD:SHA-512_SSWU_NU_TESTGEN

0074dff9ec0371e4de820fc4b2a8a5e71498434a458a4805ball1d6
2ac80da2049fbccc3ed4bf20a45efcd04344528fclicbbfdbed6b2e0
5c5cc3d4fe55e00fb2647dcd
001cbhbh63a0161e5eee698ae8044949c00c0164fc247f3f2adecf2c
6c0a03d5a64593h563623cla8aee92ec23dfe2430fa5a912a825ca
63814b13963cd14729424b57
0193d358a22125¢c3d2b7515b0e9ca279d1089ee0a4c806e5d585ed
585heef9eaae3d7e0bf2c632c60e94fch76db30418e7afd9c713bf7
d47ec8ca6bh851a5d8bh69a98hb
0074dff9ec0371e4de820fc4b2a8a5e71498434a458a4805ball1d6
2ac80da2049fbccc3e4bf20a45efcd04344528fclcbbfdbed6b2e6
5c5cc3d4fe55e00fb2647dcd
001cbhbh63a0161e5eee698ae8044949¢c00c0164fc247f3f2adecf2c
6c0a03d5a64593h563623cla8aee92ec23dfe2430fa5a912a825ca
63874b13963cd14729424b57

abc
01a5084b5e79f60471b4cf3524bhcf441a5be3d6ef10be5dd534ed7
ddf9c093f6bb79f53792b7a2e38¢c3610245¢c69b49511cc4b882551
048a5c2ada5dbf81befae471
0162d8cc7ellba34475e40e8bb6bea8034840dc82172338e9873fc
8105921dbf980743927ab8476610c9983b158a63d82d5¢c18d71df5
98b325221bhfaaa82b62d9c10
00e349a6622102a38650a7405fc2bdf1245b8ea21e03e76060c23cC
fb2f6067522026aba99ad4bcc8e8f739d1852fdaf5e51a8114aa033
€e9d10832cel1084ad102dca0
01a5084b5e79f60471b4cf3524bhcf441a5be3d6ef10be5dd534ed7
ddf9c093f6bb79f53792b7a2€38c3610245¢c69h49511cc4b882551
048a5c2ada5dbf81befae471
0162d8cc7ellba34475e40e8bb6bea8034840dc82172338e9873fc
8105921dbf980743927ab8476610c9983b158a63d82d5¢c18d71df5
98b325221bfaaa82b62d9c10

abcdef0123456789
00e823a635ca827853994d748f78f407ch99ecc16166da410c30f5
b728ba5d9da6c1664a7a123d18c538b733e54e4bb0e9bfe743ec62
60debf547cd61af94d8afedc
0170c8f2d8e642e1651ca96c10h523f65e31982945b6698effc78d
15e148d0455ed2370a3fa898613c9407e454db1c9ff39165e44a02
€d2397a95¢c5f3f102599fe7b
01f402cd45679ffd7adcb768498a1169fc2906701cf7a2fb2bafb6
7a6a2bcaf426159995c1c5cf135¢c92e49ccf94e9534c5h966€ea51a
ad9a6a9747b44dbec6e3ae99
00e823a635ca827853994d748F78f407ch99ecc16166da410c30f5
b728ba5d9da6cl1664a7a123d18c538b733e54e4bb0e9bfe743ec62



Q.y

msg

Q.y

60debf547cd61af94d8afedc
0170c8f2d8e642e1651ca96c10b523f65e31982945b6698effc78d
15e148d0455ed2370a3fa898613c9407e454db1c9ff39165e44a02
cd2397a95c5f3f102599fe7b

a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
015ec57e0b995da9568e8d2b1b3856399f24ff650f4daaac8620da
5613fc8aaf011691744db8ce27498b6d9d313952ca0@dcO05564da7
84712fb4bc289a934940el6e
00b422a44a249e3c4d2b534bce9d2aba782f7d81679b786ab4f5¢c9
7a34702a354851d7cc5f21397be3a4f9a83dcabfl1a3241255c4584
0b068567€2c843607ffe0937
00deed8428df4b4e18889cf80998fa56f34c53a99171a7ffc6cc22
693f89c13a13713e4a0258839bal92clfblcebc97ac66e8eaa30b8
f5e747122aa35df669b240cd
015ec57e0b995da9568e8d2b1b3856399f24ff650f4daaac8620da
5613fc8aaf011691744db8ce27498b6d9d313952ca00dcO05564da7
84712fb4bc289a934940el6e
00b422a44a249e3c4d2b534bce9d2aba782f7d81679b786ab4f5¢c9
7a34702a354851d7cc5f21397be3a4f9a83dcabfl1a3241255¢c4584
0b068567€2c843607FFe0937



G.3.3. P521 XMD:SHA-512_ SVDW_RO_



suite
dst

msg
P.Xx

ufe]

uf1]

Q0.x

Qo.y

Q1.x

QL.y

msg
P.x

ufe]

ufl]

Q0.x

Qo.y

Q1.x

P521_XMD:SHA-512_SVDW_RO_
P521_XMD:SHA-512_SVDW_RO_TESTGEN

01150883968dacf7ce208286699234a0bb3f791683db216b768a07
lad25a5246feelf57bf9744eef50c35115743e07f639f202d2d571
25720fb78d7c89291e6f59de
017407011b5d19aca70a0c074ad6e4479aachbbbdccbh1483a03b17f
71ba4d8bd2dc805e673dc380f948602de7a8914664523767156587
3d94c33563bf8f7a58883e3b
0086d686b9851408ch2dcef6671a6e6ead3b7ef0aede®@06c365b15
db2f2a63f729be3ec8410588585b0e89fd7455bf8db810be85dbca
ded43b9c96bd5641a093a4d6
00ac232cd219c6fb1c6a814889c6a5a5f7241468f6Cc7aa92cc6all
8e2809677fc3219b9381fd9d2c3cd3d45204f974854b52¢c88166a4
e95f67bda3b03a77fe856488
00919682cfb480d6e608aeccas50465744ec4eda®4da80bd2dc766b
a9efdc13e880e84c8734b4302868b04abd79f0238729d97e7ce678
2b0a31695d3ff8dfb7b12026
0059e1201c05a481e39253745310243782c0d3f686599815f1f585
1de075e87108debechabbb90301a7b40c51508202af7eefbbfebdl
5c66d8adeb6cbd5c57f7f8aa
016406d2f3731e0f0268fa217940fac75738198851822625ed98dd
3a940ad06f97c982a782d5e0b8ba4a197d64448321d0f8bf3e80ff
Obd66a9bfaf25bb634131e85
00ac2f6fb25b10622bc92b9fc@9a6febfal3c7d8a48cf3aa29f488
8ef5a62b8d8430faab51bc268cd943e107692ddb344024c55bf987
3c8cdc3227740d20971a25b0

abc
011f919dc22ae35a9f39daafd8a590baae6cac25fdce72a788d5d7
68b08e76dbcfce®9bh1098dbad3047d620599903b4ded7efc2ab27c
ff44bd8bf302e515ba303db1l
0l1lc2e7c61cd5b3a9ha7298eed4d55f27622fe6775a3fcdaa83545a
84f31547524a3abc5dcd6an52fff6f58f86T48490d6Tcee7a9d87c
091fd46e34025f8c6734753f
01eb85e967b18e1bbf6203c2a54023ca26d450e8c58840812d04ch
4a22334494f7b35ebd5fcdcffe370ceed44ec2e00blcdd27f40c716
3fa707f7dde13c53cfe57a77
01d6461a553e€91d9a90f2d4305d6e27894d9aee6a10693238a2ad0
800df97d610abcad42a211521d8cf723edbe8923aac6fl4e0a9e5a5
4b2304b991d1290d7d238b90
010c8f95d5¢ch19c41c07053a027deb285ac46d6dcObcabel18bd293
€0a363e913e0bd670ee3241ba9b7f290f3cc490d8369b3d35dd373
c3db6c5a9de4d4d83b371a3f
01cf7f537359296alad2bff6d4ff9369012d9933890bdfa33048a4
8368000e5fh14f3dad3e497428caf1620c94fcd4617f021af74819
27cbfced4b4a7343c941alba9
OlaffcO6abdcl2a5034ca64a62e9e49d069cc9166a86834bb0d15d



Ql.y

msg
P.x

ufo]

uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

msg

ulo]

a847e351c6f3fe58a57e9646211ecebbabf5b2164c2ab2116e3bc3
5cdb5d3abb4fc0959a2053a8
009f337e3ba7c31dbb54cedabl15cc77fb02d00de89cde®eb58c71a
3abe5b1b89c4097454ff695bbef5bhc7aae57ba020876050953f51b
446c25a8c303e682e1f0bd2c

abcdef0123456789
0191fb5112741260267b1e71ddc7753c2b9b5f56813d788164d0c5
c338485e5behb73a496917f3ad4eca342d42838fcd884fa464ad8a32
fddc22afdfeb85759619225e
0168075e06615b5957d1348df72e4081a5e99439cf14fdf9d71b04
c5a39d7b727d420cc5d26943cf21c8520c96d9b374cad4a45f0a593
f81e3f9a20c2d632557e7bac
0001de91de8bc127f45097¢c096af3917882473574137efbf5e6e6d
3f77fb55794e2de027cal57f5c337¢ch6d9214d768804526907b333
c6ecd9bcd9d5c43297785b7d
00a488bd10c5e7c0495dab4d2ecfe4a279ef67d2d6bc5d7d353151
€940cf7c3c21054ae6198256fc87ef5abf722f4070f957fc5f1574
9aece872h80429345862ffd4
004cc7090abc28807bf2cafd94c8519727b93d4960f8809adf0el3
b160daf677dbaloe56476f0f6defdcfa6490c8015d5bc845fdfa32
ab6a47e0b5535a57ec6f093d
001a24cd77ca718008a8f04b317be351cd647fdb7a0ab215a551f4
c29a2e01f05e4759ca9efb97e5dadbe7d038585b92d31902668ecO
b5ef436f14fdfe836c65bd73
0193195c8a656c5d53cfeB8aa6511066a5d7e869406286a1c623191
a3c8db5c6ded4c56dd5c4c6307894de4557d36a81954d000ele7a?
d8ab0a77bd8923b885849aab
015f66f08a2055a42144ba5590dc5bac41d1bf8e999f5ec80b9b52
d379f81a47a751e3e619fb44d3e230c9e7dd78d1fd3d6e908adof9
b922d2fb603654fef6T968ee

ab512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
0148fcbbe6ddh97429f0bf2f4b5db3919ad5977¢c6676d6166355af
fOb0448cedf4cad5leas5dcf2658403dfO3acch0662d15dbd314b74
0031e599e11b5e89da9d6dd2
01413b34a200a0e244c601ec27a13087179da06662ed9alef29367
6f127be45f7a10fbf0eb826680dde3ee20638d5ca7357e5478ed4f
8ad795ce0f014232adb901c4
002259f4f7c089c393342bb34c767chb4518f9692b1e00d84d6a80b



uf1]

Qo.y

Q1l.x

Ql.y

b12dd44694fb43d898a5beaf8balal06614b7df0c2e3c750785114
45227cd310000b7e77bcbfe8
00788b77dfdd3d6f5dbad4af49f93a2bbfcd619be58711a7df538cO
£57193918cdf0eed483cf25e029257¢c568784de300bff98c057489b
df1f9dfob7e99ab8412e716¢c
01cff78630681Ff055e018f6cdb4dff3723dac546b2fbh49340ee8f3
3a417b790c94b6bd8a5a84cf2dff4ed892de8ca81382540b64b32fF
81c4f0d65053eT9d1b49886¢C
0056ef1568872b438250917cb334dc98d281f0c3265cd7a02fdc40
8belbaa28chb33f372747597aa2b880c499691bda562e63e413303d
fb4c9b5df3efd945c9a39b74
01b56c7f8f07605935668c1fa6h981870086e384e0bf569das5b68d
2934402d0365bellbe5a97664c0c71f42a5322ela2aa8h8737a561
acbh161da6c9b9d50381159ef
006e24d9bcc739a4e9502fbf3ddf24968c8b0eel15f63ede187056b
aba9f8allbae4c856eb280fb278adbcel678e128a5065e358c1256
5b6acc6aed4e51981ef97b4da



G.3.4. P521 XMD:SHA-512_ SVDW_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

= P521_XMD:SHA-512_SVDW_NU_

P521_XMD:SHA-512_SVDW_NU_TESTGEN

012d13741acd676d6fba94126ad8clfea0458b1748252642d322b6
5cd70eed21ec04d82632ad7465b90c567d88c986a504b7971476€ee
e7c57f52c65d1f1380437ed2
019bb624h62227c5€72735a33T0085a12¢c618670b8dTF3fa998428e
1683af28fb77798621a6d6688e7a453cefdc28d710e01dfad5edf6
6f4fabbcdcd3916a08954ad7
0l1ld6édilc2ac46a7d9cac9c750ac97c52a079f57d6977ed3e6bfhbel9
fe5c8debalc89e3ebc54c0313637c3b1b485db6ab973eacal72cl5
2d27739beb4563c37fdb4467
012d13741acd676d6fba94126ad8clfea0458b1748252642d322b6
5cd70eed21ec04d82632ad7465b90c567d88c986a504b7971476¢ee
e7¢c57f52¢c65d1f1380437ed2
019bb624h62227c5€72735a33T0085a12c618670b8dT3fa998428e
1683af28fh77798621a6d6688e7a453cefdc28d710e01dfa05edf6
6f4fabbcdcd3916a08954ad7

abc
01fdaadfab7clb1107cfb3aec85807deaffcc52efe635ccach4ca9
3241d052c31fabdaf0ec3279d7cbh317a088ee8b33efce7481e717d
b351645b94dbaae92d51aa44
O0edeaclead57c53ha97882162961cf6416600d4a596b667696cc3
3ae66366dbe2e9c6d91a7daf453e759d3b463c9ch72c93b5b7bee3
9el16e48b1a83dcf@8easd20ec
01b9501f6589f9ae5f04cd96912d4f98992790006a15d1171d3b73
2c39354e1b32ealeeala298e2078e0c699302b98a3eea79068294b
f0d8ch6193d0d824bTd57bb2
01fdaadfab7clb1107cfb3aec85807deaffcc52efe635ccach4ca9
3241d052c31fa5daf@ec3279d7cbh317a088ee8b33efce7481e717d
b351645b94dbaae92d51aa44
OO0edeaclead57c53ha97882162961cf6416600d4a596hb667696cc3
3ae66366dbe2e9c6d91a7daf453e759d3b463c9ch72¢c93b5b7bee3
9el6e48b1la83dcf08eas420ec

abcdef0123456789
00c3a8hd2ch22277650e054dc62e549f00aabc316eaeeebc18297b
2dd1ff41127e80ae9c987a874b163df5583c0fbal5215e8680a50d
0fb9efc4a61936f2d3d83833
0175869ce7bd8df84de35182ae7d61ch58b35ac1f33343a39a69dd
c2ledcdc81b9f3c2ecde52b3ba3d889252611bc8e9c307dfd8cc94
463a6e556d510aad819b7e13
018e9e25f4e95c2ee011e76228b20a428c639fbcc8f463e0329ed7
c424a0cd9619638a5d46f8feeb1e88e2493bbh62c9585d3397a4780
499185944c5502e77f5d6e35
00c3a8hd2ch22277650e054dc62e549f00aabc316eaeeebc18297b
2dd1ff41127e80ae9c987a874b163df5583c0fbal5215e8680a50d



Q.y

msg

Q.y

0fb9efc4a61936f2d3d83833
0175869ce7bd8df84de35182ae7d61ch58b35ac1f33343a39a69dd
c2ledcdc81b9f3c2ecde52b3bal3d889252611bc8e9c307dfd8cc94
463a6e556d510aad819b7e13

ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
00850df274e8755eh6962a34€9c6623c2b7421dac00c6f2109fc2c
91cd186262b4c979b3deb959f0ces5deb6cdc2779¢cc242f0308896b5
6f48edebd56244cedecebb56
0lecc97ba7e7638e5e2b0d1c789bb77a8c4478a9f9df7e746fa8b8
9e5ee27118dd04378b85c3fblaf®la7071lac65cfc028ad98a34688
4bdf1b7d8a74bc4f3ae68651
0026d960cc3339da65236557eee@1b7elcfcb6bedf7133adef63310
9c671d6ea7fe773ad258848d77cf7ad6as5f3fc56fc189a7981c115
€98987c754139901e90123e7
00850df274e8755eh6962a34€9c6623c2b7421dac00c6f2109fc2c
91cd186262b4c979b3deb959f0ce5de6cdc2779cc242T0308896b5
6f48edebd56244cedecebb56
0lecc97ba7e7638e5e2b0d1c789bb77a8c4478a9f9df7e746fa8b8
9e5ee27118dd04378h85c3fbhlaf0@la7071lac65cfc028ad98a34688
4bdf1b7d8a74bc4f3ae68651



G.4. curve25519



G.4.1. curve25519_ XMD:SHA-256_ELL2_RO_



suite
dst

msg
P.Xx

ufo]

uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

msg
P.Xx

ufe]

uf1]

Q0. X

Qo.y

Q1.x

Ql.y

msg
P.x

ulo]

uf1]

Q0.x

curve25519 XMD:SHA-256_ELL2_RO_
curve25519_XMD:SHA-256_ELL2_RO_TESTGEN

551e22c9bb52b7c92bTf6de89ed0342ed88ebc745b56F41df76d330
9ace9ecbid
391fb59b7632b095acOba86e5e4bd26d3a0e8a6785507f9e6028T6
952aaddelc
029d51ce5a9f1e92ccfhb4f9992a833f46680893d8214cc3cc39fbe
0dc2l1ec4d3
34dd938d1a410ae0463069873b482282d0al148bf39c5¢c5cd00an6e
deeb053ae0
5e97e35ce155f1a9d2d1480b04aa2033fa47de7f193674810dakaa
7164430a17
07dd2f5cfb0096aa5b54c9338c7d5cf51c22ad4161ef97dc4da42f
cO4cafe9sb
64b522bb69567cdfOb1fc77e4c451d655039d1300a76e44bc491e3
4a652ee2b8
1f02d73bad67e92ca65c93e8806chacl6ea852126cd37eb44albfs
cOcalo5c46

abc
5dbca64b6e5b1d52a14834a1d27318c9027cdedd9f2b3f0e043831
d81df197bc
610cece822c51538d2be6d629f8df3b8ecfafe90794bl176bfcdals
736b3481d9
41a5a09179d68a50735c5b4aa9268508254a548bbdb43afa6500c5
1d7904c501
5626759522ee975d2cfcal3d4b26a38fe371c38858900aa404c3cd3
49127824a2
1f5008d8cT3682a81fd9f40243ceeee557a4d3565141bf34f62c7
078b58f0c1
019bd58a930a486f52fe8c32f463e7753ff666T603676558e8d47d
df8eofcasd
64f9ec0d1f4041b7c14d28445d1a21ad80a35cf2e0b422ae2c6beb
3al1fe80892
619cd420135fc2aealc3026ed7b8cfa3blec79255f06e494e4a3eb
33de56a312

abcdef0123456789
0dc6ee7e347bc8d6215bfh90f77ddb7135be460271e9a89c4daf6e
606b90ba98
53218d16891f5dc8706be89c74297c89a611800157fb73fea7d84c
4771ba9fo6
17e6eb3adb84a1953eec11452a728c3fdcd2e95f8fd6b67fa79361
di1fe9fidb4
557144a6bb572ede4c57e554eddb2fd126353d6eb50d0ee696259c
2ala8e7753
56fc43b58f1b64d744c37db72afc2f828842a75f4959e7a988ef26



Qo.y

Q1l.x

Ql.y

msg

ufe]

ul1]

Q0. X

Qo.y

Q1.x

Ql.y

bf9785bde5
03eb55be088aa9e9a0a59143d73e4997e61fbf551561229413b6fd
3cee712322
16ea83da89a4dd5bd2f657269f986856ch78a13de5a10f9ceal399d
317c2cdf68
318307e8a361fc56a93cef8097c19e8a601a94a809a31ca8e3b33a
94021551af

abl2_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
3e5bfe6e86¢c7d42722fef7a41de5e89334652578e88c882a262094
2d35d9b5ch
14ddoff480b0bo0f3f59eb3c229e976583e4eb79a357881532378d
c5b434bee3
26e9ad5f584bd6bb708eee63cdd5f3cf9f88d36b129¢c89F8d54180
4d2ac0a482
57bd5385a5d6ea6d49350482801989a452b3476a0081ee2bb5a312
585ad28eeb
5b5f1d868ffched4ef6f8a606b3d9767ad30ecad900cfbO7277c3ec
d8593196bb
2afcc868cf91b5583dede67b55eed1706dd76a8a184972894a0037
7360da7874
64d8b8301b35997ff212d61899e1a8c953666f4ca4942554acdeb2
82eed9c1d7
1b2db02fd39064c6d2716Tf7c775787b5201029f8ab20cd108c8682
9abd153b87



G.4.2. curve25519_ XMD:SHA-256_ELL2_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg

= curve25519_XMD:SHA-256_ELL2_NU_

curve25519_XMD:SHA-256_ELL2_NU_TESTGEN

384822128c05138a5139a72781ee71c90c9h837870746200d9a027
d5f7fa2ch6
3dbOb7ac1691801416ba8a76chc49acfd41fle31bech97eedfaf7f
ebbfes56fff
4ed5a4f4dbfc953dlade72efc965f1cfa44d57640add47b3b36507
739ffaf4d9
1a153f75938296cda751e6894dc1413c8286eec49da74b22be99d5
efe8708005
0b0c5538e44ca85142d7be8f4bb5e3f5de6276dc881e026931a849
146076cfd3

abc
298d43b25ee3dbh66136chd4e182ad531T1e92389ee021120488d20b
97acaabec0
288ccd99f3bb33b62dfdd62f17f8001f39e989877a325¢c9f873669
0474f0f900
4ed68e01a4912df4088e77ae8a22cc47a44943b9ac2e6e23218bdb
967416742
282ff81ffae65d15ad359823e471d986c3d9e9db12b9ed@81e221c
57de245521
7c5eca3edc6a55c843bf9d37¢c7¢c27305bf09db0O1f138b8a2cfcha
leeeO6f3ac

abcdef0123456789
0cec9c2220c2968dh5922a249306d3e5671feaa8940a345ba90f29
5flad4b7dfd
467885e1292df27c09a5a686566d70010ca91910350d8127c62f9e
5db1a59dd6
334a59d8fef7f1f7ec781e5ebcc43f0675ffabd33e472c8156F121
9063558153
3f9366f4a010430847777e9af2166fb86cha2747aea®3b6adb1770
effald@7ed4
495719cf1566779%9aa98aeel622c4cea88470ad86e90669edOfOc83
42ce6151b1

ab5l12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaadaaaaadaaaaaadaadaadaaaadaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaddaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaadaaaaadaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
adaaaaaaaaaaaaaaaaaaaaaaaaaaaaa



5bb54635e3991cf45224a33a71d437a4de23380c6927e1194Ff86b
6773ccecf8
06266c3e11a656d26132d839f90d43f3e766ceae0®4e8374d3¢c2729
6244ddb6la
4c7da91907215cch20b8a064166b03e2cf13abe2393b6729499731
292f089e1b
2d10c1e1995ee326135e38ef2d083a2375cd7181a541db6c7ce582
£8984867ce
1f246d036efcl124b21ba899e3aa870bac4a7c3c731bcabf5cd3268
7f6c041b15



G.4.3. curve25519 XMD:SHA-512 ELL2_RO_



suite
dst

msg
P.Xx

ufo]

uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

msg
P.Xx

ufe]

uf1]

Q0. X

Qo.y

Q1.x

Ql.y

msg
P.x

ulo]

uf1]

Q0.x

curve25519 XMD:SHA-512_ELL2_RO_
curve25519_XMD:SHA-512_ELL2_RO_TESTGEN

145f1ad4a2cdbb00f721af9fc0720755d082dd3309d585413bdc57b
79deed66a4
265318a216a4eaed4db4dd4e27abe71b94d558e1b60a0363F8194d
6cad7502c3
60dee63d38dba6095eehb95ea343132b633d84e809d92a64ba6f34
8554c94481
607e4b11d1b17bad8d482b7a4603486b403875740ed3a643fb948c
95c967bb87
2b15e08daf1b40a96b46f51cdabf3aeeb75ea9bf223eeb217638d2
3f6d849a11
l1aal1a09488c7ee589a232d7b57c3836de0fOb389f2eaf39114e5c
691ccf6éeeb
2a263d203c2c54af0205dae921d2f8a24fe3e7aee9f6e401eb385b
81412aa964
5a8ea52fd22c0727bad4a52bd52ff51a6ab9bb70c666e79a1015e03
9b66654467

abc
40215373a3b81b38af3f6ced23769f4c075619da8ddel18f4d9aele
00f1b848f7
0e84dcc422b1504eacc6d34a178ff8443db269c84d4af738aled60
38074692e2
7t346b4b77c04efce603d5443c80faeldcbaclfb78a859a0aad809
0fba0841dc
2741ea7cbha3c843ce34e9blabcf4981clbe23e91ea3c6f60efcc7l
ba62aae6db
44b85219849bT492f790eac07b96b624edb5b266d13a351dae8d97
8dfb42ce94
305d336eaccd259ee67f43861F06039a60bfe22b743cha®5de7229
58a4a16064
79a8fc2c4401593e55b05e0f2655b6e07473fceclc87dfc7c545a9
5b76f53b2a
6834a80ed53e0e2ef8e7ddcc7aab4048975141aa205b26b4ded1360
a376957d0o1

abcdef0123456789
593fc49ec025f0485c369962h8e6d62d1ce87cefaef5chbb41b5d66
4827907900
ObOff5742d778c4b09c9e8342albba2e81d23916228b684dh428bT
8cl1ef329c
724d603fa092b3b2fb26acfc49b69214e8f6b23455e5ad1288eeab
82ach24c45
07d99c595eeefe4895921cf06f5fae756T41030ce804c739d712d8
95bd85ccch
7db3053a52e9e9¢c5d9f6d9d08500823907e5ef4fd7dffb242053F4



Qo.y

Ql.y

msg

ufe]

ul1]

Qo.y

Q1.x

Ql.y

doed40fbd9
0b797789facc33a96479aefeb4e4f91698f43005aada9d71516df5
€a34431881
48ed35ddea926f8b2a55bd20b18c3d22bf737767c7261d1lab3efe4
123c4ch7a9
0099c457a4a9c6ab32d5a89a1f35f6e54d684e58a74fe62442a39c
2934425955

ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
6cffOffff35c1bf21342153245740fbch008e46640688f9aca30cf
b763ff9701
6734a600e4f8597d9ae7a27197bdcf5e97999360310ea7df27cd03
a47e4fb180
6cebac5bl4cec271dea87b00822ce9f4712faa39895826edf9e7d1l
052fdc6a59
62404e1b9f98555fb42732d16052fa5cfcO0a86dd5d5d0adbedBa2
56475dcfc9
7c31abd1045caba48ea77fbd078bfad4c20ffab70f90a2738ba8ecs
88dc5bcO1b
528ed08chd11986252131d2ac4d3700dbecac75bc4ch66282dafcc
37a947c7ed
2df9dcf04chbad73f70794b46a24cc3331b16699e€121667171d13ab
4251al1737e
06c4ba3124d13c9f69752387a55977ach5ef410bdf475f8868eb6f
1f9al15e527



G.4.4. curve25519 XMD:SHA-512 ELL2_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg

curve25519 XMD:SHA-512_ELL2_NU_
curve25519_XMD:SHA-512_ELL2_NU_TESTGEN

3d97d9h446926250ae3112ech6ch6e610c53a9cecees5b55c1ab35b
6T07a082dc
07df167ef93c7842c6561b707025d500d8b560139a83eeef03fb31
ac9ec4c843
65d61dfa58cf932cd60f65f24739d1afe89442e4a3b2e6ea9d65b0
8651148901
1241el151a4da26769778a6c8aa5a219ff608c6c31bead49a0558487
al02bf6355
4bf3ec4f91865513d898097fdce2990b6ea8fc5a50de2d9950¢c50b
97fc374c79

abc
17591a1748995feb03b4184f6abf0361dfe9bc64fc461bec862581
137146812
70825eeb8f20888be50833e1401511464ee7ddecd6294266177fb7
95bdcc744e
1393600fd74775f0d19a8ebd282h05349641a8b079c71030bT1bf3
70c4lacef9
25c758d9c7al11a43e72d3ddd7976458330Ta9e37163991457fac99
a70253cfba
55108ch5971fb8c68e2bd2d869ea52495e8056075857c8656ch580
3alc42ee89

abcdef0123456789
7ccfl1faaeb988112434274c401de53e74f14c9afbl7c07cel942a0
afaa8bdods
50df42f5065e8f9ade54e2eec2f04048250c9eeecc9709c58ed09a
e829cf6d3c
3e2240ce35b52e6ce7f2cc4c3e57c03bc1619494256e495dadadbl
0dcc2675e8
6Cc70b60bbead5867f1e270af0812137ac64c8931370dae67a41301
41f9bbacbl
58e6hb785c269fc21d1ba8be61c9c0595b1d5df7574815bba5f883c
9af79f68be

ab5l12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaadaaaaadaaaaaadaadaadaaaadaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaddaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaadaaaaadaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
adaaaaaaaaaaaaaaaaaaaaaaaaaaaaa



2557e05f806568bacea2439cfb15b34910064a91af6115ebd851el
8270f5d1d0O
1fc39764b621696e64a4cl7a5¢c2e0051d7b5fba740260a0fe871b6
fd872f489f
6719884a782571b55353a812946a3e€42430f0c769ce85d1a47026d
491452b773
64aaf5ae99e65460ba87f7f3c6871a66c3c5d3e671b33fe723603C
Oeed7b9922
2348578fee0d3c353a6efb0c20T02ee50f69cf50626135580h99424
di9bbacel?



G.5. edwards25519



G.5.1. edwards25519_ XMD:SHA-256_ELL2_RO_



suite
dst

msg
P.Xx

ufo]

uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

msg
P.Xx

ufe]

uf1]

Q0. X

Qo.y

Q1.x

Ql.y

msg
P.x

ulo]

uf1]

Q0.x

edwards25519_XMD:SHA-256_ELL2_RO_
edwards25519_XMD:SHA-256_ELL2_RO_TESTGEN

046T7ac05fd7748eb4cb99043af9e7a7209d8372e27034fd4f6cd2
58c5557711
0ab78b10ee6133f339ed388ce1393f80b0b27817b89dbf6ae943a7
5f93fba38e
181ac326893428d453e8dc058bc62a11d82c6a8c205749184abee3
c94ea43a3d
715chdfc73cc240655c96e503b6afedbb675de116847afa7c22f97
71fdf8b70a
3903bb757a7e768049f8f0a08b96ad3c034ehb694cfae969fh732be
0996df3caf
72008e13e0e5090ca79a85c71e3f82a9d5adbad473e4a9f5853848
3a00ce9896
4378c3el197ad248a484h98711dda3cc4ee3647c88385435F9cd81c
da1b4909eb
726t30bdb55chd9e00b8801cac092f9f68d7a650829b16de151426
25b8c2eboe

abc
4b0e6009dd4333c3c80d2ec73d123ef69868d3b7547a611eaf7602
a08627b605
4715be234514062aee8060742fcce446808b81135669aacchf6aef
4ffd43e386
63fce9868hfb9165094ed2b097adafaf40alaf0d56720afle73a4l
c273f49148
50e9ech264e462d76203dch526b00485d1ef568c5ea346d89c6d3f
7b16a15555
0e460620f17e7a3b0258f757d90cde88510dc5bfa415dec91043fd
b585fe®5dc
2eal9cc92331ba9d2250d56aaa48t448973b5120734fd4d09048fc
8f67c97485
1501716f21813d93de9eb6e37e5a606236ee0d30c56a46a933527¢c
225dd2b0o5a
3b193e355856hbb2381aa97aa3e5e25569677f5d97f4983c414075e
bObd01f434

abcdef0123456789
4c937a8324452f3¢c1339500069d70031bb42124845b599317d6fdf
46c854d008
045d7dcf705fab83fe638054Ffdh6af021a67699bd387a59dc3ac57
cbf798c6a3
57¢c9d949302136433734eb0c1b45fdOb63a018cfibdda2f04cc13d
ed7b6bbf4b
7d224f3cf3cedd36bch6edb33c28e932d6af67cfa7d84499674990
e5fb8cadel
240dbda5cb37d8f621b22229b02491800ch37f89fe54f14e83d1a2



Qo.y

Q1l.x

Ql.y

msg

ufe]

ul1]

Q0. X

Qo.y

Q1.x

Ql.y

7e55a6¢277
476ae78a0c17dbb5bd75fa7bh16d12f1600bad9fb764329bf50ec17
8765fdcd5f
7e11d53d262007c0db3cee76f485f217cbh1le8b7af2250b9a37b66a
42d58d0937
3aac2ba9701325187df28b10a44fd433468af8454d21db384de44f
4c155bc079

abl2_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
lebch6a0da®499e59982aa64156T4304bf0583afe597becbb21db5
6e3acl157bf
6bedadab00ae61939e299f7e5bf00f935d520b5F1f7073e21d89a5
67715274el
2c1413e90118989b8df79484247bf6d480cT242a270ba2ea9c962b
4ff933c835
7690959cd6e05c5971a329bee690f5f1f02fca7c783e6f4ed71ca’
f60aa03alb
0f3209fd7026h4483081e988365ece6919fc41a8502d66e773745a
5ffd981b74
41ea9efc9f94fazabh628ae99aac817792b3557b40bd8791bedc68d
7ec85d9di1d
2557da4630dc78e33b34d273102fel4daa2d81a60926273724d2b7
43af4425fc
3a4a99hbd1b4c83330eed3d02c6e63349f3dd0a36al260a99ed4c04
£7992ab48c



G.5.2. edwards25519_ XMD:SHA-256_ELL2_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg

edwards25519_XMD:SHA-256_ELL2_NU_
edwards25519_XMD:SHA-256_ELL2_NU_TESTGEN

08226f0a827eb3bb0f0589709b9bd2e6e8107a685d80c6c9cdb40c
7230fc97be
055d178a04b891dcheae89f6daf1360a48683a6ee37599fbh90d0an
7c3d8a25d4
5961204415405f877cf98ae8e5550d449ddd57272f19cc07e8f035
6e8548d383
28b50697900178d1a2451b09cci1c573c13dad4d9b2afe3be423cd4c
1bcd39dc2b
57e58c8840f2e7dbc594ccf45bh8663833e34317ae2d956135c5¢c01
de25f41379

abc
lef4labebchc9b662c5d0937924641250004048e36edb1088a6104
3a4e403e25
0ff9bb8cddeecf76699el1b5ee3e373e1303e468c736af5517b090
874e01298c
22649b4f1cda6266d740d8d546d10fa453af8b8b047945221h4e98
3ea28f7b37
7€9989153c21al1fa25580ceebf4793230abf6fd049a4710a20fc4d
73e61c56hb6
796967a3ah929db72fd3e23395b02bT5391ff6c5a7e7f0abf3a8f9
a707ch393d

abcdef0123456789
4e54152535efce2dec85bbe6e314echd6b49399954eb2e359706Fa
6afofodsff
4cc40c04402f0959dad468ab117680072fdc35d58b21a5faffc7ac3
e0d650dddb
56a17c686169e72e6cc2b12785ecf7c423693bd3ca2fd37f901ae8
6dcdf7bac7
5a001b1dd41003a45014174f02a77f4ce3017df5959be5b4fe1316
bedle3da3e
2b6a80d085e1637cc20ba86136de04h867cdd0c454627e5f14c5a6
bdacOcfi161

ab5l12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaadaaaaadaaaaaadaadaadaaaadaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaddaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaadaaaaadaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
adaaaaaaaaaaaaaaaaaaaaaaaaaaaaa



363a7laabcfbleacd545403b3a49ae9a9f46aaaablc7a2b8eef789
152acb1d81
6ffd3d900a09c546bd16924210b35dc4179056d5b8c537579%aeedl
4f01454b44
43f438bbce3938385abal3efa7b4704d0a2896593edc4f99ee4d7d8
f99e408d9a
5100fa3465951ccb6a7eadafdel6a43dfcee775505bdd05ccddb3fo
9e26102d9d
4a3846b73f87fa9e46c4aae®bt2634699adcd324d85d0478989aa8
2a3bbd1deo



6.5.3. edwards25519_ XMD:SHA-512 ELL2_RO_



suite
dst

msg
P.Xx

ufo]

uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

msg
P.Xx

ufe]

uf1]

Q0. X

Qo.y

Q1.x

Ql.y

msg
P.x

ulo]

uf1]

Q0.x

edwards25519_XMD:SHA-512_ELL2_RO_
edwards25519_XMD:SHA-512_ELL2_RO_TESTGEN

355199593026Tae01f068dcf79adb8dbf2da7b1f040bde@80723fe
aa94b65042
1af40833bed99ac42f445e9494dbcc489561b3995a40e3864alblb
db6ed6ecd0®
5561279bae7b4bffa30d2249dd56904af4e9b5844770979aebb2c9
8f8af24082
05183b3chbdd97689256838cde5c531baf7a95b1eb9943303706a3
63883638€ea
09c5be10d8e2629cc5921040760ef8c8ddd7ffb8bd9chcc6256f50
6e870381b9
17929f5922ca2c188a2b6c7955c4e4618248c390be69e01b56¢cfdc
b80bb8861a
04130b6e1f8dc7c32d2eb98d46395TFFf8579d3bed4a91976e2b0614
ed6f39f8e8
65b1c3a24ebel11f4113b67936726d6T630de27¢c21ec0979b08334a
a3a4349bc8

abc
124b63773b748a096e505433ee€596c120168623ca320910d8298e6
d90ad4a309c
7bdb83b6322c4977ffbb69b18df168b56eec733a0254cac0e85eb7
90460ee4bh2
3af3dd59fb2b343e836c749290372ade32db6cbaefcfa8460bafed
4913d16¢c17
0fbd9bb5c9446b308fd4e8d6d37bb40a85ec994fc156d9e2f27c6d
3chefbcffc
48ec52adald034bed2941a3ebacalbb3fc7018e4cfac62e5ch6a05
82d85b4e87
2769e1a74624974a71d543723bae513305¢c3c8b2ab8431a07f31fb
35147e1184
23586€9d6a60c06eb7fbf3d66b6dd7c9ed5c8dba®65d59b5a71577
37ebf19415
0c4118945ae99cfc6c56ah993488795130826e7fff95febe3c923d
c4a523d4ff

abcdef0123456789
5538ebb02b3351458ae3c37d4e59247be093fd25371f4e18605¢c341
96a0b2h3a4
2dd85e9585fba5ab3c22a07cfO07b2cf4a19bl10dcab49ela4c8f952
461e644bbc
13058c758c7967083657210941489345F4e30e49b1d380ed064e9b
7b8d107cad
319hbe66d0491de283eeah5f2745e6ab9b19eec8c13e6c8b7069e2e
6aad42f8ba
066b6b75588h6d2532568h3683a7c1b24465be6fa3d06fe61e8bcl



Qo.y

Q1l.x

Ql.y

msg

ufe]

ul1]

Q0. X

Qo.y

Q1.x

Ql.y

42e04afb96
222cf85e42efab0c89c6e210d774b26f2d05a4c4262f1bd124e622
c6febcldcs
220a2fchd88a7fbe61f263ba6bh12d37aece8bdfb5a40e6a4fe89ad7
438643432
1ad7fb8388761fdch8cc206d87cb5bdlibd6a316e66ce782e7allea
fc5284f412

abl2_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
4b2083d31c45aa28a4e5759e73e35d5606be05d9¢c1090df93f09d0O
b23ceb21c0
160e08388e85b6bchec8f321ed1de259ffe88dc547alce506d61b3
0fd2378fc5
547dddael1d6f60997fcf95d741eccc7fe5cf60857585e125dfdf9c
c6eb987a81
5dfdd58493b9fah32d3a39e0a9450c82b4308d7fb24ed43f585ce4
70581a4d93
3a34b03ac9cfbccf869c4606664d2bab9f048d306bde®e73dcO93c
5818bc9674
3e5593005148b6f4b9a6491610a288191e3264677b03d7e9c8c870
33053f86d2
19031af03055alefel3c6ef43d88e9ac713bb78ch985¢cd61985594
24029f1d02
42eceb5969a9b335cdfaf2367451ec12c56dc0607f038606222d113
2d078f0b4f



G.5.4. edwards25519 XMD:SHA-512 ELL2_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg

edwards25519_XMD:SHA-512_ELL2_NU_
edwards25519_XMD:SHA-512_ELL2_NU_TESTGEN

34110392cf2797¢527e790379df1la910afaldae2c368h246a26b9d
9925ac0c71
115fe9c145cec75332210f75537f89a5af2e9e81928ah63225fcf0
db4b9fob41
50d07fff97e9f2984a1763dab82el1da8bf6628f4bchd8a5a8b3bc2
laac8ea907
672e3335e81ehb42ac9d280a5799f073af4461f5855a2214b4b32105
b01b2ate23
69ca23a597al1b0alf6f90e911af4e6f9457a903622chbb6b9452eb3
3b3d85a81c

abc
4a3cd9ecad424168031e7c2ef6ea8872919eel1d109e9cabe2f1dfdl
9563ff63eb
2a78994752306e4a4eb1c629b3c8625cc261143f1fe35fc728d295
222eba7890
569Tc930f70c8b4e50f35c3ae893264757589f11e43aa8bf995603
ladfdec18f
5998€9431da82e321789226093300204ea96af8d183dd7146b775b
f1d79d1e94
7467d959e0f62a399197daf58f3d798ce21310d5a1f61e23151e9d
e278747421

abcdef0123456789
165abfd4e6ede6db0b8e90e40d4639ed5d7521e4779302c605FF43
0deaa9747b
0ca9e2b900bcdfc8b26d705040b6b6a6fdebfadfd43982a2a59e1d
069898ae6b
42bebcObdffd5ce8f9b875e318a04e451fcfa323e146defc71937e
a2ed43c839
3bc0e89d193a8c43d16d43ee390dabb60e42184180a4601333404
296c¢ch9cb8e
1685bcdbbddd93475f5b0490beebc6a®0dblc6ec019c1768ffd705
246blace93

ab5l12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaadaaaaadaaaaaadaadaadaaaadaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaddaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaadaaaaadaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
adaaaaaaaaaaaaaaaaaaaaaaaaaaaaa



0544b2343ce246e25376db1ba4ab61bd91740ce3ca4ec8db31d8be
de97fb4758
511dee3fcc3a422738c453a58acdeafc08fc76f862e97d678adb26
f03d0963b5
6b143c02ab4a45c6a7e71b6a97a71alfc8a089f7fbh83164256518F
40f15d96d3
3408ca8aad2h2f343a498ce85hc6e56ccct391bdfbacOb7c178250
3d3b3boald
1ca5e123fba67a5f0fb433c3e2423df5518b9ccd74e6e01f652e89
914089907



G.6. curve448



G.6.1. curve448_XMD:SHA-512 ELL2_RO_



suite
dst

msg
P.Xx

ufe]

uf1]

Q0.x

Qo.y

QL.y

msg
P.x

ufe]

ufl]

Qo.y

Q1.x

curve448_XMD:SHA-512_ELL2_RO_
curve448_XMD:SHA-512_ELL2_RO_TESTGEN

21f78478bd717f5fdf648512597ff9f3c2a4bf5800d4dd813018fb
047286af69cd8cfc3b4380c9dc93f3b560b4e63d4bf19c41fcd6ff
393a
94cd55f3fa7ffdsd1266461a68c5ee03af4aadb77249486c33baes
19916b77535239¢c890552c6T63b9fc4c9f00bO67caafe416701b34
ca3f
ac71575f98e4a4bdb7d0fb683200383a44e26hb693fa59ef897a4b3
27211478fd674defl0aad4l1d0as5c6fd910alldeb010b47ab47b9f1d
1f7e
3b1423f8c141e4d8b956eb5fb20b9ae8ed7fe593ebb8ac3edadd84
ele54a97fd726950aa9f6d461b2adc037caae51bbcd6ff3dbf3bbb
dg72
a3193ba63182c9d276e0d8fd9e4b957aecaf830acl4c0652e1db66
e06f7fb20a7f2b4e5b0ddb0c1212b40b4bfal16cf536c096afbh814
848
d6d1e3486015593191a774e05f5d68c63adb525ff7896a20040c2b
30a1566d17e9372020cdcf227b98b9985d06a2b9ha04e88F 715189
9702
8389a1bh3131219141579dbc52d63d913937e1a0e8493f82fc46141
ce355a311ea2b3c5hd733aa087aa6482fe5e89049d1e356460ed94
871b
21214a80f9a4fab7ef59bfebadb7fbdfcc852c1cf518239ad7¢c175
cla9a25f8740fa9f1300a2de04c848c60e44e08fd25b8f285cebh81
895a

abc
doffa9b8551e729573e663c993db473e7a049bdbOcOc7b23a34297
5229d9958c5371db48a25ea758d0alb8d5cab5c1fffce®03f036da
ba04
ddcbbf8edc1509c2a39ec2426h81e495a5ce33d5dcd96357625F27
279f0366bbhf287061€984666a142d280edc1329554¢c353db819843
fbaf
ed9f4bb9bc0253536c45d34688b3096725db693f5af1659ba48cad
67aab8ca495594d9d94d3cd8bd394b79c566c57baal6ch330db3ac
e7ed
2fca5d5201399fabh882009d46078874a17337843a86a64863ef931
6a3ef293395c4de2b306dab0002169295fe2dchd973a8210c6b63a
8236
3244dbebbel41c71e59bee53507f3dbb5e2d7ea35cd6767eb9fel8
b2c2901c717cd578baa564db42de9b227643bf0b13654a0ch95041
6bb9
6aad2e7445bb01f43797bf6b24efe796T6925b162F97b29addab33
24fb6b5556158a73c9h2c32463ffcldes536cd65d1cad9fan64621a
e503
9f8608ff76d7f998ad3376f1dfb7a3441becOec6d4f9950dcdi6eb



Ql.y

msg
P.x

ufo]

uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

msg

ulo]

84894a271e547781249f59c25c82535eh07fh103f4088eac45aa01
5bff
511a509c545ecfe9999e388fdededee6l0aes572affad2e6f587cef
07b5626e5c0214949fcd959d224e31d825d131de32b1b510b7d551
eaco

abcdef0123456789
1dc040d287f05f0ac0769405216d285d17b3ebaf9e9554c8ffbc7f
25de178b528fae889b7d90e59f8becd5bf395414b05adbb4354018
baf7
e9730fdd89aa2ed9be03aaac27fc6f655856055d8ded93ecc63e31
8e21b240d592e60781h207539Ff04a28a36b217511229675bbh38at6e
de21
fO70b8ef55cdf617fd63f9e25a45529ed60b40dffeadff42ca90do
€96a2591cd01fb9dfd5b3albdf8385d08146dc4343chae367a2e41
677f
b55db04e2d841a72bal194eca52de0635083520ch9956430b24b39
e4de5e412272103039b52872281c789eef41bc45eed4af277¢c97ef
30d4
daa6cObf0lee5ed465450c0cach515ach022301cef25ef3e324dco
288a746830f1da8b68h93e2b1dh6ed7c9444d8235fc9fd4c5cd86b
8hdc
b158d1caf233ce737998d56T34e4b652c9574d0a35fa3a2cf4f4e6
c3ad26lac54eea2cca895a9ffaf0397b760a7e21a636f1b201d91d
e5b3
80871b4658454128559baebh6b2a87e20ef66h308847ea76a9340bf
c5f5194654ec626b0d12b88877b5b2848968ba5978ffeb6d7b0ada
c3c9
8c5109d75eeae5f3el5facebl1d5852e72d6a8287e72bch9759¢c912
d19f281edBe7111e0ca72720d46f9b314b67f2025a2e82b86aa715
4104

ab512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
eabbec7c3f36f844cdbdf215067785d7677776bb7d19675d1c3912
4ecfa828d5ee7eac1c580630be0483b3740003012f32cdd5f6a18d
af4f
cfell1f4ch36327bfbd1c711b53b839eed8a71947¢c1209439608523
3f815703afel136c85a93ee527308b30270c4085147a2e652dfal02
742
b63a92b6bdd618be51a73c6bd34af23975¢c73dbe9962be502c08a7



uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

563feb81710a798034c70d9ed7bbe25d81b1c8c27¢c2f850c258447
8ccb6
cbh86119ef00c35982a9¢c104c8b82cc8d2a199bc31f25bc879b51d8
8168fcd8ab305f4331573eal2a6bf69f7ea76c0f1a84be987dcd06
6150
f50b363386913c82e88b54790df222e706f611d2ac6f7f5a2b3e7c
f20e3cae24fa247da®b326f04ch0513c842d6ccc479f84355896¢7
d678
306e0233225931cddaadfa8ee5abad0ab06852590226a7c3a7684f
43e12304791110a64751f27ad8a17b93ce94977ffdae8db2ca72fc
847e
33b99bec6hb0311d6433d57h762c732259e46Ff134f59d16e6€9c62
d77df8dd597c41493976d3bT07€a19d82487b3184979e53cde2b8c
c833
ef6edlbada9b7261695ca14282c5956d8e4df3c9a3d6bd7606e15d
130b9278325809abb3c8a4e30918128a66d2a9af777fe3adbad7aa
fdd8



G.6.2. curve448_XMD:SHA-512 ELL2_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

= curve448_XMD:SHA-512_ELL2_NU_

curve448_XMD:SHA-512_ELL2_NU_TESTGEN

2183d97000fd3ee7e910b7cfe21d9996168d4f4c8b0a711e66170b
d1829a35eeeeh9200932e7cadcc7faddclb716c4808ad4adc9a68a8
59c5
edd9a4f7154b646121dfd0387a7696066eac44ablcf0da578cfff5
5e60da581c19d0436312b989141b764a5ab641579443aadda96105
33b6
df946392828b16784bal146354c781b3c25a28b5ece5b9c8088h684
0f871d7578fe4850276ec01f20351971f5882c1e6506dd0fd7338fc
2eeb
db4e79e5d711e6c82d9aec2c3d8ab7f41148a7felfb6d7ff586214
ee9f752b31331627a2f258f289c5fe38536e8e213a9ea06695c051
0a38
491f677655e9bcefcda66b92cdb02d41b73604ef7dc23a69af993c
ecab841ff33312b9h844a02f3054056ab2811da3ff1fc34251b6d5
£80b

abc
88cbh9634c61bbbffff09d423857aef50b15b42bc4389d6c66€179b
de024che75d5cadcf7bed4156f1aa2a40f709d3f3b02245d4a67176
2c80
b6565ca3d04f50d8d22511af542a55118f8cac4c6235ff42e0c3ca
066c2f98d5038022Te42009bT5435e8c049027ce3ch9592784f3ec
4449
801a7cdf6b9926€3617df4617178487dbb92a7ef310170316664a6
4f878a20214af859hf691e1e50499dd937e09f5e7h040c22a521ca
2466
a1e939400b8336ch04ff098ch2801a340d5200a85f5f56befb7act
£92c5a58041e4329fc733f52c0d0e68e3686331e8dac6fef3e88f6
17ec
0a4do08b25bcd3d73ee88eccc7c97570e9f824b769df692ed22872e
847707ded4373defed7a54a798d3bb05a61c6de281b05a3cf12a2d
adso

abcdef0123456789
9b4d581f3b10bb090d5fb78a4dd65F386c6530b97c0f0432€092d5
80f554fe432d66463b3b4ala660845a66b9ecf98aes5316df6ffadb
fcad
bcd1555142aab27c4cc26elc5117eecOb8ch858e4500c1b76d7717
3d5c937b384f1705e9efa049f259ff7d6b8adbb3e9ce8f9b8ale7hb
9944
7309e98e2d59af9c84deb4f8c6210df9ec569d724ed7ech22d56b1
c9f64ch49b04d905336e0ef3f1e204553a0adc136881Fb3d31dbe8
2doe
2918222446810f1de7b0729776e4d63ac4e48e2a2279h53355ccch
9b20251bb4a311938fa3eadffe3c046e68f7c896a2b39e79a9f157



Q.y

msg

Q.y

3094
8d18c4bh0458c7085¢c592272ed20afa34998f7486025cfe326¢c7afe
56411812579ff94778aac3017b28b2d08f8cel64bh1923edd813ca5
7f6a

ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
5e8679afb70fe836ab83577840234764h9879ddd9509bd3fa6894f
111bc21b18718a3b2fb4faab519cd3096bbb9c9ffe828c8702f770
0c95
97d37ef305860f65€a247da63e85a5b901363482Ff38b5e051bc82
759d1a9c9bd5ddc3a812ea4453390ea08d2dd3289f10cbf3df194c
b895
33921076a158e463b80644c2bbcd14d9f064c96e8d0a451c357d6d
2ff361e33f9eb0b4dd89b30bla7b79a756cdd611b4c2d1e416c621
cecl
a9757d017a87fc07ed43268cacac6lc3bdadlelb73c7fa8c816fca
1343b05d051eeb66650a114422a1554905Fafbc866chbb8f5ael13el
5c18
1fdc90b44483cc5a5c90e83954366456a2762938b7e88b3c8dd09%a
e95a58d2c78a4889a742f3cd8ef1a03e88fed8e3c9647fd9bd8af8
5267



G.7. edwards448



G.7.1. edwards448_XMD:SHA-512_ELL2_RO_



suite
dst

msg
P.Xx

ufe]

uf1]

Q0.x

Qo.y

Q1.x

QL.y

msg
P.x

ufe]

ufl]

Q0.x

Qo.y

Q1.x

edwards448_XMD:SHA-512_ELL2_RO_
edwards448_XMD:SHA-512_ELL2_RO_TESTGEN

e54af3058170d7b465db0cf48ce21e28659aa04a5b490f868b6513
8c95d83164a19b47ee029c2b64ele5ad446dab02bab4bel61c11el8
2ec0
2e38750489aa0bd7dedb33212525bhela®@4bfcd97223c73fae32dbe
f05c2041db24dd9b62b0af44dfe4494818fed4f38c991124073066
23c5
b4d9d1895ch65553ddac80fb1fdfa6718943967975fd3227be7884
f30794e6¢c7c4lec24b07e13c3822hab3e7514159429a721f2b6a46
6dof
€235635e9ca91fd4e0384606e2hf1918d84afd759cfead1bf56397
2e1b82¢c2d700194ea823852e4ce83815b33bc522e13d8c361ac311
939
2c665a5226d6cd7983a08c910651F624c904dd8F1009648€645d04
e381fb04c718b14f1041092e46€3935401a3b85eaaa7a0fbcOce67
9980
£15d91cb50d1d9818521684b761aaaf0fbl1db0278c718cce5d8aad
7166f42d79d0f1210e7957b170daae9be3e353f9e3465a5bbf93dd
5c64
a36c98ec2b442335d5debc9dla59c34e6a7e67d02dddd41256¢ceed
e2f705401778f02a7cf21b85635f1eb9f34aac0985575d26b02122
beaa
adf6a6544cd208538e16de28e725dc674152¢c20a9311Fh9df60894
17ed33f2dcd85176759845h957d35f32b9c56b1396796e33439b4c
6a54

abc
f583e90dcha4b48f7b0a510bcf5e3blef4a73e4280ab8836480335
177cf251299ef33fed2c7492082f5a443297dd79dd4bdf7f30b1bb
bedb
241ec020befbf4fe92528713ef2275445547abd94a7f71beec8c8d
edf42f68d51ecbd6dcf5789a317c85cc2daca79f4ceddc8d5e9d14
9d84
18ea51720224486cadlaecd722b5748a4e6297df76031264983cel
519a471097d328e7871c694b57e83dedcfec01629f9b1c36a66478
a949
0c9de3b0e748d03e3c914ddecca5d4507a11860ed73abc2c953ed6
2811fca4fe3f154e8da9520c019d9c8389eff12936e09c2e0f8e8b
300a
f2a84e3d13ab1107dbd4db40555570dc1c61479a9d5aeee22941ab
a0feae6ad7f018bae02e5086b772e5b15f070f1chleb303e6108de
4951
e3d62ab209de4e0b23f20d9aa84bh9b18e9c6500211106c1c043eb9
38647dd08c39babb90b7a3928fh55741744ef15791cc563111412fF
46ad
27f62515¢c82d3f6fefedf0762d3220b3c3bf4e8d466b6524aa2cee



Ql.y

msg
P.x

ufo]

uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

msg

ulo]

13aecfb7f041ed2247f5a78283293f971bee806231f77851dd2650
cbf9
led1a0fba®69f682816bc44elch5d0413bea5ea43d6c8de600521e
fccOe56chdb745d1fd8b53c1d88d26eh68e09c404e5805067d3bf8
2e64

abcdef0123456789
do3b676a730b4a8418793154bT4e6a6d8bd94df6964429754346¢C8
2275929ec8448feece8b929a053b4513e€90d1d613509aeb81d32c
ed?a
41e6d331904844d51¢c59aa0e97423d8060821da3f40a10f9572487
a3917c5ef1d2ch67f43d6bae65670ala54233cc927fbdb97a77afc
1161
8be92c1e97e9bdfca76029d928899510db3e2a84a80dcac58383e7
cObfO776721bc9b99204a68448a7effa87bd63172023dc63ea7lel
2e8f
61801a7ec7847b88a512df4c9f12f04782db61c37ab3elfa2ibicf
255e2102b34ec3992d79919b6df7831043d28c5e673d46c34aeb65a
43ba
1597547717641f81704aff2e7849498787f03616c01fb1a232904ch
b720b68adb06643ec0445314314355¢c29fd191a7b1447ded4alf3c4
4685
befcObb9d5697a31ec8611197e6c5¢c0a8299ce93d8b17705b05aa3
a340cf7efc0379955Fc908d86c031f5¢c475¢cf7a172d8cfb81c9869
764c
8c8cabae4hbe432d0d27d0eecd4acde82c555a4be4b297c6255b954
4af4567c03ed07eb1f71f119f5083dfe69773e72c873ddfelfOcfO
3cbf
6b8ad4dch2ffe61a9bh6f94da5e13c6443e0bb596F22d1a9320f06b
094a6a4253f02d224c05717bdebb477¢c33537dc3d1cla2a840596a
ba73

ab512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
b2ec3e837f23e4dbc82b80a493d202a24bd55c4c304a6f88dc2cle
976ccc3d385070829916c923232F845237d60dfbb5e23760197ffc
9177
5c0312f8c7578b031816468d079af61aal36e6c6473886308a2d0e7
d31c6506de9bT8a489dcadd1a2ff86a0160cTf199f581074d604820
3foe
c561c853c080a370e155141b5¢c902164324b31b2cdb143a8732170



uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

cbacec701febc8fbf986b8821c341c14304cd6c5aaab59b33al57e
8564
1540013e32bf3f64c7380adb160b27a3b7fe7f2f53d19f3ee475ab
7d21088cabbcaffc706a6fb47e4c8ff55fdad4e325b7c21c0e2b96
0323
7246a708d161231deb74eed793dcOe7c71edf94d40c9f9f74d23de
ac9cd5f450c0b4ecc342c7777c2a23b7f7fa526f000341916e3646
781
12a84e91cf8b70ace832411c2803455e08dce856144667422ae49b
8f80341f2bb965db7ace67911b3b97ba5f3584ba08dbeb481b2116
d3ad
01090ch9f4cf9a02dcd065ed65195b6957e1cd9d7e0e46870c2515
13d151799dcd2fd3ddd70543df850d7356742b7976b44455ed53ca
81a3
49715e3ce7f5f92001527c0c703119023df3463c242d114f6b0ced
f10a45bb3661c87d5d8cedc137383170df7ab63541bd6d04bbb33c
62cl



G.7.2. edwards448_XMD:SHA-512_ELL2_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

= edwards448_XMD:SHA-512_ELL2_NU_

edwards448_XMD:SHA-512_ELL2_NU_TESTGEN

47tb0126fc722d16Tc3d7bfc3bOb801571F058290408ecae2bf8c8
cc35e0fd702d0al169f6d9cbOcbe24ad226ae78aaf2f77dd906806d
3de3
4f8aec8c3c24ah883ad2f8a7803f74f72a0ec20daefd63c96e89ff
eac238436b27316569ca38857d3a694e9d7337b3335564ae27db78
5bb4
3b8a62f7162ce426ec4562db3e5aa5263blef51caba6a81f562623
ba219b9449ec128eb5f8aba2115ae738d548308689f42fc33c03cO
dc16
2f37119d6T0854731f013563fc174fch93b0099adfed722ch988e7
6a597b05d489ae3f559485hb0400997369a851f0385673633ch8811
360f
7ca637e249804a7cbe2c07f339e6996a29c612a4b95fa3462335ef
3f87b44f8a700c33839elabdb455abd6434c01b24ccee7b62179ec
b165

abc
9bd168d0151f8487c63f956e33614ef45ffb7f501d13241e747101
26a681d5d860396cca691c813c6a95fh35f3c4265a76F3a24be96e
680a
bfad4b2acec2af0523016d12dc37c7d0695127b1la9a7d281b3ee63a
8b105e58a8198145d701d10bc47b0fa3344385323658c00bee6bl7
855c¢C
784ceela9eel364242b453257e00d8f6254063ce4272ea59362d6bc
dc8c5c94a5c7eb49107188146T06c8ee886b1598d1aal48deb8ch4
cd65
aa75440eff5a95296a5c1304d00fa7b1d93c5c81ba®b2088d6a2aa
2c978466e8cf99ee64bfe20f102710c0ad85d55a8df432e020975fF
9dc3
boaeala5chl2e9a2fc5a67b36e7adb7a3b6b9a4438fde9b5aa8a93
6edbe940333182504Fa4439d945¢c263aa774f60ca9b1fOf166373cC
b4cb

abcdef0123456789
al75d110f5aff27311798c4ac46d7021bf6dfa4a30d7d9a9086e43
60aa6249d87991a2a4d134eeelb1fd81393404146e34del966a44c
déc9
b6cae3d5c4d7876952344335b02504dbb31a73af59fd8288af3ecs
2a7h69f87ca99c9c6846098a4ac1c19030cdcdc97ffed7c3cf9524
2724
9daf8a9fa44d817c75349b5bd94a76cche8438bb0c41f7544a207e
1c0e3277df27615a0ed4dfaa7a754c7d1bb12634f974a84b4edal6
b1f7
eelc91e69d29c4b66b121h60d53910FfFf44ad8c30c6lace9be71f76
48ebdcf781fd2734ffaca664fd2e63af563a18a30c37a056e31c68



Q.y

msg

Q.y

bboe
b89afa69e9e60b820a4bfa8d519101ec63c5429bb309caa961452a
56697ad0c268bb04265d474317e327fa926d4f7ea99b3a73546154
04e0

ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
bd4fe82690a62897671e2chdf5f9dee5b42e0d33e7fc300233a594
a1e0cd296ad9f001962a0988d68815dd919¢852360611F7945d7194
0fa9
d776f6a3c24ef5e937ee7e889bcb112abd51d644a299bb44ea8965
bc13675136ad429952a1af5833c4968c7322dfcaae2al9d2cdi124b
a4d9
a3b2b2f3d9feb982c871dd951354ee037d40da82c221afcf201f80
3d2af78a0c8e5869146d5cc4c4831¢3199153ccaff2b0208b41969
98c8
10231374b2bf13eee3d6bd6clf27e0ddcef4dbdbe06133357170a9
4aea79f95fd86dacda7c48e6e6d326d940c09fb13759ad18abed8b
2dof
c29bb3c5305c70c482ab2ef87a8e81b0335F7d84982f57615661c8
ee4c9c260c2804093f1315739f9fd907aaa98afc92092e6f86ef4c
al73



G.8. secp256ki



G.8.1. secp256k1_XMD:SHA-256_SSWU_RO_



suite
dst

msg
P.Xx

ufo]

uf1]

Qo.y

Q1l.x

Ql.y

msg
P.Xx

ufe]

uf1]

Q0. X

Qo.y

Q1.x

Ql.y

msg
P.x

ulo]

uf1]

Q0.x

= secp256k1_XMD:SHA-256_SSWU_RO_

secp256k1_XMD:SHA-256_SSWU_RO_TESTGEN

733fddf3612d3516dc9ec8h61759c242df573668T43bac67b0cc2b
b8ebda7b72
bb633f8a914f1dd1da988b49cf11250c2fe66a396f6c8bT72981d9
el40eca7d8
3ab7d05ca97119b5f91a5c9a780d32d19e6a4ed12c78c7544fdf3e
7db31e045b
87ca26bfcd0173e4511d86805db971b22ccl15a2b95a2¢c63417ea6f
dfa37ec043
68f789f85587d190€04957967b5a2024b43h88a745ffh6c9f4206d
1506f17dbd
€22d2020b3b618b8997a1a1f49c092f4d519dcb49da74c9516d892
£d939533h5
5201629b2ad52b0ca37aee0lalel3db7e2ecc91ce3c279a6667293F
clafe06chc
d8ad74bd3f93081816e48cf21a5d5f3a8bae7dd426c9013841f88a9
f5ccObfla9

abc
0b71db187b0a619331e953035a46e6d6f9f141b9f8b109fbe38bdd
0b8675a2f8
84dea7a654229b50d487c558bd67f056d9e30b35ech136a2de4d62
bff9903e66
b2567533bc95dbc88e637fbch9a748a8786708194d31c8df97f79d
171838272b
99bh9aa261e47e4beabe7c8d0f37ff62ab8ad9ad8efObb11784a97
2844619069
3c894e4fdf3cbha59f70e3f9c900d3900e9a0526ad278¢c5fb007c62
65ba023eab
26c9899ab4b83c02a879bfe@28bb3eedfcca598cd9aada9d064b94
16a5b98607
27ceb73d6348acd6lfalea85d2d7bc45eb533ea41605e4fb306bab
17fc8885d3
all5a75b37ael1fd23ad8652dfb37fdf5133b6ad7ccch®a2c211b70
317bc93a47

abcdef0123456789
7d2bf71041e0267a226b3ff85180c577h637d63888274b8f01ca6f
21043251
62ae2567997680b685c9af79d64e572765T579e380cae90b3d706¢C
c67ed7b9b9
c574c75aba2addf84986d0c27df6871d24fd982c779e350bbb7da5s
e3dd2fc110
2b48512e02509982099eac4d319bc4b6b87c405Fc2578437e5€933
c977d101f9
8d3b7d21f3bd15f5b31d57556d956¢c103b942dbc94516653922c3f



Qo.y

Ql.y

msg

ufe]

ul1]

Qo.y

Q1.x

Ql.y

e8169b26f1
28c2a16424a0d1cb735c9f144c4357731afd6490ddb8047254a87c¢c
34dba67699
d6f0424cdedecc6188910e7bc1c0851b7d9e9284053ed912aac2a5
a59392b2a6
a4568d0292dc767a473ab390b53fa8db7d7ea97ea7d90793¢c74bd7
c6e391del9

abl2_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ab878eaaee759a225f472c09a201c29be494f648a25f6eclell196
fc87258749
5e4942b57b11bbae42d4a889019d1a54813905e5178c44d7cdbe46
59ba5c8di1b
389de71cda24753bbc3811e2¢c5d54195063deb1254fcf448179h82
bb55b9e044
934f2e766h69d419308ec93a709¢c16470344aaf9101440bc05e074
ed6cbe3e3d
c96b220ac2d34570de856340a6146b4942f54424eclbcle05b63d0
c756066e9a
b204aaeeb0fe9139e8c8dd64chbe37208449a5613e081e12¢c2709e
6858991200
24695b3a6d95538cc99alabllaf2ebcd14c8f676ae66b396922c85
9528a6e9e6
2f20daceb860082bf39bc17831e90ced55416d54737b0af30a8db7
8b88c9ee52



G.8.2. secp256k1_XMD:SHA-256_SSWU_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg

secp256k1_XMD:SHA-256_SSWU_NU_
secp256k1_XMD:SHA-256_SSWU_NU_TESTGEN

fbf556f8dd33ec00571f567ab0b366389f8e58e57dafocOffee251
3dbe3b12b5
8483a69cacd420ba70f49a28a6ea05964db89477954ccab7a58931
43aa84daa8
59deacbhafa2bfedf03f0275173a38da®af4779da257375a22f98ef
06404e5f6a
fbf556f8dd33ec00571f567ab0b366389f8e58e57daf9cOffee251
3dbe3b12b5
8483a69cacd420ba70f49a28a6ea05964db89477954ccab7a58931
43aa84daa8

abc
77858441c354c88cch02c0743d081ae80df8ccaba688chObd3b0ag
02dfb55077
e23759ff36fb09d5ca6c148d178058b48be637253d275¢c937323ch
fcdo8alald
8008e395ec68247cd1fea7ccchb6babaabd0f58aae8f3937dc297b3
e82bef9ada
77858441c354c88cch02c0743d081ae80df8ccaba688chObd3b0ad
02dfb55077
€23759ff36fb09d5ca6c148d178058h48be637253d275¢c937323ch
fcdo8alald

abcdef0123456789
a505dac19323f3ec71aa84a5984146923c59h0720634e7667d675e
506994bb52
24c8166d66e7fb737696T37e818ce8656e7d32acf6d24ecddefele
di5dde620d
7b846ac5db51b662eab6l19efealfac238a5efbblc124b2c2e39d112
a62d01d267
ab05dac19323f3ec71aa84a5984146923c59b0720634e7667d675¢e
506994bb52
24c8166d66e7fb7376961T37e818ce8656e7d32acf6d24ecddefele
di15dde620d

ab5l12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaadaaaaadaaaaaadaadaadaaaadaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaddaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaadaaaaadaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
adaaaaaaaaaaaaaaaaaaaaaaaaaaaaa



3e96c858026157c6f05132e4784aea7dd9d6c0d92f601f068a1528
3bb42252f1
b110972547240d89f1bfa9af84bb106987618c96291395bfh0b573
4e8339cc13
83c53b55e8e12d06d2c82f94a3eb57349869f2736a7a340a8b8731
089031b05f
3e€96c858026157c6Tf05132e4784aea7dd9d6c0d92f601f068a1528
3bb42252f1
b110972547240d89f1bfa9af84bb106987618c96291395bfhOb573
4e8339cc13



G.8.3. secp256k1_XMD:SHA-256_SVDW_RO_



suite
dst

msg
P.Xx

ufo]

uf1]

Qo.y

Q1l.x

Ql.y

msg
P.Xx

ufe]

uf1]

Q0. X

Qo.y

Q1.x

Ql.y

msg
P.x

ulo]

uf1]

Q0.x

= secp256k1_XMD:SHA-256_SVDW_RO_

secp256k1_XMD:SHA-256_SVDW_RO_TESTGEN

dbc32a97a6da03a615b70cd6e0d58f2653c03394513634e977db70
a9195345a8
adb868f0f9be71c8765063883adbh65733635a206434h8114d98786
ce049ed9ec
24e247f642985dda5041391474a6e9d6chf9d809el11e2757f8ech9
825361e126
b1029a73ea8550005f09b4cedf61cf5dc270122bc371¢c3143f355fF
6d18338656
31d9cec3b1cd1f46c0e777f61b4974296F2Ff78644bf03d6Cc723CcCO
75a371b608
8b50c0h855F66T608c01bb24d3c4d14998e7¢c95c73cd6da727¢c752
0leb4258ee
35536albfee29f3aa387c69chff2077c33b391c3dc9ec63a4el129b
ef5f771721
7alc8cceed0041fc609c3b4b3c2dfach311bd08848a6fc8997cde”
97bfde4ffc

abc
df5fdfeclab9ad2519e04b17f3c31fc521209f95302d6ea3f48e32
eba3aa2fci
d253f780074bcd75b013920fad69d47643fbd1755cael2b4cl60ae
adb23cd34f
aeb022d4b701a2fcOadc5a8996c9e81581744a2f7¢c286F92560d0c
8b5680608f
ee2c23054e45fe1893f0bc6006e2adh6e8b7feac3c9cd9bb08093b
led6ab2bof
009642c108el1f574a6d48f171bf2bc856c7a60a61738fd201c2fd5
3ca474fbcf
694f5dee86Ta93el1cf01a0f234599b3d68Tc4305d27497417cf71d
3df5a122b5
583dbdbb235ae3a744df5308c79bb4a50208e7e3ae4b9e671a4060
deaab52615f
80b6dd1edda6883fc8340801b8bbbe8d658dal185bf6c08b559€a69
bdaf23a7c1

abcdef0123456789
4b99c1e00552b18f407fd5906d3deafd2e6fa4el16e07eb27728207
a028467f3d
0dddfe58cb1f6e@bblicbObeld5fbce9fb40c89fe75al11df7fas53a
6028d3bb4f
a40b91d1f83bd226fdeac8hfe@fe6253b5e1f4f50558ae91a6al162
e83aeeec46
f8a893f876e€825e887b9d1d0e637196d77538c107507c333684420
36e11f5df5
2bd23602845f0a4877ad2252¢c51d3194dc9d50934431cc6d0eeddb



Qo.y

Q1l.x

Ql.y

msg

ufe]

ul1]

Q0. X

Qo.y

Q1.x

Ql.y

63f68ef056
ba81d93499085d585c1f7a7466f2a47b526ae55bcadd9cfffb4739
cc9cbab22a
7f3d94fb8fa566daf060a92d6a25113782d9b33bc538f1bab8c7ae
88d46618d7
22665Tf0e9b8c2fd7d7¢c3313776dd03d6354603cfe89107d13e1b52
5b79aa55c9

ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
90ca97c050ed2603d5d366c8129e9fda737232567f60229e453dc9
ffc30893d3
2a796c4045a9e665ca79cead40d8255d05e59073c8446eda8h59282
1f1994dc9a
d13ba9f2012fa3bl19fclacaa35b7eefed4389909491a05e2c88dc8
e81f847d08
€99cbhh84be75005216494ehb95979e7567fdf9c257d8305€146597b
056195a5d4
010aa437bb197d03387fb57756F9fda7e9e73f3a8b38bba8al11965
6bal178bdc7
ac2bal3a58e302a3e0chde5fa2503b5eba5a30a6e774555b87d92e
385fab52746
2fd8097bb4131beaebcdel17658abba2f4135041b7bb5a9e5d699fd
651836928a
265f01d0f5907d426ea805acc38eh22847c0800ad6d2cc62b6d6C2
dc922a7bc6



G.8.4. secp256k1_XMD:SHA-256_SVDW_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg

secp256k1_XMD:SHA-256_SVDW_NU_
secp256k1_XMD:SHA-256_SVDW_NU_TESTGEN

51da4962212a8025a5a849706970cfbfe471f681c049405086a7df
5a2db652be
649a8ba766c9cch8232d665a731¢c59bcd06a918801fc106ebfc889
0lad4ca2733
84798ach619c692d909d77598f179d47205d69ccalaefa36f87ff6
7claeae0e?
51da4962212a8025a5a849706970cfbfe471f681c049405086a7df
5a2db652be
649a8ba766c9cch8232d665a731c59bcd06a918801fcl06ebfc889
0la4ca2733

abc
7617367b4d893c4f7a0286cde9c5h92d828244a3d19fb8cl17cecd2
5cde8ff439
d129b568725160c2af879746d2a9087a07f94e526ed3ee5b2b1d5d
bblccobd33
£794d108d20381eee8al78c90e75068e232ca8ff0f391c21153016
226ac56eb5
7617367b4d893c4f7a0286cde9c5b92d828244a3d19fb8c17cecd?2
5cd08ff439
d129b568725160c2af879746d2a9087a07f94e526ed3ee5b2b1d5d
bblccobd33

abcdef0123456789
27€97147da349e94eff05e11f816d97eae95bfb4b37d1656266219
99780cfeas
9fdb96f46863ae060ccO5b1b36478e28d97c1e33ac743715¢c2d36¢
7feece408d
11db2699d5241142e8afd619ea3bal74033b0Ob5fbc15d197fd7759
7237b7851b
27e€97147da349e94eff05e11f816d97eae95bfb4b37d1656266219
99780cfead
9fdb96146863ae060ccO5b1b36478e28d97cl1e33ac743715¢c2d36¢
7feece408d

ab5l12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaadaaaaadaaaaaadaadaadaaaadaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaddaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaadaaaaadaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
adaaaaaaaaaaaaaaaaaaaaaaaaaaaaa



443288595246459c9f71d0c2e4a8ec9b9bb6f002e0c5d9cc853cas8
7c6d662701
82b74662cfd559e77c915848dcd4ca77e75b80802c6bfba2fd4aba
9ff929h5aa
dd6da75f3df111c0c103e4c238a387d997cf6b11b435F8ae88340cC
£3c3729fh6
443288595246459c9f71d0c2e4a8ec9b9bb6f002e0c5d9cc853ca8
7c6d662701
82b74662cfd559e77c915848dcd4ca77e75b80802c6bTha2fd4aba
9ff929b5aa
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G.9.1. BLS12381G1_XMD:SHA-256_SSWU_RO_



suite
dst

msg
P.Xx

ufo]

uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

msg
P.Xx

ufe]

uf1]

Q0. X

Qo.y

Q1.x

Ql.y

msg
P.x

ulo]

uf1]

Q0.x

BLS12381G1_XMD:SHA-256_SSWU_RO_
BLS12381G1_XMD:SHA-256_SSWU_RO_TESTGEN

14738daf70f5142df038c9e3be76f5d71b0dh6613e5ef55cfe8e43
e27f840dc75de97092da617376a9f598e7a0920c47
12645b7ch071943631d062b22ca6la8a3df2a8bdac4e6fcd2c1864
3ef37a98beacf770ce28ch01c8abf5ed63d1al19h53
14700e34d15178550475044b044b4ed41ca8d52a655c34f8afea856
d21d499f48c9370d2bae4ae8351305493e48d36ab5
17e2da57f6fd3f11dba6119db4cd26b03e63e67b4e42db678d9c41
fdfcaffoOba336d8563abcd9da6c17d2e1784ee858
02f2686965a4dd27ccb11119f2e131aefee818744a414d23ecef4d
b1407991fdfe58f0affacel8fd586a9ab81060ae20
0341a16c88a39b3d111b36b7cf885b7147b1d54b9201faabasb47d
7839bcf433cc35bb1f7b8e55aa9382a52fe4d84370
1357bddd2bc6c8e752f3cf498ffe29ae87d8ff933701ae76f82d28
39b0d9aee5229d4fff54dfb8223be0d88Ta4485863
09balec3c78cf1e65330721Ff777b529aef27539642c39be11f4591
06b890ec5eb4a21c5d94885603e822cfa765170857

abc
01fea27a940188120178dfceec87dca78b745b6e73757be21c54d6
cee6f07e3d5a465cf425c9d34dccfa95acffa86bf2
18def9271f5fd253380c764a6818e8b6524c3d35864fcf963d8503
1225d62bf8cd@abeb326c3c62fec56T6100fa04367
10c84aa245c74ee20579a27e63199be5d19cdfb5e44c6b58776593
1605d7790a1df6e1433f78bcddb4edb8553374f75e
0f73433dcc2b5f9905c49d905bd62e1a1529b057¢77194e56d1968
60d9d645167e0430aec9d3c70de31dd046fcab4a20
119cc1d21e3e494d388a8718fe9f8ec6d8ff134486ce5¢c1f971297
97616c4b8125f0dc568c59836chf064496136438bc
19e6c998825ee57b82c4808e4df477680T0f254c9edce228104422
494a4e5d40d11ee676T6b861b6c49cf7de9d777aef
0d1783f40bd83461b921c3fcd0e9ba326ef75272b122¢cf44338F00
60d7179995a38ea9c661f3ce800e2f693d2634a4524
017b2566d55fa7ee43844f1fa068ch0al11d5889¢c11607d939da046
697c8ba25cf71054c2a8eb2189d3680485a39f5bdd

abcdef0123456789
Obdbca®67fc4458a1206ecf3e235b400449¢c5693dd99e99a9793da
076cbh65e1b796bCc279c892ae1c320c3783e€25062d2
12ca3f12b93b0028390ad4ef4fa7083ch23f66ca42423e6e5398762
0eld57c23a0ad6al4db1f709d0494c7d5122e0632f
11503eb4a558d0d2c5fc7cdddb51ba715¢c33577cfla7f2f21a7eee
6d2a570332bbbe53ae3392¢c9f8d8f6c172ae484692
0efd59b8d98be7c491dfdb9d2a669e32e9bb348f8a64dbf7e47708
dd5d40f484b1439109a3f96230bf63af72b908c43d
1614d05720a39379fb89469883T90ae3e50995def9el17f8f8566a3



Qo.y

Q1l.x

Ql.y

msg

ufe]

ul1]

Q0. X

Qo.y

Q1.x

Ql.y

f6cfb4fe88267eacldc7834406Tc597965065ef100
1060e5aabh331ac4940693a936ea80029bb2c4a3945add7ae35bces
05e767af827c4a9ffch5842fbc50ab234716d895F6
0f612cda2lcee750blccff36ladce047e70d9a9el52e96a60aa29b
5d8a5dcd25f7c5bd71bb56bd34e6a8af7532afaadf
18781926302468949ef290b4fee621d1172e072edalb42e366df68
fc87153c35583dbc043009e0b38a4a9biffel7efe

abl2_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
0a81cab®9b6a8c05712396801e6432a87b14abl1f764fa519e9f5158
16607283fe2a653a191fclc8fee89cd30195e7a8el
11c7f1b59bb552692288da6557d1b5¢c72a448101faf56dd4125d84
22af1425c4ddeecfbd5200525064657a79bdd0c3ed
134dc7f817cc08c5a3128892385Fff6e9dd55f5e39d9a2d74ac7405
8d5dfc025d507806ab5d9254hd2334defbb477400d
Oeeaf2c6f4clcabcc039d99ch94234f67e65968136d9dd77e95das
5dadd085b50fbb11489167ded9157e5aac0d99d5be
0a817078e7f30f08e94a25c2a1947160db1fe52042626660b8252¢c
d339e678alfecce6dab0390a203532bd089a426hb6
097bd5d6ae3f5b5d0bas5e4099485caa2c505a1d900e4525af10254
b3927ae0c82611be944ff8fdc6b278aab9el7ee27c
1098f203da72c58dca61ffd52a3de82603d3154c527df51c2efe62
98ealeeaal®65d57ba3a809h5e32d9d56dade119006
Obchbd9df3505f049476f060c1d1c958fe8b34e426Tfd7e75424c9¢e2
27d9c4d3edbd5eddb8b1e89cc91b4a7bd3275d4d70



G.9.2. BLS12381G1_XMD:SHA-256_SSWU_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg

= BLS12381G1_XMD:SHA-256_SSWU_NU_

BLS12381G1_XMD:SHA-256_SSWU_NU_TESTGEN

115281bd55a4103f31c8b12000d98149598b72e5dal14e953277def
263a24bc2e9fd8fal51df73ea3800f9c8chb9b245c¢c
0796506Taf9edbf1957ba8d667a079cab0d3a37e302e5132bd2566
5b66b26ea8556a0cfh92d6ae2c4890df0029b455ce
Occh6bda9b602ab82aae21c0291623e2f639648a6adalc76d8ffb6
64130fd18d98a2cc6160624148827a9726678e7cd4
0dddf77f320e7848a457358ab8d3b84chaf19307be26b91a10c211
651691cd736b1f59d77aed3954857f108d6966T5hb
0450abh32020649f22a2fcal66ald8a59d4c93f1leb078a4bedd6c48
027b9933507a2a8ae4d915305f58ede781283325a9

abc
04a7a63d24439ade3cd16eaabh22583c95h061136bd5013cf109d92
9831902c31f49c95cheb97222577e571e97a68a32e
09a8aa8d6e4b409bbe9a6976c016688269024d6e9d378ed25e8hb49
86194511f479228fa011ec88h8f4c57a621fc12187
08accd9albd4b75bb2e9f014ac354a198chf607f0061d00a6286F5
544cf4f9ecc1439e3194f570cbbc7b96d1a754f231
12897a9a513b12303a7f0f3a3cc7c838d16847a31507980945312b
ede915848159bd390b16b8e378b398e31a385d9180
1372530cc0811d70071e50640281aa8aaf96ee09c01281ccfead92
296¢ch9dacf5054aa51dbea730e46239e709042a15d

abcdef0123456789
05c59faaf88187f51cd9cc6c20cad7ac66cc38d99af88aef2e82d7
£35104168916T200a79562e64bc843f83cdc8a4675
0b10472100a4aaa665f35T044b14a234b8F74990fa029e3dd06aab
0b232fd9c232564ceead8cdb72a8a0320fc1071845
0a359cf072db3a39acf22f086d825fcf49d0daf241d98902342380
fc5130b44e55de8f684F300bcllc44dee526413363
08459bd42a955d6e247fce6c8ledafad9645f9e666d141a71fOafa
3fbc509b2¢c58550fe@77d073¢cc752493400399fddd
169d35a8c6bb915a€910f4c6cde359622746b0c8b2b241b411d0e9
2ef991d3e6a7b0fafabb93clde2e3997d6e362ce8a

ab5l12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaadaaaaadaaaaaadaadaadaaaadaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaddaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaadaaaaadaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
adaaaaaaaaaaaaaaaaaaaaaaaaaaaaa



10147709f8d4f6f2fa6f957f6c6533€e3bf9069c01be721f9421d88
e0f02d8c617d048c6T8b13b81309d1ef6b56eeddc7
1048977c38688f1la3acf48ae319216ch1509b6a29bd1e7f3b2e476
088a280e8c97d4a4c147f0203c7h3ach3caas66ae8
181d09392¢c52f7740d5eaae52123c1dfa4808343261d8bdbaf19e7
773e5cdfd989165cd9ecc795500e5da2437dde2093
08c937d529c01ab2398b85b0bff6dad65ed6265d4944dbbef7d383
€ead0157927082739c7b5417027d2225c6ch9d5ef0
059047d83b5ealff7fO665b406acede27f233d3414055cbff25b37
614b679Tf08Ffd6d807b5956edec6abad36c5321d99e



G.9.3. BLS12381G1_XMD:SHA-256_SVDW_RO_



suite
dst

msg
P.Xx

ufo]

uf1]

Q0.x

Qo.y

Q1l.x

Ql.y

msg
P.Xx

ufe]

uf1]

Q0. X

Qo.y

Q1.x

Ql.y

msg
P.x

ulo]

uf1]

Q0.x

BLS12381G1_XMD:SHA-256_SVDW_RO_
BLS12381G1_XMD:SHA-256_SVDW_RO_TESTGEN

045f87745ff759f9197e131ad83d47d635dc36a3e0c7edalbebele
ffe5e63ac69c8f34e6c3aef9c5cf28224922788367
06125886a031883740a078313d5Ta6e4a68b9c0394eb75f77c65fC
8b44db3f4ef933ac6adf341bc45fabc7907afch832
04a74117c448f7aad70bd41328h3856de638c0el10c9ff344295a04
b90dbof2afe80ff2da62e091793d6e52bc70b28d47
06f44093874c190fff1e893c847a59601d5d5ac0aebd85ba36b390
6a93173e0d2fcf6bed8013ee2679ca337f21f8f053
0d8deaf1a9fe87c5710466d0cd554b243a041a97¢c15228f1c65be6
244b5ela575f4ab2762alcc9off18d45d4f1494e2c6
090dce51930eff6bccfc7cc2920f180c398b0a97085Ff9e4841367
e701a0f28616bef537203d27bh0656T3b7ee52eelac
0a36d0d4051eb32d253b069d1d15c5b69cefbb75bf38d66d43b374
32b34188b2553bf063c6533ca87112c3e95¢c295ebf
Obdc425e77f44ac13587b17dab2b1b9d3e3501belfelc56¢c7f3701
fbe53b43a37263c04fd9aalb7f58b1b63fe6cbhb29fd

abc
009a357691a6f7b2917d9a34ba64d896d40b49733fch3207f8c146
e20fffb47823198a26b6ceeb01215fc3422908020e
03fe44c894c107a8547826b60f577b90f80c63F899ef9dcff94daa
dael80ad803609337c9ec97d6d9h8ba306df7a9849
145191560d1db38062a0a2e29469d71eb035f888cd4bb2792ddf88
ad63c93320738a3e4c6e199bbh286e26efaad665a0f
17f7bbcbcf64dedb58af6560e2b2d08a678e4a57a0b042978840ab
b77f25b33090035675ac30bb461a8955a9d1ebb411
01b50bac3377c4e764fda5fcbe9bb477c3bech8cf18a3026a88ab2
a0fbf6d8164d60d85ac9e67b6712fbb26b10ec4597
llacedae54a20e1f8d58fd074e1b7de957203f56365b52a09824ff
9f8d191356914818bdh35faffe8657ad24e1f5db5f
16bb1fce160d3fb5194b275a907ch03bfbe8713e830f2a573acc26
782c65c9a6e88d96c6489c96dc6f65815ch5abh2662
159720d02fef12d1a40b1c91336908d72b0ebl1fe54al16a914c5ae9
710a8fa8dfad035ac6c39708c88318fe26113f28d5

abcdef0123456789
04eb09680Te48598533932907810fh7681e60b3689ch138454bec6
27490c5089b6dd755556e52a36¢3817€98b62d7497
1763dd8bT6823d9a22124d22a4ah3d93d8a9603ec80b4a40905b26
664b16033fa6e73a6155c9bc4c6faad2bfo11ffbal
06ed3e25d860fc574e482bbc0a®9c5f44216ad44d75ea499¢cf905e
fe4bc3c5fd3e94df483d17501395F325d3c8ea7925
1426c02b7ded4bedb4a301c7d2d4a270f672a8fc448471f2c3dfcf4
3846b102e592ad6e055c2d5149fcbc21f5fb6002c0O
164el16e858falelad4ea52152ffefad42fle6ael1258dd830eb7aa664



Qo.y

Q1l.x

Ql.y

msg

ufe]

ul1]

Q0. X

Qo.y

Q1.x

Ql.y

34d7d5689da945e29¢c61766ae213bc1878363a3d4c
077cc4c8f74f33a0e6036d32c4407b3021b0be82e0eba8alfc119
f69a071c52f25764dbd72f2cafh420264c079b7691
06a856dedeb5651a21c68c7e85796c16e417d7d97cb3elb74bbc40
42b340e647fc41cc570bd160Te9917d32a47bc8b5e
15c4e89949bbdb253d333018a1417150f8a78187¢c343f5bbdf25d9
62c513df1d96ee1059facab028549ebe7716164466

abl2_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
0915842b42c2c4d3b509823c60c1fad834784Ff451855f43390b80
c3b6985d76aadc6ectbb4b42a07921410d6821f0bb
052873ee0b444dd8337ce403636d680cTfl1e9402b7alce2ab210bf
f11a83fedel4216fe96efe3f344cla2ecOfclb2c5f
0da5000e88db641d86b6aa2711b88b9bcf45fc95689dec569bd9ae
6aac6b19e96620920Ff3fb806d0e72a111889983c11
0367d0cT2689a9e972f01d9d325a3elbdcee67af7f39fb71030869
457e€a93d0039e58bbh92cd058e45ced781def78ac79
15901778217bbe602fe603edfa0518009197445f34dd2184450fb2
a1a5088945c32d31f6a9fcd9e3c4333557al11c18a3
126fc2597el155f4aeeach7a0@39b5a0012be2cc1433d8c097h6c8e9
e6be9hb5f279c0dech019a6995345e607a36681f8a3
0dchb7e280b34f7caf24928ech126a3bachfeb4b70612d60bc7cd36
467ad58cf33925e9¢78635cdb7a024c0a3031846¢1
066bbc62980e8hf7664f2b84ee69f3ed2clad9ef1f8c0d35d709ef
1ed149f79cc93a65ccde5194d333710496F087d41d



G.9.4. BLS12381G1_XMD:SHA-256_SVDW_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg
P.Xx

Q.y

msg

= BLS12381G1_XMD:SHA-256_SVDW_NU_

BLS12381G1_XMD:SHA-256_SVDW_NU_TESTGEN

126690faf7d2cc7838d18f58ae94e9eab1d042fb93ed7245aee5al
a3ecac3f1935df62b807f9bd7bel1018492b4ccd087
0d2fe772107e935ddfb916da6dd69cb3c9b112chd7452a3da77e16
620T58c06db9c1eb19ab031995¢c96dc2d0c16b5031
1754372e423dd665efc2703d235a5b42ad5609e€e€9872c303a0b900
b152d5ae8d64c2d67764a6f188b87d61445¢cT5634c¢
10c4561604827f4687f7bf5a365411577¢c6c0298910d6a67685Cc67
5f1ddob59ac5fbb46b729b3389499aaaf5b11bfc06
114963eba7ffc5e3bc4c86aldbf73b4952bfd60fa94449b2adc81d
ee@e974ed4afd228alaf4fbld4edeldcdc727deedOdc

abc
03929609010843a52432b815ch5fb90d6a5ee8al0cc75¢c70d6f1bd
64642a0057d2e69187eal3fff0a34e7e72blcef5948
196b4734ee0b1845619e8b871c0a2eas556660dab119868ad5542dc
5b782b0df61ch6d2alb2cd174a80cbc9f8cde6d470
0a55c5bc65256c488bb068e3b1d5d2fc4ach3017dalf7d9a3a9036
eb5880123b0aad219aedb4836eab28e7a85d171054
0f5b63a00bd63757fab41dbc9b47b679650d903a83934eb920a130
97d58dd5f82068c059bf1de52971373c3cc83c427e
03f2547ce0337e25a9fad27335f499h054cc1ab3e1c29366959599
b5d362602bedcce56c0e039c4ecOfbbdf041564892

abcdef0123456789
107485fecc3be4h92f8cc35F1782c67742d055¢c379e6bch7783639
6edebe728aec4ecad0290bd1bbd5be7047cch8554c
0603d69e02982c8afedc6Td84848fa9d9c75a0d7a372eblea26722
45ee2d9ed672cd1a564fec3ch777580966316d5¢c09
06983540e75c0e7a36976a66chfee71e05c9ea2chbdb3b0f25aa932
9e02ee95895fcde7262dae46c370c148e1027c4819
09c7ef760508a7d4a226869cae2c556a8773ebf5d4bbba33b0cffb
bba598105bf7549cd33d52ded62be72f718ab0ac9c
Qaa4882a7806cac7bb3bd6404000066b7c6ff14dc590efa26f2740
bi1af2f3be2b50e1d5b99b37d723d9d3b0OcTO89bT62

ab5l12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaadaaaaadaaaaaadaadaadaaaadaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
addaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaddaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaadaaaaadaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
adaaaaaaaaaaaaaaaaaaaaaaaaaaaaa



06c214d69adecd4fde230f2dd2a8988daff27c597aceelec5e6045
e0848894d1435f5c143f4226fbc27a2045921¢c2499
179e0869d8c73643e0bc27ebe3178ee297ad366c9a4f416a0b0ac?2
265Tf763Thd8cObf37e637d081190352F4c1961f74
011a4d12d373940b946029aef4bbdbb880810b25370d1f5b171e2d
68091fabc9a4c8fc4f39c9b0ef98c34b5f90070a9d
0598fd95bcd0a790e6921a51f212f5194781521cf32fcea581be2a
5cbfd2a8fda8828141a24168689a273d258b1fe083
04d0dbee266de33d9bee538d188e209476ebe3b34e58a19d0eabae
542219b3f3549685ef3eef82991feb23ddde098285



G.10. BLS12-381 G2



G.10.1. BLS12381G2_XMD:SHA-256_SSWU_RO_



suite
dst

msg
P.Xx

ufo]

uf1]

Q0.x

Qo.y

Q1.x

Ql.y

msg
P.x

BLS12381G2_XMD:SHA-256_SSWU_RO_
BLS12381G2_XMD:SHA-256_SSWU_RO_TESTGEN

0d3b02ee071b12d1e79138c3900cal3da7b8021ac462fe6ed68080d
c9ab5flchded46b7fel71e8b3ed4e7537e7746757aeca
0d4733459fead6alf30e5f92df08ecfd@db9bcdOf3e2f2de@fOOCS
f45e081420aa4392eade6leade57d7a68474672fcl
09cc6f7b3074T0c82510e65d8Tc58T6033e03ba7358005a13e2bbd
7f429b080T29731ef08c3780c9e3c746578b96b0O5C
0011531b8e08900a4f6Tf612€1e27432961419ceb6a5ee3ec904a535
88982d36ec4ea37be80b6ch7d986b38faec67dbed4
1921dd796efecOb5f2ad9037e73b7470e6e7c85e6b7bf6€6827729
442cd@laa55ac765ae451f497873400e90a814105c¢c
0838662da53724510bb7d677b7caedbf3c4e19e55b42c9872c2af0
96272b26ch53cc522413cf4c54c1f7691bcdabfc4ad
12bcf2aa2ec29a9dcOb77c942869af340047a27bh57f549ecdd2e93
fc5e63d0364fbal13941725chbbacldle8c6e8605d5d
04e892eca8729h9a2b88b4b0b33e8c8d4ed52f7d0fc860e41f09de
0a05c48f605a7a9d603b60db4T9ee491888e413273
06828063f239b9607a9668fc0a59e5391clbf24ba42ab5b4801126
66e3835c45f29401bea70d6f529d07e33bcO17cla4d
04545e6b5318ec1c10f75791bc97142722370b851b7829987ada82
8de5a9h6353ch2c4f8540bT0821328c983e7eb887e
06fc755b65fd277f7eled4a6174dclifedddflbaaefc07d04c3d120
el5ca2ec61f489711c4af949bf6a5d26a885db05e3
068d9e1e428ed301e425e633603ea9ce5ff02df898acal957fe5be
1faf2ff42b64485cah41370a50cle7e9742c0a2c6d
16af5b519e92362ce94c0ef76051510266¢c5ace22d2cf9c3clef20
856€4669523d127c30e513444b436cef2082983814
03ch00c0ad370bd301cd45b0cO8e6feealadf07052e83a3f2ced57
665d74841f5540db310f649387701731ff185b460da
025310a94143c55175eh4929df2d8294b0268f3011850bdf46bdfb
82749233e8dbb8070d623e3fb8397b079504d6c5aa
087d9d2c1cd911f8cd9844e60011ald1c02d61a831bTfd33b58c436
d4305935abd3207c553c0145fd3aelbf18c82011ce

abc
Ob6d276d0Obfbddde617a9ab4c175b07c9c4aecad2cdd6cc9casb41b
61334a69c58680ef5692bbad03d2f572838df32b66
139e9d78ff6d9d163f979d14a64c5e57f82f1ef7e42ece338b571a
9e92c0666f0f6bflasfc21e2d32bch6432eab7037c
022f9ee5d596d06c5F2f735¢c3¢c5F743978f79fd57bf7d4291e2212
27f490d3f276066de9f9edc89c57e048ef4cfOef72
14dd23517516a80d1d840e34f51dfb76946c7670fcadf36ad8ec9b
de4eaB82dfael119a21b076519bccl1c00152989a4d45
Ob7b2d371fc970671ddf7bc9cada70albd286af4487b497e460cOb
44d405d73db576f8a08d59416cc976d4b1d0100775
0e86d0eb2d34c34fe8b2a1f2d999fa3dabcd504fdb4beb57e79756



uf1]

Q0.x

msg
P.x

ufe]

ul1]

Q0.x

b08fd75b0a82660abc6026ecc4ccf327a522587b38
10376d048c060df1c5017a363144c482892fe2ce0061094327b8bb
e49a713ce795726aa23b5402a271e9f1e7b9b6c7ba
0117f2ea63015e192d759f11a658a002e06112147d90T00d742972
2456b9alc63fef2dbe8df13168e3bd40af2fb959f3
198d5f5fad8e1594ed98ee3d5f5b24b58e6ch8ae37372f6028e7be
ffafe7a16b0958e13f921322f513b85eacdd88d0Oc2
09288d195828e46e7c058b22115af5c1bde20ch7462a3f9d648818
8fa937e2cObee3aal88622312187e12h48660a66d2
16a0916a0c42492649701Ff0520c075d4cc66d74cd8fb4f9c6d2631
caclbb48e357bae0b97bb7f87f1b08539ac944f46a
0dd21353972061024a92db26e51cd97246c89a884ecad67alff8dd
1da73a8397f54d41533ea2ac48ee4f5817cbh09ddla
17a29041f55a2b23b3a601b8d4f5a3e85b75cdc52650T26470884b
8b367b20ef8f7e6f0ee8969b994f4132344a68f023
115d814e4f7973e7a960df53b494c2afalcd7a42ce6650bd7f46e5
5a2622dbt6528392ab9c8ff45d3fd97bd7b1ldcfe67
15749a8af1d35fch409ffc3336670a8b47a117f81670394183¢c316
d7bcd2a49b2253ced38b7d00763a2fe4afb51f0336
10624b1845ccd669e5edd403d68a603fh43e382c6570953dd9b9ad
d472e422d1098ehb45380fa870e14f6927252c4e667

abcdef0123456789
Oded52c30aace28d3e9cc5c1b47861ae4dd4e9cd17622e0f5b9d58
4af0397cd0e3bae80d4ee2d9d4b18c390f63154dfd
046701a03f361a0b8392ca387585f7ee6534dcec9450a035e39dc3
7387d5ca079b9557447f7d9cad0bd9671cb65adan?2
07a5cf56c5eald69ad59c0e80cc16cOc1hb27f02840b396eb0eal320
f70e87f705c6fa70cfeb9719b14badbb058bec5a4c
0674d1f7c9e8e84d8d7a07b40231257571¢c43160fd566e8d24459d
17cab2f6068el1b63aaae5359d8869d4abc66de66b6
0022182b07cbh11d26cbdab43e0d696297a7dfelb8dd2fa8ded11f8
58bf25ab000adblec319cbhfa42d1107a3ec9528h33
01160ellac26a46322b4867a0d66cbbh1d8b8f78e88a3771b7a832d
18c65d65297692e9faalf65719c9e€a621578003c37
185e096fa6e05479e1f3ae4148fd4de985¢c73e414f9a9202d3930d
59a09d90d87e545522a91a0d24c6aa3e2363a48a41l
08e234820b6cdd9229490f5c1e05e82b8fe7hlefab9dfaabe3easdl
58f0f8da855daf1el1f5382246187d317ccee520a0e
1729bbdeef9e902ab2e2bf6f90e3800231397ecc36b0b53d33echl
73bd682ef45a51€691d7¢c884965Ffh530cc85d6476d
07fd016eb7f3785362f75a0150d9e73d5ae13631¢c491075d73eab5s
c3b6ceb8391d909926d0c519Tfh83fbe889dae667eb
15e€2194b053071cd1d40bacbb2650b5608d22d12ddeeae9fb1192
1e475ffeabd1c008fc390f231aa14589365c6937C7
15345785b7baldb6cf6ec9f652dede47c86b6837b2c43f3a9e6984
fo95feecffb84bb5963df655068a0ad6b8d8a762fc6
18505ec8bfal25df7eal30e702eaal33a89961dd24ad06b3b3452da
15f2394d0abec06aa3b4e9433c32fa8a7c6ef874ec



msg

ufo]

uf1]

Q0.x

17c0d91f4c363a7ff183deeb4308fa5e8d61c0263b9doddcf304b2
758e2b556695fe20636b4b7a2cd4909c145a81c884
140b4d6603a96ef9de2a7la8ceec992aa72eb8c4f08d28de11310d
cfd4d13dbb68734001417d0c1587b9082b593ab9ca
Qac81f1093f8be742b331c1c04e9chbOfb75ac72e87ae5da9fa395hb
043fb83fbdabe9e54331ec3a3a754f845939b118f6

ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
0161130efd4aa2f60f751e6b3dd48ac6e€994d2d2613897c5dd26945
bc72f33cc2977e1255¢c3f2dc0f1440d15a71c29b40
06db1818f132a61f5fe86d315faa8de4653049ac9cf7fbbc6d9987
€5864d82a0156259d56192109bafddd5¢c30b9fe1f5
00f7fab0fedc978b974a38a1755244727b8ad4eb31073653Ta94959
4645ad181880d20ff0c91c4375b7e451fe803c9847
0964d550ee8752b6db99555ffcd442b41852671f31e3d57435ea738
96a7a9fe952bd67f90fd75f4413212ac9640a7672¢C
0034133d3e0b2bble396Ta3716a02682ebfefe6bh99e986c356c725
f4bb787714f66fca8aac0581b538ae255aa69aa8hb2
169a32a329hb295e56423a29a2fal15b259f5e27f992¢1391b3d333a
4a050d8264cfl146blbaa641e609ec748d74d6bfcds
04028afd52de566T85dec8fd409112d34f09ed3b617b31bb23b0a9
6d76080d1dce671a910785cf63d4efcc20112f4a67
06d00ecaf61b0f972b521b223aeced36dledele6308b36dea9eeebh9
17619499d06615c275ea39cc4d7db697e4b697d40e
08420c5b8d9f73ddac45b6ce050a8876e5014ch8783bc63a24eeba
b5e0ca75d547b51025ecfe75f4efadbc8d71c145c5
1915fdalfb71039148f5d346f1c36df1630a2f908881f29de32a5c¢c
2782eb6eb3c8cbhe58f8c1bf8d348319347¢c6ec7635
0e557684bd3e61db3f96df904c57eele8e45f5aecdda654ed74158
7082ad91860d311cael158569c217c56bbba3d3f25f
Qacclf70e15591005ab8bcdc7blb19e3cl6abeebc7al7ce83eaal?
71971254be34726b266c076abab6b9b477ef790261
Ocabb5826e6bf948e30chb094b72685aa1d93ea49fdd9d54828b7f
fb9df582e3d9405f33bh9%9ae3ad3b6fd51863FF68c56
0604d687830b1dba2cd28c644709475c7a5427aa15278df2db06f5
9a48bcfb52061f77b6f5b637fc345e2bc64aa7e5ba
11e8a2342563121813249f1870a8h1a17d82f3224602e433ff04a5
525e827582ac5898e81972e21618e41e5c5edc03f5
18f405a27aaf3803ef88b9f4d3e5d8eed901d980ebbefb71d5816a
c2f1975c513965b7556ee44db2f74202ac178c72¢e4



G.10.2. BLS12381G2_XMD:SHA-256_SSWU_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

msg
P.x

BLS12381G2_XMD:SHA-256_SSWU_NU_
BLS12381G2_XMD:SHA-256_SSWU_NU_TESTGEN

170919c7845a9e€623cef297e17484606a3eb2ae21ed8a21ff2b258
861daefa3ac36955c0b374c674925868920d9c5f0b
04264ddf941f7c9ea5ad62027c72b194c6c3f62a92fcdb56ddc9de
7990489af1f81c576e7f451c2cd416102253e040T0
0ce03abe6c55TF0640b2b303440d88bd1a2b0chfe3274b2802c1f5
8b1085e4dd8795¢c9c4d9c166d2f033e3c438e7f8a9
02d03d852629f70563e3a653ccc2e114439f551a2fd87¢c8136eb20
5b84e22c3f40507beccdcdc52¢c921b69a57968ec7c
09367e3b485dda3925e82cc458e5009051281d3e442e94f9ef9fee
c44ee26375d6dc904dclaalf831f2aebd7b437adl12
094376a68cdc8f64bd981d59bf762f9b2960df6b135F6e09ceada2
fe8d000Obhf04023492796c09T8ef04016a2e8365fF
029b6b7335975135a3dd653ch5T865T8e1a6fd0e806T83f0807842
6d294efb72578dc6747b81747d03b5bce9fa9c6d4c
0e31914536a751dce017585d51c8c30127cf@abf8cce302faf8ead
7de1393a37696df8d999f597h256e8e19a0865817a
0a718016d326692f10e7508c6abc624el1b37da5fdoe4391acf5al9
fac36b97a9ael13a79dd2bd0b28c1db20f9d27607e9
01df562b2fe9e7281b63a3c136a93773184ad924d9alkabcdO1b511
50f175f9dfaa8d0e9f77df9812636a6de4alb0a90l

abc
16d830ad4el12fddfbdaf9a667f94f21e490879fd3ccc5ee6f039cd7
c2174fb47ea8027af78779a978d2a921612844587f
019a3h47aa956b2b548cc04d9e109dec06642d6e28814f7e35F807
elce609e2eae3dals5af406c842529776d8192F562e
15930174c1laa9b5lab5cc3ebfalab6377e2318c4ea2df387bdb84b
28687a02c86e6401b195bbcabb6e95d6ae43669e12
15adde069459ab2012b44c7703119185b96b7f04ad59b39f4f6aea
35fdbb9c5c7d876b5f89afbh55b67e7da96ad489dc3
17ecd5d41a860b8886ch1210874h254F59945b089f774dccldbcecla
ca7d4e3c975bce0d28510c442e9a932be5880ee5bl
07f105595e14847cc9a41fd70deb3240337678b266304100ec261ad
d2585b991c7268bb1a325d2f871b327e8d04fd579b
0f4c4441758b65035fab9adeb84dc4fcbf48e218085111cbc9e329
4dde67ba93411d747d090fbc5aa144900df054ed32
Obcf59db79171f351264chc8825c04e88885b011f8228ecef238e39c
dod7e42c7a6bd4aeeabachfe43ea36flal48c3517ae
128fae582¢1c32dc1199981981c9f21f42343523192b82d3c010c6
b06e419087449196cf4a79caa921db2ab10fc316b5
Ocff0768048fef20c10c19679deb85fff097befdbl18ad47a21c2eeb
7eeebf046d4d9f3bdaff6f9c7d6c80e0700018b86e

abcdef0123456789
1498937f0ed18c49ebbcdee579b58ce235f3ab03be5dc809e1df25



msg

Q.y

e2e0bdeb4c672f4eaf26df91f3755d6367df55d5be
0910b2d55e210122fab2d2dae81e6a440fd22e925e422aaf16a8fd
28477bach12aa888de0faecea203e372alclcd9578c
033b1948575e70fed67fb4f7bd86b5452dfcOafeb74ecf5cab4a68
72e33f0eade9564d3d5b9fch9d4c498afdadbc037d
102631eb4e684d759312d7eab78598f487c2c10ad3d3552ch43ceb
f09a11eb46e551864863077906d3ecfd921f1fe541
032ael7a23a76c94745a5460cd9f1191cOebeec7adfc4df28b0833
e536b7dbabf498dc076ffl6ccllic6a6ef5105df693
1107a6f450c6c9580c720190b5771f52¢c633cf5f3defb528ae873d3
723bccc8fa433014e9120alda3labc27c674f37ae4
110a8c50Th6b2df0146678e80de24089e0d619c45c488e0c688113
6963a4190b76647e9e122c18ab7b60a88cal281e9c
17f35d34544ad51d51f2ccfbdal42addc678bf5551bf301dce3c3b
934ech6aa78b3814729282755a62e4680083736628
Obd9c15e07f2a2bd5dacae74861lafal9eal5d393fe7552d3bad5ef
1396d37ff7967bdf67d93ea68baf849710bcd88147
18e9a587c3b76153a62e8919101b6f2b25803333a53b2c8596db44
929bd59376f0al170c5debea9f8a378107c2eeld51b

ab512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
18af6eedb7ed3be66c5a1d998ad4d96401557b189558baec41f6e7
12ff2a39f795a35494b4b12343b7a1a2b17686d793
021f7faad550e5a5d08338h4c0a5d30240dec7989fc7c77h6ffba9
bfd5d64ce45af5aad8da8482bfoda91af4f29d371f
0cc46cea229960bfbe25831162¢c27f96cf8bb14c017938e35b6369
87a306521915456fhd40633c6d5a30f61bce52a3f5
166clabec65af593d291dbd05e5d7d28f1a9ffb73751d65f49d760
84493f3da707ee2bbf54cf6desbbaac2ffa®028c31
0cda6b874f8c41862c078099aa76d607be51d913a2e31997539a09
93bda31892292818c74aa9be035f234df2576fed9a
0306162d24592a18fa8de2007d7b69d04bb7a71a5a7965d15bdcba
a4ddf9b599079fbdae9f67d55ab6dba044f9dafi179
0cf7bef1339955cf2139e61d3876d22bfcc89c44492b458b2d08a6
bb4fa58755739a4b216bfd7604e203f4c31cfcdcO0O
0b80a0dee7817f29f8bT3374a3c033586d695391dc95280b2143d3
98817bbf9b76547c54b81fd2b8ad24a6afaldd8524
07bba42c7be028acf9111e51cfa6d98f29491f12635847e938b0f79
80705da9abhd1d77bbdaf86f90512e0139ac0e57a6hb



+ I * 0266340alaaaf26dd5ec892f33dch6a217dcde9b8d39dff5d277d9
3130ee3e33e43a2ch83665fee8648d610da2967fas



G.10.3. BLS12381G2_XMD:SHA-256_SVDW_RO_



suite
dst

msg
P.Xx

ufo]

uf1]

Q0.x

Qo.y

Q1.x

Ql.y

msg
P.x

BLS12381G2_XMD :SHA-256_SVDW_RO_
BLS12381G2_XMD:SHA-256_SVDW_RO_TESTGEN

0d2b7cb4e1b0f001de23bda54652814186434637442e61bd7ae665
f78e3e8429a3b0abf727b6ffcla7d5d7f5683¢c2517
0c6519468850b1b6b34c2ac7a67166d9c2b842df09105c8644d6d9
be03880c56452e26dc82ee93d0db99946acc2675F4
063e54fd52fde42a5d4a0739ce89956deb0aa4721237b581a79af5
e6e847dc047e0b0ad41502975e4c15bed99cdcdfoe8
Qa4fe752f02d57217f2ecal00582f9f60fed64aaec2e94624ff22
a2522d562fc251e3e962b00f2a7cb544bad462487¢e
178a86886823673336e71d5ch95ef38381506d64e1251fe3f66c2f
ae08f5c1b5d1f01a0fO9chb29e8d776345¢c7601941
1200915fc80bdf41b2723f5051a642fee4f548ebdd6f90da9d34d8
f477fd17f84921be12497be94h9061bcc9e977a958
0c2b3e012f715a94Fc08bd3757ba7¢c979d848c9719264d2a6b07f0
3be4f236dad0f5017ee8h92fadfacl3ab88c64cceb67
099el1f36eldadal6e9277160ba74552efaa0c939a629c16fc8ebda
75421af560a7ede7cd4423fe0ffclal2c07ab05fa0
0440b705d56079686eace2e3d2fc6c26ed4349ddb574bbb13ef5c9
c25c7a757b43a1243ecfc62f9cdd169d6360c21cad
061b98df942271495e7259a7010ed74c6bdfOf83fe225c7e60fa9l
b3699d32a99afa440f1ec380aacc8d703649631246
12964591a5a374d4ed6f1306e€1889d8ah5259e88928cTf0900c6f4f
c64ca2cd7d1cc992166f0515c7ce53dd52efe3ded2
1440790373a4369524884f589eff8c3ddeb82ad6032446072e75c3
b09a300bfd9303a4794f6676Ff2c73c79619110557
01146e5fel16047ea58369ff4e6f53ada22c23260ch46b4aclib24a7
054691835c6f45e3a8218ed67c68a2c492b35a89b6
196e511b97¢1f3802e37478224bb5ce12082cee5dd8e5630ff194d
8537c7h30ace746d39c051cf3f6a836a861f0fca7l
16860436cd82bd22c166a92a38bae79036e357cel85ddcc481cef4
6edf398d377b5d85738325he63270cT09c31329583
067e5d9c24201fa688bb9101b96fff337625778d0a6ch@0495fa5a
a8840bfed134b7b1bbd03979538b9b9bb5222b8a99

abc
0c2e41838e536c79576d6b34974204b591f0127354eac121b79029
886a405615b273a6e1a78476d5d824d781b885af26
0dca051f4d106Tf072564729f74969ab9e557760e14c67c55ed38fb
7e2f3f4b26aflce227c963fd06a5c5c2745f082415
12e8f2e906c3bac97820bd1lcfad278d03321ba3d650a93cea80d4e
ea70271aff8f145dc6d7c32e4e945b4a213a551871
006d694e36dc47f3761ffc22d8a3cc66a9abe8851ad7dc42630a57
3f569692d46de02256h9bT98f1066be5ce38d97836
Oech785eea491ba407b29812dd080692d7f654Ta9be80e1b930T90
a2764157ec6522aecOebecal35a440b524blefe2ade
02f7de24231dbff773ecOebdf9b1b7d84713efOeffo9ff8bc356163



Qo.y

Q1.x

Ql.y

msg
P.x

ufe]

ul1]

Q0.x

Qo.y

Q1.x

c34bc42e373abebb437568b9b8a7a9622f52f8f64d
09ed2dafb8141db58cf0e3038c1b5969742a15dfd3a8de689309ad
49477a8c4d45f0b3029d216bef8197a615b89ee53d
0da9396afba6386€a945d8881d5d1b4e892ff506940d11flcldell
008650abT458d6423185935f13e5304ac325996Fed
056eff68c169148bf3cf4ale3dcd47d05f172f54f0f0906759b98e
€48897090c16127085c2f9al6dec9efOb73ele98ae
0245cec38af51ed121d2d2f9ba21469335fb2eddc2c084386477c5
3d2999c65182d43285464927b5f63465599955b283
1597b2110dc452b8083728a6ed061340b27cef4b2f96c7c4c74e3f
090577407f2d8e72dd12e5a642eb0e0116d50d2900
040a92bbe9662fal54a7706b0b208bbhc5083e2909de5e0feb243c4
aeb4c2abd9201d970fd586fe9fc3f7b70deeca38cO
0a231b6efadfd4cd9243b2d5f8d9820943f6616bd34dc48b677783
£0d298211d06b9f25e7ebaf5c3d53009¢c99b2371bb
0397e8e732c84a631df79723dc4ced49aehl1a08857cfd4272cazb4l
d840862588fb75ac2555f127b3852942d5be5d8132
0576ad544c7dff5cfh6fe52857e89f1ad5ee0f703826471a18c6e8
a28f538a87deld®2ccalad4aa7cla90fof2elefe9fa
16eae9ad925c008d00832bad8830eaf05a2e693ddcf1fbb5d27025
15fbbac163f0b12369e5466bch30153616cf1a9021

abcdef0123456789
103h9ec29f230ce504d06b3d9efbebd5ef5cda2bbdbd09e66ed997
9a84dd4cchb86bdfdb4e9673b75af702cd933b9938
17bb4ca24579cf87c16a554bc92497a67390971ad25d60a09befa?
799b01676cdb30308ec0ddae9ed4ascad485200bcolf
161a632c2847e27715f550ea93ac9897dab5d7ad483chf180efefa
a232f2bba706bff16b1f1c3e0b9da9ff39e160e42f
047f0b3db455080113114bb2bbe37d40abdc9850bdc724f27a9ffa
7bbd8307739fa1b803d69c30da64586¢c102842a3ae
15788d0f014f083f4a6badle3ec01905fb81328fac060d575f9220
ddb7fc495f6ccad48e8f46c69153ef0152caa692bbe
0c50eaf8096785caeele08ff3d9d46h8e4c1al600406d4ab8c9c96
c74c4d2b6b90fb5ddbObdf7adabe®b176T75005df7
0274a965f4d5b3c5e1d35e426df580885eb9aeb4d0997afch51d2a
a908b7a7a5d2b608b4b054fbf77eb2ec8f6854d192
07be630ece05abh3536328fc3ccbbc7b8af99542ce0a7241bcf0372
3f9b45che16d3003dd28fcaaad558f8f8f261a654a
0ad81631edcdf51ac0df8426a5d49192326194244df93b8F990b9d
23c2fd654b8f310a8bcOb136b649271a2ed598aeb7
106a7d7e84ca907f28cdf2e2ah98a49d53aa70f512afcoc764fdff
e778ff3538992546decf48142a790700c6eee5db70
0d9c4f07a23d596b3735a7e275a4a8ed3ac7b6849d83adf78b2743
c6cbh180232d5f180f7e32422c5e81039f9d48f9ch3
Ob4ee768a0d0525872dh9e4c511da298691aa7a3360a38cfbh89691
da7c9a314a8d461e8cc8935d08b6fed60ef149e9d9
1351d14d9737ba5ded8fee48eeled45c823eaec7b58600a5af7¢c354
3c0b450c565db1e1d37732182dbcbbc31eal33e3elf



msg

ufo]

uf1]

Q0.x

0c5ddcd88ebee0861a91dde563a6785752fbc5f4e079665ca2c056
7dac8f203ed81f609e27e223938a55534ba8693657
146bbafa353ed101672c21e98fh2el1aa6t438c918d963h4f05e80cC
36cac3769ad25b49720b8566elealeecff77b010ch
02613eb3f365h783461d0edc9b3212495ae6f4de190150b94bbeca
a6d631la6ccdf09335ac6f6abas57d70ce06dla6d61s

ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
125730d27604ffab5f1be4e6357f2dact59803b6b8ce43b81leb2e42
010e0765ea149ed52e5d8ad0847617bb87a3cfdbbc
033008748ad6e6d95b68e86d8e786609c1011729606e45ab0b5691
eceb3d4c72a80e36792f74e907309f3550bd7bh9a6e
180de292e84a7ecc8361490a3f0d8bcf834e12d68529e437df7821
11f01c8c73c53c9a502eac6aa9dffceaelb7df55b8
07225c86be63f0b3eb8acf88ff4133fa9bb8cOb1d50c997ad33f57
dcb9cd09cc4676da6f37fd7f4bfaa®6bfcad9bdb772
00a73d9t99c991b8a95d533111700ch468bb9dfc7ectfa8879d278e
fd4f62907dc735a137ed26eac6fbd4730d16c525e7
011de2ac3dddeOfce82f81ff1506a4da615a545f5f1a38d76493489
d043dec0298423741a607fd45b57526b2dbf7c0512
054e5964345b7e40826826b6c0773ae205596eed3f430649873afb
7ff36a0a4583d947b5eldcaaf64b62067814724329
0c022493d6de52b27b95bal1097b803e2834ce69555e25bda8df9a6
Obbd7cbh8ef2dlleeabea85856626alf35c2cccch9s
17dab789594c9400a35e44el124a04eb15a273b7ff3385aeb5767ce
cf3a5d6ce®3bee39e9b3d9eedef8dfclc064465F04
0d2bl1ael115243ae13e9018e065bTh4215671e2ea86792e78858T01
2264hb642591f4839972f58c00309cbhbf54a6f2809c5
19d7a9d430474d353c6ccf18dbh52263cd2fa4685e0194b3ec55672
dfea3645c08feb3643dc8a4e995406e3b1108e7275
03ac4fde5674418babfbbc6bad412d789f018ad49135ef84e6¢chbl
b63eb9fb61d7d1l2caa9cch4e710dlbadff2fed47515
08d580532d837celcd78df4e3668b123eafd519b93e359ba64e028
1740742649b76c960e5390el1fd4eadabcc84afcaca
12a30881e5bca0c8f3f8159h1490e215a380eb70c71f14570e886fT
6ba2de770e26ce6634e00c9a98e14665F61820209fF
13192225f9eea2ch2c342e39654a115e5f4b002943ceab6067d429e
685317be5034edcfe71897728402fc28abb725eca9
01c62e5d5325ec325e75e7e0a60a86d489ee543b0709ccd76807ca
fd1d8041486c185a89f6ca72b96ch7eb193a3d5ef5



G.10.4. BLS12381G2_XMD:SHA-256_SVDW_NU_



suite
dst

msg
P.Xx

Q.y

msg
P.Xx

msg
P.x

BLS12381G2_XMD :SHA-256_SVDW_NU_
BLS12381G2_XMD:SHA-256_SVDW_NU_TESTGEN

164c24901348f035811139a2ad95042bc85bh4b4481309431cd985
03c951e9ch8f29d3c4ad@abeb31a3da4062f4b9027
Ochbca2904d96a263308df43e2767c4165T0357a5f0abf3419acab6
fcf2200002b0b018c5741925371684494712752c94
12b642193b7beb7989fe98c06482efTh8740d9e744ff317e050f75
8bf449d6dedfded2eb1b1b3314b8699b9ead1f9fab
0219ec9ba08594f6e1582fb6a6ffb795a92551b321911146296d29
497bbafba7b3aae8ab2f012a5780f72ch0d0380a78
12e76b1034fch8958d47b2ff763642841556e09d524a6e1ac14600
9e7b0a60e859567d52629ea27abc86996632970e99
005f69bf4eb6ef49bd04d4ca394c77b9ad359646e2ed36e013dc94
91a64f2d1207734d4b91b53fd71a32d9e966d46dce
033aa78402bfe8ee9117ac5501b55e2d1cc133a36ff2351b0176e7
f44b009260f9T984be5aff18207a751fee8347250fF
0f6512f645a015b2917bcef9407299bc46e57344ec24877hb681b2c
7b3c8171bbd0efe®d74fe5eaa7fc74983494f90521
02ed21e9ce037653ba12b3996T085847db2daf80e0033013a67667
c6c53983ee76af4946da08c7186164ed50d225551f
05f95d63b6T2d45bc79824359754d23¢c795T98be958384829ea72b
473525f58bef08bbf1c09ad153628f2d3ca9f44bdc

abc
14662fda486645b71a497576120b99cd0Oc8fd72c52adedbl13cedde
57ca®5acha0facfébdc1a230539a96e97fbfdef9ofd
0646T0fb608d82ba68075d6af75c61b762c5b47de2c620822e88ac
d296fcfecf125113392b582c48c9c4cec645e7e817
097b57eed2bdcc0@7cf6518cc582af8604d284151447d572F3¢c8b3c
36c13f2f5ab3448d06a5e433a0a4753163469977b4
0d0e9f7c5c51dala8b3211052b0562b0f19690027d2bfodf3f662e
€c9743b0b39c6b9be5b5bf6d224f7eff946b3c4a149
108fd37b239357d783a30c9aeea3129316f236cfa8e279bbd921ea
7c642ffbb69e4f731cbee57b2df7b17e9ec19c8c9l
110587325ae905e360ad84368fe6aed5h8636bab77eaac3921c046
8154c5d72ddd3ca2e9d57d393d55929344a34215¢c2
065ccal34296h189b4587c38490d674900cac3ch7a6el14ff96f415
eaeb6cedeeb1696910182471d2542b86bc707a40230
088edc31bb54b91389c1c057cc5b69e62eb06T72c3184834ce60bc
df1ee885ad8e03005230bfh15c89109209d8c7671b
17c0ef47c0Oc7960baec68b33diced4e9a54c2¢c770956cc43afe93d8
b4bb07d5205fca8f785d55010111367h529a13a67b
121a0b8aa8dc49fd8da99ebh93d9d736e01e65a0e72c9144b3ba874
16fdf125a355f38b5d98e98c20744cbhael1c344386T

abcdef0123456789
0816a09925¢c45e39c3c04d3fdb331613f7308a0d5dec8e5496e4ae



msg

Q.y

c5e5a67458532f25dd07c6a793bc4be8bel17a9fd56
Oaddce3d065de3f0elb4ccad3e503b570412818094d1639329e7f4
c6ad759bdcaffe1f234ec3flebe71209a0773e4ca9
1214b5de271352309fd0091b72eecdb6224f58af9c76ae47a2b215
12fe194d5c08278bbfbbd3468ba4ef3abbdboffcfo
105bd74edfcf83e10663800fc4acalf2de2e3197b6ad91c246c3c9
828e24c44384747b95a8d156da7063df00546a6bad
183b05a0844e652153f50efOea7e12bd9174707faf7fa3ac3d4408
e8f06b0Oc8bae4aal322a71614f7d0380986632F2261
011b40d28c312f5f62289fe083c493c84ac5c2e66f8be782c1d504
93d30bab14fc88966dfe4d51f53049d1e7b221e0e7
02dafa79d42b538d42ffc67176681d80ca8d0dc26974d3a30440ee
92a362c13bbf737b414fbdf2fd8ce635a396e79FT0
0e91dde4cd2d2e112e503efec26f84183fcab5101c36fa41226c72
eab8e398a189c9cf2f4eda77f7c9a38a09a563b2f1
0d3d3ca0d4ecOaff793a69c22e2abf333e8efc5a72b1d5179¢c1947
9e191daff895c95f32669672a1d3df38b1a184f8e8
069ab87711da7286d7c75f8cdd4b1e2719554d7866139e948851bc
14d7e9124f6f969118bdd2ae3db9d8f997b59717e2

ab512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
0eb76ebb9399768c509108314b557659a38bc8187e7ab742adf8c6
72da98e2a7c9714e0e885070cch7fbbabebf7a7bbb
04049cf80dd5f3a2734402d6ef6ce67f35189ad4ace622dae7cfO2b
8b9662cd58f05dde5b6920Th93c6126c5895€e9a3a5
022d29c941c40481c8496T4b1df9fb708103c3170e99ffe41942e7
9ce8b0e35ecdcede9281dab0a685bafe®@7f9a635a7
023c57e63304ec8997a2b35ab78a2d060ffde49ff0235058f fdbf1
29946672e518bb31506c53dad9c8a30b751b6181bf
09619086497c2a6933c45€2d330c560562d87d3b2f77f1d2da5152
5fb630a0ba2bd03ea9ebeb65778a65b29f1092a99d
0c3c45a61a7938b2a8a645c48c37a2e2e957h5ef5bbe3f661e8bdc
b50e962a548862335c8503d73c1d28c5dc598ea29f
1764c36ebfdb830ad6bed870087¢c5969cc95e16ca57d572047f8bb
17ba961d2264c86726ef69ce6122a4459a6025461cC
0d27880135312ee235f2dc9208cc679679261e7f909072c5b71b14
€369e20dcOc52459ace34c23aa6842e9b4663073e7
07e98c5d7eadaa88299eedecccf848ca9492db725¢c45696596c500
00cdf4852cee8d4afe3ecOcadd7b048ab0d92addee



+ I * 00b35c992495fa745f8a3b765a2e7d7ee06e7c4cdd6d26be78b062
31a98cf9fd6h585d24b6f7a659c45e1lacd64082af5
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