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1. Introduction

[REC3032] defines MPLS Header for carrying a stack of MPLS labels
which are used to forward packets in an MPLS network. Today's new
applications require the MPLS packets to carry some additional
indicators and associated ancillary data that would be used in MPLS
packet forwarding decision or for OAM purpose.

Each application requires a separate Extended Special Purpose Label
(eSPL) to address its problem that adds 2 extra labels (extension
label 15 + eSPL) in the MPLS label stack. This approach does not
scale, as it increases the label stack depth with multiple eSPLs
that need to be imposed by the encapsulation node and scanned by the
intermediate nodes. Also, currently there are no solutions defined
to add ancillary data in a label stack or add multiple ancillary
data after the Bottom Of Stack (BOS) in an MPLS packet. Ancillary
data can be used to carry additional information, for example, a
network slice identifier, In-Situ OAM (IOAM) data presence
indicator, etc. Some of these use-cases are described in [I-D.saad-
mpls-miad-usecases].

This document defines a new MPLS data plane extension header format
to efficiently encode forwarding and OAM instructions those are easy
to process in hardware. The instructions are encoded in the form of
flags and opcodes and can be carried without associated ancillary
data or with short in-stack ancillary data or with one or more
ancillary data after the BOS.

MPLS Entropy Label (EL) standard is defined in [REC6790]. This
document uses the Entropy Label extensions defined in [I-D.decraene-
mpls-slid-encoded-entropy-label-id] or a new Special Purpose Label
(SPL) to indicate the presence of MPLS Extension Header (MEH) in an
MPLS label stack. It defines different MPLS Extension Header
encoding formats to carry additional data in the MPLS label stack
that can influence forwarding decision and to carry additional data
after the Bottom of the MPLS label stack.

1.1. Requirements

This document defines different MPLS Extension Header encoding
formats to support the following requirements:
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1. MPLS packet to carry additional data in the MPLS label stack to
influence forwarding. This can be of two types:

la. Forwarding Instruction Flags (FIF) that does not use
additional data.

1b. Forwarding Instruction (FI) that needs additional data.

2. MPLS packet to carry additional data after the Bottom of the MPLS
Label Stack.

3. Any combination of (1) and (2) in the same MPLS packet.

When MPLS Extension Header is added in an MPLS Label stack, the
extension header MUST NOT contain the label field that can conflict
with any previously allocated reserved label value. [I-D.bocci-mpls-
miad-adi-requirements] describes additional requirements for MPLS
Extension Header.

Conventions Used in This Document
1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119] [REC8174]
when, and only when, they appear in all capitals, as shown here.

2. Terminology
BOS (Bottom Of Stack): Bottom of the MPLS label stack.

BOS-FI (Bottom Of Stack Forwarding Instruction): This is the
Forwarding Instruction that is encoded after Bottom of MPLS Stack.

BPI (Bottom of the Stack MPLS Extension Header Presence Indicator):
This is the flag to indicate the presence of MPLS Extension Header
after the bottom of the MPLS label stack.

E2E (Edge-To-Edge): Edge to Edge.
EL (Entropy Label): Entropy Label defined as per [RFC6790].
ELC (Entropy Label Control): EL TTL field re-purposed to carry

Entropy Label control bits defined in [I-D.decraene-mpls-slid-
encoded-entropy-label-id].

FI (Forwarding Instruction): Forwarding Instruction is the
instruction that expresses the forwarding behaviour. This can result



in changing the forwarding decision or adding some information or
important data to the packet.

FIF (Forwarding Instruction Flags): A bitwise flag that influences
the forwarding behaviour. This flag does not need any additional
data to execute its FI.

FIOC (Forwarding Instruction Opcode): A Opcode value that refers to
a specific Forwarding Instruction.

HBI (Hop-By-Hop Bottom of the Stack MPLS Extension Header Presence
Indicator): This is the flag to indicate the presence of MPLS
Extension Header after the bottom of the MPLS label stack that
require Hop-By-Hop processing.

IS-FI (In-Stack Forwarding Instruction): This is the Forwarding
Instruction that is encoded in the MPLS label stack.

IPI (In-Stack MPLS Extension Header Presence Indicator): This is the
flag to indicate the presence of MPLS Extension Header in the MPLS
label stack.

MEI (MPLS Extension Indicator): This is the Indicator MPLS Label
which indicates the presence of MPLS Extension Header in the MPLS
Label stack.

MEH (MPLS Extension Header): MPLS Extension Header encoding carried
in the MPLS Label stack.

MPLS (Multiprotocol Label Switching): Multiprotocol Label Switching.

NPL (Network Programming Label): Network Programming Label
provisioned by user.

SPI (Slice ID Presence Indicator): This is the flag to indicate the
presence of Slice ID in the Entropy Label field.

SPL (Special Purpose Label): IANA Allocated Special Purpose Label in
the range of 0-15. Extended Special Purpose Label (eSPL) uses label
value 15.

TC (Traffic Class): Traffic Class.

TTL (Time-To-Live): Time To Live.



3. Overview
Extending existing MPLS Header needs two main parts.

*MPLS Extension Header Indicator (MEI) - This is a way to indicate
the presence of MPLS Extension Header in the packet. This could
be done using two different methods. Each method has its own
advantages and disadvantages. This document describes both
options of MEI. The encoding formats defined in this document are
compatible with both options of MEI.

Option 1. MEI by extending ELI/EL

Option 2. MEI by using a New Special Purpose Label (SPL)
allocated by IANA

Option 3. MEI by using New Network Programming Label (NPL)
provisioned by user

*MPLS Extension Header Format - The format in which the MPLS
Extension Header could be carried in the MPLS packet. This
includes both In-stack Extension Header and BOS Extension Header.

012345670123456701234567012345¢617
B S s e S S s s T S S e R SPSE SPUP S S
| Label | TC |S| TTL |
B e T T e e e S S Sk T TS PP pR Sy Sy U Sy R

Figure 1: MPLS Label Format

New In-Stack (IS) MPLS Extension Header format is defined in this
document to carry the In-stack Forwarding Instruction and
corresponding data in the MPLS label stack.

*It uses MPLS Label field to carry the Forwarding Instruction
Opcode.

*It uses Traffic Class (TC) field to identify the Length of the
MPLS In-Stack Extension Header size.

*It uses MPLS Label and Time-To-Live (TTL) fields to carry the In-
Stack data (can be Flags or data).

A new Bottom Of Stack (BOS) MPLS Extension Header format is defined
in this document to carry the BOS Forwarding Instruction and
corresponding data after the MPLS Label stack.



The MPLS Extension Header encoding formats defined in this document
are flexible and allow to stack multiple In-Stack and BOS MPLS
Extension Headers in a desired order in the same MPLS packet.

3.1. Option 1 - ELC as MPLS Extension Header Indicator

As described in [I-D.decraene-mpls-slid-encoded-entropy-label-id],
the EL's 8-bit TTL field is re-purposed as Entropy Label Control
(ELC) field. One bit from ELC is requested for the Slice ID Presence
Indicator (SPI) and the 7 bits are available for use. From the ELC,
3 bits (for IPI, BPI and HBI) are allocated to indicate the presence
of MPLS Extension Header.

012345670123456701234567012345¢617
B S S e ST S ST P S it S SSE P S RS

| Entropy Label Indicator (7) | TC |S| TTL |
BT R e n e e e T T e e s o T TN S S Sy S S
| Slice ID | Entropy Label | IL |S| ELC (SPI=1) |

Tt D er RS

Figure 2: ELI/EL Packet Format

TTL (in ELC) bit allocations are defined by user as follows:

Bit Lo
L Description
Position

SPI - Slice ID Presence Indicator: Indicate the presence
TBDO of Slice ID in the Entropy label as defined in [I-

D.decraene-mpls-slid-encoded-entropy-label-id].

IPI - In-Stack Extension Header Presence Indicator:
TBD1 Indicate the presence of In-Stack MPLS Extension Header
after this label.
BPI - Bottom Of Stack Extension Header Presence Indicator:
TBD2 Indicates the presence of MPLS Extension Header after the
Bottom Of Stack (BOS).
HBI - Hop-By-Hop Bottom Of Stack Extension Header
TBD3 Indicator: Indicates the MPLS Extension Header after the
Bottom Of Stack requires Hop-By-Hop processing.
TBD4 - . .
Unassigned Bits.
TBD7

Table 1: Bit Fields

IL - In-Stack Extension Header Length - The 3-bit TC field in the EL
is used to indicate the length of the In-Stack MPLS Extension Header
(excluding the ELI and EL labels) in terms of number of 32-bit
labels. If more that 7 labels are needed in an MPLS extension
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header, the node can either use a BOS extension header to carry the
data or use an additional In-stack MPLS Extension Header with MEI
Label.

For backwards compatibility, an intermediate and decapsulating nodes
MUST only read the length from the TC field when the IPI (In-Stack
Extension Presence Indicator) is set to "1".

1. Advantages with ELC

Faster deployment in an existing network that has EL already
deployed with an incremental benefit (e.g., incremental signaling
extension for ELI capability).

Single label for Entropy in the MPLS header which helps with keeping
label stack size smaller.

When EL is already enabled in the network, the proposed scheme does
not require hardware to support an additional SPL indicator.

Save a new Special Purpose Label and related protocol extensions to
signal its capability in LDP, RSVP-TE, BGP, IS-IS, OSPF, BGP-LS,
etc.

An intermediate node can compute ECMP hash with the EL field and
avoid inconsistent load-balancing of traffic flow that can happen
when MPLS Extension Header alters the label stack.

Reduce MPLS Label stack size when EL is enabled for ECMP hashing
when MPLS Extension Header is also used. As there is only one field
for EL in the MPLS Header, it simplifies the MPLS header processing.

.2. Option 2 - New SPL as MPLS Extension Header Indicator

The MPLS Extension Header encoding formats defined in this document
is equally applicable when using a new Special Purpose Label (SPL)
(value TBA1l) allocated by IANA.

01234567061234567061234567012345¢617

B R T s ST U g S R S S S D 2

MEI=SPL (TBA1) | IL |S| IPI,BPI,HBI |

T D S e e

Figure 3: New SPL as MPLS Extension Header Indicator

The TTL field in the SPL (value TBA1l) is used to encode FI Flags
including IPI, HBI and BPI flags defined in this document. The



definition and meaning of these flags and IL field are exactly the
same as those in ELC field.

3.3. Option 3 - NPL as MPLS Extension Header Indicator

The MPLS Extension Header encoding formats defined in this document
is equally applicable when using a Network Programming Label (NPL)
configured by an operator.

0123456706123456701234567012345¢67
e T s P S TSP SN s S e ol SPP S U Sy S St S
| MEI=NPL | IL |S| IPI,BPI,HBI |
Fotodtototototototototodt ottt ototot oot ottt oottt

Figure 4: NPL as MPLS Extension Header Indicator

The TTL field in the NPL is used to encode FI Flags including IPI,
HBI and BPI flags defined in this document. The definition and
meaning of these flags and IL field are exactly the same as those in
ELC field.

4. In-Stack MPLS Extension Header Encoding

This section describes the encoding format of the MPLS Extension
Header carried as part of the MPLS label stack. The encoding format
defined is flexible (e.g., stackable opcodes in desired order),
extensible (by defining new Opcodes) and ASIC friendly (by using
Extension Header Length, Opcode+Data in the same field).

012345670123456701234567012345¢617
Tt D er RS

| Entropy Label or SPL or NPL | IL=1|S| IPI=1 |
B S b b e e T e e T e e ot ok it S
| IS-FI Opcode | In-Stack Data |[R|D|E|S| In-Stack Data |

ottt -t-tot-t-t-t-t-t-F-F-t-t-F-F-t-t-F-F-F-F-F-t-F-F-F-F-+-+-+
Figure 5: In-Stack Extension Header Format

IPI flag is set to "1" to indicate the presence of In-Stack MPLS
Extension Header.

Since In-Stack MPLS Extension Header is present as part of the MPLS
Label stack, the 32-bit MPLS Label is redefined to encode the MPLS
Extension Header as follows:

Label Field:



The first 8 bits are used to define the In-Stack Forwarding
Instruction (IS-FI) Opcode. Next 12 bits in the Label field and the
8 bits from the TTL field are used to carry In-Stack data
corresponding to the IS-FI opcode. This opcode ranges from 1 to 255.
IS-FI Opcode value of 0 is marked as invalid to avoid the label
value aliasing with the reserved SPLs.

*IS-FI Opcode Value:1l - IANA Allocated to carry the Forwarding
Instruction Flags (FIF).

*IS-FI Opcode Value:2 - IANA Allocated to indicate the offset in
terms of number of bytes for the start of the BOS data after the
MPLS Label Bottom of the Stack. This can allow to carry Generic
Control Word (0000b) [RFC4385] and G-ACh (0001b) [RFC5586] fields
immediately after the BOS. Adding of this opcode is not required
when the BOS data starts immediately after the Bottom of the
Label Stack (i.e. when offset is 0).

*IS-FI Opcode Value:3-254 - MUST be assigned by IANA.

*IS-FI Opcode Value:255 - IANA Allocated for IS-FI Opcode range
extension. This gives the extensibility for opcode range beyond
255.

IS-FI Opcode MUST define the following procedure before it can be
used:

1. Define the Data format encoded in the MPLS extension header.

2. Define the Hop-By-Hop or Edge-To-Edge (only on the
decapsulation node) processing scope.

3. The Hop-By-Hop IS-FI opcodes MUST be placed before the Edge-
To-Edge IS-FI Opcodes in the MPLS Extension Header of the packet
to optimize the Hop-By-Hop processing in hardware.

TC Field:

This field is used to indicate the MPLS Extension Header stacking
and In-Stack Data stacking.

E (E2E-Bit): MPLS Extension Header In-Stack Data requires EZ2E
processing. If this is set to "1", then this 4-byte MPLS
Extension Header requires Edge-To-Edge processing. If this is set
to 0, then this 4-byte MPLS Extension Header requires Hop-By-Hop
processing. Note that E2E-Bit is not used with the Entropy Label
TC field.



D (DS-Bit): Data Stacking Bit. This is used to encode more than
20 bits of data for this IS-FI Opcode. If this is set to "1",
then this is the end of the data for the IS-FI Opcode.

R (Reserved Bit): MUST be set to "@" on transmit and ignored on
receive.

TTL Field:

This 8-bit field is used to carry In-Stack data apart from the 12
bits in the Label field.

NOTE:

An intermediate node may use the full MPLS label stack for ECMP
hash computation hence the In-Stack MPLS extension header MUST
NOT change the Label Field part of the IS-FI data within the same
traffic flow. But the TTL part of IS-FI data can change for the
same traffic flow without affecting the ECMP hash. The In-Stack
Extension Header encoding defined above ensures this.

5. Bottom Of Stack MPLS Extension Header Encoding

This section describes the encoding format of the MPLS Extension
Header which is present after the bottom of the MPLS label stack.

0123456706123456701234567012345¢67
+ot-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+-+
| Entropy Label or SPL or NPL | TC |1| BPI=1, HBI |
+-+-F+-+-+-F-F-F-+-F-F-+-F-F-F-+-F-F-F-+-F-F-F-+-F-F-+-+-F-+-+-+-+
|© © 1 O0|Reserve| BOS-FI Opcode| Length=1(word)| BOS-Flags |
+ot-t-t-t-t-F-F-F-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+
| BOS-Data |
+-t-F-F-+-F-F-F-F-F-F-+-F-F-F-+-F-F-F-F-F-F-F-+-F-F-F-F-F-F+-+-+-+
| Payload |
+ot-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-F-+-+-+

Figure 6: BOS Extension Header Format

BPI flag is set to "1" to indicate the presence of MPLS Extension
Header after the bottom of MPLS label stack.

HBI flag is set to "1" to indicate the MPLS Extension Header after
the Bottom Of Stack that requires Hop-By-Hop processing.

A new generic 4-byte header is defined to carry the information
about the Forwarding Instruction and its corresponding data that is
carried after the bottom of label stack. This generic header is



added to each Forwarding Instruction that is encoded after the MPLS
bottom of the stack. This generic header gives the flexibility to
add multiple Forwarding Instruction after the BOS in any desired
order.

The 4-byte BOS Extension Header is described below:

Bit .
- Description

Position

0 3 This 4-bit nibble MUST be set to "©010b". This is to avoid
aliasing with an IPv4/IPv6 header.

4 . This 4-bit nibble defines the version of the generic
header format. The current version value is "0".
This 8-bit field indicates the BOS FI Opcode value. This

8 - 15 .
opcode values will be allocated by IANA.

16 - This 8-bit field indicates the length of the data encoded

in units of 4 bytes excluding the current header.
This 8-bit field carries the BOS-Flags. © - NH bit (Next-
Header Presence Bit): Indicates the presence of next BOS
24 - 31 extension header. 1 - H bit (Hop-By-Hop Bit): Hop-By-Hop
processing is required for this Bottom Of Stack data. 7 -
2 bits: Unassigned bits.
Table 2: BOS MPLS Extension Header Format

BOS-FI Opcode value of @ is marked as invalid.
BOS-FI Opcode Value:1-254 - MUST be assigned by IANA.

BOS-FI Opcode Value:255 - IANA Allocated for BOS-FI Opcode range
extension. This gives the extensibility for opcode range beyond 255.

If an application requires to add its own data TLV, then the TLV can
be added as part of BOS-Data.

BOS-FI Opcode MUST define the following procedure before it can be
used:

1. Define the Data format encoded in the MPLS extension header.

2. Define the Hop-By-Hop or Edge-To-Edge (only on the
decapsulation node) processing scope.

3. The Hop-By-Hop BOS-FI opcodes MUST be placed before the Edge-
To-Edge BOS-FI Opcodes in the MPLS Extension Header of the packet
to optimize the Hop-By-Hop processing in hardware.



6. MPLS Extension Header Encoding Example Use-case-1.a - Carrying FI
without data in the MPLS label stack

The TTL field can support only up to 8-bit flags. This is the use-
case to extend the TTL flags and carry additional Forwarding
Instruction Flags (FIF) in the MPLS label stack. These forwarding
instructions do not require any additional data to be carried with
this FI.

012345670123456701234567012345¢617
B s e e T S e S S S T o S S S U Sy S S

| Entropy Label or SPL or NPL | IL=1]0| IPI=1 |
B e sk ek s e e e e e ek T e e S S S e e ks
| IS-FI Opcode=1 | Flags IR|1]E|1] Flags |

B s T S ST L soT s ST S U S S S

Figure 7: Example In-Stack Extension Header Carrying Forwarding
Instruction Flags

IPI flag is set to "1" to indicate the presence of In-Stack MPLS
Extension Header.

Label Field:

In this case the FI opcode value is set to "1". FI Opcode value
"1" is reserved for extending the TTL flags. This indicates the
presence of additional flags in the Label field and TTL fields

TC Field:

DS-Bit - This bit is set to "1" to indicate that the flags are
not extended further.

TTL Field:

8-bit field is used to encode the Forwarding Instruction Flags
apart from 12 bits Label field.

The FIF bit position and its meaning MUST be defined by IANA.



0123456706123456701234567012345¢67
B s a s el aE e S S S e S S s sl T S Sy Spup S
| Entropy Label or SPL or NPL | IL=2|0| IPI=1 |
B T b b e e T o e S at t s oIS S S Sy S S
|IS-FI Opcode=1 | Flags [RI1|E|1| Flags |
ottt tototototototototototototototototot ottt ottt -t-+-+
[1] Flags IR|1]E|1] Flags |
ottt -ttt -ttt -F-F-+-+-+

Figure 8: Example In-Stack Extension Header carrying more than 20 bits
FI Flags

More than 20 bits of data can be encoded as part of IS-FI opcode. In
this specific case, the FI flags which are more than 20 bits are
encoded in next 4 bytes of the MPLS header.

While encoding the additional data, the Most Significant bit of the
Label Field MUST be set to "1" to prevent from aliasing with the
reserved SPLs in the case of legacy devices.

7. MPLS Extension Header Encoding Example Use-case-1.b - Carrying FI
with data in the MPLS label stack

This is the use-case where the MPLS Label stack to carry the
Forwarding Instruction with a corresponding data.

012345670123456701234567012345¢617
B s e e T S e S S S T o S S S U Sy S S

| Entropy Label or SPL or NPL | IL=1]0| IPI=1 |
B e sk ek s e e e e e ek T e e S S S e e ks
| IS-FI Opcode | Data IR|1|E|1] Data |

+-t-t-t-t-F-t-t-F-F-t-t-F-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
Figure 9: Example In-Stack Extension Header Carrying FI with the data

IPI flag is set to "1" to indicate the presence of In-Stack MPLS
Extension Header.

Label Field:

First 8 bits encodes the In-Stack forwarding opcode. In this case
the FI opcode value ranges from 1 to 254. This value is assigned
by IANA. This opcode value defines data format carried in the
Label field and the TTL field.



TC Field:

DS-Bit - This bit is set to "1" to indicate that the data is
encoded in the 19-bit Label field and does not exceed 19 bits.

R-Bit - Reserved bit and MUST be set to "0" on transmit and
ignored when received.

TTL Field:

8-bit field is used to encode the In-Stack data apart from 12-bit
Label field.

0123456706123456701234567012345¢67

B s a s el aE e S S S e S S s sl T S Sy Spup S
| Entropy Label or SPL or NPL | IL=2|0| IPI=1 |
o+ttt -ttt -ttt -+ -F-+-+-+
| IS-FI Opcode | Data IR|O|E|O| Data |
ottt tototototototototototototototototot ottt ottt -t-+-+
[1] Data IR|1|E|1] Data |
ottt -ttt -ttt -F-F-+-+-+

Figure 10: Example In-Stack Extension Header Carrying FI with the data
more than 20 bits

More than 20 bits of data can be encoded as part of IS-FI opcode. In
this specific case, the In-Stack data which are more than 20 bits
are encoded in next 4 bytes of the MPLS header.

While encoding the additional data, the Most Significant bit of the
Label Field MUST be set to "1" to prevent from aliasing with the
reserved SPLs in the case of legacy devices.

8. MPLS Extension Header Encoding Example Use-case-2 - Carrying FI
with data after the MPLS label stack

This is the use-case where the Forwarding Instruction with a
corresponding data is carried after the MPLS bottom of label stack.



0123456706123 4567061234567012345¢67

Tt D er RS

Entropy Label or SPL or NPL | TC |1| BPI=1,HBI=1 |

+-+-F-+-+-F-F-+-+-F-F-+-F-F-F-+-F-F-F-+-F-F-F-+-F-F-+-+-F-F+-+-+-+
|@ © 1 0|Reserve|BOS-FI Opcode=1| Length=1(word)|Flags NH=1,H=1 |
+ot-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+-+

BOS-Datal |

+-+-F+-+-+-F-F-F-+-F-F-+-F-F-F-+-F-F-F-+-F-F-F-+-F-F-+-+-F-+-+-+-+
|© © 1 O0|Reserve|BOS-FI Opcode=2| Length=2(word)|Flags NH=0,H=0 |
+ot-t-t-t-t-F-F-F-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+

BOS-Data2 |

B e ST S e T S S S SFE S Sy U U S S

BOS-Data2 I

e

Payload |

B S s e S S s s T S S e R SPSE SPUP S S

9.

Figure 11: Example BOS Extension Header Carrying FI with data

BPI flag is set to "1" to indicate the presence of BOS MPLS
Extension Header. Also, HBI flag is set to 1 to indicate the presece
of BOS MPLS Extension Header that requires Hop-By-Hop processing.

In this case, the MPLS packet is encoding two different types of BOS
FI (Opcode 1 and Opcode 2) after the bottom of MPLS label stack.

The first BOS MPLS Extension Header has the Length value as "1",
this indicates that the data corresponding to this FI opcode "Typel"
is 4 bytes following this header. Also the Next-Header (NH) flag in
BOS-Flags is set to "Ox1", this indicates the presence of next BOS
MPLS Extension Header. The H flag is set to "Ox1" that indicates the
Hop-By-Hop processing is required.

The second BOS MPLS Extension Header has the Length value as "2",
this indicates that the data corresponding to the FI opcode "Type2"
is 8 bytes following this header. In this case the Next-Header flag
in BOS-Flags is set to "Ox0", this indicates that this is the last
BOS MPLS Extension Header encoded. The H flag is set to "Ox@" that
indicates the Hop-By-Hop processing is not required.

MPLS Extension Header Encoding Example Use-case-3 - Carrying use-

case 1.a, 1.b and 2 in MPLS packet

This is the use-case where the same MPLS packet carrie the use-cases
II1 all "1 bll and l|2ll
.a", . .



0123456701234567012345670123456¢617
Tt D er RS

| Entropy Label or SPL or NPL | IL=3|0| IPI=BPI=HBI=1 |
B T b b e e T o e S at t s oIS S S Sy S S
| IS-FI Opcode=1| Flags IR|®|E|O| Flags |
ottt tototototototototototototototototot ottt ottt -t-+-+
| IS-FI Opcode=2| 0 IR|1|E|O| Offset = 1 |
ottt -ttt -ttt -F-F-+-+-+
| IS-FI Opcode=3| Data IR|1|E|1] Data |

+ot-t-t-t-t-F-F-F-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+
| |
+-+-F-F-+-F-F-F-+-F-F-+-F-F-F-+-F-F-F-+-F-F-F-+-F-F-F-F-F-F+-+-+-+
|@ © 1 O0|Reserve|BOS-FI Opcode=1| Length=1(word)|Flags NH=1,H=1 |
+ot-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-F-+-+-+
| BOS-Datal |
+-t-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-F-F-F-+-F-F+-+-+-+
|© © 1 O0|Reserve|BOS-FI Opcode=2| Length=2(word)|Flags NH=0,H=0 |
+ot-t-t-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
| BOS-Data2 |
+-t-Ft-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-F-F-F-F-F-F+-+-+-+
| BOS-Data2 I
-ttt -F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
| Payload |
+-t-t-t-t-F-t-t-F-F-t-t-F-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

Figure 12: MPLS Packet Carrying 1.a, 1.b and 2 Use-cases

IPI and BPI flags are set to "1" to indicate the presence of both
In-Stack and BOS MPLS Extension Header as mentioned in the above
use-cases. IS-FI Opcode 2 is added to indicate the offset of 1 word
after the MPLS header BOS and start of the BOS Extension Header.

10. Node Capability Signaling

The node capability for the MPLS Extension Header must be signaled
before the MPLS Encapsulating node can add the necessary MPLS
Extension Header in the MPLS label stack. The capability signaling
will be added in LDP, RSVP-TE, BGP, IS-IS, OSPF, BGP-LS, etc. This
is outside the scope of this document.

11. Security Considerations

The security considerations in [REC3032] also apply to the
extensions defined in this document. The MPLS Extension header MUST
NOT be exposed to the node which does not support the new MPLS
Extension Header.



12.
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12.

13.

Backward Compatibility
1. Backward Compatibility wWith ELC as MEH Indicator

As specified in [RFC6790], the TTL field of the EL MUST be "0". On
the Node which is capable of processing the MPLS Extension Header
when it finds that this TTL value is non-zero, then only it will
start processing the MPLS Extension header.

In addition, the TC field will be interpreted as the In-Stack MPLS
Header Extension Length only when the TTL field's IPI Flag is set to
”1” .

For the legacy node that does not advertise the MPLS Extension
Header capability, the Encapsulating node MUST make sure that the
MPLS Extension header is not at the top of the MPLS label stack to
avoid misforwarding the packets by misinterpreting In-Stack
Extension Header as a label.

The MPLS Extension Header Encoding format is designed to make sure
that it does not alias with any reserved SPL.

The MPLS extension does not affect the existing GAL / G-ACh
[REC5586] based encoding of data in the MPLS packet. This MPLS
extension can co-exist with the existing GAL / G-ACh based encoding
of data.

2. Backward Compatibility wWith SPL as MEH Indicator

For the legacy node that does not advertise the MPLS Extension
Header capability, the Encapsulating node MUST make sure that the
MPLS Extension header is not at the top of the MPLS label stack to
avoid dropping the packets.

The MPLS Extension Header Encoding format is designed to make sure
that it does not alias with any reserved SPL.

The MPLS extension does not affect the existing GAL / G-ACh
[REC5586] based encoding of data in the MPLS packet. This MPLS
extension can co-exist with the existing GAL / G-ACh based encoding
of data.

Processing In-Stack MPLS Extension Header
Encapsulating Node:

*MUST NOT add In-Stack MPLS Extension header if the decapsulation
node is not capable of In-Stack MPLS Extension header.



*SHOULD NOT change the IS-FI Opcode and the first 12 bits of the
In-Stack Data for the same packet flow avoid ECMP path change.

*MAY change In-Stack data part present only in the TTL field for
the same packet flow.

*MUST ensure that the penultimate node does not remove the MPLS
extension header.

Intermediate Node:
*MUST ignore the IS-FI Opcode that are not supported.

*MUST NOT add In-Stack MPLS Extension header if the decapsulation
node is not capable of In-Stack MPLS Extension header.

*SHOULD NOT change the IS-FI Opcode and the first 12 bits of the
In-Stack Data for the same packet flow.

*MAY change In-Stack data part present only in the TTL field for
the same packet flow.

*MAY remove the IS-FI opcode and its corresponding data for all
matching packet flow.

Decapsulating Node:
*MUST remove the In-Stack MPLS Extension header.
14. Processing BOS MPLS Extension Header
Encapsulating Node:

*MUST NOT add BOS MPLS Extension header if the decapsulation node
is not capable of BOS MPLS Extension header.

*MUST ensure that the penultimate node does not remove the MPLS
extension header.

Intermediate Node:
*MAY add additional data to the existing BOS-FI encoded.

*MAY add a new BOS-FI and its corresponding data if the
decapsulation node supports BOS MPLS Extension header.

Decapsulating Node:

*MUST remove the BOS MPLS Extension header.



15. TIANA Considerations
Below are the IANA actions which this document is requesting.
15.1. IANA Considerations for Forwarding Instruction Flags
IANA is requested to create a new registry to assign the bit

position and the meaning to the Forwarding Instruction Flags based
on the user request.

Bit Position Description Reference

19-0 Unassigned This document
Table 3: Forwarding Instruction Flags
Registry

15.2. TIANA Considerations for IS-FI Opcode

IANA is requested to create a new registry to assign IS-FIOC opcode
values. All code-points in the range 1 through 175 in this registry
shall be allocated according to the "IETF Review" procedure as
specified in [RFC8126]. Code points in the range 176 through 239 in
this registry shall be allocated according to the "First Come First
Served" procedure as specified in [RFC8126]. Remaining code-points
are allocated according to Table 4:

Value Description Reference
1 - 175 IETF Review This document
176 - 239 First Come First Served This document
240 - 251 Experimental Use This document
252 - 254 Private Use This document
Table 4: In-Stack Forwarding Instruction Opcode
Registry

Following IS-FIOC Opcode values are assigned from this registry.

Value Description Reference
This
0] Invalid value
document
. . This
1 Forwarding Instruction Flags
document
5 Offset of start of Bottom Of Stack Data after This
BOS Label document
This

255 Opcode Range Extension Beyond 255
document

Table 5: In-Stack Forwarding Instruction Opcode Values



15.3. TIANA Considerations for BOS-FI Opcode

IANA is requested to create a new registry to assign BOS-FIOC opcode
values.

Value Description Reference

1 - 175 IETF Review This document
176 - 239 First Come First Served This document
240 - 251 Experimental Use This document
252 - 254 Private Use This document

Table 6: Bottom-0f-Stack Forwarding Instruction
Opcode Registry

Following BOS-FIOC Opcode values are assigned from this registry.

Value Description Reference

0 Invalid value This document

255 Opcode Range Extension Beyond 255 This document

Table 7: Bottom-0f-Stack Forwarding Instruction Opcode
Values

The application that requires an Opcode for the Forwarding
Instruction (IS-FIOC or BOS-FIOC) or a Flag must request the code-
point and its meaning from IANA.

15.4. IANA Considerations for New Special Purpose Label

IANA 1is requested to allocate a value TBA1l for the MEI SPL label
from the "Base Special-Purpose MPLS Label Values" registry to
indicate the presence of MPLS Header Extension.

16. Appendix
16.1. Alternate approach for In-Stack Extension Header Encoding
In the above In-Stack Extension Header Encoding the Label field is

used to encode the FI Opcode. So just for completeness, here is the
alternate way of In-Stack Extension Header Encoding is provided.

0123456701234567012345670123456¢617
e

| Entropy Label or SPL or NPL | IL=1|S| IPI=1 |
B T b b e e T o e S at t s oIS S S Sy S S
[1] Data IR|ID|E|S| FI Opcode |

L
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0

Figure 13: Alternate In-Stack Extension Header Format

IPI flag is set to "1" to indicate the presence of In-Stack MPLS
Extension Header.

Since In-Stack MPLS Extension Header is present as part of the MPLS
Header, the MPLS Header is redefined to encode the MPLS Extension
Header.

Label Field:

Most significant bit is always set to "1" to avoid aliasing with
the reserved SPLs.

Rest of the 19 bits and the "R" bit from the TC bit can be used
by the application. So total of 20 bits can be used to carry the
data corresponding to IS-FI opcode.

TC Field:
This carries data stacking bits. They are as follows:

D (DS-Bit): Data Stacking Bit. This is used to encode more than
19 bits of extended data in the MPLS Label stack. If this is set
to "1", then this is the end of extended data.

R (Reserved Bit): This is used to encode the IS-FI data.
TTL Field:
This carries In-Stack Forwarding Instruction opcode.
2. MPLS Extension Header Example for Entropy Label using New SPL
The MPLS Extension Header encoding formats defined in this document
is applicable when using a new Special Purpose Label (SPL) or using

a Network Programming Label (NPL) configured by an operator.

The TTL field in the SPL (value TBA1l) is used to encode FI Flags
including IPI, HBI and BPI flags defined in this document.

123456706123456701234567012345¢67

B s T S ST L soT s ST S U S S S

MEI=SPL (value TBA1) | IL=1|S| 1IPI=1 |

B e s e T S e St SPEP S S

IS-FI Opcode=3| Entropy Label IR|D|E|S| SLID |

T D S e e



Figure 14: MPLS Extension Header Encoding Example for Entropy Label
using New SPL

The FI Opcode value 3 as an example indicates encoding of Entropy
Label and Slice ID as shown in the above Figure.

16.3. MPLS BOS Extension Header Example with IOAM Data Fields

The Bottom Of Stack (BOS) Extension Header is used with BOS Opcode
for IOAM.

Bottom Of Stack Presence Indicator (BPI) flag in TTL is set to "1"
to indicate the presence of BOS Extension Header. HBI flag in TTL is
set to "1" to indicate the BOS Extenion Header requires Hop-By-Hop
processing.

012345670123456701234567012345¢67
B s e R S b b s T R S Sy S S S S S Sy S S
| Entropy Label or SPL or NPL | TC |1| BPI=1, HBI |
et ok ok T T e e  n b bk s o h ST S N SR e S S g S
|®© © 1 O|Reserve|B0OS Opcode=I0OAM|Length (words) | Flags (NH, H) | |
e i e e e e e e e e e e b T E L RS L EE ek T e e |
| IOAM-OPT-Type | IOAM HDR Len | Block Number | Reserved [ ]
+-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-+-+-+-F-F+-F+-F-+-+-+-+-+ I
I | O
| A
IOAM Option and Data Space ~ M
|
|
+

S T ST S e e s T S S T ST S i i e

I

I

+-

I I
I I
| Optional Payload + Padding |
I I
I I
I I
B e o T ST S S S i s S S S

Figure 15: Example MPLS Encapsulation for IOAM using BOS Extension
Header
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