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Status of this Memo

   By submitting this Internet-Draft, each author represents that any
   applicable patent or other IPR claims of which he or she is aware
   have been or will be disclosed, and any of which he or she becomes
   aware will be disclosed, in accordance with Section 6 of BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF), its areas, and its working groups.  Note that
   other groups may also distribute working documents as Internet-
   Drafts.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   The list of current Internet-Drafts can be accessed at
http://www.ietf.org/ietf/1id-abstracts.txt.

   The list of Internet-Draft Shadow Directories can be accessed at
http://www.ietf.org/shadow.html.

   This Internet-Draft will expire on August 28, 2007.

Copyright Notice

   Copyright (C) The IETF Trust (2007).

Abstract

   This document describes an overview of some security mechanisms for
   P2P SIP.  Specifically it discusses mechanisms that can be used to
   secure the stored data and the routing in the distributed storage.

   This draft is an very early draft to outline the possible solution
   space and far more details would be needed.  This work is being
   discussed on the p2psip@ietf.org mailing list.
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1.  Introduction

   The P2P SIP work stores users registrations and possibly other data
   in a Distributed Hash table (DHT).  This requires a solution to
   securing this data as well as securing, as best possible, the routing
   in the DHT.  Each user of the system has a name, such as
   alice@dht.example.net.  These names are unique and meant to be chosen
   and used by human much like an SIP Address of Record (AOR) or email
   address.  When the user enrolls in the DHT and creates the name, they
   are also given an asymmetric key as an certificate that binds their
   name to that key in a way that can be validated by any user enrolled
   in this particular DHT.  Note that since only users of this DHT need
   to validate a certificate, this usage does not require a global PKI.

   The overview of the proposed approach is that the certificate and key
   can be used to sign any data stored in the DHT and any user
   retrieving the stored data can check that the data was not tampered
   with.  In addition, when a peer goes to modify the routing data in
   the DHT, they can provide the information of which users they
   represent such that it is possible to know which user was associated
   with a change and possibly limit the number of peers that a single
   user can operates and position the peers in such a way to limit their
   ability to attack the routing.  In addition, over longer periods of
   time, it may be possible to revoke that users credentials by allowing
   their certificate to expire.

   The rest of this document is arranged into an abstract model of how
   the security work work that would apply to any protocol the working
   group might develop for the DHT.  After the abstract model, a
   specific mapping of the model to SIP is described that would apply if
   the working group used SIP for the DHT protocol.

2.  Conventions

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in RFC 2119 [1].

3.  Data Protection Architecture

   There are possibly several things a client may want to store in the
   DHT.  The most obvious on is the registration information that
   indicates the IP address or route to where a given name or AOR can be
   found.  There are other bits of information that could also be
   stored.  Each chunk of information is stored in what will be referred
   to as a "record".  The defined record types and what they stored

https://datatracker.ietf.org/doc/html/rfc2119
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   would be described in documents and registered with IANA.  One of the
   record types would be the "registration" record where clients stored
   their registration information.  Each user in the system would only
   have one registration record.  The index in the DHT would be formed
   by taking using the concatenation of the AOR and the record type
   name.

   When a client wants to store some information in a record, they sent
   a request that has:  their AOR, the record type name, the time, the
   data to store in the record, and MUST include a signature over all
   that information.  When a peer goes to store the information, it MUST
   check that the signature is correct.  It SHOULD also check that the
   data looks appropriate for this type of record given by checking
   things like the size of the data is in an appropriate range.  When a
   client retrieves data out of the DHT, it retrieves all the
   information that was signed and SHOULD verify the signature on the
   data.

   Open Issue:  how do we want to deal with checking time and also does
   the data have a Time To Live (TTL).

   Open Issue:  do we pass the certificate with the signature or do we
   provide some alternative scheme to get the certificates.  I am
   leaning towards pass the certificate along with the signature.  A
   problem with this is the message size.  A possible problem with not
   doing it is that the signature are used to verify the constructions
   of the routing architecture and assuming that the routing
   architecture is in place before a signature can be checked may lead
   to problems.

4.  Routing Protection Architecture

   The goal of protecting the routing is stopping attacker from
   performing a DOS attack on they system by misrouting requests in the
   DHT.  The data is already protected by the data protection scheme
   above so an attacker can't tamper with the data in a way the user
   can't detect but an attacker can make it look like no data is
   available.  There are a few obvious observation to make about this.
   First, it is easy to ensure that attacker at least has to have an
   valid enrollment with this particular DHT.  Second, this is a DOS
   attack and the value of successfully executing it is fairly low.
   Third, if a larger percentage of the peers on the DHT are controlled
   by the attacker, it is probably impossible to perfectly secure this.

   When a peer sends a request that modifies the routing in the DHT, it
   MUST sign the request on behalf of a user that is currently
   responsible for the peer using that users certificate.  A peer that
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   is changing the routing state based on this request to check the
   signature before performing the request.

   To reduce attacks on routing, the design tries to limit the ability
   of an attacker to place peers at arbitrary locations in the DHT.
   Some possible ways to do this are:

   L1:  Limiting IP addresses:  Other systems have done this by forcing
        the peer id to be a hash of a combination of the peers IP and
        port however this approach does not work with IPv6 where the
        users have an arbitrary number of IP addresses and the scheme is
        also difficult to make work with IPv4 and NATs.
   L2:  Limiting by AOR:  The first step to doing this is limiting the
        number of AORs an attacker can enroll in the system.  How to do
        this is out of scope.  The next step would be forcing a peer ID
        to have the high order bits formed from an hash of the AOR and
        some low order bits chosen randomly or hashed from the IP
        address and port.  Peers would check the Peer ID was appropriate
        for the given users that signed the request.
   L3:  Limited by assignment at enrollment:  When enrolling, the user
        would be given a small set of peer IDs for their use.  This is
        effectively equivalent to Limited by AOR but has the addition
        complexity of the certificates become more complex as a peer
        would need to sign with the appropriate peer id as well as the
        AOR.

   Open Issue:  how to do the limiting.  At this point, the Limiting by
   AOR type approach looks most appealing.

5.  Mapping to SIP

   There are several ways this could be mapped to SIP.

   M1:  The simplest way from a specification point of view would
        probably be to put the information that needs to be signed in an
        Authenticated Identity Body (AIB)[RFC 3893] in the body of the
        SIP message and use S/MIME to sign it.  It would also be
        possible to, instead of using the AIB, form a new body format
        for a particular record type and use S/MIME to sign it.
   M2:  An alternative proposal that does not use S/MIME would be to
        create a new way of computing a signature over the relevant
        data.
   M3:  The SIP Identity works provides certain sort of signatures but
        they are domain based instead of user based so it would be
        challenging to adapt them for use here.  The problems revolves
        around certificates that can be used to sign for a one user in
        the DHT, would need to be limited such that the same certificate

https://datatracker.ietf.org/doc/html/rfc3893
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        could not be used to sign for a different user.  Solutions to
        this are likely to end up being more or less the same as the
        proposal in the paragraph above this one.

   All of these approaches would rely on the user enrollment providing
   an X.509 certificate that contained the users name in the
   SubjectAltName and signing the certificate with a root certificate
   that was also provided to all clients and peers as part of the
   enrollment.

   Open Issue:  Choose or design an envelope and signing scheme.

6.  Security Considerations

   TBD

7.  IANA Considerations

   This document does not require any actions from IANA.

8.  Open Issues

   Yes

9.  Acknowledgments
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