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Abstract

This draft outlines the approach to use STIR Passport tokens as the
Identity assertions in WebRTC. It outlines some proposed changes to
improve identity interoperability for different calling systems.

This is a very rough first draft purely to have something to discuss.
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Introduction

This draft is purely to help track the discussion about WebRTC and
STIR identity and provide a place to send pull requests. It is not
meant to become an RFC - the relevant information will flow into
other specifications once we come to some consensus on what needs to
be done.

It assumes the reader if familiar with
[I-D.ietf-rtcweb-security-arch], [I-D.ietf-stir-certificates],
[I-D.ietf-stir-passport], and [I-D.ietf-stir-rfc4474bis].

Information Flow

This section steps through the logical information flow to use STIR
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Identity in WebRTC based on what we have in the specifications today.

Later sections propose some changes to current specifications.
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2.1. Actors

Cullen, with a phone number of +1 408 555 1212 is using skype.com to
call Jon at "sip:jon@example.org". Both people use a WebRTC
softphone. Cullen uses an identity provider of att.com. Skype could
be the identity provider for this use case but it's easier to
understand the flow if you look at it as a separate provider.

Before the call ever starts, Cullen's browser fetches the webpage
from skype.com and logs on to that website. Cullen then goes to call
Jon. The skype JS notes that the Cullen's identity provider is
att.com and the JavaScript for the skype web page does a

pc.setIdentityProvider("att.com", "passport",
JSON.stringify( {"otn": "14085551212",
"duri": "sip:jon@example.org"}));

And start the setup of media to the other side which will eventually
generate an SDP offer. The browser will load the IDP JS from IdP at

https://att.com/.well-known/idp-proxy/passport

(see section 5.6.5 of [I-D.ietf-rtcweb-security-arch])

The browser will then call the IDP javascript code to generate a
WebRTC identity assertion. It will pass to the generating function
the hint information provided in the setIdentityProvider of

{ "otn": "14084219990",
"duri": "sip:jon@example.org" }

The browser also passes the DTLS fingerprints and hash algorithm used
to generate them to the JS for the IdP in an array like

[
{
"algorithm":"sha-256",
"digest":"23:E8:6E:28:3F:D1:CF:17:DE:88:0F:EE:5A:AB:
AD:03:2D:77:FB:05:17:BA:61:12:1B:37:D4:19:4F:38:DF:EC"
}
]

All of this information can be sent to the idp.com along with the
whatever login flow att.com wants to use to have Cullen authenticated
to att.com

At this point, the IdP has all the information to create the Passport
Token.


https://att.com/.well-known/idp-proxy/passport
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The DTLS-SRTP fingerprints are reformatted to be in the form

"mky": "sha-256 23:E8:6E:28:3F:D1:CF:17:DE:88:0F:EE:5A:AB:
AD:03:2D:77:FB:05:17:BA:61:12:1B:37:D4:19:4F:38:DF:EC"

The passport header is set to

{
"typ":"passport",
"alg":"RS256",
"x5u":"https://cert.att.org/passport.crt"
}

The current time is used for the iat field and a passport payload is
formed. Note the payload also gets called the claims. For example,
the payload could look like

{
"iat":"14443208345",
"otn":"14084219990",
"duri":"sip:jon@example.org",
"mky":"sha-256 23:E8:6E:28:3F:D1:CF:17:DE:88:0F:EE:5A:AB:
AD:03:2D:77:FB:05:17:BA:61:12:1B:37:D4:19:4F:38:DF:EC"
}

This is canonicalized and signed with a certificate valid to sign
14084219990. The URL to fetch the certificate is found in the x5u
field of the Passport Header.

The canonical headers base64 is

eyJOeXAi0iJwYXNzcGOydCISImFsZyI6I1JTMjU2IiwieDV1IjoiaHROCHM6LY9jZXJ0O
LmV4YW1lwbGUub3JInL3Bhc3Nwbh3JOLmMNydCJ9

The canonical payload in base64 is

eyJpYXQi0iIXNDQOMzIWODMONSISIM9ObiI6IjEOMDGOMjES0TkwIiwizZHVyaSI6InNp
cDpgb25AZXhhbXBszS5vemeilCIta3kioizaGEtMjU2IDIZ0kU40jZF0]I407NGOKQX
OKNGOjE30kRF03jg40jBGOKVFOjVBOKFCOKFEOjAZ07j JEOjc30kZCOjA10jE30kIBOGYX
0jEy0jFC0jM30kQ00jE50jRGOjMA0KRGOKVDINO

The base64 headers and payload are concatenated with a period between
them and the SHA 256 of the result is computed which, represented in
hex, is

20ac9439ae10df640b39e177d4ec432fe590b2d95f4075957816b5929calacho
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This is signed using RSASSA-PKCS1-v1_5 to get a base64 encoded
signature of

FMgDzmOZLV3w-6y0SCm3ZorSwEednS38XtF2u29NhRQ5zh8SwhOUSGHASXFWUIQ7DXVG
4pKD1rbBLFYT3_ReDn60J36k0S30NVWMDOFYrRYeji-pAjoh76Q-jsfJis0q-Pi35Fba8
ZYRVG_EQLEOFYXuM2nWm85RUKVSNkx5MBpOXUUXRYTZY JpaQjE1VpvOMIKTd_HyuF66q
98tcqeDb8d1lrjtPNNnQQTfOf6AYLT1IRWI64t7iTouGD_R85Lv4Hud4mwu2ZiOL_1jo5svoY
-KegM1KJh-M_ux4J52NoVeelLLgKg585qUHLr1n6aEjevNQLBUchdf_DKZ1hyjOoFR91x
rw

The above example was done with and RSA key size of 2048 bits.

The headers, payload, and signature are concatenated with pereidos
between then to form a Passport Token of the form (but with no line
breaks)

eyJOeXAi0iJwYXNzcG9ydCISIMFsZyI6I1JTMjU2IiwieDV1IjoiaHROCHM6LY93ZXJ0
LmV4YW1wbGUub3JInL3Bhc3Nwb3JOLmNydCJ9.
eyJpYXQi0iIXNDQOMzIwODMONSISIm9ObiI6IjEOMDgOMIESOTkwIiwiZHVyaSI6InNp
cDpgb25AZXhhbXBszS5vemecilCJta3ki0iJzaGEtMjU2IDIz0kU40jZF0jI40jNGOKQxX
OkNGOjE30kRF0jg40jBGOkVFOjVBOkFCOKFEOjAZz0jJEO]jc30kZCOjA10jE30kJIBO]jYX
0jEy0jFCOjM30kQO0jE50jRGOjM40KkRGOKVDING.
FMgDzmOZLV3w-6y0SCm3ZorSwEednS38XtF2u29NhRQ5zh8SwhOUSGHASXFWUIQ7DXVG
4pKD1rbBLFYT3_ReDn60J36k0S30NVWMDOFYrRYeji-pAjoh76Q-jsfJis0q-Pi35Fba8
ZYRVG_EQLEOFYXuM2nWm85RUKVSNkx5MBpOXUUXRYTZY JpaQjE1VpvOMIKTd_HyuF66q
98tcqeDb8d1rjtPNnQQfOf6AYLT1RWI64t7iTouGD_R85Lv4HU4mwu2ZiOL_1jo5svoY
-KegM1KJh-M_ux4J52NoVeelLLgKg585qUHLr1n6aEjevNQLBUchdf_DKZ1hyjOoFR91x
rw

The IdP returns this to the IdP JS in the browser which forms an
object like
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2.2.

{

"assertion":
"eyJOeXAi01iJwYXNzcG9ydCIsImFsZyI6I1JTMjU2IiwieDV1IjoiaHROCHM6LY9jZXJ0
LmV4YW1wbGUub3JInL3Bhc3Nwh3JOLmNydCJ9.
eyJpYXQi0iIXNDQOMzIwODMONSISIm9ObiI6IjEOMDYOMIESOTkwIiwiZHVyaSI6InNp
cDpgb25AZXhhbXBszS5vemcilCJta3ki0iJzaGEtMjU2IDIz0kU40jZF0jI40jNGOKQX
0kNGO3jE30kRF0jg40jBGOkVFOjVBOKFCOKFEOjAZz0jJEOjc30kZCOjA10jE30kIBO]YxX
0jEy0jFCOjM30kQO0OjE50jRGOjM40kRGOKVDING.
FMgDzmOZLV3w-6y0SCm3ZorSwEednS38XtF2u29NhRQ5zh8SwhOUSGHASXFWUIQ7DXVG
4pKD1rbBLFYT3_ReDn60J36k0S30NVWMDOFYrRYeji-pAjoh76Q-jsfls0q-Pi35Fba8
ZYRVG_EQLEOFYXuM2nWm85RUKVSNkx5MBpOXUUXRYTZY JpaQjE1VpvOMIKTd_HyuF66q
98tcqeDb8d1lrjtPNNQQfOf6AYLTIRWI64t7iTouGD_R85LVv4Hu4mwu2ZiOL_1jo5svoY
-KegM1KJh-M_ux4J52NoVeel LgKg585qUHLr1n6aEjevNQLBUchdf_DKZ1hyjOoFR91x
rw'",
"idp":{
"domain":"https://ks.fluffy.im:10443",
"protocol":"passport"

}

This object is passed back into the browser user agent which base 64
encodes adds it to the SDP in an header like

a=identity:eyJhc3NlcnRpb24i0iJleUowZVhBaU9pSndZWES56Y0c5eWRDSXNJIbUZzW
n1JINk1lsS1RNalUySwW13awVEVjFJam9pYUhSMGNITTZMeTlqwWlhKMEXtVjRZVzF3Ykdvd
WIzSm5MMOJ0oYzN0d2IzSjBMbUS55ZENKOS51eUpwWVhRaU9pSXhORFEWTXpJAOOETTBOU
01zSWO5MGIpSTZIakUWTURNMEL1QRTVPVGt3SW13aVpIVnlhUOk2SW50CcGNECHFiMjVBW
lhoaGJYQnNaUzVv2Y21jaUxDSnRhM2tpT21KemFHRXRNalUySURJek9rVTRPalpGT2pJN
E9qTkdPalF4T2t0ORO9RTNPalJGT2pnNE9qQkdPalZGT2pWQkOrRkNPa®ZFT2pBek9qS
kVPamMzT2taQ09qQTFPakUzT2tKQk9qwXhPakV5T2pGQO9qTTNPalEWT2pFNU9qUkdPa
kOOT2tSRO9rVKkRJIbjAURKINRHPptMFpMVN3LTZ5TINDbTNab3JTdOV1ZG5TMzhYdEYyd
TI5TmhSUTV6aDhTd2gwdVNHSEFTWEZ3VU1RNORYdkcNCjRwSOQXxcmJCTEZZVDNTUmMVED
jZPSjM2azBTM290dndNRDBGeXJISWwWVgaS1wQWpvaDc2US1qc2ZKcO9XLVBpMzVGYmE4W
11SdkdfRWAMRTBGWVh1TTJuV204NVJIVS1ZThmt4NU1CCcE94dVV4Un1UW11KcGFRakVsV
NB20U1KS2ZkXOh5dUY2NNE50HRj cWVEY jhkbHIqdFBOb1FRZKOMNKF5TFRSUNAKNjRON
21Ub3VHRF9SODVMdjRIATRtd3UyWm1PTF8xam81c3ZvWVXLZWANMUtKaE1fdXgOSjuyT
mOWZWVMTGALZZU4ANXFVSExybG42YUVQZXZOUUXCVWNiZGZfREtaMwh5ajBvR1I5bHhyd
yIsImlkcCI6eyJkb21hawW4i0iJodHRwczovL2tzLmZsdwWZmeS5pbToxMDQOMyISsInByb
3RvY29sIjoicGFzc3BvcnQifXo=

Which adds about 1K bytes to the SIP message.
Mapping to SIP

A RTCWeb to SIP Gateway can take this assertion, decode it, and
extract the Passport Token out of it. It could then insert that into
the SIP Invite. It would need to cache the domain and protocol for
this flow. Later when a reply came back it, it could take the
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Passport token in the Identity and create a new assertion using the
cached domain and protocol and insert that. This is really gross and
we need to figure out a way where the SDP from SIP is the same as the
SDP from WebRTC when using the same passport token.

3. Proposed Changes
3.1. Remove Identity Hint Hack
Passing

JSON.stringify({"otn":"14084219990",
"duri":"sip:jon@example.org"})

is sort of a hack. It would be better to pass "14084219990" as the
identity hint and have the API support an optional destination hint
where we pass "sip:jon@example.org"

3.2. Fingerprint format.
Unify the format of the fingerprints between STIR and WebRTC.

Proposal move to something more like

{
"alg":"HS256",
"digest":"23:E8:6E:28:3F:D1:CF:17:DE:88:0F:EE:5A:AB:
AD:03:2D:77:FB:05:17:BA:61:12:1B:37:D4:19:4F:38:DF:EC"
}

And perhaps choose a more compact for the digest value - preferably
base 64.

3.3. Format of identity header
3.3.1. Token type in Identity header to allow multiple identity headers

Have the type of identity token in a standard form outside the actual
token so that things that don't understand the token still know what
it is

So the Identity line would change from something like
a=identity:eyJhc3N1NzcG9ydHYxIn19;info=URL
to

a=identity:eyJhc3N1INzcG9ydHYxIn19;info=URL;type=passport
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3.3.2. WebRTC support multiple tokens

Nice to allow multiple IdP that produce different token types for a
given offer in WebRTC.

If the SDP had multiple tokens of different types, do we need WebRTC
to be able to support this.

3.3.3. Abstract the identity and protocol in the WebRTC assertion

Currently the WebRTC token has to have the domain and protocol in a
well defined location in the assertion. But when this is represented
into SDP, it might be better to have it as optional tags on the
Identity line instead of in the actual token. So the Identity line
would change from something like

a=identity:eyJhc3NINzcG9ydHYXINn19
to

a=identity:eyJhc3NINzcG9ydHYXIn19;
domain=https://ks.fluffy.im:10443;protocol=passport

This would allow systems using passport identity to have the same SDP
regardless of it the SDP was for WebRTC or SIP

This would also Passport Tokens generated in SIP to work for WebRTC
3.4. Future Proofing
WebRTC allows future things to be added to the contents object passed

to the IdP JS. They have to be conveyed to the far side (see section
5.6.4 of [I-D.jetf-rtcweb-security-arch]).

Proposal. Copy them into the claims in the passport token.

3.5. TEL URI

For single phone numbers, we already have a way to encode that in
certificates using the SAN with a URI containing a tel URI.

Proposal. Allow existing cert to be valid STIR certificates.
3.6. RFC822 Names
Consider an WebRTC endpoint that initiates a call using WebRTC that

is then translated to SIP then translated to XMPP to deliver it to
the far end user. Using a name like "sip:fluffy@example.com" is


https://datatracker.ietf.org/doc/html/rfc822
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3.9. Multi party

[

5.

5.

pretty weird at the WebRTC and XMPP end. It might be better to use
822 style names instead of URIs.

If this was done, it would likely need to use the work that extends
the current X509 specifications to allow i18n names. (For example
see [I-D.lbaudoin-iemax] )

.7. Encoding

We start with a fingerprint in binary and encoding it 1like "AA:BB:CC"
resulting in an expansion of 3 times. It then expands 1.3 times in
the base64 encoding of the payload when then expands 1.3 times in the
base64 encoding of the identity header making it over 5 times larger
than the original.

.8. WebRTC Canonical Form

Ensure the definition of what goes in the WebRTC assertion content
array is well specified. Ensure it does not need to be bitwise exact
but only the same when compared at JS object level.

For a conference call or group MMS, we need to allow multiple
destinations.

Proposal: making the duri a list.
Acknowledgments
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Appendix A. Example Cert

The cert used to generat the examples is:
 jAWBRIT4XxSSdjv+IWDDyL15FLVXyPgnJAAVQIk
bOV25stThbKzOEEXV/VKe7A5bILXxc2e+JUKjar ff2aAEFf08mk+fSVsn5DnBJIk3kS
kn80GaYy5T+5Hjdan0fROZIZBwWTi7XIieSHUzuA7ax5QNugLEgUDPsus1BBxr5Bd
A/HwLOpU7104/Hsx1QeNBXy/34yC4n50CFISFmfOB+VmIWbDmilH6+uByj339I1i2
2zMX9jtye/So5f5PG1RE

————— END CERTIFICATE-----

which contains

Certificate:
Data:
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Version: 3 (0x2)
Serial Number:
d8:24:65:28:3c:54:d3:44
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = CA, ST = Albrta, L = Calgary, OU = Fluffy
Validity
Not Before: May 2 22:51:26 2016 GMT
Not After : Apr 30 22:51:26 2026 GMT
Subject: C = CA, ST = Albrta, L = Calgary, 0OU = Fluffy
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:a8:67:fb:dd:51:45:db:76:f6:3c:17:ad:4c:24:
02:d8:51:03:62:d0:ed:43:f9:6d:f1:32:f0:2a:49:
72:03:47:11:00:eb:ca:82:d0:26:64:10:b0:fd:07:
8b:9a:97:e8:22:40:75:65:b7:fa:f9:9f:29:91:e1:
6e:c0:db:94:8f:22:54:23:21:7a:42:ab:fe:46:e9:
94:c2:d2:24:57:4d:12:48:3f:71:63:37:04:a0:55:
ba:a3:26:98:0a:dd:a6:48:bd:eb:64:e6:1e:43:h6:
83:el1:64:fa:7b:9b:9a:c0:7c:10:38:57:be:9f:93:
2c:ed:66:7f:59:93:ea:f2:14:5b:e5:39:59:54:de:
82:12:f3:f1:83:be:91:48:eb:4b:47:d6:f8:65:83:
da:5a:€0:10:cc:2f:1d:fb:94:78:1b:13:0f:8f:1e:
95:70:¢c3:3€:14:40:16:b0:79:19:31:74:e3:86:39:
f8:5d:65:4b:88:aa:a4:3e:dd:d5:ed:ab:c3:f6:10:
56:bl:ce:4c:9a:2d:e5:3e:87:df:7b:d2:bd:51:86:
b5:36:6a:a8:32:9d:4c:38:42:18:84:9b:f7:9f:c8:
0d:84:8c:19:3e:bb:3a:82:52:94:6e:bf:54:3c:88:
eb:8d:d5:83:4b:57:90:43:76:37:e4:d6:06:ff:b3:
0d:3d

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Key Usage:
Digital Signature, Non Repudiation, Key Encipherment
X509v3 Subject Alternative Name:
URI:tel:14084219990
Signature Algorithm: sha256WithRSAEncryption
53:83:f9:ad:de:fc:ec:ee:94:ec:14:24:e0:34:0e:3d:bc:f6:
9e:f8:ce:08:3c:fa:a0:a9:fb:86:37:3a:42:3e:1c:d8:62:79:
72:€4:48:99:62:84:9a:16:d6:09:26:25:00:e8:7c:27:6b:49:
fb:49:56:5d:2f:01:¢c4:c7:bb:8e:93:71:¢c7:11:d8:c0:c3:c4:
48:7f:8c:52:49:d8:ef:18:85:83:0f:22:e5:e5:f2:d5:¢c7:23:
ea:9c:90:00:bd:0f:64:6c:e5:76:e6:cb:53:6d:b2:b3:d0:41:
17:57:f5:4a:7b:b0:39:6c:82:f1:73:67:be:25:42:a3:6a:b7:
df:d9:a0:04:7c:ef:26:93:e7:d2:56:c9:f9:0e:70:49:93:79:
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12:92:71:28:19:a6:32:e5:3f:b9:1e:37:5a:9c:e7:d1:f5:92:
19:07:04:e2:ed:72:22:79:21:d4:ce:e@:3b:6b:1e:50:36:€8:
0b:12:05:03:3e:ch:ac:d4:10:71:af:90:5d:03:f1:f0:2f:4a:
54:ee:23:b8:fc:7b:31:d5:07:8d:05:7c:bf:df:8c:82:e2:7e:
4e:08:52:39:16:67:ce:07:e5:66:25:66:c3:9a:29:47:eb:eb:
81:ca:3d:f7:f4:88:b6:db:33:17:f6:3b:72:7b:f4:a8:e5:fe:
4f:1a:54:44

Appendix B. Example Private Key

The private key for the cert is:

MIIEpAIBAAKCAQEAQGT73VFF23b2PBetTCQC2FEDYtDtQ/1t8TLWKKk1lyAOCRAOVK
gtAmZBCw/QeLmp/0IkB1Zbf6+Z8pkeFuwNuUjyJUIyF6Qqv+RumUwt IkVOOSSDIX
YzcEoFW6oyaYCt2mSL3rZ0YeQ7aD4WT6e5uawHWQOFe+n5Ms7WZ/WZPq8hRb5T1Z
VN6CEVPXg76RSOtLR9b4ZYPaWuAQzC8d+5R4GXMPjXx6VCMM+FEAWSHN5MXTjhjn4
XWVLiKgkPt3V7avD9hBWsc5Mmi31Pof fe9K9UYalNmqoMp1MOEIYhJv3n8gNhIwZ]jcGcKUCgYEAOFKVmtOyoNgh4UkMyuqV
hAE1kWcBGmBdzLmUQUuUHeikteOQY++7K/Mon2FC9jP29rFddOUYX94MhLpZEOpfG+
h8rwmEX1Wt9zQ1bAGXEYKnUeVn9U+gGPRRFe/V90iGtxkOwXfjnTLE78WSppEDSE
WMErH7TZXa2fVvqDVStsxMMkCgYBMgPQTDNzLT2tW3yxejfANmMTLhkG3IyGBw5R1
2VHbX1KDeWzs4ItQNWOYDEY03S1vc005k1PeT1W81RaddWON6CEMINA68FP1SEG+
pLZeugng5xNPZhzGbXQtGUmpgimFBiOLVTTZoFbysIYEa8zVgZfqzF/bi6RQO7PM
bHyU6QKBgQDYCytiEWCz7vKOSRjE5vng3eNRVtYbbe8Ai1Jv6(q]jYz8r0osJEMDOMV
VPOREdf2EkXd00DvgqCjhOHDCP112qyoMoQB/PC9ihum4ZTZn1KUI5R ) OGHC1GWW
d8jDOR91y0OtjvnLQVv37RLe4j93271ismOcT8NS1Med4tsWIOCF6JYNOA==

————— END RSA PRIVATE KEY-----
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