IETF Next Steps 1in Signaling S. Jeong

Working Group HUFS
Internet-Draft S. Lee
Expires: April 26, 2004 J. Bang

BJ Lee

SAMSUNG AIT
October 27, 2003

Mobility Functions in the NTLP
draft-jeong-nsis-mobility-ntlp-01.txt
Status of this Memo

This document is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC2026.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that other
groups may also distribute working documents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress."

The 1list of current Internet-Drafts can be accessed at http://
www.ietf.org/ietf/l1id-abstracts.txt.

The 1list of Internet-Draft Shadow Directories can be accessed at
http://www.ietf.org/shadow.html.

This Internet-Draft will expire on April 26, 2004.
Copyright Notice

Copyright (C) The Internet Society (2003). All Rights Reserved.
Abstract

The lower general layer in the NSIS protocol suite, called the NSIS
Transport Layer Protocol (NTLP), 1is intended to provide a general
transport service for signaling messages. One of the items on the
list of desired features for the NTLP 1is mobility support. This
document identifies possible mobility functions in the NTLP according
to the mobility requirements for future signaling protocols.
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Introduction

The lower general layer in the NSIS signaling protocol suite, called
the NSIS Transport Layer Protocol (NTLP), s intended to provide a
general transport service for signaling messages. The actual
signaling messages are generated within upper layer signaling
applications, each having its own NSIS Signaling Layer Protocol
(NSLP) [2]. The main functionality of the NTLP 1is to discover
appropriate NSIS nodes and to deliver the signaling messages to them.

Mobility support is considered as one of the desired features of the
NTLP [3, 13, 15, 21, 22]. This document attempts to identify
mobility functions that may need to be supported in the NTLP. In this
document, the mobility functions in the NTLP refer to the functions
which are used to support mobility in NSIS signaling. The possible
mobility (-related) functions in the NTLP include -interactions with
the NSLP, detection of route change caused by mobility, crossover
node discovery, dead peer discovery (e.g., dead crossover node
discovery), interworking with mobility protocols, and so on. This
document mainly discusses possible issues related to each of the
mobility functions in the NTLP.

1.1 Terminology

AR: Access Router

CARD: Candidate Access Router Discovery
CN: Correspondent Node

CoA: Care of Address

CRN: Crossover Node

CT: Context Transfer



DPD: Dead Peer Discovery

MN :

NE:

NF:

NI:

Mobile Node
NSIS Entity
NSIS Forwarder

NSIS Initiator
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NSLP: NSIS Signaling Layer Protocol

NTLP: NSIS Transport Layer Protocol

PD:

PD Requestor: an NE which sends a PD request message

Peer Discovery

October 2003

PD Responder: an NE which receives the PD request message and sends

the PD response message

QoS-NSLP: NSLP for QoS Signaling
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Interactions with the NSLP

In this section, we identify possbile interactions between the NTLP
and the NSLP, which can also be applied in mobile scenarios. An
incoming NSIS signaling message will first be captured and processed
by the NTLP. Any NSIS message related to the associated NSLP (e.g.,
QoS-NSLP) will be passed to the NSLP via an API from the NTLP.

Upon reception of any notification or trigger from the NTLP, the NSLP
needs to decide its next behavior on its own. For example, the
QoS-NSLP may need to update QoS-NSLP state information or initiate
necessary actions such as removal of old QoS reservation states. The
change of NTLP states may also trigger the associated NSLP to create,
update, or release related NSLP states.

To trigger the NSLP, the NTLP first needs to detect any triggering
events. For example, the NTLP may be able to generate a trigger after
detecting that a route change due to mobility has occurred. In this
case, the triggering message may need to include information about
sessions that are impacted by the route change. The NSLP 1is then
responsible for deciding necessary actions for the impacted sessions.
The NSLP will also trigger the NTLP via an API to deliver necessary



signaling messages to the next NSIS peer node.

When a mobility event such as a handover (e.g., fast handover in
Mobile IPv6) 1is initiated, the NTLP/NSLP should operate to
re-establish the states along the new path as quickly as possible.
For this purpose, the interactions with seamoby protocols may be
necessary (see Section 5 for further details). It may not be possible
to re-establish states (e.g., since the necessary resources are not
available on the new path). In this case, it may be desired that the
NTLP/NSLP needs to get service availability (e.g., QoS resource
availability) in advance or before the handover +is completed.

The NTLP/NSLP states established on the old path should be removed
immediately after re-establishing the states along the new path
because the old states should not be maintained any longer. To do
this, the NSLP of an appropriate NSIS entity (NE) (e.g., crossover
node) may ask the associated NTLP to deliver a teardown message to
the NEs on the old path. In this case, the NTLP should know where to
send the teardown message on the obsolete path.
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3. Detection of Route Change Caused by Mobility

In mobile scenarios, a route change (rerouting) may occur due to a
mobility event that can be characterized by the change of the IP
address (e.g., care-of-address (CoA)) of one of the end points (e.g.,
an MN) due to a handover. Link or node failure (or management-related
operations) may also cause a route change. However, this document
considers only route changes due to mobility-related events such as
an MN's handover.

A route change caused by mobility should be detected by the NTLP for
necessary state creation, update, or removal. A route change can be

detected when the NTLP of an NE finds out that the route taken by a

flow has changed (e.g., by checking the incoming interface). To



provide fast adaptation to route changes for particular destinations,
the NTLP may be in interaction with routing protocols.

The route change event detected by the NTLP will then be used to
trigger the NSLP associated with the sessions which are impacted by
the route change. When the NSLP receives a trigger from the NTLP, it
sends necessary NSLP messages along the new route with the help of
the NTLP.

Although the route change caused by a mobility event may be
considered similar to the normal route change, the main difference
from the normal route change is the fact that the flow identifier
should be updated at the NEs involved with the session along the
end-to-end signaling path. To do this, the crossover node (CRN), the
merging point of the old and new signaling paths, should be
discovered first, and the NTLP of the CRN needs to forward a state
update message further towards the other end point (e.g., CN). The
NTLP of the CRN should also send a state installation message on the
new path and a state teardown message on the obsolete path. The
detailed discussion about the crossover node discovery can be found
in the following section.
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4. Crossover Node (CRN) Discovery

In this section, we discuss how to find the CRN 1in general and the
role of the CRN (especially in QoS re-establishment). We also discuss
possible use of seamoby protocols such as CT or CARD for the CRN
discovery during handover.



When a route change due to a handover occurs, the NTLP signaling for
the NSIS peer discovery and service (e.g., QoS) re-establishment
should be localized to improve scalability and reduce signaling
overhead. To achieve this, the CRN should be discovered quickly by
the NTLP, and the NSLP (e.g., QoS-NSLP) should be triggered by the
NTLP for necessary actions (such as QoS re-establishment on the new
path and teardown of old reservation states on the obsolete path).
For the CRN discovery, some information including the MOBILITY
object, the session identifier, the flow identifier, and the incoming
interface can be used.

The MOBILITY object may be defined in the NTLP message (e.g., GIMPS
payload) to notify any mobility event explicitly. The MOBILITY object
may contain various mobility-related fields such as the handover_init
field and the mobility_event_counter field. The handover_init field
can be used to explicitly notify that a handover 1is initiated for
fast state re-establishment. The mobility_event_counter field can be
used to detect the latest hanover event to avoid confusion about
where to send a confirmation message which indicates that the CRN has
been found. This type of confirmation may be needed when the MN moves
toward the second new AR immediately after it experiences a handover
to the first new AR from the old AR, because the CRN discovery
message from the second new AR may arrive earlier that that of the
first new AR. The MOBILITY object may also be defined in the NSLP 1in
a similar way. In this case, there should be some relationship
between the MOBILITY objects of the NTLP and the NSLP.

The session identifier can be very useful for the crossover node
discovery. It should be globally unique and independent from the IP
address of an end node (e.g., MN) to identify the involved session
easily even after a change of the CoA due to a handover to a new AR.
It is important that for the duration of a data flow, the session
identifier has to remain the same while the flow identifier (see
below) information associated with the same data flow may change.

The flow identifier is normally used to identify a particular data
flow for which the specific service (e.g., QoS) is requested from the
network. For example, a flow identifier may consist of a combination
of source IP address, destination IP address, and flow label 1in
IPv6-based networks. This flow identifier may also be used to specify
the relationship between the address information and the state
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re-establishment (e.g., Q0S-NSLP state re-establishment).

Additionally, the incoming interface may also be used for the CRN
discovery together with the unique session identifier if the CRN is
the NSIS-aware merging point of the old and new paths. If the merging
point is not NSIS-aware and can't act as a CRN, the nearest (from the
merging point) NSIS-aware node along the joined/common/unchanged path
can act as a CRN for the involved session. In this case, the incoming
interface may not be useful for the CRN discovery because the
NSIS-aware node is no longer a merging point of the old and new
paths. Therefore, 1in this case, other -identifiers (e.g., flow
identifier, MOBILITY Object, and so on) may also be needed to
discover the crossover node on the joined/common/unchanged path.

When a route change caused by mobility occurs, the CRN can be
recognized by comparing the existing session identifier with the
session identifier of the flow received from an incoming interface.
If the session identifier is still the same and the flow -identifier
or interface number has been changed, the current NSIS-aware node is
recognized as a CRN. As mentioned above, the MOBILITY object can also
be used to indicate that the MN has experienced a handover and a
route has occurred.

The CRN discovery may also be initiated during handover (i.e., before
the handover 1is completed), for instance, for fast QoS-NSLP
re-establishment or pre-establishment. However, in this case, an
efficient mechanism is needed to find a candidate CRN. For example,
after a mobility event is detected by the NTLP, the current AR may
use a candidate access router discovery (e.g., CARD [10]) protocol to
transfer the context for QoS-NSLP re-establishment immediately. After
candidate ARs are found, a context transfer mechanism (e.g., CT [9])
can be used to transfer the context including the QoS-NSLP session
information to re-establish QoS-NSLP states quickly. If an
appropriate AR is found and the context transfer is completed, a
candidate CRN can be discovered easily since the candidate CRN
discovery 1is basically the same as above.

In some cases, however, it may not be possible to use
mobility-related protocols such as CT and CARD. In this case, the MN
can initiate the CRN discovery only after it changes the point of
attachment. To expedite the discovery process, it may be useful to
transmit the peer discovery message (by the NTLP) and the first
binding update message at the same time.
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Dead Peer Discovery (DPD)

It may be possible that the CRN may be found dead before
re-establishing states on the new path or removing the old states on
the obsolete path. It is also possible that the old AR cannot
communicate with the MN (the peer node of the OAR) any longer after a
handover is initiated. Therefore, an efficient mechanism (which
should be used by the NTLP) is needed to find dead peers immediately
to minimize service interruption. This section first discusses a
possible way of finding live NSIS peers and then how to discover dead
NSIS peers.

Before the delivery of any NTLP messages, the NE (e.g., NI, NF, or
NR) first needs to launch the peer discovery (PD) mechanism which
sends a PD request message (e.g., Scout message in CASP [4]) to -its
neighboring nodes along the signaling path to detect its NSIS peer.
The transmission of PD messages by the NTLP may be separated from the
transmission of regular signaling messages since PD messages may be
difficult to protect. It is also possible to combine both types of
messages for efficiency in message delivery. For example, the
detection of an NSIS peer and establishment of a QoS-NSLP state can
be performed by sending an NSIS message.

An NE which sends a PD request message is called a PD requestor, and
an NE which receives the PD request message and sends an
acknowledgement (ACK) message is called a PD responder. Upon
receiving a PD request message, the PD responder sends an ACK. The
ACK message includes a cookie for security protection. The PD
requestor needs to check the cookie to make sure security protection.
In this way, NSIS peers can be found securely and easily.

Note that NEs may not always transmit signaling messages successfully
to its NSIS peer along the signaling path. For example, signaling
messages may not be delivered to its peer when an NF (or NR) is
temporarily or permanently disconnected from the network due to the
failure of communication links (or processors), system rebooting,
node congestion, or a mobile node's handover, causing the change of
signaling path in the network. Therefore, dead peers which are no
longer reachable should be detected. To do this, the PD requestor
periodically transmits a ferret message (i.e., a PD request message)
to its neighboring peers. The PD requestor must receive an ACK
message from its peer (i.e., the PD responder) within a certain
amount of time to determine if dits peer 1is still alive.



If the PD requestor does not receive any ACK message from the PD
responder within a certain amount of time (i.e., the PD timer
expires), the PD requestor retransmits the same PD message to the PD
responder one more time. If the PD requestor does not still receive
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any ACK message from the PD responder, the PD requestor will consider
the PD responder as a dead peer. In this case, the PD requestor will
send a new PD message to find its new peer. This rediscovery process
is actually the same as the PD mechanism described above. If the peer
node failure (due to a link or node processor failure) causes any
route change, the NTLP may need to interact with a routing protocol
to determine where to send the new PD message.

If an MN acts as an NI or NR, a route change in the network may occur
(e.g., due to handover). In this case, the old AR will find that its
peer (i.e., MN) 1is not alive any longer since it will not receive any
ACK from the MN 1in response to the periodic transmission of PD
request messages. However, in this case, the NTLP of the old AR
should not generate any error message to avoid teardown of existing
states before the CRN initiates a teardown message on the obsolete
path. The old AR can be considered as the actual last node on the old
path after the MN changes the point of attachment.

It is important to verify the correctness of PD messages for security
purposes. For example, an efficient mechanism may need to be used 1in
order to determine if the PD message has been received from the
authorized peer. If the PD request message is found to be valid, the
PD responder sends an ACK message immediately. Upon receiving the ACK
message from the PD responder, the PD requestor may need to inspect
the cookie of the received ACK message from the PD responder for
security protection.
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Interworking with Mobility Protocols

The NSIS protocol needs to efficiently handle the path change due to
mobility in order to support existing fast and seamless mobility
mechanisms although the NSIS protocol 1is not to be coupled tightly
with mobility protocols (e.g., FMIPv6, HMIPv6, or MIPv6). To do this,
the movement of an MN should be detected first by the NTLP of an MN
or AR. For example, the NTLP of an MN can detect movement with the
help of monitoring layer 2 connections, and the NTLP of an AR can
also detect movement by receiving a handover initiation message
(e.g., '"RtSolPr' message in Fast Handover for MIPv6). The NSLP -s
then triggered by the NTLP to act appropriately. For example, the
QoS-NSLP may appropriately set the MOBILITY object of an outgoing
QoS-NSLP message for fast QoS state re-establishment [24].

After receiving the information on the mobility event, the NTLP of
the AR may 1interact with a candidate access router discovery protocol
(e.g., CARD) to find an appropriate AR (an NSIS-aware node) before
the handover 1is completed. After the appropriate AR 1is discovered,
the NTLP may trigger the NSLP, and the NSLP may need to interact with
the context transfer (CT) protocol to transfer the NSLP state
information to the newly discovered AR.

After handover, the NTLP of a new AR may detect handover completion,
which can be used to minimize the service re-establishment delay and
the data packet loss. For instance, when an MN begins to transmit
first Binding Update (BU) message to its CN (or MAP 1in case of
HMIPv6), the NTLP may initiate peer discovery and send NSLP messages
at the same time to create a new state on the new signaling path for



the same signaling application.
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Security Considerations

The NTLP may rely on the security mechanisms described in [4].
Securing the NTLP can be provided by CMS which allows resource
objects and related objects defined in this document to be
encapsulated and protected by CMS. Therefore, no separate
specification within the NTLP may be necessary to describe the format
of these objects. This allows some flexibility in including protected
objects to link the authorization step of different protocols and to
transport local information within domains. The functionality
described 1in [19] and [20] can be provided without substantial
protocol modification/extensions.
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Summary

This document identified what kind of mobility functions should be
supported in the NTLP according to the mobility requirements for
future signaling protocols. Possible mobility functions for the NTLP
include interactions with the NSLP, detection of route change caused
by mobility, crossover node discovery, dead peer discovery,
interworking with mobility protocols, and so on. There are still some
issues to be addressed in further detail, including the last NSIS
node detection, crossover node discovery 1in receiver- and
sender-initiated modes, IP-in-IP encapsulation, 1interworking with
seamoby protocols, security and AAA, and etc.
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The IETF -dinvites any 1interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the IETF Executive
Director.
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document 1itself may not be modified in any way, such as by removing


https://datatracker.ietf.org/doc/pdf/bcp11

the copyright notice or references to the Internet Society or other
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