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Abstract

RFC 3552 is a useful analysis and presentation of recommendations for
   Security Considerations Sections.  Part of its content is an
   extensive analysis of, and proposed replacement for, the Security
   Considerations section of RFC 2821.  In important respects, the
   proposed replacement text may not be appropriate for this type of
   document.  It also raises some specific issues that may not be
   consistent with the consensus community of email experts about best
   practice.  Given the way it is worded, and the fact that it was
   published as a BCP document, it is plausible to consider it as an
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   Update to RFC 2821 and to consider its "example" to be normative for
   any future revision of RFC 2821 such as the work that has been
   started in [7].  Those perceptions should be definitively evaluated
   and corrected if necessary.  This document is a first step in doing
   so and also makes some specific additional suggestions about the
   handling of Security Considerations material.
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1.  Introduction

RFC 3552 [2] is a useful analysis and presentation of recommendations
   for Security Considerations Sections.  Part of its content is an
   extensive analysis of, and proposed replacement for, the Security
   Considerations section of RFC 2821 [1] (SMTP).  In important
   respects, the proposed replacement text may not be appropriate for
   the type of document that RFC 2821 represents, namely a unified
   description and collection of clarifications to a widely-deployed and
   very established protocol.  This document suggests that RFC 3552
   should have made a distinction between the intent of Security
   Considerations sections for a new protocol at or before early stages
   of deployment and a mature and widely deployed protocol.  For early-
   stage protocols, the activity of constructing a Security
   Considerations section and working through the issues involved may
   result in significant improvements to the protocol itself.  By
   contrast, for a protocol as well-established and widely deployed as
   SMTP, the security issues are, to paraphrase a discussion with one of

RFC 3552's authors, essentially what they are: the construction and
   review of a Security Considerations section is unlikely to have any
   significant impact on how the protocol is designed or operates,
   although a security analysis may be helpful in making operational
   decisions.

   The proposed replacement text may also not reflect consensus of the
   community of email experts about best practice, especially in the
   area of address-based blacklist filtering for spam.  That document
   can be interpreted as suggesting that it is reasonable to expect that
   a document specifying email transport should be required to contain
   an analysis of at least a very large fraction, and perhaps even a
   comprehensive listing, of the ways in which email could be attacked
   or misused, or how one might (reasonably or otherwise) defend against
   those attacks.

   This author believes that level of analysis would be extremely
   useful.  Considerable analysis is, however, required.  Moveover, the
   security environment for Internet applications often evolves much
   more rapidly than the applications, especially the more mature ones,
   do themselves.  This combination suggests that, at least for mature
   and widely-deployed protocols, the analysis is better prepared
   separately and placed in a document separate from the protocol
   specification itself.

   Put differently, there is unquestionably a place for complete
   security analyses of a protocol and its applications and
   implementations.  Such work is certainly valuable when it can be
   produced, but expecting such an analysis, or even a near
   approximation to it, as part of a "security considerations" section
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   -- the adequate completion of which is prerequisite to approval and
   publication of any document that comes through the IETF process-- is
   probably unwise when the base document reflects clarifications and
   document unification for a mature protocol.  A statement of known
   risks in the design and use of the protocol --or even a statement
   that the protocol is sufficiently insecure that it should be used
   only in a highly-protected and isolated environment -- is certainly
   reasonable and appropriate.  But a normative presentation and
   analysis of suggestions of some subset of ways to resist certain
   misuses of the protocol by end users might reasonably be the subject
   of other documents, and even standards, but it is inappropriate to
   require it as part of the "security considerations" section of the
   base protocol.

   Given the way RFC3552 is worded, and the fact that it was published
   as a BCP document, it is plausible to consider it as an update to RFC

2821 (i.e., replacing the Security Considerations section of that
   document) and to consider its "example" to be normative for any
   future revision of RFC 2821.  Those perceptions should be
   definitively evaluated and corrected if necessary.  This document is
   a first step in doing so and also makes some specific additional
   suggestions about the status, in practice, of RFC 3552 and the
   handling of Security Considerations material for mature and deployed
   standards.

2.  Practical Application of RFC 3552

   The author has extracted a convenience sample of a dozen,
   specifications whose principal focus was not security, approved as
   Proposed Standards in the two years since RFC 3552 was published.  If
   the documents examined were representative, they would suggest that

RFC 3552 has been generally ignored, with few if any of those
   documents meeting all of its requirements for identification of
   possible threats and discussion of proposed threat-protection
   mechanisms that would not work.  Perhaps it would be reasonable to
   conclude from this that it should be ignored in constructing the
   replacement for RFC 2821 as well.  However, since RFC 2821 is singled
   out as an example, that seems unwise and this document is supplied to
   initiate a specific discussion in the context of unfolding work up an
   update to RFC 2821 [7].  (Cf. Section 5.)

3.  Mail Principles and Security

   It is a long-standing principle of email on the Internet and
   elsewhere, and, indeed, of most postal mail systems, that the mail
   should, if at all possible, go through and that, if it does not go
   through, the failure should be indicated through established and
   standardized mechanisms.  As RFC 2821 points out, it is entirely
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   rational for mail systems to make operational exceptions to that
   principle and to, e.g., drop mail without making great efforts to
   return it, if they know they are under attack.  But the principle
   remains: rejecting, discarding, or blocking mail that cannot be
   positively identified as hostile or otherwise unwanted is generally
   considered extremely undesirable.  Indeed, doing so can create a
   security risk, since it is possible that an incorrectly-discarded
   message might contain information that was critical to the intended
   recipient.

   Consequently, while feelings often run very high about where the
   lines should be drawn, any system for mail filtering and rejection
   for other than undeliverability or known inaccessibility to the
   intended recipient must be considered a tradeoff between improved
   safety or convenience and the risk of incorrect rejections.

4.  Section by Section Analysis of the Replacement Section

Section 5 of RFC 3552 requires identifying, as a strong requirement
   (i.e., with "MUST" language as defined in [4]) the range of attacks
   that are possible on a protocol, those that are not relevant ("out of
   scope"), and what attacks it protects against.  Perhaps only because
   of the differences between new protocols and those that are mature
   and widely deployed, these requirements may not, as written be
   appropriate for SMTP.  With a protocol as old and established as
   SMTP, the security issues are generally well understood, much more so
   than with a protocol that has not yet been extensively tested by
   experience.  One way to look at this is that, for a newer protocol,
   we have Security Considerations and their influence on the design or
   applicability of the protocol itself.  For SMTP, a security analysis
   is useful and important.  Such an analysis might include suggestions
   about, e.g., the configuration of an SMTP implementation for use
   under various circumstances but is necessarily somewhat different
   from one written to describe risks and issues in a new protocol.

   Familiarity with RFC 3552 section 5, and the SMTP-specific material
   in section 6.1, is assumed in the material that follows.  The section
   numbers cited are in RFC 3552.

4.1 Section 6.1.1.1: Discussion of IDENT

   IDENT [3] is a Proposed Standard.  If one agrees with the analysis in
   3552, the appropriate action would be to deprecate IDENT, or generate
   an appropriate applicability statement about it, not to simply insert
   comments into the SMTP specification.  The text and examples of 3552
   can be read to suggest is a requirement to discuss every unfortunate
   or ineffective approach to SMTP security.  If that were to be the
   goal, then discussions on the IETF-based SMTP and anti-spam mailing
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   lists during the year preceeding July 2005 present a legion of
   opportunities, most of them more problematic than IDENT.  The IDENT
   material probably does not belong in RFC 2821, although a pointer to
   a discussion if IDENT, and a number of ideas with similar intent,
   would be entirely appropriate.

4.2 Section 6.1.1.3: Security value of disabling VRFY

RFC 3552 suggests adding a note indicating that disabling VRFY may
   not have much security value since the same information may be
   available from RCPT TO.  If this is going to be said, it should be
   associated with a more complete discussion of when VRFY does actually
   produce more information that RCPT TO, e.g., when address processing
   is deferred for the latter, as the mail specifications have permitted
   for years.  The text in the initial draft of 2821bis has been
   modified to reflect that point.  The statement and recommendation in

RFC 3552 appears to be too simplistic in this area.  So, if a
   subsection of a Security Considerations were to discuss issues with
   VRFY, it would presumably need to pick up (or point to), considerable
   material that already appears elsewhere in RFC 2821 and avoid some of
   the pitfalls identified there.

4.3 Section 6.1.1.8: Spam

RFC 3552 recommends including an extended discussion of spam-fighting
   issues in the SMTP specification, citing and expanding on [6].  The
   email-expert portion of the IETF community has repeatedly reached
   rough consensus that the base email transport and message headers and
   body specifications should be kept free of operational
   considerations, particularly those concerned with spam-fighting and
   spam-resistance, other than to note areas of the specifications in
   which exceptions can be made when operationally necessary.  The
   various efforts in the IETF and IRTF to develop anti-spam
   specifications and techniques have generally been instructed to stay
   away from modifications to the base email specifications (although
   they may, and have, created compatible extensions to them).  Yet RFC

3552 proposes to override that consensus and those agreements to
   include a spam-fighting discussion in RFC 2821 and its successors.

   Worse, the text proposed in 3552 appears to recommend "blacklisting"
   techniques of various sorts, going so far as to identify particular
   sources of blacklists.  While they were more popular a few years ago
   than they are today, it would be a significant understatement to
   suggest that these techniques are controversial in the email
   community and that there is no IETF consensus to recommend them as
   appropriate.
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4.4 Section 6.1.2: Communications Security

   In the opinion of this author, this material is quite good.  It
   belongs somewhere, but probably not in the SMTP specification.  For
   that specification, it goes fairly far into message header issues
   (normally the provence of other specifications), it explores
   difficulties in other protocols, such as the use of IPSEC, and so
   forth.  In addition, it suffers from some of the same difficulties
   discussed above in Section 4.2: if one is going to go into these
   areas in the context of SMTP, some of the discussion is insufficient
   and incomplete.

4.5  6.1.3: Denial of Service

   Again, while there is nothing wrong with this new material, it is not
   clear that it is adequate in the SMTP context.  Singling out one
   specific implementation for one of its idiosyncracies seems
   particularly inappropriate.  If one is going to examine DoS attacks
   in the SMTP context, perhaps the most important issue --certainly an
   important issue-- involves tuning of the various SMTP timeouts.  That
   is a hot topic on many discussion lists, especially those concerned
   with spam fighting, and has been for years.  Additionally, there are
   specific, standards-track, SMTP extensions (including [5], a Full
   Standard) that can be used to manage some of the issues this section
   raises (in the case of RFC 1870, the excessive disk usage problem)
   but are not mentioned in the discussion that RFC 3552 supplies.
   Where is it appropriate for the security considerations material of

RFC 2821 us stop, given the level of detail provided in other
   subsections?

4.6  Additional Material for 2821bis

   Interestingly, there are a wide range of topics that might
   appropropriately be covered in a security analysis of SMTP that the

RFC 3552 analysis odes not cover.  They include a more comprehensive
   treatment of approrpriate and inappropriate actions in dealing with
   mail that is presumed to be hostile, the among and type of logging
   and reporting that should be maintained for mesages that are dropped,
   various authentication frameworks and the problems they do and do not
   solve, and so on.  The likely extent of that material again suggests
   that it would be better placed in a separate "mail security analysis"
   document than forced into the SMTP specification.

5.  Conclusion and Recommendations

   The tone and several of the requirements imposed by RFC 3552 are
   dubious, especially when applied to documents describing mature and
   widely-deployed protocols.  For such protocols, the most likely
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   impact of strict application of 3552 as written would be to further
   discourage applicability statements, standards that consolidate prior
   work (in the case of SMTP, much of it already at a full Standard
   level), and documents created to raise the maturity level of the
   specifications, by imposing a burdensome analysis and documentation
   requirement.  We have too few of such documents as it is; they should
   be made more burdensome to create only after careful consideration by
   the community.  It is also problematic to require, as RFC 3552 can be
   interpreted as requiring, that the security considerations section of
   every protocol specification either contain a discussion of every
   other protocol that might be used with it or point to a discussion of
   that protocol that was adequate under 3552's rules.  Security
   analysis of collections of protocols is probably better left to
   stand-alone documents that can be referred to from individual members
   of the collection.

   Perhaps fortunately, the IESG has apparently ignored the requirements
   of RFC 3552 in a number of specifications it has approved for the
   standard track subsequent to 3552's publication.  Of course, that
   creates a different problem, one of having procedural BCPs that are
   approved by the IESG and then ignored (either globally or
   selectively).  It is hard to argue that such documents are BCPs at
   all, and their approval is probably indicative of a systemic problem
   in the IETF.

   At least in this author's opinion, the discussion in RFC 3552 is
   quite useful and the suggestions it makes should be given serious
   consideration.  The difficulties arise when its text --all of its
   text-- are considered normative for other specifications, especially
   specifications that describe mature and widely-deployed protocols.
   Its BCP status, and the use of strong normative requirement language
   from RFC 2119, certainly implies that it should be considered
   normative in that way and that situation probably requires some
   clarification.

6.  Security Considerations

   This document is about an effort to refine the specification for
   security considerations sections, especially in the context of
   updated descriptions for mature and widely-deployed protocols.  It
   does not, itself, have any impact on protocol security.
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