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Introduction

This document specifies an extension to the Host Identity Protocol
(HIP) [1]. The extension provides a generic means for a host to
register with a service. The service may be, for example, a HIP
rendezvous server [4] or a middlebox [5].

This document makes no further assumptions about the exact type of
service. Likewise, this document does not specify any mechanisms to
discover the presence of specific services or means to interact with
them after registration. Future documents may describe those
operations.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be dinterpreted as described in RFC 2119 [2].

Terminology

This section defines terminology used throughout the reminder of this
document. Please note that common terminology is defined elsewhere

[1].

Requester:
a host registering to a registrar and thus requesting access to a
service.

Registrar:
an entity with which requesters register. A registrar 1is a
logical part of a service, but it may also be an independent
entity and shared by a number of services.

Service:
a facility that amends the HIP capabilities or functionalities of
its requesters. Examples include firewalls that support HIP


https://datatracker.ietf.org/doc/pdf/rfc2119

traversal or rendezvous servers.

Registration:
state stored by a requester, a registrar, and a service that
indicates the relationship the requester and service have. A
registration is soft state; it has an associated finite lifetime.
Requesters can extend established registrations through refresh
operations (re-registration).

Registration Type:
an identifier that is transformable to a definition of a service.
For example, a rendezvous registration type transforms to a
rendezvous service. The registration type provides the means for
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a registrar to inform requesters about the services it represents,
whereas requesters use registration types to indicate the services
they wish register with.

3. HIP Registration Extension Overview

This document does not specify the means by which a requester
discovers the availability of a service, or how a requester locates
its registrar. After a requester has discovered a registrar, it
either initiates HIP base exchange or uses an existing HIP
association with the registrar. In both cases, the additional
parameters defined in the remainder of this document are used to
register with the service.

If registering begins with the HIP base exchange, the differences to
the standard HIP base exchange [3] are as follows:

1. A host that 1is capable and willing to act as a registrar includes
a REG_INFO parameter 1in the Rl packets it sends during base
exchanges.

2. To request registration with a service, a requester constructs
and includes a corresponding REG_REQUEST parameter in the I2
packet it sends back to the registrar.

3. At this point, the registrar tries to authenticate the requester
based on currently available information. The details of this



authentication procedure are not specified in this document. If
the requester is authorized to register for the requested
service(s), the registrar includes a corresponding REG_RESPONSE
parameter in its R2 response. If the requester is not
authorized, the registrar MUST NOT 1include the REG_RESPONSE
parameter. However, if the registrar needs further
authorization, it includes a REG_FAILED parameter with a failure
type of zero in its R2 response instead of a REG_RESPONSE
parameter.

4, If the registrar required further authorization and the requester
has more credentials to pass, the requester tries to register
with the service again after the HIP association has been
established.

If the requester reuses an existing HIP association with the
registrar, registering with a service occurs as follows:

1. A host that 1is capable and willing to act as a registrar includes
a REG_INFO parameter 1in the Rl packets it sends during base
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exchanges or later announces 7its capabilities by sending the
parameter in an UPDATE packet.

2. A requester constructs and includes a corresponding REG_REQUEST
in an UPDATE packet and sends it.

3. The registrar tries to to authenticate requester based on then
available information, as above. If the requester is authorized
to register for the requested service(s), the registrar includes
a corresponding REG_RESPONSE parameter in 1its UPDATE response.
If the registrar needs further authorization, the registrar
includes a REG_FAILED parameter with a failure type of zero in
its UPDATE response.

4. If the registrar required further authorization and the requester
has more credentials to pass, the requester tries to register
with the service again with the additional credentials.

If the requester has no HIP association established with the
registrar, it SHOULD send the REG_REQUEST already 1in the I2 packet.
This is to minimize the number of packets exchanged with the



registrar. A registrar MAY drop a HIP association that does not
carry a REG_REQUEST by including a NOTIFY with the type REG_REQUIRED
in the R2. 1In this case, no HIP association is created between the
hosts. The REG_REQUIRED notification error type is TBD.

Successful processing of a REG_RESPONSE parameter creates
registration state at the requester. 1In a similar manner, successful
processing of a REG_REQUEST parameter creates registration state at
the registrar, and possibly at the service. Both the requester and
registrar can cancel the created registration before its expiration.
The requester may also register to new services and refresh existing
registrations by re-registering with the services. These operations
occur through a REG_REQUEST/REG_RESPONSE parameter exchange carried
in a pair of UPDATE packets.
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Figure 1: A requester (RQ) registers to a registrar (R) of services

(s).

4. Parameter Formats and Processing
4.1 REG_INFO

0 1 2 3
012345678901 23456789012345678901
bttt —t—t bttt bbbttt -ttt —t—t—t—t—t—F—F—t—t—F—+—+
| Type | Length |
e Tk T S e ke e T S e S e Ik Tt r R
| Minimum Lifetime |
t—t—t—F—t—t—t—t—t—t—t—t—t—t—t—t—t—F—F—F—F—t—t—t—F—+—+—+—+—+—+—+—+
| Maximum Lifetime |
t—t—t—F—F—t—t—t—t—F—t—t—t—t—t—t—t—F—F—F—F—t—t—t—+—+—+—+—+—+—+—+—+
| Reg Type #1 | Reg Type #2 | Reg Type #n | Padding |
-ttt —F—F—t—t—t—F—t—t—t—t—t—t—t—F—F—F—F—F—t—+—F—F—+—+—+—+—+—+—+

Type 100 (for testing purposes until IANA assigns a number)
Length Length in octets, excluding Type, Length, and Padding.
Min Lifetime The minimum registration validity time (in seconds).
Max Lifetime The maximum registration validity time (in seconds).
Reg Type The registration types offered by the registrar.

Other documents will define specific values for registration types.

0-200 Reserved by IANA
201-255 Reserved by IANA for private use

Registrars include the parameter in Rl packets in order to announce

their registration capabilities. The registrar SHOULD include the
parameter in UPDATE packets when its service offering has changed.

Laganier, et al. Expires August 12, 2005 [Page 6]

Internet-Draft HIP Registration Extension February 2005

Signature protects the parameter within the R1 packets.
4.2 REG_REQUEST
(0] 1 2 3

012345678901 23456789012345678901
tod—t—t—t—d—t—t—F—t—t—t—F -ttt -ttt —F—t—F—F—F—F—F—F—F—F—+—+



| Type | Length |
t—t—t—F—t—t—t—t—t—t—t—t—t—t—t—F—t—F—F—F—F—t—t—t—F—F—+—+—+—+—+—+—+

| Lifetime |
t—t—t—F—t—t—F—F—F—t—t—t—F—F—F—F—F—F—F—F—F—F—F—Ft—F—F—F—F—F—+—+—+—+
| Reg Type #1 | Reg Type #2 | Reg Type #n | Padding |

t—t—t—t—t—t—t—t—t—t—t—F—t—t—Ft—F—t—t—Ft—F—t—t—F—F—t—F—F—F—+t—F—+—+—+

Type 102 (for testing purposes until IANA assigns a number)
Length Length in octets, excluding Type, Length, and Padding.
Lifetime The registration validity time (in seconds).

Reg Type The preferred registration types 1in order of preference.

Other documents will define specific values for registration types.

0-200 Reserved by IANA
201-255 Reserved by IANA for private use

A requester includes the REG_REQUEST parameter 1in I2 or UPDATE
packets to register with a registrar's service(s). If the
REG_REQUEST parameter is in an UPDATE packet, the registrar SHOULD
NOT modify the registrations of registration types which are not
listed in the parameter. Moreover, the requester SHOULD NOT -include
the parameter unless the registrar's I1 packet or an earlier received
UPDATE packet has contained a REG_INFO parameter with the requested
registration types.

The REG_REQUEST parameter in the I2 packet MUST be protected by a

signature. The requester SHOULD support inclusion of multiple
instances of the REG_REQUEST parameter in 1its I2 packets.
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4.

3

REG_RESPONSE

0] 1 2 3

0 1234567890123 456789012345678901
t—t—t—F—t—t—t—F—F—F—t—F—F—F—t—t—F—F—F—F—F—F—F—F—F—F—F—Ft—F—F—F—+—
| Type | Length
t—t—t—F—t—t—t—F—F—t—t—F—F—F—F—t—F—F—F—F—F—F—F—F—F—F—F—Ft—F—F—F—+—
| Lifetime
t—t—t—F—d—t—t—F—F—F—t—F—F—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—
| Reg Type #1 | Reg Type #2 | Reg Type #n | Padding
s e T T i Tt s s T Tt S e e R Tt St At Tl S

+— + — + — +

Type 104 (for testing purposes until IANA assigns a number)
Length Length in octets, excluding Type, Length, and Padding.
Lifetime The granted registration validity time (in seconds).

Reg Type The granted registration types in order of preference.

Other documents will define specific values for registration types.

0-200 Reserved by IANA
201-255 Reserved by IANA for private use

The registrar SHOULD include the REG_RESPONSE parameter in its R2 or
UPDATE packet only if a registration has successfully completed.

The registrar SHOULD be able to process and reply with separate
REG_RESPONSE parameters to multiple instances of the REG_REQUEST
parameters in incoming I2 and UPDATE packets.
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4.4 REG_FAILED
(0] 1 2 3
012345678901 23456789012345678901
t—t—t—F—t—t—t—t—t—F—t—t—t—t—Ft—F—t—F—F—F—F—t—t—t—F—F—F—+—+—+—+—+—+
| Type | Length |
t—t—t—F—F—F—F—F—F—t—F—F—t—F—F—F—F—F—F—F—F—F—F—+—F—F—F—F+—F—F—+—+—+
| Failure Type | Reg Type #1 | Reg Type #n | Padding |
t—t—t—F—F—F—F—F—F—t—F—F—t—Ft—F—F—F—F—F—F—F—F—F—+—Ft—F—t+—Ft—F—F—+—+—+
Type 106 (for testing purposes until IANA assigns a number)
Length Length in octets, excluding Type, Length, and Padding.
Failure Type Reason for failure.
Reg Type The registration types that failed with the specified
reason.

[

Other documents will define specific values for registration types.

0-200 Reserved by IANA
201-255 Reserved by IANA for private use

A failure type of zero means a registrar needs more credentials to
authorize a requester to register with the registration types listed
in the parameter. Other failure types than zero have not been
defined.

The registrar SHOULD 1include the REG_FAILED parameter in its R2 or
UPDATE packet if registering with registration types listed has not
completed successfully and a requester is asked to try again with
additional credentials.

Establishing and Maintaining Registrations

Establishing and/or maintaining a registration may require additional
information not available 1in the transmitted REG_REQUEST or
REG_RESPONSE parameters. Therefore, registration type definitions
MAY define dependencies for HIP parameters that are not defined 1in
this document. Their semantics is subject to the specific
registration type specification.

The minimum lifetime both registrars and requesters MUST support is
10 seconds, while they SHOULD support a maximum lifetime of 120
seconds, at least. [Comment.1]



A zero lifetime is reserved for cancelling purposes. Requesting a
zero lifetime for a registration type equals to cancelling the
registration of that type. A requester MAY cancel a registration
before it expires by sending a REG_REQ to the registrar with a zero
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lifetime. A registrar SHOULD respond and grant a registration with a
zero lifetime. The requester SHOULD prepare 1itself to the cancelling
as the registered service can cancel the registration before the
requester receives and processes a REG_RESP parameter acknowlegding
the cancellation. A registrar (and an attached service) MAY cancel a
registration before it expires, at its own discretion. However, if
it does so, it SHOULD send a REG_RESPONSE with a zero lifetime to all
registered requesters.

Security Considerations

The security aspects of the HIP registration protocol are currently
being investigated.

IANA Considerations

IANA has assigned the HIP parameter type numbers TBD to the
registration parameter types and the notification error type number
TBD to REG_REQUIRED notification error.

IANA needs to open a new registry for registration types. No types
are defined in this document.
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