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Abstract

In the current IP version 4 Internet, many organizations that are not
Internet Service Providers are still getting their Internet
connectivity through multiple providers by having address space that
are announced via multiple paths. This is commonly referred to as
multihoming. For the IP version 6 Internet, there have long been a
debate as to how to achieve the same effect. This document addresses
these issues by highlighting some of the current policies and how
these can be used to achive multihoming for IP version 6 connected
networks.
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Introduction

Traditionally Internet Service Providers or ISPs have had multiple
connections from their own network that is servicing customers to the
rest of the Internet. 1In order to achive this, they have been
allocated blocks of IP addresses that are unique to them. These
blocks are allocated based on the need an ISP can justify to the
Regional Internet Registrys, or RIRs, that are handling the
allocations. Many enterprises have adopted the same technique with
multiple connections to the rest of the world for a number of reasons
such as 1increased redundancy, load sharing or simply costs of
connections. For this they have also applied for similar blocks an
their own AS numbers just as the ISPs use today. This document how
the organizations that today are multihoming in IPv4 can achieving
the same thing with the the current policies of IPv6 networks.
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Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", '"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" 1in this
document are to be interpreted as described in RFEC 2119 [1].


https://datatracker.ietf.org/doc/pdf/rfc2119

Lindgvist Expires June 1, 2003 [Page 3]

Internet-Draft IPv6 Multihoming December 2002

3. Network requirements

In order to make use of the methods for achiving multihoming as
described in this document, the network wishing to multihome in the
IPv6 Internet will need to have obtained a block of IPv6 addresses,
have multiple network connections either natively or through some
transition or tunneling technique. The network must also be running
the Border Gateway Protocol version 4 [2] with the BGP Multiprotocol
Extensions [3] on their border routers. How do this with IPv6 ds
described in [4].
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Obtaining IPv6 addresses

Networks that are registered as Local Internet Registries, or LIRs,
should apply for a IPv6 delegation from their respective RIR.
Networks that are not registered as LIRs should apply for IPv6
addresses from their network service provide. In the case of already
existing multiple service providers, only one of the should allocate
a address block to be used for multihoming with longer prefix
announcements. The allocations currently being made to LIRs are 32
bit long prefixes and allocations made to end-sites are currently 48
bit prefixes.
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5. Announcing a longer prefix
5.1 Description of procedure

The first step in order to achive the multihoming solution is
establish an exchange of routing information using BGP to all the
upstream providers of the network. These upstreams SHOULD accept a
prefix length of 48 bits from their peers, and SHOULD NOT aggregate
these routes. For the provider that have allocated the addresses to
the network this is especially important. The multihomed network
should configure it's border routers to announce the prefix it have
received from one of 1it's providers to all it's peers. If these
providers will accept the prefix is a business relationship between
the multihomed network and their upstream providers. This will have



the affect that in the global routing table at least two paths for
the multihomed network will be visible. One is the aggregate route
representing the block allocated to the same ISP from where the
multihomed network have received their IPv6 address block, the other
route is a more specific route with a path through one of the
upstreams of the multihomed network. There are a number of
considerations that a network that wishes to use the approach needs
to make. This approach does not have a long term scaling effect and
will at some point in the future be abandoned.

5.2 Reasoning of model

The first advantage of this model is that it gives a jump start
mechanism to the problem of multihoming that have often been quoted
as one of the main reasons as to why not IPv6 1is deployed in the
enterprise environment. Giving the enterprises a way to handle this
will prove that claim either false or right. the second advantage of
this model 1is that it does not require the implementation of any sort
to the 1installed base of equipment. The third advantage of this
model is that this mirrors existing operating practices in the IPv4
world. This is likely to lead to easier general adoption. However,
this is also the largest point of concern with this model. This
model will without doubt not scale for a widespread adoption so the
growth rate of the routing table and the predictions of the growth
needs to be monitored carefully. This model does however provide for
mechanisms to control this as described below. This might be enough
of concern for some enterprises to stay way from IPv6, but it does at
least give them a way to start out with the technology and mirror the
their existing network functions.

5.3 What this model does not give you

The reasons for going to mutlihoming is many. Mostly these are for
traffic flow purposes, being either resiliency or the ability to
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better control how the traffic reaches the enterprise. Another
popular reason in the IPv4 Internet have also been the fact that you
with a multihoming setup would get so called Provider Independent
addresses. These PI addresses are allocated directly from the RIRs
to the enterprise. This means that a enterpise will keep the same
the addresses even through a shift of ISPs as their upstreams. This
model does not address this issue, and will not allow for address



allocations outside the generally adopted allocation rules of the
RIRs.
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6. Effects on the growth of the current routing table
6.1 Aggregation effects with the current allocation policies

In the IPv4 Internet routing table, also know as the Default Free
Zone, there 1is currently around 125 000 routes announced with around
14000 originating AS:es, of which 1500 ASes are providing transit.

In recent years the routing table for the default free zone have
grown tremendously. The reasons for this growth is still unknown,
but reasons might be a mix of many new providers with a lower level
of routing knowledge announcing larger allocations blocks as many
more specifics, and the economic upswing around Internet based serves
(the so called dot com bubble). More recently the growth seems to
have slowed down though. This could indicate that the interest in
multihoming have decreased and that operating practices have
improved. With the proposal for multihoming IPv6 as described 1in
this document, the potential for the same routing table growth
explosion as we have today exists. However, given that the current
allocation blocks to ISPs are blocks with 32 bit long prefixes, one
of these blocks will fit the current address assignments of most
ISPs. This means that the routing table will be inherently small to
start with. Even if all ASes that are active today where to announce
IPv6 address space, it would only be around 14 000 routes. Almost
90% less of the current routing table. This means that we have quite
a lot of breathing space before we starting running into the same
scalability problems as today. This is due to the current
allocations. Doing multihoming by announcing longer prefixes out of
allocated blocks will make the routing larger but looking at the
current amount of multihomed networks, this should not pose a
problem.

6.2 Scaling back an explosion 1in routing table growth

In the case this method of achiving mutlihoming is in so wide use
that is starts to pose a problem, or that the routing table size 1in
combination with the 1dincreased prefix length of IPv6 starts causing a
problem, this model can be backed out from by simply reducing the
length of prefixes that have to be accepted. Backing out will pose
the problem that sites using this model today will no longer be able
to multihome. However, given what we today know of the routing table
growth this should not be a problem before the time where we should
have other solutions for multihoming.
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Security considerations

Using this approach, networks need to take care not to announce their
prefixes in such a way that they generate asymmetric traffic flows.
Traffic following asymmetrical paths might get blocked by so called
strict Reverse Path Forwarding (RPF) checks. These checks are
implemented in routers and will make sure that the source address of
a packet arriving on an 1interface also have a route to the source
address through that 1interface. RPF checks are implemented in order
to help block address spoofing. Longer prefix multihoming SHOULD NOT
be used as an excuse to disable RPF checks.
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others, and derivative works that comment on or otherwise explain it
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document 1itself may not be modified in any way, such as by removing
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developing Internet standards in which case the procedures for
copyrights defined in the Internet Standards process must be
followed, or as required to translate it into languages other than
English.

The limited permissions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This document and the information contained herein is provided on an



"AS IS" basis and THE INTERNET SOCIETY AND THE INTERNET ENGINEERING
TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION
HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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