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Abstract

This document specifies the operation of RADIUS (Remote

Authentication Dial In User Service) when run over IPv6 as well as
the RADIUS attributes used to support IPv6 network access.
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3.

3.

Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

Introduction

This document specifies the operation of RADIUS [RFC2865], [RFC2866],
[RFC2867], [RFC2868], [RFC2869] over IPv6 [RFC2460] as well as the
RADIUS attributes used to support IPv6 network access.

Note that a NAS sending a RADIUS Access-Request may not know a-priori
whether the host will be using IPv4, IPv6, or both. For example,
within PPP, IPVv6CP [REC5072], [REC5172] occurs after LCP, so that
address assignment will not occur until after RADIUS authentication
and authorization has completed. Similarly, the DHCP exchange occurs
after PPP is fully setup.

Therefore it is presumed that the IPv6 attributes described in this
document MAY be sent along with IPv4-related attributes within the
same RADIUS message and that the NAS will decide which attributes to
use. The NAS SHOULD only allocate addresses and prefixes that the
client can actually use, however. For example, there is no need for
the NAS to reserve use of an IPv4 address for a host that only
supports IPv6; similarly, a host only using IPv4 or 6to4 [REC3056]
does not require allocation of an IPv6 prefix.

The NAS can provide IPv6 access natively, or alternatively, via other
methods such as IPv6 within IPv4 tunnels [RFC4213] or 6over4
[REC2529]. The choice of method for providing IPv6 access has no
effect on RADIUS usage per se, although if it is desired that an IPv6
within IPv4 tunnel be opened to a particular location, then tunnel
attributes should be utilized, as described in [RFC2867], [RFC2868].

Attributes
1. NAS-IPv6-Address

This Attribute indicates the identifying IPv6 Address of the NAS
which is requesting authentication of the user, and SHOULD be unique
to the NAS within the scope of the RADIUS server. The NAS-IPv6-
Address Attribute is only used in Access-Request packets. The NAS-
IPv6-Address and/or NAS-IP-Address MAY be present in an Access-
Request packet; however, if neither attribute is present then NAS-
Identifier MUST be present.
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A summary of the NAS-IPv6-Address Attribute format is shown below.
The fields are transmitted from left to right.

0 1 2 3
012345678901234567890123456789601
+-t-F-F-t-F-t-t-F-t-F-t-F-F-t-F-t-F-F-F-F-t-F-F-F-F-t-F-F-+-+-+
| Type | Length | Address
+ot-t-F-F-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
Address (cont)
+-t-F-d-t-F-t-t-t-t-F-t-t-F -ttt -t -ttt -F-F-F-t-F-F-F-+-+
Address (cont)
+ot-t-F-t-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+
Address (cont)
kT R e e R e ol T e e R S e e st sk L S P S S
Address (cont) |
+ot-t-F-F-t-t-t-t-F-t-F-F-F-+-+-+

Type

95 for NAS-IPv6-Address
length

18
Address

The Address field is 16 octets in length and contains the IPv6
address of the NAS.

3.2. Framed-Interface-Id

This Attribute indicates the IPv6 interface identifier to be
configured for the user. It MAY be used in Access-Accept packets.
If the Interface-Identifier IPv6CP option [RFC2472] has been
successfully negotiated, this Attribute MUST be included in an
Access-Request packet as a hint by the NAS to the server that it
would prefer that value. It is recommended, but not required, that
the server honor the hint.

A summary of the Framed-Interface-Id Attribute format is shown below.
The fields are transmitted from left to right.
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0 1 2 3
012345678901234567890123456789601
tot-t-t-t-t-t-t-t-t-t-t-t-F-F-FoF-F-t-t-t-t-t-t-F-F-F-F-F-F+-+-+-+

| Type | Length | Interface-Id
+ot-t-F-F-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
Interface-Id (cont)
tot-t-F-F-t-t-t-t-t-F-t-F-F-F-F-F-F-t-t-t-F-F-t-F-F-F-F-F-F+-+-+-+
Interface-Id (cont) |
ek e T NP N R R SR S S S S

Type

96 for Framed-Interface-Id
Length

10
Interface-Id

The Interface-Id field is 8 octets in length anf contains the
Interface-Id negotiated during IPvV6CP.

3.3. Framed-IPv6-Prefix

This Attribute indicates an IPv6 prefix (and corresponding route) to
be configured for the user. It MAY be used in Access-Accept packets,
and can appear multiple times. It MAY be used in an Access-Request
packet as a hint by the NAS to the server that it would prefer these
prefix(es), but the server is not required to honor the hint. Since
it is assumed that the NAS will plumb a route corresponding to the
prefix, it is not necessary for the server to also send a Framed-
IPv6-Route attribute for the same prefix.

A summary of the Framed-IPv6-Prefix Attribute format is shown below.
The fields are transmitted from left to right.
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0 1 2 3
012345678901234567890123456789601
tot-tot-t-t-tot-t-t-tot-t-totot-t-totot-t-tot-t-t-toF-F-t-t-F-+-+
| Type | Length | Reserved | Prefix-Length |
+ot-t-F-F-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
Prefix
tot-tot-t-totot-tototot-tototototototot-totot-t-totot-t-t-F-F-+-+
Prefix
b ks e e e S e S S S e R R i s
Prefix
s e o s e T e S L e e e s s S
Prefix
+-t-t-F-t-F-t-F-F-t-t-t-F-F-t-F-F-F-F-t-F-F -t -F bttt -F-F-F-+-+

Type

97 for Framed-IPv6-Prefix
Length

At least 4 and no larger than 20.
Reserved

This field, which is reserved and MUST be present, is always set
to zero.

Prefix-Length

The length of the prefix, in bits; at least © and no more than
128.

Prefix

The Prefix field is up to 16 octets in length. Bits outside of
the Prefix-Length, if included, must be zero.

3.4. Login-IPv6-Host

This Attribute indicates the system with which to connect the user,
when the Login-Service Attribute is included. It MAY be used in
Access-Accept packets. It MAY be used in an Access- Request packet
as a hint to the server that the NAS would prefer to use that host,
but the server is not required to honor the hint.

A summary of the Login-IPv6-Host Attribute format is shown below.
The fields are transmitted from left to right.
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0 1 2 3
©012345678901234567890123456789601
tot-t-t-t-t-F-F-t-t-t-t-t-t-t-F-F-F-F-F-F-F-t-t-t-F-t-F-F-F-+-+-+

| Type | Length | Address

+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
Address (cont)

tot-t-t-t-F-F-F-t-t-t-t-t-t-F-F-F-F-F-F-F-F-t-t-F-F-F-F-F-F-+-+-+
Address (cont)

B T S I e o o ot S S S S S S S T S S S S
Address (cont)
+ot-t-t-t-F-F-F-t-t-t-t-t-t-F-F-F-F-F-F-F-F-F-t-F-F-F-F-F-+-+-+-+

Address (cont) |
+od-t-t-t-F-F-t-F-t-F-F-F-F+-+-+-+

Type

98 for Login-IPv6-Host
Length

18
Address

The Address field is 16 octets in length. The value
OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF indicates that the NAS SHOULD
allow the user to select an address or name to be connected to.
The value 0 indicates that the NAS SHOULD select a host to connect
the user to. Other values indicate the address to which the NAS
SHOULD connect the user.

Framed-IPv6-Route

This Attribute provides routing information to be configured for the
user on the NAS. It is used in the Access-Accept packet and can
appear multiple times.

A summary of the Framed-IPv6-Route Attribute format is shown below.
The fields are transmitted from left to right.

(0] 1 2
0123456789061 234567890123
e S S S S Sy gy g
| Type | Length | Text. ..
FototototototototototototoFototototototototot-t-
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Type

99 for Framed-IPv6-Route

Length

>= 3

Text

The Text field is one or more octets, and its contents are
implementation dependent. The field is not NUL (hex 00)
terminated. It is intended to be human readable and MUST NOT
affect operation of the protocol.

For IPv6 routes, it SHOULD contain a destination prefix optionally
followed by a slash and a decimal length specifier stating how
many high order bits of the prefix to use. That is followed by a
space, a gateway address, a space, and one or more metrics
(encoded in decimal) separated by spaces. Prefixes and addresses
are formatted as described in [RFC2373]. For example, "2001:db8:
0:106::/64 2001:db8:106:a00:20ff:fe99:a998 1". Whenever the
gateway address is the IPv6 unspecified address the IP address of
the user SHOULD be used as the gateway address. The unspecified
address can be expressed in any of the acceptable formats
described in [RFC2373]. For example, "2001:db8:0:106::/64 :: 1".

Framed-IPv6-Pool

This Attribute contains the name of an assigned pool that SHOULD be
used to assign an IPv6 prefix for the user. If a NAS does not
support multiple prefix pools, the NAS MUST ignore this Attribute.

A summary of the Framed-IPv6-Pool Attribute format is shown below.
The fields are transmitted from left to right.

(0] 1 2
012345678901 234567890123
tot-t-t-F-t-t-t-t-t-t-F-F-F-F-F-F-F-F-t-+-+-+-+-+

| Type | Length | String...
B e s st s s S S Ry R S S S

Type

100 for Framed-IPv6-Pool


https://datatracker.ietf.org/doc/html/rfc2373
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Length
>= 3
String

The string field contains the name of an assigned IPv6 prefix pool
configured on the NAS. The field is not NUL (hex 00) terminated.

3.7. IPv6-Address Attribute

This Attribute indicates an IPv6 Address that is assigned to the
uplink of the user equipment. It MAY be used in Access-Accept
packets, and can appear multiple times. It MAY be used in an Access-
Request packet as a hint by the NAS to the server that it would
prefer these IPv6 address(es), but the server is not required to
honor the hint. Since it is assumed that the NAS, when necessary
will add a route corresponding to the address, it is not necessary
for the server to also send a host Framed-IPv6-Route attribute for
the same address.

A summary of the IPv6-Address Attribute format is shown below. The
fields are transmitted from left to right.

0 1 2 3
©12345678901234567890123456789601
tot-t-t-t-F-F-F-t-t-t-t-t-t-F-F-F-F-F-F-F-F-t-t-F-F-F-F-F-F-+-+-+

| Type | Length | Address

B T S I e o o ot S S S S S S S T S S S S
Address (cont)

+ot-t-t-t-F-F-F-t-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
Address (cont)

B T e n b e e T e el e T P P Sy S S S
Address (cont)
tot-t-t-t-F-F-F-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-t-F-F-F-F-F-F-+-+-+

Address (cont) |
+od-t-t-t-F-F-t-F-t-t-F-F-F-+-+-+

Type
x for IPv6-Address
Length

18
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Address
The Address field contains a 128-bit IPv6 address.
3.8. IPv6-DNS-Server-Address

The IPv6-DNS-Server-Address Attribute contains the IPv6 address of a
DNS server. This attribute MAY be included multiple times in both
Access-Accept and Accounting-Request packets.

A summary of the IPv6-DNS-Server-Address Attribute format is given
below. The fields are transmitted left to right.

0 1 2 3
012345678901 23456789012345678901
tot-t-t-t-F-F-F-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-t-F-F-F-F-F-F-+-+-+

| Type | Length | Address

B T n s o T e e T e e E ek Sk S S S S A
Address (cont)

+ot-t-t-t-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+
Address (cont)

Bk T e S R e s o R e S e e e e R Ik EE T L S P S
Address (cont)
+ot-t-t-t-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+

Address (cont) |
Fotot-t-t ottt tot-t-t-t-+-+

Type
y for IPv6-DNS-Server-Address
Length
18
Address
The 128-bit IPv6 address of a DNS server.
3.9. Table of attributes

The following table provides a guide to which attributes may be found
in which kinds of packets, and in what quantity.
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[

o

o

Request Accept Reject Challenge Acct-Req # Attribute

0-1 0 0] 0 0-1 95 NAS-IPv6-Address

0-1 0-1 0] 0] 0-1 96 Framed-Interface-Id

0+ 0+ 0] 0] 0+ 97 Framed-IPv6-Prefix

0+ 0+ 0 0 0+ 98 Login-IPv6-Host

0] 0+ 0] 0 0+ 99 Framed-IPv6-Route

0] 0-1 0] 0] 0-1 100 Framed-IPv6-Pool

0+ 0+ 0] 0] 0+ X IPv6-Address

0+ 0+ 0] 0 0+ y IPv6-DNS-Server-Address

Diameter Considerations

Since the Attributes defined in this document are allocated from the
standard RADIUS type space (see Section 6), no special handling is
required by Diameter entities.

Security Considerations

TBD

IANA Considerations

This document requires the assignment of two new RADIUS attribute
numbers for the following attributes:

o IPv6-Address
o0 IPv6-DNS-Server-Address
IANA should allocate these numbers from the standard RADIUS

Attributes space using the "IETF Review" policy [RFC5226].
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