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Abstract

This document proposes defines a new mechanism for discovering
Kerberos services using DNS. This new mechanism extends the
mechanism already defined in Kerberos V5 [RFC4120] and has four
goals. First, reduce the number of DNS queries required to discover
a Kerberos KDC. Second, provide DNS administrators more control over
client behavior. Third, provide support for discovery of the MS-
KKDCP transport. Fourth, define a discovery procedure for Kerberos
password services.

Status of This Memo

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
working documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress."

This Internet-Draft will expire on September 6, 2015.
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to this document. Code Components extracted from this document must

include Simplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Simplified BSD License.
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Introduction

Section 7.2.3 of Kerberos V5 [RFEC4120] defines a procedure for
discovering a KDC based on DNS SRV records. This method has three
drawbacks. First, two DNS queries are required to locate a single
service (one for UDP and one for TCP). Second, specifying UDP and
TCP in separate records means that the DNS administrator has no
control over client preferences for TCP or UDP. Third, any new
transports for reaching the KDC (such as MS-KKDCP) will require new
records and additional DNS queries.
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The Kerberos Password [RFC3244] protocol has no defined procedure for
discovery similar to the KDC method described above. Implementations

have largely chosen a similar method to section 7.2.3 of Kerberos V5

[REC4120], inheriting the same drawbacks outlined above.

This RFC defines two new URI DNS records [I-D.faltstrom-uri]; one
each for KDC and Kerberos Password service discovery.

Document Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",

"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this

document are to be interpreted as described in RFC 2119 [RFC2119].
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Realm to Domain Translation

This document does not define a new mechanism for translating
Kerberos realms to DNS domains. The existing mechanism as defined in
section 7.2.3.1 of Kerberos V5 [RFC4120] MUST be followed.

Required URI Formats

The following URI formats MUST be supported by clients. These
formats indicate support for the standard UDP and TCP transports.
The port number is optional. If the port is not specified, the
client MUST default to the standard port of the service.
udp://host[:port]

tcp://host[:port]

Optional URI Formats

The following URI formats MAY be supported by clients.

.1. MS-KKDCP

These URIs indicate support for the MS-KKDCP [MS-KKDCP] protocol.

The port number is optional. If the port is not specified, the
client MUST default to the standard port of the service. The path is
also optional. If the path is not specified, the client MUST default
to '/'. Please note that this differs from the default path
specified in section 2.1 of MS-KKDCP [MS-KKDCP].

http://host[:port][path]

https://host[:port][path]

Kerberos V5 KDC Service Discovery

In order to discover a KDC service location, the client MUST query

the following URI DNS [I-D.faltstrom-uri] record (REALM indicates the
translation of the Kerberos realm to a DNS domain):

_kerberos.REALM

TTL, Class, URI, Priority, Weight and Target have the standard
meanings as defined in RFC 2782 [REC2782] and the URI DNS record type
[I-D.faltstrom-uri]. Target SHOULD contain one of the URI formats
specified in this document.
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Kerberos Password Service Discovery

In order to discover a password service location, the client MUST
query the following URI DNS [I-D.faltstrom-uri] record (REALM
indicates the translation of the Kerberos realm to a DNS domain):

_kpasswd.REALM

TTL, Class, URI, Priority, Weight and Target have the standard
meanings as defined in RFC 2782 [RFC2782] and the URI DNS record type
[I-D.faltstrom-uri]. Target SHOULD contain one of the URI formats
specified in this document.

Relationship to Existing Mechanism

If an existing discovery protocol is supported by a client, the
client SHOULD perform the URI lookup as defined in this document
first. If no URI record is found, the client MAY attempt discovery
using another protocol.
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