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Draft directory to learn the current status of this or any other
Internet Draft.

Distribution of this memo is unlimited.
Introduction

The Internet community has begun to address matters of security.
Recent standards, including version 2 of SNMP [GM93], and version 6
of IP [Atk94] have explicit requirements for an authentication
mechanism. Both require used of a keyed message-digest algorithm,
MD5 [Riv92]. Both require a key size of 128-bits. A 128-bit key,
while sufficiently strong, is hard for most people to read, remember,
and type 1in.

A Solution Already Exists

The S/Key(tm) one-time password system [Hal94] uses MD4 (and now MD5,
as well) to compute one-time passwords. It takes the 128-bit result
of MD4 and collapses it to a 64-bit result. Despite the size
reduction, 64-bit one-time passwords are still difficult for ordinary
people to remember and enter. The authors of S/Key devised a system
to make the 64-bit one-time password easy for people to enter.

Their didea was to transform the password into a string of small
English words. English words are significantly easier for people to
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both remember and type. The authors of S/Key started with a
dictionary of 2048 English words, ranging in length from one to four
characters. The space covered by a 64-bit key (2764) could be
covered by six words from this dictionary (27266) with room remaining
for parity. For example, an S/Key one-time password of hex value:

EB33 F77E E73D 4053
would become the following six English words:
TIDE ITCH SLOW REIN RULE MOT
The Proposal

The code (see Appendix A) which S/Key uses to convert 64-bit numbers
to six English words contains two primitives which perform
conversions either way. The primitive btoe(char *engout,char xc)
takes a 64-bit quantity referenced by c and places English words 1in
the string referenced by engout. The primitive etob(char *out,char
*e) performs the opposite with an 1input string of English words
referenced by e, and by placing the 64-bit result into the buffer
referenced by out.

The aforementioned primitives can be applied to both halves of a
128-bit key, or both halves of a string of twelve English words. Two
new primitives (see Appendix B), key2eng(char xengout,char xkey) and
eng2key(char xkeyout,char *eng) serve as wrappers which call the
S/Key primitives twice, once for each half of the 128-bit key or
string of twelve words.
For example, the 128-bit key of:
CCAC 2AED 5910 56BE 4F90 FD44 1C53 4766

would become

RASH BUSH MILK LOOK BAD BRIM AVID GAFF BAIT ROT POD LOVE
Likewise, a user should be able to type in

TROD MUTE TAIL WARM CHAR KONG HAAG CITY BORE O TEAL AWL

as a key, and the machine should make the translation to:



EFF8 1F9B FBC6 5350 920C DD74 16DE 8009

If this proposal is to work, it 1is critical that the dictionary of
English words does not change with different implementations. A
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freely redistributable reference implementation is given 1in
Appendices A and B.

Security Considerations

This document recommends a method of representing 128-bit keys using
strings of English words. Since the strings of English words are
easy to remember, people may potentially construct easy-to-guess
strings of English words. With easy-to-guess strings comes the
possibility of a sentential equivalent of a dictionary attack. 1In
order to maximize the strength of any authentication mechanism that
uses 128-bit keys, the keys must be sufficiently obscure. 1In
particular, people should avoid the temptation to devise sentences.
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Appendix A - Source for S/Key 8-bytes to/from Words Routines (put.c)

/* This code originally appeared in the source for S/Key, available in the
directory
ftp://thumper.bellcore.com/pub/nmh

*

* %

>*

It has been modified only to remove explicit S/Key references.

*/

#include <stdio.h>
#include <string.h>
#include <assert.h>
#include <ctype.h>

#ifdef __STDC__
#define __ARGS(x) x
#else

#define __ARGS(x) ()
#endif

static unsigned long extract __ARGS((char *s,int start,int length));
static void standard ARGS ((char x*word));

static void insert __ARGS((char *s, int x, int start, int length));

static int wsrch __ARGS((char #*w,int low,int high));

/* Dictionary for integer-word translations x/

char Wp[2048][4] = {

IIAII’ IIABEII’ IIACEII’ IIACTII’ IIADII’ IIADAII’ IIADDII, IIAGOII’ IIAIDII’ IIAIMII’ IIAIRII’
HALLH, HALPH, HAMH’ "AMY", HANH’ HANAH’ HANDH, "ANN", HANTH’ "ANY", HAPEH’


ftp://thumper.bellcore.com/pub/nmh

HAPSH, HAPTH, HARCH’ HAREH, HARKH’ HARMH’ HARTH’ HASH, HASHH’ HASKH’ HATH’
HATEH, HAUGH, HAUKH’ HAVEH’ HAWEH, HAWKH’ HAWLH’ HAWNH, HAXH’ HAYEH’ HBADH’
HBAGH, HBAHH, HBAMH, HBANH’ HBARH’ HBATH’ HBAYH’ HBEH’ HBEDH, HBEEH, HBEGH’
HBENH’ "BETH, HBEYH, HBIBH’ HBIDH’ HBIG"’ HBINH’ HBITH’ "BOBH’ "BOGH’ HBONH,
HBOOH’ "BOPH, HBOWH, HBOYH, HBUBH’ HBUD"’ HBUGH’ "BUMH’ "BUNH’ HBUSH’ HBUTH’
HBUYH, "BYH’ HBYEH, HCABH, HCALH’ HCAMH, HCANH, HCAPH, HCARH’ HCATH’ "CAWH,
HCODH, HCOGH, HCOLH’ HCONH, HCOOH, HCOPH, HCOTH, HCOWH, HCOYH, HCRYH’ HCUBH’
HCUEH, HCUPH, HCURH’ HCUTH, HDABH, HDADH, HDAMH, HDANH, HDARH, HDAYH, HDEEH,
HDELH, HDENH’ HDESH, HDEWH, HDIDH, HDIEH, NDIGH, HDINH, HDIPH, HDON, HDOEH,
HDOGH, HDONH, HDOT", HDOWH, HDRYH, HDUBH’ NDUDH’ HDUEH, HDUGH, HDUNH, HEAR",
HEATH, "EDN’ HEELH, HEGGH, HEGOH, NELIH, HELKH’ HELMH, HELYH, HEMH, HENDH,
HESTH’ HETCH, HEVAH, HEVEH’ HEWEH’ HEYEH, HFADH, HFANH, HFARH’ HFATH, HFAYH,
HFEDH, HFEEH, HFEWH, HFIBH’ HFIGH’ HFINH’ HFIRH’ HFITH’ HFLOH’ HFLYH’ HFOEH’
HFOGH, HFORH, HFRYH’ HFUMH, HFUNH’ HFURH’ HGABH’ HGADH’ HGAGH, HGALH’ HGAMH’
HGAPH’ HGASH, HGAYH’ HGEEH’ HGELH’ HGEMH’ HGETH’ HGIGH, HGILH, HGINH, HGOH’
HGOTH’ HGUMH’ HGUNH, HGUSH’ HGUTH’ HGUYH’ HGYMH’ HGYPH’ HHAH’ HHADH, HHALH’
HHAMH’ "HANH, HHAPH, HHASH’ HHATH’ HHAW"’ HHAYH’ HHEH’ "HEMH, HHENH’ HHERH’
HHEWH’ "HEYH, HHI", HHID", HHIMH’ HHIPH’ HHISH’ "HITH’ HHOH, HHOBH, HHOCH’
HHOEH, HHOGH, HHOPH’ "HOTH, HHOWH, HHUBH, HHUEH, HHUGH, HHUHH, HHUMH’ HHUTH’
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HIH’ HICYH, HIDAH, HIFH’ HIKE", HILLH’ HINKH, HINNH’ "IOH, HIONH’ HIQ", HIRAH,
HIREH, HIRKH, HISH, HIT", HITSH, HIVY", HJABH, HJAGH, HJAMH’ "JANH, HJARH,
HJAWH, HJAYH, HJETH’ HJIGH, HJIMH, ”JO", HJOBH, HJOEH, HJOGH, HJOTH, "JOY",
HJUGH, HJUTH, HKAYH, HKEGH, HKENH, HKEYH, NKIDH, HKIMH, HKINH, HKITH, HLAH,
HLABH, HLACH, HLAD", HLAGH, HLAMH, HLAPH’ NLAWH’ HLAYH, HLEAH, HLEDH, HLEE",
HLEGH, HLENH’ HLEO", HLETH, HLEWH, HLIDH, NLIEH, HLINH’ HLIPH, HLITH, HLOH,
"LOB", "LOG", HLOPH, "LOS", HLOTH’ HLOUH’ HLOWH’ HLOYH, "LUG", "LYE", HMAH’
"MAC", "MAD", HMAEH, HMANH’ "MAO", HMAPH’ HMATH’ HMAWH’ HMAYH’ "ME", HMEGH’
HMELH, "MEN", HMETH’ HMEWH, HMIDH’ HMINH’ "MIT", HMOBH’ HMODH, "MOE", "MOO",
HMOPH, HMOSH, HMOTH’ HMOWH’ HMUDH’ HMUGH’ HMUMH’ HMYH, HNABH, HNAGH’ HNANH’
IINAPII, IINATII, IINAYII, IINEII’ IINEDII’ IINEEII’ IINETII, IINEWII, IINIBII, IINILII, IINIPII’
HNITH’ "NOH, HNOBH’ HNOD"’ HNON"’ HNORH, HNOTH’ "NOVH’ "NOWH, HNUH’ HNUNH’
HNUTH’ "OH, HOAF"’ HOAKH’ HOARH’ HOATH’ "ODDH’ "ODEH, HOFH, HOFFH, HOFT"’
HOHH’ HOILH’ HOKH, HOLDH’ HON", HONEH’ "ORH’ HORBH, HOREH, HORRH’ HOS", HOTTH,
HOURH, HOUTH, HOVAH’ HOWH, HOWEH, HOWLH, HOWNH, HOXH, HPAH, HPADH, HPALH,
HPAMH, HPANH, HPAPH, HPARH, HPATH, HPAWH, HPAYH, HPEAH, HPEGH, HPENH, HPEPH,
HPERH, HPETH’ HPEWH, HPHIH, HPIH, NPIEH’ HPINH, HPITH, HPLYH, HPOH, HPODH,
HPOEH, HPOPH’ HPOTH, HPOWH, "PRO", "PRY", HPUBH’ HPUGH, HPUNH, HPUPH, HPUTH,
HQUOH, HRAGH’ HRAM", HRANH, HRAPH, HRATH, NRAWH, HRAYH’ HREBH, HREDH, HREP",
HRETH’ HRIBH, HRIDH, HRIGH’ HRIMH’ "RIO", HRIPH’ HROBH, HRODH’ HROEH, HRONH,
HROTH, HROWH, "ROY", HRUBH’ HRUEH’ HRUGH’ HRUMH’ HRUNH’ "RYE", "SAC", HSADH’
HSAGH, HSALH, HSAMH’ HSANH’ HSAPH, HSATH’ HSAWH’ HSAYH’ HSEAH, HSECH’ HSEEH’



IISENH, IISETH, IISEWII’ IISHEII, IISHYII’ IISINII’ IISIPII’ IISIRII, IISISII, IISITII’ llSKIII’
IISKYII, IISLYII, IISOII’ IISOBII’ ||SODI|’ IISONH’ IISOPII’ IISOWII, IISOYH’ IISPAII’ IISPYII’
IISUBII, IISUDII, IISUEII, IISUMII’ IISUNII’ IISUPII’ IITABII’ IITADII, IITAGII, IITANII, IlTAPII,
IITARH’ IITEAH’ lITEDII, llTEE"’ ||TENI|’ ||THE||’ IITHYII’ IITICH’ "TIEH’ IITIMH’ IITINII,
IITIPH s IITOII s llToEll s ||TOG" s ||TOM|| s IITONII s HTOOH s IITOPH s IITOWII s IITOYII s llTRYH s
HTUBH, IITUG”, llTUMH’ IITUNH, ”TWOH, ”UN", HUPH, IIUSH’ llUSEH, ”VANH, ”VATII,
HVETH, IIVIE”, llWADH’ llWAGH, ”WARH, ”WASII, HWAY", HWE”, IIWEB”’ llWEDN’ IIWEEH,
HWETH s IIWHO” 5 llWHY” s llWINH s HWITH s ”WOKII s NWON" s Hwooll s HWOWH s IIWRYH s llWUH s
HYAMH, IIYAPH’ llYAWll, llYEH, ||YEA||, IIYESH’ IIYETH, IIYOUH, IIABEDH, IIABELH, IIABETH,
"ABLE", "ABUT", "ACHE", "ACID", "ACME", "ACRE", "ACTA", "ACTS", "ADAM",
"ADDS", "ADEN", "AFAR", "AFRO", "AGEE", "AHEM", "AHOY", "AIDA", "AIDE",
"AIDS", "AIRY", "AJAR", "AKIN", "ALAN", "ALEC", "ALGA", "ALIA", "ALLY",
"ALMA", "ALOE", "ALSO", "ALTO", "ALUM", "ALVA", "AMEN", "AMES", "AMID",
"AMMO", "AMOK", "AMOS", "AMRA", "ANDY", "ANEW", "ANNA", "ANNE", "ANTE",
IIANTIH s IIAQUAII s IIARABII s IIARCHII s IIAREAII s IIARGOII s IIARIDII s IIARMYII s IIARTSII s
"ARTY", "ASIA", "ASKS", "ATOM", "AUNT", "AURA", "AUTO", "AVER", "AVID",
"AVIS", "AVON", "AVOW", "AWAY", "AWRY", "BABE", "BABY", "BACH", "BACK",
"BADE", "BAIL", "BAIT", "BAKE", "BALD", "BALE", "BALI", "BALK", "BALL",
"BALM", "BAND", "BANE", "BANG", "BANK", "BARB", "BARD", "BARE", "BARK",
"BARN", "BARR", "BASE", "BASH", "BASK", "BASS", "BATE", "BATH", "BAWD",
"BAWL", "BEAD", "BEAK", "BEAM", "BEAN", "BEAR", "BEAT", "BEAU", "BECK",
"BEEF", "BEEN", "BEER", "BEET", "BELA", "BELL", "BELT", "BEND", "BENT",
"BERG", "BERN", "BERT", "BESS", "BEST", "BETA", "BETH", "BHOY", "BIAS",
"BIDE", "BIEN", "BILE", "BILK", "BILL", "BIND", "BING", "BIRD", "BITE",
"BITS", "BLAB", "BLAT", "BLED", "BLEW", "BLOB", "BLOC", "BLOT", "BLOW",
"BLUE", "BLUM", "BLUR", "BOAR", "BOAT", "BOCA", "BOCK", "BODE", "BODY",
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"BOGY", "BOHR", "BOIL", "BOLD", "BOLO", "BOLT", "BOMB", "BONA", "BOND",
"BONE", "BONG", "BONN", "BONY", "BOOK", "BOOM", "BOON", "BOOT", "BORE",
"BORG", "BORN", "BOSE", "BOSS", "BOTH", "BOUT", "BOWL", "BOYD", "BRAD",
"BRAE", "BRAG", "BRAN", "BRAY", "BRED", "BREW", "BRIG", "BRIM", "BROW",
"BUCK", "BUDD", "BUFF", "BULB", "BULK", "BULL", "BUNK", "BUNT", "BUOY",
"BURG", "BURL", "BURN", "BURR", "BURT", "BURY", "BUSH", "BUSS", "BUST",
"BUSY", "BYTE", "CADY", "CAFE", "CAGE", "CAIN", "CAKE", "CALF", "CALL",
"CALM", "CAME", "CANE", "CANT", "CARD", "CARE", "CARL", "CARR", "CART",
"CASE", "CASH", "CASK", "CAST", "CAVE", "CEIL", "CELL", "CENT", "CERN",
"CHAD", "CHAR", "CHAT", "CHAW", "CHEF", "CHEN", "CHEW", "CHIC", "CHIN",
"CHOU", "CHOW", "CHUB", "CHUG", "CHUM", "CITE", "CITY", "CLAD", "CLAM",
"CLAN", "CLAW", "CLAY", "CLOD", "CLOG", "CLOT", "CLUB", "CLUE", "COAL",
"COAT", "COCA", "COCK", "COCO", "CODA", "CODE", "CODY", "COED", "COIL",
"COIN", "COKE", "COLA", "COLD", "COLT", "COMA", "COMB", "COME", "COOK",
"COOL", "COON", "COOT", "CORD", "CORE", "CORK", "CORN", "COST", "COVE",



"COWL", "CRAB", "CRAG", "CRAM", "CRAY", "CREW", "CRIB", "CROW", "CRUD",
"CUBA", "CUBE", "CUFF", "CULL", "CULT", "CUNY", "CURB", "CURD", "CURE",
"CURL", "CURT", "CUTS", "DADE", "DALE", "DAME", "DANA", "DANE", "DANG",
"DANK", "DARE", "DARK", "DARN", "DART", "DASH", "DATA", "DATE", "DAVE",
"DAVY", "DAWN", "DAYS", "DEAD", "DEAF", "DEAL", "DEAN", "DEAR", "DEBT",
"DECK", "DEED", "DEEM", "DEER", "DEFT", "DEFY", "DELL", "DENT", "DENY",
"DESK", "DIAL", "DICE", "DIED", "DIET", "DIME", "DINE", "DING", "DINT",
"DIRE", "DIRT", "DISC", "DISH", "DISK", "DIVE", "DOCK", "DOES", "DOLE",
"DOLL", "DOLT", "DOME", "DONE", "DOOM", "DOOR", "DORA", "DOSE", "DOTE",
"DOUG", "DOUR", "DOVE", "DOWN", "DRAB", "DRAG", "DRAM", "DRAW", "DREW",
"DRUB", "DRUG", "DRUM", "DUAL", "DUCK", "DUCT", "DUEL", "DUET", "DUKE",
"DULL", "DUMB", "DUNE", "DUNK", "DUSK", "DUST", "DUTY", "EACH", "EARL",
"EARN", "EASE", "EAST", "EASY", "EBEN", "ECHO", "EDDY", "EDEN", "EDGE",
"EDGY", "EDIT", "EDNA", "EGAN", "ELAN", "ELBA", "ELLA", "ELSE", "EMIL",
"EMIT", "EMMA", "ENDS", "ERIC", "EROS", "EVEN", "EVER", "EVIL", "EYED",
"FACE", "FACT", "FADE", "FAIL", "FAIN", "FAIR", "FAKE", "FALL", "FAME",
"FANG", "FARM", "FAST", "FATE", "FAWN", "FEAR", "FEAT", "FEED", "FEEL",
"FEET", "FELL", "FELT", "FEND", "FERN", "FEST", "FEUD", "FIEF", "FIGS",
"FILE", "FILL", "FILM", "FIND", "FINE", "FINK", "FIRE", "FIRM", "FISH",
"FISK", "FIST", "FITS", "FIVE", "FLAG", "FLAK", "FLAM", "FLAT", "FLAW",
"FLEA", "FLED", "FLEW", "FLIT", "FLOC", "FLOG", "FLOW", "FLUB", "FLUE",
"FOAL", "FOAM", "FOGY", "FOIL", "FOLD", "FOLK", "FOND", "FONT", "FOOD",
"FOOL", "FOOT", "FORD", "FORE", "FORK", "FORM", "FORT", "FOSS", "FOUL",
"FOUR", "FOWL", "FRAU", "FRAY", "FRED", "FREE", "FRET", "FREY", "FROG",
"FROM", "FUEL", "FULL", "FUME", "FUND", "FUNK", "FURY", "FUSE", "FUSS",
"GAFF", "GAGE", "GAIL", "GAIN", "GAIT", "GALA", "GALE", "GALL", "GALT",
"GAME", "GANG", "GARB", "GARY", "GASH", "GATE", "GAUL", "GAUR", "GAVE",
"GAWK", "GEAR", "GELD", "GENE", "GENT", "GERM", "GETS", "GIBE", "GIFT",
"GILD", "GILL", "GILT", "GINA", "GIRD", "GIRL", "GIST", "GIVE", "GLAD",
"GLEE", "GLEN", "GLIB", "GLOB", "GLOM", "GLOW", "GLUE", "GLUM", "GLUT",
"GOAD", "GOAL", "GOAT", "GOER", "GOES", "GOLD", "GOLF", "GONE", "GONG",
"GOOD", "GOOF", "GORE", "GORY", "GOSH", "GOUT", "GOWN", "GRAB", "GRAD",
"GRAY", "GREG", "GREW", "GREY", "GRID", "GRIM", "GRIN", "GRIT", "GROW",
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"GRUB", "GULF", "GULL", "GUNK", "GURU", "GUSH", "GUST", "GWEN", "GWYN",
"HAAG", "HAAS", "HACK", "HAIL", "HAIR", "HALE", "HALF", "HALL", "HALO",
"HALT", "HAND", "HANG", "HANK", "HANS", "HARD", "HARK", "HARM", "HART",
"HASH", "HAST", "HATE", "HATH", "HAUL", "HAVE", "HAWK", "HAYS", "HEAD",
"HEAL", "HEAR", "HEAT", "HEBE", "HECK", "HEED", "HEEL", "HEFT", "HELD",
"HELL", "HELM", "HERB", "HERD", "HERE", "HERO", "HERS", "HESS", "HEWN",
"HICK", "HIDE", "HIGH", "HIKE", "HILL", "HILT", "HIND", "HINT", "HIRE",
"HISS", "HIVE", "HOBO", "HOCK", "HOFF", "HOLD", "HOLE", "HOLM", "HOLT",



"HOME", "HONE", "HONK", "HOOD", "HOOF", "HOOK", "HOOT", "HORN", "HOSE",
"HOST", "HOUR", "HOVE", "HOWE", "HOWL", "HOYT", "HUCK", "HUED", "HUFF",
"HUGE", "HUGH", "HUGO", "HULK", "HULL", "HUNK", "HUNT", "HURD", "HURL",
"HURT", "HUSH", "HYDE", "HYMN", "IBIS", "ICON", "IDEA", "IDLE", "IFFY",
"INCA", "INCH", "INTO", "IONS", "IOTA", "IOWA", "IRIS", "IRMA", "IRON",
"ISLE", "ITCH", "ITEM", "IVAN", "JACK", "JADE", "JAIL", "JAKE", "JANE",
"JAVA", "JEAN", "JEFF", "JERK", "JESS", "JEST", "JIBE", "JILL", "JILT",
"JIVE", "JOAN", "JOBS", "JOCK", "JOEL", "JOEY", "JOHN", "JOIN", "JOKE",
"JOLT", "JOVE", "JuDD", "JUDE", "JUDO", "JUDY", "JUJU", "JUKE", "JULY",
"JUNE", "JUNK", "JUNO", "JURY", "JUST", "JUTE", "KAHN", "KALE", "KANE",
"KANT", "KARL", "KATE", "KEEL", "KEEN", "KENO", "KENT", "KERN", "KERR",
"KEYS", "KICK", "KILL", "KIND", "KING", "KIRK", "KISS", "KITE", "KLAN",
"KNEE", "KNEW", "KNIT", "KNOB", "KNOT", "KNOW", "KOCH", "KONG", "KUDO",
"KURD", "KURT", "KYLE", "LACE", "LACK", "LACY", "LADY", "LAID", "LAIN",
"LAIR", "LAKE", "LAMB", "LAME", "LAND", "LANE", "LANG", "LARD", "LARK",
"LASS", "LAST", "LATE", "LAUD", "LAVA", "LAWN", "LAWS", "LAYS", "LEAD",
"LEAF", "LEAK", "LEAN", "LEAR", "LEEK", "LEER", "LEFT", "LEND", "LENS",
"LENT", "LEON", "LESK", "LESS", "LEST", "LETS", "LIAR", "LICE", "LICK",
"LIED", "LIEN", "LIES", "LIEU", "LIFE", "LIFT", "LIKE", "LILA", "LILT",
"LILY", "LIMA", "LIMB", "LIME", "LIND", "LINE", "LINK", "LINT", "LION",
"LISA", "LIST", "LIVE", "LOAD", "LOAF", "LOAM", "LOAN", "LOCK", "LOFT",
"LOGE", "LOIS", "LOLA", "LONE", "LONG", "LOOK", "LOON", "LOOT", "LORD",
"LORE", "LOSE", "LOSS", "LOST", "LOUD", "LOVE", "LOWE", "LUCK", "LUCY",
"LUGE", "LUKE", "LULU", "LUND", "LUNG", "LURA", "LURE", "LURK", "LUSH",
"LUST", "LYLE", "LYNN", "LYON", "LYRA", "MACE", "MADE", "MAGI", "MAID",
"MAIL", "MAIN", "MAKE", "MALE", "MALI", "MALL", "MALT", "MANA", "MANN",
"MANY", "MARC", "MARE", "MARK", "MARS", "MART", "MARY", "MASH", "MASK",
"MASS", "MAST", "MATE", "MATH", "MAUL", "MAYO", "MEAD", "MEAL", "MEAN",
"MEAT", "MEEK", "MEET", "MELD", "MELT", "MEMO", "MEND", "MENU", "MERT",
"MESH", "MESS", "MICE", "MIKE", "MILD", "MILE", "MILK", "MILL", "MILT",
"MIMI", "MIND", "MINE", "MINI", "MINK", "MINT", "MIRE", "MISS", "MIST",
"MITE", "MITT", "MOAN", "MOAT", "MOCK", "MODE", "MOLD", "MOLE", "MOLL",
"MOLT", "MONA", "MONK", "MONT", "MOOD", "MOON", "MOOR", "MOOT", "MORE",
"MORN'", "MORT", "MOSS", "MOST", "MOTH", "MOVE", "MUCH", "MUCK", "MuDD",
"MUFF", "MULE", "MULL", "MURK", "MUSH", "MUST", "MUTE", "MUTT", "MYRA",
"MYTH", "NAGY", "NAIL", "NAIR", "NAME", "NARY", "NASH", "NAVE", "NAVY",
"NEAL", "NEAR", "NEAT", "NECK", "NEED", "NEIL", "NELL", "NEON", "NERO",
"NESS", "NEST", "NEWS", "NEWT", "NIBS", "NICE", "NICK", "NILE", "NINA",
"NINE", "NOAH", "NODE", "NOEL", "NOLL", "NONE", "NOOK", "NOON", "NORM",
"NOSE", "NOTE", "NOUN", "NOVA", "NUDE", "NULL", "NUMB", "OATH", "OBEY",
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"OBOE", "ODIN", "OHIO", "OILY", "OINT", "OKAY", "OLAF", "OLDY", "OLGA",



:OLIN" "
.ORAL"’ "OMANu .
'OVENn’ ORGYu’ OMEN"
"RACYH’ "OVERu’ "OSLou’ "OMIT"
"RAREH’ "RAFTu’ "OWLYu’ "OTISH’ "ONCE", '
"RECK! "RASH! "RAGE" "OWNS" "oTTO" JONES" ,
"RENT", "REED", "RATE", "RATD", "QUAD", IOUcHu’ TONLY",
"RINGH’ "REST", "REEF"’ "RAVEH’ "RAILH’ 'QUIT"’ :OUST"’ HONTO" "
"ROCKH, "RINKH’ "RICE"’ "REEK"’ "RAYS"’ "RAINH’ :QUODH’ "OUTSH, "ONUSH
"ROOTH’ "RODEH, "RISEH’ "RICH"’ "REEL"’ "READ"’ :RAKE"’ ,RACE", "OVAL"’
"ROWSH, "ROSAH, "ROIL", "RISK"’ "RICK"’ "REID"’ :REAL"’ :RANK"’ "RACK"’
"RUNTH, "RUBEH, "ROSEH, "ROLLH, "RITE"’ "RIDE"’ :REIN"’ :REAMH’ "RANTH’
"SAGEH’ "RUSEH’ "RUBYH, "ROSSH, "ROME", "ROAD"’ :RIFT"’ JRENA"’ "REAR"’
"SANGH’ "SAIDH, "RUSHH’ "RUDEH, "ROSY", "ROOD", :ROAM"’ "RILL"’ "REND"’
"SCOT", "SANKH’ "SAILH, "RUSKH’ "RUDY", "ROTH", :ROOF", "ROAR"’ "RIME"’
"SEES™, "SEAL™, "SARA™, "SALE", "RUSS" "RUINY :RoUT"’ "RooK"’ "RoBE"’
HSHAW”, HSELF", HSEAM", HSAUL", "SALK", "RUSTH’ :RULEH, 'ROVEH, "ROOMH,
"SHUN' "SHAY" "SELLM, "SEAR™, "SAVE" TSALT"’ :RUTH"’ JRUNG", "ROWE"’
"sILO", "SHUT" "SHED" "SEND", "SEAT", ]SAvsu’ jSAMEu’ "SAcKu’ ”RUNsu’
"SKAT" "STLT", "STCK!, "SHIMY, "SENT™, :SEED"’ :SCAN"’ "SANDH’ ”SAFEH’
"SLAYH’ "SKEWH, "SINE"’ "SIDEH’ "SHIN"’ 'SETS", :SEEK"’ "SCAR"’ "SANE"’
"SLOW" "SLED", "SKID" "STING" "STFTY, "SHOD" fSEwNu’ "SEEMH’ "SCAT"’
"SNUB" "SLUG", "SLEW" TSKIMY TSTNK" "STGH" fSHoEu’ "SHAGH’ "SEENH’
"SOLD" nSNUG" nSLUM" nSLID" WSKIN' WSIRE" :SIGN"’ "SHoT"’ "SHAM"’
"SOWN™, "SOME™, "SOAK™, "SLUR", nSLIMY nSKITY :SITE"’ 'SILK"’ "SHOW"’
"STOWH’ "STABH’ "SONGH, "SOARH, "SMOG", "SLIT"’ :SLABH’ JSITS"’ "SILLH’
"SUNKH’ "STUBH, "STAGH’ "SOONH, "SOCK", "SMUG", :SLOB"’ "SLAM"’ "SITU"’
"SWIM, "SURE", "STUNY, "STAN', "S00T", "SODA", :SNAG", "SLOGH’ "SLATH’
"TANKH’ "SWUMH’ "SURFH, "SUCHH, "STARH’ "SOREH, :SOFAH, "SNOBH, "SLOTH’
HTEEN”, HTASK", HTACK", HSWAB", "SUDS", "STAYH, :SORTH, "SOFTH, "SNOWH,
THAN' "TEETY, "TATE", "TACT", "SWAG" nSUTT™, :STEMH’ ”SOULH’ "SOILH’
"THUGH’ "THATH’ "TELL”’ "TAUTH, "TAILH, "SWAMH, :SULKH, "STEWH’ "SOURH,
"TIME", "TICK", "THEE, "TEND" "TEALY, "TAKE", ]SwANu’ "SUMSH’ "STIRH’
HTOLD”, HTINA”, HTIDE", HTHEM", "TENTH’ "TEAMH’ :TALEH’ "SWATH’ "SUNGH,
"TORN" "ToLL", "TINEY, "TIDY", "THEN® "TERM", fTEARu’ "TALKH’ "SWAvu’
"TREK™, "TOTE", "TONE", TINTY, "TIED", "THEY", fTERNu’ "TEcHu’ "TALLH’
"TUBEH, "TRIG", "TOUR", "TONGH, "TINYH, "TIERH’ :THIN"’ "TESS"’ "TEEMH,
"TWIG, "TUCK™, TRINY, "TouT", TONY™, "TIRE", fTILEu’ "THISu’ "TEsTu’
"UTAHH’ "TWINH, "TUFTH, "TRIOH, "TOWN", "TOOK", :TOAD"’ "TILL"’ "THUD"’
WETLY, "ATLY, TWIT", "TUNA', "TROD", "TRAG", :TOOL", "TOGOH’ "TILT"’
"INE", "WETNY, "AIN', TULANY, "TUNE", "TROT™, :TRAMu’ "TOOTu’ "TOILu’
WATTY, WISEN, VEND", VALE", "UNTT, "TUNG", jTRoyu’ "TRAYH’ "TOREu’
TWANT" TWAKE" "WoTD", ENT", "ARY™, "URGE™, :TURFH’ ,TRUEn’ "TREEu’
"WAVEH’ "WARDH’ "WALEH’ "VOLTH’ "VERBH’ "VASEH’ :USEDH, JTURN", "TUBAH,
"WEIR", "WAVY"’ "WARMH’ "WALKH’ "VOTE"’ "VERY"’ :VAST"’ "USER"’ ”TUSK",
WHAT" "WELD" WAYS" WARN" WALLY, WACK™, ]VETou’ "VEALH’ "USEsn’
WILLY, WHEE" WELLY, WEAK" WART" WALT" fWADEu’ ,VIch’ "VEDAu’
’ "WINDH, "WHENH, "WELT", "WEAL"’ "WASHH’ 'WAND", :WAGE"’ 'VIEW"’
’ "WINEH, "WHET"’ "WENT"’ "WEAN"’ "WAST"’ 'WANE"’ :WAILH,

, "WINGH, "WHOAH’ HWERE", HWEAR", "WATSH’ 'WANGH’

, WINK", "WHOM™ | "WERT "WEED" WATT"

. "WINO", TWICK!, TWEST", WEEK™,

) "WIRE”, HWIFE", "WHAMH,

’ "WISEu’ "WILD",
’ "WISHH,

)

M
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"WITH", "WOLF", "WONT", "WOOD", "WOOL", "WORD", "WORE", "WORK", "WORM",
"WORN'", "WOVE", "WRIT", "WYNN", "YALE", "YANG", "YANK", "YARD", "YARN",
"YAWL'", "YAWN", "YEAH", "YEAR", "YELL", "YOGA", "YOKE"

s

/* Encode 8 bytes in 'c' as a string of English words.
* Returns a pointer to a static buffer
*/
char *
btoe(engout,c)
char xc, *engout;
{
char cp[9]; /* add in room for the parity 2 bitsx/
int p,i

engout[0] = '"\0';

memcpy (cp, ¢,8);

/* compute parity */

for(p = 0,7 = 0; i < 6431 += 2)
p += extract(cp,i,2);

cp[8] = (char)p << 6;
strncat(engout,&Wp[extract(cp, 0,11)][0],4);
strcat(engout," ");
strncat(engout,&Wp[extract(cp,11,11)][0],4);
strcat(engout," ");
strncat(engout,&Wp[extract(cp,22,11)][0],4);
strcat(engout," ");
strncat(engout,&Wp[extract(cp,33,11)]1[0],4);
strcat(engout," ");
strncat(engout,&Wp[extract(cp,44,11)]1[0],4);
strcat(engout," ");
strncat(engout,&Wp[extract(cp,55,11)]1[0],4);
#ifdef notdef
printf("engout is %s\n\r'",engout);
#endif
return(engout) ;

}

/* convert English to binary
* returns 1 OK - all good words and parity is OK

* 0 word not in data base

* -1 badly formed 1in put ie > 4 char word
* -2 words OK but parity is wrong

*/

int



etob(out, e)
char *out;
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char xe;

{

char *word;

int i, p, v,l, low,high;
char b[9];

char 1dinput[36];

if(e == NULL)
return -1;

strncpy(input,e,sizeof(input));
memset(b, 0, sizeof(b));
memset(out, 0, 8);
for(i=0,p=0;1<6;i++,p+=11){
if((word = strtok(i == 0 ? 1dinput : NULL,"™ ")) == NULL)
return -1;
1 = strlen(word);
if(l> 4 || 1< 1){
return -1;
} else if(l < 4){

low = 0;

high = 570;
} else {

low = 571;

high = 2047;
}
standard(word) ;
if( (v = wsrch(word,low,high)) < 0 )
return 0;
insert(b,v,p,11);
}

/* now check the parity of what we got x/
for(p = 0, i = 0; i < 64; i +=2)
p += extract(b, i, 2);

if( (p & 3) != extract(b, 64,2) )
return -2;



memcpy (out,b,8) ;

return 1;
}
/* Display 8 bytes as a series of 16-bit hex digits */
char *
put8(out,s)
char *out;
char *s;
McDona'ld [Page 10]
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{
sprintf(out, "%02X%02X %02X%02X %02X%O2X %02X%02X",
s[0] & oxff,s[1] & Oxff,s[2] & Oxff,
s[3] & oxff,s[4] & Oxff,s[5] & Oxff,
s[6] & Oxff,s[7] & Oxff);
return out;
}

#ifdef notdef
/* Encode 8 bytes 1in 'cp' as stream of ascii letters.
* Provided as a possible alternative to btoe()

*/
char *
btoc(cp)
char *cp;
{
int i
static char out[31];
/* code out put by characters 6 bits each added to 0x21 (!)x/
for(i=0;1 <= 10;i++){
/* last one 1is only 4 bits not 6%/
out[i] = '"!''+ extract(cp,6*i,i >= 10 ? 4:6);
}
out[i] = '"\0';
return(out) ;
}
#endif

/* Internal subroutines for word encoding/decoding */

/* Dictionary binary search */
static 1int



wsrch(w, low,high)

char *w;
int low, high;
{
int i,3;
for(;;5){
i = (low + high)/2;
if((j = strncmp(w,Wp[i],4)) == 0)
return 1; /* Found it x/
if(high == low+1){
/* Avoid effects of integer truncation in /2 %/
if(strncmp(w,Wp[high],4) == 0)
return high;
else
return -1;
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h
if(low >= high)
return -1; /* I don't xthink* this can happen...*/
if(j < 0)
high = 1} /* Search lower half x/
else
low = 1; /* Search upper half %/
+
+

static void
insert(s, x, start, length)

char *s;

int x;

int start, length;
{

unsigned char cl;
unsigned char cc;
unsigned char cr;
unsigned long y;
int shift;

assert(length <= 11);
assert(start >= 0);
assert(length >= 0);
assert(start +length <= 66);



shift = ((8 -(( start + length) % 8))%8);
y = (long) x << shift;

cl = (y > 16) & 0oxff;

cc = (y > 8) & oxff;

cr =y & Oxff;

if(shift + length > 16){
s[start /8] |= cl;
s[start/8 +1] |= cc;
s[start/8 +2] |= cr;

} else if(shift +length > 8){
s[start/8] |= cc;
s[start/8 + 1] |= cr;

} else {
s[start/8] |= cr;

h

}

static void
standard(word)
register char *word;

{
while (xword){
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if(!isascii(*xword))
break;
if(islower (*xword))
*word = toupper (xword);
if(xword == '1")
*word = 'L';
if(xword == '0")
xword = '0';
if(xword == '5")
xword = 'S';
word++;
}
+

/* Extract 'length' bits from the char array 's' starting with bit 'start' */
static unsigned long

extract(s, start, length)

char *s;



int start, length;

{
unsigned char
unsigned char
unsigned char
unsigned long

assert(length

assert(start >= 0);
assert(length >= 0);

cl;
cc;
cr;
X5

<= 11);

assert(start +length <= 66);

cl = s[start/8];

cc = s[start/8 +1];
cr = s[start/8 +2];
X:

return(x) ;

McDonald

((long) (c1<<8 | cc) <<8 5
X = x > (24 - (length + (start %8)));
x =( x & (oxffff >> (16-length) ) )

| cr)
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Appendix B - Source for 128-bit key to/from English words (convert.c)

/* convert.c -- Wrapper to S/Key binary-to-English routines.

Daniel L.

#include <string.h>

McDona'ld

U. S. Naval Research Laboratory. =x/

/* eng2key() assumes words must be separated by spaces only.

eng2key () returns



1 if succeeded

© if word not in dictionary

-1 if badly formed string

-2 if words are okay but parity is wrong.
(see etob() 1in S/Key)

*/

int eng2key(keyout,eng)
char xkeyout,*eng;

{
int rc=0,state=1;
char *eng2;

/* Find pointer to word 7. x/

for (eng2 = eng; rc<7 && (x(++eng2) != "\0'); )
if (xeng2 ="' ')
{
rc += state;
state = 0;
+

else state=1;

if ( (rc = etob(keyout,eng)) != 1)
return rc;

rc = etob(keyout+8,eng2);

return rc;

}

/* key2eng() assumes string referenced by engout has at least 60 characters
(4%x12 + 11 spaces + '\0') of space.

key2eng() returns pointer to engout.

*/
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char xkey2eng(engout,key)
char *engout,*key;

{
btoe (engout,key) ;



strcat(engout," ");
btoe(engout+strlen(engout) ,key+8);
}
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