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Abstract

This document defines a JavaScript Object Notation (JSON) Web Key
(JWK) object to wrap Public Key Infrastructure (X.509) (PKIX)
certificate chains, to allow for some interoperability between
existing PKIX-based systems and newer JOSE-based systems.
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Introduction

JavaScript Object Notation (JSON) Web Key ([JWK]) describes an
abstract data structure to represent public keys using JSON
[REC4627]. The JSON Web Algorithms ([JWA]) define specific key
representations for raw asymmetric key types, such as RSA [REC3447]
or Elliptic Curve [DSS]. However, there are times when it is
desirable to represent a Public Key Infrastructure (X.509) (PKIX)
certificate chain, such as to associate with a JSON Web Encryption
([JWE]) or JSON Web Signature ([JWS]) object. This document
specifies an approach which encodes a chain of PKIX certificates as
an array of strings within a JWK object.
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PKIX certificates have a number of advantages, such as an established

process of certification and attribution of entities. It is also
sometimes desirable for JSON-based cryptographic operations to
support the existing and widespread deployment of PKIX-based
technologies.
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Terminology

This document inherits JSON Web Algorithms (JWA)-related terminology
from [JWA], JSON Web Encryption (JWE)-related terminology from [JWE],
and JSON Web Key (JWK)-related terminology from [JWK]. Security-

related terms are to be understood in the sense defined in [RFC4949].

The capitalized key words "MUST", "MUST NOT", "REQUIRED", "SHALL",
"SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
[REC2119].

PKIX Key Type

The "PKIX" key type is used to contain a chain of PKIX certificates.
The following parameters are defined:

'x6c' (X.509 Certificate Chain) Parameter

The REQUIRED "x5c" parameter contains a chain of one or more PKIX
certificates [RFC5280]. The certificate chain is represented as an
array of certificate value strings. Each string in the array is a
DER [ITU.X690.1994] PKIX certificate encoded as base64 [RFC4648] (not
base64url). The array MUST have at least one value, which MUST be
the PKIX certificate of the actor (e.g., the singer of a [JWS], or a
recipient of a [JWE]). Each additional value of the array (if any)
MUST be the PKIX certificate that certifies the previous certificate.

Examples

The following is a non-normative example of a JWK Set containing a
single JwWK utilizing the PKIX Key Type ("kty") defined in this
document.

{"keys":[
{H ktyll : ”PKIX" ,
"x5c": [

"MIIE3jCCA8agAwWIBAgICAWEWDQYJK0ZIhvcNAQEFBQAWYZELMAKGALIUEBhMCVVM
xITATBgNVBAOTGFR0ZSBHbyBEYWRkeSBHcm91cCwgSW5jLjEXMC8GALUECXMOR2
89gRGFkZHkgQ2xhc3MgMiBDZXJ0awWZpY2FeawW9uIEF1dGhvcmloeTAe FWOWNJEXM
TYWMTUOMzdaFwOyNjEXMTYWMTUOMzdaMIHKMQswCQYDVQQGEwJVUZEQMA4GAL1UE
CBMHQXJpem9uYTETMBEGALUEBXMKU2NVAHRZzZGFsZTEaMBgGA1UEChMRR29EYWR
keS5jb20sSIEluYy4xMzAXBgNVBASTKMhOAHAGLY9jZXJ0aWZpY2FOZXMuUZ29kYW
RkeS5jb20vemVwb3NpdG9ye TEWMCA4GALUEAXMNR28gRGFKkZHkgU2VjdXJ1IEN]1C
NRpZm1jYXRpb24gQXV0aG9yaXR5MREwWDWYDVQQFEWgWNzk20TI4NzCCASIwDQYJ
KoZIhvcNAQEBBQADggEPADCCAQOCYgEBAMQt1RWMNCZM7DI161+4WQFapmGBWT t
wY6V3j3D3HKrj JMON55Dr tPDAjhI6zMBS2s0fDPZVUBJ7fmdOLJIR4h3mUpTjWoqV
Tr9vcy0odQmVvZwt7/v+WIbXnvQAjYwqDL1CBM6NPWT270Dyqu9Sowlm2r4arV3alL
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 IKwYBBQUHAgGEWKMhOAHAGLY9jZXJ0aWZpY2FOZXMuZ29kYWRKkeS5j
b20vcmVwb3NpdG9yeTAOBgNVHQ8BATSEBAMCAQYwWDQY JKoZIhvcNAQEFBQADQQE
BANKGwWOYy9+aG2Z+5mC6IGOgRQjhVyrEpO@1lVPLN8tESe8HkGsz2ZbwlFalEzAFPI
UyIXvIxwqoJKSQ3kbTISMUA2FCENZvVD117esyfxVgqwcSeIaha86ykRvOe5GPLL
5CkKSkB2XIsKd83ASe8T+500yGPwLPkIQntOhCqU7S+8MxZCOY71hyVIEnfzuz9
POiRFEUO0jZv2kWzRaJBYdTXRE4+uXR21aITVSzGh601mawGhId/dQb8vXxRMDsx
UXN89txJIx90jxUUALIKENgHUUHQDTMBqLAE1rRhjZkAzVvb3du6/KFUJheqwNTrz
EjYx8WnM25sgVjOuH@aBsXBTWvVU+4=",
"MIIE+zCCBGSgAWIBAgICAQOWDQYJK0ZIhvcNAQEFBQAWgbsxJDAIBgNVBACTG1Z
hbG1DZXJOIFZhbG1kYXRpb24gTmVOd29yazEXMBUGA1IUEChMOVmFsaUN1cnQsIE
1uYy4xNTAzBgNVBASTLFZhbG1DZXJOIENSYXNzIDIgUG9saWN5IFZhbG1kYXRphb
24gQXV0aG9yaXR5MSEwHWYDVQQDExhodHRwOi8vd3d3LnZhbG1ljZXJIOLMNVbS8x
IDAeBgkqhkiG9wOBCQEWEWluZm9AdmFsaWN1lcnQuY29tMB4AXDTAOMDYYOTE3MDY
YMFOXDTIOMDYYOTE3MDYyMFowYZzELMAKGALUEBhMCVVMXITATfBgNVBAOTGFROZS
BHbyBEYWRkeSBHcm91cCwgSW5jLjEXMC8GALUECXMOR28gRGFkZHkgQ2xhc3MgM
iBDZXJ0awWZpY2FOawW9uIEF1dGhvcmlOeTCCASAwWDQY JKoZIhvcNAQEBBQADQQEN
ADCCAQQCgQgEBAN6d1+pXGEMhW+VXXQ1iG6r7d/+TvZXxz0ZWizV3GgXne77ZtJ6XC
APVYYYwhv2vLMOD9/A1QiVBDYsoHUwWHU9S3/Hd8M+eKsaA7Ugay9gK7HFiH7EuUX
6wwdhFJ2+qN1j3hybX2C32qRe3H3I2TqYXP2WYktsqgbl2i/0jgC95/5Y0OV4evL0
tXiEqITLdi10r18SPaAIBQi2XKV10ARFMR6]jYGBOXUGLcmIbYsUfbl18aQr4Cuwwo]jb20vemVwb3NpdG9yeS9ybh290LmNybD
BLBgNVHSAERDBCMEAGBFUdIAAWODA2BggrBgEFBQCcCARYgaHROcDovL2N1cnRpZ
mljYXR1lcy5nb2RhZGR5LmMNvbS9yZXBvc210b3I5MA4GA1UdDWEB/wQEAWIBB] AN
BgkghkiGOwOBAQUFAAOBGgQC1QPmnHfbqg/qQaQlpE9xXUhUaJwL6e4+PrxeNYiY+
Sn1eocSxXIOYGyeR+sBjUZsSE40WBsUs5i1BOQQeyAfJIg594RA0YC5jcdnplDQltgM
QLARzLrUc+ch53S8wGd9DOVmMsfSx0aFIqQII6hR8INMgzW/Rn453HWKrugp++85]
O9VZw==",
"MIIC5zCCALIACAQEWDQYJK0ZIhvcNAQEFBQAWghsxJDA1IBgNVBACTG1ZhbG1DZXJ
OIFZhbG1lkYXRpb24gTmvOd29yazEXMBUGALUEChMOVMFsaUN1cnQSIELuYy4xNT
AzBgNVBASTLFZhbG1DZXJOIENSYXNzIDIgUG9saWN5IFZhbGlkYXRpb24gQXV0a
G9yaXR5MSEWHWYDVQQDEXhodHRw0i8vd3d3LnZhbG1jZXJOLmNvbS8xIDAeBgkq
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]j1lbVUjPOUNV+mWwD5MIM/Mtsq2azSiGM5bUMM
j4QssxsodyamEwCW/POuzZ61cg5Ktz885hzZo+L7tdEYy8WIOViHOPd" ],
"use":"sig",
"kid":"somekey"}]

}

5. TIANA Considerations
5.1. JSON Web Key Type Registration

This document registers the following to the JSON Web Key Types

registry:

o "kty" Paramater value: "PKIX"

o Implementation Requirements: OPTIONAL

o Change Controller: IETF

0 Specification Document(s): Section 3 of [[ this document ]]

5.2. JSON Web Key Parameters Registration
This document registers the following to the JSON Web Key Parameters
registry:
o Parameter Name: "x5c"

o Change Controller: IETF

0 Specification Document(s): Section 3.1 of [[ this document ]]
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6. Security Considerations

This document does not introduce any new considerations beyond those
specified by [JWK].
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