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Abstract

This document defines two methods that make it easier to deploy
certificates for proper server identity checking in application
protocols. The first method enables a TLS client to obtain a TLS
server's end-entity certificate over secure HTTP as an alternative to
standard Public Key Infrastructure using X.509 (PKIX) and DNS-Based
Authentication of Named Entities (DANE). The second method enables a
source domain to securely delegate an application to a derived domain
using HTTPS redirects.
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1.

Introduction

Channel encryption with TLS depends on proper checking of the
server's identity, as specified in [REC6125] or its application-
specific equivalent for Public Key Infrastructure using X.509 (PKIX)
[REC5280] and in [RFC6698] for DNS-Based Authentication of Named
Entities (DANE). However, in multi-tenanted environments it is
effectively impossible for a hosting service to offer the correct
PKIX certificates on behalf of a hosted domain, since neither party
wants the hosting service to hold the hosted domain's private keys.
As a result, typically the hosting service offers its own PKIX
certificate (say, for hosting.example.net), which means that TLS
clients need to "just know" that the hosted domain (say,
foo.example.com) is offered at the hosting service rather than the
hosted domain. Further background information on this problem can be
found in [XMPP-DNA].

This situation is clearly insecure. It is true that DNS-based
technologies are emerging for secure delegation, in the form of DNS
SRV records [RFC2782] or their functional equivalent when DNS
Security [RFC4033] is used, along with DNS-Based Authentication of
Named Entities (DANE) [RFC6698]. However, these technologies are not
yet widely deployed and might not be deployed in the near future for
domains outside the most common top-level domains. Hosting services
and hosted domains need a method that can be deployed more quickly to
overcome the lack of secure delegation and proper server identity
checking on the Internet today.

POSH (PKIX Over Secure HTTP) provides two interconnected methods for
solving the problem, at least with application protocols other than
HTTP:

1. A TLS client retrieves the material to be used in checking the
TLS server's identity by requesting it from a well-known HTTPS
URI, where the response contains one or more certificates
formatted as a JSON Web Key set [JOSE-JWK] defined within the
JOSE WG.

2. If a hosted domain securely delegates an application to a hosting
service, it redirects all requests for the well-known HTTPS URI
to an HTTPS URI at the hosting service.

The discussion venue for this document is the posh@ietf.org mailing
list; visit https://www.ietf.org/mailman/listinfo/posh for
subscription information and discussion archives.



https://datatracker.ietf.org/doc/html/rfc6125
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc6698
https://datatracker.ietf.org/doc/html/rfc2782
https://datatracker.ietf.org/doc/html/rfc4033
https://datatracker.ietf.org/doc/html/rfc6698
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2.

[*S)

Terminology

This document inherits security terminology from [RFC5280]. The
terms "source domain", "derived domain", "reference identifier", and
"presented identifier" are used as defined in the "CertID"
specification [RFC6125].

This document uses the Extensible Messaging and Presence Protocol
(XMPP) [REC6120] in its examples. Whether connections are made from
an XMPP client to an XMPP server (based on a DNS SRV record of
"_xmpp-client._tcp") or between XMPP servers ("_xmpp-server._tcp"),
the XMPP initiating entity acts as a TLS client and the XMPP
receiving entity acts as a TLS server. Therefore, to simplify
discussion this document uses "_xmpp-client._tcp" to describe both
cases, unless otherwise indicated.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
[REC2119].

Obtaining Verification Materials

Server identity checking (see [RFC6125]) involves three different
aspects:

1. A proof of the TLS server's identity (in PKIX, this takes the
form of a PKIX certificate [RFC5280]).

2. Rules for checking the certificate (which vary by application
protocol, although [REC6125] attempts to harmonize those rules).

3. The materials that a TLS client uses to verify the TLS server's
identity or check the TLS server's proof (in PKIX, this takes the
form of chaining the end-entity certificate back to a trusted
root and performing all validity checks as described in
[REC5280], [REC6125], and the relevant application protocol
specification).

When POSH is used, the first two aspects remain the same: the TLS
server proves it identity by presenting a PKIX certificate [RFC5280]
and the certificate is checked according to the rules defined in the
appropriate application protocol specification (such as [REC6120] for
XMPP). However, the TLS client obtains the material it will use to
verify the server's proof by retrieving a JSON Web Key (JWK) set
[JOSE-JWK] over HTTPS ([RFC2616] and [RFC2818]) from a well-known URI
[REC5785]. (In this case, secure DNS is not necessary since the
HTTPS retrieval mechanism relies on the chain of trust based on the
public key infrastructure.)


https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc6125
https://datatracker.ietf.org/doc/html/rfc6120
https://datatracker.ietf.org/doc/html/rfc2119
https://datatracker.ietf.org/doc/html/rfc6125
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc6125
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc6125
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc6120
https://datatracker.ietf.org/doc/html/rfc2616
https://datatracker.ietf.org/doc/html/rfc2818
https://datatracker.ietf.org/doc/html/rfc5785
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The process for retrieving a PKIX certificate over secure HTTP is as
follows.

1.

The TLS client performs an HTTPS GET at the source domain to the
path "/.well-known/posh.{service}.{protocol}.json". For example,
if the application protocol is XMPP then the "{service}" is
either "_xmpp-client" for XMPP client-to-server connections, and
the "{protocol}" is "_tcp"; thus if an XMPP client were to use
POSH to verify an XMPP server for the domain "im.example.com",
the HTTPS GET request would be as follows:

GET /.well-known/posh._xmpp-client._tcp.json HTTP/1.1
Host: im.example.com

2.

1.

w

The source domain HTTPS server responds in one of three ways:

* If it possesses a PKIX certificate for the requested path, it
responds as detailed in Section 3.1.

* If it has a reference to where the PKIX certificate can be
obtained, it responds as detailed in Section 3.2.

* If it does not have any PKIX certificate for the requested
path, it responds with a client error status code (e.g., 404).

Source Domain Possesses PKIX Certificate

If the source domain HTTPS server possesses the certificate
information, it responds to the HTTPS GET with a success status code
and the message body set to a JSON Web Key (JWK) set [JOSE-JWK]. The
JWK set MUST contain at least one JWK with the following information:

(o]

(o]

The "kty" field set to the appropriate key type (e.g., "RSA" for a
certificate using an RSA key).

The required fields for the key type (e.g., "n" and "e" for a
certificate using an RSA key).

The '"x5c¢" field set to the certificate chain.

Example Content Response

HTTP/1.1 200 OK
Content-Type: application/jwk-set+json
Content-Length: 2785
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{
"keys": [
{

"kty": "RSA",

"kid": "im.example.com:2011-07-04",

"n'": "ANxwssdcU3LbODErec3owrwUhlzjtuskAn8rAcBMRPIMN5xA
JRX-1T5g2D7MTozWWFk4T1pgzAR5s1vMOtc35qAI9I0Cqk4Z
LChQrYswWuY7alTrnNXdusHUYC6EQ89DZaH2knTcp57wAXzJP
IG_tpBi5F7ck9LVRVRjybixOHJI7i4YrL-GeLuSgrjo4-GDcX
Ip80oVOFMKZH-NOMfUIT1IWY1l JcX1DOWUAiuAnvWtD4Kh_qgMJ
U6FZuupZGHgPdc3vrXtp27LWgxzxjFa9qnou6y53vCCIXLLI
5sy2fCwEDzLJqh2T6UItIZzjrSUZMIsK8r2pXkroIOuYuNn3Ww
y-jAzK8",

"e": "AQAB",

"x5¢": [

"MIIDgzCCAmugAwIBAgIBBjANBgkqhkiGOwOBAQUFADBGMQswCQYDV
QQGEwWJVUZERMA8GA1UECBMIQ29sbh3JhZG8XxDzANBgNVBACTBKR1bn
Z1cjETMBEGA1UEAXMKRXhhbXBsZSBDQTAeFwWOXMTA3MDQwWMDAWMDB
aFwOXxMzA3MDIyMzU5NT1laMEoXxCzAJBgNVBAYTALVTMREWDWYDVQQI
EwhDb2xvcmFkbzEPMAOGALUEBXMGRGVuUdmVyMRcwFQYDVQQDEw5pb
S51eGFtcGXx1LmNVvbTCCASIwWDQYJKoZIhvcNAQEBBQADgYEPADCCAQ
0CggEBANXwssdcU3LbODErec3owrwUhlzjtuskAn8rAcBMRPIMN5xX
AJRX+1T592D7MTozWWFk4T1pgzAR5s1vMOtc350AI9IOCqk4ZLChQ
ryYswuY7alTrnNXdusHUYc6EQ89DZaH2knTcp57wAXzJPIG/ tpBi5F
7ck9LVRVRjybix0OHJ714YrL+GeLuSgrj04+GDcXIp8oVOFMKZH+NO
MFfUITIWY1/JcX1DOWUALUuANnVvWtD4Kh/gqMJIJUGFZuupZGHgPdc3vrXt
p27LWgxzxjFa9qnOu6y53vCCIXLLISSsYy2fCwEDzLIqh2T6UItIZ]jr
SUZMIsK8r2pXkroIQuYuNn3wy+jAzK8CAWEAAaN4MHYwWDAYDVROTA
QH/BAIwADAdBgNVHQ4EFgQUTmMRcur7xgaIUoU6w]jVFPFxpf3UYwCw
YDVROPBAQDAgXgMCcGA1UJEQQgMB6EgHAYIKwYBBQUHCAWgEAWOaW®
uZXhhbXBszZS5jb20wEQYJYIZIAYb4QgEBBAQDAgGZAMAOGCSQGSIb3
DQEBBQUAA4IBAQBrtpz4USAT+gNWI8ccU9rFiPOJr+76VCf8Leims
qj INFKUUFXVUK5TBcCU8pYyRUAXBKk5THt +LUW+bPQE4SAUK] T J1lwwm
e8k0qtsvrre6XDfPHYyX6H7nQAaKDOVbvbHFTBKh6jNVVi+4gJACeSE
JdiskoNYuJAXNDI8DmMN9gAXuU/8d1QHIITINKTXMWFUdmW8rj2xdia
nfZEwuPX0I93jdpgvGhcSM92ahumFyEZ5ysK6KFsXyUmVuOQFaVsH
tSAWrSGr70ASLzsCA17Jsvz053QFW/KddkFLVEWCh/tgKK876poBo
XINI6YYuWghcKWADOOJdSTiXeu23E25t1bDR0o8",

"MIIDWTCCAKkGgQAWIBAgIBATANBgkqhkiGOwOBAQUFADBGMQswCQYDV
QQGEwJVUZERMABGA1UECBMIQ29sbh3JhZG8XxDzANBgNVBACTBKR1bn
Z1cjETMBEGA1UEAXMKRXhhbXBsZSBDQTAeFWOXMTAIMDIwWMDAWMDB
aFwOyMzAIMTYyMzU5SNT1aMEYXCzAJBgNVBAYTALVTMREWDWYDVQQI
EwhDb2xvcmFkbzEPMAOGALUEBXMGRGYVudmVyMRMWEQYDVQQDEwpFe
GFtcGx1IENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCGKCAQ
EAZNQ30X7uXTg+4jKadtROSUQEMRMnkZvDnptbWAtx0d1PsufQ2kf
vogOgDbhigjPEZDV9S+zm63Ia+eqJ3ROT9jDXjtF6s/IawITf5cPSN
Xn8qP8w+vbiy0rB4W4ANK1Dw]ji7KJI/wKNoOmwOx/qWNjSk3yoau4su
EuIlypizgLxKAr25vVvAJAXF6HATdQoVAIdCZ/7qbBPI7aurdu/Ndm
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bbKBKO®1p8aV1MYLzz8DIOhWcBQa2+g0OSUcd/yT1laz7UpMjGllbnVvl
UDxyJeCzbBaHny5N1WwWHsGnsbucbM+9yeAMbRes/zOKeHxcRtomd8
bh7As12RIXKrk5GRoONVKA0iwLQIDAQABO1IwWUDAPBgNVHRMBATSEB
TADAQH/MBOGA1UdDgQWBBSyiet77RfWpH3X8NMwGFVU21dJPTALBg
NVHQ8EBAMCAQYWEQYJYIZIAYb4QgEBBAQDAgAHMA®GCSQGSIb3DQE
BBQUAA4IBAQBd1mMx4Wx9xFLgechjwWyy7tOE2+mrwhwWxg82q7z3bB
rHWjuGzolHe97Ch+6QI3+MPk9JQWYaMgYelltyfOmgZ18NFQall4M
ho2yT+E8jul1PW+RNqUARG6rZfdeN5Geb10o1L2g5WNTdtPXoOFYgHY
VPQ1HmjloEic2eGnlBv0i49wAdwnASv53fgzkSJIB2/GdBJI3wPIWpO
49/1vS5rsF55Jg+3mj3ZAuPYt80TRKbA/cjXEny5RTK+VJIs3f7RQ/
Y3CTPXx0JqskWs06/eUpjXKyzZ+MmkCs5cmlyers8gowhaI8JImL1BW
LQE6V8MHdbUfb4M8la5cUd2BGtT1ILOVNMY"

The TLS client uses the provided certificate to verify the TLS
connection to the TLS server. 1In order for the TLS client to verify
the identity of the TLS server, it MUST ensure that the PKIX
certificate presented by the TLS server during the TLS negotiation
matches the certificate that it obtained via POSH.

The TLS client MAY verify the certificate chain provided in the JwK,
but it SHOULD consider the final issuer certificate to be a trust
anchor for the purposes of this verification only. Once it has
verified the identity of the TLS server, the TLS client MUST NOT
continue to treat this final issuer certificate as a trust anchor.

w

.2. Source Domain References PKIX Certificate

If the source domain HTTPS server has a reference to the certificate
information, it responds to the HTTPS GET with a redirect status code
(e.g., 302, 303, 307, or 308), and includes a 'Location' header,
which MUST specify an HTTPS URL.

Example Redirect Response

HTTP/1.1 302 Found
Location: https://hosting.example.net/.well-known
/posh._xmpp-client._tcp.json

The client follows the redirect, the HTTPS server for the URI at
which the client has been redirected responds to the request, and the
client performs actions appropriate to the new response (whether it
is a possession, a reference, or another redirect).
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3.2.1. Redirect Status Codes

Care needs to be taken regarding the redirect mechanism is used for
delegation. Clients might remember the redirected location in place
of the original, which can lead to verification mismatches when a
source domain is migrated to a different delegated domain.

To mitigate this concern, source domains SHOULD use only temporary

redirect mechanisms, such as HTTP status codes 302 (Found) and 307

(Temporary Redirect). Clients MAY treat any redirect as temporary,
ignoring the specific semantics for 301 (Moved Permanently) and 308
(Permanent Redirect) [HTTP-STATUS-308].

3.2.2. Redirect Depth

To protect against circular references, clients MUST NOT follow an
infinite number of redirects. It is RECOMMENDED that clients follow
no more than 10 redirects, although applications or implementations
can require that fewer redirects be followed.

3.3. Additional Security Mechanisms

POSH can benefit from additional HTTPS security mechanisms, such as
HTTP Strict Transport Security [REC6797] and key pinning [KEYPIN],
especially if the TLS client shares some information with a common
HTTPS implementation (e.g., platform-default web browser).

4. Secure Delegation
The delegation from the source domain to the delegated domain can be
considered secure if the certificate offered by the TLS server
matches the POSH certificate, regardless of how the POSH certificates
are obtained.

5. Order of Operations

POSH processes MUST be complete before the end of the TLS handshake
for the application protocol, so that the TLS client can perform
verification of reference identifiers. Ideally a TLS client ought to
perform the POSH processes in parallel with other application-level
negotiation; this is sometimes called the "happy eyeballs" approach,
similar to [REC6555] for IPv4 and IPv6. However, a TLS client might
delay as much of the application-level negotiation in order to gather
all of the POSH-based verification material. For instance, a TLS
client might not open the socket connection until it retrieves the
PKIX certificates via POSH.


https://datatracker.ietf.org/doc/html/rfc6797
https://datatracker.ietf.org/doc/html/rfc6555
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6.

I~

Caching Results

Ideally, the TLS client relies on the expiration time of the
certificate obtained via POSH, and not on HTTP caching mechanisms.
To that end, the HTTPS servers for source and derived domains SHOULD
specify a 'Cache-Control' header indicating a short duration (e.g.,
max-age=60) or '"no-cache" to indicate that the response (redirect or
content) is not appropriate to cache at the HTTP level.

Alternates and Roll-over

To indicate alternate PKIX certificates (such as when an existing
certificate will soon expire), the returned JWK set MAY contain
multiple JWK objects. The JWK set SHOULD be ordered with the most
relevant certificate first as determined by the application service
operator (e.g., the renewed certificate), followed by the next most
relevant certificate (e.g., the certificate soonest to expire). Here
is an example:

{
"keys": [
{

"kty": "RSA",

"kid": "hosting.example.net:2011-07-04",

"n'": "AM-ktwkQ8btj_HEdAA6kOpzJIGgoHNZsJImxjh_PifpgAufQeq
MO_YBR100IdJZRzJITULYhRwn9bikCq87WToxgPWOnd3sH3qT
YiACIR5S6tBbsyp6WYmwM1lyuCOVLC06S0DzdK1SVkQKM3QWk
OGFNU414gXYAMxaSw8316yv5DBVbST7E92vS6Gq_4pgI2611
0JhybZuTEVPRUCG6pTKAXQpLxmjJ50G9MI1RP17nsuQeE7Ng
0Ap4BBn5hocojkfthwgbX41lgBMecpBAnky5jn6s1mzS_rL-L
w-_8hUldaTPDOMHIHPrvcsRV5uw8wK5MB6QY FS6WF4bOK] 2T
vYceNlE",

el "AQAB",

"x5¢c": [

"MIIDXzCCAkegAwIBAgIBAzANBgkqhkiGOwOBAQUFADBGMQswCQYDV
QQGEwJVUZERMABGA1UECBMIQ29sbh3JhZG8XxDzANBgNVBACTBKR1bn
Z1cjETMBEGA1UEAXMKRXhhbXBsZSBDQTAeFWOXMTA3MDQXOTUyMDB
aFwOxMzA3MDMx0TUyMDBaME8xCzAJBgNVBAYTALVTMREWDWYDVQQI
EwhDb2xvcmFkbzEPMAOGGALUEBXMGRGYVuUdmVyMRwwGgYDVQQDEXNoOb
3NO@aw5nLmV4YWiwbGUubmVOMIIBIjANBgkqhkiGOwOBAQEFAAOCAQ
8AMIIBCgKCAQEAZz6S1aRDxu2P8cROADgQ6nMkaCgcimwmbGOH8+J+
MABR9B60W79gFHXTQhO11HM19QVKFHCT1uKQKrztZ0jGA9Y6d3ewf
epNiIBwhH1LqOFuzKnpZibAzXK4LS8sKjpKgPNOrVK+RAozdBaTQY
UlTiXipdgAzFpLDzelLrK/kMFVtJIPsT3a9Loar/imAjbgXXQmHJtm5
MRU9FQIbglMoBdCkvGaMnmgh®z3VE/Xuey5B4Ts2DQCngEGTmGhy i
OR+2HCBtfiWoEX5ykECeTLMOfqyWbNL+sv4vD7/yFSV1pM8POweUC
+Uu9yxFXm7DzAr kwHpDJ9LrAXhvQqPZ09hx42UQIDAQABOOSWTTAMB
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gNVHRMBAT8EAjAAMBOGA1UdDgQWBBQ/veMa6XwrIaUv8Y7PmWORYA
Um9jALBgNVHQ8EBAMCBeAWEQYJYIZIAYb4QQgEBBAQDAgGZAMAOGCS(
GSIb3DQEBBQUAA4IBAQA7V50iyHg8+12UBkFa816APKQ5zL2gN8d3
SE3mDK5a61/597xHDxzHKMmMROVHD9+MHZtYXxbBOdHZz11JYOzCUAgO
nfYc9J3VB4kKPB9H7u8h70pRuPudFWvQ4ZRraRPm7eSP+7/kT10Ka
MCpBC1A95GKAbsbY3vQOHkmu5sgbIwGNs5x5V4kZSN9AfFHcmaQ2K
Zufail jLPj6UC5C0bGX]jSMCWMiS7kzw8GWXxnQ9viCMOuopmraMOUH
cPnmt1lzXparpwWbiFKXGwFo1qu9Qnto071kJwVm9+ABl+1MD22WKX j
5DDutWSyxV7Nbbhni/j6HdWHNNCcCN11bKzqJ54RhDoi",
"MIIDWTCCAKkGgQAWIBAgIBATANBgkqhkiG9wOBAQUFADBGMQswCQYDV
QQGEwWJVUzZERMA8GA1UECBMIQ29sh3JhZG8XxDzANBgNVBACTBKR1bn
Z1cjETMBEGA1UEAXMKRXhhbXBsZSBDQTAeFWOXMTAIMDIwWMDAWMDB
aFwOyMzAIMTYyMzU5SNT1aMEYXCzAJBgNVBAYTALVTMREWDWYDVQQI
EwhDb2xvcmFkbzEPMAOGALUEBXMGRGVudmVyMRMWEQYDVQQDEwpFe
GFtcGxX1IENBMIIBIjANBgkghkiGOwWOBAQEFAAOCAQB8AMIIBCQgKCAQ
EAZNQ30X7uXTg+4jKadtROSUQEMRMnkZvDnptbWAtx0d1PsufQ2kf
vogOgDhigjPEZDV9S+zm63Ia+eqJ3ROT9jDXjtF6s/IawITf5cPSN
Xxn8qP8w+vbiyOrB4W4Nk1Dwji7KJ/wKNo®mwOx/gqWNjSk3yoau4sU
EuIlypizgLxKAr25vVvAJAXF6HATdQOVAIdCZ/7qbBPI7aurduU/Ndm
bbKBKO1p8aViMYLzz8DIOhWcBQa2+g0OSUcd/yT1laz7UpMjGllbnVvl
UDxyJeCzbBaHny5N1WWHsGnsbucbM+9yeAMbRes/z0KeHxcRtomd8
bh7As12RIXKrk5GRONVKA0oiwLQIDAQABO1IWUDAPBgNVHRMBATSEB
TADAQH/MBOGA1UdDgQWBBSyiet77RfWpH3X8NMwGFVuU21dJPTALBg
NVHQ8EBAMCAQYWEQYJYIZIAYb4QgEBBAQDAgAHMAO®GCSqGSIb3DQE
BBQUAA4IBAQBd1mMx4Wx9xFLgechjWyy7tOE2+mrwhwWxg82q7z3bB
rHWjuGzolHe97Ch+6QI3+MPk9JQWYaMgYelltyfOmgZ18NFQall4M
ho2yT+E8jul1PW+RNqUARG6rZfdeN5Geb10o1L2g5WNTdtPXoFYgHY
VPQ1HmjloEic2eGnlBv0i49wAdwnASv53fgzkSJIB2/GdBJI3wPIWpO
49/1vS5rsF5SJg+3mj3ZAuPYt80TRKbA/cjXEny5RFK+VIs3f7RQ/
Y3CTPx0JqskWs06/eUpjXKyzZ+MmkCs5cmlyers8gowhaI8JmL1BW
LQE6V8MHdbUfb4M8la5cUd2BGtT1ILOVNMY"

]

3
{
"kty": "RSA",
"kid": "hosting.example.net:2013-07-04",
"n": "AM-ktwkQ8btj_HEdAA6kOpzJIGgoHNZsImxjh_PifpgAufQeq

MO_YBR100IdJZRzJITULYhRwn9bikCq87WToxgPWONnd3sH3qT
YiACIR5S6tBbsyp6WYmwM1yuCOVLC06S0DzdK1SvkQKM3QWk
OGFNU414gXYAMxaSw8316yv5DBVbST7E92vS6Gq_4pgI2611
0JhybZUTEVPRUCG6pTKAXQPLXmMjJ50G9M91RP17nsuQeE7Ng
0Ap4BBn5hocojkfthwgbX41lgBMecpBAnky5jn6s1mzS_rL-L
w-_8hUldaTPDIMH1HPrvcsRV5uw8wK5MB6QyY fS6wWF4bOK 2T
vYceNlE",
el "AQAB",
"x5c¢": [
"MIIDjTCCANWgAWIBAgIBBTANBgkqhkiGO9wOBAQUFADBGMQswCQYDV
QQGEwJVUZERMA8GA1UECBMIQ29sh3JhZG8XxDzANBgNVBACTBkR1bnZ
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1cjETMBEGA1UEAXMKRXhhbXBsZSBDQTAeFwWOXMzA1MTcwMDAWMDBaF
WOXNTALIMTYYyMzUSNT1aME8XxCzAJBgNVBAYTA1VTMREWDWYDVQQIEwh
Db2xvcmFkbzEPMAOGALUEBXMGRGVudmVyMRwwGgYDVQQDEXNob3NOa
W5nLmV4YW1lwbGUubmVOMIIBI jANBgkqhkiGOwOBAQEFAAOCAQSAMII
BCgKCAQEAz6S1aRDxu2P8cROADgQ6nMkaCgcimwmbGOH8+J+mABRIB
60w79gFHXTQhOL1IHM19QVKFHCT1uKQKrztZ0jGA9Y6d3ewfepNiIBw
hH1LqOFuzKnpZibAzXK4LS8sKjpKgPNOrVK+RA0zdBaTQYU1TiXipd
gAzFpLDzeLrK/kMFVtJIPsT3a9Loar/imAjbgXXQmHJItm5MRU9FQIbq
1IMoBdCkvGaMnmgh0z3VE/Xuey5B4Ts2DQCngEGTmGhyiOR+2HCBtfi
WOEX5yKECeTLmOfqyWbNL+sv4vD7/yFSV1pM8POweUC+u9yxFXm7Dz
ArkwHpDJ9LrAXhvQqPZ09hx42UQIDAQAB030wezAMBgNVHRMBATSEA
JAAMBOGA1UdDgQWBBQ/veMa6XwrIaUlv8Y7PmWORYAUM9jALBgNVHQ8
EBAMCBeAwLAYDVRORBCUwWI6AhBggrBgEFBQCcIBaAVDBNOb3NO@awsnL
mV4YWiwbGUubmVOMBEGCWCGSAGG+EIBAQQEAWIGQDANBgkghkiGOwo
BAQUFAAOCAQEATh3++qh/bxsVtcEWMNt j1QLTBiXC5TOU6GNUWUKY3a
RTIsthO5yLsToUGlbbxLceVG+xPQTOuRqvVO2sumiIn3gv87NU5gMR
b1Gy1PINOYT5GiHCN5qCfegGH6jIokh0Js3v+ttR/runs0/MEsr/ka
YQ7KRKzOd1xXT+gWNOLpOfOYdYcasDWNMTgiNZwzXKcdkhb11RBYuP4
SeiJvy6ZbyUnoswthVTeOCK9+StDtJIZLPSUU7TB2MWYMNV344N0oT02
ufRawLU@+8cJZxrXq/H/YQyoAFB9opwOWEOTIB5aZqI2em4wWjgx9sl
aonF1LEQysm5qJInhTGXEIDxQfqCcRfw==",
"MIIDWTCCAKGgAWIBAgIBATANBgkqhkiGOwWOBAQUFADBGMQSWCQYDVQ
QGEwJVUZERMA8SGA1UECBMIQ29sb3JhZG8xDzANBgNVBACTBKR1bnZ1
CJETMBEGA1UEAXMKRXhhbXBsZSBDQTAeFwWOXMTA1IMDIwMDAWMDBaFw
OyMzA1MTYyMzU5NT1aMEYXCzAJBgNVBAYTALVTMREWDWYDVQQIEwhD
b2xvcmFkbzEPMAOGA1UEBXMGRGVudmVyMRMWEQYDVQQDEwWpFeGFtcG
x1IENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQBAMIIBCgKCAQEAZNQ3
OX7uXTg+4jKadtROSUQEMRMNkZvDnptbWAtx0d1PsufQ2kfvog@gDh
1gjPEZDV9S+zm63Ia+eqJ3ROT9jDXjtF6s/IawITf5cPSNXn8qP8w+
vbiy0rB4W4ANK1Dw]ji7KJI/wKNo@mwOX/qwWNjSk3yoaU4sUEulypizgL
XKAr25vVVAJAXF6HATAQOVAIACZ/7qbBPI7aurdu/NdmbbKBKO1p8a
V1MYLzz8DIOhWcBQa2+g0oSUcd/yT1az7UpMjGllbnv1UDxyJeCzbBa
Hny5N1WWHsGnsbucbM+9yeAMbRes/z0KeHxcRtomd8bh7As12RIXKr
k5GRONVKA0iwLQIDAQABO1IWUDAPBgNVHRMBATS8EBTADAQH/MBOGAL
UdDgQWBBSyiet77RfWpH3X8NMwWGFVu21dJPTALBgNVHQ8EBAMCAQYwW
EQYJYIZIAYb4QgEBBAQDAgAHMAGGCSqGSIb3DQEBBQUAA4IBAQBd1m
MXx4WXx9xFLgecbjwWyy7t0E2+mrWhWxg82q7z3bBrHWjUGzolHe97Ch+
6QI3+MPk9JQWYaMgYelltyfOmgZ18NFQall4Mho2yT+E8jullPW+RN
qUdRG6rZfdeN5Geb101L2g5WNTdtPXoFYgHYVPQ1HmjloEic2eGnlB
v0149wAdwnASv53fgzkSJIB2/GdBI3wPIWp0O49/1vS5rsF5SJg+3mj3
ZAUPYt80TRKbA/CcjxXEny5RfK+VJIs3f7RQ/Y3CTPx0JqskWs06/eUp]j
XKyzZ+MmkCs5cmlyers8gowhaI8JmL1BWLQE6V8MHdbUfb4M8la5cU
d2BGtT1ILOVNMV"
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8.

[©

©

©

10.

Security Considerations
This document supplements but does not supersede the security
considerations provided in specifications for application protocols
that decide to use POSH (e.g., [RFC6120] and [RFEC6125] for XMPP).
Specifically, communication via HTTPS depends on checking the
identity of the HTTP server in accordance with [RFC2818].
Additionally, the security of POSH can benefit from other HTTP
hardening protocols, such as HSTS [RFC6797] and key pinning [KEYPIN].
IANA Considerations
Protocols that use POSH MUST register an appropriate well-known URI
or URIs [RFC5785] with the IANA. The IANA registration policy
[REC5226] is Specification Required.
The following sections register two such URIs for XMPP.

The "posh._xmpp-client._tcp.json" Well-Known URI

This specification registers the "posh._xmpp-client._tcp.json" well-
known URI in the Well-Known URI Registry as defined by [REC5785].

URI suffix: posh._xmpp-client._tcp.json

Change controller: IETF

Specification document(s): [[ this document ]]

The "posh._xmpp-server._tcp.json" Well-Known URI

This specification registers the "posh._xmpp-server._tcp.json" well-
known URI in the Well-Known URI Registry as defined by [RFC5785].

URI suffix: posh._xmpp-server._tcp.json
Change controller: IETF

Specification document(s): [[ this document ]]
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