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Abstract

This document defines the use of ROHC header compression mechanisms
for the NEMO Basic Support protocol [9]. The idea is to use both
NEMO and ROHC as they have been defined without any change. The
tunneling in the NEMO Basic Support protocol will be done over
different supports (Wireless LAN, 3G or PPP) links, where ROHC
compression can work.

Conventions used in this document

In examples, "C:" and "S:" indicate lines sent by the client and
server respectively.
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED",  "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC-2119 [ ].
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1. Introduction

Network mobility (NEMO) [1] is concerned with managing the mobility
of an entire network through a mobile router (MR). The MR dynamically
changes its point of attachment to the Internet. ROHCs header
compression algorithms are able to reduce the header size and
improve performance in low bandwidth links. This document defines the
use of ROHC [2,3,4,5,6,7,8] mechanisms in a NEMO network [9] to
improve the performance between the home agent and the mobile router.

Section 2 introduces where ROHC will be used in NEMO, section 3 will
describe the ROHC configuration and section 4 will describe the use
of NEMO addresses for header compression.

2. The use of ROHC in NEMO

https://datatracker.ietf.org/doc/pdf/rfc2119


A basic approach of using ROHC in mobile networks is to use
bi-directional tunnel between the MR and HA to preserve session
continuity while the MR moves. As ROHC has been defined to work
between two peers, the header compression of ROHC will be done
between the MR and the HA tunneling.

As tunneling in NEMO Basic Support [9] is bi-directional, ROHC will
be able to perform the three operation modes and use the feedback to
improve performance.

ROHC mechanism for RTP, UDP, IP and UDP-Lite flows works by removing
the redundancy and transfers only changing fields. It classifies the
header fields into static and dynamic fields. Static fields are those
that remain constant during the lifetime of the packet and dynamic
fields are those that keep on changing but their change pattern may
be known.

ROHC has three operation modes: Unidirectional (U), bi-directional
Optimistic (O) and bi-directional Reliable (R). The U-mode is used
when the link is unidirectional or when feedback is not possible. For
bi-directional links we can use the O-mode or the R-mode. The O-mode
sends only negative feedbacks, optionally it can also send positive
feedbacks but the R-mode uses both negative and positive feedbacks.
ROHC always starts header compression using U-mode even if it is
used in a bi-directional link.

The ROHC compressor removes the redundant header fields and the
redundant information in the packet flow. ROHC compression
communicates changing fields most of the time. While sending the
fields that change, it further achieves efficiency by using an
encoding algorithm in which only the last significant bits are sent.
The ROHC compressor has three compression levels: Initialization and
Refresh (IR), First Order (FO) and Second Order (SO). In IR
compression level it establishes the static information and in FO
compression level the change pattern of dynamic fields. In the last
compression level, SO, it sends encoded values of Sequence Number
(SN) and Timestamp (TS) forming the minimal size packets. With the
use of this header format packet all header fields can be generated
at the other end of the link using the previously established change
pattern. When some updates or errors are there, the compressor goes
back to the upper compression levels. It only returns to the SO
compression level after retransmitting the updated information and
establishing again the change pattern in the decompressor.

The decompressor works at the receiving end of the link and
decompresses the headers based on the header fieldsÆ information of
the context. Both the compressor and the decompressor use a context
to store all the information about the header fields. To ensure
correct decompression, the context should be synchronized all the
time. The decompressor has three states, the first is No Context (NC)



that is when there is no context synchronization, and the second is
Static Context (SC) that is reached only after the dynamic
information in the context is lost. The third is Full Context (FC),
reached when the decompressor has all the information about header
fields. When in FC state, the decompressor moves to the initial
states as soon as it detects context damage. It uses the k out of n
rule by looking at the last n packets, if CRC failures have occurred
for at least k packets then, it assumes context damage and transits
backward to an initial state. The decompressor also sends feedback
according to the operation modes.

The Decompressor manages the operation mode in which the system will
work through the use of mode transitions that allow it to change from
one mode to another, based on the link characteristics and the
performance requirements. The decompressor also uses some efficient
schemes to correct the context when it gets damaged or the
synchronization gets lost. The compressor also employs some schemes
through which it ensures the correct transmission of the information
to the decompressor.

ROHC for SIP [4] flows use the UDVM (Universal Decompression Virtual
Machine) which accept any encoding code (Deflate, Huffman, Z77, EPIC,
etc) and use the corresponding byte-code to decompress the packet.
ROHC for TCP [7] use EPIC (Efficient Protocol Independent Compression)
to generate encoding within the ROHC operation modes. EPIC is an
improvement method of Huffman encoding to reduce a character set.

The ROHC Negotiation will be done while the tunneling is opened and
it is not the objective of this draft.

3. ROHC configuration

ROHC entities formed by a compressor and a decompressor will be
placed in both MR and HA, each flow will use a ROHC context
identifier (CID), the use of ROHC will be based on the description
made in [6] where channels of ROHC are given. The profiles used in
the tunneling will depend on the profiles implemented in each peer
negotiated initially.

The ROHC compression parameters need to be studied and are out of the
scope of this document. The use of different IP addresses will not be
a problem as it is explained in section 4. The ROHC classification
has not change the address will be static all over the life of the
tunnel.

The MNN will not be affected by the use of header compression in the
tunnel, the use of ROHC between the MR and the HA has to be
transparent for them and for all the users in the mobile network.



4. Addresses to support NEMO

To support NEMO, MR uses two types of addresses: the home addresses
which are static and they are used when MR is at its home networking
and the care-of addresses which are dynamic and they change with the
attachment point. The HA will keep a binding cache for MR.

4.1 Addresses for header compression

ROHC mechanisms classifies the header fields to make compression.
This analysis is based on how the values in the header fields change
during a stream. These fields are separated and assigned to the
static and the dynamic chain of the compressed header packets.

The MR will acquire a care-of address (CoA) from its attachment
point and it will use it to make header compression. While MR is in
its home networking header compression will not be used.

As the addresses are classified as static, each time the MR changes
its attachment point the ROHC context will be initialized.

Security Considerations

This document by it self does not add any security risk to the use
of ROHC and NEMO as they have already been defined.
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