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Status of this Memo

This document is an Internet-Draft and is subject to all provisions
of Section 10 of RFC2026.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups may also distribute working documents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress."
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http://www.ietf.org/lid-abstracts.html

The 1list of Internet-Draft Shadow Directories can be accessed at
http://www.ietf.org/shadow.html

Copyright Notice

Copyright (C) The Internet Society 2003. All Rights Reserved.

Abstract

This document documents the obsolete clear-text user/password Simple
Authentication and Security Layer (SASL) mechanism called the LOGIN
mechanism. The LOGIN mechanism was intended to be used, in
combination with data confidentiality services provided by a lower
layer, in protocols which lack a simple password authentication
command .
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Conventions Used in the Document

=

IN

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [KEYWORDS].

Background and Intended Usage

This document documents the obsolete LOGIN Simple Authentication and
Security Layer ([SASL]) mechanism which was in use in protocols with
no clear-text login command (e.g., [SMTP-AUTH]).

Note: The LOGIN SASL mechanism is obsoleted in favor of the PLAIN
SASL mechanism ([PLAIN]). The LOGIN mechanism is documented here
only for the purpose of backwards compatibility with legacy software.
Clients SHOULD implement the PLAIN SASL mechanism and use it whenever
offered by a server. The LOGIN SASL mechanism SHOULD NOT be used by
a client when other plaintext mechanisms are offered by a server.

The name associated with this mechanism is "LOGIN".

The LOGIN SASL mechanism does not provide a security layer. This
mechanism MUST NOT be used without adequate security protection as
the mechanism affords no integrity nor confidentiality protection
itself. The LOGIN SASL mechanism MUST NOT be advertised or used in
any configuration that prohibits the PLAIN mechanism or plaintext
LOGIN (or USER/PASS) command that sends passwords in the clear.

LOGIN SASL Mechanism

The authorization identity is the same string as the "username" in
the traditional (non-SASL) LOGIN or USER commands; the authorization
authenticator is the same string as the traditional "password". The
authentication identity is the same as the authorization identity in
this mechanism.

Only US-ASCII printable characters SHOULD be used in the username and
password to permit maximal interoperability. If non-US-ASCII
characters are used in a username, they MUST use UTF-8. Passwords
MAY contain arbitrary binary data excluding NUL, CR and LF
characters. However, if a password is supplied to the client as a
sequence of characters (e.g., a password dialog box), those
characters MUST be encoded as UTF-8.

The username MUST be less than 64 characters in length.
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2.1.

Client side of authentication protocol exchange

The client expects the server to issue a challenge. The client then
responds with the authorization identity. The client then expects
the server to issue a second challenge. The client then responds
with the authorization authenticator. The contents of both
challenges SHOULD be ignored.

Server side of authentication protocol exchange

The server issues the string "User Name" in challenge, and receives a
client response. This response is recorded as the authorization
identity. The server then issues the string "Password" in challenge,
and receives a client response. This response is recorded as the
authorization authenticator. The server must verify that the
authorization authenticator permits login as the authorization
identity.

Note: There is at least one widely deployed client which requires
that the challenge strings transmitted by the server be "Username:"
and "Password:" respectively. For this reason, server
implementations MAY send these challenge strings instead of those
listed above.

Example

This example shows the use of the LOGIN mechanism with the SMTP AUTH
command [SMTP-AUTH] under the protection of SMTP STARTTLS [SMTP-TLS].
The user name is "tim" and the password is "tanstaaftanstaaf". The
base64 encoding of the challenges and responses is part of the SMTP
AUTH command, not part of the LOGIN specification itself. "C:" and
"S:" indicate lines sent by the client and server respectively.

220 smtp.example.com ESMTP server ready
EHLO test.example.com
250-smtp.example.com

250-STARTTLS

250 AUTH CRAM-MD5

STARTTLS

: 220 Ready to start TLS

<TLS negotiation, further commands are under TLS layer>
C: EHLO test.example.com

S: 250-smtp.example.com

S: 250 AUTH LOGIN CRAM-MD5

C

S

nonwununoown

: AUTH LOGIN
334 VXN1lciBOYW1lAA==
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dGlt

334 UGFzc3dvcmQA
dGFuc3RhYWZOYW5zdGFhzg==

235 Authentication successful.

n o nuo

3.
Security Considerations
The LOGIN mechanism relies upon an underlying encryption layer or
other secure channel for security. When used without an encryption
layer or secure channel, it is vulnerable to a common network
eavesdropping attack. Therefore the LOGIN mechanism MUST NOT be
advertised or used in any configuration that prohibits the PLAIN
mechanism or a plaintext LOGIN (or USER/PASS) command that sends
passwords in the clear.
4,
IANA Considerations
The registration for the LOGIN SASL mechanism follows:
SASL mechanism name: LOGIN
Security Considerations: See section 3 of this memo
Published specification: this memo
Person & email address to contact for futher information:
See section 7 of this memo
Intended usage: OBSOLETE
Owner/Change controller: See section 7 of this memo
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Intellectual Property Considerations

The IETF takes no position regarding the validity or scope of any
intellectual property or other rights that might be claimed to

pertain to the implementation or use of the technology described in
this document or the extent to which any license under such rights
might or might not be available; neither does it represent that it has
made any effort to identify any such rights. Information on the
IETF's procedures with respect to rights in standards-track and
standards-related documentation can be found in BCP-11. Copies of
claims of rights made available for publication and any assurances of
licenses to be made available, or the result of an attempt made to
obtain a general license or permission for the use of such proprietary
rights by implementors or users of this specification can be obtained
from the IETF Secretariat.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the IETF Executive
Director.
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Full Copyright Statement
Copyright (C) The Internet Society 2003. All Rights Reserved.

This document and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwise explain it
or assist in its implmentation may be prepared, copied, published and
distributed, in whole or in part, without restriction of any kind,
provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
document itself may not be modified in any way, such as by removing
the copyright notice or references to the Internet Society or other
Internet organizations, except as needed for the purpose of
developing Internet standards in which case the procedures for
copyrights defined in the Internet Standards process must be followed,
or as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This document and the information contained herein is provided on an
"AS IS" basis and THE INTERNET SOCIETY AND THE INTERNET

ENGINEERING TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE
INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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