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Abstract

The migration to post-quantum cryptography is unique in the history
of modern digital cryptography in that neither the old outgoing nor
the new incoming algorithms are fully trusted to protect data for
the required data lifetimes. The outgoing algorithms, such as RSA
and elliptic curve, may fall to quantum cryptalanysis, while the
incoming post-quantum algorithms face uncertainty about both the
underlying mathematics as well as hardware and software
implementations that have not had sufficient maturing time to rule
out classical cryptanalytic attacks and implementation bugs.

Cautious implementors may wish to layer cryptographic algorithms
such that an attacker would need to break all of them in order to
compromise the data being protected using either a Post-Quantum /
Traditional Hybrid, Post-Quantum / Post-Quantum Hybrid, or
combinations thereof. This document, and its companions, defines a
specific instantiation of hybrid paradigm called "composite" where
multiple cryptographic algorithms are combined to form a single key,
signature, or key encapsulation mechanism (KEM) such that they can
be treated as a single atomic object at the protocol level.

This document defines the structures CompositePublicKey and
CompositePrivateKey, which are sequences of the respective structure
for each component algorithm. The generic composite variant is
defined which allows arbitrary combinations of key types to be
placed in the CompositePublicKey and CompositePrivateKey structures
without needing the combination to be pre-registered or pre-agreed.
The explicit variant is alxso defined which allows for a set of
algorithm identifier OIDs to be registered together as an explicit
composite algorithm and assigned an OID.

This document is intended to be coupled with corresponding documents
that define the structure and semantics of composite signatures and
encryption, such as [I-D.ounsworth-pg-composite-sigs] and
[I-D.ounsworth-pg-composite-kem].
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1. Changes in version -03
*Added the following explicit composite key types
-Explicit Composite Signature Keys

0id-Dilithium3-ECDSA-P256



0id-Dilithium3-RSA
oid-Falcon512-ECDSA-P256
oid-Falcon512-Ed25519
01d-SPHINCSXXX-ECDSA-P256
oid-Dilithium5-Falcon1024-ECDSA-P521
oid-Dilithium5-Falconl1024-RSA
-Explicit Composite KEM Keys
0id-Kyber512-RSA
0id-Kyber512-ECDH-P256
0id-Kyber512-x25519

*Added samples of (most of) the above explic composites in
appendices.

*Marked generic composite for prototyping; to be removed in final
publication.

*Sycronized terminology with I-D.draft-driscoll-pqgt-hybrid-
terminology-01.

*Removed the section "Implementation Considerations > Asymmetric
Key Packages (CMS)" since private key formats are now fully
covered in the body and examples.

1.1. Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

This document is consistent with all terminology from
[I-D.driscoll-pqgt-hybrid-terminology].

In addition, the following terms are used in this document:
BER: Basic Encoding Rules (BER) as defined in [X.690].

CLIENT: Any software that is making use of a cryptographic key. This
includes a signer, verifier, encrypter, decrypter.



DER: Distinguished Encoding Rules as defined in [X.690].
PKI: Public Key Infrastructure, as defined in [REC5280].

PUBLIC / PRIVATE KEY: The public and private portion of an
asymmetric cryptographic key, making no assumptions about which
algorithm.

Introduction

During the transition to post-quantum cryptography (PQ or PQC),
there will be uncertainty as to the strength of cryptographic
algorithms; we will no longer fully trust traditional cryptography
such as RSA, Diffie-Hellman, DSA and their elliptic curve variants,
but we may also not fully trust their post-quantum replacements
until further time has passed to allow additional scrutiny and the
discovery of implementation bugs. Unlike previous cryptographic
algorithm migrations, the choice of when to migrate and which
algorithms to migrate to, is not so clear. Even after the migration
period, it may be advantageous for an entity's cryptographic
identity to be composed of multiple public-key algorithms by using a
Post-Quantum/Traditional (PQ/T) or Post-Quantum/Post-Quantum (PQ/PQ)
Hybrid scheme.

The transition to PQC will face two challenges:

*Algorithm strength uncertainty: During the transition period,
some post-quantum signature and encryption algorithms will not be
fully trusted, while also the trust in legacy public key
algorithms will start to erode. A relying party may learn some
time after deployment that a public key algorithm has become
untrustworthy, but in the interim, they may not know which
algorithm an adversary has compromised.

*Migration: During the transition period, systems will require
mechanisms that allow for staged migrations from fully
traditional to fully post-quantum-aware cryptography.

This document provides the composite mechanism, which is a specific
instantiation of the PQ/T and PQ/PQ Hybrid paradigm to address
algorithm strength uncertainty concerns by providing formats for
encoding multiple public key and private key values into existing
public key and private key fields. Backwards compatibility is not
directly addressed via the composite mechanisms defined in the
document, but some notes on how it can be obtained can be found in
Section 5.2.

This document is intended for general applicability anywhere that
keys are used within PKIX or CMS structures.



3. Composite Key Structures

In order to represent public keys and private keys that are composed
of multiple algorithms, we define encodings consisting of a sequence
of public key or private key primitives (aka "components") such that
these structures can be used directly in existing public key fields
such as those found in PKCS#10 [RFC2986], CMP [REC4210], X.509
[REC5280], CMS [REC5652], and the Trust Anchor Format [REC5914].

A composite key is a single key object that performs an atomic
cryptographic operation -- such a signing, verifying, encapsulating,
or decapsulating -- using its encapsulated sequence of component
keys as if it was a single key. This generally means that the
complexity of combining algorithms can be deferred from the protocol
layer to the cryptographic library layer.

3.1. CompositePublicKey
Composite public key data is represented by the following structure:

CompositePublicKey ::= SEQUENCE SIZE (2..MAX) OF SubjectPublicKeyInfo

A composite key MUST contain at least two component public keys.

A CompositePublicKey MUST NOT contain a component public key which
itself describes a composite key; i.e. recursive CompositePublicKeys
are not allowed.

EDNOTE: unclear that banning recursive composite keys actually
accomplishes anything other than a general reduction in complexity
and therefore reduction in attack surface.

Each component SubjectPublicKeyInfo SHALL contain an
AlgorithmIdentifier OID which identifies the public key type and
parameters for the public key contained within it. See Section 4 for
specific algorithms defined in this document.

Each element of a CompositePublicKey is a SubjectPublicKeyInfo
object encoding a component public key. When the CompositePublicKey
must be provided in octet string or bit string format, the data
structure is encoded as specified in Section 3.3.

3.2. CompositePrivateKey

This section provides an encoding for composite private keys
intended for PKIX protocols and other applications that require an
interoperable format for transmitting private keys, such as PKCS #12
[REC7292] or CMP / CRMF [RFC4210], [RFC4211]. It is not intended to




dictate a storage format in implementations not requiring
interoperability of private key formats.

In some cases the private keys that comprise a composite key may not
be represented in a single structure or even be contained in a
single cryptographic module. The establishment of correspondence
between public keys in a CompositePublicKey and private keys not
represented in a single composite structure is beyond the scope of
this document.

The composite private key data is represented by the following
structure:

CompositePrivateKey ::= SEQUENCE SIZE (2..MAX) OF OneAsymmetricKey

3.

3.

2.

3.

Each element is a OneAsymmetricKey [RFC5958] object for a component
private key.

The parameters field MUST be absent.

A CompositePrivateKey MUST contain at least two component private
keys, and they MUST be in the same order as in the corresponding
CompositePublicKey.

EDNOTE: does this also need an explicit version? It would probably
reduce attack surface of tricking a client into running the wrong
parser and a given piece of data. ... maybe we get that for free if
we use the explicit composite O0IDs also for private keys?

1. Key Usage

For protocols such as X.509 [RFC5280] that specify key usage along
with the public key, any key usage may be used with composite keys,
with the requirement that the specified key usage MUST apply to all
component keys. For example if a composite key is marked with a
KeyUsage of digitalSignature, then all component keys MUST be
capable of producing digital signatures. The composite mechanism
MUST NOT be used to implement mixed-usage keys, for example, where a
digitalSignature and a keyEncipherment key are combined together
into a single composite key.

Encoding Rules
Many protocol specifications will require that the composite public

key and composite private key data structures be represented by an
octet string or bit string.



When an octet string is required, the DER encoding of the composite
data structure SHALL be used directly.

CompositePublicKeyOs ::= OCTET STRING (CONTAINING CompositePublicKey ENCODED BY der)

EDNOTE: will this definition include an ASN.1 tag and length byte
inside the OCTET STRING object? If so, that's probably an extra
uneccessary layer.

When a bit string is required, the octets of the DER encoded
composite data structure SHALL be used as the bits of the bit
string, with the most significant bit of the first octet becoming
the first bit, and so on, ending with the least significant bit of
the last octet becoming the last bit of the bit string.

CompositePublicKeyBs ::= BIT STRING (CONTAINING CompositePublicKey ENCODED BY der)

EDNOTE: See this LAMPS mailist discussion about BIT STRING vs OCTET
STRING for public keys. I think we have dodged the issue, but may we
worth re-visiting. https://mailarchive.ietf.org/arch/msg/spasm/Gv-
ACiOpYZfOMOAJEZUX1jIhVqe/

4. Algorithm Identifiers

This section defines the algorithm identifier for generic composite,
as well as a framework for defining explicit combinations and a list
of explicit composite algorithms covering a wide range of use cases.
This section is not intended to be exhaustive and other authors may
define others so long as they are compatible with the structures and
processes defined in this and companion signature and encryption
documents.

Some use-cases desire the flexibility for client to use any
combination of supported algorithms, while others desire the
rigidity of explicitly-specified combinations of algorithms.

4.1. id-composite-key (Generic Composite Keys)

Usage guidance: This mode is primarily for prototyping and for use
in proprietary implementations; implementers MAY implement this
section if there is a need for greater flexibility in algorithm
combinations than is available by using the pre-defined composite
algorithms defined below.

EDNOTE: Does the WG feel strongly that this section should be
removed prior to publication by the RFC Editors? IE remove it



entirely from the standard? Are there enduring (ie non-prototyping)
usecases that benefit from generic composite?

The id-composite-key object identifier is used for identifying a
generic composite public key and a generic composite private key.
This allows arbitrary combinations of key types to be placed in the
CompositePublicKey and CompositePrivateKey structures without
needing the combination to be pre-registered or standardized.

id-composite-key OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(1l) entrust(114027)
Algorithm(80) Composite(4) CompositeKey(1) }

EDNOTE: this is a temporary 0ID for the purposes of prototyping. We
are requesting IANA to assign a permanent OID, see Section 6.

The PUBLIC-KEY ASN.1 information object class is defined in
[REC5912]. The PUBLIC-KEY information object for generic
(Section 4.1) and explicit (Section 4.2) composite public and
private keys has the following form:

pk-Composite PUBLIC-KEY ::
id id-composite-key
KeyValue CompositePublicKey
Params ARE ABSENT
PrivateKey CompositePrivateKey

{

The motivation for this variant is primarily for prototyping work
prior to the standardization of algorithm identifiers for explicit
combinations of algorithms. However, the authors envision that this
variant will remain relevant beyond full standardization for example
in environments requiring very high levels of crypto agility, for
example where clients support a large number of algorithms or where
a large number of keys will be used at a time and it is therefore
prohibitive to define algorithm identifiers for every combination of
pairs, triples, quadruples, etc of algorithms.

4.2. Explicit Composite Signature Keys

This variant provides a rigid way of specifying supported
combinations of key types.

The motivation for this variant is to make it easier to reference
and enforce specific combinations of algorithms. The authors
envision this being useful for client-server negotiated protocols,



protocol designers who wish to place constraints on allowable
algorithm combinations in the protocol specification, as well as
audited environments that wish to prove that only certain
combinations will be supported by clients.

Profiles need to define an explicit composite key type which
consists of, at the minimum:

*A new algorithm identifier OID for the explicit algorithm.

*The PUBLIC-KEY information object of each component public key
type.

*The algorithm identifiers and parameters to be contained in each
of the component SubjectPublicKeyInfos and OneAsymmetricKeys.

See Appendix A for guidance on creating and registering OIDs for
specific explicit combinations.

In this variant, the public key is encoded as defined in Section 3
and Section 3.1, however the PUBLIC-KEY.id SHALL be an 0ID which is
registered to represent a specific combination of component public
key types. See Appendix B for examples.

The SubjectPublicKeyInfo.algorithm for each component key is
redundant information which MUST match -- and can be inferred from
-- the specification of the explicit algorithm. It has been left
here for ease of implementation as the component
SubjectPublicKeyInfo structures are the same between generic and
explicit, as well as with single-algorithm keys. However, it
introduces the risk of mismatch and leads to the following security
consideration:

Security consideration: Implementations MUST check that the
component AlgorithmIdentifier 0IDs and parameters match those
expected by the definition of the explicit algorithm.
Implementations SHOULD first parse a component's
SubjectPublicKeyInfo.algorithm, and ensure that it matches what is
expected for that position in the explicit key, and then proceed to
parse the SubjectPublicKeyInfo.subjectPublicKey. This is to reduce
the attack surface associated with parsing the public key data of an
unexpected key type, or worse; to parse and use a key which does not
match the explicit algorithm definition. Similar checks MUST be done
when handling the corresponding private key.

Below are provided a set of explicit composite algorithms which have
been selected to fill a wide range of use cases, with algorithms
selected to match security levels across a group. The selections
include pairs of {lattice, ECC/RSA} which should cover most short-
term use cases, and also {hash-based, ECC} pairs and {lattice,



lattice, ECC/RSA} triples for long-term use cases. Usage guidance is
provided for each explicit combination.

The algorithm set provided here is not intended to be exhaustive;
additional use cases and cryptographic advances may require
additional combinations to be defined in other documents by using
the mechanim provided in Appendix A.

4.2.1. 1id-Dilithium3-ECDSA-P256

Usage guidance: This signature key type is intended to be the
standard composite signature, applicable for most use cases.

The following object identifier is defined:
id-Dilithium3-ECDSA-P256 OBJECT IDENTIFIER ::= {

joint-iso-itu-t(2) country(16) us(840) organization(1) entrust(114027)
algorithm(80) ExplicitCompositeKey(5) id-Dilithium3-ECDSA-P256(1) }

EDNOTE: this is a temporary 0ID for the purposes of prototyping. We
are requesting IANA to assign a permanent OID, see Section 6.

When used in an AlgorithmIdentifier, parameters SHALL be ABSENT.

The PUBLIC-KEY SHALL be:

pk-Dilithium3-ECDSA-P256 PUBLIC-KEY ::
id id-Dilithium3-ECDSA-P256
KeyValue CompositePublicKey
Params ARE ABSENT
PrivateKey CompositePrivateKey

{

--- BEGIN EDNOTE ---

EDNOTE: design decision needed: should it be CompositePublicKey and
CompositePrivateKey, or should we define Dilithium3-ECDSA-P256-
PublicKey and Dilithium3-ECDSA-P256-PrivateKey for each explicit
type?

Pros of a *-PublicKey for each explicit composite type: 1) the ASN.1
parser will do some of the heavy-1lifting of checking that types
match (but how much is up for debate..). 2) can further compress the
encoding by removing the redundant inner component OIDs.



Pros of CompositePublicKey (ie carrying full SPKIs for each
component): 1) it becomes harder to write abstract code that takes
advantange of the fact that all composite explicit types have the
same wire encoding structure because each will have an independantly
defined structure object. 2) The wire encoding carries a full SPKI,
so for crypto libraries that require an SPKI for each component alg,
clients need to reconstruct a full SPKI, including reconstituting
the components 0IDs, which needs the client to have a mapping table
of explicit composite 0IDs to component OIDs.

--- END EDNOTE ---

The public key encoding is defined in Section 3.1 for id-Dilithium3-
ECDSA-P256 SHALL have SIZE (2):

CompositePublicKey ::= SEQUENCE SIZE (2) OF SubjectPublicKeyInfo

The first SubjectPublicKeyInfo (defined in [RFC5280]) SHALL contain:

SEQUENCE {
algorithm AlgorithmIdentifier {
algorithm id-dilithiumTBD,
paramaters ABSENT

3
subjectPublicKey BIT STRING(DilithiumPublicKey)
}
where pk-dilithiumTBD and TBDDilithiumPublicKey are defined in
[I-D.massimo-lamps-pg-sig-certificates].
TODO: I don't think subjectPublicKey BIT STRING(DilithiumPublicKey)
is correct ASN.1.
EDNOTE: pk-dilithiumTBD and TBDPublicKey refer to
[I-D.massimo-lamps-pg-sig-certificates] and should be kept in sync
with future versions of that draft.
The second SubjectPublicKeyInfo SHALL contain:
SEQUENCE {

algorithm AlgorithmIdentifier {
algorithm id-ecPublicKey,
parameters secp256ril

3
subjectPublicKey BIT STRING(ECPoint)



where id-ecPublicKey, secp256rl, and ECPoint are defined in
[REC5912].

The private key encoding is defined in Section 3.2, and for id-
Dilithium3-ECDSA-P256 SHALL have SIZE (2):

CompositePrivateKey ::= SEQUENCE SIZE (2) OF OneAsymmetricKey
The first OneAsymmetricKey, defined in [RFC5958] SHALL contain

privatekKeyAlgorithm AlgorithmIdentifier
algorithm id-dilithiumTBD,
parameters ABSENT
3

privateKey DilithiumPrivateKey

{

where id-dilithiumTBD and DilithiumPrivateKey are defined in
[I-D.massimo-lamps-pg-sig-certificates].

The publicKey remains OPTIONAL.
The second OneAsymmetricKey SHALL contain

privatekKeyAlgorithm AlgorithmIdentifier ::= {
algorithm id-ecPublicKey,
parameters secp256ril

pri;ateKey ECPrivateKey
where ECPrivateKey is defined in [RFC5480].
The publicKey remains OPTIONAL.

4.2.2. id-Dilithium3-RSA
Usage guidance: This signature key type is intended to be the
standard composite signature for environments that support RSA but
not elliptic curve.
The following object identifier is defined:

id-Dilithium3-RSA OBJECT IDENTIFIER ::= {

joint-iso-itu-t(2) country(16) us(840) organization(1l) entrust(114027)
algorithm(80) ExplicitCompositeKey(5) id-Dilithium3-RSA(2) }



EDNOTE: this is a temporary OID for the purposes of prototyping. We
are requesting IANA to assign a permanent OID, see Section 6.

When used in an AlgorithmIdentifier, parameters SHALL be ABSENT.
The PUBLIC-KEY SHALL be:

pk-Dilithium3-ECDSA-P256 PUBLIC-KEY ::
id id-Dilithium3-RSA
KeyValue CompositePublicKey
Params ARE ABSENT
PrivateKey CompositePrivateKey

{

--- BEGIN EDNOTE ---

EDNOTE: design decision needed: should it be CompositePublicKey +
CompositePrivateKey, or should we define *-PublicKey and *-
PrivateKey for each explicit type?

Pros of a *-PublicKey for each explicit composite type: 1) the ASN.1
parser will do some of the heavy-lifting of checking that types
match (but how much is up for debate..). 2) can further compress the
encoding by removing the redundant inner component OIDs.

Pros of CompositePublicKey (ie carrying full SPKIs for each
component): 1) it becomes harder to write abstract code that takes
advantange of the fact that all composite explicit types have the
same wire encoding structure because each will have an independantly
defined structure object. 2) The wire encoding carries a full SPKI,
so for crypto libraries that require an SPKI for each component alg,
clients need to reconstruct a full SPKI, including reconstituting
the components 0IDs, which needs the client to have a mapping table
of explicit composite 0IDs to component OIDs.

--- END EDNOTE ---

The public key encoding is defined in Section 3.1 for id-Dilithium3-
ECDSA-P256 SHALL have SIZE (2):

CompositePublicKey ::= SEQUENCE SIZE (2) OF SubjectPublicKeyInfo

The first SubjectPublicKeyInfo (defined in [RFC5280]) SHALL contain:



SEQUENCE {
algorithm AlgorithmIdentifier {
algorithm id-dilithiumTBD,
paramaters ABSENT

3
subjectPublicKey BIT STRING(DilithiumPublicKey)

where pk-dilithiumTBD and TBDDilithiumPublicKey are defined in
[I-D.massimo-lamps-pg-sig-certificates].

TODO: I don't think subjectPublicKey BIT STRING(DilithiumPublicKey)
is correct ASN.1.

EDNOTE: pk-dilithiumTBD and TBDPublicKey refer to
[I-D.massimo-lamps-pg-sig-certificates] and should be kept in sync
with future versions of that draft.

The second SubjectPublicKeyInfo SHALL contain:

SEQUENCE {
algorithm AlgorithmIdentifier {
algorithm rsaEncryption,
parameters NULL

3
subjectPublicKey BIT STRING(RSAPublicKey)

where rsakEncryption and RSAPublicKey are defined in [RFC8017].

The private key encoding is defined in Section 3.2, and for id-
Dilithium3-ECDSA-P256 SHALL have SIZE (2):

CompositePrivateKey ::= SEQUENCE SIZE (2) OF OneAsymmetricKey
The first OneAsymmetricKey, defined in [RFC5958] SHALL contain
privateKeyAlgorithm AlgorithmIdentifier ::= {
algorithm id-dilithiumTBD,
parameters ABSENT
3
privateKey DilithiumPrivateKey

The publicKey remains OPTIONAL.

The second OneAsymmetricKey SHALL contain



privateKeyAlgorithm AlgorithmIdentifier
algorithm id-ecPublicKey,
parameters secp256ril

3
privateKey ECPrivateKey

{

where ECPrivateKey is defined in [RFC5480].
The publicKey remains OPTIONAL.
4.2.3. id-Falcon512-ECDSA-P256

Usage guidance: This signature key type is intended for constrained
environments that need to use FIPS-approved elliptic curve.

TODO: fill in details.
4.2.4. id-Falcon512-Ed25519

Usage guidance: This signature key type is intended for constrained
environments that may use non-FIPS-approved elliptic curve.

TODO: fill in details.
4.2.5. 1id-SPHINCSsha256256frobust-ECDSA-P256

Usage guidance: This signature key type is intended for long-term
keys that desire the robustness to algorithmic attacks that comes
from stateless hash-based signatures as well as the robustness to
implementation bugs that comes from coupling with mature ECDSA
implementations.

TODO: fill in details.
4.2.6. 1id-Dilithium5-Falcon1024-ECDSA-P521

Usage guidance: This signature key type is intended for long-term
keys that desire robustness to the break of a given lattice-based
scheme, but also desire smaller signatures than stateless hash-based
signatures.

Note that this still has smaller pubkey + sig than SPHINCS+. TODO:
fill in numbers.

TODO: fill in details.
4.2.7. 1id-Dilithium5-Falcon1024-RSA

Usage guidance: This signature key type is intended for long-term
keys that desire robustness to the break of a given lattice-based



scheme for environments that support RSA but not elliptic curve, but
also desire smaller signatures than stateless hash-based signatures.

Note that this still has smaller pubkey + sig than SPHINCS+. TODO:
fill in numbers.

TODO: fill in details.
4.3. Explicit Composite KEM Keys
TODO: some text
Ref to draft-ounsworth-pg-composite-kem
4.3.1. id-Kyber512-RSA
TODO
4.3.2. 1id-Kyber512-ECDH-P256
TODO
4.3.3. 1id-Kyber512-x25519
TODO
5. Implementation Considerations

This section addresses practical issues of how this draft affects
other protocols and standards.

EDNOTE 10: Possible topics to address:
*The size of these certs and cert chains.

*In particular, implications for (large) composite keys /
signatures / certs on the handshake stages of TLS and IKEv2.

*If a cert in the chain is a composite cert then does the whole
chain need to be of composite Certs?

*We could also explain that the root CA cert does not have to be
of the same algorithms. The root cert SHOULD NOT be transferred
in the authentication exchange to save transport overhead and
thus it can be different than the intermediate and leaf certs.

5.1. Textual encoding of Composite Private Keys
CompositePrivateKeys can be encoded to the Privacy-Enhanced Mail

(PEM) [REC1421] format by placing a CompositePrivateKey into the
privateKey field of a PrivateKeyInfo or OneAsymmetricKey object, and



then applying the PEM encoding rules as defined in [RFC7468] section
10 and 11 for plaintext and encrypted private keys, respectively.

5.2. Backwards Compatibility

As noted in the introduction, the post-quantum cryptographic
migration will face challenges in both ensuring cryptographic
strength against adversaries of unknown capabilities, as well as
providing ease of migration. The composite mechanisms defined in
this document primarily address cryptographic strength, however this
section contains notes on how backwards compatibility may be
obtained.

The term "ease of migration" is used here to mean that existing
systems can be gracefully transitioned to the new technology without
requiring large service disruptions or expensive upgrades. The term
"backwards compatibility" is used here to mean something more
specific; that existing systems, as they are deployed today, can
interoperate with the upgraded systems of the future.

These migration and interoperability concerns need to be thought
about in the context of various types of protocols that make use of
X.509 and PKIX with relation to public key objects, from online
negotiated protocols such as TLS 1.3 [RFC8446] and IKEv2 [RFC7296],
to non-negotiated asynchronous protocols such as S/MIME signed and
encrypted email [RFC8551], document signing such as in the context
of the European eIDAS regulations [eIDAS2014], and publicly trusted
code signing [codeSigningBRsv2.8], as well as myriad other
standardized and proprietary protocols and applications that
leverage CMS [REC5652] signed or encrypted structures.

5.2.1. OR modes

This document purposefully does not specify how clients are to
combine component keys together to form a single cryptographic
operation; this is left up to the specifications of signature and
encryption algorithms that make use of the composite key type. One
possible way to combine component keys is through an OR relation, or
OR-1like client policies for acceptable algorithm combinations, where
senders and / or receivers are permitted to ignore some component
keys. Some envisioned uses of this include environments where the
client encounters a component key for which it does not possess a
compatible algorithm implementation but wishes to proceed with the
cryptographic operation using the subset of component keys for which
it does have compatible implementations. Such a mechanism could be
designed to provide ease of migration by allowing for composite keys
to be distributed and used before all clients in the environment are
fully upgraded, but it does not allow for full backwards



compatibility since clients would at least need to be upgraded from
their current state to be able to parse the composite structures.

.2.2. Parallel PKIs

We present the term "Parallel PKI" to refer to the setup where a PKI
end entity possesses two or more distinct public keys or
certificates for the same key type (signature, key establishment,
etc) for the same identity (name, SAN), but containing keys for
different cryptographic algorithms. One could imagine a set of
parallel PKIs where an existing PKI using legacy algorithms (RSA,
ECC) is left operational during the post-quantum migration but is
shadowed by one or more parallel PKIs using pure post quantum
algorithms or composite algorithms (legacy and post-quantum). This
concept contains strong overlap with other documented approaches,
such as [I-D.becker-guthrie-noncomposite-hybrid-auth] and highlights
the synergy between composite and non-composite hybrid approaches.

Equipped with a set of parallel public keys in this way, a client
would have the flexibility to choose which public key(s) or
certificate(s) to use in a given cryptographic operation.

For negotiated protocols, the client could choose which public
key(s) or certificate(s) to use based on the negotiated algorithms,
or could combine two of the public keys for example in a non-
composite hybrid method such as
[I-D.becker-guthrie-noncomposite-hybrid-auth] or
[I-D.guthrie-ipsecme-ikev2-hybrid-auth]. Note that it is possible to
use the signature algorithm defined in
[I-D.ounsworth-pg-composite-sigs] as a way to carry the multiple
signature values generated by a non-composite public mechanism in
protocols where it is easier to support the composite signature
algorithms than to implement such a mechanism in the protocol
itself. There is also nothing precluding a composite public key from
being one of the components used within a non-composite
authentication operation; this may lead to greater convenience in
setting up parallel PKI hierarchies that need to service a range of
clients implementing different styles of post-quantum migration
strategies.

For non-negotiated protocols, the details for obtaining backwards
compatibility will vary by protocol, but for example in CMS
[REC5652], the inclusion of multiple SignerInfo or RecipientInfo
objects is often already treated as an OR relationship, so including
one for each of the end entity's parallel PKI public keys would, in
many cases, have the desired effect of allowing the receiver to
choose one they are compatible with and ignore the others, thus
achieving full backwards compatibility.



6. IANA Considerations

This document registers the following in the SMI "Security for PKIX
Algorithms (1.3.6.1.5.5.7.6)" registry:

id-composite-key OBJECT IDENTIFIER ::= {
iso(1) identified-organization(3) dod(6) internet(1) security(5)
mechanisms(5) pkix(7) algorithms(6) id-composite-key(??) }

7. Security Considerations
7.1. Reuse of keys in a Composite public key

There is an additional security consideration that some use cases
such as signatures remain secure against downgrade attacks if and
only if component keys are never used outside of their composite
context and therefore it is RECOMMENDED that component keys in a
composite key are not to be re-used in other contexts. In
particular, the components of a composite key SHOULD NOT also appear
in single-key certificates. This is particularly relevant for
protocols that use composite keys in a logical AND mode since the
appearance of the same component keys in single-key contexts
undermines the binding of the component keys into a single composite
key by allowing messages signed in a multi-key AND mode to be
presented as if they were signed in a single key mode in what is
known as a "stripping attack".

7.2. Key mismatch in explicit composite
This security consideration copied from Section 4.2.

Implementations MUST check that that the component
AlgorithmIdentifier 0IDs and parameters match those expected by the
definition of the explicit algorithm. Implementations SHOULD first
parse a component's SubjectPublicKeyInfo.algorithm, and ensure that
it matches what is expected for that position in the explicit key,
and then proceed to parse the SubjectPublicKeyInfo.subjectPublicKey.
This is to reduce the attack surface associated with parsing the
public key data of an unexpected key type, or worse; to parse and
use a key which does not match the explicit algorithm definition.
Similar checks MUST be done when handling the corresponding private
key.

7.3. Policy for Deprecated and Acceptable Algorithms
Traditionally, a public key, certificate, or signature contains a

single cryptographic algorithm. If and when an algorithm becomes
deprecated (for example, RSA-512, or SHA1l), it is obvious that



clients performing signature verification or encryption operations
should be updated to fail to validate or refuse to encrypt for these
algorithms.

In the composite model this is less obvious since implementers may
decide that certain cryptographic algorithms have complementary
security properties and are acceptable in combination even though
one or both algorithms are deprecated for individual use. As such, a
single composite public key, certificate, signature, or ciphertext
MAY contain a mixture of deprecated and non-deprecated algorithms.

Specifying behaviour in these cases is beyond the scope of this
document, but should be considered by implementers and potentially
in additional standards.

EDNOTE: Max had proposed a CRL mechanism to accomplish this, which
could be revived if necessary.

7.4. Protection of Private Keys

Structures described in this document do not protect private keys in
any way unless combined with a security protocol or encryption
properties of the objects (if any) where the CompositePrivateKey is
used.

Protection of the private keys is vital to public key cryptography.
The consequences of disclosure depend on the purpose of the private
key. If a private key is used for signature, then the disclosure
allows unauthorized signing. If a private key is used for key
management, then disclosure allows unauthorized parties to access
the managed keying material. The encryption algorithm used in the
encryption process must be at least as 'strong' as the key it is
protecting.

7.5. Checking for Compromised Key Reuse

Certification Authority (CA) implementations need to be careful when
checking for compromised key reuse, for example as required by
WebTrust regulations; when checking for compromised keys, you MUST
unpack the CompositePublicKey structure and compare individual
component keys. In other words, for the purposes of key reuse
checks, the composite public key structures need to be un-packed so
that primitive keys are being compared. For example if the composite
key {RSA1, PQ1} is revoked for key compromise, then the keys RSA1l
and PQ1 need to be individually considered revoked. If the composite
key {RSA1, PQ2} is submitted for certification, it SHOULD be
rejected because the key RSA1l was previously declared compromised
even though the key PQ2 is unique.



8. References

8.1. Normative References

[I-D.massimo-lamps-pqg-sig-certificates]

Massimo, J., Kampanakis, P., Turner, S., and B.
Westerbaan, "Algorithms and Identifiers for Post-Quantum
Algorithms", Work in Progress, Internet-Draft, draft-
massimo-lamps-pg-sig-certificates-00, 8 July 2022,
<https://www.ietf.org/archive/id/draft-massimo-lamps-pq-
sig-certificates-00.txt>.

[I-D.ounsworth-pq-composite-kem] Ounsworth, M. and J. Gray,

"Composite KEM For Use In Internet PKI", Work in
Progress, Internet-Draft, draft-ounsworth-pqg-composite-
kem-00, 11 July 2022, <https://www.ietf.org/archive/id/
draft-ounsworth-pg-composite-kem-00.txt>.

[I-D.ounsworth-pg-composite-sigs] Ounsworth, M. and M. Pala,

[RFC1421]

[RFC2119]

[RFC2986]

[RFC5280]

[RFC5480]

"Composite Signatures For Use In Internet PKI", Work in
Progress, Internet-Draft, draft-ounsworth-pg-composite-
sigs-05, 12 July 2021, <https://www.ietf.org/archive/id/
draft-ounsworth-pg-composite-sigs-05.txt>.

Linn, J., "Privacy Enhancement for Internet Electronic
Mail: Part I: Message Encryption and Authentication
Procedures", RFC 1421, DOI 10.17487/RFC1421, February
1993, <https://www.rfc-editor.org/info/rfc1421>.

Bradner, S., "Key words for use in RFCs to Indicate
Requirement Levels", BCP 14, RFC 2119, DOI 10.17487/
RFC2119, March 1997, <https://www.rfc-editor.org/info/
rfc2119>.

Nystrom, M. and B. Kaliski, "PKCS #10: Certification
Request Syntax Specification Version 1.7", RFC 2986, DOI
10.17487/RFC2986, November 2000, <https://www.rfc-
editor.org/info/rfc2986>.

Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housley, R., and W. Polk, "Internet X.509 Public Key
Infrastructure Certificate and Certificate Revocation
List (CRL) Profile", RFC 5280, DOI 10.17487/RFC5280, May
2008, <https://www.rfc-editor.org/info/rfc5280>.

Turner, S., Brown, D., Yiu, K., Housley, R., and T. Polk,
"Elliptic Curve Cryptography Subject Public Key
Information", RFC 5480, DOI 10.17487/RFC5480, March 2009,
<https://www.rfc-editor.org/info/rfc5480>.



https://www.ietf.org/archive/id/draft-massimo-lamps-pq-sig-certificates-00.txt
https://www.ietf.org/archive/id/draft-massimo-lamps-pq-sig-certificates-00.txt
https://www.ietf.org/archive/id/draft-ounsworth-pq-composite-kem-00.txt
https://www.ietf.org/archive/id/draft-ounsworth-pq-composite-kem-00.txt
https://www.ietf.org/archive/id/draft-ounsworth-pq-composite-sigs-05.txt
https://www.ietf.org/archive/id/draft-ounsworth-pq-composite-sigs-05.txt
https://www.rfc-editor.org/info/rfc1421
https://www.rfc-editor.org/info/rfc2119
https://www.rfc-editor.org/info/rfc2119
https://www.rfc-editor.org/info/rfc2986
https://www.rfc-editor.org/info/rfc2986
https://www.rfc-editor.org/info/rfc5280
https://www.rfc-editor.org/info/rfc5480

[RFC5652]

[RFC5912]

[RFC5914]

[RFC5915]

[RFC5958]

[RFC7468]

[RFC8017]

[RFC8174]

[RFC8411]

[X.690]

Housley, R., "Cryptographic Message Syntax (CMS)", STD
70, RFC 5652, DOI 10.17487/RFC5652, September 2009,
<https://www.rfc-editor.org/info/rfc5652>.

Hoffman, P. and J. Schaad, "New ASN.1 Modules for the
Public Key Infrastructure Using X.509 (PKIX)", RFC 5912,
DOI 10.17487/RFC5912, June 2010, <https://www.rfc-
editor.org/info/rfc5912>.

Housley, R., Ashmore, S., and C. wWallace, "Trust Anchor
Format", RFC 5914, DOI 10.17487/RFC5914, June 2010,
<https://www.rfc-editor.org/info/rfc5914>.

Turner, S. and D. Brown, "Elliptic Curve Private Key
Structure", RFC 5915, DOI 10.17487/RFC5915, June 2010,
<https://www.rfc-editor.org/info/rfc5915>.

Turner, S., "Asymmetric Key Packages", RFC 5958, DOI
10.17487/RFC5958, August 2010, <https://www.rfc-
editor.org/info/rfc5958>.

Josefsson, S. and S. Leonard, "Textual Encodings of PKIX,
PKCS, and CMS Structures", RFC 7468, DOI 10.17487/
RFC7468, April 2015, <https://www.rfc-editor.org/info/
rfc7468>.

Moriarty, K., Ed., Kaliski, B., Jonsson, J., and A.
Rusch, "PKCS #1: RSA Cryptography Specifications Version
2.2", RFC 8017, DOI 10.17487/RFC8017, November 2016,
<https://www.rfc-editor.org/info/rfc8017>.

Leiba, B., "Ambiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DOI 10.17487/RFC8174,
May 2017, <https://www.rfc-editor.org/info/rfc8174>.

Schaad, J. and R. Andrews, "IANA Registration for the
Cryptographic Algorithm Object Identifier Range", RFC
8411, DOI 10.17487/RFC8411, August 2018, <https://
www.rfc-editor.org/info/rfc8411>,

ITU-T, "Information technology - ASN.1 encoding Rules:
Specification of Basic Encoding Rules (BER), Canonical
Encoding Rules (CER) and Distinguished Encoding Rules

(DER)", ISO/IEC 8825-1:2015, November 2015.

8.2. Informative References

[Beullens2022] Beullens, W., "Breaking rainbow takes a weekend on a

laptop.", 2022, <https://eprint.iacr.org/2022/214>,



https://www.rfc-editor.org/info/rfc5652
https://www.rfc-editor.org/info/rfc5912
https://www.rfc-editor.org/info/rfc5912
https://www.rfc-editor.org/info/rfc5914
https://www.rfc-editor.org/info/rfc5915
https://www.rfc-editor.org/info/rfc5958
https://www.rfc-editor.org/info/rfc5958
https://www.rfc-editor.org/info/rfc7468
https://www.rfc-editor.org/info/rfc7468
https://www.rfc-editor.org/info/rfc8017
https://www.rfc-editor.org/info/rfc8174
https://www.rfc-editor.org/info/rfc8411
https://www.rfc-editor.org/info/rfc8411
https://eprint.iacr.org/2022/214

[Bindel2017]

Bindel, N., Herath, U., McKague, M., and D. Stebila,
"Transitioning to a quantum-resistant public key
infrastructure", 2017, <https://link.springer.com/
chapter/10.1007/978-3-319-59879-6 22>.

[Bleichenbacher1998] Bleichenbacher, D., "Chosen ciphertext attacks
against protocols based on the RSA encryption standard
PKCS# 1.", 1998.

[Castryck2022] Castryck, W. and T. Decru, "An efficient key recovery
attack on SIDH (preliminary version).", 2022, <https://
eprint.iacr.org/2022/975.pdf>.

[codeSigningBRsv2.8] CAB Forum, "Baseline Requirements for the
Issuance and Management of Publicly-Trusted Code Signing
Certificates v2.8", May 2022, <https://cabforum.org/wp-
content/uploads/Baseline-Requirements-for-the-Issuance-
and-Management-of-Code-Signing.v2.8.pdf>.

[eIDAS2014] "REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT
AND OF THE COUNCIL of 23 July 2014 on electronic
identification and trust services for electronic
transactions in the internal market and repealing
Directive 1999/93/EC", July 2014, <https://ec.europa.eu/
futurium/en/system/files/ged/eidas regqulation.pdf>.

[I-D.becker-guthrie-noncomposite-hybrid-auth] Becker, A., Guthrie,
R., and M. Jenkins, "Non-Composite Hybrid Authentication
in PKIX and Applications to Internet Protocols", Work in
Progress, Internet-Draft, draft-becker-guthrie-
noncomposite-hybrid-auth-00, 22 March 2022, <https://
www.ietf.org/archive/id/draft-becker-quthrie-
noncomposite-hybrid-auth-00.txt>.

[I-D.driscoll-pqt-hybrid-terminology]
D, F., "Terminology for Post-Quantum Traditional Hybrid
Schemes", Work in Progress, Internet-Draft, draft-
driscoll-pqt-hybrid-terminology-01, 20 October 2022,
<https://www.ietf.org/archive/id/draft-driscoll-pqgt-
hybrid-terminology-01.txt>.

[I-D.guthrie-ipsecme-ikev2-hybrid-auth]
Guthrie, R., "Hybrid Non-Composite Authentication in
IKEv2", Work in Progress, Internet-Draft, draft-guthrie-
ipsecme-ikev2-hybrid-auth-00, 25 March 2022, <https://


https://link.springer.com/chapter/10.1007/978-3-319-59879-6_22
https://link.springer.com/chapter/10.1007/978-3-319-59879-6_22
https://eprint.iacr.org/2022/975.pdf
https://eprint.iacr.org/2022/975.pdf
https://cabforum.org/wp-content/uploads/Baseline-Requirements-for-the-Issuance-and-Management-of-Code-Signing.v2.8.pdf
https://cabforum.org/wp-content/uploads/Baseline-Requirements-for-the-Issuance-and-Management-of-Code-Signing.v2.8.pdf
https://cabforum.org/wp-content/uploads/Baseline-Requirements-for-the-Issuance-and-Management-of-Code-Signing.v2.8.pdf
https://ec.europa.eu/futurium/en/system/files/ged/eidas_regulation.pdf
https://ec.europa.eu/futurium/en/system/files/ged/eidas_regulation.pdf
https://www.ietf.org/archive/id/draft-becker-guthrie-noncomposite-hybrid-auth-00.txt
https://www.ietf.org/archive/id/draft-becker-guthrie-noncomposite-hybrid-auth-00.txt
https://www.ietf.org/archive/id/draft-becker-guthrie-noncomposite-hybrid-auth-00.txt
https://www.ietf.org/archive/id/draft-driscoll-pqt-hybrid-terminology-01.txt
https://www.ietf.org/archive/id/draft-driscoll-pqt-hybrid-terminology-01.txt
https://www.ietf.org/archive/id/draft-guthrie-ipsecme-ikev2-hybrid-auth-00.txt

www.ietf.org/archive/id/draft-guthrie-ipsecme-ikev2-
hybrid-auth-00.txt>.

[Mosca2015] Mosca, M., "Cybersecurity in a Quantum World: will we be

[RFC3279]

[RFC4210]

[RFC4211]

[RFC7292]

[RFC7296]

[RFC8446]

[RFC8551]

ready?", April 2015, <https://csrc.nist.gov/csrc/media/
events/workshop-on-cybersecurity-in-a-post-quantum-world/
documents/presentations/session8-mosca-michele.pdf>.

Bassham, L., Polk, W., and R. Housley, "Algorithms and
Identifiers for the Internet X.509 Public Key
Infrastructure Certificate and Certificate Revocation
List (CRL) Profile", RFC 3279, DOI 10.17487/RFC3279,
April 2002, <https://www.rfc-editor.org/info/rfc3279>.

Adams, C., Farrell, S., Kause, T., and T. Mononen,
"Internet X.509 Public Key Infrastructure Certificate
Management Protocol (CMP)", RFC 4210, DOI 10.17487/
RFC4210, September 2005, <https://www.rfc-editor.org/
info/rfc4210>.

Schaad, J., "Internet X.509 Public Key Infrastructure
Certificate Request Message Format (CRMF)", RFC 4211, DOI
10.17487/RFC4211, September 2005, <https://www.rfc-
editor.org/info/rfc4211>.

Moriarty, K., Ed., Nystrom, M., Parkinson, S., Rusch, A.,
and M. Scott, "PKCS #12: Personal Information Exchange
Syntax vi1.1", RFC 7292, DOI 10.17487/RFC7292, July 2014,
<https://www.rfc-editor.org/info/rfc7292>.

Kaufman, C., Hoffman, P., Nir, Y., Eronen, P., and T.
Kivinen, "Internet Key Exchange Protocol Version 2
(IKEV2)", STD 79, RFC 7296, DOI 10.17487/RFC7296, October
2014, <https://www.rfc-editor.org/info/rfc7296>.

Rescorla, E., "The Transport Layer Security (TLS)
Protocol Version 1.3", RFC 8446, DOI 10.17487/RFC8446,
August 2018, <https://www.rfc-editor.org/info/rfc8446>.

Schaad, J., Ramsdell, B., and S. Turner, "Secure/
Multipurpose Internet Mail Extensions (S/MIME) Version
4.0 Message Specification", RFC 8551, DOI 10.17487/
RFC8551, April 2019, <https://www.rfc-editor.org/info/
rfc8551>.

[ROBOT2018] Boeck, H., Somorovsky, J., and C. Young, "Return Of

{Bleichenbacher's} Oracle Threat (ROBOT).", 2018,
<https://www.usenix.org/conference/usenixsecurityi18/
presentation/bock>.



https://www.ietf.org/archive/id/draft-guthrie-ipsecme-ikev2-hybrid-auth-00.txt
https://www.ietf.org/archive/id/draft-guthrie-ipsecme-ikev2-hybrid-auth-00.txt
https://csrc.nist.gov/csrc/media/events/workshop-on-cybersecurity-in-a-post-quantum-world/documents/presentations/session8-mosca-michele.pdf
https://csrc.nist.gov/csrc/media/events/workshop-on-cybersecurity-in-a-post-quantum-world/documents/presentations/session8-mosca-michele.pdf
https://csrc.nist.gov/csrc/media/events/workshop-on-cybersecurity-in-a-post-quantum-world/documents/presentations/session8-mosca-michele.pdf
https://www.rfc-editor.org/info/rfc3279
https://www.rfc-editor.org/info/rfc4210
https://www.rfc-editor.org/info/rfc4210
https://www.rfc-editor.org/info/rfc4211
https://www.rfc-editor.org/info/rfc4211
https://www.rfc-editor.org/info/rfc7292
https://www.rfc-editor.org/info/rfc7296
https://www.rfc-editor.org/info/rfc8446
https://www.rfc-editor.org/info/rfc8551
https://www.rfc-editor.org/info/rfc8551
https://www.usenix.org/conference/usenixsecurity18/presentation/bock
https://www.usenix.org/conference/usenixsecurity18/presentation/bock

Appendix A. Creating explicit combinations

The following ASN.1 Information Objects may be useful in defining
and parsing explicit pairs of public key types. Given an ASN.1 2002
compliant ASN.1 compiler, these Information Objects will enforce the
binding between the public key types specified in the instantiation
of pk-explicitComposite, and the wire objects which implement it.
The one thing that is not enforced automatically by this Information
Object is that publicKey.params are intended to be absent if and
only if they are absent for the declared public key type. This ASN.1
module declares them OPTIONAL and leaves it to implementers to
perform this check explicitly.

EDNOTE this ASN.1 needs to change. The current definition doesn't
put a component AlgorithmIdentifier with each component key. Once we
agree as a group that the text accurately describes what we want, we
can spend a bit of time figuring out if the ASN.1 machinery lets us
express it in a readable way and/or a way that will actually help
people creating explicit pairs.

-- pk-explicitComposite - Composite public key information object

pk-explicitComposite{OBJECT IDENTIFIER:id, PUBLIC-KEY:firstPublicKey,
FirstPublicKeyType, PUBLIC-KEY:secondPublicKey, SecondPublicKeyType}
PUBLIC-KEY ::= {PUBLIC-KEYPUBLIC-KEY
IDENTIFIER id
KEY ExplicitCompositePublicKey{firstPublicKey, FirstPublicKeyType,
secondPublicKey, SecondPublicKeyType}
PARAMS ARE absent
CERT-KEY-USAGE {digitalSignature, nonRepudiation, keyCertSign,
CRLSign}

The following ASN.1 object class then automatically generates the
public key structure from the types defined in pk-explicitComposite.



-- ExplicitCompositePublicKey - The data structure for a composite

-- public key sec-composite-pub-keys and SecondPublicKeyType are needed
-- because PUBLIC-KEY contains a set of public key types, not a single
-- type.

-- TODO The parameters should be optional only if they are marked

-- optional in the PUBLIC-KEY.

ExplicitCompositePublicKey{PUBLIC-KEY:firstPublicKey, FirstPublicKeyType,
PUBLIC-KEY:secondPublicKey, SecondPublicKeyType} ::= SEQUENCE {
firstPublicKey SEQUENCE {
params firstPublicKey.&Params OPTIONAL,
publicKey FirstPublicKeyType
3
secondPublicKey SEQUENCE {
params secondPublicKey.&Params OPTIONAL,
publicKey SecondPublicKeyType

Using this module, it becomes trivial to define explicit pairs. For
an example, see Appendix B.2.

To define explicit triples, quadruples, etc, these Information
Objects can be extended to have thirdPublicKey, fourthPublicKey, etc
throughout.

Appendix B. Examples

These samples are reproduced here for completeness, but are also
available in github:

https://github.com/EntrustCorporation/draft-ounsworth-pqg-composite-
keys/tree/master/sampledata

B.1. Generic Composite Public Key Examples

This is an example generic composite public key



MIIBmDAMBgpghkgBhvprUAQBA4IBhgAwWggGBMFkWEWYHK0ZIZzjOCAQYIK0ZIZzj0eD
AQCDQQAEXGPhrnuSG/fGywlFN+15h4p4AGRQCSOLBXNBO+djhcI6qnF2TvrQEalY
GGpQT5wWHS+7y51JJ+dE5Qqjxcv81loRDCCASIwWDQYJKoZIhvcNAQEBBQADggEPADCC
AQOCggEBANSVQK1fcLQObL4ZYtczWbObECAFSSNgOOLPRTPr9VGV3SsS/VOMRZgX
F+sszz6I2UcFTaMFOCWNRbWLUIBczzuhbHSjn650uoN+Om2wsPo+okw46RTekB4a
d9QQVYRVZP1ILUQ8NVZAWOBKLVIXTXWIggjtp/Y1pKRHKz8n35J60mFWz4TKGNth
n87D28kmdwQYH5NLsDePHbfdw3AyLrPvQL1Qw/hRPz/9Txf7yi9Djg9Ht J88ES6+
ZbfE1ZHXLYLSDt25tSL8A2pMuGMD3P81nYWO+gJOVYV2WCcRpXHRkjm1liGqiCg4eB
mC4//tm0J4r9L18b/pp6xyOMI7]jppVUCAWEAAQ==

which decodes as:
algorithm: AlgorithmIdentifier{id-composite-key}

subjectPublicKey: CompositePublicKey {
SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: ecPublicKey
parameters: prime256vi1
}

subjectPublicKey: <ec key octet string>

3

SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: rsaEncryption
parameters: NULL

}

subjectPublicKey: <rsa key octet string>

}

The corresponding explicit private key is as follows. Note that the
PQ key comes from OpenQuantumSafe-openssl and is in the {privatekey
| | publickey} concatenated format. This may cause interoperability
issues with some clients, and also makes the private keys appear
larger than they would be if generated by a non-openssl client.



MIIFHgIBADAMBgpghkgBhvprUAQBBIIFCTCCBQUWQQIBADATBgcghkjOPQIBBggq
hkjOPQMBBWQNMCUCAQEEICNOihCcgg5n8ALtk9tkQZqg/WLEMSNefMi/kdNO6Z9u
MIIEvgIBADANBgkqhkiGOwWOBAQEFAASCBKgwggSkAgEAAOIBAQDbFUCtX3CODMY+
GWLXM1mzmxAgBUr J4NDi6UUz6/VR1dOrEviaDEWalxfrLM8+iN1HBU2jBfQsDUW1
171AXM870Wx005+uTrqDf jptsLD6PqJIMOOKkU3pAeGNTUEL2EVCcz5SC1EPDb2eFtA
Si741011iI1T7af2NaSkRys/J9+SejphVs+EyhjbYZ/0w9vJIIncEGB+TS7A3jx23
3CcNwMi6z70C5UMP4UT8//U8X+80VvQ44PR7STPBEUVMW3XNWR8S2COg7dubUi/ANq
TLhjA9z/NZ2FjvoCdL2Fd1nEaVx0ZI5pYhqogoOHgZguP/7ZtCeK/S5fG/6aesc]
jC046aVVAgMBAAECQQEAFtT6LpdZuYofTxh6M09JCc+XxTGOCXWiSx4FQLQEQBBWWL
TQ3n1XDd+CRy+7Fpz8yXSE2HL8W5DDY9450yIL6LY12KXgWHaLUPvxByqmfvqd7J
LORNFi10zxU992Zr9BUO0]j3v7kgM3VtI4KhIK2rnWmPu+BDckmzgP9Kpm4KhbPUuAYP
1gUZSkxpSUsd5ALLSk9bOXxjR7UEYKEpV2/vORwieEhOMPLzuXh+Px0yavkazT/vU
+h/rDSoLQn7v4fVsQgNdOaa0G/gHemGuuiLPJJ1X5ZZ6mmsIaEjz+MNk@aJDH2po
KbAr4B709dTsnYgv7YtkEfSyOeMEdhMiswI1c9FpwQKBgQD6kdHMHCoeWNNv1gxU
v57e7ZDAXDABWCcTrypcsF0172rI3J800PmFaNaCmwIH/Icz+Zy7fr2IYxVjyDjCa
2i80Tnj2ZNds71hUY0cq60u@TcSVrtocA4HW7NowJgK5thN1INaalM358cYBopGoN
0cS9yf10q2MBZtpFOfc5PbFf+QKBgQDT1L4cezoebbNTaN4KoapycHXxKozP2GwI
ri5YRYjt0ZpHstdUPABQuUw1L9CuUL+5Q17VRiM81cUVNTFsBzKIXYb/PBC5UD+DmR
gGlT6VveuUWY6jifUgE]jfyPx000J3M6cChHR/TvpkT5SyaEwHpIH7IeXbMFcS5m4G
MSNBECO/PQKBgCDOCOHT1G03T19PloxywwcYgT/7H9CcvVCEzfIws1901EdkVH4qu
AdmkoeMsUCxompgeo9iBLUgKsb7 rxNKnKSbMOTZWXsqRO7ENKXNIhiVJUQBKhZ7H
10zjy268WAXKeNSHSMwWF4K2nE7cvYE84pjI7nVy5qYSmrTATg/8AMRKPAOGBAN/G
WNEWSEQVmM5BLapoO@cMUC/FAFFAYEMdYpBei4dCIXiKgf+7miVypfI/dEwPitZ8rWw
YKPhaHHgeLq7¢c2JuZAoO®OV2IR831MBEYz1zvtvmuNcda8iU4sCLTVLRNLO9Re1lpzk
sdfJrPn2uhH3xfNgG+10QXZ3CMbDi8Ka/a®Bpst9A0GBAPR4p6WNOaoZ1losyTENI
4AmgzNvLE4KBasmfoMmTJih7qCP3X4pqdgiIfSjsQQG/+utHLoJARwWzhWHOZf1JKk
D81SJHO2cp/Znr jn5wPpfYKLphJIBiKSPwyIjuFwcR1ck840NeYq421NDgf71Xbvx
oMqjTPagXUpzHvwluDjtSi8+

which decodes as:



algorithm: AlgorithmIdentifier{id-composite-key}

SEQUENCE {
OneAsymmetricKey {
version: 0O,
privateKeyAlgorithm: PrivateKeyAlgorithmIdentifier{
algorithm: ecPublicKey
parameters: prime256vi
}
privateKey: <ec key octet string>
3
OneAsymmetricKey {
version: 0,
privateKeyAlgorithm: PrivateKeyAlgorithmIdentifier{
algorithm: rseEncryption
parameters: NULL
}
privateKey: <rsa key octet string>

}

B.2. Explicit Composite Public Key Examples
B.2.1. pk-example-ECandRSA

Assume that the following is a defined explicit pair:
id-pk-example-ECandRSA OBJECT IDENTIFIER ::= { 1 2 3 4 }

pk-example-ECandRSA PUBLIC-KEY ::= pk-explicitComposite{
id-pk-example-ECandRSA,
ecPublicKey,
pk-ec,
rsaEncryption,
pk-rsa,

Then the same key as above could be encoded as an explicit composite
public key as:



MIIBkTAFBgMgAWQDggGGADCCAYEWWTATBgcqhkjOPQIBBggghkjOPQMBBWNCAATE
Y+Gue5Ib98bLDUU36XMHiNgAZFAJLQSFecE7520FwjqgqcXZ0+tARohgYalBPnAdL
7vLmIkn50TmqPFy/yWhEMIIBIjANBgkqhkiGOwOBAQEFAAOCAQSAMIIBCGKCAQEA
2XVArVIwtA5svh1i1zNZs5sQIAVKyeDQ4ulFM+v1UZXdKXL9WgxFmpcX6yzPPojZ
RWVNOWXOLALFtYu4gFzPO6FsdKOfrk669346bbCw+j6iTDjpFN6QHhp31BCOhFXM
+UgtRDw29nhbQEou+JdNdYiCC02n9jwWkpEcrPyffkno6YVbPhMoY22GfzsPbySZ3
BBgfkOuwN48dt93DcDIus+9AuVDD+FE/P/1PF/vKLOOODOe®ONnzZWRLr51t8TVKTEL
gtIOo3bmiIvwDaky4YwPc/zWdhY76AnS9hXZZxGlcdGSOawIagqIKDh4GYLj/+2bQn
ivOuXxv+mnrHI4wjuOmlVQIDAQAB

which decodes as:
algorithm: AlgorithmIdentifier{id-pk-example-ECandRSA}

subjectPublicKey: CompositePublicKey {
SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: ecPublicKey
parameters: prime256vi1
}

subjectPublicKey: <ec key octet string>

3

SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: rsaEncryption
parameters: NULL

}

subjectPublicKey: <rsa key octet string>

}

The corresponding explicit private key is:



MIIFFwIBADAFBgMgAWQEggUJMIIFBTBBAGEAMBMGBYqGSM49AgEGCCqGSM49AWEH
BCcwJQIBAQQQI3SKEJyCDmfwAU2T22RBmgDOYsShk158yL+RO3Tpn24wggS+AgEA
MA®GCSqGSIb3DQEBAQUABIIEQDCCBKQCAQACYgEBANSVQK1fcLQObL4ZYtczWbOb
ECAFSsngOOLpRTProVGV3SsS/VoMRZgXF+sszz6I2UcFTaMF9CwWNRbWLUIBczzuh
bHSjn650uoN+0m2wsPo+okw46RTekB4ad9QQvYRVzPLILUQ8NVZAWOBKLYVIXTXWI
gg9jtp/Y1pKRHKZz8n35J60mFWz4TKGNthn87D28kmdwQYH5NLsDePHbfdw3AyLrPv
QL1Qw/hRPz/9Txf7yi9Djg9Ht J88ES6+ZbfE1ZHXLYLSDt25tSL8A2pMuGMD3P81
nYWO+gJOVYV2WcRpXHRkjmliGgiCg4eBmC4//tm@J4r9L18b/pp6XxyOMI7jppVUC
AWEAAQKCAQAW1Poulim5ih9PGHoyj0@l1z7F8b1zFaJLHgVAtARAEHBaVNDeeVCcN34
JHL7sWnPzJdITYcvzDkMNj3jk7IgvotiXYpeBYdotQ+/EHKqZOWp3skvRGCWI7PF
T2DZmvOFQ6Pe/uSozdwW@jggEgraudaY+74ENYShOA/OgmbgqFs+4Bg+KpR1KTG1J@Jy8ITN8nCzX2jUR2RUfig4DiaSh4yxQ
LGiamB6j2IEtSoqxvuvEOqcpJIsws5N1ZeypHTsQOpeciGJULRAEqFNsSeLTOPLbrxY
DEp41IlewzAXgracTty9gTzimMjudXLmphKatMB+D/wAXEqkCgYEA38bA3pawT1Wb
KEtgmjRwxQL8VOUUDIQXx1ikF6LhOIleIgB/7ualJXK18j90TA+KinytZgo+FoceB4
urtzyYm5kCjQ6/YhHzfUWERjPX0+2+a41x1ryJTiwIt08tEOVIF7Wn0Sx18ms+fa6
EffF820b7WhBdncIxsOLwpr9rQGmy30CgYEA9HinpY3RghmWizJPo0jiarM28sTg
0FqyZ+gyZMmKHuoI/dfimp2CIjRKOXxBAb/660cugkBHDOFYc51/UkqQPyVIKfTZy
n9meuO0fnA+19goumEKGIpPI/DIi04XBxHVYTzg415irjbue0p/uvdu/GgyqNMoqgBd
SnMe/CW4001KLz4=

which decodes as:



algorithm: AlgorithmIdentifier{id-pk-example-ECandRSA}

SEQUENCE {
OneAsymmetricKey {
version: 0O,
privateKeyAlgorithm: PrivateKeyAlgorithmIdentifier{
algorithm: ecPublicKey
parameters: prime256vi
}
privateKey: <ec key octet string>
3
OneAsymmetricKey {
version: 0,
privateKeyAlgorithm: PrivateKeyAlgorithmIdentifier{
algorithm: rseEncryption
parameters: NULL
}
privateKey: <rsa key octet string>

}

B.2.2. 1id-Dilithium3-ECDSA-P256

This example uses the following 0ID as defined in Open Quantum Safe,
which correspond to NIST Round3 candidates:

https://github.com/open-quantum-safe/oqs-provider/blob/main/
ALGORITHMS.md

id-dilithium3_aes 1.3.6.1.4.1.2.267.11.6.5

A Dilithium3-ECDSA-P256 public key:



MIIIKjAMBgpghkgBhvprUAUBA4IIGAAwWgggTMIIHtDANBgSrBgEEAQKCCWSGBQOCB6EA2WET
X+ODRUSEixdVXp+ZVcigmaDEEDNCSb1D9t5nERtIUufPXKONt/IRX0k6Vv5jKWhZWIFB6ZT3EV
crm2Qybxvrp5GwB4FaUe+0IwuMlrt7Nr/57WTqgxeeBMWbHNudgX2QzP2nnl1AWip3YQ1hwj2
Z1gnRzc2C8S+eR56(qCcAPd+xN8ehs/n1WzNQoBigXXbJsh@zpVZuML+p15GEH7 JVEtV+4f1x6 lmxWhN4yYVJIpVadSwJoY9atRVIOQI1cdvO2Af
IwRtrauRrYdeEVKAKr5H65nxBkU2c1HSIdQDzTB+7npXOKUsokKFIe+Yb/0fko7Zz1jHBaaPi
6ULl1w80RWzqREQPWeKRA1SEZziC21DZ4MXIuzZvpH7/W+LgXzC9DvaJOCHY7fve9cMWDWOAUH
Mtk5/NnekpUKit4acfIFn/YcUa3gN3uUqoC2x2dz/GrehDM5Ff8I/b5fqxBB42t JbUWIHWXI
2iXGn/dpKxV/IRtvo8VR1RgwaKILIN9MjIxaugWzsVvxDuxDPGBOWgnelYOgVL81t618RrST
vdIDfwmOrzdOxQMGLWlynCtIOY77XRy011SR3crHjNx4H+R7ngF6jMGBS59nv1GF/CC70X84
TaUXPk8hrR4RB7elhBR9azgadngDfAbvoHmjv46xRniCVIywrgkeU73FzUIWRLT8]jrECDL1N
PXMyMB6L4I5rrhQ6R3HCO95SNMCcSWTMFSOWFs2hsrkzEf JhWZXRhCeKWpe®zFhHRz4MUY5RT(Qq8+WtyBRWSjG/TkjEMYEEX+hIASOM2D4HS5MIOAHNSWWTATBgcqhkjOPQIBBggghkjoOP
BWNCAATLQgUt46GGh96T815H65I05ELWISiX91ZIN+VVNWIORLQMS519BPfX+1VKk+HAViIXMVKO
Srzd4w@i+5dCNMIrX

which decodes as:



algorithm: AlgorithmIdentifier{id-Dilithium3-ECDSA-P256}%

subjectPublicKey: CompositePublicKey {
SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: id-dilithium3_aes
}

subjectPublicKey: <dilithium key octet string>

}/

SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: ecPublicKey
parameters: prime256vi1
}

subjectPublicKey: <ec key octet string>

}

The corresponding explicit private key is as follows. Note that the
PQ key comes from OpenQuantumSafe-openssl and is in the {privatekey
| | publickey} concatenated format. This may cause interoperability
issues with some clients, and also makes the private keys appear
larger than they would be if generated by a non-openssl client.



MIIXugIBADAMBgpghkgBhvprUAUBBIIXpTCCF6EwghdaAgEAMA®GCYSGAQQBAOILCWYFBIIX
CFODbAQQO6Bf7QNFSWSLF1Ven51VyKCZoMQQMOJJuuP23mWccgkCYK610hDmkqybIASjgzCU
FDOEPKot4rEOPa3J+wWnplodULVCAUvVzIbi9DKIKk2xBJVvJII60S+WBQq2JIJWAEONgVHZOBBhUYk®JhByc®eFUVQ1BRYIRhIOQBATNNEOYXVYCDZjY1gAeDF1c3GDVgI2FoIYMSOBZQhIgBe
iBVgMDY0Z3dzdDFXFjOEUSREELdTV2MQNEhShTYKNYIFMgNwJyBGIYyUVJInVOEZhEEWF1KHFV
FUEF3VhdmIwMVABh3dzMDUIBTGIQDFRN3doNhhjd1dGgjhUZXgUQRg2IGZVZKkBBQABGgEUAh
hTZ1iFAXFwcnQVUVZ2IQJCGCISYXQncFANJ1cxN4gDZ1Z1IRVjM4UIRIRTANIRd3ZCgjdlal
mB1VQNTQOCIKACBhTIONhY4NVE1BgASB4WDVYQziGAhRYyR4QDdChhZ2B1ZBFFCiUXIQYFJ1A
Q3AQh0QACGBYOHNIYGiEIOh1ERIXghhkIyYRMHGIFmMY0ZieDeCBXMhdOIENTQ1GFFygQdyBm
CITEQFXBBUCUXNVVigGgoEVgDByhwQVBHcicCJoWEKAMINWCFJICYyJBRzCjNARHEUYGgoUkV
FAMoaEZ@gUODMQeCQwAYSCIiJmhgBmBxJVFgJVZyJ40EB2QQdGdRgSJIJUB3Z2BBMHECQOYXCE
RWBAFBWUiAyM4hwIwUkBgFwcO®I3Q1lhGYXECROQQVUhRIUCjEihgYXxiAQyBySBciB2SHQOJIRV
CcYUACIN2hRhQMGBVQwJFeACcVNTA1gEggMXSEUGd4Y3FWSFcnNnRRAFGEULdChUCWWEFNEigVZn
mVCEOCAMKeAFSEWWHUShEBXYmUAQVQkhSZCaCU3BCdFM1ZnAWUncwJIShThxYyBTgzcYdoVkJ
EwVOBmMdXAKZWAXMGCBgBZYKDdzE1GBEghBUwIzBDgFA40GBXICVXFWBSd1glEygSVDJIVdAYBk
mA1gkNUJQFoUXQoaHUmR3CEJOKDQWRUiChHMXh1ZgATMBJGZGFhIiFECYABImZkSFYOUldId
VWMmhUEocRhigzJAZ10CEhAYB3EHZGUEFDU1GIeHYJNgNII2dwN2JYC3NFWIcycDJjdISCOE
BCGE1goUYMECBAIMECGAGWFWFc2h@eGERM2BYc2Q2UwQXdWImZFKCJIhRVaF0Z0+KDXU03j30] jmglkNoHr4QH6J6IEhC6e]jjbNKDPVORrIuoIsJ1rTPOVPEpPzT
CN1gWjRHHPtT7qHO8xIgPOHsa+8qa79vBkmqIUCRFtNdhGTvO6pFwvJa®B9dTSXFXI081i03L
Daj8wW44gwx6m5MXaMLXnjcwH417v8k47RpifCr8T2V8D9iCKNdFfd6FdHEZfkCjbe7/avus
2AUrGYCpgC5MBkSVIIOXTOSKTCOUt82NiOBRDi+LsdI3syNOAROEOBQQTUF5XEFJIVe6MXzmZ
XfQK8awW6zZnHWWOTt1F23YR90zDNOFfFkwsoMd8geFsgzU0o1TYi8wlP4FnmLpONdORDT/gX+
FSOCWSYZAYubIR5cgDPNOmMw1QJIDW46sr2ATRabjJOA/N9ZhxdWEV1Qfb91z3JixpUGjQicPh
ZnJKCMarCmx9rNjoGo/WJ1i0ilahBihCH83k+hUWFwWNNrTZSm+Tnz10bpu9WgE5g0e/QzQrs
03525BQQqJAG1RKBLAOUXz5AUbSBO9fFa021aiX2WWISjdA1R4SUQNNQZcVgGUKpQBACPV7XCF
eyCOw3/AA+WInx8mHjtDcOIowbEG1HQzV4CTsAelNp7I8CtXsXL539wiUp08A2Fbh2wqThel



DSM7VPezIBE9gFPIDGJullYyyzGONOUKKAHWMAiUuoBtlrryFFEO1Cnh@laoP41vMWMiqM9X
/0eAYdAyY21G30yKV4IXrNufFNyhivCRGaptCKDJ150d0e4ZXJ6BIaU3UBz+cm8500AwWHq1F
XwEuLU95G65QHzukC42ajwAhVLjcRudqNZONb4vi63NiP+ZVrS52vZIGSPa6B7Vss+PYSZKp
j54Y5Z21eU+Q351nLLSKMOKLTKCP30FXxX8mW5hnZ03ysCkytBC3CRe+7dXTMPOXWDT5LraSph
70cMAKh8mSPYhgAAaAgek jmvPDMbIezv5s1R4M1/br5cc4z/01UwKV2gkT8DQXM9VKHO5XL o
DRJIXW1hUnpjhOrozMsiTJ6aQ/+z4dBjIxR9a9mYfkju/SEk3V8TX7VmKQk 7WpKTt6b2xGiQc
5BZBouYeNZ1D9Bgv6CyMEOGI jfInIXyq3mNs4ALGgheo+RICPXrkhvZzgdZexEt1ON6sOynZg t3KYTpqohz JWAG9e+2FNXMqSrTOY8YZq4HThTxyWjVvNUX6iQYc
N17XenbHpl1Cfdk4Bc8mTheUocqUOtrRFWsO+XhPJIXSv6XXwPgbyD0OJr4xMQ7ni/vfEZuUR6qgb
+Hi54aEsF+2Y4WfafOFQVRNcemC8J2rMJenGbCzfysUlwiz86gizoGocbd30S9GqPy29dupf
tOdwWnFmm7SHoqjtpbyjr31Q9zSt271gxepriull6rVegURHtZtINi6LHL6YYCA3PQCcFdm7tU
D3bAjrv0oIf23rdQpahyIAE+xrtamDF/0qjirz8XBMkNXxKgXbA5hgyhBmvDU/YjGXxIhy0Zj7t
XnyDiUwdx0/i0onKxh56aI9sPUptY8AGOArv/1DZ259JqjcF9BMs1CTZTGQiReyL/stfgkDcU
a3+K8beH93CNe2fYYOPIVcO2fY9kD85HW11]jtsm6caRAHZ10IxXWpeGbmutghuwWywe6uVpP2
LPKkJFRNpUFcVkJIbJs6nUspUdLE4s1tzEjykqjPoBKct7rGRSCK6A7 jBTrgArh7yYPMcm34bM
GjvT9pzm8sws2wWEINOgX+ODRUSEixdVXp+ZVcigmaDEEDNCSb1D9t5nERtIufPXKONt/IRX0o
5jKWbZWIFB6ZT3EVIpvcrm2Qybxvrp5GwB4Fale+0IwuMlrt7Nr/57WTqgxeeBMWbHNudgX2
2nnlAWip3YQ1hWj288bZ1qnRzc2C8S+eR56qcAPd+xN8ehs/n1WzNQoBigXXbJsh@zpVZuML
5GEH7JVEtV+4f1x61PSCkEahgXLXZFJ2i7gDa+tWfXP0loalcb9uhLEKZjEsy9YivBOmmEhw
EterizqrqffP1EIco+LBB3Q5mghJTh42+110RVDrcNOdL6ZICc26NIOebbBKUUHZLIMPppsSF8
g88uzZjshvwaQy3clEhPpcwRf48/nbMiSaaWv10/dXNgrZqYPrvUPGIFr+j+YMLVod2+74tum
c/k9/SsUcoQf1BkFYV25+ViKin+CwdvbBS4VPeoTro06YiPTB6sT+1d3YIgIO3yQmOQJTSRr
g7a+f+IBwWVPUO1ZMI/4MGNgXtkquTEV/UfsOsP6D5KMOs51hGVe8V61h+N2r9MLUKI1V7Cao
TQ1AXjOv1iwD1ltZnVQ9FRJI4QYQFsyln7DVORFfE+1luugqlYmutyoC3G/JgnSjtoGOp6NQKrQGW
OgNIYa/Khg9cPcIIMRN82LCVNRhRAI+hPKkIHNCLN1JyBQ9A3IHHERtuJDQMoJIN6aqg5yxirhb
GhWZEZHiX9FaLcURoChbUPVdCZrmLuct/5rbnfMfcObmmHRSCRMENMEIWI/kL1jrCoDmcMEG
ZEEQX2I5+xVAyUfm3j5baYX1zKkTjSX4WXXX7OpkCY7QNymwW6im+/neA78w3TMV7P+0dgehuA
C+2pulkyz8z0Omovfbte7vFX1gh2eV38TBVTOUMIawsmvvO7+9S000zdDrR31ix1IMWA4iTOON
1y45KHrbb6b1ZHECBVOf1crFRO3SpjFqiSkjGezxWN841PMTZKQ/df1lmxWhN4yYVJIpVadSwd
atRVIOQI1cdvO2AfDAPIwWRtrauRrYdEVkAKkr5H65nxBkU2c1HSIdQDzTB+7npXOKUSOKKFIe
/0fko7Zz1jHBaaPig@u6Ul1w80RWzqREQPWeKRA1SEZziC21DZ4MXIuzZvpH7/W+LgXzC9Dva
HY7fve9cMWDWOAUHVAPMtk5/NnekpUKit4acfIFn/YcUa3gN3uuqoC2x2dz/GrehDM5Ff8I/
gxBB42t JbUWIHWXINT+2iXGn/dpKxV/IRtvo8VR1IRgwaKILIN9MjIxaugWzsVvxDuxDPGBOW
1Y0gVL81lt618RrSf7cEVdIDfwmOrzdOXQMGLW1ynCtIOY77XRy011SR3crHjNx4H+R7NnqF6]j
S59nv1GF/CC70X84zZxgTaUXPk8hrR4RB7elhBR9azgadnqDfAbvoHmjv46xRniCVJIywrgkeU
ZUIWRLT8JrECDL1NLVVPXMYyMB6L4I5r rhQ6R3HCO95SNMCcSWTMFSOWFs2hsrkzETJhWZXRhC
pe®zFhHRz4MUY5RfOwWwWTabYOpRWhMK6CgA215tFc7r+SKxK1v3i8mz3sB2TptI1fSVU+iQT8
dJjwC9BBgW76a03u7YqiUr6aKsw2z+AN/ZnuLyZ3YVWLHNACRmtZ1ASMZfoa5K+FfkXUog4m
XHzy2dMOpDXsi4890iX+8D3L51Le/KI9FR4XxjLOBTMAjN0S2KMrKfmiseIqIMJIfcECcKyM8UJ
kS+GC3HU9g22bsyoJHELWYu7gKbEL1Itj4d1j7RRvV7DXYPF/fJiUkcjK8WTQ9geHKrcooe8DM


(q8+WtyBRwWSjG/TkjEMYBEX+hIASOM2D4HS5MIOAHNSWQQIBAD
gcqhkjoOPQIBBggqghkjOPQMBBWQNMCUCAQEEIBqg1VGEbVW2JIdupT30VKPECOX29/9JjP8kbw
9wve



B.2.3. id-Dilithium3-RSA

This example uses the following 0ID as defined in Open Quantum Safe,
which correspond to NIST Round3 candidates:

https://github.com/open-quantum-safe/oqgs-provider/blob/main/
ALGORITHMS.md

id-dilithium3_aes 1.3.6.1.4.1.2.267.11.6.5

A Dilithium3-RSA public key:



MIII9TAMBgpghkgBhvprUAUCA4II4wAwggjeMIIHtDANBgSrBgEEAQKCCWSGBQOCBBEAD7KY
fJ66NzesNkOiHBXWCF5FYs9mBugtOHAUr186Ns8124jV6Ut+TjYd8TUbUCINoWhGe/v2W/gZ
QGlUahMxLY68nqH2BX05bjMHbE4pGGGUNejGInJoe+1/kd9+Mym6LE2YPAZCKRtgka9wXR31
C+qp90Hi2tt9cpurl1imk6NPWjdVMgXx0BYgeWESR5k8FYS6t tRNPEC2JQ5ZtNMV1srdov+m]j
TmGIXWUWXWEI/5LQAthtaSywFPHj96+kL1m791bYeaVfSN/UR0jQZLAQ2gxODFK8M5ZA9GaR
L3eavfzw2Kd6pOdFNemTquM/i7uGFc4/Tt2J0GjatLz4u9Uvv03pLUxU2bohd1vR/FwmB/9b
mmtdtrP5s2N+/0ZP/kBYETHNX600ald007yx0og3V6XbRybCLMGi8wDr SwNeIMrQEuUrkKA6vBl
epfMalLjGZKMGQAZAPY+Wz51uW7diJOHX8AfXoFcjOClUHaGopxgiS93rQXnDcTGn7JSIqt/t
0r2v3BuepZThd+guP/bkDBgHbrBhHtVsjPp6YMD2Zis8gT4c+9DQYKwRewb829g9ZmY3cxhN
KwVypB+/RUSOho/DWm32a76xQ0fDODh65noPoPqtMBOaoRyAm2qbFPztPhP946SAy6SWD37d
8k26vJ+12vzMqFR+pOymYFFgwP3KOOFaKf+K2Xh51uhRVg+Ev7BI2ejBOFh6Tt jX41jTPw5m
1wnMD56tcGFBXMDANEJ13ekCPPwcDBLZvacRIJjOUSEPvYybcYO4FVADSXM/ jSkZpWOBLNRSb@VVEGa1l0emd6Y0e2c7NgJIGNcp00eCzYsSNZXxLoZJru3CMZ3+w5uyf2TEaCEKWCM
NYMTS70+KFO7N1AdEGOFz4HeIs4VeqOKFRf4+brBo8xK8AV/dT3aXx0Rz6TRR/WTNwKDuctw
03Tg4X+db+V6z/4nuyzSU/G3e7J0JtcuMgkP6tXxV2GVZPFMajwZckgOuFZcu5HTkXJsa8x/J
cLxtzYin5G6qRa0OHYgksJ93ab2vTW41vEU1xt841mgICndnUalNSyC9rw@4mnaBSHBTFL jyKG@q/TPUKS1EBp8LS/1QzW/PrHTnDHWOGinBZg58B/ErgmPh27Q1lkhamdXG4
dN2ayilmvdGO6dMwrGKs2Tag5HKbUSMPA3B1KvvgrJhMb3w86XxPf2MnvWzVWmiOtpE2zcCgX
4VtiikBW1QoFuFjiBWNJKWMXe2UKXYbdYFBPzaJiGCdiYXXJu1N16pSXAgMBAAE=

which decodes as:



algorithm: AlgorithmIdentifier{id-Dilithium3-RSA}

subjectPublicKey: CompositePublicKey {
SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: id-dilithium3_aes
}

subjectPublicKey: <dilithium key octet string>

}/

SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: rsaEncryption
parameters: NULL
}

subjectPublicKey: <RSA key octet string>

}

The corresponding explicit private key is as follows. Note that the
PQ key comes from OpenQuantumSafe-openssl and is in the {privatekey
| | publickey} concatenated format. This may cause interoperability
issues with some clients, and also makes the private keys appear
larger than they would be if generated by a non-openssl client.



MIIcOAIBADAMBgpghkgBhvprUAUCBIIcIzCCHB8wghdaAgEAMA®GCYSGAQQBAOILCWYFBIIX
CFOAPsq90mp8nro3N6w2Q6IcFdZwXkViz2YG6CO4cBSuUXzreoI2nq7/EVjqvedVvyYtwWemAk+T
dZpvQmMPkjQTbD3f4xBwlnQQGwyIaqV3uLMaSixrNDRQfjmbMzkJveKu+GIDMDNRhhYYFBQA
BYWIXeEh1cRJjI3MkQhQTUmgHNzFTYUVgdXMVc3MHCERRREAWBXhCcwUBBCQGR4cRBghAVXd
NhJFOEYHVVVZNDQ1NYBYcBhoeBdWNCB2FXMkIGEhBiFzUCURA®OFAUDMUczFmhhc2MgBQMnhH
hRyYEjRACEBYZ1FDAWWFFhdVcoZXIOR4NOUiRmdDAINAFKYSJIRHgwgjJ1hwJON2NXFTZOE]I
Y4ghSFCAFNgXMAIiBQJ2chBmhXgnYDQkiGZTQwZAGDCc2YXY1hUUEMBR3MViAVjJHhQdmFgdE
icYRGaHOBVDAFNFh4 JWFXEWUHhidHU3h1aEMkBoJCENSGSDETR2QYBBQWUYdCOCMWCGKIZKY
gnGGMRaAQWINANVYiBSHEHYQCIUGCEMGRFMzhyEQBgMTA0OYVB1lhYgDRVhSJkUSgohxGCMSZG
FVBJEhwMOCFIGNUY2IicDYNR4BiYUB1KDREM1RYNNczNyQQFWZCQVEWBHYASDAFYRAVY jNDN
ICCEgUY4Y3A4A0FEZGZiUjFTUZAKQEUTg4JFNVRBU4RjdYCAZ1BCgTNGZAYDIydwJInSBV1Zx
HM2VUZwJGBDN1WFFYZ39GZEUhBICcGENOGNgdQEmMFgM2AjhDWIUGAVYmMMRBzYCZjhoME1AIOC
NkYwVjRwcgRYR2EOBXE1iEEVRCci1ih1KAU1dScTYmg1hXdUBQFocFBUCFCHZYyQhVQYIBghAQRSH
CiCVVhoFEAEV3UnUCIZzaHc2Z3QYMBIKQEAZInNMxdOEKCCWFMOVHAYgWBYMGCHQCRjVOGGdTC
aAi1GdDdgcCFVdYiBQSUSZwNxBoYRaDIWJEAHBYSAiGRUUXYEUiZoYABCQGMKAHM]jFBJ1BFQB
RAERCYHICOGYAFUUSB3hRgzKAFiNFJGGAdFGEh1VgImchV1icIcUZChTYHg4hXEKFoQDgRhgU
MSMwgEMYYYAAAQVHN3FxBDgHQKkCCNHNwZzVFWBMYyQQg1AjYVN2FhYOhGMjd1U1VFMNZEN3MC
FhzBIEWABN4gXJmRhRDAQgkVHU1FHKAJBQFBGIGYMICCWhACRYYVRVECGRXQFYJjUiMYOEgwd
MEJERGZIASADhIJQADNHCVVXiHNjUVQWUUAXKHFXWDOIVZzQQBQN2iFQUECQEQGGGh2dRKARQ
3JCZihyAnRSE1QoIXghZmdgV2U1EoUQdGKFZFZBCcHJAVSh4UHBY JyNBR4AHJIXMNAIhABmMM2F
RhUjRHgSEYygXQkAXUHaDA4JCNYY1UVF1GHNA1FQDQYQINCNzISI1cichgTYVJITAEAISCEXFh
TJ4B4EDIOEVZhJTREEBQFhGGHCcMhiSCMoVEEUYkgACHQQRhBCF1N3AYaFQoJjQBCFRSQQRgg
E2ENNQUNMgVghRSHg jA0AYMEQOE1VWAXdXRiEEAhI1UyM1RBJHeDAxhy IyRWNBMTFWaGdwUU
zQzM1QIBMRONVR1ROEjBFZZUXURKIIFAUgRWCFKBjVENXE1IEZ2EWAASIERYjCBV3ZYR2RYJ
h1BCFzYQiCRmNCJ1EHR1VNnhYVBZgQ2ZyASSDZ1YOBTiFdodmgXE]jAFQFFjNNnUAUVYhQTOBgC
XU1iJjJIDUUZmYCFSAgVigVcIg4IGCcoI3RWENB3GCIDJYSGKAZiMyUXBXh2h@IHA1ZwQSU1Ul1Z
YmBYFgJIENUkV4BzNXN3cGQxEVclcoVgUkVSBGiHIHACQgcxBoJmhxM1ZAIgM1FQd2MCgxQm
gYXIGOBNYQWRNZ1KIEONjGDIYVXFSGGAMSENSAYKCE1gTclUXU4MDAAhzNoSV/0B1DjWBLZ5
QVd2ppLs7YI7BBTrICpkXQcPWX0jFXuibD+6+YL56TvIdb5Cn4kBeWVtJITITIURYJVK7NbzKP
Njo49ytpj+GP8QwnfLUD1YYOVO12JLonxvrYclizUZbau5t1XU4u/FgOvXpP/HuQKxwBefhu
XZedCArFTiDa7pPKjK5TJPCuCWvpz0Oh0jquelKwvDOEUUIUQ7SmvWy t593X5XwPx8VSYaFqL
CHNMFVGYAGT2MyBlkmsrZPjbxzeqF+Riias6fR/DTOCGHK/aB5BsKFgup9kEONVEhDRIRHQp
WndVHV3PBVUBmMYAJCOCshWzu/Irx+HzEUS5raRqzs/5wwTZcZzahPx9Uo/4FeKWkw/UcjI+ux
0tjomz51LttGwfC2JuH+G2DHUcorccCwFnaoHJ7x9jf/cnKcOMFji4UE5CHVKNAEgwWU9neD
V4JAY6NTKH6NZ953w2u4GMI/pvA8RYaylEhOHMHTSVH7XbF1AHOFKI6f3DUGD2UVMKkK6+EGU
XPOgws1X8ZsSKSECM+0/yWwtRmbyVNWOjs/8thly5eet8ZaV4AG6MysyeWS5Fp3CVvSOAKBTzTO
YZAXzEi10jtNtuYiLmXrvFm6XEewIQLBix7M907KUOY8WURNIArJIKzrGMybqjnbk2woBNFJV
gZel8xMX0dwWvcAbBmOK1wxv/n17nFZ/rP2BqGJyA6nGu7m+vREiIUdahK9YU4XAWGW]jbOoeHCrppntEHXj6éqcpypsQwPZ1aGwBNVbAIwbX7nt2Vz/twx7kVInyvB8gROKG5I+SAPiTLCSritC
oyeyEXvXPm3SbU9bgCrgxZ0uDue®@BrfdzVagEpLOLbr+TSrVVNLV/DBTfQsYD+DmMF1ZP5BKT
19eHMEReQCIiA4kx4GSjtDpcQNil2m62j1M5yVgasmpDKo7VVOMAM/ FZehEWqt EDDWP4KC9A
kVhpt3/4ZoT5HX1nxaBlfm2Ts9i0OVA7SIXYOHRRI72mcFbx1m2bvw+ntiX0La+UUblSZlafu
XDYAC9f90AssAkaMghdgi+GNQh4msBMI2SEDAC9i0Trvbx1oFlySi3StSKND41iAXs6c4IXY/
THVCPAO6SFYyrqYW8BA+EX/tGfeKX8rfZzVnkMaNScMpxytXd16nlvDxWGTIRVNUDLY5CzQwz+n
0irCkx655apuXisz6ELRFvXb6MIOFkd1087MuYQ7Q9uGXxZE1QcRAVIOqTZz1+E4I0ALrOsf69
V4Am3RMVALIPsSCJVrXou7SUUKEwhozYXyVe830QZpgeQsB57A1CA+YXAV20Fgp5xJQeru90xu
8p0zhIizEDiRWGt68IDeqPjcvU+ODWXEyHqUVBZe2vmNCpV4CFodM1eMZ3LzP9pBUM4KB5CO
Wzz9EKgPAZD8gYUZNn2bSxvX8zsBEKWOD1RAZMsEex8c2Hb4jJiiEqwhyLzysagU8nFdNZ+W5
D1k7k3E90Sh7PuBKCRZXd7cVymONHTEMHjOaiPHsgUWB30C+D9e0®88DUEYed4culQ36BgliVvg
YRwWBgnt20kWzNKRFSN2mPp4fUY/3bPWVg0GQZcclhzVSNamMcpGWT jtWfb6ut fFAKtCR+fhY9
X0jsnOD29PfLNd1lw3syx0i9gAwy3gFCv1fTbY+n7AbmEO+R7CKOXywqcH1vIUfHtWUaPqBko
rfvilXewdS9xu401eIGaTZlWIePIwE1pKOnedALW1ABGNUTfFmM7kz6UDRA59X1BXb50AXzzDY
IWPV84nOXVFaFwW94glkwO1UtUtTioUUTaSAXvh6YROkxMhBYHKDHpQ+B7dN25hAc3rYASNul
bIyNimLOXxyCx3v+ooRtUzmseT8rvS1dBdHEVt5AbENG80oFWhyquwN2ftEDGRQJS927RxVWBO
kkak7vyiawuFqU9iMUyQ6Pcp+tOvJI+m493C5H3s8L49gfiBigqr1hYZuFqO9u87wTuVtOeGFO
EfOKKdiWj/+cVEID4XRE5ay66/F4rHneLn6Ucc82Z1GalBInqvVUdD40+4mGt8z9FE7p2JkFc
UKFXVFtsVgakyYg7S/t2km7HkIU4Byqa6EGJIPHbxd0OX/OgADEVOVhNHY1W1ZEpinPEKTP+ji
T5IeA95LI0OGP2sv3a9ZX4JUKFq+pAB5t7EwWcG]j9/htQ1IMOKItwAGgYJVvTVKMmiCg048Uxqing
gqyDKCcXNC9cqw4SVV0a9ulu700EgARObuOMXA1PMVJZ8VPaARQLl/vVejgnLUUqogDOzazZprt8
uUbkS01Yr3PUz5YI61dIuutuplG842+FfW60FU/cfsD2RpOYXq80/gz0OKMR7KFhhi7sLKs4x
RwI1Rw2cUtXQz/5SH936SDtdgoFTmeugaa/H+02hIbUJGQ2IS7NT3NG72HhNXe0®qCq6Vv7ZRM
SaDL62c5RwhpxVJIrqGpriu+cYupzZ+YAZfgaNH/ePo8BZRDgurCtSSOQH82/2UUfahWsPVEiU
khmVheFRhKgGD7KvTpqfJ66NzesNkOiHBXWCF5FYs9mBugtOHAUr186Ns8124jVeUt+TjYd8
UC1NoWhGe/v2W/gZ34NQGlUahMxLY68nqH2BX05bjMHbE4pGGGUNejGInJoe+1/kd9+Mym6L
pPAZCKRtgka9wXR31/MOC+qp90Hi2tt9cpurlimk6NPWjdVMgXx0BYgeWESR5k8TYS6t tRNPE
Q5ZtNMVisrdov+mjWRiTmGIXWUWXWEI/5LQAthtaSywFPHj96+kL1m791bYeaVfSN/UR0]jQZ
2gXODFK8m5ZA9GaRQZSL3eavfzw2Kd6pOdFNemTquM/i7uGFc4/Tt2J0GjatLz4u9UvvO3pL
2bohd1vR/FwmB/9bgwLmmtdtrP5s2N+/0ZP/kBYETHNX600ald007yxog3V6XbRybCLMGi8w
wNeIMrQEurkKA6vBl+60epfMalLjGZKMGQAZAPY+Wz51uW7diJOHX8AfX0oFcjOClUHaGopxgisS
QXnNDcTGN7JSIqt/tW+TOr2v3BuepZThd+guP/bkDBgHbrBhHtVsjPp6YMD2Zis8gT4c+9DQY
ewb829g9zZmY3cxhNj6hKwVypB+/RUSOho/DWm32a76xQ0fDODh65noPoPqtMBOaoRyAm2gbF
PhP946SAy6SWD37dZ+t8k26vJ+12vzMgFR+pOymYFFgwP3KOOFaKf+K2Xh51uhRVg+Ev7BI2
OFh6TtjX41jTPw5mNQ41wnMD56tcGFBXMDANEJ13ekCPPwcDBLZvacRIJjOUSEPvybcYO4FV
XM/ jSKZpWOBLNRSbrET1FTXIT7PMN6ueIhADKDDHgYNN8up7ZE7ffZBBYyIXnXVil+Xt6CAXO jt68U/sQYXJIRMgqopRPhpGnguFAwW6Ye6bwpyvSgenkZjeADyNSYn+
VR8IZafpnfGXxFtnZRPgGiE3UAXL7YVP7AeG2APYepCtTnNybFPHQPKHSRtn4NK5BenrRTFGBT
4WdyYQ++4Kn5b8KoDr2HeU2SqNOru®VvEGal0emd6Y0e2c7NgJIGNcpO0eCzYsSNZxLoZJIru3C
+w5uyf2TEaCEKWCMO+FNYMTS70+KFO7N1AdEGOFz4HeIs4VeqOKFRT4+brBo8xK8AV/dT3aX
Z6TRR/WTNWKDuctwJQvO3Tg4X+db+V6z/4nuyzSU/G3e7J0JtcuMgkP6tXxV2GVZPFMajwZck



FZcu5HTkXJsa8x/JWRCcLxtzYin5GgRaOHYgksJ93ab2vTW41vEU1xt841mgICndnUalNSyC
04mnaBSHBTFLjyKG1FOgYoeRkE9Lj/VCmmr1v5P9/AK2Ui51GkV4ugsBOx6dgK9TuZ5uSaAa
gIVHofBKckafpHBMpcdAWFUNNV3RCSIrCx6I0duGDJIr8b3JuQIxCLglud4HaJuSCqsINhch8B
Tz72YuTzDfh3cGHfvmFrcxYgp4FTqllc76nC7q6fbxMaRzVfjgcbFCTUbBVtgémUapmbh/Ao
XUMM11JdBRqJhBFNcKxkj80J0+U1wjcqPcTTCVH1juMmNt LETOAVdgxSqUA1q/qg3dazHJI5Y@AP/ECNKjbDOpXUUGF5RbbIuTQeXfG3z5pkhAoGBAO7qVBwWU
Q00QmMZz46ZtvfSUYs1FwrQhM21zVUJbV4tfPZY1K7cInQvlwxy3prCdpbROMchb78eL9aFCjasS
A3edufpm6Ncu5a/Y2W5ScSwIN7EZHeIGj3rZu51bOwzZZakUHupas4S7yApQTOcyg4Fru8yr+
24bwhxEW16NnA0GBAMUOCUB8+1Zih2vDy9sDm++DT1DJZDKPTOCCj5IH6YqtdkUm/+TUmMUINZ
yowUulwpunPDFs3wW6aGr6Xn0YkcbbQ5dHbhuF9i+JY84rW/zhLLd/nGf9zx1rKanwD5B1zC8
yMOB7WY1AORg2D9K80J+FTWEAHQ2nkHPpVMPTNAOGAGUOK S8RXwW(qjXHg2D4adYSh6pn52KXF
iFM5zsAj18Yv11Pnjo0J8tzZKNJCoH4duD1UvOB+SN3cbh7b0j30KAoWjZBawvbwiIMVImplQB
0i+oXwuiaHWmEBCHhX30Q01QcW/j5Hx99ysywQCebGKDsHV(qzSXDj1xi1zmDUECgYBiwE236
OE5cLNg3vaEr1LDzsx4S8MKUKDONOXRRUVPbpFNrgLHXImMP+Z3WhwS6zHTuZgRseALDUQN32
89IvC6dtNNHMNBmMk47FYQLrLG7525Qb5engFr7TZ3P/3tT7zMwj8cZG/+bUywewzisYKVus+
DdyJzedX48QwKBgQC5Q8YDafkPh0O/r iXfHE4L5NNPLWX6t3TINt+eYYnF47Hph10+TQTCSF
BSZLFwpH1i/y1P/+z2r0uqrAuSkK462Uz6u7ms1FVXb82balLM1KfOh48Y+YUEJR1RVNNCpRH
X00q1HY6tHThjX12WXXTQEKYA701A+T2ul6X1Q==



B.2.4. id-Falcon512-ECDSA-P256

This example uses the following 0ID as definid in Open Quantum Safe,
which correspond to NIST Round3 candidates:

https://github.com/open-quantum-safe/oqgs-provider/blob/main/
ALGORITHMS.md

id-falcon512 1.3.9999.3.1

A Falcon512-ECDSA-P256 public key:

MIIEBTAMBgpghkgBhvprUAUDA4ID8WAWggPUMIIDjzAHBgUrzg8DAQOCA4IACZdJICeFx1dpf
HAR1VY2ntR4Rc6Q9UVTsy6vo7xDbFSewjE1E1i4gmUTWz6PfkpoDkrOVqA4tkTvQZE23jQKVT
DziGZuOtsw2aCjX1JsIdJieTytFvEegd0sagJJLd3IjqQOu41LCiLGXLQ+widcNBczZ/Bs1oC
gJtjofEiRcUCie6vNMiMiLsML18S8MBn3CIDMB/319AmgQro0YgMjEsS3VBzIyCnkmwy3QAP
oJkrrBDUqtLkXyh5vaeirZk9DnFDJc6Y(q9Fz5yHVOE120Z7jVyJIBCO08p2BX2YXm3YhOXWoDg
gJhR1YHnUg28oMpaBav7V+0fyNAalD3dpLHGVgAVblvY6uDSLV1uBY9DCHMhPrHDBjaE1Mbk
wWGrHQh4AM5p5pFWCAGSIKYZsiUmPWetwItvMV+ydsdQvEYISTBq+1FyLdTFqsQv4GTfUlpk3M
CcVNVASD2FjHgLOgkZZyqspzZil4jCNRCUW64cSO0T7mOI6GNC2U+s4Lcbh6yuu®@z8mBcjOnwud
WICEjviAo8dkevIMU6310xbAXXe/ZSgJ8ZDhL4dXfSXLhFegd7aOmKFUah5a8i5JrFSnh6zk
Nf1GyfdnDBiACSY1xtFEjYkG8cTJIOwWhRs1lem6TAJhtxSM+cHUKIQY+D16QmNFKR1wWBGgap®
WAtu4VK2r TSL6ENRMBB+pwStW10+rAVjRtONLKCX7aSfh10yaaJBloTJINLgQI2aTBMOEC]h
PBCgtf4+2bQTFLeOpKcW2aB7TVMHCUKYHQFMu5erQXbY1FmP1w2y5R+GK1imyuJIQMrwCKZxd
Nk5Eaun0YxIGgsImINGjmKmzwTiuIwsF20imRdMUla36Ss4nmcCz10ONCcQ1NKtdvXawJothbGI
XCFUvspsIdZemJ8MZxZIAotW5u12IaIgmiMdTUoH105mpjso5iUhyngloqfw6adbIJH3+FXMT
NOUdzR65uiMfSiq/HVbOzhBOgJLrqpPAXaMgiYZHBgQqeQeB5pwTYM5xuiKIbWOKG+gBIOC
mTUd5U+4hceULMCpaTff2636q/0fEAZLrfQC2aV/GAWX610m67AQMVTKG34XFqVY+C9elyip
FLAQt8WaxSAuEScapj1+xpCpUlUhm8Ca2AbvfEi9pit9Rj8y9t7TIpDMMFKWEWYHK0ZIZjOC
1K0ZIzjODAQCDQQAEFFNVIrPg3w3QEt95Z4WQn1cmoZVotpo20FGOUMA2B7CSaf7q9FwgVyY?7
HymrF59in1pXEPNEWLZ9XLO5A6Ccg==

which decodes as:



algorithm: AlgorithmIdentifier{id-Falcon512-ECDSA-P256}

subjectPublicKey: CompositePublicKey {
SubjectPublicKeyInfo {
algorithm: AlgorithmIdentifier {
algorithm: id-falcon512
}

subjectPublicKey: <falcon key octet string>
}/
SubjectPublicKeyInfo {
algorithm: AlgorithmIdentifier {
algorithm: ecPublicKey
parameters: prime256vi1
}

subjectPublicKey: <ec key octet string>

}

The corresponding explicit private key is as follows. Note that the
PQ key comes from OpenQuantumSafe-openssl and is in the {privatekey
| | publickey} concatenated format. This may cause interoperability
issues with some clients, and also makes the private keys appear
larger than they would be if generated by a non-openssl client.



MIII9gIBADAMBgpghkgBhvprUAUDBIII4TCCCNOwWggiWAgEAMACGBSVODWMBBIIIhgSCCIJZ
+0I+BBBHBEB9A//69D3BA65EC9A/A//D/E/G5666D5+EA7787H/BE+CD868BJB8DDCC/+C98
A669+A/93GB+/HB4AEB77+/D/4F+CF5+B86B5FAGAC+A7//6/+D+7CE9/GAAESCE/DDD4+FK
AD489BA/6/AADC4C9B7B9//EA+FBE7BAFAAD9/BBC4G798/E6D/EB+FHCFDAABEDABB4BCAJ
CA46GBBB/8F9++C99+D4DD6F+AECAEBDDDE+A++GBD9+AEC9C/5/9A+D/EBF+DE/B/A48/E7
/8A++495CCDABENGB37C6D5+92C9F8/D9HDH/AB76CFAA+CIAGBEJGA3JFB68BGBAACGHDHC
++8/9EHBE/BECF+7/5/CE7FD4+CD99BHB/w+/9BLB98/ACJ9FDB+/EA+CCDA+8988F+E8A8B
D9/5995AAG//88+BHB9C+2B7GCHIOCD56F956EACBDEB+AEDGL /D+6IBO9GBFADG6CF6F7D6KD9
DDEC/CED8E97B+45FCF1z6CDD9DBJFCA9/A+CCFDKG/+EA+A7BA79KABB7717C5/CB//+FC+
E9C+7H7+CF/358GC//FBB46/+F/4/++B+A/B6G9DFB6G/8CE9B3+7C/D+FABB9/EDFAAEF+D
88D7CDEFAI2HG87BGB/C+/A/ACDC/AFF/3/8F/E/D966B+97DBDBOEA/9D/FD8++8/B/AC5/
C9HDE+5DA/CDBFB1AC8FBFE/+/DA9AD/+85A+CE+D6+BB9/H5C+CDFCCE7+B/GD6+C/CEE8G
AEC/F6ADA6CF9B+C8D+D+B+K+4ABAAA4/8CDE/A+FBD/9I/A79E/8++C/+AB79D2BE5SF4C9+
E/5+ID/A/AI//J/A+D5F8CA+9/EEEA+6DD98B4DHC8CDBI/C8BCC5IK+9+7CAFBHOBH3ABCD
C9AGDD+8CC8EADBC/94F5B+6F8++EK6G8879BEECFCABC+60vXsQz3+SHpzfP35AjW/Cfp9g
P776gMtBxMJ3woSCuzpJli®p2dnrByfhDSreIBELDYycTAgA07AACKTYQ97kPBBMWOiYZ0OdNIG
FuzxFQsWuy4qQxgDLBYe1lAIBLPIqFgPj/fFo9vwDD0O4W+vngqlfP68hkzCSD1/yfpGhTvHhHO
b+STpCFfOS5WMhyVvIR2/L75BcC7x0zCXxH88TXHBY/1ChPZ+fsP/hsF+djx/+MKBesPzwP/+hc
8MFxX53hwAKwYfPOkuLfjuBQfnId4IDeTfIUFkHhox+u819QUq4vgVBffl1Ew]jVLhsC6w/z9h
XESFeoHBewGCg8XtdDNCRjoOfcFOYDTEV4uzxXYAOBT8++gIAQ708d/2z79nS5/Y05FYi7RwI9
BOLSANLV3hP/Af/zDvS71RLv1dP25t2wGwfdNesxEQI1KgPzAfr85r AWDAKG7 f4n+hMA+wzu
RDwOVADYVBjo0z6gjmAwcV2gf+4AT5BSgCAUN97gX2+Qq39BUT39nXx3/DAtXAZ3PgOCg8MKTA
n+/eMHD9TUHU3650QE9/0BA87qyVvX36BMOFB390fXXx/AsCOfb+39EJCUUS3BH75ub380r6HU
9wFAVK7BBYQFfOTGXAB6P/7GvwWUBXMVA+sZJDEHMjwH9e8J2BF01AMJ10kJ4XGV21+6WICBH
aelHhFzpD1S90zLq+jVENSVJI7CMTUSLiCZRNbP09+Smg0Ss5WoDi2R09BkTheNApV+CUCPOI
62zDZoKNeUmwhOmJI5PKOWBRE6BO6XgAkkt3ci0pA67jUSKISZctD7CI1wOFXN8GzWgIA3Com2
SIFXQKJI7g+cyIyIuwwuXxLwwGfcIgMwH/fX0CaBCujRioyMSxLdUHM]jIKeSbDLAAA836agmS
NSQOURTKHMOPEKEtMTOOCUM1zpirOXPnIdWgTXbRMNXIKELQ7ynYFfZhebdiE5dag0OCje+AmF
edSDbygyloFq/tX7R/I0BqUPd2kscZWoBVUW9jq4NIu/WA4FjONwCYE+SCMGNOTUXUQFmMNnAas
gAzmNmkXBWAZIgphmyJSY9Zy3Ai28xX7J2x1C8TIhJ8Gr7UXIt1MWgxC/gZ9SWmTcyV15y81
PYWMeAs6gR1NKqy1mKXiMI1EJRbrhxI45PubQjqcLZT6zgtXuHrkK67TPyYFyPSda53uUTVYgI
ICjx2R68kxTreU7FsBdd791KAnxkOEvh1d9JcuEV6DTto6Y0oVRH1ryLkmsVKeHr0S78ud/U
2CMGIBYXiXGOUSNiQbxxMkg7CFGYyV6bpMAMG3FIz5wdQohBj40XpCYOUPHXAEapqnTD4BYC2
ratNIvVoQ1GYEH6NBK1aXT6sSBWNGO40uQJIftpJ+HXTIpokGWhMnUOUPAjZpMEZQRYOGGYQ8EK
j7ZtBMUt 7SkpxbZoHt08wdxQrIdAUy716tBdtjUWY/XDbL1H4YrwbK4khAytYIpnF3vh2eTk
c5jEgaCywYgea0YqbPBOK4jCwXaiKZFOXSVrfpKzieZwlL0OU41xDUOQq129dpYmilsYggazEIV
mwh116YnwxnFkgCilbm7XYhoiCaIx1NSgfu7mamOyjmJISHKeqU6p/Dpolskff4XExPzk83RR
rm6Ix9KKr8dVvTOEHSAkuuqk8BdoyCJhkcGpCp5B4HMNBNgznG6IohtbhOob6AEg4KKZUaZNR
71iFx5QswK1pN9/brfqr+h8QBmWt9ALZpX8YBbHqI6brsBAXVMobfhcWpVj4L14vKKnA+oUsSB
ZrFIC4RIxqmPX7GkK1SVSGbwJrYBu98SL2mK31GPzL23tMikOYWQQIBADATBgcqhkjOPQIBB
hkjOPQMBBWQNMCUCAQEEICXQXbtuhGjYSkyLz+KOVOtRyxgEB1QCE1OVWHZSA4QL

B.2.5. id-Falcon512-Ed25519

TODO



B.2.6. id-SPHINCSsha256256frobust-ECDSA-P256
This example uses the following OID as definid in Open Quantum Safe:

https://github.com/open-quantum-safe/oqs-provider/blob/main/
ALGORITHMS.md

id-sphincssha256256frobust 1.3.9999.6.6.1

A SPHINCSsha256256frobust-ECDSA-P256 public key:

MIG/MAWGCMCGSAGG+mtQBQcDgad4AMIGOMEOWCAYGK84PBgYBAOEAGHRU4f2vmr2LV5vZzV1an
Ly8ZCfheVqolJlGrY5GXpNwvIt8fK6swNtftSgmrC+fCDE48/fbzX7a2U3F1/S3TBZMBMGByYq
49AgEGCCQGSM49AWEHAQGIABFjKamMP3nn7Ua8Y8XEJtqnp7ya+Ino3UoxjMhhVKHXOTQxAz7
Eytrtq3H7e59JYdkceK1h+T8jZFyUP5e0OM=

which decodes as:
algorithm: AlgorithmIdentifier{id-Dilithium3-ECDSA-P256}

subjectPublicKey: CompositePublicKey {
SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: id-sphincssha256256frobust
}

subjectPublicKey: <sphincs key octet string>

3

SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: ecPublicKey
parameters: prime256vl1

}

subjectPublicKey: <ec octet string>

}

The corresponding explicit private key is as follows. Note that the
PQ key comes from OpenQuantumSafe-openssl and is in the {privatekey
|| publickey} concatenated format. This may cause interoperability
issues with some clients, and also makes the private keys appear
larger than they would be if generated by a non-openssl client.



MIIBMgIBADAMBgpghkgBhvprUAUHBIIBHTCCARKkwgdMCAQAWCAYGK84PBgYBBIHDBIHAOPWP
Ulg3VLrzZC7cGLgFOjRZrRE]j/14kKF4JsLTjRR2P4RLOEMOqBa7ukb4ytHEGHDFMOh6dJI19FO
S060hOVOHIr5q9ileb2VZWp4ryYi8vGQn4xlaqJSRq20RsaTcLyLfHyurMDbX7UoJqwvnwgx0
281+2t1NxdfOt30dFTh/a+avYtXm9lwvqeK2IvLxkJ+F5WqiUkat jkbGk3C81i3x8rqzA21+1
SL58IMTjz99VvNTftrZTcXX9LAMEECAQAWEWYHK0ZIZzjOCAQYIK0ZIZzjODAQCEJZA1AgEBBCAW
KKszZbXlazBphlixcUh1NiZ1qp4LnA9ONm/rArZw==

B.2.7. id-Dilithium5-Falcon1624-ECDSA-P521

This example uses the following OID as definid in Open Quantum Safe:

https://github.com/open-quantum-safe/oqs-provider/blob/main/
ALGORITHMS.md

id-dilithium5_aes 1.3.6.1.4.1.2.267.11.8.7
id-falcon1024 1.3.9999.3.4

A Dilithium5-Falcon1024-ECDSA-P521 public key:



MIISADAMBgpghkgBhvprUAUFA4IR7gAWghHpMIIKNDANBgSrBgEEAQKCCwsSIBWOCCiEAk2cZ
2Z60zKssprE69H3WTaYIC1McjkUgD3uvSORYQwbUPEZFDach1i0JKkiXpb2n191g0CJJzF2e
t5WK4jeS+vE+0iAGYRERTgO01V+X0AdbL/oXaltcsw2e9eaVkpXxeq7r13LHc2myoarAbUPhZ
00kF432sORLmfacYE/uwj3T1rIHE17ELG7r75Vh5dLXx+m4mDDXSpmdBe7z9jb7s3UISxvsLp
ddj8QOMY+Jq8YMVEKYWoNh/4+IMhkKQo1ljFOUAr FYBRmEZPp+CZDjzV1VEQQQDOCIriRRwQR
OoRtpfws2gHHZY8VOqHZAtGANhWhUVGo6XfcWAdFYXQICNKHzZT1PhOMZcCrzd25nGOhgUe7
kHV526G5eYLLThmUY6b2pLH+LQi15szrUHAL5pch5KYgQOS55Ya5¢cTotRvet+Ej7URTrpERU
5QftfB91t/mcWzTQMEZYyhH8MVTPOPayNbol1DbmDDLYNX7ts2sG+tC64hWNsSMQQZ90gXAl++V
RES4NxJeXDRRCUE7rR37XD6WIWa8bnzEix461SIT2YtRwVQKSEIzpjHs1BuwoMOAsVal5il i]j4BidQ5wWBZ4I33ARGAE6N]FXr
CTGStUIYzMcayCUNpTr+gq03XMGDS]jvgJIMyQYSOjKMVNN7wvm5Q3b8HtueZoPSTVK12KGkB6
yWiZXJPD3IyC2d3qILwdH7dBAYBI1TVSTHwQ/ rw8Tt+2PMW+5w47xpR1/biDZcgGhxtx0j0O1
YYmWztrCx6s5RealGCF]j7tKmtGKGrtUq60mpO1oERBrewSH7WXt1ibhGIXcYespwWc8okCL2T
jYTuacJle3gn+B6bUuThA9WYsi/7qvLrq6yxDINFZSObIRP3vrrl1J71PuVvuvQoudva7AlqG
UbwBQrmKEalTYKJSobk7E13Agd42XR1/BYoh/ImtcOpMfzgd4eQgxTzeUrDgx5HD49HL5fal
Xs+osfHamnWYvbmQvelDtFXaM7Eys8iyBuP1ljpJpoQQIbqONAZVTLGMI8YWAROMASMtGQ2Z0
0OPsmcK1PF3LxUxakzZfuLqtmblGwqztrw@753HBrxqjhk0080sDyLMygMJI8f98bfQOiguYLgL 7bNTIOjf+XTOhptuFgp
EeQjYQhV1HoCDvrG+r5pCemHmORjHCYY7++TsaoaXCwvidfeKRh3a/p/6EHZhi09WU8cKqg6b
ZnG4zwIdRTUTIwWOPKY/mcX4cfXVORaCai/VVO6XM1wQ/uHFzS3HhF1Cj7+7ICaqQL3glYeYq
Rj3Lzdy9rNXclLebWiY/ZF//I69mrSyNqMOOJ1Qk+UCmtNxgS2t IWAXSEFqQWv1Dy2iFmBhdg
tyUjh2b+FOUjRAZVSMRq]jpB9TbhGJaCHQ1Cu8bNWZQBkjouj3II10/Bw4+8iImHPCJIzyfP3B6
5BprNOWTQe5u7vL8H4bOwIznX06dOtyj1lKr+30n4EGCKNbJIrYz+XYUn7HXDA/cFtTv7yKGHO
Vp+Lc/J1csiBODIrnpjD1BfcIXuVWKIISW6H1UuVOWNVhwebomLi®OxzvqCYwuQ/EXFRiMFhqr
a481aLdP77mFOWFB1ANUW4ikSLIqjnb/8UlAtvpTgfyCqFHC6YywP8zYbPM8HXd+NCtiv7qFg
IIHDzAHBgQUrzg8DBAOCBWIACis020pTnVJI7JfkIgcdCIEXuQSQGD21+eqj7pCgCoMlaSxHls



ogobCw4q/MQl4emYMiAKISM6gmJetrdqLCos6fLImYmlzIPJLeDfgudKxrsJO02HC14Sgq71E
b++tThDa6Z/KAXT5m]j fHWNPk2sGmYt JuSMITNAemd2k+gnxXLiqdbQZr4EhpTTsqqi8/1Ai2 tmOMSzmOZTvphUj8FxmOmTEr6XmazkLLodOwoXJZc2kZpJunF
313D8VOpnhSBkMoaR26QBBt9gv4zRnAJW6t0]/rzZM5kx4S5apcRBpIw2GmXg+dsbwWz1SIct
WysFAqKatYNESHgOYRjOc44KggIvIhKOmxQhvTHzQ6YPJ1DNcOeInI20+2Xb42C1JICPUYVST
MUREFb1lgJYevDIgEW6di/Lc9ZSF7wkUTYDN2ERsmd1LdRj1q92VkpGmFOERPPXdDV9CGKAhL
iblqtawkvryYSdJIXz5sZdmYbgFhsVcpniiqIWNzp20iiWYO69I0Er811Qq62Qc65H+gpgskG9
KuItaYZ+3g3Ixym5AnhQ+TOh1I1A2MIgRKYYVGCCSBNpGiKbR2mMCcROZAJ1VTLrETRKThmKw5
313mV9EizgkZJL49t/ChYQe6ahLzLNqgsfOoLJ+FOr2A+4d09yCm8aCErEOmLMF50cxpLk42w
Cx6VJjGtFBXc+XI6qleGVXX31G9KHYBK+/mluyHYCHNMFI4qCWVHid90ON6JIwGgOXTF2QBzNI/A
RtzwUZONt3YAUOUO8b2g0ObgkYoOT6jyYKTMUuZSiAKOKNONQJI1XUUCYZCtDo7KkLILYAVMOdKAC
BTFrmmlaPxvj1leYhOTObbxfXN/Dn1C2FOpqIw5SuMKOWGZg5E2samnM2xGTuleldqy/IY40Ry
K5ZMZQ+DXooW01m2u9JsNkKUCFGqCji+XqoCihJAXU6k1v/nAHMGXXDix1M/AbbFnpKvDVJU
NUIV2j2T+r6cD0ObnR1GB1f5Q6gc0X8niatmnnLicXBN4jCdrRh6x9mPJuBBwWSgSguRHhVDLO
gXYQkBtHGfJIGXQgGFFmboEiFXpayQXkazfpmRfal5ajindquUiPljkyVBqgri12bo4lriwW7IDR
hY38bbUDRZ+rMSGAntqdIIoiVTXThCegPJrT6aol/EB6thiYVPoWONy6GU6HOVDVBQLNgK10
gg66a/12uU9chpvzZMBMTAEWW+QRLYVjrFphFwm3epRLPUZSQ0Z30/XxnnArZ42bvPrxHdvDQVvK
dgWEMVg]jftqspD5h9he4TYgyZCQrLLXg40gOBL1MAXpIXxnnlgGh2y00jLATAVelsIk7ik7th
68+faC64dCct3waMmzDy/QhbSogKAChXKGVXREAAptXZuD5xOFuU+RZD3KzPPzq5NbdswWmqwE
46EKWZN5jMevFMI22fTMEbegBAGWKNANTXCrSGAjhFLQIVPe]jQvtCRWpSDVaDFhgXqzZjscL6e
k6CzhgutWbH8QAMNLVQYIb14Y5EnbYhWcD/tR4We/uPerllsiEyAHZq+tdARKKANO3JVEGBX
GOU1gCuPuJpLhgwgZswEAYHK0ZIZzjOCAQYFK4EEACMDgYYABACe7fcRLUKh2ESJPrFIHMHXI
7dmWI1IwcsUBUKTOVI3+VVOYVE+LDI91ASAWWOUZo9w5eFh6vDouzG8+DoxVen/gCuCcHQX8To
2GnQ70EL/sQmsjAt+Q7B39US1xDcD+Ek8GGtTakgR/hMf5EKlevMPw4tdKUQtcRDEP1yWNU



which decodes as:
algorithm: AlgorithmIdentifier{id-Dilithium5-Falconl1024-ECDSA-P521}

subjectPublicKey: CompositePublicKey {
SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: id-dilithium5_aes
}

subjectPublicKey: <dilithium key octet string>

3

SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: id-falconl1024
}

subjectPublicKey: <falcon octet string>

3

SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: ecPublicKey
parameters: secpb52iril
}

subjectPublicKey: <ec octet string>

}

The corresponding explicit private key is as follows. Note that the
PQ key comes from OpenQuantumSafe-openssl and is in the {privatekey
| | publickey} concatenated format. This may cause interoperability
issues with some clients, and also makes the private keys appear
larger than they would be if generated by a non-openssl client.



MIItOwIBADAMBgpghkgBhvprUAUFBIItvjCCLbowghO@6AgEAMA®GCYSGAQQBAOILCwWgHBIIA]jtCwDCXEDA5LiSCUkSGbioBHAEBFTOAYBBSHTQEOMB02Tgm2kqGlAGDFQQpPGT
gQhECQRCAFmMYCpHEi1iFGWDEMUINTLLCASABI2DWm1BEiAAKWFZFGRhJiETO0iSESCRCNmMZSJJA
kQBwOIokBYskFEJgiiIAIKBCMSAGbAMhFKBgARtA2AMGCJIMo6DFkhhCE3LgI3DBiaUponSJD
OXEKHEIMECURMDBSAIKQU5KSEJjA1OCsSgRRBpJILKG2AJA1JJobhJALSWAXKOCAEADEEOYYQE
loiglgyZsghDRkrkhkCKkGDIKA4aEI6hRIIRNE4CEGTAECajqEKRIYQMgAURp2UMBUNEKCBk
gAEgQIiEiuSGCwAjigoBQRAWSRK2EEAQREFJjMIKIEY4AFwBhtmwkpYQKoBGQgA3choVcICA
OhNYRAQC1AOI4EBIbAIiVMEEV]jQhAiFUBLFCakKBC5DNmiCkiwaBAkaRCDEIJASRE2YR1KAKO
EmMMIwMS22L0FHkJGOaQS1cuEOLPEWZtXDTXKkmRCIWKNAQCRCEABFEK12EKQ4AICWNgGAWDW
ROOKIQEYhzGMFIHDpIAUlWhSR0JZEJFEB1BAgFC6buImZAgHhROOBAXBjwk2M100boWEAPYRZ
csimbMAkixC3jMhIaEwmQlhHcIilkgmUcGChMgkyJNAzYhokkQ26hIEqQQRGQBUAEAKSQEpPDF
qUBI5AQGXCJImXYFoRakgwaJl®0ghkiUpIOhhG1ZmHEgAUWZAMGINArEIK5LCDIZBKIIKU]IBg
DIbQUHaGIBRCAAah2QUMogbyIyCImkBQixSKGHCCAZCoizBtAjMwmkJwgkkCBAEUGXhQmYAw
k2GgRBKZIExJ0iRZMmaixGKkR1IUcmHCQJIWZOArKSChcyEUYICMEOCDjQAKYNjLSOJECNOKQ
RA11RSAHhhIDgME6cQkgZQQEIKEVZBOIASVGYXAGCtm1LJgwABUjCXxHBBNiUBUGD11EWhGIA
HTA1AMGCggqA3MQEhZgomTMNHUOJIKEWSZok1YXGACNQ2cJGMIKCKEWTBUgGHKWIkgIAOAB4
QFiRghJKHAAGYHSRGYCJwWkRSDBIJm2RE1IAEFYIY0yjKpCTLKEFAUEKLWACKJITQBHBKAFIRB
FZAIWWWSOECBECLQQG]jiEgkJRE]joGjomh0i1lh8Z8ICorSARFQp4Nmw2sHJI+4+0c3CjikdZLN
RBNQ7N5Rb2dMIsCImgQB++SDZQ+n13hJ1dUjxQAFzKyLSb5F+4hXvLRV6Rg0zBUK/CquggEu
gJT1iAjLZAngXa75ugw2FCY6B17b5hy4SNCYx1yVT1MuLcgDDULUZaN30EaSs8CceG2Upsnyv
StQnXRkGkY9y5dLs1qqAQA6/g9HEODMgiShn7FQkK+mxNSKSbxcLC3tcf/3yJAEPVKbiAL1TE
QBhLeCkORzNn9dEIKH21yv2bnZcu6XxGMTkgemwCLdJI78FxZYqc4wW5hpLsU/Ky9jwLI1a9UAHP
pnril/5EqPwo/L9uUSwsSM82RgrqlQAZQaFsYWt3jFWtrvIKR+ZV8j48NKQf2j1vL3VvbR3RF6T
tyGu7R2X+kQT+Hyau78eH8bxywWenaGVrQaeBlpjzx4iyVwGE/qvikv1JoSIWm6UXygyzzoq]j
1chO3hMr50LIiMOLOKLrd/A5GFhufo9x68NzD3anulillvQuwD+0obD7T4MxSZzHfRsagqFoh3
dOaCex+Zf0OkX62gRFM2x0swxKYPpvZikzDNZ61WfQFCdYKeGVa809MgdcqCeenKb+FzecPwW9
P7GCA6knVcKRZenfc+L29sAFoB6+w179mt/dQX/81wDMgV301imdPuzZUqq9FS3XH3tVYjpZS
feyofi7VAhil5ZwFfYQa+9V3ALVRV031UgMWEQ61EreY1PHXzfaJ7rrToNi8cCEUS99wfEKO
uK1VrsX1l+CulpoidZ9uXi1HsxsSIejZaxfkJowcwAt+5106fUXBFDMO1FDE8Smvh7pG8V28jN1
ge54J3/Mm3zygnTNy10XHWYWJIWTnjBTOOgrVbHQ9AAazq8U4nI6m6PD8I7XxFukhOe J6W8XpWX
3F9kwe@gXF7cGIUHLTY5uCNWDN2ANjTLQgxzLsL/1Q/NFEOOKT4DVF6rwXqYdQp/Q4EEHKQO
kw9zzIK7aMhSm506FPQzQwbLRVVZLqp8Z/zBJIDKN9s/MtI4BQ7FHfCVUPfLVUJPJ5baFtLkB
G+7s/e00gpG9zh8NKk6KRCNIYNOtuNcnkj4JfwDPCDQL70aglOecoRhVo42ywk952hC/+TUDO
Z941MQ7aRQ4Xv1K1fgClYBEIfg7Zg5RyZg/xt9eNNPRmYs27QTDScha6cT7dG1lEVKDOX+364
QznxcEAepPedqt2rYFH7gqEFS8WW5LQMEQSkD/CyQJhGImZIQT1IvwC7Q+iRKfIilLzyG303j8
HVRNO5VVST60BVCcrDXgLgdY49STnebgJJES6cW2b0/hyNIJh0/QeVWQE5xJoh6+D7JINj5p51v
49SEIOKppuThC+HJ/nWyerpBOPQh184dkIn/SdwAR2sJGqznDLUTYVv7ynU+bgYwId9AKdEVp



SFTtVuToHHeYr+qHRDD1Db2wi@TwuoM1QNZTeAlisSRwP2bWLZ4M40SIjPaJp3TdOwxTAXGDa
W3q91+RGRO75XpBXt1kG0O/ IXKTvIWouckKxC4JB1fiGKjMESes2288TFUHRQHMIANImXNVS7YI
5Jug8y3Xt1MU8s1mxBOV1eUASDDGCG4unzahp6sHswFNkcOEa7ulP5m80wvaXXRsf3s8u9cz
fCaOUHYMEA+W8VXXPs/chuWzcTpG1lPG3bfZegNvg5ZeV579F2c+zCePjGBKVTOiiJKb1YCL/
2ix3jxx08ZKIsVsXx+40AhJoCuJzfzugoN1lqvWuBbqw+nMa88JyqPU9d4sKiuQzCy9rs0Oggc
Y3kfMddkfYNICNUB4Yko14c0OxzzOLj+N7B3Viir+A+Bt0f13++P1/JRk2kgWnruu®l508cwZ]
AE1bxxwlk2Z+U/bsOPcmTq2unL19p07n72IV3QKeSGKINF8j9wN116iAInpq/28v+tHXhOEW
NsMzDgO5POFSIVIFOWOMFJOKsmgZVTEVYXnw6Fib2wvh49atk4a®@nF58FDoK09gux9JTKMhP
E+Cc5nNGREFXWOVULViumLLdsSKFgjIOt3/ATeOb9VnLRdzhKzV8d+eLiAeuMnrm4g/F1lnlEzac
OhHOFQx4gX/FKps6DEO7820EUNAQK171ijfZ/0GTLpKLNO5Pca81GczPJVpu2GghJgRhCYU/v
/zruad3JzngidJg+tfo4Z4hyPKS1ij63LGNtozrxVjp/G38rmhKrkAKOk6be3QLFjJwWshvB11l
zOmfWOPeyN6FvbG4jY4fMPiHYTikBaFccQEUI9qWwGvYv8qoqCsV1SfeKUq50NPbypg4Cyzh
OUmya3z17+1Fk3c7021dB052bQJ6gIA9U1ru@65I/1ApAFesYDgmKu9W/kJk71woNltwWedqd
UGSBKt1BDW6dG1nZ0zrRy2hkvH+rGL7sJzgbDAX1/qfZn5axxPXYXJd1rNuIPR6Wc/ixCHeD
hb1q9AYEeYQL90BZysdMBXxsrReDNUIK+ZItzCIYg1lcPNPLquImO+IOm2he91L9uWZUvGXLkw
Kmt3VFFTLeM65byX0qrssl10ipOWFg4K5W3MNxiNbm7cnIL/Nhw5Jk/IfLnzKQUEGQJUYbtGT
97iFNIVR3aHX8R21+bacQ88dwNGSJIsW7K82hNX04F1Xp2JvkAmOuRssycB9j2z/6S3Vzgryz
WQHN1OEJ5TJIb/KXCZtjGMKN]j7EBN70879dtyYc+16FC64SEMpKJIIc1rcPOAH52x0pT+nZDUZ
eIA4h4W2QP1HXXxg0OnD/PbaIBQKA7j30+TTVCxgrOoyaNmpgPgMoCp+jGNwPpJ4S5etwWd6IdL
ANt1QA9sdvXWwS10UGavGGRc/4ROFhIYCAH7H7L0XgZXnoGCG3JLepgXJ8QxrUf8pZz9rdaBM
eLzOwlkiX0SoOwrowwUlapmcjspYHjfB/1x50b9S1A9uodyBvRVYCBsJVZu40BIELUPeelL4g4
tqjKO05iVOQPzNBt8BZ4FA9PrUb6604zKANI0o3u3m/K9I/AY3G+h7nk5WW8tQHLLAYg/NRwe
XcRabyVix6fJ5qJIDT+010FO0k7gCmnevpoqHRGWU2+h9CviQdRt1AiwZLgA+dXi/DAVB1hBSR
SQjknziOnpHE9aEY+BGIddFzQdZjFbXxmJZEhMo1lGX133AaY/gbLVrumDNPUEpPeXwlbo/cO
A9WM7MUNO2QNMDITGFXJFIrORNI+CwGssrI1EQad2p10f7WPGBawCPB/tfonKveNOB®og3utF
LBOQcJQIstjZMW2IrfJI5cMzBC3bAikEaBSmvSiUgMMJIbv2A5p5y15TFu4X7S+/2L1CALutcc
TLIJetH93DLWOEWNzyhd6vtQDMr66wxtgqwlGf81FHCASMpgJ++zF+zf7XJav48y9XAHZNPa
F91ly8kh4TvCf1H+OP3MVGOTyfwMtUgcPNQT+TCrSyWkZk723HZNnIOwz4r561GbH1UBUY9b1E
LPKesLxMgz9Xhkj2ItOwrIRXxZ+MIzOVRGKw+10nbJrAqGuwfwépv4kw3MMuIhayaJXK8wlo
W14XR6bRPISrQ1x0Xc2pU/PcRXTdJ129qIKXCZpgpYzbclrCXRhDSOCGMa6kN/8+tzmymDZ0
IOM9020nHgfxQ/H40qV+YdF+QH9ymvs8XjNlkoadNwHV+zU5sSEYs+IGFPyJu8g8qsgqQOn58C
v4501fdmGAwW40xn8Esyy/uDgLBZhH3KH2VNVk6Rk2¢cZjM72260zKssprE69H3WTaYIC1IMcjk
3uvSORYQwbUPEZFDach1i0JKkiXpb2n191g0CJJzF2euQat5WK4jeS+vE+0iAGYRERTQgO1V+
dbL/oXaltcsw2e9eaVkpXxeq7r13LHc2myoar AbUPhZWw700kF432sORLmfacYE/uwj3T1lrI
7ELG7r75Vh5dLx+m4mDDXSpmdBe7z9jb7s3UIsxvsLpPm8dd]j8QOMY+Jq8YMVEKYWONh/4+1
KQ01jFOUArFYBRMEZPp+CZDjzV1VvEQQQDOCIriRRwqRqoMOoRtpfws2gHHZY8VOqHZAtGANh
vGo6XTFCWAdAFYXQICNKHzZT1PhOMZcCrzd25nGOhgUe7dJIkkHV526G5eYLLThmUY6b2pLH+LQ
szrUHA15pch5KYgQOS55Ya5cTotRvet+Ej7URTrpERUVSESQTtfBO1t/mcWzTQMEZYhH8MVT
ayNbo1DbmDDLYNX7ts2sG+tC64hWNSMQQZ90gXA1l++VLC5RES4NXJeXDRRCUE7rR37XD6WJIW
NzEix461SIT2YtRWVQKSEIZpjHS1BuwoMOAsSVal5ilLi/ rx7Cxw2r4RcAH9NviaKhS2elGu4c
pJhD4+bMi6pJ/jVvu849nhfpfogXLPB/2HbHKdAd3+6fs1nnBfiPrIu004g9QPNdKMavtUA/12


@/9FLxtHhQebaPsFLcOMKxwzV4ULhO/cJzUoK/RJopP1l3vxtxsJzv3
chX2NgR6UJ6faQRi85ksw5dDt3yl19eqfl124NXbnbdl1lYj5W1THDQVFX83wb2SDk5/1LK1DRhU
ONHJ8KhI+Zcy/TmtbW9Kwj1S7gfe5ZtPq4D1wCMRexBXyJbiBiQ5HEEbPQQ6QSBLVXC3jnCf
YUE7nAYV+S4vcMawNt/tmgd6ozoPo0o27Qj+Ae7kqOkfg2jHSROZYDDQA7a5jals8117EQAZ5
OeveSzZmfrYholwWdnT6ACTMQPWH+HSOYTKIXIfus98+Etud15kZNTR3fOW+yXg+s4fg3j+Qrt
3TUKQBLIT9jz8GWi+laso2nV7gXv/IXRqVppBbfe+yllwrULPDPgftpdwHMOQSAkbsthsmw3
AtTNaPbjDYDGO85KVEZ113sHifMXTIsxXBSChpVHIQb1CkH3C9iWOqDOKynrHeYsSNONsQOQTG
p59cA2PYkF7+Ms21/eC8mTOSYG+HN1EHGChIWPI6/QQsUT7UXzmj TSPFQ6054uSN5eWwUHh1
wGeGN4hwrDDOTfWYrGCcUKHIDCSRipZ6H3hSNYrOHasHFcu771iZNKUEJWtY2KP/fzfiYyXAXxSz
gMqyDFJuyA6z25s50gEsqawU+wbcCRVZNLIfWimN9SB+sCkSkt fTINNE+r18ykIRz6jewP2n6
FJ2Wwy2Hm7vHe jC6GMF1pX5Z8UYU6LKQbKDMEZZI+7 tkdvJr7XIR3TKqynkfyywxyfPHpJAN
awDNM4d3TOFK3ddCGpss3mKreIMrEmAzwzjoFClj4u+KuUNWXxwvqE9IeUGKVPTEAIiUStejO
d4Le]jjACDjEqd3SLnoutEQZdeok3mSUOsiEOad1j+y9js7po0OFjGlYuQ6QKPLNTL3yIOyDtC
tWXxKhP5nY9OTSLNefZLXNSrwNxxIt4AqpTAerNyp2Qmh+M5m4FM2A00TPjayIFUS12Z1LH7]
miN88/WyYMLQmMXnNTQEMBmMNj7bNTIO]jf+XTOhptuFgpDX6EeQ]jYQhV1HOCDVrG+r5pCemHmO
CYY7++TsaoaXCwWvidfeKRh3a/p/6EHZhi09WU8cKq6bTGjZnG4zwIdRTUTIwWOPKY/mcX4cfX
aCai/VvVve6XM1wQ/uHFzS3HhF1Cj7+7ICaqQL3glYeYgejnRj3Lzdy9rNXclLebWiY/ZF//16
SYNgqMO0J1Qk+UCmtNXxgS2t IWAXSEFqWv1Dy2iFmBhdgwVBtyUjh2b+FOUjRAZVSMRQ]jpB9Th
aCHQ1Cu8bNwzQBkjouj3II0/Bw4+8iImHPCJzyfP3B6UDe5BprNOWTQe5u7vL8H4bOwWIZNX0O
tyj1Kr+30n4EGcKnbJrYz+XYUn7HXDA/cFtTv7yKGHoiw6Vp+Lc/J1csiBODIrnpjD1BfcIX
KIISw6H1uVOwWNvhwebomLi®xzvqCYwuQ/EXFRiMFhqroT6a481alLdP77mFOWfB1ANUw4ikSL
nb/8UlAtvpTgfyCqFHC6ywP8zYbPM8HXd+NCtiv7qFgxbMIIQFgIBADAHBgUrzg8DBASCEAY
ACWv8CMwB5Dz2RgBWIUfCPVVhILYQBB8HTgAIXRiOPYtgAD4ANB4ANOhB8KwWAELMQQ94nAB7/
GAHVT4MAP+/0QA5B7pNA5/RO0eGMIQQB8QA/B8PV/HOIPJADNjC6AHVeAH4Th9/XfJEAQO9+P
AEAPBMLVhm+IOwWAB74QECD4RN6AVQeAAIgiEUN+8AEAQCcD4XTADNvVec94g//GIBO7GAJRhLN
6HWWO58wgB8LNPTHZ5FBEA/WAGAIOiCIAV]jGLAPTL44Q9+QQ9+98XRB//3ABSIITfMEAWWKCM fvjCE



7sZ0e6UReiyYAWhEEfw]j+IBObCL3wd+Q0Q/5z6RTIDWSTI8YfF/8I0OhEUHtAKT0Q954IQh78
FORQiyT4fgAAWJE97YS8CQFXAJ4AgbAUIALD4RYCDOX]+ALwg9+H3dhIH//CB7WAi74IBi8A
zz4fi7wIfaB8gfe8EIiD9kPcg/4Xh9JsHBCCQpO/78gegH/u//D4PAc+T/fG8H4ggB8YQC73
CIQgf70A0D+MfPfF8Hge+AfRC9/4PD8HWO/EIHV85/3fcB7g0/BOXP/+IRPiIGEIBA93Qh/AT
AX3Qc8Lv+kF/+/g8EPBB2MQPfAL//e8QQBiAEBPOGL5jfIIIwi8IwP7zsYFfbEIgALIAT/gAAP
AAYidD/hPh8IYeiDOQBBL70hB/OIA+N4IB8575BA4AQy+/4fwcD4PAcz8f+fB8AC/CLYQ7BO
6AYxkGLwgCJ40vhGDfPB8EU3vhB8ZQc8AOh+8L4PgAIPTGCD4+b9/4SgF7mv6DwQP9/zmv+H/
7zwWwAhCEIfmOMQ/HOLM81B4X1ijL8P9+DOwgl/zoPKkCEIWhCEPU7B30VvB/7/9hGLWSbhD70BEGL
+EIihD4BAAMAXw9/zYwfD8XBGAAYhE58QwBB8nvf/0gQi/rQ9i6LQhi533wFD8YUDAX31BB4
B8XVhFOAA/EEHXxh6MYvc8Q3BZCABTCBOOhSEE4PjB35RE9OX+kMIYCODOYwWTMMXQh9/n99B8
CMHfBNknt+/vgNCB/0g/CEYNgIDowi2L4fgyIXg/F/4AgGMIyeCHWQQ9/wyA5/89CPIN10gF
4Cw75+RAtF/L89BD3I/0aGv/uF+YWEQrrJikx8RXj7SPWCjL+AXYU3v]jt6hQPAAbO9+CVIAP
bxg+wW8xf+IQAKCCv88dwjLufbChAm/f4IJfP3MsO1+hH/AQX99SHb6TQL/sYK4QcC3u4JAC
CcPCP7hAAITCVYuBBLp3f4aCPXRBhEGFCXc6XIg3rsVBNSC8Q30ANrY4wra8AIaAOIW+RO17
IBzv3g/m+PHzDP/iXxwAOEyOpCfcD8/AX0hn66wn5Fhgu8gEKDXUKA+//DQb2CXHXHWV4+hOG
+KfUZ/vXF89g8cDABNFTzI3hju/AsB/xI0UVrPGQ4RBCPgBAP3GWHO5u8K7Pri6/kf/+bHBvg
/+HO3PCPkK7A/99hwP9V4ANFxvYDg/v89ngMAcpFfgWyAz1CfAYBRD]jJ/nyCfYBBQOg9RD13h
PgNHgMND/QZ6BMc7SMkDQc14xXxAmMKPELGekgF/MR/ur1DTTxJijxEfVvOFQYLERWbAX7SLNvhD
+Cgd5+/fBSIMBUKF+uwlL7UkH/003Qz5/f747vEMGBMN/ /X1A9LWBBIADh/u4fMM+PDy8wDO
V5VUWAPsB7BMU2RboKiECCON47P4VG/zv+SLVNScBHQ81iIfUP8vsFEdoH/Qf+6Bz1JfLOJu/
wW7gEE+fntK+cfDw7tIBD71QgACROX3Pf/Dt/090kWKwUsJIvbrG/EE//0Z8uX80ONKLAtSrEe
dQJChgV6/j2ExkYDw7zD+QaC/0G8tcqAw71LCPh5+n66vsQ/u7kzuknGrzmPPf9+hwI+VEpN
Gdnk+wjzHNrrESA06A]jj7SgL7wHUDPN+FvrtBPH15fHOGRjrIALO9D904C/QDWCIDCPZpEDAR
IAdwP6hbv/RsJHt378uQT+QTXx6uU4J6yMSIwT43CUJFAXM7XTwFZHTAQKLBgjXxKvUQ5+EWH/E
QH4w/s9Rb58z3aKR8c8+Uy9v8S//Ef/yIh4+EQOAEIB/HOIfsBRfb1Dh3u5Csi/PsLDeI0OBh
fP7EPj+A1QH8XUADPOYDOUX8dYOG/OKBeYECPNO6DKHFQYXE8ZUFULUEPWSETUN3+EZ/S41IC
A/Pg+fjqHAPZG9Ig/9cIDP/8HA3NAQQO/iPO9s00COkkyhId49bXGFH6I9ZzXx+QnNDVOj8wr9
Z6gkUAev(qGQoiD+4COXwWGPb5CC3NzdoG60z2DxVv/FgDkJhnX5BIK6kAe5/8IBhUug20Uh2Nn
3zD/DeLAPWOMfmChIp5ybS8wL79/ArFuHo4gQo7trs7vLXBQIN9/0B5SNXT5Nz5HvvVgOwWLZ6N
AOrNNtKU51SeyX5CIHHQiRF7KEKBg9pTfnqo+6QoAgDIWksR5bJZUqKgGwsOKvzEJeHpmDIgC
0oJiXra3aiwqLOnyyJmJpcyTyS3g34LuCsa7CdNhwpeEOKUSRP1LG/vrUu4Q2umfygFO+Z0o3x
5NrBpmLSbkjCEzQHpndpP0J8Vy4qnWOGa+BIaUO7KqovP5QIt jMsHdoMhkNE16vLJU2b9yUc
YALQOajNuzkzxVIg7PEiTOPQETTzstgikpWaz+Dz20KpNQIrOV1hi9jgqoeQWXSLEE7NnQrrWu
L2X/wVOL+x7yjlZaSKWUUOgUHGXuZ50UVBYr/8GaEII7sKIJ54cRaSOhXAgXyFoheJE/u2HN
gCQV5XhBJIXLW]ZViUSyJwZbgXpuKrFA891lcWgabc1+0LXsZUUTUqO2saYTqi9JogkCvCidln
zyDvW2he/pKFgM3ecX2gZ18YeHmascH3Y3+0DKa42KHKQ/6R1HBWGDWkrPp9JXqqAHJHvend
gvVafKzZ1r81WCsCh4y5BK10Qg8RR6M2/Er1LUcSBYSgBe3LkGjRG12aexyMTMFGENtfiPuqVu
00epdIdISJy1PTcghc9YLmR20Lcdrb6wPPT20EAIBS2K101zt0SXKYLErI7Q91LxmQ+1NeQw
FLHxX6WKvdiPZplvF1HRuUjKrrmEeLb7K2moYIM2aBJInYBDT4JwU21CgNIPOWLMFKrGrzJOSD
Eq1QgF+IjDA+A09pMnqYnuNZHmM6jIS2bVqwitJosR11LMf1Dz58Ui0y0iIgFWynV1J1EWBgW
EmukcMpmd6IwYdGRgKkMF73Fi8AHv14UbikQD1owQIMap9UnZLZFXN5S61jhznDxK6UGzdro/
ajwoSOfwJI2B4ENrnLa0YGkXAp+b7vK1F01hoCJ40DLAOLWY+KPdYTBkbm7AUEtSumWESgPPT
bZtDES5vWU76YVI/BcZ]jpkxK+15ms5Cy6HAMKFYyWXNpGaSbpxWOE95dw/FTqZ4UgZDKGkduk
fYL+MOZwWCVurdI/682T0ZMeEUWgXEQaSMNhpl4PnbG1s5UiHLWQ1VsrBQKimrWDRORANGEY9
COoICLYYSjpsUIbOx800mDYyZQ53NHiJyNtPt12+NgtSQj7mLONWCC5rkRBWSYCWHrwyIBMONY
PWUhe8JFE8gzdhEbJIndS3UY9avd1lZKRphaBETz13Q7/XBigIYvCbom5arWsJL62EnSV8+hbGX
6hYbFXKZ40gqiFjc6djoolmNOVSKBK/JdUKutkHOUR/oKarJBvdIqCrilWmGft6tyMcpuQJ4u
TIdSNQNJjCYESss1RggkgZ6Roim@dpnEdMwHZVUY6XEOSk4ZisOWPMN5d51fRImapGSS+Pbfwo
umoS8yzarH9KCyfhTq9gPuHTvcgpvGghKxDpizBedHMaS50N1teHgselYxrRQV3P1lyOqgpXhl



4hvSh8gSvv5pbsh2AhzZhSOKgl1R4nfdDeicBoNF39kAczSPwWIOOEbc8FGADbd2AFNFDVG90
JGKNE+081ikzLmUogCvSjTpOCdcVFAsmQrQ605CyS8gL5tHSgHIktwUxa5ppWj8b49XmITkIG
1zfw59QthdKaicObjCvcBmYORNrGppzNsRk7iXtXasvyGONEckroSuwTGUPgl16KFjtZtrvSh
1HBRQQ04v16gA00SQF10pNb/5wBzBsVW4sdTPWG2XZ6SrwlSVInlDVCFdo9k/q+nAzm50dRg
UOOHD1/J4mrZp5y4nFwTeIwna®YesfZjybgQCcEOLILKkR4VQYy9OMgHYF2EJAbRXNYRSUIBhRZm
hVewskF5GmX6ZkX2i0Wo4p3alNT5Y5M1Qaok9dm60Ja4luyAOGUEA4AWN/G21AGWTqzEhgJ7an
I1U104QnobDya®+mgJfxAerYYmFT6FvZ8uhruh6FQ1QUCzYCtdH6RqoOuUmv5d1PXIab2WTATH
SPKES746xaYRcJt3qUSz1GUkDmd9OP8Z5wK2eNm7z68R3bwOLYyrbhXYFhDFYI37arKQ+YfYXu
MmMQkKyy140KINAS5TOF6SMZ55ahm9sj joywEWFXpbCJ04p07YdUUOVPN2guuHQnLd8Gj ImQs
WOQICgHIVyhr8URAAKbcWbg+cdBbvkWQ9yszz86uTW3bFpqsBMQjO0hJIMGTeYZzHrxTCNtNOz
0AQBlpDeDX1wqOhgI4RSOPbz300L7QkVgUglag34YF6mY7HC+kfm50g9s4YLrVmx/EAJ]S70M
eGORJ22IVnA/7UeFnv7j3q5ZbIhMgB2avrXQEZJAJINYVRNACA60hj1NYArj7iaS4YMGACAQ
AYHK0ZIzjOCAQYFK4EEACMESTBHAQEBBEIAfbPfqQWQAS6tCNrUT1vGz4AvCOYSIMTUfh+TBY
QVZEWY25jzS0xieI4U/rbu8DwgkYnKsVa7FPZXN9P4X608E=



B.2.8. id-Dilithium5-Falcon1024-RSA
This example uses the following OID as definid in Open Quantum Safe:

https://github.com/open-quantum-safe/oqs-provider/blob/main/
ALGORITHMS.md

id-dilithium5_aes 1.3.6.1.4.1.2.267.11.8.7
id-falcon1024 1.3.9999.3.4

A Dilithium5-Falconl1024-RSA public key:



MIITCDAMBgpghkgBhvprUAUGA4IS9gAwghLxMIIKNDANBgGSrBgEEAQKCCwWSIBWOCCiEA€917
A5n3xWbiwXKbeSyMbvRfnoPB1VHZ7DW]je8aT9Z9YSWG4+10K5gACPqQ+wWBUIAL+S1HgOBPU
yS54ci6FfAT1Q85kgwWlqgqWppckTX+DVECp6PWER5hGAjuCjtPDC2JIfL/adZ94s6m7+SuQ22M
QpkYzlwPmpnsyYsSHx06npaGHpvx0g/zig0Vs/wLHMihRK8IAzngMkzue398NvpvEmMdv6S81
JOM8jIMXDF1fj4jHCICtQLIIiXY]jr/Y91LViH+XIOhH2X4BVmh+ebamMgjBMCO®JIdoL5UBMR
RzAIN1V2RiEupPpYAuqtyv/p7CRWQ760U77buCu@UppUPTNHis7FBvsseid44sxv9atlFebbIp
4+LgEycSm/MLBAXQ1ZJIx9pMno4ttCgmg7mROZOEShcPkCBYyejXnm8CtoEmSkt8H4+PssqtY
mBCens1lKWqq62IRzPtCrb4b+snt3rPDhrEre6f2a4lpy4okT35H9ZE5pZd3DJPRMWOTRBGO6
sChOpS2+Bca/68Q1FqLikogxa8DIGMtzKRIzaTACH5WW6YQHLWANSY j++phQosygnsBNGaYP
0izF4jVjkET1Khjjj3/YrEc4vQ3MEv+4eBeN4HPLULESS+e7i1cK0iiSTLroviMbOXNrAZEj
0/t66DWLZARQr7BVAP/qgUulssthz9GkZwssJ/h5ILGALjMSkX/SAS72171IBsWDq/o0zcalP9
YJIXyLYbOQKDt8xcbkDOg+id1lVChzYWABVfAT2Sks50ruLOTtf1+bbGKezGYoUyBM6rPHrYgC
NbVIPfTIOZ4LFAG2qYZTMSvcMgUYGzN7p335JGVtplKiiXBjHQbh1NFna+pd5VCJICTvYh+Dw
wO2rU8PzFrH+YrOvcXadtzJLT19WNYAFTOpJIXK630GGXC+91PVQMorz4zE4WAveIRgXYC8+w
p/+chFXAfT43X85TfaKEbI2FjfBXkSXKRDM4RdzHW1SSSC/gNA7Uy7phndgxrLI+18wOVXtw
11RK/RIBXw1HddPk7wXYi8UQ2DGMdg3zNdDk9C4HOOVLt tX+X9jynJAcoB5ioTh/Y7KNMftU
tLOIuoJ2A/+9pZzRtkdNBmgw98QgtadfLnpnvQX8a®OHpoOi+XIKk+buA5+zXNVKWXxKznF82x
glccDjkgQdYFYmr2Mc1t479WBRiSr1C/ELpnm71CA7wWLIUO+u6SFJIZxcfS7IiDvehprxudoB
8fVNLY5qFZq2LtzBk6RegRrtQdT8LY056wFODSTPXOWZWk6eTRII3MThbpzLGsZXKeSBPVRvV
5CXQeZDKTKYt3Tn4vcThbYgjf7xpNmNMntB10zG6g3SN6SCFkAr9tEbkeIbI3CTOMGAOOPpPCZz
tmhY/GVmpsC+MOk9Lm4yHg2Ju+zwPskaHGruJdZaH+u3z03ThSE3Zy4Ksku80mBb/x5auJguf
GkS4pfSCSKHYT/AJzDOMIgSJaTKrmSQ4yENQNX+dAjfLO5LHZzYar jI0osmLOWS+gtxh/hyKx
0eg1ZNKbP4UHTC7RpNQqZaBQ9w80q9LiBeD11Ln5ZATWDY1leWtRvWX04hiFsduNwuSad71TSd
8CYfAM7/3LouTMrlzv5xva+5Ununeb4QYnrSOeahi4eIolMJIr9bp9vwrxoMVeD6VGSkL3EEZ
R+te7s8xtHZFqMhzI8PuvADaBZVHKUG6gNOKSL1zcY/fDK8JjH/1LXRjbNAWBzuxrRQpaGaYQe
fVFOPS5uWdX600F3RQbTta3071MiAy twVpyMB+ubHk+h8HhgaOpVCIXRONIC6tbIMKF]j/H1n
A7AQBcmjq+pGKYpXFKiAMR6H/Am21zDLmMHZHhHXPU+mUn1+4vcm@ick/X2j1I1tm0d9g9zoDR
VBE4TqoA71/tiKrNmsPzepGLG5XRnia70b/Y2y8hKe6eOpv/4heatS6wW27oLbg6HladNRwzd
M6cB6uqzliQwW2BFctNhQXgzmbsmgxRNaIqbMO2YAXVTTHGD7UFMtP1bpCUKkoHjn5wVaQroo
wOKF1gE5Lm4x4fwgDUENN1IKNHVPMTrCGv2Vm2zFGpMIpGLOMRYTc/ybNORL]jT+jNaS2pODB
uJzmxzoHZ9VcGwtWhViliGreZdADwL jOBZn/wZ3r027FK2iNFsOmf15nKno4qH63TWLb5aPA
0xe0Y1jjxXxcEInOUz++sRS+aRSVE7CMCtM76kwWVs9muGguf+Dz/wE61g5WAD3WdO+eJ17hkoi
ZfL/A1m3+65G8Dbb0a73pZXErvFBXYHQqj3x96mwwCETADiDiHt8wxD4brEVK8qSgZoYtYLNR
17Te8J88x7NsUKGHQ8SJ6awGnc8VsuBipVv38rDsG+f98e/310j1++vguiURp1B+s0colH30a
Ajfg10nlirXwngPJ/yj30QP1lEhX8KmJIOpcTuSgfhFq4uhC4I9w7VvsVOpVv+FYr7tESGpPmyYp
2r5ZY1wWEMBsdeD6my0OK45wSLX3g+xDP1GIEQAPRDOIwlv1irgPAUgdsWvI44ez9ZSHuUBBW3d
3iFHOHJIgXyUpAV3MUY3d7kTIUhq1Ji51nKzFEAG2dAq30UDBVXfuWaGwuCl4RE6Pqyynw3j0
XePx90ohYUTJLfpBeeD1smsITdyQkuObC6Iwq28NZzN8RqHZNgPtat1gMGDoCJhj4m/6¢cSv]js
BrzJARTf3pIEKCsMgobbkQ/j1lwo05USYe6a4G58S0PbQX4bFMmMbIXPpwWhxw475HQbJIMrzGnPB
RRhIhIYona//Y9/8qY674cDSQ+UFkJ6Zaw30B8MOigW3QJI5mcsT/yxrjXAVAUh99AUTAN]Xr
0x019dmRk7I8Ydphiw6JgkebmG/SyACCFSNJ3jHqy57hk+RWE6na®078qRkdOPLAIPXyJEUY5
qg+T/PmeBrH9BIWQEXALXtoyNUV+QvUVBwfFU9edLqwAumk3jx2huCzw/khTwsckM+MQ7RS4
Yr/DPZM5vS7GErRKIomHZr qH2BED4SKT9k6Z9vjBBPAHIHNOeEI t 1yXrS+kB6TKXVOT5vwQ3
dg3hurYkg2zkgQ76hTReuY3jWQ15XKDEJYkhLctCnizYdr7GB/0iaw7f/bCS5uvBmdRYVhgb
zPZmrSCEEiHX2D0971T66JwHOhNAZVBbIQ8PM/2ffXMLYOtdFjO3N/RGdoBW21JXC19igBdi
E3ACQAXXFfOWSRVvV06TiS1iDZYaS6ms14E0dROMsWP5VJIjd39FzXx0rYjRPHNcuzZnc+a2Glg
0Xb0jBe2Ype86z5RqrLAedpYCr0ek3XjwOVZk7gvKMbrAf9S4EJKSIHZUSKENZHN1EQUINV+
IIHDzAHBgUrzg8DBAOCBWIACKYmMV6hgOH5ZBCPALUWSVRS5UCOPTNRAVVT8WVZ1AM7Ttesjm



qsYbhHyuF3udFASyaaVT+p3dMOqzx7NWCBSgCE6HXQmWQbSzwt xfzu/mS1ZEUWDGOt 5HOQCRX
rLKSGdCriouqAbACUENRYR3kT1WV6Kst617bkCK5Y1i7RO+dSGQSWTnZrA112C06YBcU7teze
uaDAqv3ukSiqgAvg3TQC4enH24S/1k/YEBYqOOAdRsDO1EzB1nNoyPGTvC9YisOGE2mXoMtat
star4nAgq2ryCi49Bic1lbyNNkcFyZs5j9DzazcHolyCtHAG6pFOEKWp7K4AwWbRIF1lasF71w40s
XWnDglzwm5dp1EcM8mdvUrEKL10TRC4kXc5DYdGRynDFdcfAGnOwDc432+MUbkor JVWuu2ms
17e09Np2hhhV+h/xh9e0ApLOO+4YrrWwsa®eFRL676T92wxTWCAXV6prUN3b6r4DD3A8TViUL]jYK5EBMZXET
LEkxRgycvV52g+/qijZvaLNUXr5xqHrADASX80g3sdHDdvWk2BldngQuaRbvjXKs/gIUywGh
LeJXBp22qO0Fi0yWmsuiOyDNuURN1IXc2YVvDItOtorLbE5ViruDK5YWdDKwWOUsSSKrqFzUCrBA
2ggWGRLeC6q3FvyVaGWYBRRvQYtnMhZiRnaWgACbbSRZzp6I1z1xxirkH3yKHdFpm/eT2pcQ
tIjZ41bzjnxptQEYkGdt+xNL2alEXK+ZgkYsmeRqYY1bdwZIurl6qukKRgSoTZavJsm7t7/a
ceAvxIsBm4jpRiRVKbPjoYZDbpIeKgGPCohREYdf1lk8argu7ECVvgBX4M/8DtAGV(qzjbO5FD
baFuchuoz6JBsPXOK2RPtmYIwZtfYTMFIZDoW4nzay®DystB5W/MU9XAFhE9TrR1niJPXD1A
pUFgx2McOzZM+ahhDiAaolhGigYtzoIWNI+qJuo5Rz7dpA3skXTa7GccKiSVYotpoKOqMNkJO
gEDpO6+EfcpwICnNBALNOifoYDrT+XhGerfSUeedrXej7GsmolxJb2r9y+2YThv+OMpIns6+T
IB/7axbgOcmsKLt9guAQ4FejKZrTxilPGMg8Srnv1iR8e7nP9zrc3uXN76UcTda40p/1gfFnN
yhsoxaA5XKkEmUI6Ho5r cArwNo3XcqixU+We3ToBv4gpksU10YwWRguOMcX4+YUHNLK3ytgndE
YYMEM6NOtECA6RVWEKTAS9fGFiECcwPVDY1ebRtKQEUNNVGCFYQe3i4qV1bPXGUrftgH2QgUI
RUuDVCyNheYVOkKX9EiKdi1ldUETwWVVKULCh1DpwBkpm994RjL29FSOHMzLYAbaiDOKiCQWAS51/
YSKkOCVwiAthxipC1GDQa/ZYRMwBOaa®p3R7CnwcAqdHMgZ0a/CNowW7VglSIMKaN7iaOprUFM
rcG41o03mzjrz1Jjr2387E03p54fFVSXN17HDXxD1Qh5atqoNNCaX0+hz/uaKmA5LHQosc82Fh
JcB5D00eiHfQrAwggGiMA®GCSqGSIb3DQEBAQUAA4IBjwAWggGKAOIBgQCc8x0qq2jSuQhAV
LJIpeYHeUa/x4tZ1LUhbTziOADVcmHwJaupEXAzViCqoQONk44ZmR9sdDPatz/Pil55SsrveN
GHV5HWKdUOAXAtcUDS5YXQbNCNEDVYAtVK1bYBokr+jS7Ed7In3+5fts5tenPOoCaAD+gi8zb
fFXowZMzCZByQaz2JkvQZjS79tx6YXEHWeTdnmIUpg+ueluRGRwW2+hSAFBAPIZXLKDbSROWr
/KEBmrcKZEbEIyPnyq4iHvivtpiOrgqGjprGvFo2GTvoJ76G0dZEutkU@et+CEbtmexUmySf
08EUfEf293W37DggP6aA6ipIfoknBIekPjueWax0Y6AU3aG++htyVLOrlgcxwLKFEQXIMEWY
G1mkcVNsQSkFr2z5+Bn/+vYVBJYX1EDTqNjO/fZY1MasYDuWXImx83iCbmBIGzZ7BCAgFLIr
iKAW5IRVQWXCEX3g8x4UbQb9L0gqiMngxVsn5g5MjpG8MCAWEAAQ==



which decodes as:
algorithm: AlgorithmIdentifier{id-Dilithium5-Falconl1024-ECDSA-P521}

subjectPublicKey: CompositePublicKey {
SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: id-dilithium5_aes
}

subjectPublicKey: <dilithium key octet string>

3

SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: id-falconl1024
}

subjectPublicKey: <falcon octet string>

3

SubjectPublicKeyInfo {

algorithm: AlgorithmIdentifier {
algorithm: rsaEncryption
parameters: NULL
}

subjectPublicKey: <rsa octet string>

}

The corresponding explicit private key is as follows. Note that the
PQ key comes from OpenQuantumSafe-openssl and is in the {privatekey
| | publickey} concatenated format. This may cause interoperability
issues with some clients, and also makes the private keys appear
larger than they would be if generated by a non-openssl client.



MIIOcwIBADAMBgpghkgBhvprUAUGBII®X]jCCNFowghO6AgEAMA®GCYSGAQQBAOILCwWgHBIIA
CHSB73Xv4MMDmTfFZULBcpt5LIXU9F+eg8GVUdnsNaN7xpPsrC0s0/QRu+GObWvZMyX4xyyl
39Zf/HpZhmrF4PHSrex35iMpaLkpu4IP+2fjaA+NXY000Swi3DRp9d2XXKwmGDMIKiKQQTI5
I0Qh4GZGHEJxzAUt4wCsolCtmDKpEhKkFJIEAPELUECCQCHRNOWKBiHgUBCSgiijNG1iNGKis
poTCUEiUBOAJBCCRCFEbQCChpCWJEOIZR4pbRiQJIqIOIXQMBQIGhyBHiCAHhSOGYiEGKtoDT
jtggzZmGeaF JEkpXEhASYUFCzCQoQJAIWMEOCMiAHQJIGUDPYWMKEZCQEKURIIQMgkBARAKAY T
6IiEVESE4CROFKNFCAAHGTFKYM1kibRjFZmBCJIkmGMWAgURZGKSDIjMIRaRohIkGyIICpkNg
kXTgI3MEi5REm1auIHQCGTaBDLg1IgYmMCEMAY7a00QKNShLWQUABCQjAYiToEgBJIFDcskkAs
BNEKGEYgIIVARE1Rxi1Two3LNIURCUXKFFBJIpFBMANHKhIEZIJKhECQQGAOSAG5SWAKkhiAgD
ZkmQKwo®DIzBIsnDCpiVEIkqgiCDjhGjYMDEJIKDQEM7QXDFiBCDUJGXIRAFCcXxkUisGziAIQ
0IMXGApkiaxXxEO@IwWIMAKIACho2MoGGLhEKTRCECWEVIGHJICC6CtmVhNAbJiBEUUEOCMIO]jGE
WQUFFLbMJICBCmYhAKCR1DLOGYaEQOMBJIQJMULEYFEFijTqAgKR2YLBpPISQKkbTCARJI1ImyCx
QUNKKGWEQyLcKImMMiHHaRi1jRiokERFQIAHKOIYKFOEhXx0]jJKkGNZIi0QtmVUFCgjQykYtumL
LRRAKh4gLRY4EBYhjCCmgxIxatAETiTBaQjKjIAJUOAR]BgWgMIFTSDAKXWMQJgkBIWCYQGa
CTgGCaMmQMhCRaxAQJRGHECCUiNoHgICEKFGabJOoGAGISElonARAEKqWwcNJILM1gwRomkBhy
13C0i0YBKUCXWTYECYAJEAEIE6SBFAjRMQCPYXUGJIFCIgpSUCUZFEADM2RCAG4RAICUSGWS1
UG3TsggZgAVUSCbbIDIEXZBAIQJYGCrLuCUaQowaNYYYNjJZsmmjtCwjsoULIArRREpKMCwQ
IE1ETAENngEKLhQikCkQ2aBIEgwOQZQ]jFKECTMEAYjhQXbRi7BJICwaACrcRk6ioHEbsgEjQIo
KQGFJUWCFiJJGbtEXiliFhFChikiEZJ4QaIAi1iGFHBENEaJYUJiDChEg3ROAKbFWiDXGHSM]
IrABpGkRk4hkyUZGEOKE® jBMGFYAoWQpmzBAISCIo1lIMowUOAUhtEWISIAKNFJISBOVEAKICB
PINDBC6IGIKIXGiZRiCItAKCSEZAQIALRhHbEEWQgwgjSCDMFCQEiVGQQEQZUFAQCBERFiVJ
DKEhLhG3KAkqUiCgiSTAkiYgjhDEhFEgLOGOLMo7bKFLUKCCMIMHBNKBZIEEY00XCJi0YqWE
wDmWFaAKLYuC3RphEaQDLiwnEJ1jFKJIOMEWWChm2UEgQUKMBIZSEACBXBLNAUS1wFaFGrToJ
gHJIhGSj0gQBGXAZEQ1QqCgZsiGShAzZAhIDiREEZpXEREDKKRIQZNSLIpgOMowyShoEBJYXAR
SFLBxmwahEKEkAzjQIoLppCiqIUhOAVT1DHTgklaCAnaEENIKIUBQQIIQO1DMJJLMDCKMKA]
MME1homiYFEKCgQTDhMhLLSpARRgLZ0OJLboOE1gBCkKow2bkgQCA2LS1ICTQiCZFpHbGFJiBCa
yiGFAMEG4a0QIQg3FbolEYA3IAMBDbGCHYBCKaAGiEEgORYDHJIhKEJQ1BRIGUBYSGCS00JE2
gnQEEaKIhEbQy5MBI0iRMGksOADJUKLEIKbQKAIIgTTOOUAOGLITUIDKktiOEIREJISi3cqGXxjK
UAARR5KhgmQEBgVZBA7RRIELGVBXX17fATiG6BLmyaJgAkS31qIoEswgKUAGcxgaDLXPOx1e
jBfLWKki6E150q5BPHjFq1ldcUHUZz1QrLs1vwdYg+ICy7UcVpyphBmdN1tdKm30axdMKrUAVo/L
XGeL8G7fDFr4KeJS8Ytul230LxtGiZz4Eph7Hvg8xdaCwwW4TFPe3LgdBenvNQDDXxQj/LfTESo
R3+zz2/eGWLH+2Qye8mYroAns2UEsrvs1P6f1BcmP0O/VhkIWihsSw6uaaIBW3a3mODFGfRJId
hwWRv4zQd9YGGQmSPgNTWO+HS5V8MB2wc Jy7sLO7w8PRTLbY3CMgo7yNMA5a9xhMYVFckzhpX
Kw3DLVw1sRe7WJID3x0/t7GL1gDMgn6Jwo3xuA®AZz3jVpx085CarqwUObgt TSFOCRTF3gJcKb
1J/5160xW0ZzseX3K+ReFWUgSt5Xk58PUukjk7QspUUMBbwIuPNGr8g0bRilgzWqzgHiIasA
enHI95F0Gyg8SazcmXiIS5kviWpMmb3PPrCMI7oMXwx02hNCodaYlvhalwzZXE30fB6a0OLMdPh
MFX8G7mUKcU1TXC85Jazh710F19+1CMW5V1KQEGKH1x2Kv5wqOYAF8/R32dHh7trnQLUrT97
0ej4qUxiQbn2Sq0sWNjTWQ/VK/94nMdfOP7EUCUTACg601AND3TXVFIGITE9OSZMr pPDSUGSW/pMMH+UYaLo7FARLS/PdJjv4R16ZXQOMsyb8UVHSSR3bAD7kWA1BRapR7iXsame2gr60CKkj
e+puc7ilgno3t9yt5Bq3zndOSDwrx1yJO06GmHO7U6C010InxmIRbr31CsjotGl712aQB7ZwWo
NXysBhAsHT2121SUK8XpWEQOEOQRjuruo5KUVUshbr8iltm3gRca9fTI4CevsBguXY7C6nj0oA
celdwYCstgrkKMfCnaz390Zpp/MfYgqQz2U5Q9BKPKWTSscoCOUOBG4pSOW39+eT++yKdLswP1
WORNX+cnSCp2zKt4n7c9yypdZrilSuQekHnMioF9y+Zd1lwW27Aap4xM+SnzEe7A6W8h0iyoFJ
GYdGCNQqOVzMOaiS6W4ZLoJrFSSxyoqFI266N5IIPosRTtKGPLWtKgq5WMttCjGN/zC3X2GX/
gpoOM32X9rk3c4fXeVbjEBteagQLelqArRMOSANTWt1eTeD/fYCHGQzqV5wopIrgnlduGrlE/
VKPZuSW7kcyq2CpGeWXOcIX8ZERWXYL]jIS32HuUxyiD2zQH11dn0GaW1lHFP2zg330/F16GWYF
jmwWeeTuYG1hjsSnMUSOrf49ckwErF/6m06aqYIVVKKVFyT7kS7F4mHjVefHuAycCvh8VA21r
fCTaukI+QFuAeshxLk/1E5+bACZ2X/vqlQOUBrnBu33QPn5ptTI9LEBGAgAX31CSFSS/0YsQY
dR9Mofc7UEDO02wjkiTWSHO/a/1iZrT2taQuzJth4CciEqtSRAV7Y9agTY1kx0+zRRVVARTvVCQ
jH270zvBNeHxhOrZFzJHEN3w5jBRVMKARHOXs31n0ueB9e5DY7MC2FEgBMNAKzKkD311KM1VH
6DB1cDfRZg5Lf/fBAB55KQK5K7saPgFuLnIo/tIxVAQ47/vC86HUd7310aWulhHniz7ZnkQ/
QCc+s3/r3s2MHRzz28LWphcT10oKvfP35hws4+vyYEUzZNjCLPEKATFZMxT/hvy7KMHSGN+EZzS
svos5g/vc14hQQ4TKOQaV+NkisqHAYUegz9sWoUK72mMWIXt jvgApjdOsz4KQnIbDJIhNUYGK
ddda/Yi9I+MNsm819K/hw4cfV3XgwxLErncWR1ON7MCYT4G9Ryaqrizh0ZHysoAfvLHwW1C62
b2fg8y8C1Ab9TXOB4FDGY0/OrNtsI6X/tXpNb8ddCPy®OSrMHOW36H9sPk502alLezKd5ibVf
bBlakKbDmfixrnibDhOrMwQQFoobFdONuhJWpDE8/VbgozoQhxt4RJICAJI3bWiJ8MmbVNeCFDUW
rAnk1HtZwW2CpBJZWiPerC2BK22FRpNSgaHieWGEeIaol+LsjatkSc63131Z56WwWehY1QRJIDO
yhDbCv5f8j+a8DLB7ABUWOT1mgiKXPbAUIPgXtNawkK1108zjnsaul51CJf1cS9BO36Cl1FY
jwRmComIgB6r39awsmezZYUUBdVOLpf4+WYh6ajlVjCqAjqlvQP2ongdeX+JwR41lgsrhxsXk4
jgbz24djzBwkYG2xeOMHkGANFbgmUcNZ725E0LIHX8Up9YIWG5]/P1AMN3PFz3xucl1S3fDbs®1RS6wSr1julNcOl1+sprIIqwbqub®DRp1SANRGG
23KUvpS4nd31URVAPITEQT1IMM1kgJEOCXdTOzbvo9DWsbvGgwdBN/Ubs4D7Ug4plGdupuFfN
kNOg6xag41qQogYAwtaYzrclvMikM4FWvIhahfhSVPsqLOdhjIKDTO5X2cm8pfw51ZHzZuPUV
maOhHpbyc7ekq03mAsJQN81X5VYCRD1081Bb+DVXHgC+abmoivVwM3ruzy/VqLHi02Kzg8q0s
CRENDDCXS1hy022w86ZVvTIOKjMXLQYKFVcW4jRJIe917+DDA5n3xWbiwXKbeSyMbvRfnoPBlV
DWje8aT9Z9YSWG4+10K5gAcPqQ+wWBUIAL+S1HgOBPUOGgyS54ci6fAT1Q85kgwWlggqwppck
DVECp6PW6R5hGAjuCjtPDC2JIfL/adZ94s6m7+SuQ22MjF6QpkYz1lwPmpnsyYsSHx06npaGHp
g/2ig0Vs/wLHMihRK8IAzngMkzue398NvpVvEMdv6S81GEUjOM8j ImxDF1fj4jHCICtQLITiX
/Y91LViH+XI®hH2X4BVmh+ebamMgjBMCOOJdoL5U6MRtEURZINIV2R1EUpPPpYAuqtyv/p7CR
60U77buCu@UppUPTNHis7FBvsseid4sxv9atlFebbIpbXg4+LgEycSm/MLBAXQ1ZJIx9pMno4
gmg7mROZ9EShcPKCBYyejXnm8CtoEmSkt8H4+PssqtYsprmBCenslKWqq62IRzPtCrb4b+sn
PDhrEre6f2a4lpy4okT35H9ZE5pZd3DJPRMWOTRBGO6XWGSChOpS2+Bca/68Q1lFgLikogxas8
MtzKRJzaTACH5wW6Y(gHLWANSY j++phQosygnsBNGaYP6Pk01izF4jVjKkET1Khjjj3/YrEc4vQ
v+4eBeN4HPLULESS+e7i1cK01iSTLroviMbOXNrAZEjYfEO/t66DWLZARQr 7BVAP/qgUulss



9GkZwssJ/h5ILGALjMSkX/SAS7217IBsWDq/0zcaJP9ZtpYJIXyLYbOQKDt8xcbkDOg+idlVvC
WABVTAT2Sks50ruLOTtf1+bbGKezGYoUyBM6rPHrYgCTTKNbVIPTTIOZ4LFdG2qYZTMSvCMq
zN7p335JGVtplKiiXBjHQbh1NFna+pd5VCICTvYh+DWHNHWO2rU8PzFrH+YrOvcXadtzJLfl
YAFfOpJIXK630GGXC+91PVQMorz4zE4WAveIRgXYc8+waNIp/+chFXAfT43X85TfaKEbI2Fjf
SXKRDM4RdzHW1SsSC/gNA7Uy7phndgxrLI+18wOVXtwXT411Rk/RIBXwlHddPKk7wXYi8UQ2D
g3zNdDK9C4HOOVLttX+X9jynJAcoB510Th/Y7KNMftUVLstLOIUu0J2A/+9pZzRtkdNBmgw98
adfLnpnvQX8a®OHpoOi+XIKk+buA5+zXNVKWXxKznF82x4k5qlccDjkgQdYFYmr2Mc1t479WBR
1C/ELpnm71CA7wLIUO+u6SFJIZxcfS7IiDvehprxUdOBQEN8TVNLY5qFZg2LtzBk6RegRrtQd
yO056wFIDSTPXOWZwk6eTRII3mThbpzLGsZXKeSBPVRVeERAS5CXQeZDKTKYt3Tn4vcTbYgjf7x
NMNntB10zG6g3SN6SCFkAr9tEbkeIbI3CToMGAOOPpCzXRWtmhY/GVmpsC+MOk9Lm4yHg2Ju+
skaHGruJZaH+u3z03ThSE3Zy4Ksku80mBb/x5auJgUfS4MGkS4pfSCSkHYf/AJzDOMIqSJaT
SQ4yENQNX+dAjfL95LHzYar jIOosmLOWS+gtxh/hyKxw21oegl1ZNKbP4UHTC7RpNgZaBQ9w38
LiBeD11Ln5ZATWDYleWtRvWX04hiFsduNwuSad71TSdwVk8CYfAM7/3LouTMrlzv5xva+5Un
b4QYnrsSOeahi4eIolMJr9bp9vwrxoMVeD6VGSkL3EEZO]j1R+te7s8xtHZFqMhzI8PuvADaBZ(Qj3Xx96mwwCETADiDiHt8wxD4brEVK8gSgZoYtYLNRuUhX1ZIe8J88x7NsUKGHQ8SJ6awGnc
uBipVv38rDsG+f98e/310j1++vguiURp1B+s0colH30a5dsAjfql0n1irXwnqPJ/yj30QP1EhX
JOpcTuSgfhFq4uhC4I9w7VvsVOpVv+FYr7tESGpPmyYp/0U2r5ZY1wEMBsdeD6myOK45wSLX3
DP1GIEQApPRDOl1wlv1irqgPAUgdsWvI44ez9ZSHUBBW3dmPx31FHOHJIgXYyUpAV3MUY3d7kTIUh
151nKzFEAG2dAq30UDBVxfuWaGwuCl4RE6PqQyynw3j0CS0XePx90ohYUTJLfpBeeD1smsITdy
ObC6Iwg28NZzN8RqHZNgPtat1gMGDoCJhj4m/6cSvjsryBBrzJART3pIEKCsMgobbkQ/jiwo
SYe6a4G58SoPbQX4bFMmbIXPpWhxw475HQbJIMrzGnPBOXYRRhIhIYona//Y9/8qY674cDSQ+
J6ZaW30B8MOigW3QJI5mcsT/yxrjXAVAUh99AUTAN Xro0pOx019dmRk7I8Ydphiw6JgkebmG
ACCFSNnJ3jHqy57hk+RWE6Nna078qRkdOPLAIPXyJEuy51sbqg+T/PmeBrH9BIWIEXALXtoyNU
vUVBwfFU9edLqwAumk3jx2huCzw/khTwsckM+MQ7RS4AaxYr/DPZM5vS7GErRKIomHZrqH2B
SKT9k6Z9VvjBBPAHOHNOEeEIt1yXrS+kB6TKXVOf5vwQ3ch4dg3hurYkg2zkgQ76hTReuY3jwQ
KDEJYkhLctCnizYdr7GB/0iaw7f/bCS5uvBmdRYVhgbABfzPZmr SCEEiHX2D0971T66 JwHOhAIAQD38u/iHrwvBD/3Q+L80xf8T3ygEH3WACLWwW1F8IBeALwWufGAA/i4D3w/D7/XAD8P/jGP
F4P/fIQIg7J8Qf1B33ycCCcHYAEHYV/9839j6L0AB+P4fAGIRBBF/+]j/AEWACL4H+i9v+/kKL
8HXgDCDo/ACIIQBF4B/EAPNAe+MXQABO3w]j50Iwi/7xPh/73/fCM0o08/30xg9sHRgWAIP]jJ/
IAYhg6IQ/++AHgCGAWOD77 fMmFv4f++AveC54P/hIIRPCYEpPDBGHWgiAIYL7yIW/gEIAeDCA
AIQRgCDw+HCL4ya8LUAC+ETQC/f4vAKARTg+T4014Xg/C+cAxg2IoecEbwQfILwgC+MPvdCD
6QXwD+HoQax7YeaCAIegHoQR/B8mxe8Q4h+8DYQ597wgB+P3QGDrohC/4Y0g8IgBiAQARAIJZ
AIPQjKUA+86EOXCAAIS4CMIwgIMovgH/gP12IYVC4AIdcJ8QQDH/WRjD40iC7/YDBJ/pAA94
+EAReCLWAe8IHO9A/4BBh5/4id+XngaH4XgA+HpBESEPY/8D/198II++57wum6EHVA+PQATDS
GABPCF8J0C7/fxEH4YQ9EQQhhEAXQT70PiAH8JBe//gvDOgpPj4L3x+53/weCMBgACDOAIGM
ZOH+6/74+jH74ReCUJB+8PeweCE/uj/kAuD50HQAIbpOeAEVR1+LYhF8T3/9AAIQ998e/gEL
CMgBBEAIdc3wISg+AfPCCEfXCCIXR8CL3+1/7+yDF8XBAADOTI96AIPDAIXXBAYOM1w8DBY j4
bFwD+At/F69sSF/0A6QQp+Abn+SwjHAUL48kH3+n+9fMC8UUJYPXt9BkJAeQF/vbq5BfwMPk
vfAuQcw/cL20c0/xvVUHWEVBOUbFdYMC/sbFwOE+QjzCxHVGCkvHDT3HQbuCALY/BP/7ibEye
tv7K/gKFf3k8czbE+bbAQAk8gri1GObFOSUR+FUSIFQHOF8A+/0S6gcg/Bfn3Qz53BIJIGBQKD
/ekM80QAGISHOiLyOvCFOwv/3v32A/EO060EUSAXjBQD1LPPXDQ8UIPA]FR7dI9Qw5w/ ZEYAF
rDhPy7/nuBg0DCP8e7/8F8gP1BfQhDQAWC/7/Grb34gwN8+nLAwc J1VFXISINGg8N6NX+0QI
Vvy/SYODN313+gTCAb4CBEGBv3bJ8cC+ST850s1/+TZAvV7wW+xQQg4SsbB+zuGsodFP3/BBn0O+0
BH7Pfv/HCjkIeQQ/yw+8QkKBe0®X8v4L/foB7QghARr98hYs59cH5BT3ACX8NA7eBwAr9BCQA
GNPNG/ jkDfQdDROHJBAazOH/GfcPAczVXC/NzyUXBxDtBfjjHOSE6BCXCN7WOgP29w8NFeni SH+NURE97d/S
gpGJleoYNB+WQQjwI1MLFUUUVA]qU50XVVX/ML2ZQDOO7XrI5quGqrGG4R8rhd7nRQESMM1U
3TNKs8ezVggUoAuh8UJ1kGOs8LcX87v5ktWRFFgxvbeRIEHEV2STKyykhnQq4qLggGwHFBDU
5E9V1eirLepe25AiuwWIu@dPnUhgksE52awlZdgjumAXFO7Xs3g0p7mgwKr97pEoqgL4NOOAuU
9UEV9ZP2BAWKqDgHUbAB JRMwdZzaMjxk7wvWIrDhhNpl6DLWrQn9bLWg+JwKtg8gouPQYNnNW
ZHBcmbO0Y/Q82s3B6NcgrR3RUqRTRC1geyuMGOSBdWrBe9cODr GWKV1pw4JWcJuXadRHDPJInb
Ci5TkOQUJIF30Q2HRKCpWXXXHWBpzSA30N9VjFG5KKyVVrrtprFfJ4u3tPTadoYYVfof8YfXj
9KPUGK61rGtHhUS+u+k/dsMU1nAFleqalDd2+q+Aw9WPE74rosYc6DUGCAs4hCSC2Gm6s6RT
JjlchwWX6+Wq1Pm479fsnzqak3MTIXHgK6SI3X4XhYILzRA9ZTYa+vhuBnUYzKpOoXR69QO7Xp
ZVXA3pux3CwHr IbGiZFDHRmMhXxG6NnYwGWm3jEYTq/VK6bghkVeWGMp+SqYR9WgceLZhpYJUzD
6EOWMKQAOJE2GWTCXx5Sw11pJIX4yGWwWemnpcZLs7HOOHYTwWPMSap2p0hbzDcBjGtYseIzY+Gh
4cJS4kaM1DSgbtazoBawWlcPYaIqOwWrEzQ2Z62jowVKkEawHFgMabv5N9hOiIhGAtsBSjRVr
IDKyXXYSCINNNnnmZySLuplmmdediyuqfxZxYbSYKvi24IFyCAR5QbuevmaozZMJtmgxoyr/QK
tRU4IpuwWyU@O7fUChQFKHRb3Ykhyh+1J140RMW6ekOW67k6XmCYSkUeRCOT50LsbTfjEZURNC
ItEMUz1rFgDTrZ9rQVb9coqREiLI7EFgq5Xpdl+LDOjZYfpnxXsahXChjJiaFwLB16yZek4A8c
60wSSMNwSYDmMkZg9txrQKEoghoLjs+HeURzS6iWM31A69aixIj9ryrfXqgziiUWK59DnSywc
e56V82GUOSWVPrjoli/KgkAswlnZix1hKCIiKRdU2r2gGdlxpJIJVYrnwWwmIKokcaVv2s26cal
wVTGKMND1OYHpYTCoJxakvb5wWhc2nMkROgFAetgqYgBl1lGSIq+iZibhUfNE5TiDUdulDyQ@elL
JXtdenKKBuLgKDQa3QsG2ejACLFZ2SYs/JIJmkRPO2CURATGCRCCSACXxJMUYMNnL1edqvv6002b
VF6+cah6wAWELl/KIN7HRw3b1pNgdXZ6kLmkW741yrP4CFMsBm10CC3iVwadtqgjhYjslprLoj
bkTZV3NmFbwyLTraKy2x0VvYq7gyuwWwFnQysFjlLEigq6hc1AqwQM3590IFhkS3guqgtxb81whlm



b6mLZzIWYkZ21qgAm20kWc6eiJc5ccYq5B98ih3Razv3k9gXEFoW7SI2eNwW8458abUBGJIBNb
SOmtRFyvmapGLJInkamGNW3cGSLg5eqrpCkakqE2wWlSeZu7e/2pGanHgL8SLAZUI6UYKVSmz4
Q26SHi0BjwqIURGHX5ZPGq4LuxAlb4AV+DP/A7QBlas4290RQ/puG2hbnIbqGeiQbD8TitkT
CMGbX2EzBSGQ6FuUJ82stA8rLQeVvzFPV3RYRPU60ZZ41iT1w9QDilLaVBasdjHNGTPmMoYQ4gGq
00GLCc6CFjSPqibqOUc+3aQN7JFO2uxnHCoklwWKLaaCtKjDZCTgkZIBA6dOVhH3KCCAPWQC59
GA60/14RnK301Hnnal130+xrJgqJcSW9q/cvtmE4b/tDKSJI70vk2FaiAf+2sWANHIrCi7fYLQE
oyma@8YpTxjKVEQ579UfHU5z/c63N71ze+1HE3WuDqf9YHXxZzTV780bKMWgOV5BJ1C0Oh60a3
DaN13KosVP1nt06Ab+IKZLFNAGMEYLVTHF+PmFB5yyt8rYJ3RGLKMGJhDOjTrRAnekVVhJIHwW
XhYhHMD7w2NXmObSkBLjZ7XnBWNHt4uK1ZWz1x1K37YBOKIFCBpGObg1QsjYXmFfZF/RIinY
BESFb5FCwodQ6CcAZKZvTeEYy9vRUjhzMy2AG20gziogkFg0ZfOWG2EPNALCIgLYCYqQtRgOG
ETMAdGmtKdOewp8HAKNRzIGAGvwjaFulYJUiTCmje4mjqalBTIWVqQ3BUIqN5s462dSY69t/0
6eeHxVUlzdexw8Q9UIeWragDTQml9Poc/7mipgOSXOKLHPNhYVGUSXAeQ6NHOh30KWMIIG/g
DANBgkghki1iGOwOBAQEFAASCBugwggbkAgEAA0IBgQCCc8x00q2]jSuQhAvVnTBLIpeYHeUa/ x4t
UhbTzi0ADVcmHwJaupEXAzViCqoQONk44ZmR9sdDPatz/Pil55Ssrv6NAEtGHV5HWKAUGAXA
D5YXQbNCNEDVYAtVK1bYBokr+jS7Ed7In3+5fts5tenPOoCaAD+gi8zbrNffFXowzZMzCZByQ
JkvQZjS79tx6YXEHWeTdnmIUpg+ueluRGRwW2+hSAFBAPIZXLKDbSROWrTsS/KEBmrcKZEbEI
yQq4iHvivtpi@rgqGjprGvFo2GTvoJl76G0dZEutkUOet+CEbtmexUmyST39908EUfEF293W37
P6aA6ipIfoknBIekPjueWax0Y6AU3aG++htyVLOrlgcxwLKFEQXIM6WVTePG1mkcVNSQSKFr
+Bn/+VvYVBJYX1EDTgN]jO/fZY1MasYDuUWXImx831iCbmBIGzZ7BCAgFLI9rc8riKAwWS5IRVQWXCE SMAJX2PKXSFENq7NSSNGtIOIJgp/pqu2fbDZf3
OKkTJjCcE+SB/TEurfpeM/XGn1lxG0z0AnqjrYFy4Ha9borActrMODELIziGVbkGoQCsYCZZqGLb
2pwdQqy JOWCTRA+4nUVAPWKUOPXYCvbQ5154/0V+ffpCwjcOWMgOSAkn1C1isWu7ywWWRR6Ebdg
J2yh97mTCfBQXHBeZ3hczweJYX90Nn1T94G/61ixkCd9Z11X+0z6a21BHZ7C



B.2.9. id-Kyber512-RSA
TODO

B.2.10. id-Kyber512-ECDH-P256
TODO

B.2.11. id-Kyber512-x25519

TODO



Appendix C. ASN.1 Module



<CODE STARTS>
Composite-Keys-2022
DEFINITIONS IMPLICIT TAGS ::= BEGIN

EXPORTS ALL;

IMPORTS
PUBLIC-KEY, SIGNATURE-ALGORITHM, ParamOptions, AlgorithmIdentifier{}
FROM AlgorithmInformation-2009 -- RFC 5912 [X509ASN1]

{ iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0)
id-mod-algorithmInformation-02(58) }

SubjectPublicKeyInfo
FROM PKIX1Explicit-2009
{ iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0)
id-mod-pkix1l-explicit-02(51) }

OneAsymmetricKey
FROM AsymmetricKeyPackageModuleVi
{ iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) smime(16) modules(0)
id-mod-asymmetricKeyPkgVv1i(50) } ;

-- Object Identifiers

der OBJECT IDENTIFIER ::=
{joint-iso-itu-t asni(1l) ber-derived(2) distinguished-encoding(1)}

-- To be replaced by IANA

id-composite-key OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(l) entrust(114027)
Algorithm(80) Composite(4) CompositeKey(1)

-- COMPOSITE-KEY-ALGORITHM
-- Describes the basic properties of a composite key algorithm

-- &id - contains the 0ID identifying the composite algorithm
-- &Params - if present, contains the type for the algorithm

- - parameters; if absent, implies no parameters

-- &paramPresence - parameter presence requirement



-}

COMPOSITE-KEY-ALGORITHM ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Params OPTIONAL,

&paramPresence ParamOptions DEFAULT absent
} WITH SYNTAX {

IDENTIFIER &id

[PARAMS [TYPE &Params] ARE &paramPresence ]

}
CompositeAlgorithmIdentifier ::= AlgorithmIdentifier{COMPOSITE-KEY-ALGORITHM, {CompositeAlgol
CompositeAlgorithmSet COMPOSITE-KEY-ALGORITHM ::= {
CompositeAlgorithms,
}
-- Public Key
pk-Composite PUBLIC-KEY ::= {
IDENTIFIER id-composite-key
KEY CompositePublicKey
PARAMS TYPE CompositeAlgorithmIdentifier ARE optional
PRIVATE-KEY CompositePrivateKey
}
CompositePublicKey ::= SEQUENCE SIZE (2..MAX) OF SubjectPublicKeyInfo
CompositePublicKeyOs = OCTET STRING (CONTAINING CompositePublicKey ENCODED BY der)
CompositePublicKeyBs = BIT STRING (CONTAINING CompositePublicKey ENCODED BY der)
CompositePrivateKey ::= SEQUENCE SIZE (2..MAX) OF OneAsymmetricKey

-- pk-explicitComposite - Composite public key information object

pk-explicitComposite{OBJECT IDENTIFIER:id, PUBLIC-KEY:firstPublicKey,
FirstPublicKeyType, PUBLIC-KEY:secondPublicKey, SecondPublicKeyType}
PUBLIC-KEY ::= {
IDENTIFIER id
KEY ExplicitCompositePublicKey{firstPublicKey, FirstPublicKeyType,
secondPublicKey, SecondPublicKeyType}
PARAMS ARE absent

-- The following ASN.1 object class then automatically generates the



-- public key structure from the types defined in pk-explicitComposite.

-- ExplicitCompositePublicKey - The data structure for a composite

-- public key sec-composite-pub-keys and SecondPublicKeyType are needed
-- because PUBLIC-KEY contains a set of public key types, not a single
-- type.

-- TODO The parameters should be optional only if they are marked

-- optional in the PUBLIC-KEY

ExplicitCompositePublicKey{PUBLIC-KEY:firstPublicKey, FirstPublicKeyType,
PUBLIC-KEY:secondPublicKey, SecondPublicKeyType} ::= SEQUENCE {
firstPublicKey SEQUENCE {
params firstPublicKey.&Params OPTIONAL,
publicKey FirstPublicKeyType
3
secondPublicKey SEQUENCE {
params secondPublicKey.&Params OPTIONAL,
publicKey SecondPublicKeyType

END

<CODE ENDS>

Appendix D. Intellectual Property Considerations
The following IPR Disclosure relates to this draft:
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