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Abstract

This document specifies a proof-of-possession mechanism for
requesting Elliptic Curve Diffie-Hellman X.509 public key
certificates using the PKCS #10 and CRMF syntaxes.
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1.

1.

Introduction

PKCS #10 [RFC2986] and the Certificate Request Message Format (CRMF)
[REC4211] are two syntaxes for requesting X.509 public key
certificates.

Public Key Infrastructure (PKI) policies commonly require that
certificate requesters prove possession of the private key
corresponding to the public key 1in the request.

In the case of a signature certificate request, the requester
typically provides a digital signature, computed using the private
key corresponding to the public key in the certificate request, as
proof of possession.

In the case of a key agreement certificate request, it is possible to
provide proof of possession of the private key by performing a key
agreement operation. However, doing so adds complexity. A simpler
method of providing proof of possession is to perform a one-time
digital signature using the private key.

[RFC6955] defines mechanisms to perform proof-of-possession using a
key agreement operation for Diffie-Hellman and Elliptic Curve Diffie-
Hellman keys, and a mechanism to perform proof-of-possession using a
digital signature for Diffie-Hellman keys. However, it does not
define a mechanism to perform proof-of-possession using a digital
signature algorithm for Elliptic Curve Diffie-Hellman keys.

This document defines a mechanism to perform proof of possession for
Elliptic Curve Diffie-Hellman certificate requests using the Elliptic
Curve Digital Signature Algorithm (ECDSA). This document also
defines how to transmit the proof of possession value using both the
PKCS #10 and CRMF syntaxes.

Terminology


https://datatracker.ietf.org/doc/pdf/rfc2986
https://datatracker.ietf.org/doc/pdf/rfc4211

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [KEYWORDS].

2. Elliptic Curve Diffie-Hellman
When using the proof of possession mechanism specified in this
section, Elliptic Curve Diffie-Hellman domain parameters MUST be
selected from a named curve. [FIPS186] names fifteen curves, and
other documents specify other curves.
PKCS #10 and CRMF both use a data element of type
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SubjectPublicKeyInfo to convey the requested public key. The X.509
certificate, if dissued, will contain the public key in a field of the
same type.

[RFC5480] Section 2.1.1 specifies how to represent the Elliptic Curve
Diffie-Hellman domain parameters and public key within the
SubjectPublicKeyInfo data element.

The Elliptic Curve Digital Signature Algorithm 1is specified in
[FIPS186]. [RFC6090] specifies a signature algorithm called KT-I
that for many hash functions is mathematically and functionally
equivalent to ECDSA. An ECDSA digital signature is generated using a
set of domain parameters (a curve), a private key, a per-message
secret number, a hash function, and the data to be signed.

To use ECDSA to perform proof of possession of an Elliptic Curve
Diffie-Hellman private key:

o Set the ECDSA curve to the same as the ECDH curve.
o} Set the ECDSA private key to the same as the ECDH private key.

o} Set the ECDSA per-message secret according to the guidance of
[FIPS186].

o Set the hash function depending on the selected curve. The
security strength of the chosen hash function MUST be equal to or
greater than the security strength associated with the bit length of
the domain parameter n. The security considerations section of


https://datatracker.ietf.org/doc/pdf/rfc2119
https://datatracker.ietf.org/doc/pdf/rfc6090

[REC5480] provides recommended hash functions to use 1in conjunction
with the NIST curves.

o Set the data to be signed according to the guidance provided by
PKCS #10 or CRMF.

For PKCS #10, set the signatureAlgorithm field to the appropriate
ECDSA signature algorithm object identifier depending on the hash
function chosen above, and place the generated ECDSA signature 1in the
signature field, following the guidance of [RFC3279] Section 2.2.3.

For CRMF, dinclude the popo field within CertRegMsg using the
signature (POPOSigningKey) proof-of-possession choice. Set the
POPOSigningKey algorithmIdentifier to the appropriate ECDSA signature
algorithm object identifier depending on the hash function chosen
above, and place the generated ECDSA signature in the POPOSigningKey
signature field, following the guidance of [RFC3279] Section 2.2.3.

[RFC3279] and [REC5758] provide ECDSA signature algorithm identifiers
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paired with various hash functions. Additional ECDSA signature
algorithm 1identifiers may be found in other sources.

Security Considerations

This document specifies proof-of-possession of a key agreement
private key by performing a digital signature. Except for one-time
proof-of-possession, a single key pair SHOULD NOT be used for both
signature and key agreement. NIST Special Publication 800-57 Part 1
[SP8OO57] Section 8.1.5.1.1.2 permits use of a key agreement private
key to perform a digital signature for proof-of-possession purposes.

This specification requires implementations to generate key pairs and
other random values. The use of inadequate pseudo-random number
generators (PRNGs) can result in little or no security. The
generation of quality random numbers 1is difficult. [FIPS186] and
[RFC4086] offer random number generation guidance.

In a substitution attack, as described in [RFC5272] Section 6.3, an
attacker may attempt to take a PKCS #10 or CRMF certificate request
and change the context in which it is presented to the Certification
Authority in order to cause a certificate with incorrect identity



https://datatracker.ietf.org/doc/pdf/rfc5480
https://datatracker.ietf.org/doc/pdf/rfc3279#section-2.2.3
https://datatracker.ietf.org/doc/pdf/rfc3279#section-2.2.3
https://datatracker.ietf.org/doc/pdf/rfc5758
https://datatracker.ietf.org/doc/pdf/rfc4086
https://datatracker.ietf.org/doc/pdf/rfc5272#section-6.3

information to be generated. 1In order to thwart this class of
attack, the proof-of-possession signature should cover not only the
public key itself but also on the requested identity or other
information used by the public key infrastructure to assign an
identity to the 1dissued certificate. For example, CMC [RFC5272]
provides a mechanism to cryptographically bind information from the
outer Full PKI Request 1into the inner PKCS #10 or CRMF message where
it is covered by the proof-of-possession signature. The EST protocol
[est] provides a similar mechanism to cryptographically bind
information from the TLS session into the 1inner PKCS #10 or CRMF
message where it is covered by the proof-of-possession signature.

4. TIANA Considerations
This document has no IANA actions.
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