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Abstract

This document specifies the Open Trust Protocol (OTrP), a protocol to
install, update, and delete applications and to manage security
configuration in a Trusted Execution Environment (TEE).

TEEs are used in environments where security services should be
isolated from a regular operating system (often called rich 0S).

This form of compartmentlization grants a smaller codebase access to
security sensitive services and restricts communication from the rich
0S to those security services via mediated access.

Status of This Memo

This Internet-Draft 1is submitted in full conformance with the
provisions of BCP_78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
working documents as Internet-Drafts. The list of current Internet-
Drafts 1is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It dis inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress."

This Internet-Draft will expire on July 18, 2018.


https://datatracker.ietf.org/doc/pdf/bcp78
https://datatracker.ietf.org/doc/pdf/bcp79
http://datatracker.ietf.org/drafts/current/

Pei, et al. Expires July 18, 2018 [Page 1]

Internet-Draft OTrP January 2018

Copyright Notice

Copyright (c) 2018 IETF Trust and the persons identified as the
document authors. All rights reserved.

This document is subject to BCP 78 and the IETF Trust's Legal
Provisions Relating to IETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this document. Code Components extracted from this document must
include Simplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Simplified BSD License.

Table of Contents

1. Introduction . 5
2. Requirements Language 6
3. Terminology 6
3.1. Definitions 6
3.2. Abbreviations 7
4. OTrP Entities and Trust Model 8
4.1. System Components 8
4.2. Trusted Anchors in TEE 9
4.3. Trusted Anchors in TSM 9
4.4. Keys and Cerificate Types 9
5. Protocol Scope and Entity Relations 12
5.1. A Sample Device Setup Flow 14
5.2. Derived Keys 1in The Protocol 14
5.3. Security Domain Hierarchy and Ownersh1p . . 15
5.4. SD Owner Identification and TSM Certificate Requ1rements 16
5.5 Service Provider Container 16
6. OTrP Agent . 17
6.1. Role of OTrP Agent . 17
6.2. OTrP Agent and Global Platform TEE C11ent API 18
6.3. OTrP Agent Implementation Consideration 18
6.3.1. OTrP Agent Distribution 18
6.3.2 Number of OTrP Agent 18
6.3.3. OTrP Android Service Option 19
6.4. OTrP Agent API for Client App11cat1ons 19
6.4.1. API processMessage 19
6.4.2. API getTAInformation 20


https://datatracker.ietf.org/doc/pdf/bcp78
http://trustee.ietf.org/license-info

6.5 Sample End-to-End Client Application Flow . 22
6.5.1. Case 1: A New Client Application Uses a TA 22
6.5.2. Case 2: A Previously Installed Client Application

Calls a TA 24

7. OTrP Messages 25
Pei, et al. Expires July 18, 2018 [Page 2]
Internet-Draft OTrP January 2018

7.1 Message Format . 25

7.2 Message Naming Convention 25

7.3 Request and Response Message Template 26

7.4. Signed Request and Response Message Structure . 26
7.4.1. Identifying Signing and Encryption Keys for JWS/JWE

Messaging 28

7.5. JSON Signing and Encrypt1on Algor1thms 28
7.5.1. Supported JSON Signing Algorithms 30
7.5.2 Support JSON Encryption Algorithms 30
7.5.3. Supported JSON Key Management Algorithms 30

7.6 Common Errors 31

1.7 OTrP Message List . 31

7.8 OTrP Request Message Rout1ng Rules 32
7.8.1. SP Anonymous Attestation Key (SP AIK) 32

8. Detailed Messages Specification 32

8.1. GetDeviceState .. 33
8.1.1. GetDev1ceStateRequest message 33
8.1.2. Request processing requirements at a TEE 34
8.1.3. Firmware Signed Data . . 35

8.1.3.1. Supported Firmware S1gnature Methods 35
8.1.4. Post Conditions e e 36
8.1.5. GetDeviceStateResponse Message 36
8.1.6. Error Conditions .o 40
8.1.7. TSM Processing Requirements 41

8.2. Security Domain Management 42

8.2.1. CreateSD . . . 42
8.2.1.1. CreateSDRequest Message .. 42
8.2.1.2. Request Processing Requirements at a TEE 45
8.2.1.3. CreateSDResponse Message 46
8.2.1.4. Error Conditions 47

8.2.2. UpdateSD . 48
8.2.2.1. UpdateSDRequest Message .o 48
8.2.2.2. Request Processing Requirements at a TEE 51
8.2.2.3. UpdateSDResponse Message 53
8.2.2.4. Error Conditions 54

8.2.3. DeleteSD 55



8.2.3.1. DeleteSDRequest Message . . 55
8.2.3.2. Request Processing Requirements at a TEE 57
8.2.3.3. DeleteSDResponse Message 58
8.2.3.4. Error Conditions 60
8.3. Trusted Application Management 60
8.3.1. InstallTA 60
8.3.1.1. InstallTARequest Message 62
8.3.1.2. InstallTAResponse Message 64
8.3.1.3. Error Conditions 65
8.3.2. UpdateTA . 65
8.3.2.1. UpdateTARequest Message 67
8.3.2.2. UpdateTAResponse Message 68
Pei, et al. Expires July 18, 2018 [Page 3]
Internet-Draft OTrP January 2018
8.3.2.3. Error Conditions
8.3.3. DeleteTA .
8.3.3.1. DeleteTARequest Message .o
8.3.3.2. Request Processing Requirements at a TEE
8.3.3.3. DeleteTAResponse Message
8.3.3.4. Error Conditions
9. Response Messages a TSM May Expect
10. Basic Protocol Profile .
11. Attestation Implementation Cons1derat1on

11.1. OTrP Secure Boot Module
11.1.1. Attestation signer
11.1.2. SBM Initial Requirements
11.2. TEE Loading . .
11.3. Attestation Hierarchy e e e e e
11.3.1. Attestation Hierarchy Establ1shment: Manufacture
11.3.2. Attestation Hierarchy Establishment: Device Boot
11.3.3. Attestation Hierarchy Establishment: TSM
12. Acknowledgements
13. Contributors
14. IANA Considerations
14.1. Error Code List
15. Security Consideration
15.1. Cryptographic Strength
15.2. Message Security
15.3. TEE Attestation
15.4. TA Protection . .
15.5. TA Personalization Data
15.6. TA Trust Check at TEE
15.7. One TA Multiple SP Case

@R NNNNNNNNNNNNNNNNNNNRN N
SREREEEEEEERREERREEEFERRRIRERR



15.8 OTrP Agent Trust Model .

15.9. OCSP Stapling Data for TSM S1gned Messages
15.10. Data Protection at TSM and TEE

15.11. Privacy Consideration

15.12. Threat Mitigation

15.13. Compromised CA

15.14. Compromised TSM

15.15. Certificate Renewal

16. References e e
16.1. Normative References
16.2. Informative References

Appendix A. Sample Messages ..
A.1. Sample Security Domain Management Messages

O |©O [©O |00 |00 [Co |00 |00 [Co |00 [Co [Co |00 |00 [Co |00 |00 [Co oo
CREBREREEEEEREREERRERIREE

.1.1. Sample GetDeviceState .
A.1.1.1. Sample GetDev1ceStateRequest
A.1.1.2. Sample GetDev1ceStateResponse
A.1.2. Sample CreateSD
A.1.2.1. Sample CreateSDRequest
A.1.2.2. Sample CreateSDResponse
Pei, et al. Expires July 18, 2018 [Page 4]
Internet-Draft OTrP January 2018
A.1.3. Sample UpdateSD . 94
A.1.3.1. Sample UpdateSDRequest 95
A.1.3.2. Sample UpdateSDResponse 96
A.1.4. Sample DeleteSD 96
A.1.4.1. Sample DeleteSDRequest 96
A.1.4.2. Sample DeleteSDResponse 98
A.2. Sample TA Management Messages 100
A.2.1. Sample InstallTA 100
A.2.1.1. Sample InstallTARequest 100
A.2.1.2. Sample InstallTAResponse 101
A.2.2. Sample UpdateTA 103
A.2.2.1. Sample UpdateTARequest 103
A.2.2.2. Sample UpdateTAResponse 104
A.2.3. Sample DeleteTA 107
A.2.3.1 Sample DeleteTARequest 107
A.2.3.2. Sample DeleteTAResponse 109
Authors' Addresses 111

1. Introduction

The Trusted Execution Environment (TEE) concept has been designed and
used to increase security by separating regular operating systems,



also referred as Rich Execution Environment (REE), from security-
sensitive applications. 1In an TEE ecosystem, a Trust Service Manager
(TSM) 1is used to authorize manage keys and the Trusted Applications
(TA) that run in a device. Different device vendors may use
different TEE implementations. Different application providers may
use different TSM providers. There arises a need of an open
interoperable protocol that allows trustworthy TSM to manage Security
Domains and contents running 1in different Trusted Execution
Environment (TEE) of various devices.

The Open Trust Protocol (OTrP) defines a protocol between a TSM and a
TEE and relies on IETF-defined end-to-end security mechanisms, namely
JSON Web Encryption (JWE), JSON Web Sdignature (JWS), and JSON Web Key
(IWK) .

This specification assumes that a device that utilizes this
specification is equipped with a TEE and is pre-provisioned with a
device-unique public/private key pair, which is securely stored.

This key pair is referred as the 'root of trust'. A Service Provider
(SP) uses such a device to run Trusted Applications (TA).

A security domain is defined as the TEE representation of a service
provider and is a logical space that contains the service provider's
Trusted Applications. Each security domain requires the management
operations of Trusted Applications (TAs) in the form of {dinstallation,
update and deletion.
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The protocol builds on the following properties of the system:

1. The SP needs to determine security-relevant information of a
device before provisioning information to a TEE. Examples
include the verification of the root of trust, the type of
firmware installed, and the type of TEE included in a device.

2. A TEE in a device needs to determine whether a SP or the TSM is
authorized to manage applications in the TEE.

3. Secure Boot must be able to ensure a TEE 1is genuine.
This specification defines message payloads exchanged between devices

and a TSM but does not mandate a specific transport. The messages
are designed in anticipation of the use of the most common transport



N

methods such as HTTPS via a wired or wireless network between a
device and a remote TSM web service.

Requirements Language
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",

"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [RFC2119].

Terminology
Definitions

The definitions provided below are defined as used in this document.
The same terms may be defined differently in other documents.

Client Application: An application running on a rich 0S, such as an
Android, Windows, or i0S application, provided by a SP.

Device: A physical piece of hardware that hosts symmetric key
cryptographic modules

OTrP Agent: An application running in the rich 0S allowing
communication with the TSM and the TEE.

Rich Application: Alternative name of "Client Application". 1In this
document we may use these two terms interchangably.
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Rich Execution Environment (REE) An environment that is provided and
governed by a rich 0S, potentially in conjunction with other
supporting operating systems and hypervisors; it is outside of
the TEE. This environment and applications running on it are
considered un-trusted.


https://datatracker.ietf.org/doc/pdf/rfc2119
https://datatracker.ietf.org/doc/pdf/rfc2119

Secure Boot Module (SBM): A firmware in a device that delivers
secure boot functionality. It is also referred as Trusted
Firmware (TFW) in this document.

Service Provider (SP): An entity that wishes to supply Trusted
Applications to remote devices. A Service Provider requires the
help of a TSM 1in order to provision the Trusted Applications to
the devices.

Trust Anchor: A root certificate that a module trusts. It is
usually embedded in one validating module, and used to validate
the trust of a remote entity's certificate.

Trusted Application (TA): Application that runs 1in TEE.

Trusted Execution Environment (TEE): An execution environment that
runs alongside but isolated from an REE. A TEE has security
capabilities and meets certain security-related requirements: It
protects TEE assets from general software attacks, defines rigid
safeguards as to data and functions that a program can access,
and resists a set of defined threats. There are multiple
technologies that can be used to implement a TEE, and the level
of security achieved varies accordingly.

3.2. Abbreviations

CA Certificate Authority

OTrP Open Trust Protocol
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REE Rich Execution Environment



SD

SP

SBM

TA

TEE

TFW

TSM

4. OT

4.1.

The

TSM:

Cer

TEE:

Pei, e

Security Domain
Service Provider
Secure Boot Module
Trusted Application
Trusted Execution Environment
Trusted Firmware
Trusted Service Manager
rP Entities and Trust Model
System Components
re are the following main components in this OTrP system.

The TSM is responsible for originating and coordinating
lifecycle management activity on a particular TEE.

A Trust Service Manager (TSM) is at the core to the protocol that
manages device trust check on behalf of service providers for the
ecosystem scalability. In addition to its device trust
management for a service provider, the TSM provides Security
Domain management and TA management in a device, in particularly,
over—-the-air update to keep Trusted Applications up to date and
clean up when a version should be removed.

In the context of this specification, the term Trusted
Application Manager (TAM) and TSM are synonymous.

tificate Authority (CA): Mutual trust between a device and a TSM
as well as a Service Provider 1is based on certificates. A device
embeds a list of root certificates, called Trust Anchors, from
trusted Certificate Authorities that a TSM will be validated
against. A TSM will remotely attest a device by checking whether
a device comes with a certificate from a trusted CA.

The TEE resides in the device chip security zone and is

responsible for protecting applications from attack, enabling the
application to perform secure operations
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REE: The REE, usually called device 0S such as Android 0S 1in a phone
device, is responsible for enabling off device communications to
be established between the TEE and TSM. OTrP does not require
the device 0S to be secure.

OTrP Agent: An application in the REE that can relay messages
between a Client Application and TEE.

Secure Boot: Secure boot (for the purposes of OTrP) must enable
authenticity checking of TEEs by the TSM.

The OTrP establishes appropriate trust anchors to enable TEE and TSMs
to communicate in a trusted way when performing 1lifecycle management
transactions. The main trust relationships between the components
are the following.

1. TSM must be able to ensure a TEE is genuine

2. TEE must be able to ensure a TSM 1is genuine

3. Secure Boot must be able to ensure a TEE is genuine
4.2. Trusted Anchors 1in TEE

The TEE in each device comes with a trust store that contains a
whitelist of TSM's root CA certificates, which are called Trust
Anchors. A TSM will be trusted to manage Security Domains and TAs 1in
a device only if dits certificate is chained to one of the root CA
certificates in this trust store.

Such a 1list is typically embedded in TEE of a device, and the list
update 1is enabled and handled by device OEM provider.

4.3. Trusted Anchors 1in TSM

The Trust Anchor set in a TSM consists of a list of Certificate
Authority certificates that signs various device TEE certificates. A
TSM decides what TEE and TFW it will trust.

4.4. Keys and Cerificate Types

OTrP Protocol leverages the following list of trust anchors and
identities in generating signed and encrypted command messages that
are exchanged between a device with TEE and a TSM. With these
security artifacts, OTrP Messages are able to deliver end-to-end
security without relying on any transport security.
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o ——— fm—————— tm——— e Fmm +
| Key Entity | Location | Issuer | Trust Implication | Cardinality |
| Name | I | |
pom tom—————— to————— o pomm e —— +
| 1. TFW | Device | OEM CA | A white list of | 1 per
| keypair and | secure | | FW root CA | device
| Certificate | storage | | trusted by TSMs |
I | I | |
| 2. TEE | Device | TEE CA | A white list of | 1 per
| keypair and | TEE | under | TEE root CA | device
| Certificate | | a root | trusted by TSMs |
I | | CA I |
I | | | |
| 3. TSM | TSM | TSM CA | A white list of | 1 or
| keypair and | provider | under | TSM root CA | multiple
| Certificate | | @ root | embedded in TEE | can be used
| | | CA | | by a TSM
| | I I |
| 4. SP | SP | SP | TSM manages SP. | 1 or
| keypair and | | signer | TA trust -1s | multiple
| Certificate | | CA | delegated to TSM. | can be used
| | | | TEE trusts TSM to | by a TSM
| | | | ensure that a TA |
| | | | is trustworthy. |
o ——— fom————— t———— o Fmm +
Table 1: Key and Certificate Types
1. TFW keypair and Certificate: A key pair and certificate for

evidence of

Location:

Supported Key Type:

Issuer:

0]

secure boot and trustworthy firmware in a device.

Device secure storage

RSA and

EM CA

ECC



Trust Implication: A white list of FW root CA trusted by TSMs
Cardinality: One per device

2. TEE keypair and Certificate: It 1is used for device attestation
to remote TSM and SP.
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This key pair is burned into the device at device manufacturer.
The key pair and its certificate are valid for the expected
lifetime of the device.

Location: Device TEE

Supported Key Type: RSA and ECC

Issuer: TEE CA that chains to a root CA

Trust Implication: A white list of TEE root CA trusted by TSMs
Cardinality: One per device

3. TSM keypair and Certificate: A TSM provider acquires a
certificate from a CA that a TEE trusts.

Location: TSM provider

Supported Key Type: RSA and ECC.

Supported Key Size: RSA 2048-bit, ECC P-256 and P-384.

Issuer: TSM CA that chains to a root CA

Trust Implication: A white list of TSM root CA embedded 1in TEE

Cardinality: One or multiple can be used by a TSM



4. SP keypair and Certificate: A SP uses its own key pair and
certificate to sign a TA.

Location: SP

Supported Key Type: RSA and ECC

Supported Key Size: RSA 2048-bit, ECC P-256 and P-384
Issuer: SP signer CA that chains to a root CA

Trust Implication: TSM manages SP. TA trust is delegated to
TSM. TEE trusts TSM to ensure that a TA 1is trustworthy.
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5.

Cardinality: One or multiple can be used by a SP
Protocol Scope and Entity Relations
This document specifies the minimally required interoperable
artifacts to establish mutual trust between a TEE and TSM. The

protocol provides specifications for the following three entities:

1. Key and certificate types required for device firmware, TEE, TA,
SP, and TSM

2. Data message formats that should be exchanged between a TEE 1in a
device and a TSM

3. An OTrP Agent application in the REE that can relay messages
between a Client Application and TEE

Figure 1: Protocol Scope and Entity Relationship

PKI C

Device
SW

--—--0TrP Agent --- Rich App —--

A
I
I
I
I
I | I



Figure 2: OTrP System Diagram
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---0TrP Message Protocol--

| REE | TEE | | TSM | | SP |
I I R
I I I I | I
| Client | SD (TAS)| | SD / TA | | TA |
| Apps | I I Mgmt | I
| I I I | I
| I I I | I
| OTrP | Trusted | | Trusted | | |
| Agent | CAs | | FwW, TEE CAs | | |
I I I I | I
| | TEE Key/ | | TSM Key/ | | SP Key/ |
| | Cert | | Cert | | Cert |
I | FW Key/ | I | I
I I I I | I

Cert



In the previous diagram, different Certificate Authorities can be
used respectively for different types of certificates. OTrP Messages
are always signed, where the signer keys is the message creator's key
pair such as a FW key pair, TEE key pair or TSM key pair.

The main OTrP Protocol component is the set of standard JSON messages
created by TSM to deliver device SD and TA management commands to a
device, and device attestation and response messages created by TEE
to respond to TSM OTrP Messages.

The communication method of OTrP Messages between a TSM and TEE 1in a
device 1is left to TSM providers for maximal interoperability. A TSM
can work with its SP and Client Applications how it gets OTrP
Messages from a TSM. When a Client Application has had an OTrP
Message from its TSM, it is imperative to have an dinteroperable
interface to communicate with various TEE types. This is the OTrP
Agent interface that serves this purpose. The OTrP Agent doesn't
need to know the actual content of OTrP Messages except for the TEE
routing information.
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5.1. A Sample Device Setup Flow
Step 1: Prepare Images for Devices
1. [TEE vendor] Deliver TEE Image (CODE Binary)
2. [CA] Deliver root CA Whitelist
3. [Soc] Deliver TFW Image

Step 2: Inject Key Pairs and Images to Devices



1. [OEM] Generate Secure Boot Key Pair (May be shared among multiple
devices)

2. [OEM] Flash signed TFW Image and signed TEE Image onto devices
(signed by Secure Boot Key)

Step 3: Setup attestation key pair in devices

1. [OEM] Flash Secure Boot Public Key and eFuse Key (eFuse key 1is
unique per device)

2. [TFW/TEE] Generate a unique attestation key pair and get a
certificate for the device.

Step 4: Setup trust anchors in devices

1. [TFW/TEE] Store the key and certificate encrypted with the eFuse

key
2. [TEE vendor or OEM] Store trusted CA certificate list into
devices
5.2. Derived Keys in The Protocol
The protocol generates the following two key pairs 1in run time to
assist message communication and anonymous verification between TSM
and TEE.
1. TEE Anonymous Key (TEE AIK): one derived key pair per TEE 1in a
device
The purpose of the key pair 1is to sign data by a TEE without using
its TEE device key for anonymous attestation to a Client Application.
This key 1is generated in the first GetDeviceState query. The public
key of the key pair 1is returned to the caller Client Application for
future TEE returned data validation.
Pei, et al. Expires July 18, 2018 [Page 14]
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2. TEE SP AIK: one derived key per SP 1in a device

The purpose of this key pair is for a TSM to encrypt TA binary data
when it sends a TA to a device for dinstallation. This key is



generated in the first SD creation for a SP. It is deleted when all
SDs are removed for a SP 1in a device.

With the presence of a TEE SP AIK, it 1isn't necessary to have a
shared SP independent TEE AIK. For the initial release, this
specification will not use TEE AIK.

Ul

.3. Security Domain Hierarchy and Ownership

The primary job of a TSM 1is to help a SP to manage its trusted
applications. A TA dis typically installed in a SD. A SD is commonly
created for a SP.

When a SP delegates its SD and TA management to a TSM, a SD is
created on behalf of a TSM in a TEE and the owner of the SD is
assigned to the TSM. A SD may be associated with a SP but the TSM
has full privilege to manage the SD for the SP.

Each SD for a SP 1is associated with only one TSM. When a SP changes
TSM, a new SP SD must be created to associate with the new TSM. TEE
will maintain a registry of TSM ID and SP SD ID mapping.

From a SD ownership perspective SD tree is flat and there is only one
level. A SD 1is associated with its owner. It is up to TEE's
implementation how it maintains SD binding information for TSM and
different SPs under the same TSM.

It is an important decision in this protocol specification that a TEE
doesn't need to know whether a TSM is authorized to manage SD for a
SP. This authorization is implicitly triggered by a SP Client
Application, which dinstructs what TSM it wants to use. A SD is
always associated with a TSM 1in addition to its SP ID. A rogue TSM
isn't able to do anything on an unauthorized SP's SD managed by
another TSM.

Since a TSM may support multiple SPs, sharing the same SD name for
different SP creates a dependency 1in deleting a SD. A SD can be
deleted only after all TAs associated with this SD is deleted. A SP
cannot delete a Security Domain on 1its own with a TSM if a TSM
decides to 1introduce such sharing. There are cases where multiple
virtual SPs belong to the same organization, and a TSM chooses to use
the same SD name for those SPs. This is totally up to the TSM
implementation and out of scope of this specification.
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5.4. SD Owner Identification and TSM Certificate Requirements

There 1is a need of cryptographically binding proof about the owner of
a SD in device. When a SD is created on behalf of a TSM, a future
request from the TSM must present itself as a way that the TEE can
verify it is the true owner. The certificate itself cannot reliably
used as the owner because TSM may change its certificate.

To this end, each TSM will be associated with a trusted -{identifier
defined as an attribute in the TSM certificate. This field is kept
the same when the TSM renew its certificates. A TSM CA -s
responsible to vet the requested TSM attribute value.

This identifier value must not collide among different TSM providers,
and one TSM shouldn't be able to claim the identifier used by another
TSM provider.

The certificate extension name to carry the identifier can initially
use SubjectAltName:registeredID. A dedicated new extension name may
be registered later.

One common choice of the 1didentifier value is the TSM's service URL.
A CA can verify the domain ownership of the URL with the TSM in the
certificate enrollment process.

TEE can assign this certificate attribute value as the TSM owner ID
for the SDs that are created for the TSM.

An alternative way to represent a SD ownership by a TSM is to have a
unique secret key upon SD creation such that only the creator TSM s
able to produce a Proof-of-Possession (POP) data with the secret.

Ul

.5. Service Provider Container

A sample Security Domain hierarchy for the TEE 1is shown below.
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| TEE |

|
T —
| --——-————- | SP1 Root SD |
|
| I
| T
| E——— | SP1 Sub SD |
| | T
| | T
| [Em—— | SP1 Sub SD |
C LI
T —
| -—-———-——- | SP2 Root SD |

oY

The OTrP assumes that a SP managed by TSM1 cannot be managed by TSM2.
Explicit permission grant should happen. SP can authorize TSM.

OTrP Agent

OTrP Agent is an Rich Application or SDK that facilitates
communication between a TSM and TEE. It also provides interfaces for
TSM SDK or Client Applications to query and trigger TA installation
that the application needs to use.

This interface for Client Applications may be commonly an Android
service call. A Client Application interacts with a TSM, and turns
around to pass messages received from TSM to OTrP Agent.

In all cases, a Client Application needs to be able to identify an
OTrP Agent that it can use.

Role of OTrP Agent
OTrP Agent 1is responsible to communicate with TEE. It takes request

messages from an application. The input data is mostly from a TSM
that an application communicates. An application may also directly



call OTrP Agent for some TA query functions.
OTrP Agent may 1internally process a request from TSM. At least, it

needs to know where to route a message, e.g. TEE instance. It
doesn't need to process or verify message content.
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OTrP Agent returns TEE / TFW generated response messages to the
caller. OTrP Agent disn't expected to handle any network connection
with an application or TSM.

OTrP Agent only needs to return an OTrP Agent error message if the
TEE is not reachable for some reason. Other errors are represented

as response messages returned from the TEE which will then be passed
to the TSM.

6.2. OTrP Agent and Global Platform TEE Client API

A Client Application may rely on Global Platform (GP) TEE API for TA
communication. OTrP may use the GP TEE Client API but it is internal
to OTrP implementation that converts given messages from TSM. More
details can be found at [GPTEE].

6.3. OTrP Agent Implementation Consideration

A Provider should consider methods of distribution, scope and
concurrency on device and runtime options when implementing an OTrP
Agent. Several non-exhaustive options are discussed below.
Providers are encouraged to take advantage of the latest
communication and platform capabilities to offer the best user
experience.

6.3.1. OTrP Agent Distribution

OTrP Agent dinstallation is commonly carried out at OEM time. A user
can dynamically download and install an OTrP Agent on-demand.

It is important to ensure a legitimate OTrP Agent 1is installed and
used. If an OTrP Agent is compromised it may send rogue messages to
TSM and TEE and introduce additional risks.



6.3.2. Number of OTrP Agent

We anticipate only one shared OTrP Agent instance in a device. The
device's TEE vendor will most probably supply one OTrP Agent.
Potentially we expect some open source.

With one shared OTrP Agent, the OTrP Agent provider is responsible to
allow multiple TSMs and TEE providers to achieve interoperability.
With a standard OTrP Agent 1interface, TSM can implement its own SDK
for its SP Client Applications to work with this OTrP Agent.

Multiple independent OTrP Agent providers can be used as long as they

have standard interface to a Client Application or TSM SDK. Only one
OTrP Agent 1is expected 1in a device.
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OTrP Protocol MUST specify a standard way for applications to lookup
the active OTrP Agent instance in a device.

TSM providers are generally expected to provide SDK for SP
applications to interact with OTrP Agent for the TSM and TEE
interaction.

6.3.3. OTrP Android Service Option

OTrP Agent can be a bound service in Android with a service
registration ID that a Client Application can use. This option
allows a Client Application not to depend on any OTrP Agent SDK or
provider.

An OTrP Agent is responsible to detect and work with more than one
TEE if a device has more than one. In this version, there is only
one active TEE such that an OTrP Agent only needs to handle the
active TEE.

6.4. OTrP Agent API for Client Applications

A Client Application shall be responsible for relaying messages
between the OTrP agent and the TSM.

OTrP Agent APIs are defined below. An OTrP Agent in the form of an
Android bound service can take this to be the functionality it



provides via service call. The OTrP Agent implements this -interface.

If a failure is occured during calling API, an error message
described in "Common Errors" section (see Section 7.6) will be
returned.

interface IOTrPAgentService {
String processMessage(String tsmInMsg) throws OTrPAgentException;
String getTAInformation(String spid, String taid)
throws OTrPAgentException;
}

public class OTrPAgentException extends Throwable {
private int errCode;

}

6.4.1. API processMessage
String processMessage(String tsmInMsg) throws OTrPAgentException;

Description
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A Client Application will use this method of the OTrP Agent in a
device to pass OTrP messages from a TSM. The method 1s
responsible for interation with the TEE and for forwarding the
input message to the TEE. It also returns TEE generated response
message back to the Client Application.

Input

tsmInMsg - OTrP message generated in a TSM that is passed to this
method from a Client Application.

Output

A TEE generated OTrP response message (which may be a successful
response or be a response message containing an error raised
within the TEE) for the client application to forward to the TSM.
In the event of the OTrP agent not being able to communicate with
the TEE, a OTrPAgentException shall be thrown.



6.4.2. API getTAInformation

String getTAInformation(String spid, String taid)
throws OTrPAgentException;

Description
A Client Application calls this method to query a TA's
information. This method 1is carried out locally by the OTrP Agent
without relying on a TSM if it has had the TEE SP AIK.

Input
spid - SP didentifier of the TA
taid - the 1didentifier of the TA

Output

The API returns TA signer and TSM signer certificate along with
other metadata information about a TA.

The output is a JSON message that is generated by the TEE. It
contains the following information:

* TSMID

* SP ID
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Internet-Draft OTrP January 2018

* TA signer certificate
* TSM certificate
The message is signed with TEE SP AIK private key.

The Client Application is expected to consume the response as
follows.

The Client Application gets signed TA metadata, in particularly,
the TA signer certificate. It is able to verify that the result
is from device by checking signer against TEE SP AIK public key it



gets 1in some earlier interaction with TSM.

If this is a new Client Application in the device that hasn't had
TEE SP AIK public key for the response verification, the
application can contact TSM first to do GetDeviceState, and TSM
will return TEE SP AIK public key to the app for this operation to
proceed.

JSON Message
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{

"TAInformationTBS": {
"taid": "<TA Identifier from the 1input>",
"tsmid": "<TSM ID for the Security Domain where this TA
resides>",



"spid": "<The service provider identifier of this TA>",
"signercert": "<The BASE64 encoded certificate data of the TA
binary application's signer certificate>",
"signercacerts": [ // the full list of CA certificate chain
// including the root CA
"cacert": "<The BASE64 encoded CA certificate data of the TA
binary application's signer certificate>"
1,
"tsmcert": "<The BASE64 encoded certificate data of the TSM that
manages this TA.>",
"tsmcacerts": [ // the full list of CA certificate chain
// including the root CA
"cacert":"<The BASE64 encoded CA certificate data of the TSM
that manages this TA>"

]
}
}
{
"TAInformation": {
"payload": "<BASEG64URL encoding of the TAInformationTBS
JSON above>",
"protected": "<BASE64URL encoded signing algorithm>",
"header": {
"signer": {"<JWK definition of the TEE SP AIK public
key>||}
s
"signature": "<signature contents signed by TEE SP AIK private
key BASE64URL encoded>"
+
}

A sample JWK public key representation refers to an example in RF
7517 [REC7517]

6.5. Sample End-to-End Client Application Flow

6.5.1. Case 1: A New Client Application Uses a TA

1. During the Client Application installation time, the Client
Application calls TSM to initialize the device preparation step.

Pei, et al. Expires July 18, 2018 [Page 22]

Internet-Draft OTrP January 2018


https://datatracker.ietf.org/doc/pdf/rfc7517
https://datatracker.ietf.org/doc/pdf/rfc7517
https://datatracker.ietf.org/doc/pdf/rfc7517

A. The Client Application knows it wants to use a Trusted
Application TAl but the application doesn'tknow whether TAl
has been installed or not. It can use GP TEE Client API to
check the existence of TAl first. If it detects that TA1l
doesn't exist, it will contact TSM to initiate the
installation of TAl. Note that TAl could have been
previously installed by other Client Applications from the
same service provider 1in the device.

B. The Client Application sends TSM the TA list that it depends
on. The TSM will query a device for the Security Domains
and TAs that have been installed, and 1instructs the device
to install any dependent TAs that have not been -installed.

C. In general, TSM has the latest information of TA list and
their status in a device because all operations are
instructed by TSM. TSM has such visibility because all
Security Domain deletion and TA deletion are managed by TSM;
the TSM could have stored the state when a TA 1is 1installed,
updated and deleted. There 1is also the possibility that an
update command 1is carried out inside TEE but a response is
never received in TSM. There 1is also possibility that some
manual local reset is done in a device that the TSM 1isn't
aware of the changes.

TSM generates message: GetDeviceStateRequest

The Client Application passes the JSON message
GetDeviceStateRequest to OTrP Agent API processMessage. The
communication between a Client Application and OTrP Agent is up
to the implementation of OTrP Agent.

OTrP Agent routes the message to the active TEE. Multiple TEE
case: it is up to OTrP Agent to figure this out. This
specification limits the support to only one active TEE, which
is the typical case today.

The target active TEE processes the received OTrP message,
returns a JSON message GetDeviceStateResponse

The OTrP Agent passes the GetDeviceStateResponse to the Client
App

The Client Application sends GetDeviceStateResponse to TSM

TSM processes GetDeviceStateResponse
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10.

11.

12.

13.

A. Extract TEEspaik for the SP, signs TEEspaik with TSM signer
key

B. Examine SD list and TA list

TSM continues to carry out other actions basing on the need.
The next call could be 1dinstructing the device to install a
dependent TA.

A. Assume a dependent TA isn't in the device yet, the TSM may
do the following:

Create a SD to 1install the TA by sending a message
CreateSDRequest. The message is sent back to the Client
Application, and then OTrP Agent and TEE to process.

Install a TA with a message InstallTARequest.

C. If a Client Application depends on multiple TAs, the Client
Application should expect multiple round trips of the TA
installation message exchanges.

At the last TSM and TEE operation, TSM returns the signed TEE SP
AIK public key to the application

The Client Application shall store the TEEspaik for future
loaded TA trust check purpose.

If the TSM finds that this is a fresh device that does not have
any SD for the SP yet, then the TSM may move on to create a SD
for the SP next.

During Client Application installation, the application checks
whether required Trusted Applications are already 1installed,
which may have been provided by TEE. If needed, it will contact
its TSM service to determine whether the device 1is ready or
install TA list that this application needs.

Case 2: A Previously Installed Client Application Calls a TA



1. The Client Application checks the device readiness: (a) whether
it has a TEE; (b) whether it has TA that it depends. It may
happen that TSM has removed TA this application depends on.

2. The Client Application calls OTrP Agent method "GetTAInformation"
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7.

~

~

3. OTrP Agent queries the TEE to get TA information. If the given
TA doesn't exist, an error 1is returned.

4. The Client Application parses the TAInformation message.

5. If the TA doesn't exist, the Client Application calls 1its TSM to
install the TA. If the TA exists, the Client Application
proceeds to call the TA.

OTrP Messages

The main OTrP Protocol component 1is the set of standard JSON messages
created by TSM to deliver device SD and TA management commands to a
device, and device attestation and response messages created by TEE
to respond to TSM OTrP Messages.

An OTrP Message is designed to provide end-to-end security. It -1s
always signed by its creator. In addition, an OTrP Message is
typically encrypted such that only the targeted device TEE or TSM
provider 1is able to decrypt and view the actual content.

.1. Message Format

OTrP Messages use JSON format for JSON's simple readability and
moderate data size in comparison with alternative TLV and XML
formats.

JSON Message security has developed JSON Web Signing and JSON Web
Encryption standard in the IETF Workgroup JOSE, see JWS [RFC7515] and
JWE [RFC7516]. The OTrP Messages 1in this protocol will leverage the
basic JWS and JWE to handle JSON signing and encryption.

.2. Message Naming Convention

For each TSM command "xyz"", OTrP Protocol use the following naming


https://datatracker.ietf.org/doc/pdf/rfc7515
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convention to represent its raw message content and complete request

and response messages:
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o o - o +
| Purpose | Message Name | Example |
o o o +
| Request to be signed | xyzTBSRequest | CreateSDTBSRequest |
I I I I
| Request message | xyzRequest | CreateSDRequest |
I I I I
| Response to be signed | xyzTBSResponse | CreateSDTBSResponse |
I I I I
| Response message | xyzResponse | CreateSDResponse |
o o o +

7.3. Request and Response Message Template

An OTrP Request message uses the following format:

{

"<name>TBSRequest": {
<request message content>
}
}

A corresponding OTrP Response message will be as follows.

{

"<name>TBSResponse": {
<response message content>

}



7.4. Signed Request and Response Message Structure

A signed request message will generally include only one signature,
and uses the flattened JWS JSON Serialization Syntax, see
Section 7.2.2 in RFC7515 [REC7515]

A general JIWS object looks like the following.

{
"payload": "<payload contents>",
"protected":"<integrity-protected header contents>",
"header": {
<non-integrity-protected header contents>,
¥,
"signature":"<signature contents>"
}
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OTrP signed messages only requires the signing algorithm as the
mandate header 1in the property "protected". The "non-integrity-
protected header contents" 1is optional.

OTrP signed message will be given an explicit Request or Response
property name. In other words, a signed Request or Response uses the
following template.

A general JWS object looks like the following.

{
"<name>[Request | Response]": {
<JWS Message of <name>TBS[Request | Response]
ks
}

With the standard JWS message format, a signed OTrP Message looks
like the following.

{

"<name>[Request | Response]": {


https://datatracker.ietf.org/doc/pdf/rfc7515#section-7.2.2
https://datatracker.ietf.org/doc/pdf/rfc7515

"payload": "<payload contents of <name>TBS[Request | Response]>",
"protected":"<integrity-protected header contents>",
"header": <non-integrity-protected header contents>,
"signature":"<signature contents>"
+
}

The top element " <name>[Signed] [Request | Response]" cannot be fully
trusted to match the content because it doesn't participate the
signature generation. However, a recipient can always match it with
the value associated with the property "payload". It purely serves
to provide a quick reference for reading and method invocation.

Furthermore, most properties in an unsigned OTrP messages are
encrypted to provide end-to-end confidentiality. The only OTrP
message that 1isn't encrypted is the initial device query message that
asks for the device state information.

Thus a typical OTrP Message consists of an encrypted and then signed
JSON message. Some transaction data such as transaction ID and TEE
information may need to be exposed to OTrP Agent for routing purpose.
Such 1information 1is excluded from JSON encryption. The device's
signer certificate itself is encrypted. The overall final message is
a standard signed JSON message.

As required by JSW/JWE, those JWE and JWS related elements will be
BASE64URL encoded. Other binary data elements specific to the OTrP
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specification are BASE64 encoded. This specification will -didentify
elements that should be BASE64 and those elements that are to be
BASE64URL encoded.

7.4.1. Identifying Signing and Encryption Keys for JWS/JWE Messaging

JWS and JWE messaging allow various options for +identifying the
signing and encryption keys, for example, it allows optional elements
including "x5c", "x5t" and "kid" in the header to cover various
possibilities.

In order to protect privacy, it is important that the device's
certificate is released only to a trusted TSM, and that it is
encrypted. The TSM will need to know the device certificate, but



untrusted parties must not be able to get the device certificate.
All OTrP messaging conversations between a TSM and device begin with
GetDeviceStateRequest / GetDeviceStateResponse. These messages have
elements built into them to exchange signing certificates, described
in the "Detailed Message Specification" section. Any subsequent
messages in the conversation that follow on from this are implicitly
using the same certificates for signing/encryption, and as a result
the certificates or references may be ommitted in those subsequent
messages.

In other words, the signing key +identifier in the use of JWS and JWE
here may be absent in the subsequent messages after the initial
GetDeviceState query.

This has implication on the TEE and TSM implementation: they have to
cache the signer certificates for the subsequent message signature
validation in the session. It may be easier for a TSM service to
cache transaction session information but not so for a TEE 1in a
device. A TSM should check a device's capability to decide whether
it should 1include 1its TSM signer certificate and OCSP data 1in each
subsequent request message. The device's caching capability is
reported in GetDeviceStateResponse signerreq parameter.

7.5. JSON Signing and Encryption Algorithms
The OTrP JSON signing algorithm shall use SHA256 or a stronger hash
method with respective key type. JSON Web Algorithm RS256 or ES256
[REC7518] SHALL be used for RSA with SHA256 and ECDSA with SHA256.

If RSA with SHA256 is used, the JSON web algorithm representation is
as follows.

{"alg": "RS256"}
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The (BASE64URL encoded) "protected" header property in a signed
message looks like the following:

"protected":"eyJhbGci0iJSUzI1NiJ9"

If ECSDA with P-256 curve and SHA256 are used for signing, the JSON
signing algorithm representation is as follows.


https://datatracker.ietf.org/doc/pdf/rfc7518

{"alg":"ES256"}
The value for the "protected" field will be the following.
eyJhbGci0iJFUzI1N1iJ9

Thus a common OTrP signed message with ES256 looks like the
following.

{
"payload": "<payload contents>",
"protected": "eyJhbGciOiJFUzI1NiJ9",
"signature":"<signature contents>"
}

The OTrP JSON message encryption algorithm should use one of the
supported algorithms defined in the later chapter of this document.
JSON encryption uses a symmetric key as 1its "Content Encryption Key
(CEK)". This CEK is encrypted or wrapped by a recipient's key. OTrP
recipient typically has an asymmetric key pair. Therefore CEK will
be encrypted by the recipient's public key.

Symmetric encryption shall use the following algorithm.
{"enc":"A128CBC-HS256"}

This algorithm represents encryption with AES 128 in CBC mode with

HMAC SHA 256 for integrity. The value of the property "protected" 1in

a JWE message will be

eyJ1lbmMi0iIBMTI4Q0IDLUNTMjU2INO
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An encrypted JSON message looks like the following.

{
"protected": "eyJlbmMiOiJBMTI4QO0JIDLUhTMjU2INnO",
"recipients": [
{
"header": {
"alg": "<RSA1_5 etc.>"
Ty
"encrypted_key": "<encrypted value of CEK>"
}
1,
"jy'": "<BASE64URL encoded IV data>",
"ciphertext": "<Encrypted data over the JSON plaintext
(BASE64URL)>",
"tag": "<JIWE authentication tag (BASE64URL)>"
+

OTrP doesn't use JWE AAD (Additional Authenticated Data) because each
message is always signed after the message is encrypted.

7.5.1. Supported JSON Signing Algorithms

The following JSON signature algorithm are mandatory support in TEE
and TSM:

o RS256
ES256 1is optional to support.
7.5.2. Support JSON Encryption Algorithms

The following JSON authenticated encryption algorithm is mandatory
support in TEE and TSM.

o A128CBC-HS256
A256CBC-HS512 1is optional to support.
7.5.3. Supported JSON Key Management Algorithms

The following JSON key management algorithm is mandatory support in
TEE and TSM.

o RSA1_5

ECDH-ES+A128KW and ECDH-ES+A256KW are optional to support.
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7.6. Common Errors

An OTrP Response message typically needs to report operation status
and error causes if an operation fails. The following JSON message
elements should be used across all OTrP Messages.

"status": "pass | fail"

"reason": {

"error—-code": "<error code if there dis any>",
"error-message": "<error message>"
+
"ver": "<version string>"

7.7. OTrP Message List

The following table lists the OTrP commands and therefore
corresponding Request and Response messages defined in this
specification. Additional messages may be added in the future when
new task messages are needed.

GetDeviceState -
A TSM queries a device's current state with a message
GetDeviceStateRequest. A device TEE will report its version, its
FW version, and list of all SD and TA in the device that is
managed by the requesting TSM. TSM may determine whether the
device 1is trustworthy and decide to carry out additional commands
according to the response from this query.

CreateSD -
A TSM instructs a device TEE to create a SD for a SP. The

recipient TEE will check whether the requesting TSM is
trustworthy.

UpdateSD -
A TSM 1dnstructs a device TEE to update an existing SD. A typical
update need comes from SP certificate change, TSM certificate
change and so on. The recipient TEE will verify whether the TSM
is trustworthy and owns the SD.

DeleteSD -



A TSM dnstructs a device TEE to delete an existing SD. A TEE
conditionally deletes TAs loaded in the SD according to a request
parameter. A SD cannot be deleted until all TAs in this SD are
deleted. If this is the last SD for a SP, TEE can also delete
TEE SP AIK key for this SP.
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InstallTA -

A TSM Hdnstructs a device to install a TA into a SD for a SP. TEE
in a device will check whether the TSM and TA are trustworthy.

UpdateTA -
A TSM -Hdinstructs a device to update a TA into a SD for a SP. The
change may commonly be bug fix for a previously installed TA.

DeleteTA -
A TSM instructs a device to delete a TA. TEE in a device will
check whether the TSM and TA are trustworthy.

7.8. OTrP Request Message Routing Rules

For each command that a TSM wants to send to a device, the TSM
generates a request message. This is typically triggered by a Client
Application that uses the TSM. The Client Application initiates
contact with the TSM and receives TSM OTrP Request messages according
to the TSM's +implementation. The Client Application forwards the
OTrP message to an OTrP Agent in the device, which in turn sends the
message to the active TEE in the device.

The current version of specification assumes that each device has
only one active TEE, and OTrP Agent is responsible to connect to the
active TEE. This 1is the case today with devices in the market.

Upon TEE responding with a request, the OTrP Agent gets OTrP response
messages back to the Client Application that sends the request. 1In
case the target TEE fails to respond the request, the OTrP Agent will
be responsible to generate an error message to reply the Client
Application. The Client Application forwards any data it received to
its TSM.

7.8.1. SP Anonymous Attestation Key (SP AIK)

When the first new Security Domain is created in TEE for a SP, a new



key pair is generated and associated with this SP. This key pair is
used for future device attestation to the service provider 1dinstead of
using device's TEE key pair.

8. Detailed Messages Specification
For each message in the following sections all JSON elements are
mandatory if it disn't explicitly indicated as optional.
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8.1. GetDeviceState
This 1is the first command that a TSM will query a device. This
command s triggered when a SP's Client Application contacts its TSM
to check whether the underlying device is ready for TA operations.
This command queries a device's current TEE state. A device TEE will
report its version, its FW version, and list of all SD and TA 1in the
device that is managed by the requesting TSM. TSM may determine
whether the device 1is trustworthy and decide to carry out additional
commands according to the response from this query.
The request message of this command 1is signed by TSM. The response
message from TEE is encrypted. A random message encryption key (MK)
is generated by TEE, and this encrypted key is encrypted by the
receiving TSM public key such that only the TSM who sent the request
is able to decrypt and view the response message.

8.1.1. GetDeviceStateRequest message

{
"GetDeviceStateTBSRequest": {
"Ver”: lll.Oll,
"rid": "<Unique request ID>",
"tid": "<transaction ID>",

"ocspdat": "<OCSP stapling data of TSM certificate>",
"jcaocspdat": "<OCSP stapling data for TSM CA certificates>",
"supportedsigalgs'": "<comma separated signing algorithms>"



The request message consists of the following data elements:

ver - version of the message format
rid - a unique request ID generated by the TSM
tid - a unique transaction ID to trace request and response. This

can be from a prior transaction's tid field, and can be used 1in
the subsequent message exchanges in this TSM session. The
combination of rid and tid should be made unique.

ocspdat - OCSP stapling data for the TSM certificate. The TSM
provides OCSP data such that a recipient TEE can validate the
validity of the TSM certificate without making its own external
OCSP service call. This is a mandate field.
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jcaocspdat - OCSP stapling data for the intermediate CA

certificates of the TSM certificate up to the root. A TEE side
can cache CA OCSP data such that this value isn't needed in each
call.

supportedsigalgs - an optional property to list the signing
algorithms that TSM is able to support. A recipient TEE should
choose algorithm in this list to sign its response message if
this property s present in a request.

The final request message is JSON signed message of the above raw
JSON data with TSM's certificate.

{
"GetDeviceStateRequest": {

"payload":"<BASE64URL encoding of the GetDeviceStateTBSRequest
JSON above>",
"protected": "<BASE64URL encoded signing algorithm>",
"header": {
"x5c": "<BASE64 encoded TSM certificate chain up to the
root CA certificate>"

I



"signature":"<signature contents signed by TSM private key>"

}
}

The signing algorithm should use SHA256 with respective key type.
The mandatory algorithm support is the RSA signing algorithm. The
signer header "x5c" is used to include the TSM signer certificate up
to the root CA certificate.

8.1.2. Request processing requirements at a TEE

Upon receiving a request message GetDeviceStateRequest at a TEE, the
TEE must validate a request:

1. Validate JSON message signing

2. Validate that the request TSM certificate is chained to a trusted
CA that the TEE embeds as 1its trust anchor.

x Cache the CA OCSP stapling data and certificate revocation
check status for other subsequent requests.

* A TEE can use its own clock time for the OCSP stapling data
validation.

3. Collect Firmware signed data
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* This is a capability in ARM architecture that allows a TEE to
query Firmware to get FW signed data.

4. Collect SD information for the SD owned by this TSM
8.1.3. Firmware Signed Data

Firmware isn't expected to process or produce JSON data. It is
expected to just sign some raw bytes of data.

The data to be signed by TFW key needs be some unique random data
each time. The (UTF-8 encoded) "tid" value from the
GetDeviceStateTBSRequest shall be signed by the firmware. TSM disn't
expected to parse TFW data except the signature validation and signer
trust path validation.



It is possible that a TEE can get some valid TFW signed data from
another device. This 1is part of the TEE trust assumption where TSM
will trust the TFW data supplied by the TEE. The TFW trust is more
concerned by TEE than a TSM where a TEE needs to ensure that the
underlying device firmware is trustworthy.

TfwData: {
"tbs": "<TFW to be signed data, BASE64 encoded>",
"cert": "<BASE64 encoded TFW certificate>",
"sigalg": "Signing method",
"sig": "<Tfw signed data, BASE64 encoded>"

}

It is expected that FW use a standard signature methods for maximal
interoperability with TSM providers. The mandatory support list of
signing algorithm is RSA with SHA256.

The JSON object above is constructed by TEE with data returned from
FW. It isn't a standard JSON signed object. The signer information
and data to be signed must be specially processed by TSM according to
definition given here. The data to be signed is the raw data.
8.1.3.1. Supported Firmware Signature Methods
TSM providers shall support the following signature methods. A
firmware provider can choose one of the methods in signature
generation.

o RSA with SHA256

o ECDSA with SHA 256
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The value of "sigalg" in the TfwData JSON message should use one of
the following:

o RS256
o ES256

8.1.4. Post Conditions



Upon successful request validation, the TEE information is collected.
There is no change in the TEE in the device.

The response message shall be encrypted where the encryption key
shall be a symmetric key that is wrapped by TSM's public key. The
JSON Content Encryption Key (CEK) 1is used for this purpose.

8.1.5. GetDeviceStateResponse Message

The message has the following structure.

{
"GetDeviceTEEStateTBSResponse": {

Ilverll: "1.0",

"status": "pass | fail",

"rid": "<the request ID from the request message>",

"tid": "<the transaction ID from the request message>",

"signerreq": "true | false about whether TSM needs to send
signer data again in subsequent messages",

"edsi": "<Encrypted JSON dsi information>"

}
where
signerreq - true if the TSM should send -its signer certificate and

OCSP data again in the subsequent messages. The value may be
"false" if the TEE caches the TSM's signer certificate and OCSP

status.
rid - the request ID from the request message
tid - the tid from the request message
edsi - the main data element whose value is JSON encrypted message

over the following Device State Information (DSI).

The Device State Information (DSI) message consists of the following.
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"dsit: {

"tfwdata": {
"tbs": "<TFW to be signed data is the tid>"
"cert": "<BASE64 encoded TFW certificate>",

"sigalg": "Signing method",
"sig": "<Tfw signed data, BASE64 encoded>"

b
"tee': {
"mame": "<TEE name>",
"ver": "<TEE version>",
"cert": "<BASE64 encoded TEE cert>",
"cacert": "<JSON array value of CA certificates up to
the root CA>",
"sdlist": {
"cnt": "<Number of SD owned by this TSM>",
"Sd": [
{
"name'": "<SD name>",
"spid": "<SP owner ID of this SD>",
"talist": [
{
"taid": "<TA application identifier>",
"taname": "<TA application friendly
name>" // optional
}
]
}
]
I
"teeaiklist": [
{
"spaik'": "<SP AIK public key, BASE64 encoded>",
"spaiktype": "<RSA | ECC>",
llsp-idﬂ: ll<sp -id>ll
}
1
}

}

The encrypted JSON message looks like the following.
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{
"protected": "<BASEG64URL encoding of encryption algorithm header
JSON data>",
"recipients": [
{
"header": {
"alg": "RSA1_5"
Ty
"encrypted_key": "<encrypted value of CEK>"
}
1,
"jv": "<BASE64URL encoded IV data>",
"ciphertext": "<Encrypted data over the JSON object of dsi
(BASE64URL)>",
"tag": "<JIWE authentication tag (BASE64URL)>"
}

Assume we encrypt plaintext with AES 128 in CBC mode with HMAC SHA
256 for integrity, the encryption algorithm header is:

{"enc":"A128CBC-HS256"}

The value of the property "protected" in the above JWE message will
be

eyJ1lbmMi0i1JIBMTI4Q0JDLUhTMjU2INO

In other words, the above message looks 1like the following:

{
"protected": "eyJlbmMiOiJBMTI4Q0JDLUhTMjU2InO",
"recipients": [
{
"header": {
Ilalgll: HRSAl_SH
s
"encrypted_key": "<encrypted value of CEK>"
}
1,
"jy'": "<BASE64URL encoded IV data>",
"ciphertext": "<Encrypted data over the JSON object of dsi
(BASEG4URL)>",
"tag": "<JWE authentication tag (BASE64URL)>"
}

The full response message looks like the following:
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{
"GetDeviceTEEStateTBSResponse": {
"VeF": Hl.OH,
"status": "pass | fail",
"rid": "<the request ID from the request message>",
"tid": "<the transaction ID from the request message>",
"signerreq": "true | false",
"edsi": {

"protected": "<BASE64URL encoding of encryption algorithm
header JSON data>",
"recipients": [

{
"header": {
Halgﬂ: HRSAl_SH
s
"encrypted_key": "<encrypted value of CEK>"
}

1,
"jv": "<BASE64URL encoded IV data>",

"ciphertext": "<Encrypted data over the JSON object of dsi
(BASE64URL)>",
"tag": "<JIWE authentication tag (BASE64URL)>"
+
+
}

The CEK will be encrypted by the TSM public key in the device. The
TEE signed message has the following structure.

{
"GetDeviceTEEStateResponse": {
"payload": "<BASE64URL encoding of the JSON message
GetDeviceTEEStateTBSResponse>",
"protected": "<BASEG64URL encoding of signing algorithm>",
"signature": "<BASEG64URL encoding of the signature value>"
}
}

The signing algorithm shall use SHA256 with respective key type, see



Section Section 7.5.1.

The final response message GetDeviceStateResponse consists of array
of TEE response. A typical device will have only one active TEE. An
OTrP Agent is responsible to collect TEE response for all active TEEs
in the future.
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{

"GetDeviceStateResponse": [ // JSON array
{"GetDeviceTEEStateResponse": ...},
{"GetDeviceTEEStateResponse": ...}

]

}
8.1.6. Error Conditions

An error may occur if a request isn't valid or the TEE runs into some
error. The list of possible error conditions is the following.

ERR_REQUEST_INVALID The TEE meets the following conditions with a
request message: (1) The request from a TSM has an invalid message
structure; mandatory information is absent in the message.
undefined member or structure 1is included. (2) TEE fails to verify
signature of the message or fails to decrypt its contents. (3) etc.

ERR_UNSUPPORTED_MSG_VERSION TEE receives the version of message that
TEE can't deal with.

ERR_UNSUPPORTED_CRYPTO_ALG TEE receives a request message encoded
with cryptographic algorithms that TEE doesn't support.

ERR_TFW_NOT_TRUSTED TEE may consider the underlying device firmware
be not trustworthy.

ERR_TSM_NOT_TRUSTED TEE needs to make sure whether the TSM is
trustworthy by checking the validity of TSM certificate and OCSP
stapling data and so on. If TEE finds TSM is not reliable, it may
return this error code.



ERR_TEE_FAIL TEE fails to respond to a TSM request. The OTrP Agent
will construct an error message in responding the TSM's request.
And also if TEE fails to process a request because of its internal
error, it will return this error code.

The response message will look like the following if the TEE signing
can work to sign the error response message.
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{
"GetDeviceTEEStateTBSResponse": {
"Vel’": Ill.Oll’
"status": "fail",
"rid": "<the request ID from the request message>",
"tid": "<the transaction ID from the request message>",
"reason": {"error-code'":"<error code>"}
"supportedsigalgs": "<signature algorithms TEE supports>"
}
}
where

8.1.

supportedsigalgs - an optional property to list the JWS signing
algorithms that the active TEE supports. When a TSM sends a
signed message that the TEE isn't able to validate, it can
include signature algorithms that it is able to consume 1in this
status report. A TSM can generate a new request message to retry
the management task with a TEE supported signing algorithm.

If TEE isn't able to sign an error message, a general error message
should be returned.

7. TSM Processing Requirements



Upon receiving a message of the type GetDeviceStateResponse at a TSM,
the TSM should validate the following.

o Parse to get list of GetDeviceTEEStateResponse JSON object

o Parse the JSON "payload" property and decrypt the JSON element
"edsi"

o The decrypted message contains the TEE signer certificate
o Validate GetDeviceTEEStateResponse JSON signature. The signer
certificate is extracted from the decrypted message in the last

step.

o Extract TEE information and check it against its TEE acceptance
policy.

o Extract TFW signed element, and check the signer and data
integration against its TFW policy

o Check the SD list and TA list and prepare for a subsequent command
such as "CreateSD" if it needs to have a new SD for a SP.
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8.2. Security Domain Management

8.2.1. CreateSD

This command 1is typically preceded with GetDeviceState command that
has acquired the device information of the target device by the TSM.
TSM sends such a command to instruct a TEE to create a new Security
Domain for a SP.

A TSM sends an OTrP Request message CreateSDRequest to a device TEE
to create a Security Domain for a SP. Such a request is signed by
TSM where the TSM signer may or may not be the same as the SP's TA
signer certificate. The resulting SD is associated with two
identifiers for future management:

o TSM as the owner. The owner identifier is a registered unique TSM
ID that 1is stored in the TSM certificate.



o SP didentified by its TA signer certificate as the authorization.
A TSM can add more than one SP certificates to a SD.

A Trusted Application that is signed by a matching SP signer
certificate for a SD 1is eligible to be installed into that SD. The
TA dinstallation into a SD by a subsequent InstallTARequest message
may be dinstructed from TSM or a Client Application.

8.2.1.1. CreateSDRequest Message
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The request message for CreateSD has the following JSON format.

{
"CreateSDTBSRequest": {
llverll: lll.oll’
"rid": "<unique request ID>",
"tid": "<transaction ID>", // this may be from prior message
"tee": "<TEE routing name from the DSI for the SD's target>",
"nextdsi": "true | false",
"dsihash": '"<hash of DSI returned in the prior query>",

"content": ENCRYPTED { // this piece of JSON data will be



// encrypted
"spid": "<SP ID value>",
"sdname": "<SD name for the domain to be created>",
"spcert": "<BASE64 encoded SP certificate>",
"tsmid": "<An identifiable attribute of the TSM
certificate>",
"did": "<SHA256 hash of the TEE cert>"

}

In the message,
rid - A unique value to identify this request

tid - A unique value to identify this transaction. It can have the
same value for the tid 1in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous response
GetDeviceStateResponse

nextdsi - 1Indicates whether the up to date Device State Information
(DSI) should be returned in the response to this request.

dsihash - The BASE64 encoded SHA256 hash value of the DSI data
returned in the prior TSM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
helps enforce SD update order 1in the right sequence without
accidently overwrite an update that was done simultaneously.

content - The "content" is a JSON encrypted message that includes
actual 1input for the SD creation. The encryption key 1is TSMmk that
is encrypted by the target TEE's public key. The entire message s
signed by the TSM private key TSMpriv. A separate TSMmk isn't used
in the latest specification because JSON encryption will use a
content encryption key for exactly the same purpose.
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spid - A unique id assigned by the TSM for its SP. It should be
unique within a TSM namespace.

sdname - a name unique to the SP. TSM should ensure it 1is unique



for each SP.

spcert - The SP's TA signer certificate is included in the request.
This certificate will be stored by the device TEE and uses it to
check against TA installation. Only 1if a TA 1is signed by a
matching spcert associated with a SD the TA will be installed into
the SD.

tsmid - SD owner claim by TSM - A SD owned by a TSM will be
associated with a trusted identifier defined as an attribute in the
signer TSM certificate. TEE will be responsible to assign this ID
to the SD. The TSM certificate attribute for this attribute TSMID
must be vetted by the TSM signer issuing CA. With this trusted
identifier, SD query at TEE can be fast upon TSM signer
verification.

did - The SHA256 hash of the binary encoded device TEE certificate.
The encryption key CEK will be encrypted the recipient TEE's public
key. This hash value 1in the "did" property allows the recipient
TEE to check whether it is the expected target to receive such a
request. If this isn't given, an OTrP message for device 2 could
be sent to device 1. It is optional for TEE to check because the
successful decryption of the request message with this device's TEE
private key already proves it 1is the target. This explicit hash
value makes the protocol not dependent on message encryption method
in future.

Following is the OTrP message template, the full request 1is signed
message over the CreateSDTBSRequest as follows.

{
"CreateSDRequest": {
"payload":"<CreateSDTBSRequest JSON above>",
"protected":"<integrity-protected header contents>",
"header": <non-integrity-protected header contents>,
"signature":"<signature contents signed by TSM private key>"
}
}

TSM signer certificate 1is included 1in the "header" property.
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8.2.1.2.

Request Processing Requirements at a TEE

Upon receiving a request message CreateSDRequest at a TEE, the TEE
must validate a request:

1.

Validate the JSON request message

*

Validate JSON message signing

Validate that the request TSM certificate is chained to a
trusted CA that the TEE embeds as its trust anchor

Compare dsihash with its current state to make sure nothing
has changed since this request was sent.

Decrypt to get the plaintext of the content: (a) spid, (b) sd
name, (c) did

Check that a SPID 1is supplied

spcert check: check 1t 1is a valid certificate (signature and
format verification only)

Check "did" is the SHA256 hash of its TEEcert BER raw binary
data

Check whether the requested SD already exists for the SP

Check TSMID in the request matches TSM certificate's TSM ID
attribute

Create action

Create a SD for the SP with the given name
Assign the TSMID from the TSMCert to this SD
Assign the SPID and SPCert to this SD

Check whether a TEE SP AIK keypair already exists for the
given SP ID

Create TEE SP AIK keypair 1if it doesn't exist for the given SP
ID

Generate new DSI data if the request asks for updated DSI



3. Construct CreateSDResponse message
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* Create raw content
+ Operation status
+ "did" or full signer certificate information,
+ TEE SP AIK public key if DSI 1isn't going to be included
+ Updated DSI data if requested if the request asks for it

* The response message is encrypted with the same JWE CEK of the
request without recreating a new content encryption key.

* The encrypted message is signed with TEEpriv. The signer
information ("did" or TEEcert) is encrypted.

4. Deliver response message. (a) OTrP Agent returns this to the app;
(b) The app passes this back to TSM

5. TSM process. (a) TSM processes the response message; (b) TSM can
look up signer certificate from device ID "did".

If a request 1is illegitimate or signature doesn't pass, a "status"
property 1in the response will 1indicate the error code and cause.

8.2.1.3. CreateSDResponse Message

The response message for a CreateSDRequest contains the following

content.
{
"CreateSDTBSResponse": {
"Vel’"! lll.oll’
"status": "<operation result>",
"rid": "<the request ID received>",
"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason":"<failure reason detail>", // optional
"did": "<the device id received from the request>",
"sdname": "<SD name for the domain created>",



"teespaik": "<TEE SP AIK public key, BASE64 encoded>",
"dsi": "<Updated TEE state, including all SD owned by
this TSM>"
}
+
}

In the response message, the following fields MUST be supplied.
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did - The SHA256 hash of the device TEE certificate. This shows

the device ID explicitly to the receiving TSM.

teespaik - The newly generated SP AIK public key for the given SP.
This is an optional value if the device has had another domain for
the SP that has triggered TEE SP AIK keypair for this specific SP.

There is possible extreme error case where TEE 1isn't reachable or the
TEE final response generation itself fails. 1In this case, TSM should
still receive a response from the OTrP Agent. OTrP Agent 1is able to
detect such error from TEE. 1In this case, a general error response
message should be returned, assuming OTrP Agent even doesn't know any
content and information about the request message.

In other words, TSM should expect receive a TEE successfully signed
JSON message, or a general "status" message.

{
"CreateSDResponse": {
"payload":"<CreateSDTBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"
I
"signature": "<sdignature contents signed by TEE device private
key (BASEG4URL)>"
ks
}

A response message type "status" will be returned when TEE totally
fails to respond. OTrP Agent 1is responsible to create this message.

{



"status": {

"result": "fail",
"error-code": "ERR_TEE_UNKNOWN",
"error-message": "TEE fails to respond"

8.2.1.4. Error Conditions

An error may occur if a request isn't valid or the TEE runs into some
error. The list of possible errors are the following. Refer to
section Error Code List (Section 14.1) for detail causes and actions.

ERR_REQUEST_INVALID
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ERR_UNSUPPORTED_MSG_VERSION
ERR_UNSUPPORTED_CRYPTO_ALG
ERR_DEV_STATE_MISMATCH
ERR_SD_ALREADY_EXIST
ERR_SD_NOT_FOUND
ERR_SPCERT_INVALID
ERR_TEE_FAIL
ERR_TEE_UNKNOWN
ERR_TSM_NOT_AUTHORIZED
ERR_TSM_NOT_TRUSTED
8.2.2. UpdateSD
This TSM 1dinitiated command can update a SP's SD that it manages for
the following need. (a) Update SP signer certificate; (b) Add SP

signer certificate when a SP uses multiple to sign TA binary; (c)
Update SP ID.



The TSM presents the proof of the SD ownership to TEE, and includes
related information in 1its signed message. The entire request is
also encrypted for the end-to-end confidentiality.

8.2.2.1. UpdateSDRequest Message
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The request message for UpdateSD has the following JSON format.

{
"UpdateSDTBSRequest": {
Ilverll: Ill.Oll’
"rid": "<unique request ID>",
"tid": "<transaction ID>", // this may be from prior message
"tee": "<TEE routing name from the DSI for the SD's target>",
"nextdsi": "true | false",
"dsihash": '"<hash of DSI returned in the prior query>",

"content": ENCRYPTED { // this piece of JSON will be encrypted
"tsmid": "<TSMID associated with this SD>",
"spid": "<SP ID>",

"sdname": "<SD name for the domain to be updated>",
"changes": {
"newsdname": '"<Change the SD name to this new name>",
// Optional
"newspid": "<Change SP ID of the domain to this new value>",

// Optional



"spcert": ["<BASE64 encoded new SP signer cert to be added>"],
// Optional
"deloldspcert": ["<The SHA256 hex value of an old SP cert
assigned into this SD that should be deleted >"],
// Optional
"renewteespaik": "true | false"

}

In the message,
rid - A unique value to identify this request

tid - A unique value to identify this transaction. It can have the
same value for the tid 1in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous response
GetDeviceStateResponse

nextdsi - 1Indicates whether the up to date Device State Information
(DSI) should be returned in the response to this request.

dsihash - The BASE64 encoded SHA256 hash value of the DSI data
returned in the prior TSM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
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helps enforce SD update order 1in the right sequence without
accidently overwrite an update that was done simultaneously.

content - The "content" is a JSON encrypted message that includes
actual 1input for the SD update. The standard JSON content
encryption key (CEK) 1is used, and the CEK 1is encrypted by the
target TEE's public key.

tsmid - SD owner claim by TSM - A SD owned by a TSM will be
associated with a trusted identifier defined as an attribute 1in the
signer TSM certificate.



spid - the +didentifier of the SP whose SD will be updated. This
value is still needed because SD name 1is considered unique within a
SP only.

sdname - the name of the target SD to be updated.

changes - 1ts content consists of changes that should be updated 1in
the given SD.

newsdname - the new name of the target SD to be assigned if this
value is present.

newspid - +the new SP ID of the target SD to be assigned if this
value 1is present.

spcert - a new TA signer certificate of this SP to be added to the
SD if this is present.

deloldspcert - a SP certificate assigned into the SD should be
deleted if this is present. The value is the SHA256 fingerprint of
the old SP certificate.

renewteespaik - the value should be 'true' or 'false'. If it is
present and the value 1is 'true', TEE should regenerate TEE SP AIK
for this SD's owner SP. The newly generated TEE SP AIK for the SP
must be returned in the response message of this request. If there
are more than one SD for the SP, a new SPID for one of the domain
will always trigger a new teespaik generation as if a new SP 1s
introduced to the TEE.
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Following the OTrP message template, the full request is signed
message over the UpdateSDTBSRequest as follows.

{
"UpdateSDRequest": {



}

}

"payload":"<UpdateSDTBSRequest JSON above>",
"protected":"<integrity-protected header contents>",
"header": <non-integrity-protected header contents>,
"signature":"<signature contents signed by TSM private key>"

TSM signer certificate is included in the "header" property.

8.2.2.2.

Request Processing Requirements at a TEE

Upon receiving a request message UpdateSDRequest at a TEE, the TEE
must validate a request:

1. Validate the JSON request message
Validate JSON message signing
Validate that the request TSM certificate is chained to a
trusted CA that the TEE embeds as its trust anchor. TSM
certificate status check is generally not needed anymore in
this request. The prior request should have validated the TSM
certificate's revocation status
Compare dsihash with TEE cached last response DSI data to this
TSM
Decrypt to get the plaintext of the content
Check that the target SD name 1is supplied
Check whether the requested SD exists
Check that the TSM owns this TSM by verifying TSMID in the SD
matches TSM certificate's TSM ID attribute
Now the TEE 1is ready to carry out update listed in the
"content" message
2. Update action

If "newsdname" is given, replace the SD name for the SD to the
new value
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* If "newspid" is given, replace the SP ID assigned to this SD
with the given new value

x If "spcert" is given, add this new SP certificate to the SD.

x If "deloldspcert" is present in the content, check previously
assigned SP certificates to this SD, and delete the one that
matches the given certificate hash value.

* If "renewteespaik" is given and has a value as "true",
generate a new TEE SP AIK keypair, and replace the old one
with this.

* Generate new DSI data if the request asks for updated DSI

* Now the TEE 1is ready to construct the response message

3. Construct UpdateSDResponse message

* Create raw content
+ Operation status
+ "did" or full signer certificate information,

+ TEE SP AIK public key if DSI 1isn't going to be included

+ Updated DSI data if requested if the request asks for it

*x The response message 1is encrypted with the same JWE CEK of the
request without recreating a new content encryption key.

* The encrypted message is signed with TEEpriv. The signer
information ("did" or TEEcert) is encrypted.

4. Deliver response message. (a) OTrP Agent returns this to the app;
(b) The app passes this back to TSM

5. TSM process. (a) TSM processes the response message; (b) TSM can
look up signer certificate from device ID "did".

If a request 1is illegitimate or signature doesn't pass, a "status"
property in the response will indicate the error code and cause.
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8.2.2.3. UpdateSDResponse Message

The response message for a UpdateSDRequest contains the following

content.
{
"UpdateSDTBSResponse": {
"Ver": Ill.Oll,
"status": "<operation result>",
"rid": "<the request ID received>",
"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason":"<failure reason detail>", // optional
"did": "<the device id hash>",
"cert": "<TEE certificate>", // optional
"teespaik": "<TEE SP AIK public key, BASE64 encoded>",
"teespaiktype": "<TEE SP AIK key type: RSA or ECC>",
"dsi": "<Updated TEE state, including all SD owned by

this TSM>"
}
¥
}

In the response message, the following fields MUST be supplied.

did - The request should have known the signer certificate of this
device from a prior request. This hash value of the device TEE
certificate serves as a quick 1identifier only. Full device
certificate isn't necessary.

teespaik - the newly generated SP AIK public key for the given SP
if TEE SP AIK for the SP is asked to be renewed in the request.
This is an optional value if "dsi" 1is included 1in the response,
which will contain all up to date TEE SP AIK key pairs.

Similar to the template for the creation of the encrypted and signed
CreateSDResponse, the final UpdateSDResponse looks like the
following.
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{
"UpdateSDResponse": {
"payload":"<UpdateSDTBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"
I
"signature": "<sdignature contents signed by TEE device private
key (BASEG4URL)>"

A response message type "status" will be returned when TEE totally
fails to respond. OTrP Agent 1is responsible to create this message.

{
"status": {
"result": "fail",
"error-code": "ERR_TEE_UNKNOWN",
"error-message": "TEE fails to respond"
}
}

8.2.2.4. Error Conditions

An error may occur if a request isn't valid or the TEE runs into some
error. The list of possible errors are the following. Refer to
section Error Code List (Section 14.1) for detail causes and actions.

ERR_REQUEST_INVALID
ERR_UNSUPPORTED_MSG_VERSION

ERR_UNSUPPORTED_CRYPTO_ALG



ERR_DEV_STATE_MISMATCH
ERR_SD_NOT_FOUND
ERR_SDNAME_ALREADY_USED
ERR_SPCERT_INVALID
ERR_TEE_FAIL
ERR_TEE_UNKNOWN

ERR_TSM_NOT_AUTHORIZED
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ERR_TSM_NOT_TRUSTED

8.2.3. DeleteSD
A TSM sends a DeleteSDRequest message to TEE to delete a specified SD
that it owns. A SD can be deleted only 1if there is no TA associated
with this SD in the device. The request message can contain a flag
to instruct TEE to delete all related TAs in a SD and then delete the
SD.
The target TEE will operate with the following logic.
1. Lookup given SD specified in the request message

2. Check that the TSM owns the SD

3. Check that the device state hasn't changed since the last
operation

4. Check whether there are TAs in this SD

5. If TA exists in a SD, check whether the request 1instructs whether
TA should be deleted. If the request instructs TEE to delete
TAs, delete all TAs in this SD. If the request doesn't instruct
the TEE to delete TAs, return an error "ERR_SD_NOT_EMPTY".

6. Delete SD



7. If this dis the last SD of this SP, delete TEE SP AIK key

8.2.3.1. DeleteSDRequest Message
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The request message for DeleteSD has the following JSON format.

{
"DeleteSDTBSRequest": {
"Ver": lll.oll’
"rid": "<unique request ID>",
"tid": "<transaction ID>", // this may be from prior message
"tee": "<TEE routing name from the DSI for the SD's target>",
"nextdsi": "true | false",
"dsihash": "<hash of DSI returned in the prior query>",
"content": ENCRYPTED { // this piece of JSON will be encrypted
"tsmid": "<TSMID associated with this SD>",
"sdname": "<SD name for the domain to be updated>",
"deleteta": "true | false"
+
+
}

In the message,

rid - A unique value to identify this request



tid - A unique value to identify this transaction. It can have the
same value for the tid in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous response
GetDeviceStateResponse

nextdsi - 1Indicates whether the up to date Device State Information
(DSI) should be returned in the response to this request.

dsihash - The BASE64 encoded SHA256 hash value of the DSI data
returned in the prior TSM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
helps enforce SD update order 1in the right sequence without
accidently overwrite an update that was done simultaneously.

content - The "content" is a JSON encrypted message that includes
actual 1input for the SD update. The standard JSON content
encryption key (CEK) 1is used, and the CEK 1is encrypted by the
target TEE's public key.

tsmid - SD owner claim by TSM - A SD owned by a TSM will be
associated with a trusted identifier defined as an attribute 1in the

signer TSM certificate.

sdname - the name of the target SD to be updated.
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deleteta - the value should be 'true' or 'false'. If it is present

and the value 1is 'true', TEE should delete all TAs associated with
the SD 1in the device.

Following the OTrP message template, the full request is signed
message over the DeleteSDTBSRequest as follows.

{
"DeleteSDRequest": {
"payload":"<DeleteSDTBSRequest JSON above>",
"protected":"<integrity-protected header contents>",
"header": <non-integrity-protected header contents>,
"signature":"<signature contents signed by TSM private key>"



}

TSM signer certificate is included in the "header" property.

8.2.3.2.

Request Processing Requirements at a TEE

Upon receiving a request message DeleteSDRequest at a TEE, the TEE
must validate a request:

1. Validate the JSON request message
* Validate JSON message signing
* Validate that the request TSM certificate is chained to a
trusted CA that the TEE embeds as its trust anchor. TSM
certificate status check is generally not needed anymore 1in
this request. The prior request should have validated the TSM
certificate's revocation status
x  Compare dsihash with TEE cached last response DSI data to this
TSM
* Decrypt to get the plaintext of the content
* Check that the target SD name is supplied
* Check whether the requested SD exists
* Check that the TSM owns this TSM by verifying TSMID in the SD
matches TSM certificate's TSM ID attribute
*  Now the TEE is ready to carry out update listed 1in the
"content" message
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2. Deletion action

Check TA existence in this SD

If "deleteta" 1is "true", delete all TAs 1in this SD. If the
value of "deleteta" s "false" and some TA exists, return an
error "ERR_SD_NOT_EMPTY"



* Delete the SD

* Delete TEE SP AIK key pair if this SD is the last one for the
SP

*  Now the TEE is ready to construct the response message
3. Construct DeleteSDResponse message
* Create response content
+ Operation status
+ "did" or full signer certificate information,
+ Updated DSI data if requested if the request asks for 1t

x The response message 1is encrypted with the same JWE CEK of the
request without recreating a new content encryption key.

* The encrypted message is signed with TEEpriv. The signer
information ("did" or TEEcert) is encrypted.

4. Deliver response message. (a) OTrP Agent returns this to the app;
(b) The app passes this back to TSM

5. TSM process. (a) TSM processes the response message; (b) TSM can
look up signer certificate from device ID "did".

If a request 1is illegitimate or signature doesn't pass, a "status"
property in the response will indicate the error code and cause.

8.2.3.3. DeleteSDResponse Message

The response message for a DeleteSDRequest contains the following
content.
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{
"DeleteSDTBSResponse": {

llverll: Ill'Oll,

"status": "<operation result>",

"rid": "<the request ID received>",
"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason":"<failure reason detail>", // optional

"did": "<the device id hash>",
"dsi": "<Updated TEE state, including all SD owned by
this TSM>"

}
}
}

In the response message, the following fields MUST be supplied.

did - The request should have known the signer certificate of this
device from a prior request. This hash value of the device TEE
certificate serves as a quick identifier only. Full device
certificate isn't necessary.

The final DeleteSDResponse looks like the following.

{
"DeleteSDResponse": {

"payload":"<DeleteSDTBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"
3,
"signature": "<sdignature contents signed by TEE device
private key (BASE64URL)>"
+
}

A response message type "status" will be returned when TEE totally
fails to respond. OTrP Agent 1is responsible to create this message.

{
"status": {
"result": "fail",
"error—-code": "ERR_TEE_UNKNOWN",
"error—-message'": "TEE fails to respond"
+
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8.2.3.4. Error Conditions

An error may occur if a request isn't valid or the TEE runs into some
error. The list of possible errors are the following. Refer to
section Error Code List (Section 14.1) for detail causes and actions.

ERR_REQUEST_INVALID
ERR_UNSUPPORTED_MSG_VERSION
ERR_UNSUPPORTED_CRYPTO_ALG
ERR_DEV_STATE_MISMATCH
ERR_SD_NOT_EMPTY
ERR_SD_NOT_FOUND
ERR_TEE_FAIL
ERR_TEE_UNKNOWN
ERR_TSM_NOT_AUTHORIZED
ERR_TSM_NOT_TRUSTED

8.3. Trusted Application Management

This protocol doesn't introduce a TA container concept. All the TA
authorization and management will be up to TEE implementation.

The following three TA management commands will be supported.
o InstallTA - provision a TA by TSM
0 UpdateTA - update a TA by TSM

o DeleteTA - remove TA registration information with a SD, remove TA
binary from TEE, remove all TA related data 1in TEE

8.3.1. InstallTA

TA binary data can be from two sources:



1. TSM supplies the signed TA binary

2. Client Application supplies the TA binary
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This specification considers only the first case where TSM supplies
TA binary. When such a request is received by TEE, a SD is already
created and is ready to take TA qdinstallation.

A TSM sends the following information in message InstallTARequest to
a target TEE:

o

The target SD 1information: SP ID and SD name

o Encrypted TA binary data. TA data 1is encrypted with TEE SP AIK.
o TA metadata. It is optional to include SP signer certificate for
the SD to add if the SP has changed signer since the SD was

created.

TEE processes command given by TSM to install TA into a SP's SD. It
does the following:

o Validation

* TEE validates TSM message authenticity

* Decrypt to get request content

* Lookup SD with SD name

* Checks that the TSM owns the SD

* Checks DSI hash matches that the device state hasn't changed
o TA validation

* Decrypt to get TA binary and any personalization data with "TEE
SP AIK private key"

* Check that SP ID is the one that 1is registered with the SP SD



* TA signer is either the newly given SP certificate or the one
in SD. The TA signing method 1is specific to TEE. This
specification doesn't define how a TA should be signed.

* If a TA signer 1is given in the request, add this signer 1into
the SD.

o TA 1installation

* TEE re-encrypts TA binary and 1its personalization data with its
own method
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* TEE enrolls and stores the TA onto TEE secure storage area.

o Construct a response message. This involves signing a encrypted
status information for the requesting TSM.

8.3.1.1. InstallTARequest Message

The request message for InstallTA has the following JSON format.

{
"InstallTATBSRequest": {
"VGF": Hl.OH’
"rid": "<unique request ID>",
"tid": "<transaction ID>",
"tee": "<TEE routing name from the DSI for the SD's target>",
"nextdsi": "true | false",
"dsihash": "<hash of DSI returned in the prior query>",

"content": ENCRYPTED {
"tsmid": "<TSM ID previously assigned to the SD>",
"spid": "<SPID value>",
"sdname": "<SD name for the domain to install the TA>",
"spcert": "<BASE64 encoded SP certificate >", // optional
"taid": "<TA -Hddentifier>"

s

"encrypted_ta": {
"key": "<A 256-bit symmetric key encrypted by TEEspaik public

key>H,

"jv": "<hex of 16 random bytes>",
"alg": "<encryption algoritm. AESCBC by default.",



"ciphertadata": "<BASE64 encoded encrypted TA binary data>",
"cipherpdata": "<BASE64 encoded encrypted TA personalization

data>"
ks
+
}
In the message,
rid - A unique value to identify this request
tid - A unique value to identify this transaction. It can have the

same value for the tid in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous response
GetDeviceStateResponse

nextdsi - 1Indicates whether the up to date Device State Information
(DSI) should be returned in the response to this request.
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dsihash - The BASE64 encoded SHA256 hash value of the DSI data
returned in the prior TSM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
helps enforce SD update order in the right sequence without
accidently overwrite an update that was done simultaneously.

content - The "content" is a JSON encrypted message that includes
actual 1input for the SD update. The standard JSON content
encryption key (CEK) is used, and the CEK 1is encrypted by the
target TEE's public key.

tsmid - SD owner claim by TSM - A SD owned by a TSM will be
associated with a trusted identifier defined as an attribute in the
signer TSM certificate.

spid - SP didentifier of the TA owner SP

sdname - the name of the target SD where the TA should be 1installed

spcert - an optional field to specify SP certificate that signed the
TA. This 1dis sent if the SP has a new certificate that hasn't been



previously registered with the target SD where the TA should be
installed.

taid - the identifier of the TA application to be installed

encrypted_ta - the message portion contains encrypted TA binary data
and personalization data. The TA data encryption key 1is placed 1in
"key", which 1is encrypted by the recipient's public key. The TA
data encryption uses symmetric key based encryption such as AESCBC.

Following the OTrP message template, the full request is signed
message over the InstallTATBSRequest as follows.

{
"InstallTARequest": {
"payload":"<InstallTATBSRequest JSON above>",
"protected":"<integrity-protected header contents>",
"header": <non-integrity-protected header contents>,
"signature":"<signature contents signed by TSM private key>"
}
}
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8.3.1.2. InstallTAResponse Message

The response message for a InstallTARequest contains the following

content.
{
"InstallTATBSResponse": {
"Vel’"! lll.oll’
"status": "<operation result>",
"rid": "<the request ID received>",
"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason":"<failure reason detail>", // optional
"did": "<the device id hash>",
"dsi": "<Updated TEE state, including all SD owned by



this TSM>"

}
}
}

In the response message, the following fields MUST be supplied.

did - the SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TSM.

The final message InstallTAResponse looks like the following.

{
"InstallTAResponse": {
"payload":"<InstallTATBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"
I
"signature": "<signature contents signed by TEE device
private key (BASE64URL)>"
+
}

A response message type "status" will be returned when TEE totally
fails to respond. OTrP Agent is responsible to create this message.
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{
"status": {
"result": "fail",
"error-code": "ERR_TEE_UNKNOWN",
"error-message": "TEE fails to respond"
}



8.3.1.3. Error Conditions

An error may occur if a request isn't valid or the TEE runs into some
error. The list of possible errors are the following. Refer to
section Error Code List (Section 14.1) for detail causes and actions.

ERR_REQUEST_INVALID
ERR_UNSUPPORTED_MSG_VERSION
ERR_UNSUPPORTED_CRYPTO_ALG
ERR_DEV_STATE_MISMATCH
ERR_SD_NOT_FOUND
ERR_TA_INVALID
ERR_TA_ALREADY_INSTALLED
ERR_TEE_FAIL
ERR_TEE_UNKNOWN
ERR_TEE_RESOURCE_FULL
ERR_TSM_NOT_AUTHORIZED
ERR_TSM_NOT_TRUSTED

8.3.2. UpdateTA

This TSM initiated command can update TA and its data in a SP's SD
that it manages for the following purposes.

1. Update TA binary

2. Update TA's personalization data
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The TSM presents the proof of the SD ownership to TEE, and includes



related information in 1its signed message. The entire request is
also encrypted for the end-to-end confidentiality.

TEE processes command given by TSM to update TA of a SP SD. It does
the following:

o Validation

*

TEE validates TSM message authenticity

* Decrypt to get request content

* Lookup SD with SD name

* Checks that the TSM owns the SD

* Checks DSI hash matches that the device state hasn't changed
o TA validation

* Both TA binary and personalization data are optional, but at
least one of them shall be present in the message

* Decrypt to get TA binary and any personalization data with "TEE
SP AIK private key"

* Check that SP ID is the one that 1is registered with the SP SD
* TA signer is either the newly given SP certificate or the one
in SD. The TA signing method 1is specific to TEE. This

specification doesn't define how a TA should be signed.

* If a TA signer 1is given in the request, add this signer 1into
the SD

o TA update

* TEE re-encrypts TA binary and 1its personalization data with its
own method

* TEE replaces the existing TA binary and its personalization
data with the new binary and data.

o Construct a response message. This involves signing a encrypted
status information for the requesting TSM.
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8.3.2.1. UpdateTARequest Message

The request message for UpdateTA has the following JSON format.

{
"UpdateTATBSRequest": {
llverll: lll.Oll’
"rid": "<unique request ID>",
"tid": "<transaction ID>",
"tee": "<TEE routing name from the DSI for the SD's target>",
"nextdsi": "true | false",
"dsihash": '"<hash of DSI returned in the prior query>",
"content": ENCRYPTED {
"tsmid": "<TSM ID previously assigned to the SD>",
"spid": "<SPID value>",
"sdname": "<SD name for the domain to be created>",
"spcert": "<BASE64 encoded SP certificate >", // optional
"taid": "<TA didentifier>"
b
"encrypted_ta": {
"key": "<A 256-bit symmetric key encrypted by TEEspaik public
key>ll s
"jv": "<hex of 16 random bytes>",
"alg": "<encryption algoritm. AESCBC by default.",
"ciphernewtadata": "<Change existing TA binary to this new TA
binary data(BASE64 encoded and encrypted)>",
"ciphernewpdata": "<Change the existing data to this new TA
personalization data(BASE64 encoded and encrypted)>"
// optional
}
}
}

In the message,
rid - A unique value to identify this request

tid - A unique value to identify this transaction. It can have the
same value for the tid 1in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous response
GetDeviceStateResponse

nextdsi - Indicates whether the up to date Device State Information
(DSI) should be returned in the response to this request.



dsihash - The BASE64 encoded SHA256 hash value of the DSI data
returned in the prior TSM operation with this target TEE. This
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value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
helps enforce SD update order 1in the right sequence without
accidently overwrite an update that was done simultaneously.

content - The "content" is a JSON encrypted message that includes
actual 1input for the SD update. The standard JSON content
encryption key (CEK) 1is used, and the CEK 1is encrypted by the
target TEE's public key.

tsmid - SD owner claim by TSM - A SD owned by a TSM will be
associated with a trusted identifier defined as an attribute 1in the
signer TSM certificate.

spid - SP didentifier of the TA owner SP

spcert - an optional field to specify SP certificate that signed the
TA. This is sent if the SP has a new certificate that hasn't been
previously registered with the target SD where the TA should be
installed.

sdname - the name of the target SD where the TA should be updated
taid - an ddentifier for the TA application to be updated

encrypted_ta - the message portion contains new encrypted TA binary
data and personalization data.

Following the OTrP message template, the full request is signed
message over the UpdateTATBSRequest as follows.

"UpdateTARequest": {
"payload":"<UpdateTATBSRequest JSON above>",
"protected":"<integrity-protected header contents>",
"header": <non-integrity-protected header contents>,
"signature":"<signature contents signed by TSM private key>"



8.3.2.2. UpdateTAResponse Message

The response message for a UpdateTARequest contains the following

content.
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{
"UpdateTATBSResponse": {
"Vel’": ”1.0",
"status": "<operation result>",
"rid": "<the request ID received>",
"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason":"<failure reason detail>", // optional

"did": "<the device id hash>",
"dsi": "<Updated TEE state, including all SD owned by
this TSM>"

}
}
}

In the response message, the following fields MUST be supplied.

did - the SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TSM.

The final message UpdateTAResponse looks 1like the following.

{
"UpdateTAResponse": {
"payload":"<UpdateTATBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"
b
"signature": "<signature contents signed by TEE device
private key (BASEG64URL)>"



A response message type "status" will be returned when TEE totally
fails to respond. OTrP Agent is responsible to create this message.

{
"status": {
"result": "fail",
"error-code": "ERR_TEE_UNKNOWN",
"error-message": "TEE fails to respond"
}
}
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8.3.2.3. Error Conditions

An error may occur if a request isn't valid or the TEE runs into some
error. The list of possible errors are the following. Refer to
section Error Code List (Section 14.1) for detail causes and actions.

ERR_REQUEST_INVALID

ERR_UNSUPPORTED_MSG_VERSION

ERR_UNSUPPORTED_CRYPTO_ALG

ERR_DEV_STATE_MISMATCH

ERR_SD_NOT_FOUND

ERR_TA_INVALID

ERR_TA_NOT_FOUND

ERR_TEE_FAIL

ERR_TEE_UNKNOWN

ERR_TSM_NOT_AUTHORIZED



ERR_TSM_NOT_TRUSTED

8.3.3. DeleteTA
This operation defines OTrP messages that allow a TSM instruct a TEE
to delete a TA for a SP in a given SD. A TEE will delete a TA from a
SD and also TA data 1in the TEE. A Client Application cannot directly
access TEE or OTrP Agent to delete a TA.

8.3.3.1. DeleteTARequest Message
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The request message for DeleteTA has the following JSON format.

{
"DeleteTATBSRequest": {
"VGI’": "1-0",
"rid": "<unique request ID>",
"tid": "<transaction ID>",
"tee": "<TEE routing name from the DSI for the SD's target>",
"nextdsi": "true | false",
"dsihash": '"<hash of DSI returned in the prior query>",

"content": ENCRYPTED {
"tsmid": "<TSM ID previously assigned to the SD>",
"sdname": "<SD name of the TA>",
"taid": "<the identifier of the TA to be deleted from the
specified SD>"



In the message,
rid - A unique value to identify this request

tid - A unique value to identify this transaction. It can have the
same value for the tid 1in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous response
GetDeviceStateResponse

nextdsi - 1Indicates whether the up to date Device State Information
(DSI) should be returned in the response to this request.

dsihash - The BASE64 encoded SHA256 hash value of the DSI data
returned in the prior TSM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
helps enforce SD update order in the right sequence without
accidently overwrite an update that was done simultaneously.

content - The "content" is a JSON encrypted message that includes
actual 1input for the SD update. The standard JSON content
encryption key (CEK) 1is used, and the CEK 1is encrypted by the
target TEE's public key.

tsmid - SD owner claim by TSM - A SD owned by a TSM will be

associated with a trusted identifier defined as an attribute in the
signer TSM certificate.
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sdname - the name of the target SD where the TA is 1installed
taid - an identifier for the TA application to be deleted

Following the OTrP message template, the full request is signed
message over the DeleteTATBSRequest as follows.

"DeleteTARequest": {



"payload":"<DeleteTATBSRequest JSON above>",

"protected":"<integrity-protected header contents>",

"header": <non-integrity-protected header contents>,

"signature":"<signature contents signed by TSM
private key>"

8.3.3.2. Request Processing Requirements at a TEE

TEE processes command given by TSM to delete a TA of a SP SD. It
does the following:

1. Validate the JSON request message
* TEE validates TSM message authenticity
* Decrypt to get request content
* Lookup the SD and the TA with the given SD name and TA ID
* Checks that the TSM owns the SD, and TA 1is 1installed in the SD
* Checks DSI hash matches that the device state hasn't changed
2. Deletion action

* If all the above validation points pass, the TEE deletes the
TA from the SD

* The TEE may also delete all personalization data for the TA
3. Construct DeleteTAResponse message.

If a request 1is illegitimate or signature doesn't pass, a "status"
property 1in the response will 1indicate the error code and cause.
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8.3.3.3. DeleteTAResponse Message

The response message for a DeleteTARequest contains the following
content.



{
"DeleteTATBSResponse": {

llver-ll: Ill.Oll,

"status": "<operation result>",

"rid": "<the request ID received>",
"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason":"<failure reason detail>", // optional

"did": "<the device id hash>",
"dsi": "<Updated TEE state, including all SD owned by
this TSM>"

}
}
}

In the response message, the following fields MUST be supplied.

did - the SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TSM.

The final message DeleteTAResponse looks like the following.

{
"DeleteTAResponse": {

"payload":"<DeleteTATBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"
I
"signature": "<signature contents signed by TEE device
private key (BASE64URL)>"

A response message type "status" will be returned when TEE totally
fails to respond. OTrP Agent 1is responsible to create this message.
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{
"status": {
"result": "fail",
"error-code": "ERR_TEE_UNKNOWN",
"error—-message'": "TEE fails to respond"
}
}

8.3.3.4. Error Conditions

|©

January 2018

An error may occur if a request isn't valid or the TEE runs into some

error. The list of possible errors are the following.

Refer to

section Error Code List (Section 14.1) for detail causes and actions.

ERR_REQUEST_INVALID
ERR_UNSUPPORTED_MSG_VERSION
ERR_UNSUPPORTED_CRYPTO_ALG
ERR_DEV_STATE_MISMATCH
ERR_SD_NOT_FOUND
ERR_TA_NOT_FOUND
ERR_TEE_FAIL
ERR_TEE_UNKNOWN
ERR_TSM_NOT_AUTHORIZED
ERR_TSM_NOT_TRUSTED

Response Messages a TSM May Expect

A TSM expects some feedback from a remote device when a request

message is delivered to a device.
responses SHOULD be supplied.

Type 1: Expect a valid TEE generated response message

The following three types of

A valid TEE signed response may contain errors detected by TEE,
e.g. TSM 1is trusted but TSM supplied data is missing, for

example, SP ID doesn't exist.
encrypt.

TEE MUST be able to sign and
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If TEE isn't able to sign a response, TEE should returns an error
to OTrP Agent without giving any other internal information.
OTrP Agent will be generating the response.

Type 2: OTrP Agent generated error message when TEE fails. OTrP
Agent errors will be defined in this document.

A Type 2 message has the following format.

{
"OTrPAgentError": {
"VGI’": lll.oll’
llr-idll: llll’
llt-ldll: IIII’
"errcode": "ERR_TEE_FAIL | ERR_TEE_BUSY"
}
}

Type 3: OTrP Agent itself isn't reachable or fails. A Client
Application is responsible to handle error and response TSM 1in
its own way. This is out of scope for this specification.

Basic Protocol Profile

This section describes a baseline for interoperability among the
protocol entities, mainly, the TSM and TEE.

A TEE MUST support RSA algorithms. It is optional to support ECC
algorithms. A TSM should use a RSA certificate for TSM message
signing. It may use an ECC certificate if it detects that the TEE
supports ECC.

A TSM MUST support both RSA 2048-bit algorithm and ECC P-256
algorithms. With this, a TEE and TFW certificate can be either RSA
or ECC type.

JSON signing algorithms

o RSA PKCS#1 with SHA256 signing : '"RS256"



o ECDSA with SHA256 signing : "ES256"

JSON asymmetric encryption algorithms (describes key-exchange or key-
agreement algorithm for sharing symmetric key with TEE):

0 RSA PKCS#1 : "RSA1_5"
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o ECDH using TEE ECC P-256 key and ephemeral ECC key generated by
TSM : "ECDH-ES+Al128W"

JSON symmetric encryption algorithms (describes symmetric algorithm
for encrypting body of data, using symmetric key transferred to TEE
using asymmetric encryption):

o Authenticated encryption AES 128 CBC with SHA256
{"enc":"A128CBC-HS256"}

11. Attestation Implementation Consideration

It is important to know that the state of a device is appropriate
before trusting that a device is what it says it is. The attestation
scheme for OTrP must also be able to cope with different TEEs, those
that are OTrP compliant and those that use another mechanism. 1In the
initial version, only one active TEE is assumed.

It is out of scope about how TSM and device implement the trust
hierarchy verification. However, it is helpful to understand what
each system provider should do in order to properly implement OTrP
trust hierarchy.

In this section, we provide some implementation reference
consideration.

11.1. OTrP Secure Boot Module
11.1.1. Attestation signer
It is proposed that attestation for OTrP is based on the SBM secure

boot layer, and that further attestation is not performed within the
TEE itself during security domain operations. The rationale is that



the device boot process will be defined to start with a secure boot
approach that, using eFuse, only releases attestation signing
capabilities into the SBM once a secure boot has been established.
In this way the release of the attestation signer can be considered
the first "platform configuration metric", using TCG terminology.

11.1.2. SBM Initial Requirements
R1 SBM must be possible to load securely 1into the secure boot flow

R2 SBM must allow a public / private key pair to be generated during
device manufacture

R3 The public key and certificate must be possible to store securely
from tamper
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R4 The private key must be possible to store encrypted at rest

R5 The private key must only be visible to the SBM when 1t is
decrypted

R6 The SBM must be able to read a list of root and intermediate
certificates that it can use to check certificate chains with.
The 1list must be stored such that it cannot be tampered with

R7 Possible need to allow a TEE to access its unique TEE specific
private key

11.2. TEE Loading
During boot SBM 1is required to start all of the ROOT TEEs. Before
loading them the SBM must first determine whether the code sign
signature of the TEE 1is valid. If TEE dintegrity is confirmed it may
be started. The SBM must then be able to receive the -+identity
certificate from the TEE (if that TEE 1is OTrP compliant). The
jdentity certificate and keys will need to be baked 1into the TEE
image, and therefore also covered by the code signer hash during the
manufacture process. The private key for the 1didentity certificate
must be securely protected. The private key for a TEE didentity must
never be released no matter how the public key and certificate are
released to the SBM.



Once the SBM has successfully booted a TEE and retrieved the didentity
certificate it will commit this to the platform configuration
register (PCR) set, for later use during attestation. As a minimum
the following data must be committed to the PCR for each TEE:

1. Public key and certificate for the TEE

2. TEE reference that can be used later by a TSM to identify this
TEE

11.3. Attestation Hierarchy

The attestation hierarchy and seed required for TSM protocol
operation must be built into the device at manufacture. Additional
TEEs can be added post manufacture using the scheme proposed however
it is outside of the current scope of this document to detail that.

It should be noted that the attestation scheme described 1is based on
signatures. The only encryption that takes place is with eFuse to
release the SBM signing key and later during protocol lifecycle
management interchange with the TSM.
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11.3.1. Attestation Hierarchy Establishment: Manufacture

During manufacture the following steps are required:

1. Device specific TFW key pair and certificate burnt into device,
encrypted by eFuse. This key pair will be used for signing
operations performed by SBM.

2. TEE images are loaded and include a TEE -instance specific key
pair and certificate. The key pair and certificate are included
in the image and covered by the code signing hash.

3. The process for TEE images is repeated for any subordinate TEEs

11.3.2. Attestation Hierarchy Establishment: Device Boot

During device boot the following steps are required:

1. Secure boot releases TFW private key by decrypting with eFuse



2. SBM verifies the code-signing signature of the active TEE and
places its TEE public key 1into a signing buffer, along with their
reference for later access. For non-OTrP TEE, the SBM leaves the
TEE public key field blank.

3. SBM signs the signing buffer with TFW private key

4. Each active TEE performs the same operation as SBM, building up
their own signed buffer containing subordinate TEE information.

11.3.3. Attestation Hierarchy Establishment: TSM

Before a TSM can begin operation in the marketplace it must obtain a
TSM key pair and certificate (TSMpub, TSMpriv) from a CA that is
registered in the trust store of the TEE. 1In this way, the TEE can
check the 1intermediate and root CA and verify that it trusts this TSM
to perform operations on the TEE.
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14. TIANA Considerations

The error code listed in the next section will be registered.
14.1. Error Code List

This section lists error codes that could be reported by a TA or TEE
in a device in responding a TSM request.

ERR_DEV_STATE_MISMATCH - TEE will return this error code if DSI hash
value from TSM doesn't match with that of device's current DSI.

ERR_SD_ALREADY_EXIST - This error will occur if SD to be created
already exist in the TEE.

ERR_SD_NOT_EMPTY - This 1is reported if a target SD isn't empty.

ERR_SDNAME_ALREADY_USED TEE will return this error code if new SD
name already exists in the namespace of TSM 1in the TEE.

ERR_REQUEST_INVALID - This error will occur if the TEE meets the
following conditions with a request message: (1) The request from a
TSM has an invalid message structure; mandatory information is
absent in the message. undefined member or structure is 1included.
(2) TEE fails to verify signature of the message or fails to
decrypt its contents. (3) etc.

ERR_SPCERT_INVALID - If new SP certificate for the SD to be updated
is not valid, then TEE will return this error code.
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ERR_TA_ALREADY_INSTALLED - while installing TA, TEE will return this
error if the TA already has been installed in the SD.

ERR_TA_INVALID - This error will occur when TEE meets any of
following conditions while checking validity of TA: (1) TA binary



has a format that TEE can't recognize. (2) TEE fails to decrypt the
encoding of TA binary and personalization data. (3) If SP disn't
registered with the SP SD where TA will be installed. (4) etc.

ERR_TA_NOT_FOUND - This error will occurs when target TA doesn't
exist in the SD.

ERR_TEE_BUSY - The device TEE is busy. The request should be
generally sent later to retry.

ERR_TEE_FAIL - TEE fails to respond to a TSM request. The OTrP
Agent will construct an error message in responding the TSM's
request. And also if TEE fails to process a request because of -qts
internal error, it will return this error code.

ERR_TEE_RESOURCE_FULL - This error is reported when a device
resource 1isn't available anymore such as storage space 1is full.

ERR_TEE_UNKNOWN - This error will occur 1if the receiver TEE 1is not
supposed to receive the request. That will be determined by
checking TEE name or device id in the request message.

ERR_TFW_NOT_TRUSTED - TEE may concern the underlying device firmware
is trustworthy. If TEE determines TFW is not trustworthy, then
this error will occur.

ERR_TSM_NOT_TRUSTED - Before processing a request, TEE needs to make
sure whether the sender TSM 1is trustworthy by checking the validity
of TSM certificate etc. If TEE finds TSM 1is not reliable, then it
will return this error code.

ERR_UNSUPPORTED_CRYPTO_ALG - This error will occur if TEE receives a
request message encoded with cryptographic algorithms that TEE

doesn't support.

ERR_UNSUPPORTED_MSG_VERSION - This error will occur if TEE receives
the version of message that TEE can't deal with.

15. Security Consideration
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15

.1. Cryptographic Strength

15.

The strength of the cryptographic algorithms, using the measure of
'bits of security' defined in NIST SP800-57 allowed for the OTrP
protocol 1is:

o At a minimum, 112 bits of security. The limiting factor for this
is the RSA-2048 algorithm, which is 1indicated as providing 112
bits of symmetric key strength in SP800-57. It 1is important that
RSA 1is supported in order to enhance the -interoperability of the
protocol.

o The option exists to choose algorithms providing 128 bits of
security. This requires using TEE devices that support ECC P256.

The available algorithms and key sizes specified in this document are
based on industry standards. Over time the recommended or allowed
cryptographic algorithms may change. It is important that the OTrP
protocol allows for crypto-agility.

2. Message Security

OTrP messages between the TSM and TEE are protected by message
security using IJWS and JWE. The 'Basic protocol profile' section of
this document describes the algorithms used for this. All OTrP TEE
devices and OTrP TSMs must meet the requirements of the basic
profile. In the future additional 'profiles' can be added.

PKI 1is used to ensure that the TEE will only communicate with a
trusted TSM, and to ensure that the TSM will only communicate with a
trusted TEE.

.3. TEE Attestation

15

It is important that the TSM can trust that it is talking to a
trusted TEE. This 1is achieved through attestation. The TEE has a
private key and certificate built into it at manufacture, which -s
used to sign data supplied by the TSM. This allows the TSM to verify
that the TEE 1is trusted.

It is also important that the TFW (trusted firmware) can be checked.
The TFW has a private key and certificate built into it at
manufacturer, which allows the TEE to check that that the TFW is
trusted.

The GetDeviceState message therefore allows the TSM to check that -t
trusts the TEE, and the TEE at this point will check whether -t
trusts the TFW.
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15.

4. TA Protection

TA will be delivered 1in an encrypted form. This encryption 1is an
additional layer within the message encryption described in the
'Basic protocol profile' section of this document. The TA binary 1s
encrypted for each target device with the device's TEE SP AIK public
key. A TSM may do this encryption or provides the TEE SP AIK public
key to a SP such that the SP encrypts the encrypted TA to TSM for
distribution to TEE.

The encryption algorithm can use a randomly AES 256 key '"taek" with a
16 byte random IV, and the "taek" 1dis encrypted by the "TEE SP AIK
public key". The following encrypted TA data structure 1is expected
by TEE:

"encrypted_ta_bin": {
"key": "<A 256-bit symmetric key encrypted by TEE SP AIK public
key>H,
"jv": <hex of 16 random bytes>",
"alg": "AESCBC",
"cipherdata": "<BASE64 encoded encrypted TA binary data>"
}

5. TA Personalization Data

A SP or TSM can supply personalization data for a TA to initialize
for a device. Such data is passed through InstallTA command from
TSM. The personalization data itself is (or can be) opaque to the
TSM. The data can be from the SP without being revealed to the TSM.
The data is sent 1in encrypted manner 1in a request to a device such
that only the device can decrypt. A device's TEE SP AIK public key
for a SP is used to encrypt the data.

"encrypted_ta_data": { // "TA personalization data"
"key": "<A 256-bit symmetric key encrypted by TEE SP AIK public

key>H’
"jv": "<hex of 16 random bytes>",
"alg": "AESCBC",
"cipherdata": "<BASE64 encoded encrypted TA personalization

data>"



15.

6. TA Trust Check at TEE

A TA binary is signed by a TA signer certificate. This TA signing
certificate/private key belongs to the SP, and may be self-signed
(i.e. 1t need not participate in a trust hierarchy). It is the
responsibility of the TSM to only allow verified TAs from trusted SPs

Pei, et al. Expires July 18, 2018 [Page 82]

Internet-Draft OTrP January 2018

15.

15.

15.

into the system. Delivery of that TA to the TEE is then the
responsibility of the TEE, using the security mechanisms provided by
the OTrP protocol.

We allow a way for application to check trustworthy of a TA. OTrP
Agent will have a function to allow an application query the metadata
of a TA.

An application in the Rich 0/S may perform verification of the TA by
verifying the signature of the TA. The
OTRPService.getTAInformation() function is available to return TEE
supplied TA signer and TSM signer information to the application. An
application can do additional trust check on the certificate returned
for this TA. It may trust TSM, or require additional SP signer trust
chaining.

7. One TA Multiple SP Case

A TA for different SP must have different identifier. A TA will be
installed in different SD for the respective SP.

8. OTrP Agent Trust Model

An OTrP Agent could be malware 1in the vulnerable Android 0S. A
Client Application will connect its TSM provider for required TA
installation. It gets command messages from TSM, and passes the
message to the OTrP Agent.

The OTrP protocol is a conduit for enabling the TSM to communicate
with the device's TEE to manage SDs and TAs. All TSM messages are
signed and sensitive data is encrypted such that the OTrP Agent
cannot modify or capture sensitive data.

9. OCSP Stapling Data for TSM Signed Messages



The GetDeviceStateRequest message from TSM to TEE shall include OCSP
stapling data for the TSM's signer certificate and that for
intermediate CA certificates up to the root certificate so that the
TEE side can verify the signer certificate's revocation status.

Certificate revocation status check on a TA signer certificate is
optional by a TEE. A TSM 1is generally expected to do proper TA
application vetting and its SP signer trust validation. A TEE will
trust a TA signer certificate's validation status done by a TSM when
it trusts the TSM.
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15.10. Data Protection at TSM and TEE

The TEE -implementation provides protection of data on the device. It
is the responsibility of the TSM to protect data on 1its servers.

15.11. Privacy Consideration

Devices are issued with a unique TEE certificate to attest a device
validity. This uniqueness also creates a privacy and tracking risk
that must be mitigated.

The TEE will only release the TEE certificate to a trusted TSM (it
must verify the TSM certificate before proceeding). The OTrP
protocol is designed such that only the TSM can obtain the TEE device
certificate and firmware certificate - the GetDeviceState message
requires signature checks to validate the TSM 1is trusted, and then
delivers the device's certificate(s) encrypted such that only that
TSM may decrypt the response. A Client Application will never see
device certificate.

A SP specific TEE SP AIK (TEE SP Anonymous Key) is generated by the
protocol for Client Applications. This provides a way for the Client
Application to validate data sent from the TEE without requiring the
TEE device certificate to be released to the client device rich 0/S ,
and to optionally allow an SP to encrypt a TA for a target device
without the SP needing to be supplied the TEE device certificate.

15.12. Threat Mitigation



A rogue application may perform excessive TA loading. OTrP Agent
implementation should protect against excessive calls.

Rogue applications may request excessive SD creation request. The
TSM s responsible to ensure this 1is properly guarded against.

Rogue OTrP Agent could replay or send TSM messages out of
sequence:e.g. TSM sends updatel and update2. OTrP Agent replays
update2 and updatel again, create unexpected result that client
wants. '"dsihash" 1is used to mitigate this. The TEE MUST make sure
it stores DSI state and checks DSI state matches before it does
another update.

Concurrent calls from TSM to TEE should be handled properly by a TEE.
It is up to the device to manage concurrency to the TEE. If multiple
concurrent TSM operations take place these could fail due "dsihash"
being modified by another concurrent operation. If locking is
implemented on the client, this must be done in such a way that one
application cannot lock other applications from using the TEE, except
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for a short term duration of the TSM operation taking place. For
example, an OTrP operation that starts but never completes (e.g. loss
of connectivity) must not prevent subsequent OTrP messages from being
executed.

13. Compromised CA

15.

If a root CA for TSM certificates is found compromised, some TEE
trust anchor update mechanism should be devised. A compromised
intermediate CA 1is covered by OCSP stapling and OCSP validation check
in the protocol. A TEE should validate certificate revocation about
a TSM certificate chain.

If the root CA of some TEE device certificates is compromised, these
devices might be rejected by TSM, which is a decision of TSM
implementation and policy choice. Any intermediate CA for TEE device
certificates should be validated by TSM with common CRL or OCSP
method.

14. Compromised TSM




The TEE should use validation of the supplied TSM certificates and
OCSP stapled data to validate that the TSM is trustworthy.

Since PKI 1is used, the integrity of the clock within the TEE
determines the ability of the TEE to reject an expired TSM
certificate, or revoked TSM certificate. Since OCSP stapling
includes signature generation time, certificate validity dates are
compared to the current time.

15.15. Certificate Renewal

TFW and TEE device certificates are expected to be long lived, longer
than the lifetime of a device. A TSM certificate usually has a
moderate lifetime of 2 to 5 years. TSM should get renewed or rekeyed
certificates.The root CA certificates for TSM, which is embedded -into
the trust anchor store in a device, should have long lifetime that
don't require device trust anchor update. On the other hand, it is
imperative that OEM or device providers plan for support of trust
anchor update in their shipped devices.
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Appendix A. Sample Messages

A.1l. Sample Security Domain Management Messages
A.1.1. Sample GetDeviceState

A.1.1.1. Sample GetDeviceStateRequest

TSM builds a "GetDeviceStateTBSRequest" message.

{
"GetDeviceStateTBSRequest": {
llverll: Ill.oll,
"rid": "8C6F9DBB-FC39-435c-BC89-4D3614DA2F0OB",
"tid": "4F454A7F-002D-4157-884E-BODD1AOGASAE",
"ocspdat": "c2FtcGx1IG9]jc3BkYXQgQjYOIGVuUY29kZWQgQVNOMQ=="",
"jcaocspdat": "c2FtcGxLIGLljYW9jc3BkYXQgQjYOIGVuUY29kZWQgQVNOMQ=="",
"supportedsigalgs": "RS256"
¥
}
Pei, et al. Expires July 18, 2018 [Page 86]
Internet-Draft OTrP January 2018
TSM signs "GetDeviceStateTBSRequest", creating
"GetDeviceStateRequest"
{

"GetDeviceStateRequest": {
"payload":"
ewoJIkd1dER1dmM1jZVNOYXR1IVEITUMVXxdWVZzdCI6IHsKCQkidmVyIjogIjEuMCIsCgkl


https://www.rfc-editor.org/info/rfc7517
https://www.rfc-editor.org/info/rfc7517
https://datatracker.ietf.org/doc/pdf/rfc7518
https://www.rfc-editor.org/info/rfc7518
https://www.rfc-editor.org/info/rfc7518

InJpZCI6IHs4QzZGOURCQi11GQzM5LTQzNWMtQkM40SOORDM2MTREQTIGMEJ9LA0JCSIO
aWQi0iAiezRGNDUOQTAGLTAWMKQtNDE1NYy©®40DRFLUIWREQxQTA2QThBRX01LA0JCSIv
Y3NwZGFOIjogImMyRnRjR3hsSUc5amMzQmtZWFFnNUWpZMETHVNVZMj lrWldRZ1FWTKON
UTO9IiwKCQkiaWNhb2NzcGRhdCI6ICIjMkZOYOd4bETHbGpZVZz1lqYzNCallYUWdRalkw
SUdWdVkyOWtaV1FnUVZOTO1RPTOi1LA0JICSIzdXBwb3J0ZWRzaWdhbGdzIjogI1ITMjU2
IgoJfQp9",
"protected": "eyJhbGciOiJSUzI1NiJ9",
"header": {
"x5c": ["ZXhhbXBsZSBBU®4XxIHNpZ251ciBjzZXJ0aWZpY2FOZQ==",
"ZXhhbXBsZSBBUO4XIENBIGNLlcnRpZmljYXR1"]
by
"signature":"c2FtcGxLIHNpZ25hdHVyZQ"
}
+

A.1.1.2. Sample GetDeviceStateResponse
TSM sends "GetDeviceStateRequest" to OTrP Agent

OTrP Agent obtains "dsi" from each TEE. (in this example there 1is a
single TEE).

TEE obtains signed "fwdata" from firmware

TEE builds "dsi" - summarizing device state of TEE
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{
"dsq": {
"tfwdata": {
"tbs": "ezRGNDUOQTAGLTAWMKQtNDE1Ny®40DRFLUIWREQXxQTA2QThBRXO=",
"cert": "ZXhhbXBsZSBGVyBjZXJ0aWZpY2F0ZQ==",
"sigalg": "RS256",
"sig": "c2FtcGXx1IEZXIHNpZ25hdHVyZQ=="

3,

"tee": {
"name": "Primary TEE",
"Ver": lll.Oll,

"cert": "c2FtcGxLIFRFRSBjZXJ0aWZpY2F0zQ=="",

"cacert": [
"c2FtcGXLIENBIGNlcnRpZmljYXR1IDE=",
"c2FtcGXLIENBIGNlcnRpZmljYXR1IDI="

1,
"sdlist": {
"Cnt”: Illll s
"Sd”: [
{
"name": "default.acmebank.com",
"spid": "acmebank.com",
"talist": [
{
"taid": "acmebank.secure.banking",
"taname": "Acme secure banking app"
b
{
"taid": "acmebank.loyalty.rewards",
"taname": "Acme loyalty rewards app"
b
]
}
]
s
"teeaiklist": [
{
"spaik": "c2FtcGxLIEFTTJjEgZW5]jb2R1ZCBQSONTMSBwdWIsaWNrzXk="",
"spaiktype": "RSA",
"spid": "acmebank.com"
}
]
}

TEE encrypts "dsi", and embeds 1into "GetDeviceTEEStateTBSResponse"
message



Pei, et al. Expires July 18, 2018 [Page 88]

Internet-Draft OTrP January 2018
{
"GetDeviceTEEStateTBSResponse": {
Ilver—ll: "1.0",
"status": "pass",

"rid": "{8C6F9DBB-FC39-435c-BC89-4D3614DA2F0OB}",
"tid": "{4F454ATF-002D-4157-884E-BODD1AO6ASAE}",
"signerreq":"false",
"edsi": {
"protected": "eyJlbmMiOiJBMTI4Q0JDLUhRTMjU2INnGK",
"recipients": [
{
"header": {
"alg": "RSA1_5"

b

"encrypted_key":

n
QUVTMTI4IChDRUspIGtleSwgZW5jcnlwdGVkIHdpdGggVFNNIFJITQSBwdWIsaWMg
a2V5LCB1c21luzZyBSUOEXxXzUgcGFkZGluzZw"

}
1,
"jv": "ySGmfZ69YLcEilNr5_SGbA",
"ciphertext":
n
C2FtcGXxLIGRzaSBkYXRhIGVuUY3JI5cHR1ZCB3aXRoIEFFUzEYOCBrZXkgZnJvbSByZW
NpcGllbnRzLmVuY33J5cHR1ZF9rzXk",
"tag": "c2FtcGx1lIGF1dGhlbnRpY2FO0aWOuIHRhZw"

TEE signs "GetDeviceTEEStateTBSResponse" and returns to OTrP Agent.
OTrP Agent encodes "GetDeviceTEEStateResponse" into an array to form
"GetDeviceStateResponse"
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{

"GetDeviceStateResponse": [

{

"GetDeviceTEEStateResponse": {

"payload":

n@lIZHBkR2dNVkZOTk1GSTRRUOI3ZZFAKc2FXTWCKICAgICAg
ICBhMLY1TENCMWMybHVaeUJTVTBFeFh6VWdjROZrWkdsdVp3IgogICAgICAgIHOK
ICAgICAgXSWKICAgICAgIml2IjogInlTR21mW]Y5WWxJRWLsTNI1X1INHYKEiLAog
ICAgICAiY21lwaGVydGV4dCI6CiAgICAgICIKICAgICAgYzIGAGNHeGXxJR1I6YVNC
allYUmhJR1ZIWTNKNWNIUmxaQO@IzYVhSbO1FRkZVekV5TONCclpYa2dabkp2Y1INC
eVpXCiAgICAgIESwYQOdsbGIuUnpMbVZIWTNKNWNIUmxaRj lyWlhrIiwKICAgICAg
INRhZyI6ICIjMkZOYOd4bETHRFkR2hsYm5ScFkyRjBhVz11SUhSaFp3IgogICAg
fQogIHOKTQ",

"protected": "eyJhbGciOiJSUzI1INiJ9",

"signature": "c2FtcGx1IHNpZ25hdHVyZQ"

TEE returns "GetDeviceStateResponse" back to OTrP Agent, which
returns message back to TSM.

A.1.2.

A.l1.2.1.

Sample CreateSD

Sample CreateSDRequest
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{
"CreateSDTBSRequest": {

Ilverll . "1.0" s

Ilr--idll . llreq_Olll s

"tid":"tran-01",

"tee":"SecuriTEE",

"nextdsi":"false",

"dsihash":"Iu-cO-fGrpMmzbbtiWI1U8u7wMIE7IK8wkIpsVuf2js",

"content": {
"spid":"bank.com",
"sdname'":'"sd.bank.com",
"spcert":"MIIDFjCCANn-
gAWIBAgIJAIKkOTat0tquDMAGGCSqGSIb3DQEBBQUAMGWXCzAJIBgNVBAYTAKktSMQ4wD
AYDVQQIDAVTZW91bDESMBAGA1UEBwWwIR3Vybylkb25nMRAwWDgYDVQQKDAdTb2xhY21
hMRAwDgYDVQQLDAdTb2xhY21ThMRUWEWYDVQQDDAXTb2xhLWNpYS5jb20wHhcNMTUwWN
zZAyMDg1MTU3WhcNMjAwNjMwMDg1MTU3W]jBsMQswCQYDVQQGEwILUj EOMAWGA1UECAw
FU2VvdWwxEjAQBgNVBAcMCUd1cm8tZGOuZzEQMA4GAIUECgwHU29sYWNpYTEQMA4GA
1UECwwHU29sYWNpYTEVMBMGA1UEAWWMU29sYS1jaWEuUY29tMIGfMAOGCSqGSIb3DQE
BAQUAA4GNADCBiQKBgQDYWLrFf20FMEciwSYsyhalLY4kslaWcXAOhCWIRaFzt5mU-
1pSJ4jeu92inBbsXcI8PfRbaItsgWlTD1Wg4gQH4MX_YtaBoOepE--
3J0ZZyPyCWS3AaLYWrDmqFXdbza01i18GxB7zz0gWw55bZ9jyzc15gQzWSgMRpx_dca
d2SP2wIDAQAB0o4G_MIG8MIGGBgNVHSMEfzB90oXCkbjBsMQswCQYDVQQGEwILUjEOMA
WGA1UECAwWFU2VvdWwxEjAQBgNVBAcCMCUd1cm8tZG9uZzEQMA4GA1UECgwWHU29sYWNp
YTEQMA4GA1UECwwHU29sYWNpYTEVMBMGALUEAwWwWMU29sYS1jaWEuY29tggkAiTRNQg3
S2q4MwCQYDVROTBAIWADAOBgNVHQ8BAfS8EBAMCBsAwFgYDVROTAQH_BAwwCgYIKwYB
BQUHAWMWDQY JKoZIhvcNAQEFBQADgYEAEFMhRWEQ-
LDa907P1NOmMcLORpo6fW3QuIfuXbRQRQGoXddXMKazI4VjbGaXhey7Bzvk6TZYDa-
GRi1Zby1347UPaDQR3U1iDzVvXwCOU6S5yUhNIsW_BeMViYj41lssX281iPpNwLUCVmM1QV
THILI6afLCRWXXclclL5KGY2900wIdQ",



}

"tsmid":"tsm_x.acme.com",
"did":"zAHkbO-SQh9U_OT8mR5dB-tygcqpUJ9_x07pIiw8WoM"
}
}

Here is a sample message after the content 1is encrypted and encoded

"CreateSDRequest": {

"payload":"
eyJDcmVhdGVTRFRCU1J1cXV1c3QiOnsidmVyIjoiMS4wIiwicmlkIjoicmVXLTAXxIiwidG
1kIjoidHIhbiOWMSISINR1ZSI6IINL1Y3VyaVRFRSIsIm51leHRkc2ki0iImYWxzZSIsImRz
aWhhc2gi0iIyMmVmOWNKM2U3YzZhZTkzMjZjZGI2ZWQ40TYyMzU1IM2NiYmIjMGMyNDR1Yz
gyYmNjMjQyNj LiMTViOWZKYTNi IiwiY29udGVudCI6eyIwcm90ZWNOZWQ107 ILLUtBbkdW
dVktSOFUVHIpZOp4QklUSTRRMEpPETFVOVE1QVTIObONKZ LE1LCIYyZWNpcGllbnRzIjpbey
JOZWFKZXIiOnsiYWxnIjoiUINBMV81InOsImVuY3JI5cHR1ZF9rZXki0iJTUZE2NT14Q2FJ
c1dUeUlsVTZPLUVsZzU4UUhvT1pCekxVRGptVGOvanBaWE54TVpBakRMcWtaSTdEUzhOVG
FIWHcxczFvZjgydVhsMOd6NTVWMkRoZDI3R216Y2VEdGtXc1RwZDg4QVYwaWpEYTNXa31lk
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]
XzZ6S0s3UFktVnVmYUoOZ2dHZm1pOHEWMMORZ1VEZTB2Vm1FWDcOc2VQX2RxakVpZVVOYm
XBZE9sS2dBW1FGdEs4dy1xVUMzSzVGTjRoUG9yeDc2b31PVUpOQTVFZVV2Qy1jR2tMcTNQ
UG1GRmQyaUtOTELCTEJzVW16c1h3RERVZVA5SmktWGt5ZEQtREN1ISHdpcno®OEdNNWVLS]
Q5WVdqRUtFQko2TOINNUNMZHZ4cDNmVG1uUTdfTXcwZ3FZVDRi0UJISNBfWjA3TTctNUpE
emgOczhyU3dsQzFXU3V2RmhRW1JICcXJtX2RaULRIbOVaZzldXc1lVCSWVNWWAxNG1zb0JqT]
NXSzhnRWYwWZGI5a3Z6UGIOLYmpIRYy1OUUE2R211X3pHaFVfLXFBV11lLemVKMDZ6djRIW1BO
dHktQXRYyTGFOWGhtUTdOQlVrX0hvbjdOUWxhU1lglZHVNVmMN4bGs1ZHVrWFZNMDgxa09wYV
kzbD1liQVFfYVhTMOFNaFFTTVVsT3dnTDZJazFPYVpaTGFMLUE3ej lITnlESMFEWTVhakZK
TWFDV11f0G94Y1INoQUKENXA2MMNUTOXxzVOANWWNKTLBGVTZpcWIMR190c3IfNINKMURhbD
VtQOYycnBILUItMlhuckxZR01ZSONEZ2V2dGFnbi1DVUV6RURWR30zQ2VLcWdQUOVqd3BK



NOM3NXduYT1CSmtTUkpOdDN1la3hoWElrcnNEazRHVVpMSDAQYzFYZHARTXhxdWpzNmxJSV
EycjMINWEtVkotWHdPcFpfY3RPAWI6LTA4WHAYQ3RKTELiSFFVTG40R]j IMRTRtanUOdUXS
bjNSc043WWZ1S3dCVmMVEZDI6R3NBYOs5SV1Da3h0aDk3dD1luYW1iMDZgSXVoWXF5QkhWRU
9nTkhicilrMDY1bWOOVk51VVUyMm50dVNKSOZXVNIXTOAKNGV fNXkzYKNwWTmxTeEFPV1Bn
RnJzUOF1c2J3J0Ww4eVItVTAwenJYdGc40Wt5Sj LCcXN2eXAIRE8WX2FtS1JyMXB1MVIVWF
1FZzB2ampKS1FSdDVZbXRUNFJzaWpqdGRDWDg3UUxJauldSYOhDd1JzUzZSADIESmNYR1ht
UGQycOZmNUZyNnInMkFzX3BmUHN3cnF1WLAXxbVFLc3RPMFVKTXpgMT Llyb2N1INHVXVX1THUD
TWWU54cHVNWVANSjRYb1dRe LJtWGNTUEJ4VEtnenFPS2s3UNRzZWWVMNXT14LVM4NjVOCHVZ
dTAGbXpzYUJIRZ210d1ZFVXBRAWNrcGLYWKNLNHTIUXktaHNFQULISmVxdFB3dVAYySXFOX2
I5d1koObzExeXdzeXhzdmp2RNNKNOVVZU1MaGE2R2dSanBSbnUSRWIZRN1JZOUSMOVVNEEwW
TOTUMWLOSGNRYWcOeWt0c3dPdkxQbjZIZ21zQ05ES1gwekc2RTFDMTZRdjBSQ25SVTdfV2
VvblhSTUZwUZzZRZ13J7Sk45R1INMckN5bk1ISWxUcDBXxNHBaS05zM0tqQ2tMUzJIrb3Bhd2Y0
WF9BU11lmTko3a0s5eW5BROACcktnUWINRWVXUEFmMMDBKM1YtVXpuU1IMZmQ4SGs3Y2JEdk
5RQLhHQW9BROViaGRWVUCORXFWM1VyQko3dEtyUUVSR1Th4RTVsOFNHY2czQ1lRmN2Zoazdx
VEFBV]jVSWEFNOUtOUDF1c1ZRZk1fU1BleHFNTGOWQVVKV2syQkFE6WFOUSEhkVVhaSVBIOG
hLeDctdEFRVOATWUdOR2FmanZJZzI2c082Tz1loQWZVd3BpSV90MzF6SkZORDUOOTZURHBZ
QmNNd2dMLU1UcVhCRUJ2NEhvQ1ld5SG1DVjVFMUwiLCIOYWci0iJkbX1EeWZIVINJU1i1lRen
ExOEgybFRIeEMxb19HZEtrdnZNMDJIUcHdsYzQwIn19fQ",
"protected":"e-KAnGFsZ-KAnTrigIxSUzI1NuKAnXoQ", / /RSAwithSHA256
"header": {
"kid":"e9bc097a-ce51-4036-9562-d2ade882dbod",

lls-igner-ll . n

MIIC3zCCAkigAwIBAgIJAJf2fFKkE1BYOMAOGCSqGSIb3DQEBBQUAMFoxCzAJBgNVBA

YTATVTMRMWEQYDVQQIDApDYWxpZm9ybmlhMRMWEQYDVQQHDApPDYWXpZm9ybmlhMSEw

HwYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGQwWHhcNMTUwWNzAYyMDkwMTE4Wh

cNMjAwNjMwMDkwMTE4WjBaMQswCQYDVQQGEwIVUzETMBEGALUECAWKQ2FsaWZvcm5p
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YTETMBEGA1UEBwWwWKQ2FsaWZvcm5pYTEhMB8GALUECgwYSW50ZXJuzZXQgV21kZ210cy
BQdHkgTHRKMIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBi1QKBgQC8ZtxM1bYickpgSVG-
meHINI3f_chlMBdL817daOEztSs_a6GLgmvSu-
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCNn1j8XxFKPq7qGixdwGUAGb_ZI3
c4cZ8eu73VMNrrn_z3WTZLEx1pTIOXVj-
ivhfJ4a6T20EtMM5qwIDAQAB04GsSMIGPpMHQGALIUdIWRtMGUhXgRcMFoxCzAJBgNVBA
YTALVTMRMwEQYDVQQIDApDYWxpZm9ybm lhMRMwWEQYDVQQHDApPDYWXxpZm9ybm lhMSEw
HwYDVQQKDBhJIbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGSCCQCX9nxZBNQWDjAIBgNVHR
MEAjAAMA4GA1UdDwEB_wQEAwIGwWDAWBgNVHSUBAfS8EDDAKBggrBgEFBQcDAZzANBgkq
hkiGO9wOBAQUFAAOBgQAGkz9QpoxghZUWT4ivem4cIckfxzTBBiPHC]jrrjB2X8Ktn8G
SZ1MdyIZV8fwdEmD9OIVtMHgtzK-
9wo6AiTbj_rVIpxGb7trP82uzc2X8VwYnQbuqQyzofQvcwZHLYplvi95pZ5fVrIvnYA
UBFyfrdT5GjqL1lngH3a_Y3QPscuCjg"

I
"signature":"nuQUsCTEBLeaRzuwd7qliPIYEJ2eJfur05sT5Y-



NO@3zFRcv1jvrgMHtx_pwOY9YWjmpoWfpfelhwGEko9SgeeBnznmkZbp7kjS6MmX4CKz
90Ape3-VI7yL9YpOWNdRh3425eYfuapCy31lcXF1n5IBAUNU_0zUg3RWxcU_yGnFsw"
}
}

A.1.2.2. Sample CreateSDResponse

{
"CreateSDTBSResponse": {
Ilverll : Ill.OII s
"status'":"pass",
"rid":"req—Ol",
"tid":"tran-01",
"content":{
"did":"zAHkbO-SQh9U_OT8mR5dB-tygcqpUJ9_x07pIiw8WoM",
"sdname":"sd.bank.com",
"teespaik":"AQABjY9KiwH3hkMmSAANG6CLX0ot525U85WNTWKAQz5TOdfe_CM8h-
X6_EHX1gO0XoyRXaBiKMgWbOYZLCABTwlytdXy2kWa525imRho8Vqn6HDGsIDZPDru9
GnZR8pZX5ge_dWXB_uljMvDttc5iAWEI8ZgcpLGtBTGLZNQoQbjtnl11lIE",
}
}
}
Here 1is the response message after the content is encrypted and
encoded.
{
"CreateSDResponse": {
Ilpayloadll . n
eyJDcmVhdGVTRFRCU1J1c3BvbnN1Ijp7InZ1lciI6IjEUMCISINNOYXR1cyI6InBhc3Mi
LCIyaWQi0iJyZXEtMDEiLCJ0aWQi0iJOcmFULTAXIiwiY29udGVudCI6eyJwcm9OZWNO
ZWQi0iJ1LUtBbkdWdVktSOFUVHIpZOp4QklUSTRRMEPETFVOVE1qVTIObONKZ1EiLCIy
ZWNpcGllbnRzIjpbeyJoZWFkZXIi0nsiYWxnIjoiUINBMV81InOsImVuY3JI5cHRLZF9r
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ZXki01JOXOI4R3pldULfN2hwdOwwTFpHSTkxVWVBbmxJRkJIfcndmZUlyZERrWnFGakls
VVhjd1lI0XzhhOGhyeFI4SXR3aEtFZnVfRWVLRDBQbOdqQ2pCSHcxdG1ULUNG6eWhsbW5v
STk3LX1TIWnZzRkRpc2VNTkdOeGEOOGZIYUs2VWx5NUZMYXBCZVc5T1I5bmktOU9GQV9]
aFVuWW13b2Q4ZTJIFa0VpdOJEZ1EZzMkOi1fVOSIml2IjoiQXhZOERDAERhR2xzYkdsamIz
Um9aUSIsImNpcGhlcnR1eHQi01iJsalh6Wk5JTmR1WjFaMXJHVELkTjBiVUp1lRDRVV2xT
QVptLWd6YNJINFVDYy1ljMEFQenMtMWdWSFk4NTRUR3VMYkdyRmVHcDFgM2FsbllacWzZp
ZnE4aEt3Ty1l6RF1BN2tmVFhBZHp6czM4em9xeG4zbHoyM2wl1RUTGUWhrOHBRWTRYTHRW
M3ZBQWINYNn1rQ1Q3VS1CWDdWcjBacVNhYWZTQVZ40FBLQ1RIU3hHN3hHVKkoONkxxRzJS



RE54WXQ4RC1SQ31ZU1i1zRTMOMUFKZ1dEc2FLaGRRbzIXcjNVN1hTOWFqaXJtWjdqT1lJ4
cVRodHIBRWLIY1ctOEIMdVFHWEZ1YUhLMTZrenJKUGLl4dOVXbzJ4cmw4cmkwc3ZRcHpl
Z2M3MEt2ZOIONUVaNHZiNXROY1lUya25hN185QU1Wcm4wLUJaQ1lBnb28OMWLFblhuNVIn
TXY2c2V2Y1IPQ2xHMnpWSjFoRkVLYjk2akEiLCIOYWciOiIzOTZISTk4Uk1NQnROeD1lo
ZUtsODR0aVZLdO1ISzIOUEt2Z1RGYzFrbEJzIn19fQ",

"protected": "e-KANGFsZ-KAnTrigJIxSUzI1NuKAnXo",

"header": {
"kid":"e9bc097a-ce51-4036-9562-d2ade882dbod",
"signer":"

s

MIIC3zCCAkigAwIBAgIJAJf2fFKkE1BYOMAOGCSqGSIb3DQEBBQUAMFoxCzAJ
BgNVBAYTATVTMRMWEQYDVQQIDAPDYWxpZm9ybmlhMRMWEQYDVQQHDApPDYWxp
Zm9ybmlhMSEwHwWYDVQQKDBhJIbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGQwHhcN
MTUwWNzAyMDkwMTE4WhcNMjAwNjMwMDkwMTE4WjBaMQswCQYDVQQGEwWIVUZET
MBEGA1UECAWKQ2FsaWZvcm5pYTETMBEGA1IUEBwWwWKQ2FsaWZvcm5pYTEhMB8G
ALUECgwYSW50ZXJuzXQgV21kz210cyBQdHkgTHRKMIGTfMAOGCSqGSIb3DQEB
AQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG-
meHINI3f_chlMBdL817da0OEztSs_a6GLgmvSu-
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCn1j8xFKPq7qGixdwGUA
6b_7I13c4cZ8eu73VMNrrn_z3WTZ1ExLpT9OXVj-
ivhfJ4a6T20EtMM5qwIDAQAB04GsMIGPpMHQGA1IUdIWRtMGUhXgRCcMFoxCzAJ
BgNVBAYTALVTMRMWEQYDVQQIDApDYWxpZm9ybmlhMRMwEQYDVQQHDAPDYWxp
Zm9ybmlhMSEwHWYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGSCCQCX
9nxZBNQWDjAJBgNVHRMEAjAAMA4GA1UdDWEB_wQEAwWIGWDAWBgNVHSUBATSE
DDAKBggrBgEFBQcDAZANBgkghkiGOWOBAQUFAAOBEQAGKZz9QpoxghZUWT 41 v
em4cIckfxzTBBiPHCjrrjB2X8Ktn8GSZ1MdyIZV8fwdEmD9OIvtMHgtzK-
9wo6Aibj_rVIpxGb7trP82uzc2X8VwYnQbugqQyzofQvcwZHLYplvi95pZ5fV
rIvnYAUBFyfrdT5GjqLlngH3a_Y3QPscuCjg"

"signature":"jnJtaBOVvFFwrE-qKOR3Pu9pf2gNoIls67GgPCTqOU-
qrz97svKpuh32WgCP2MWCoQPEswsSEX-nxhIx_siTe4zIPO1nBYn-
R7b25rQaF8708uAOONBN5Y12Jk3lalbs—
hGE32aRZDhrVoyEdSVIFrT6AQqD20bIAZGgTR-zA-900"

A.1.3. Sample UpdateSD
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A.1.3.1. Sample UpdateSDRequest



{

"UpdateSDTBSRequest": {
Ilverll: Ill.Gll’
"rid": "1222DA7D-8993-41A4-AC02-8A2807B31A3A",
"tid": "4F454A7F-002D-4157-884E-BODD1AOGASAE",
"tee": "Primary TEE ABC",
"nextdsi": "false",
"dsihash":

IsOvwpzDk80nw4bCrsKTJIsONwrbDrcKIYjVTw4vCu80Aw4JEw6zCgsK8w4ICacKxW8KT
w507",
"content": { // NEEDS to BE ENCRYPTED

"tsmid": "4idl.tsmxyz.com",
"spid": "com.acmebank.spidl",
"sdname": "com.acmebank.sdnamel",
"changes": {
"newsdname": '"com.acmebank.sdname2",
"newspid": "com.acquirer.spidl",
"spcert":
"MIIDFjCCANn-

gAwIBAgIJAIKkOTatOtquDMAOGCSqGSIb3DQEBBQUAMGWXCzAJIBgNVBAYTAKtSMQ4
wDAYDVQQIDAVTZW91bDESMBAGA1UEBwWwWIR3Vyby1lkb25nMRAWDgYDVQQKDAdTb2x
hY21ThMRAwDgYDVQQLDAdTb2xhY2 ThMRUWEWYDVQQDDAXTb2xhLWNpYS5jb20wHhc
NMTUwNzAyMDg1MTU3WhcNMjAwNjMwMDg1MTU3W]jBsMQswCQYDVQQGEwJLUjEOMAw
GALUECAwFU2VvdWwxEjAQBgNVBACMCUd1cm8tZGOuZzEQMA4GA1UECgwHU29sYWN
PYTEQMA4GA1UECwwHU29sYWNpYTEVMBMGA1IUEAwWWMU29sYS1jaWEUY29tMIGTMAO
GCSqGSIb3DQEBAQUAA4GNADCB1QKBgQDYWLrFf20FMEciwSYsyhalY4kslaWcXAQ
hCWJRaFzt5mU-
1pSJ4jeu92inBbsXcI8PfRbaItsgWlTD1Wg4gQH4MX_YtaBoOepE-—
3J0ZZyPyCWS3AaLYWrDmqFXdbza01i8GxB7zz0gWw55bZ9jyzc15gQzWSgMRpx_d
cad2SP2wIDAQAB04G_MIG8MIGGBgNVHSMEfzB90oXCkbjBsMQswCQYDVQQGEwILU]
EOMAWGA1UECAwWFU2VvdWwxEjAQBgNVBACMCUd1cm8tZGOuZzEQMA4GA1UECgwHU2
9sYWNpYTEQMA4GA1UECwWwHU29sYWNpYTEVMBMGA1IUEAWWMU29sYS1jaWEuY29tgg
kAiTRNg3S2q4MwCQYDVROTBAIWADAOBgNVHQ8BAf8EBAMCBsAwFgYDVROTAQH_BA
wwCgYIKwYBBQUHAWMWDQY JKoZIhvcNAQEFBQADgYEAEFMhRWEQ-
LDa907P1NOmMcLORpo6fW3QuIfuXbRQRQGoXddXMKazI4VjbGaXhey7Bzvk6TZYDa
GRi1Zby1347UPaDQR3UiDzVvXwCOU6S5yUhNIsW_BeMViYj41lssX28iPpNwLUCVm1
QVTHILI6afLCRWXXclclL5KGY2900wIdQ",

"renewteespaik": "0"
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A.1.3.2. Sample UpdateSDResponse

{
"UpdateSDTBSResponse": {

Ilver—ll: Ill.Oll’

"status": "pass",

"rid": "1222DA7D-8993-41A4-AC02-8A2807B31A3A",

"tid": "4F454A7F-002D-4157-884E-BODD1AOGASAE",

"content": {
"did": "MTZENTE5Qzc0QzkONkUxMzYXNzkONjY4NTc30TY4NTI=",
"teespaik":
"AQAB]jY9KiwH3hkMmSAAN6CLX0ot525U85WNTWKAQz5TOd fe_CM8h-
X6_EHX1g0XoyRXaBiKMgWbOYZLCABTwlytdXy2kWa525imRho8Vgn6HDGsIDZPDru9
GnZR8pzZX5ge_dWXB_uljMvDttc5i1AWEI8ZgcpLGtBTGLZnQoQbjtn1lIE",
"teespaiktype'": "RSA"

A.1.4. Sample DeleteSD
A.1.4.1. Sample DeleteSDRequest

TSM builds message - including data to be encrypted.

{
"DeleteSDTBSRequest": {
Ilverll: lll.oll,
"rid": "{712551F5-DFB3-43f0-9A63-663440B91D49}",
"tid": "{4F454ATF-002D-4157-884E-BODD1AOGASAE}",
"tee": "Primary TEE",
"nextdsi": "false",
"dsihash": "AAECAWQFBgcICQoLDAOODWABAgMEBQYHCAKKCwwNDg8=",
"content": ENCRYPTED {
"tsmid": "tsml.com",
"sdname": "default.acmebank.com",
"deleteta": "1"
}
}
+

TSM encrypts the "content".
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{
"DeleteSDTBSRequest": {

Ilverll: Ill.Oll’
"rid": "{712551F5-DFB3-43f0-9A63-663440B91D49}",
"tid": "{4F454A7TF-002D-4157-884E-BODD1AO6ASAE}",
"tee": "Primary TEE",
"nextdsi": "false",
"dsihash": "AAECAwQFBgcICQoLDAOODwABAgMEBQYHCAKKCwwNDg8="",
"content": {
"protected": "eyJlbmMiOiJBMTI4Q0JDLUhTMjU2INn0O",
"recipients": [
{
"header": {
lla'l_gll . IIRSAl_SII
I
"encrypted_key":
QUVTMTI4IChDRUspIGtleSwgZW5jcnlwdGVkIHdpdGggVFNNIFITQSBwdWIsaWMga?2
V5LCB1c21luZyBSUOEXxXzUgcGFkZGluzZw"
+

1,

"jv": "rWO5DVmQX9ogelMLBIogIA",

"ciphertext":

n
c2FtcGx1IGRzaSBKYXRhIGVuUY3J5cHR1ZCB3aXRoIEFFUzEYOCBrZXkgZnJvbSByZWNp
cGLllbnRzLmVuY3J5cHR1ZF9rzZXk",

"tag": "c2FtcGx1IGF1dGhlbnRpY2F0aWOuIHRhZw"

}

TSM signs "DeleteSDTBSRequest" to form "DeleteSDRequest"
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{
"DeleteSDRequest": {
"payload":"
ewoJIKR1bGVOZVNEVEITUmVxdWVzdCI6IHsKCQkidmVyIjogIjEuMCIsCgkJIndp
ZCIGICITNZEYNTUXRjUtREZCMyOOM2YWLT1IBNjMtN]YzNDQwWQjkxRDQ5fSIsCgkJ
INRpZCIGICI7NEYONTRBNOYtMDAYRCOOMTU3LTg4NEUtQ]jBERDFBMDZBOEFFfSIs",
"protected":"eyJhbGci0iJSUzI1INiJ9",
"header": {
"x5c": ["ZXhhbXBsZSBBUO4xIHNpZ251ciBjZXJ0aWZpY2F0ZQ==",
"ZXhhbXBsZSBBUO4XIENBIGN1lcnRpZmljYXR1" ]
I
"signature":"c2FtcGx1IHNpZ25hdHVyZQ"

A.1.4.2. Sample DeleteSDResponse

TEE creates "DeleteSDTBSResponse" to respond to the "DeleteSDRequest"
message from the TSM, including data to be encrypted.



"DeleteSDTBSResponse": {
"Ver": Hl.OH,
"status": "pass",
"rid": "{712551F5-DFB3-43f0-9A63-663440B91D49}",
"tid": "{4F454ATF-002D-4157-884E-BODD1AO6ASAE}",
"content": ENCRYPTED {

"did": "MTZENTE5Qzc@QzkONKUxMzYXNzkONjY4NTc30TY4NTI="",

}

}

}

TEE encrypts the "content" for the TSM.
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{
"DeleteSDTBSResponse": {
”Ver": Hl.OH’
"status": "pass",

"rid": "{712551F5-DFB3-43f0-9A63-663440B91D49}",
"tid": "{4F454A7TF-002D-4157-884E-BODD1AOGASAE}",
"content": {
"protected": "eyJlbmMiOiJBMTI4Q0JIDLUhTMjU2InOK",
"recipients": [
{
"header": {
Halgﬂ: HRSAl_SH
i
"encrypted_key":
QUVTMTI4IChDRUspIGtleSwgZW5jcnlwdGVkIHdpdGggVFNNIFITQSBwdWIsaWMg
a2V5LCB1c2luZyBSUOExXzUgcGFkZGluzZw"
}
1,
"jv": "ySGmTZ69Y1cEilNr5_SGbA",
"ciphertext":
n
c2FtcGXx1LIGRzaSBkYXRhIGVuUY3J5cHR1ZCB3aXRoIEFFUzEYOCBrZXkgZnJvbSByZW
NpcGllbnRzLmVuY3J5cHR1ZF9rzZXk",
"tag": "c2FtcGx1IGF1dGhlbnRpY2FO0aW9uIHRhZw"



}
}
}

TEE signs "DeleteSDTBSResponse" to form "DeleteSDResponse"
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{

"DeleteSDResponse": {
"payload":"
ewoJIKR1bGVOZVNEVEITUMVZzcG9uc2Ui0iB7CgkIINZ1lciI6ICIXLjAiLA0ICSIzZ
dGFOAXMi071AicGFzcyIsCgkIInIpZCI6ICI7TNZEYNTUXRjUtREZCMYyOOM2YWLT1B
NjMtNjYzNDQwQjkxRDQ5fSIsCgkIJINRpZCIGICI7NEYONTRBNOYtMDAYRCOOMTU3
LTg4NEUtQjBERDFBMDZBOEFFfSIsCgkJImNvbnR1bnQi0iB7CgkICSIwcm9OZWNO
ZWQi07AiZX1TKbGItTWIPaUpCTVRINFEWSKRMVWhUTWpVMKk TuMEsiLA0oJCQkicmVj
aXBpZW50cyI6IFt7CgkICQkiaGVhZGVyIjogewoICQkICSIhbGeciOiATUTINBMVS1
IgoJCQkITSWKCQkICSI1bmNyeXBOZWRfa2V5IjogI1FVVIRNVEKOSUNORFIVc3BI
R3RsZVN3Z1pXNWpjbmx3ZEdWa®lIZHBkR2dnVkZOTKk1GSTRRUOI3ZFAKc2FXTWdh
MLY1TENCMWMybHVaeUJTVTBFeFh6VWdjROZrWkdsdVp3IgoJCQLIOXSwWKCQkIIm12
IjogInlTR21mW]jY5WWXxjRWLsTNI1IX1INHYKE1LA0oJCQkiY21lwaGVydGV4dCI6ICI]
MkZOYOd4bETHUNphUGJIrWVhSaE1HVNVZMOo1YOhSbFpDQjNhWFJIvSUVGRLV6RX 1P
QOJyWlhrZlpuSnZiU0JI5WLdOcGNHbGxi1b1J6TG1WdVkzSjVjSFIsWkY5clpYayIs
CgkJCSJOYWci071A1YZzIGdGNHeGxIROYXxZEdobGJuUnBZMkYwYVc5dUlIUmhadyIK
cQlaocCglaocCno",
"protected":"eyJhbGciOiJSUzI1INiJ9",



A.2.

A.2.

"signature":"c2FtcGx1IHNpZ25hdHVYZQ"

}
}

TEE returns '"DeleteSDResponse" back to OTrP Agent, which returns
message back to TSM.

Sample TA Management Messages

1. Sample InstallTA

A.2.1.1. Sample InstallTARequest
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{

InstallTATBSRequest": {

"VeI""Z Hl.Oll,

"rid": "24BEB0O59-0AED-42A6-A381-817DFB7A1207",

"tid": "4F454A7TF-002D-4157-884E-BODD1AOGASAE",

"tee": "Primary TEE ABC",

"nextdsi": "true",

"dsihash'":

n
IsOvwpzDk80nw4bCrsKTIsONwrbDrcKJIYjVTw4vCu80Aw4JEW6zCgsK8w4ICacKxW8KT
w507",



"content": {

"tsmid": "4idl.tsmxyz.com",

"spid": "com.acmebank.spidl",
"sdname": "com.acmebank.sdnamel",
"taid": "com.acmebank.taid.banking"

I
"encrypted_ta": {

n keyll :

"mLBjodcE4j36y64nC/nEs694P3XrLAO0k]jisXIGfsOH7LOEmT5FtaNDYEMcg9ORNE
ft1IGHO7NOlgcNcjoXBmeuY9VI8xzrsZM9gzHE6VBKtVONSx0aw5IAFkNcyPZwDdZ
MLwhvrzPJ9Fg+bZtrCoJz18PUz+5aN1/dj8+NM85LCXXcBLZF74btJer1MweffzT
/grPiEQTeJ1lnEm9F3tyRsvcTInsnPI3dEXv7sIXMrhRKAeZsqKzGX4eiZ3rEY+FQ
6nXULC8CcAj5XTKpQ/EkZ/i1GgSOzcXRTKUJV3wWFEMtBtPD/+ze®8NILLmxM801QF]

//Lq0gGtq8vPC8r0o0fmbQ=="",

"jv": "4F5472504973426F726E496E32303135",

"alg": "AESCBC",

"ciphertadata":

"o, Ox/5KGCXWfglVrjm7zPVZqtYZ2EovBow+7EmfOJ1tbk...... =",
"cipherpdata": "Ox/5KGCXWfglVrjm7zPVZqtYZ2EovBow+7EmfOJ1ltbk="

A.2.1.2. Sample InstallTAResponse

A sample to-be-signed response of InstallTA looks as follows.

{
"InstallTATBSResponse": {
”Ver": Ill.Oll’
"status": "pass",
"rid": "24BEB0O59-0AED-42A6-A381-817DFB7A1207",
"tid": "4F454A7TF-002D-4157-884E-BODD1AOGASAE",
"content": {
"did": "MTZENTE5Qzc0QzkONkUxMzYXxNzkONjY4ANTc30TYANTI=",
"dsi": {
"tfwdata": {
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"tbs": "ezRGNDUOQTAGLTAWMKQtNDE1Ny@40DRFLUIWREQxQTA2QThBRXO="

"cert": "ZXhhbXBsZSBGVyBjZXJ0aWZpY2F0zQ==",
"sigalg": "ULMyNTY=",
"sig": "c2FtcGx1IEZXIHNpZ25hdHVyZQ=="



I

"tee": {
"name": "Primary TEE",
Ilverll: Ill.Oll’

"cert": "c2FtcGxLIFRFRSBjZXJ0aWZpY2F0ZQ==",

"cacert": [
"c2FtcGx1IENBIGN1cnRpZmljYXR1IDE=",
"c2FtcGx LIENBIGN1cnRpZmljYXR1IDI="

1,
"sdlist": {
"Cnt": Illll’
"Sd": [
{
"nmame": "com.acmebank.sdnamel",
"spid": "com.acmebank.spidl",
"talist": [
{
"taid": "com.acmebank.taid.banking",
"taname": "Acme secure banking app"
s
{
"taid": "acom.acmebank.taid.loyalty.rewards",
"taname": "Acme loyalty rewards app"
}
1
}
1
b
"teeaiklist": [
{
"spaik":
"c2FtcGXLIEFTTJEgZW5jb2R1ZCBQSONTMSBwdWIsaWNrZXk="",
"spaiktype": "RSA"
"spid": "acmebank.com"
}
]
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A.2.2. Sample UpdateTA

A.2.2.1. Sample UpdateTARequest

{
"UpdateTATBSRequest": {

Ilver-ll: "1.0",
"edid": ureq_zu’
"tid": "tran-01",
"tee": "SecuriTEE",
"nextdsi": " false",
"dsihash": "gwjul_9MZks3pqUSNl-elLlaViwGXNAxXkOAIKW79dn4U",
"content": {
"tsmid": "tsml.acme.com",
"spid": "bank.com",
"sdname": "sd.bank.com",
"taid": "sd.bank.com.ta"
3,
"encrypted_ta": {
Ilkeyll:
n
XzmAn_RDVk3IozMwNWhiB6fmZ1Is1YUVMK1QAv_UDoZ1fvGGsRGo9bTOA440aYMgLt
GilKypoJjCgijdaHgamalgRSc4Je2otpnEEagsahvDNoarMCC5nGQAkRxW7Vo2NKgL
A892HGeHkJVshYm1lcULlFQ-BhiJ4NAykFwlqC_oc",
"jv": "AxY8DCtDaGlsbGljb3RozQ",
"alg": "AESCBC",
"ciphernewtadata":
"KHQOXxGn7iblF_14PG4_UX9DBjOcWkiAZhVE-U-
67NsKryHGokeWr2spRWfdU2KWaaNncHoYGWEtbCH7XyNbOFh28nzwUmstep4nHWbAl
XZYTNKENcABPpuw_G3I3HADo"

}
}

{
"UpdateTARequest": {

"payload"

eyJVcGRhdGVUQVRCU1JI1cXV1c3QiOnsidmVyIjoiMS4wIiwicmlkIjoicmVxLTIiLCJO
aWQi0iJOcmFULTAXxIiwidGV1IjoiU2VjdXIpVEVFIiwibmV4dGRzaSI6ImZhbHN1Iiw1i
ZHNpaGFzaCI6Imd3anVsXz INWmtzM3BxVVNOMS11ITDFhVm1l3R1h0OQXhrMEFJS1c30WRuU
NFUiLCJjb250ZW50Ijp7InByb3R1LY3R1ZCI6IMV5SmxibUlpT21KQk1USTRRMEPETFVo
VE1qVTJIJIbjAiLCIyZWNpcGllbnRzIjpbeyJoZWFkZXIi0nsiYWxnIjoiULNBMV81InOs
ImVuY3J5cHR1ZF9rzXki0iJdYemlBb1l9SRFZrMO1lvekl13TldoaUI2ZmlabE1lzMV1Vdkl1L
bFFBA19VRG9aMWZ2ROdzUkdvOWIJUMEEONDBhWU1NnTHRHaWxLeXBvSmpDZ21qZGFIZ2Ft
YUpnUINJNEpIMm90cG5FRWFnc2FodkROb2FyTUNDNW5SHUWRrUnhXN1ZvMk5LZ0xBODky
SEd1SGtKVNNoWWOXY1VsRTEtQmhpSjROQX1rRndscUNfb2MifVOsIml2IjoiQXhZOERD



dERhR2xzYkdsamIzUm9aUSIsImNpcGhlcnR1leHQi0iJIYTcwVXRZVEtWQmtXRFJuMiow
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SF9IdkZtaz15SGtoVV91bk10OLWc1T3BqLWFINGFUb21xWk1lMYzVzYTdENNZZS]jF6eW04
QW1JOEJIVXFqc215Z0t0cC1HdURIUjFzRXcOa2NhMVQ5ZENUUORYydHhSUFhESVdrZmt3
azZ1RINQWiIsINRhZyI6ImOUNO1UTE41eWtBTFBoTDROaUh6T1pPTGVFeU9XxZONWaEM5
MXpkcldMUOU1i fSwiZW5jcnlwdGVKkX3RhIjp7ImtleSI6ITh6bUFUX1JEVMSzSWO6TXdO
V2hpQjZmbVpsSXMxWVV2TUtsUUF2X1VEbloxZnZHR3NSR285Y1QwQTQOMGFZTWdAMdEdp
bEt5cG9KakNnaWpkYUhnYW1hSmdSU2MOSmUyb3RwbkVFYWdzYWh2RE5vYXJINQOM1bkdR
ZGtSeFc3Vm8yTktnTEE40TJIIR2VIa0pWc2hZbTFjVWXxGUS1CaG1lKNESBeWtGd2xxQ19v
YyIsIml2IjoiQXhZOERDAERhR2xzYkdsamIzUm9aUSIsImFsZyI6IkFFUONCQyIsImNp
cGhlcm51d3RhZGFOYSI6IktIcU94R243aWIXR1I8XNFBHNFOVWDLEQmpPY1ldraUFaaFZF
LVUtNjdOcOtyeUhHb2t1V3Iyc3BSV2ZkVTILV2FhTm5jSG9ZR3dFdGIDSDdYeU51T0OZo
MjhuendVbXNOZXAObKkhXYkFsWFpZVE5rRU5jQUIQcHV3X0czSTNIQURVIN19fQ",

"protected": " eyJhbGciOiJSUzI1NiJ9",

"header": {
"kid":"e9bc097a-ce51-4036-9562-d2ade882dbod",
"signer":"

MIIC3zCCAkigAwIBAgIJAJf2fFKE1IBYOMAOGCSqGSIb3DQEBBQUAMFoxCzAJBgNVBA
YTATVTMRMWEQYDVQQIDApPDYWxpZm9ybmlhMRMWEQYDVQQHDAPDYWxpZm9ybmlhMSEw
HwYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGQwWHhcNMTUwWNzAYyMDkwMTE4Wh
cNMjAwNjMwMDkwMTE4WjBaMQswCQYDVQQGEwIVUzETMBEGALIUECAWKQ2FsaWZvcm5p
YTETMBEGA1UEBwWwWKQ2FsaWZvcm5pYTEhMB8GALUECgwYSW50ZXJuzZXQgV21kZ210cy
BQdHkgTHRKMIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBi1QKBgQC8ZtxM1bYickpgSVG-
meHINI3f_chlMBdL817da0OEztSs_a6GLgmvSu-
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCn1j8xFKPq7qGixdwGUAGb_ZI3
c4cZ8eu73VMNrrn_z3WTZ1Ex1pTOXV]-
ivhfJ4a6T20EtMM5qwIDAQAB04GsMIGPpMHQGA1IUdIWRtMGUhXgRCcMFoxCzAJBgNVBA
YTATVTMRMWEQYDVQQIDApPDYWxpZm9ybm lhMRMWEQYDVQQHDApDYWxpZm9ybmlhMSEw
HwYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGSCCQCX9nxZBNQWDjAJIBgNVHR
MEAjAAMA4GA1UdDwWEB_wQEAwWIGWDAWBgNVHSUBATS8EDDAKBggrBgEFBQcDAZANBgkq
hkiGO9wOBAQUFAAOBgQAGkz9QpoxghZUWT4ivem4cIckfxzTBBiPHCjrrjB2X8Ktn8G
SZ1IMdyIZV8fwdEmD9OIVtMHgtzK-
9wo6Aibj_rVIpxGb7trP82uzc2X8VwYnQbuqQyzofQvcwZHLYplvi95pZ5fVrIvnYA
UBFyfrdT5GjqL1lngH3a_Y3QPscuCjg"

3,

"signature":"inB1K6G3EAhF-

FbID83UI25R5A08MI4qfrbrmfOUQhjM307_g316XxN_JkHrGQaZr-

myOkGPVM8BzbUZW5GgxNZwFXwMeaoCjDKc4Apv4WZKkD1gKIxkglk5jaUCTIz1Imw_XtX

6MHhrLh90ov03S9PtuT1VAQOFVUB3qFIvjSnNU"
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{
"UpdateTATBSResponse": {
"Ver": Hl.O",
"status": "pass",

Hridﬂ: Hreq_zﬂ’
"tid": "tran-01",
"content": {

"did": "zAHkbO-SQh9U_OT8mR5dB-tygcqpUI9_x07pIiw8WoM"

}
}
}
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{
"UpdateTAResponse": {

Ilpayloadll . n
eyJVcGRhdGVUQVRCU1J1c3BvbnN1Ijp7InZ1lciI6IjEUMCISINNOYXR1cyI6InBhc3M1
LCIyaWQiOiJyZXEtMiIsInNRpZCI6INRYYW4tMDEiLCIjb250ZW50Ijp7InByb3R1Y3R1
ZCI6ImV5SmxibUlpT21KQk1USTRRMEPETFVoVE1qVTJIJIbjAiLCIyZWNpcGLllbnRzIjpb
eyJoZWFkZXIi0nsiYWxnIjoiUINBMV81InOsImVuY3J5cHR1ZF9rZXki0iJFaGUxLUJB
UUdJLTNEMFNHAXFGY0@1MZDItdOgxQmluRndYQWXx1M1FxUFVXZ1RRVm55SUowNFc2MnBK
YWVSREFkeTUOROFSV]jBrVzQORGwWOMkdUUlhgbE1EZ3BYdXdFLWloc1JVVOENN1dCZ2N3
VXVGQTRUR3gwUOIINTZCd192dnBNaFdfMXh2c2FHdFBaQmwxTnZjbXNibzBhY3FobX1lu
bzBDTmF5SVAtX1UifVOsIml2IjoiQXhZOERDAJERhR2xzYkdsamIzUm9aUSIsImNpcGhl
cnR1eHQ1i01iJwc202dGtyaGIXMOImVELMeE9GMUSHAFUtcTFmeVBidVIKWk9jbklycWIw
eTNPOHNG6OTItaWpWR1ZyRW5WbG1sY1FYeWFNZTNyX1JGdEkwV3B4UmRodyIsInRhZyI6
ITk0zb2dNNk11MVIYMUMybEZvaG5rTkN5b25gNjd2TDNqd2RrZXhFdUlpaTgifX19",
"protected":"eyJhbGciOiJSUzI1INiJ9",

"header": {
"kid":"e9bc097a-ce51-4036-9562-d2ade882dbod",
"signer":"

MIIC3zCCAkigAwIBAgIJAJf2fFKkE1BYOMAOGCSqGSIb3DQEBBQUAMFoxCzAJBgNVBA
YTALVTMRMwWEQYDVQQIDApDYWxpZm9ybm lhMRMwWEQYDVQQHDApPDYWXxpZm9ybm lhMSEw
HwYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGQwHhcNMTUwWNzAYyMDkwMTE4Wh
cNMjAwNjMwMDkwMTE4WjBaMQswCQYDVQQGEwIVUzETMBEGALUECAWKQ2FsaWZvcm5p
YTETMBEGA1UEBwWwWKQ2FsaWZvcm5pYTEhMB8GALUECgwYSW50ZXJuzZXQgV21kZ210cy
BQdHkgTHRKMIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG-
meHINI3f_chlMBdL817daOEztSs_a6GLgmvSu-

AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCNn1j8xFKPq7qGixdwGUAGb_ZI3



c4cZ8eu73VMNrrn_z3WTZLEx1pTIOXVj-
ivhfJ4a6T20EtMM5qwIDAQAB04GsSMIGPpMHQGAIUdIWRtMGUuhXgRCcMFoxCzAJBgNVBA
YTATVTMRMwWEQYDVQQIDApDYWxpZm9ybmlhMRMwWEQYDVQQHDApDYWxpZm9ybmlhMSEw
HwYDVQQKDBhJIbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGSCCQCX9nxZBNQWDjAJIBgNVHR
MEAjAAMA4GA1UdDwEB_wQEAwWIGWDAWBgNVHSUBATS8EDDAKBggrBgEFBQcDAzANBgkq
hkiG9wOBAQUFAAOBgQAGkz9QpoxghZUWT4ivem4cIckfxzTBBiPHCjrrjB2X8Ktn8G
SZ1MdyIZV8fwdEmD9OIvtMHgtzK-
9wo6Aibj_rVIpxGb7trP82uzc2X8VwYnQbuqQyzofQvcwZHLYplvi95pZ5fVrIvnYA
UBFyfrdT5GjqL1lngH3a_Y3QPscuCjg"

s

"signature":"

Twajmt_BBLIMcNrDsjqr81I7071EQxXZNh1UOtFkOMMgf37wOPKtp_99L0S82CVmdpCo

PLaws8zzh-SNIQ42-

9GYO08_9BaEGCiCwy18YgWPOfWNTNv2gR2f12DK4uknkYulEMBW4YfP81n_pGpb4Gm-

nMkl4grVZygwAPej3ZZk"
}
}
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A.2.3. Sample DeleteTA

A.2.3.1. Sample DeleteTARequest

{
"DeleteTATBSRequest": {
llverll: Ill'Oll’
llr-idll: Ilreq_zll,
"tid": "tran-01",
"tee": "SecuriTEE",
"nextdsi": "false",

"dsihash": "gwjul_9MZks3pqUSN1l-elLlaViwGXNAxkOAIKW79dn4U",
"content": {

"tsmid": "tsml.acme.com",
"sdname": "sd.bank.com",
"taid": "sd.bank.com.ta"
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{
"DeleteTARequest": {

"payload":

n
eyJEZWx1dGVUQVRCU1J1cXV1lc3QiOnsidmVyIjoiMS4wIiwicmlkIjoicmVxLTIiLCJO
aWQi0iJOcmFULTAxIiwidGV1IjoiU2VjdXIpVEVFIiwibmV4dGRzaSI6ImZhbHNL1I w1
ZHNpaGFzaCI6Imd3anVsXzINWmtzM3BxVVNOMS11ITDFhVm13R1h0OQXhrMEFJS1c30WRuU
NFUiLCJjb250ZW50Ijp7InByb3R1Y3R1ZCI6eyI1lbmMi0iIBMTI4Q0IDLUNTMjU2IN0OS
InJ1lY21lwaWVudHMi01lt7Imh1lYWRlciI6eyJhbGciOiISUGExXzU fSwiZW5jcnlwdGVk
X2t1leSI6ImtyaGs0d2dpYORLX3dOVXQyTW4tSUIsdUtvX0JkeXpNY2plcV1BenBPYNRS
TGOMZzQOQKFLN2tRVWE1YTgOTEVIRGEZaHNtWDIXdLdNZFJILczN4MTJIsOUhS5VFdfLUNS
WmZtcUx2bEh1LVOMSVdvclZyRTZVM1IqUnRndL1VOWLliUkVLczkzRDRHWm4XxVHFUZG9n



dOtXRF9jdG1nWG1lsbzZZVXpCWDZhR1dZMCI9XSwiaXYi01iIBeFk4RENORGFHbHNiR2xq
YjNSb1pRIiwiY21lwaGVydGV4dCI6IkhhNzBVdFlUS1ZCaldEUm4yLTBIX1BGal9yQnpQ
dGJHdzhSNkt1lMXotdkINeFBSYONxalpuZmwyTjRjUTZPSTZCSHZJUUFoM23JicO1OdH1R
bXhDTE5Nbm8wejBrYmOTdkIyVX1IXxWExpeGVZIiwidGFnIjoidEtUbFRLATR2LTRtVV1G
Y1dYWnZMMV1hQnRGN1oxVINXOTMzVmI2UEpmcyJ9fXo",

"protected" : "eyJhbGciOiJSUzI1INiJ9",

"header": {
"kid":"e9bc097a-ce51-4036-9562-d2ade882dbod",
"signer":"

MIIC3zCCAkigAwIBAgIJAJf2fFKkE1BYOMAOGCSqGSIb3DQEBBQUAMFoxCzAJBgNVBA
YTATVTMRMWEQYDVQQIDApDYWxpZm9ybmlhMRMWEQYDVQQHDApPDYWXpZm9ybmlhMSEw
HwYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGQwWHhcNMTUwWNzAYyMDkwMTE4Wh
cNMjAwNjMwMDkwMTE4WjBaMQswCQYDVQQGEwIVUzETMBEGALUECAWKQ2FsaWZvcm5p
YTETMBEGA1UEBwWwWKQ2FsaWZvcm5pYTEhMB8GALUECgwYSW50ZXJuzZXQgV21kZ210cy
BQdHkgTHRKMIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBi1QKBgQC8ZtxM1bYickpgSVG-
meHINI3f_chlMBdL817da0OEztSs_a6GLgmvSu-
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCn1j8xFKPq7qGixdwGUAGb_ZI3
c4cZ8eu73VMNrrn_z3WTZ1Ex1pTOXV]j-
ivhfJ4a6T20EtMM5qwIDAQAB04GsSMIGPpMHQGA1IUdIWRtMGUhXgRcMFoxCzAJBgNVBA
YTALVTMRMwWEQYDVQQIDApDYWxpZm9ybm lhMRMwWEQYDVQQHDApPDYWXxpZm9ybmlhMSEw
HwYDVQQKDBhJIbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGSCCQCX9nxZBNQWDjAJIBgNVHR
MEAjAAMA4GA1UdDwEB_wQEAwIGwWDAWBgNVHSUBAfS8EDDAKBggrBgEFBQcDAZzANBgkq
hkiGO9wOBAQUFAAOBgQAGkz9QpoxghZUWT4ivem4cIckfxzTBBiPHC]jrrjB2X8Ktn8G
SZ1MdyIZV8fwdEmD9OIVtMHgtzK-
9wo6AiTbj_rVIpxGb7trP82uzc2X8VwYnQbuqQyzofQvcwZHLYplvi95pZ5fVrIvnYA
UBFyfrdT5GjqL1lngH3a_Y3QPscuCjg"

s

"signature"

n

BZSO_Ab6pqvGNXe51qT4Sc3jakyWQeiKIK1VSnimwwnjCCyMtyBObwv1bILZba3IJiFe

_3F9bIQpSytGSOf2TQrPTKC7pSjwDw-3kH7HKHCPPId-

PpMMfQVRXx7AIV8vBqO9MijIC62iNOV2se5z2v8VFjGSoRGgq225w7FvrnWE"
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A.2.3.2. Sample DeleteTAResponse

{
"DeleteTATBSResponse": {
llverll: Ill.Oll’



"status": "pass",
Ilr--idll: Ilreq_zll,
"tid": "tran-01",
"content": {
"did": "zAHkbO-SQhOU_OT8mR5dB-tygcqpUJ9_x07pIiw8WoM"
+
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{

"DeleteTAResponse": {

upayloadu:n
ewOKCSIEZWx1dGVUQVRCU1JI1c3BvbnN1IjogewdKCQkidmVyIjogIljEuMCIsDQoJCSIz
dGFOdXMi0iAicGFzcyIsDQoJCSIyaWQiOiAicmVxLTIiLAOKCQkidGlkIjogInRyYW4t
MDE1LAOKCQk1Y29udGVudCI6IHsSNCgkICSIwcm9OOZWNOZWQi0ONnsiZW5jIjoiQTEYOENC
Qy1lIUzI1INiJ9LAOKCQKIINI1lY21lwaWVudHMi0lsNCgkICQL7DQoICQkICSIOZWFKZXTI
OnsiYWxnIjoiUINBMV81In®sDQoJCQkICSI1TbmNyeXBOZWRfa2V5IjoiTXdtUlZHaWu2
eHpfQmxTaFImTFRKRHhKT30oyNWhvYy1HZ2NEM2050WFyM2E4X21YY182ZE44bFRTb1dD
X19wZEFhaEMyWk5SakdIcTBCZ2IDYTRKalk@eXRkMVBVYWDB6M1psbX11YNRXM291eEpY
el9PMzgl1lWGM4S3hySndjbElyZGx2WUY20VZmeERLQkVzUHICdz1VenVIalVmSU4xW1FU
bWZOQmVaS1InIgOKCQkICXONCgkICVOsDQoJCQkiaXYi0iIBeFk4RENORGFHbHN1iR2xq
YjNSb1pRIiwNCgkJICSJIjaXBozZXJ0ZXhOIjoiamhQTlV5ZkFTel9rVVOGbEM2LUtCMEOL
WDBHNE5MbHcOLWtObERyajZTWlUteUp6eUFUbC1loYOZBWWMWLXIMVEF4CcF93N1d1WEROG
Y3N3SzJSSzRjcWciLAOKCQKIINRhZYyI6I1BBeGo5N250T29qVTNIREhXST14MGZMNWpt
bOXxkTLIkTHRtSmIzUTdrYXciDQoJCXONCg1l9DQp9",

"protected": "eyJhbGciOiJSUzI1NiJ9",

"header": {
"kid":"e9bc097a-ce51-4036-9562-d2ade882dbod",
"signer":"

MIIC3zCCAkigAwIBAgIJAJf2fFKE1BYOMAOGCSqGSIb3DQEBBQUAMFoxCzAJ
BgNVBAYTATVTMRMWEQYDVQQIDApPDYWXpZm9ybmlhMRMwWEQYDVQQHDApDYWxp
Zm9ybmlhMSEwHWYDVQQKDBhJIbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGQwHhcN
MTUwWNzAyMDKkwMTE4WhcNMjAwNjMwMDkwMTE4WjBaMQswCQYDVQQGEwWIVUZET
MBEGA1UECAWKQ2FsaWZvcm5pYTETMBEGA1UEBWwWKQ2FsaWZvcem5pYTEhMBS8G
ALUECgwYSW50ZXJuzXQgV21kz210cyBQdHkgTHRKMIGTMAOGCSqGSIb3DQEB
AQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG-
meHINI3f_chlMBdL817da0OEztSs_a6GLgmvSu-
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCn1j8xFKPq7qGixdwGUA
6b_ZI3c4cZ8eu73VMNrrn_z3WTZ1EXx1pTIOXVj—
ivhfJ4a6T20EtMM5qwIDAQAB04GsMIGPpMHQGA1IUdIWRtMGUhXgRcMFoxCzAJ
BgNVBAYTALVTMRMWEQYDVQQIDApDYWxpZm9ybm lhMRMwEQYDVQQHDApPDYWxp
Zm9ybmlhMSEwHWYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFBOeSBMdGSCCQCX
9nxZBNQWDjAJIBgNVHRMEAjAAMA4GA1UdDWEB_wQEAwWIGWDAWBgNVHSUBAfSE
DDAKBggrBgEFBQcDAZANBgkaghkiGOwWOBAQUFAAOBEQAGKZz9QpoxghZUWT 41 v
em4cIckfxzTBBiPHCjrrjB2X8Ktn8GSZ1MdyIZV8fwdEmMDI9OIVtMHgtzK-
9wo6Aibj_rVIpxGb7trP82uzc2X8VwYnQbuqQyzofQvcwZHLYplvi95pZ5fV
rIvnYAUBFyfrdT5GjqL1lngH3a_Y3QPscuCjg"

}s

"signature":"

DfoBOetNelKsnAe_m4Z9K5UbihgWNYZsp5jVybiI05s0agDzv6R4do9npaAlAvpNK8HI

CxD6D2238GDUEX1IhSR1aDubDCQm6QzmjdkFdxAz5TRY16zpPCZqgSToN_glTZxgxEveV

Ob5fies4g6MHVCH-I1_-KbHq5YpwGXEEFdg"
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