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Abstract

IPv6 nodes (clients) need a way to offer credentials to the AAA
infrastructure in order to be granted access to the local network.
For IPv6, it will be more efficient and thus reasonable to expect
such access controls to be exerted by IPv6 routers, possibly as

part of performing their role as DHCPv6 relays. Routers and DHCPv6
servers are expected to work in conjunction with AAA servers to
determine whether or not the client's credentials are valid. Routers
can exert such network access control by the device of carefully
controlling entries in their packet filter and Neighbor Cache.
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1. Introduction

This document proposes a way for IPv6 nodes (clients) to offer
credentials to a local AAA server in order to be granted access to
the local network. Whereas for IPv4 it is not clear that routers and
DHCP will be equipped to handle such functions, we believe that it is
more efficient and thus reasonable to expect such access controls to
be exerted by IPv6 routers, possibly as part of performing their role
as DHCPv6 relays. Routers and DHCPv6 servers are expected to work in
conjunction with AAA servers to determine whether or not the client's
credentials are valid.

Routers can exert such network access control by carefully
controlling entries in their packet filter and Neighbor Cache [8].
If a client does not supply verifiable credentials, then the router
SHOULD NOT forward packets to that client. Furthermore, such
uncredentialed devices should have no access (or perhaps only very
limited access) to the other network links adjacent to the router.
Only in this way can a new client be prevented from abusing network
connectivity before its authorization is complete.
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2. Terminology

This document makes use of many terms defined in recent AAA
requirements documents (for example, [6], [5]). The general
framework consists of nodes in the following general relationship:

Local Domain Home Domain
o e e e e e oo + S +
| R + | | [ S + |
I I I | I I I |
I I AAAL I I I | AAAH | I
I I Hommmmim oo + I I
| f R p—— | | [ S + |
I | | +------ + I |
| | | | other]| | R +
[ pepp—— + | [ Ty pep—_— |
I I I I I | [ ] c = client
| cC |- -]- -] A | F | ----+ ] A = attendant
| | | | | | | F = packet filter
R + | +o--m-- +o-mm-- + | other = other AAA clients
| | AAAL = 1local authority
R e T + AAAH = home authority

From a system point of view:
T + S +

| Router System | | AAA Server [
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| Client System| | +-------- + oo + ] | +----mmmm - + |
| T B B + AMAL ||
| || +eemeee-- RN CTERTTEEE SR |
IERSEEEEE ol | | || e + |
I e I R SR Heooee + | | |
| +------ + | | Controlled | Uncontrolled| S=================
LOREELE |------- L L EEECEERETEEES S | |
| | IREEEEEESEEEES +

R e + | | AAAH | ]

| ||

| +----mmmmemm - + |

R ——— +

The entities in the pictures above are defined as follows:

Client System:
The client system is the node requesting access to the
network.

Client:
The client is the entity whose authorization is



checked. The client resides on the client system.
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Router System:

Attendant:

The router is the node that provides network access

to the client. 1In addition to the usual packet
forwarding functionality, the router system typically
consists of other functional blocks like the attendant
and the packet filter.

The attendant is the entity that extracts
identification and authorization data sent by the
client and forwards them to AAAL for verification.

It is also responsible for making the necessary
configuration updates (e.g., to the packet filter, and
the router's Neighbor Cache) so that only authorized
clients can access the network.

Packet filter:

A packet filter/firewall/security gateway is the
entity responsible for disallowing unauthorized
datagram traffic. When a client is authorized, the
access control list of the filter is updated with the
corresponding client's IP address(es).

Controlled and uncontrolled access:

AAAL:

AAAH:

Other nodes:

Each network interface of the router can be configured
to provide AAA services. When an interface is

so configured, all transiting packets are subject

to controlled access. If a packet does not pass
access control, but is an AAA message addressed to

the router, it is given to the Attendant in the
uncontrolled access part.

The AAA server in the foreign domain that mediates
local access to the AAA infrastructure.

The AAA server in the home domain which is able to
authorize each of its clients.

Other clients that perform some function as a result
of the policy received from AAAH, e.g. accounting,
QoS, etc.

AAA credential:

Data provided by a client to the AAA server in an
authorization request. For example, this can be a
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[*M]

message authentication code constructed using a secret
shared between the client and AAAH.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY'", and "OPTIONAL" in this
document are to be interpreted as described in [4].

General Framework

Using the terminology just introduced, in this section we describe
the general framework for our proposals.

3.1. Protocol Description

The client solicits access to the network in conjunction with some
protocol. Protocols considered in this document include Stateless
Address Autoconfiguration [10] Mobile IPv6 [7], and DHCPv6 [3], as an
example of a stateful autoconfiguration service.

If the router has AAA service enabled, a packet received on the
interface is made available to the controlled part. The controlled
part will only forward traffic that corresponds to an authorized
client. All other packets will be dropped except for upstream AAA
authorization protocol packets (sent by the client to the router).
Such packets are made available to the attendant in the uncontrolled
part. The attendant may extract the relevant AAA data and forward
them to AAAL. The overall protocol is depicted below.



Perkins, Tacsik, Eklund Expires 1 November 2003 [Page 4]



Internet Draft AAA for IPv6 1 May 2003
Router system
F oo e +
Client UCP CpP AAAL AAAH
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R RREEREEE > | | |
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I oo | I I
Foo e +
LC = Local AAA Challenge
RPI = Replay Protection Indicator used between client and AAAH

CR = AAA Credential
ID = Client Identifier

KR = Key Reply

UCP = Uncontrolled part

CP = Controlled part

ACR = AAA Client Request (using an AAA protocol)
ACA = AAA Client Answer (using an AAA protocol)

The figure describes the authorization protocol exchanges in the

generic case.
the attendant or the client.
in the router) sends a local challenge to the client.

First,

The operation of this protocol is initiated by either
the attendant (uncontrolled part
The client

then constructs an AAA credential which securely binds the local

challenge,

the client identifier, any replay protection indicator

used between the client and AAAH, and other necessary information.
The credential is such that it can be verified by AAAH. The client
then sends an "~ “AAA Request'' message containing the credential

and the information necessary to verify it.

The attendant checks

that the local challenge included in the AAA Request is valid,
extracts the AAA related information and sends them to AAAL using an

appropriate AAA protocol.

We label this message, AAA Client Request

(ACR). AAAL forwards ACR to AAAH, which verifies the credential



and sends back the result, and any necessary keys. We label this
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reply message AAA Client Answer (ACA). The AAAL forwards ACA to the
attendant. AAAL may also forward any necessary keys. The attendant
extracts the relevant data from ACA and forwards them to the client.
The attendant updates configuration of the packet filter (controlled
part in the router) so that traffic to and from the client is allowed
to pass through.

3.2. Client Identifier

The client identifier has to be in some format that will enable
AAAL to identify a suitable AAAH for carrying out all necessary
authorization steps.

A Network Access Identifier (NAI) [1] is often used to convey user
identity, but IPv6 networks may well be constructed to determine the
user's identity based only on the IPv6 address of the user's host.
Therefore, the client identifier MAY be a NAI or an IPv6 address.

The NAI MAY also identify the user to AAAL, although this is not
necessary (e.g., the user part of the NAI may be intelligible only to
AAAH) .

3.3. Replay Protection

Each participant in the protocol SHOULD verify the freshness of the
protocol messages in order to protect itself from replay attacks.
Replay protection between AAAL and AAAH, and between AAAL and
attendant are handled by the AAA protocol. Therefore, we only need
to consider replay protection between the client and the other
entities.

The attendant ensures freshness of an AAA Request message from the
client by verifying that the local challenge included in the Request
is a recent one.

The client and AAAH may use either timestamps or random challenges
(nonces) for replay protection. The former is straightforward.

The latter is as follows. 1In the AAA Reply, AAAH sends an AAAH
challenge. When the client makes the next AAA Request, it includes
this AAAH challenge. It also includes its own client challenge.
When AAAH receives this request, it verifies that the AAAH challenge
is current. In the reply, AAAH copies the client challenge, and
includes a new AAAH challenge. This way, the client can verify the
freshness of the reply from AAAH.

If the AAAH challenge in an AAA Request is not valid, or if the
client sends an explicit request for an AAAH challenge, AAAH will
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reply with a new AAAH challenge. This operation is similar to that
for nonces as specified for Mobile IP [9].

3.4. AAA Credential

An AAA credential is created by the client and is verified by AAAH.
The creation and verification is based on a security association
shared between the client and AAAH. The credential SHOULD securely
bind the following pieces of information:

- Client identifier,
- Local AAA challenge, if one was provided by the attendant, and

- Depending on the style of replay protection being used between
the client and AAAH, either a timestamp or a pair of challenges.

In certain applications, additional data may be included in the
computation of the AAA Credential.

The exact algorithm used to compute the AAA Credential depends on
the security association between the client and AAAH. HMAC_MD5 is a
suitable algorithm, based on a shared secret between the client and
AAAH .

[

Instantiation with Stateless Address Autoconfiguration

In this section, we describe how the general protocol sketched in
Section 3 can be used with Stateless Address Autoconfiguration [10].

4.1. Structure of Protocol Messages

We define new ICMPv6 messages to transport AAA data between the
client and the attendant. In addition, we defined several options
that can be embedded in a AAAv6 Protocol Message. Detailed
definitions of these messages are given in Section 9. Here we give a
brief description of each AAAv6 protocol message type, and each AAAvV6
option. 1In addition, we also defined an AAAv6 Challenge option to
Router Advertisement, enabling the attendant to send a challenge to
the client.

4.1.1. AAAv6 Protocol Message types

From client to attendant:
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AAA Request: Request for client authorization.

AAA Home Challenge Request: Request for a new challenge from AAAH.
From attendant to client:

AAA Reply: Reply to AAA Request.

AAA Teardown: Indication of termination of the currently active
AAA registration. This message is always sent unsolicited to
the registered AAA client.

4.1.2. AAA Protocol Message options

Each AAA Protocol Message specifies the AAA options that may
accompany it. Currently, the following options are defined.

Security Data: This option is intended to carry security data.
Currently, two subtypes are defined.

AAA Credential: Sent by the client; used by AAAH to verify
the authorization of the client.

AAAH Authenticator: Sent by AAAH; used by the client to
verify the authenticity of AAA Reply.

Client Identifier: This option should enable AAAL to determine the
AAAH to which an AAA Request is to be forwarded. Currently,
two subtypes are defined: NAI, and IPv6 address.

Generalized Key Reply: This option is used to distribute session
keys to be used by the client. Currently several subtypes
are defined for both stateless and stateful operation (see
sections 9.3.4, 10.6).

Challenge: This option is used to carry nonces used for replay
protection. Currently three subtypes are defined:

Local Challenge: Challenge issued by the attendant to the
client.

Home Challenge: Challenge issued by AAAH to the client.
Client Challenge: Challenge issued by the client to AAAH.

Timestamp: This option is used to carry timestamp information used
for replay protection.
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IPv6 Address: This option is used to carry IP address information.

Lifetime: This option indicates the lifetime of an AAA
authorization.

5. Protocol Overview
5.1. Basic operation

The basic operation follows the model described in Section 3.1. When
an IPv6 client starts up or enter a new subnet, it receives a Router
Advertisement with a AAA Challenge option. As is usual, this Router
Advertisement is either broadcast periodically, or MAY be sent in
response to a Router Solicitation by the client.

The client will construct a tentative IP address and MAY reply with
an AAA Request ICMPv6 message with the following options:

- Local Challenge option into which the challenge from the Router
Advertisement is copied.

- Either Timestamp option or both AAAH Challenge and Client
Challenge options

- Client Identifier option consisting of the client's NAI or some
long term IPv6 address, such as the client's home address.

- AAA Credential option constructed by concatenating all of the
preceding options and applying the algorithm specified by the
security association between the client and AAAH.

When challenges are used for replay protection, the client MUST
include the currently advertised AAAH challenge (perhaps as received
from AAAH via a previous AAA Reply message) in the AAAH Challenge
option, and a random number in the Client Challenge option. If the
client does not have an AAAH challenge, it SHOULD send an AAA Home
Challenge Request message first (see Section 5.2).

The client MUST perform Duplicate Address Detection (DAD) before
sending the AAA Request. The source address of AAA Request MUST be
the chosen IPv6 address.

On receiving the Request, the attendant MUST check if the chosen
address is already in use. If it is, the attendant MUST send an AAA
Reply with code ADDRESS_IN_USE.

Otherwise, the attendant will extract the AAA field values and
forward them to AAAL in an ACR message using an AAA protocol, which
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is then forwarded to AAAH. The data in each AAA option MUST be
conveyed to AAAH by the ACR message. In return, AAAH will construct
an ACA message containing information in a suitable form that can be
be extracted by the attendant and conveyed to the client in an AAA
Reply message with appropriate options. The following options are
discussed in this document:

- Either Timestamp option or both AAAH Challenge and Client
Challenge options

- One or more Key Reply options
- Lifetime option
- AAAH Authenticator option

For error conditions other than those specifically identified in
this document, the attendant or the AAA servers can cause the AAAv6
Request to be denied, by returning the code AAAV6_FAILURE in the AAA
Reply message.

We describe AAAH behavior in terms of what the client should
eventually receive in the AAA Reply. If the AAA Credential

is incorrect, the client MUST receive an AAA Reply with code
INVALID_CREDENTIAL. If challenges are used for replay protection,

and if the AAAH challenge is absent or invalid, the AAA Reply SHOULD
have a code NEW_CHALLENGE, and SHOULD contain an AAAH Challenge
option. If timestamps are used for replay protection, and the
Timestamp option is absent or invalid, the AAA Reply SHOULD have code
INVALID_TIMESTAMP.

AAAH SHOULD choose a validity period for the verification which
should be included in the Lifetime option of AAA Reply. If AAAL
proposes its own lifetime value (in the ACR message), then the
Lifetime option MUST contain the lower of the two values. If AAAH
chooses a key to be used between the attendant and the client, that
key SHOULD be encoded in a Client-Attendant Key Reply option. If
timestamps are used for replay protection, there MUST be a timestamp
option. 1If challenges are used for replay protection, AAAH MUST copy
the Client Challenge, and include a new random number in the AAAH
Challenge. Finally, AAAH should compute an authenticator, to be
included in an AAAH Authenticator option, by concatenating all the
preceding options intended for the client, and applying the algorithm
specified by the security association between the client and AAAH. In
addition, AAAH MAY include information in the ACA message intended
for AAAL.

If the status of the request is successful, AAAH will send back an
ACA message indicating success to AAAL. AAAL will forward this to
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the attendant. If there are any keys distributed by AAAH, AAAL MUST
re-encode those keys for the attendant.

The attendant MUST add an entry for the client in its Neighbor Cache
and at the same time update the packet filter with the client's IPv6
address when the AAA verification for the client has been successful.
The lifetime of these entries MUST be set to the value specified in
the ACA message. The attendant will extract all information in the
ACA message intended for the client and send them back in an AAA
Reply ICMPv6 message. If, in the case of stateful address allocation
(e.g., DHCPv6 [3]; see section 7), the source address of the AAA
Request was the unspecified address, the corresponding AAA Reply MUST
be sent to the all-nodes multicast address. Otherwise the AAA Reply
MUST be sent to the source address of the corresponding AAA Request.

The attendant MUST create security associations for the client
corresponding to any keys distributed to it by AAAL.

When the client receives an AAA Reply indicating success, it

MUST verify the AAAH authenticator and the validity of the replay
protection indicator. If verification succeeds, and key reply
extensions have been included in the Reply, the client MUST create
security associations for the attendant. The client MUST associate
the lifetime specified in the Lifetime option with the address that
was authorized. When the lifetime is close to expiration, the client
SHOULD re-initiate the AAA process.

5.2. Challenge Request

If the client does not have a valid AAAH challenge, it SHOULD send an
AAA Home Challenge Request message. This SHOULD include the Client
Challenge option and MAY include the Client Identifier option. The
AAA Reply SHOULD have code NEW_CHALLENGE, and SHOULD include an AAAH
Authenticator option.

5.3. Initiation of the AAA Process

The AAA process can be initiated either from the client or from the
attendant. The attendant can initiate the process by sending a
Router Advertisement with the AAA Challenge option. The client can
initiate the process by sending a Router Solicitation.

5.4. Termination

It is also possible to terminate valid sessions. To terminate a
session, the attendant clears the packet filter and sends a AAA
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Teardown message to the client which invalidates the IP address. A
typical scenario for termination would be in a pre-paid service when
the pre-paid amount is used up. The client may request termination
by sending an AAA Request message with a zero lifetime.

Instantiation with Mobile IPv6

There are two ways to handle Mobile IPv6. First, the client could
do the AAA processing when it obtains a care-of address, and then it
could send a binding update to the home agent, and possibly to the
previous router and other correspondents.

If the home agent and AAAH belong to the same domain, it may be more
efficient to bundle the binding update to the home agent in the AAA
Request message so that the delay is minimized. We support this
possibility by defining a new option called Embedded Data option.

The client generates an IPv6 packet containing the binding update to
the home agent, but instead of sending it directly, it includes it in
the AAA Request as the payload of an Embedded Data option. AAAH will
extract the binding update IPv6 packet and send it to the home agent.
The home agent SHOULD send the binding acknowledgement back to AAAH
so that it can be similarly transported to the client as part of the
AAA Reply.

In addition, we define new subtypes to the AAA Generalized Key Reply
option so that AAAH could distribute authentication keys for use
between the home agent and the mobile node.

Instantiation with DHCPv6

In this section we describe how the general protocol sketched in
Section 3 can be used with DHCPv6 [3].

Between the client and the server there may also be a DHCP Relay
which together with the DHCP server MAY be used to restrict access.
The exact behavior of the relay is described in Section 7.4

7.1. Mapping the general protocol

The general protocol messages in Section 3 and the instantiation with
stateless autoconfiguration in Section 4 are mapped to DHCP in the
following fashion.

- The Local Challenge is sent as an option in the DHCP Advertise
message.
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Request and the Home Challenge Request are sent as
in the DHCP Request message.

Reply is sent as options in the DHCP Reply message.
Teardown messages is not explicitly sent in any message.
the DHCP Reconfigure-init and the DHCP Release messages

used.

to these two new error values called AAA_Failed

indicating failure of the AAA registration attempt and
AAA_New_Home_Challenge indicating that a new challenge has
been sent to the DHCP client will be defined.

7.2. Mapping the message options

Most of the

Protocol Message options in Section 4.1.2 are mapped to

DHCP options. The following list specifies which options are needed

for DHCP.

Security Data: As described in Section 4.1.2.

- Client Identifier: This option contains the NAI used by the

client.
already

The IPv6 address subtype, since that information is
supplied by DHCPv6.

- Generalized Key Reply: As described in Section 4.1.2.

- Challenge: As described in Section 4.1.2.

- Timestamp: As described in Section 4.1.2.

- Lifetime: As described in Section 4.1.2.

The detailed option formats are described in Section 10.
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DHCP DHCP
Client relay server AAAL AAAH
I I I I
| DS |
[---mmmmmme - l------- >|
| DA: LC |

| DReq: LC, RPI, CR, ID

DRep, RPI, KR, L |

DS = DHCP Solicit

DA = DHCP Advertise

DReq = DHCP Request

DRep = DHCP Reply

LC = Local AAA Challenge

RPI = Replay Protection Indicator used between client and AAAH
CR = AAA Credential

ID = Client Identifier

KR = Key Reply

L = Lifetime

ACR = AAA Client Request (using an AAA protocol)
ACA = AAA Client Answer (using an AAA protocol)

7.3. Protocol Overview
7.3.1. Basic operation

The basic operation follows the model outlined in Section 3.

When the DHCP client starts up in the subnet, it will send a DHCP
Solicit as described in the DHCPv6 draft [3]. The DHCP servers
receiving the DHCPV6 Solicit reply by sending DHCP Advertise messages
containing the Local Challenge option. Either all or none of the
DHCP servers MUST include a Local Challenge option in order to avoid



any ambiguities.
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The DHCP client will construct a DHCP Request message with the
following options added before any authentication option:

- Local Challenge option into which the challenge in the DHCP
Advertise message is copied.

- Either Timestamp option or both Home Challenge and Client
Challenge options.

- Client Identifier option.
- AAA Credential option.

When challenges are used for replay protection, the DHCP client MUST
include its current home challenge in the Home Challenge option, and
a random number in the Client Challenge option. If the DHCP client
does not have an Home Challenge, it SHOULD request a Home Challenge
first as described in Section 8.

On receiving a valid DHCP Request the DHCP server will extract the
relevant data and forward them to the AAAL in the ACR message using
the AAA protocol. The ACR is then forwarded to the AAAH via the AAA
network. In addition to the options relating to AAA sent in the DHCP
Request message, the IPv6 address that will be assigned to the DHCP
client might be relevant to the AAAH.

In return, AAAH will construct an ACA message and send it to the

AAAL via the AAA infrastructure. The AAAL will then forward the ACA
message to the DHCP server.

If the ACA message indicates failure the value of the DHCP Reply will
be set to AAA_Failed and the DHCP server denies the DHCP address

acquisition.

If the ACA message indicates success it will contain information to
allow the following DHCP options to be attached to the DHCP Reply
message:

- Either Timestamp option or both Home Challenge and Client
Challenge options.

- One or more Key Reply options.
- Lifetime option.
- AAAH Authenticator option.

In addition to these options the DHCP server will attach those
options needed to satisfy the DHCP client's request.
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7.3.2. Termination

The lease can be terminated either by the DHCP client or the DHCP
server. The DHCP client terminates the lease by sending a DHCP
Release message and waiting for a DHCP Reply. Alternatively,

the DHCP server MAY terminate the address lease by sending an
Reconfigure-init message by unicast to the DHCP client. The DHCP
client will try to reacquire its address lease which the DHCP server
then will deny.

7.4. Access Control

=]

The access to the controlled part (CP) of the network can be carried
out in three different ways.

In a subnetwork using a DHCP Relay to forward messages between

the client and the server the access control MAY be located in

the DHCP Relay if the default router and the DHCP relay are also
co-located. The DHCP Relay MUST add an entry in its Neighbor Cache
when forwarding a DHCP Replay indicating successful allocation of an
address. 1In addition to adding an entry in the Neighbor Cache subnet
or site specific filtering rules MAY also be added.

In small sites where there is one DHCP server co-located in the
default router the DHCP server MUST add the entries in its neighbor
cache and MAY also add subnet or site specific filtering rules.

The filtering rules MAY also be added to suitable locations in the
accessed network by some other means, e.g. through AAA interaction.

Requesting a Home Challenge

If the AAAv6 client does not have a Home Challenge, it SHOULD request
one by sending a AAAv6 Home Challenge Request message. This request
message contains authentication data so that the AAAH can eventually
ensure that the request comes from an authorized client. The
attendant SHOULD relay this request to the AAAL in an extension to

a ACR message. The AAAL, if it does not have any challenge values
buffered for the AAAv6 client, SHOULD relay the ACR and the request
extension to the AAAH.

If the AAAH decides to honor the request, it formulates one or more
random challenges, each of which MAY be required to meet certain test
conditions agreed upon beforehand between the AAAv6 client and the
AAAH. The random challenges are gathered into an extension to an ACA
message which is sent to the AAAL. The AAAL then transmits (to the
attendant) an ACA containing no more than one of the Home Challenge
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values in an ACA challenge reply extension. Finally, the attendant
transmits an AAAv6 Home Challenge Reply message to the AAAv6 client.

This additional mechanism is intended to enable use with EAP, which
requires a challenge value to be acted on by the EAP client. This
challenge value has to be generated by the AAAH, and is not available
to the client until requested. Thus, it is not possible with this
mechanism to handle all authentication signaling needs in a single
round trip.

However, depending on the security association between the AAAv6
client and the AAAH, the Home Challenge Request may be used to
acquire challenge values for security protocols other than EAP.

9. Message Formats for Stateless Address Autoconfiguration
9.1. AAA Challenge Option

The AAA challenge option is applied to Router Advertisements. If
the only purpose is to indicate support for AAAv6 in the router
advertisement, the option contains only the type and a length field
set to zero.

0 1 2 3
©12345678901234567890123456789601
B s ST S s s o S S e b ot ok Sk s
| Type = TBD | Length | Reserved |
+od-t-t-t-F-dF-t-t-t-F-F-t -ttt -t -ttt -t -ttt -t -F-F-+-+-+
| Challenge .....
+ot-t-t-t-t-F-F-t-t-t-t-F-F-F-F-F-F-F-+-+-+-+

Type The Type field identifies the option as being an AAA
challenge option and has a value of TBD.

Length The Length field gives the length measured in octets
of this option, including the Type and Length fields.

Reserved Ignored on reception; sent as 0.

Challenge This field contains a challenge.

9.2. AAA Protocol Messages

AAA Messages are new ICMPv6 messages. They have the following
general structure.
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0 1 2 3
012345678901 234567890612345678901
ottt tototototototototot ottt ottt otototot ottt -t-+-+
| Type = TBD | Code | Checksum |

BT R b E b e e ok T e S T TP SN S S Sy S o
| Message body ..........
B S e s st st s S P U iy S
Type The following new types are defined:
AAA Request: TBD
AAA Home Challenge Request: TBD
AAA Reply: TBD

AAA Teardown: TBD

Code The code field depends on the message type. Currently the
following Code fields are defined:

For AAA Reply
SUCCESS: ©
NEW_CHALLENGE: 1
ADDRESS_IN_USE: 20
INVALID_CREDENTIAL: 50
INVALID_TIMESTAMP: 51
AAAV6_FAILURE: 52

For AAA Teardown
SUCCESS: 0

No Code values are defined for the remaining AAA message
types. The Code field MUST be set to zero.

Message body The message body may consist of one or more options.
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9.3. AAA Protocol Message Options

The general structure of an AAA Protocol Message Option is as

follows.

0

1 2 3

012345678901 23456789012345678901
T e T D e S RS

| Type = TBD

| Subtype | Length |

B R e R e R st ot o S S

Option data .......

B S T S ST S T L s st P S RS

Type

Subtype

Length

Option data

The Type field identifies the option. Currently,
the following types are supported. The most
significant bit of the Type indicates if the option
is unskippable (0) or skippable (1).

Each option type may be further subdivided. The
Subtype field identifies option at the next level of
granularity.

The Length field indicates the size of the Option
data in octets.

The format of option data is depends on the type and
subtype, and is defined below.

9.3.1. Client Identifier option

The Client Identifier option is used by AAAL to determine the
appropriate realm towards which to route the AAA request, and by AAAH
in verifying the AAA Credential.
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0 1 2 3
012345678901 234567890612345678901
ottt tototototototototot ottt ottt otototot ottt -t-+-+
| Type = TBD | Subtype | Length |
BT R b E b e e ok T e S T TP SN S S Sy S o
| Identifier |
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

Type 1 (unskippable)

Subtype Currently two subtypes are defined: NAI (@) and IPv6
address (1)

Length For subtype 1, the Length should be 16.

Identifier For subtype 0, this field contains a NAI formatted
according to RFC2486 [1]. For subtype 1, this field
contains an IPv6 address.

9.3.2. Security Data

0 1 2 3
01234567890123456789012345678901
-+ttt -ttt -ttt -+ -+-+-+
| Type = TBD | Subtype | Length |
+ot-t-t-t-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+
| SPI |
Bk e e e R e ik o R e e e e R e e R e b ik ioE L S P S

| Security Data
+ot-t-t-t-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+

Type 2 (unskippable)

Subtype Currently two subtypes are defined: AAA
Credential (©) and AAAH Authenticator (1)

Length Length of the option in octets, not including the
first four octets.

SPI The security parameter index to be used in
interpreting the Security Data.

Security Data  The actual payload.


https://datatracker.ietf.org/doc/html/rfc2486
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9.3.3. Challenge

The Challenge option is used to convey nonces for replay protection
between various pairs of entities.

0] 1 2 3

012345678901 23456789012345678901
T e T D e S RS

| Type = TBD | Subtype | Length |
B T n s o T e e T e e E ek Sk S S S S A
| Challenge .......
tot-t-t-t-t-F-F-F-t-t-t-F-F-F-F-F-F-F-F-F+-+-+-+

Type 3 (unskippable)

Subtype Currently three subtypes are defined:

- Local Challenge: Challenge issued by the
attendant to the client (0)

- Home Challenge: Challenge issued by AAAH to the
client (1)

- Client Challenge: Challenge issued by the client
to AAAH (2)

Length Length of the challenge in octets.

Challenge The actual challenge data.

9.3.4. Generalized Key Reply

This option is used to convey keys distributed by AAAH for use
between the client and other entities.
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2 3

0123456789061 23456789012345678901
T e D e S RS

Type =

TBD

Subtype | Length |

B S S e e T e ST S T ot o S

AAAH SPI |

B S e s ST S S LT S ST ST U e U U Sy S

Key SPI |

B s st T e SPE U S Sy S S s o S S

I
I
I
I
+-
I
+ -

L e T e s T T P S S s ol S U Sy Sy S

Type

Subtype

Length

AAAH SPI

Peer IPv6 Address

I
I
I
I
+

Encoded Key Data .........
B I e s EE R R SR S S S T S S S e ek e

4 (unskippable)

Currently subtypes are defined for three
entity pairs:

- Client-Attendant authentication key:

to be used between the current attendant
and the client for IPSec authentication

(1)

Client-Attendant encryption key: Key to
be used between the current attendant and
the client for IPsec encryption (2)

MN-HA authentication key: Key to be used
between the home agent and the client for

IPsec authentication (4)

If the most significant bit of the Subtype

value is 1, the "~ “Peer IPv6 Address'' field is

present. Otherwise, it is absent.

Length of the option in octets except the
first four octets.

This field indicates the security association

between the client and AAAH which should be
used by the client to interpret the Encoded
Key Data field.
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Key SPI This field indicates the SPI value for the new
security association into which the key should
be inserted.

Peer IPv6 Address When present, this field indicates the IPv6
address of the peer. This is useful when the
client does not already know the address to be
used. This field is present in subtypes 128
and above.

Encoded Key Data This field contains the key, along with any
other information required by the client to
create the security association. The contents
of the field MUST be encrypted by AAAH as
specified by AAAH SPI.

9.3.5. Timestamp

Timestamp field may be used for replay protection between the client
and AAAH.

0] 1 2 3
©12345678901234567890123456789601
B T S I e o o ot S S S S S S S T S S S S
| Type = TBD | Subtype | Length |
+ot-t-t-t-F-F-F-t-t-t-t-t-t-F-F-F-F-F-F-F-F-F-t-F-F-F-F-F-+-+-+-+

| Timestamp
B T e n b e e T e el e T P P Sy S S S

Type 5 (unskippable)
Subtype Currently no subtypes are defined. Should be zero.
Length Length of the Timestamp in octets.

Timestamp  Timestamp value in some format mutually intelligible
to the client and AAAH

9.3.6. IPv6 Address

This option is used by the client to convey the IPv6 address it has
chosen. There may be other uses for this option, too.
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0 1 2 3
012345678901 234567890612345678901
ottt tototototototototot ottt ottt otototot ottt -t-+-+
| Type = TBD | Subtype | Length |
BT R b E b e e ok T e S T TP SN S S Sy S o

IPv6 Address

| |
| |
| |
| |
+- +

B s s e T e e S e S S S S
Type 6 (unskippable)
Subtype Currently no subtypes are defined. Should be zero.
Length 16

IPv6 Address A valid IPv6 address.

9.3.7. Lifetime

This option is used to indicate the validity period of a successful
AAA verification.

(C] 1 2 3
©12345678901234567890123456789601
+-+-F-F-+-F-F-F-+-F-F-F-F-F-F-+-F-F-F-F+-F-F-F-+-F-F-F-F-F-F+-+-+-+
| Type = TBD | Subtype | Length |
+ot-t-t-t-t-t-F-t-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
| Lifetime |
+-+-F-+-+-F-F-F-+-F-F-+-F-F-F-+-F-F-F-+-F-F-F-+-F-F-+-F-F-F+-+-+-+

Type 7 (unskippable)
Subtype Currently no subtypes are defined. Should be zero.
Length 4

Lifetime Lifetime in seconds.

9.3.8. Embedded Data

This option is used to transport specific kinds of embedded data in
the AAA messages.
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0 1 2 3
012345678901 234567890612345678901
ottt tototototototototot ottt ottt otototot ottt -t-+-+
| Type = TBD |[WHO| Subtype | Length |
BT R b E b e e ok T e S T TP SN S S Sy S o

| Embedded Data ........
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

Type 8 (unskippable)

WHO This field indicates who should process the embedded data.
It is interpreted as follows (values in binary)

00 - Recipient of the AAA Protocol message (i.e., either
the client or the attendant)

01 - AAAL

10 - AAAH

11 - reserved

Subtype Currently two subtypes are defined:
(0) -- MN-HA binding update
(1) -- HA-MN binding acknowledgement
(2) -- EAP Request [2]
(3) -- EAP Response [2]

Data The actual embedded data itself. For subtype 0, this MUST
be an IPv6 packet addressed to the HA, and containing
a binding update. For subtype 1, this MUST be an IPv6
packet addressed to the CoA, and containing a binding
acknowledgement from the HA.

For example, to bundle the HA binding update with AAA processing,

the client will first generate a binding update, and insert it into
an embedded data option of the AAA Request message, with WH = 10
(binary) and Subtype = 0. Based on the value of WH, the attendant
will extract the Embedded Data and forward it to AAAH via AAAL. Based
on the Subtype, AAAH will forward the binding update to the home
agent, and will receive a binding acknowledgement in reply. The
attendant will forward the binding acknowledgement in an Embedded
Data option to the AAA Reply message, with WH - 00 (binary) and
Subtype = 1.
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10. Message Formats for Stateful Address Autoconfiguration with DHCPv6
10.1. Challenge option

0 1 2 3
©12345678901234567890123456789601
tot-t-t-t-t-F-F-t-t-t-t-t-t-t-F-F-F-F-F-F-F-t-t-t-F-t-F-F-F-+-+-+
| Type = TBD | Length |
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
| Subtype | reserved |
tot-t-t-t-F-F-F-t-t-t-t-t-t-F-F-F-F-F-F-F-F-t-t-F-F-F-F-F-F-+-+-+

| Challenge...
B T S I e o o ot S S S S S S S T S S S S

Type The Type field identifies the option as a Local
Challenge option.

Length The Length of the option in octets not
including the Type and Length fields.

Subtype The Subtype field identifies the type of the
challenge. Currently defined subtypes are:

- Local Challenge: Challenge issued by the
DHCP server to the client, 0

- Home Challenge: Challenge issued by AAAH
to the client, 1

- Client Challenge: Challenge issued by the
client to AAAH, 2

reserved 0, used for aligning the Challenge field.

Challenge The actual challenge data.



Perkins, Tacsik, Eklund Expires 1 November 2003 [Page 26]



Internet Draft AAA for IPv6 1 May 2003

10.2. Client NAI option

(C] 1 2 3
©01234567890123456789012345678901
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
| Type = TBD | Length |
ottt tototototototot-tototototototototot -ttt -t-toF-t-F-+-+

| Client Network Access Identifer (NAI)
ottt -ttt -ttt -F-F-+-+-+

Type The Type field identifies the option as a
Client Identifier option.

Length The Length of the option in octets not
including the Type and Length fields.

Client NAI The client NAI formatted according to
RFC2486 [1]

10.3. Timestamp option

(0] 1 2 3
©1234567890123456789012345678901
ottt -ttt -ttt -F-F-+-+-+
| Type = TBD | Length |
+ot-t-t-t-F-F-F-t-t-t-t-t-t-F-F-F-F-F-F-F-F-F-t-F-F-F-F-F-+-+-+-+

| Timestamp
B T S I e o o ot S S S S S S S T S S S S

Type The Type field identifies the option as a
Timestamp option.

Length The Length of the option in octets not
including the Type and Length fields.

Timestamp Timestamp value in some format mutually
intelligible to the client and AAAH.


https://datatracker.ietf.org/doc/html/rfc2486
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10.4. Lifetime option

10.

(0] 1 2 3
01234567890123456789012345678901
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
| Type = TBD | Length |
tot-t-t-t-t-F-F-t-t-t-t-t-t-tF-F-F-F-F-F-F-F-F-t-F-F-F-F-F-F-+-+-+
| Lifetime |
ottt -ttt -ttt -F-F-+-+-+

Type The Type field identifies the option as a
Timestamp option.

Length 4

Lifetime Lifetime in seconds indicating the validity
period of a successful AAA verification.

5. Security Data option

0 1 2 3
012345678901 23456789012345678901
+ot-t-t-t-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+
| Type = TBD | Length |
Bk e e e R e ik o R e e e e R e e R e b ik ioE L S P S
| Subtype | reserved |
+ot-t-t-t-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
| SPI |
tot-t-t-totototototototott-t-tot ottt Fotot-t-t-t-F-F-F-+-+-+

| Security Data...
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

Type The Type field identifies the option as a
Timestamp option.

Length The Length of the option in octets not
including the Type and Length fields.

Subtype Currently two subtypes are defined: AAA
Credential (0) and AAAH Authenticator (1).

reserved 0, used for aligning the Challenge field.

Security Data The actual payload.



Perkins, Tacsik, Eklund Expires 1 November 2003 [Page 28]



Internet Draft

AAA for IPv6 1 May 2003

10.6. Generalized Key Reply option

0

1 2 3

012345678901 23456789012345678901
B S e e ST S s T S e R stSt SPEP S S

Type

= TBD | Length |

tot-t-t-t-t-F-F-t-t-t-t-t-t-tF-F-F-F-F-F-F-F-F-t-F-F-F-F-F-F-+-+-+
Subtype | reserved |
ottt -ttt -ttt -F-F-+-+-+

AAAH SPI |

S

Key SPI |

B R S s T S S s ST L S S

Encoded Key. ..

T e D e S RS

Type

Length

Subtype

reserved

AAAH SPI

Key SPI

Encoded Key

The Type field identifies the option as a Timestamp
option.

The Length of the option in octets not including
The Type and Length fields.

Currently three pairs of subtypes are defined:

Client-Attendant authentication key: Key to be used
between the current attendant and the client for
IPSec authentication (1)

Client-Attendant encryption key: Key to be used
between the current attendant and the client for
IPsec encryption (2)

MN-HA authentication key: Key to be used between
The home agent and the client for Ipsec
authentication (4)

0, used for aligning the next field.

This field indicates the security association
between the client and AAAH which should be used by
the client to interpret the Encoded Key Data field.

This field indicates the SPI value for the new
security association into which the key should be
inserted.

This field contains the key, along with any other
information required by the client to create the
security association. The contents of the field



MUST be encrypted by AAAH as specified by AAAH SPI.
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11. Security Considerations

Source address based packet filtering does not guarantee that only
authorized clients will be able to send out traffic through the
router. An attacker can fake the source address of IP packets. 1In
situations where strong protection is needed, clients should be
required to use an IPSec AH tunnel to the router.

12. Open Issues and Discussion
12.1. Packet Service Filter

Future work may be needed to determine how services can be

updated dynamically based on the authorized services. A typical
service filter will permit/deny a filter rule based on upper layer
information for the authenticated IP address.

The attendant could prepare an ACL with service filters based on the
AAA response for the authenticated services for the different UDP/TCP
ports.

12.2. Use of Destination Options

An alternative to defining new ICMPv6 messages and associated options
will be to define new IPv6 destination options for all AAA related
payload. One disadvantage is that the length of destination options
is limited by the 8-bit length field. An advantage is that embedded
data may be transported more naturally using either a Routing Header
or IP-in-IP encapsulation, thereby avoiding the need for something
like the Embedded Data option.

12.3. AAAL
If QoS or other traffic parameters affecting the whole site are
received from the AAAH, the AAAL SHOULD have some means to enforce
these. In this case the AAAL SHOULD also enforce some form of
filtering separate from the DHCP infrastructure.

12.4. Other

How are the AAA Credentials computed?

Do we need the padding in the DHCPv6 options?
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