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Abstract

This document describes several issues relevant to the design of a
network mobility support solution that relies on the bi-directional
tunnel between Mobile Router and Home Agent, with Mobile IP.
Examples of 1dissues are: conflicting Mobile IP and RIPng/OSPF
requirements on link-local addresses, HA/BR co-location, and
"cross-over" tunnels.
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Conventions used in this document
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this document are to be interpreted as described in RFC-2119 [1].
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1l. Introduction

This document describes several issues relevant to the design of a
network mobility support solution that relies on the bi-directional
tunnel between Mobile Router and Home Agent, with Mobile IP.
Examples of issues are: conflicting Mobile IP and RIPng/OSPF
requirements on link-local addresses, HA/BR co-location and
"cross-over" tunnels.

The Mobile Router is using Binding Updates, Binding
Acknowledgments, Binding Requests and Binding Errors with the Home
Agent to maintain the MRHA bidirectional tunnel.

The document 1is organized as follows: the next section presents a
short perspective on three preliminary proposals for a NEMO "Basic"
type of solution; the following section lists the 1issues that
appear in this type of protocols. Two additional sections, or
appendices, give more detail of dissues by way of motivations,
examples and other related issues.

Definitions

N

Complete NEMO terminology can be found 1in [9].

MH: a mobile host, which is a mobile node (MN) as defined by Mobile
IPv6, except all router parts. 1In Mobile IPv6 terminology, MN


https://datatracker.ietf.org/doc/pdf/rfc2119

[w

can be either a host or a router. An MH can only be a host.

MR_HoA: mobile router's Home Address, or the home address of the
mobile (egress) interface of the mobile router.

MNP: mobile network prefix, or the prefix of the link of the mobile
network that will move away. Note that in the most general
case a single MR may route multiple prefixes, in which case
there would be multiples MNPs per one mobile network.

FN: fixed node on the home 1link. It doesn't stand for fixed
network.

NEMO "Basic" preliminary descriptions

An exhaustive description of the proposals to support mobile
networks or mobile routers with Mobile IP bi-directional tunnel can
hardly fit in the usual space reserved for an Internet Draft, which
is traditionally a short document. We retain three main
descriptions: Cisco Mobile IPv4 for Mobile Routers [4], MRTP [13]
and the "Basic" approach [22].

MRTP is a method of enabling mobile routers by using dynamic tunnel
registrations between the AR's point of attachment and -its HA.

This tunnel allows the HA to tunnel all traffic for the mobile
network prefix to the MR, and also lets the MR forward all mobile
network traffic back to the home network, where it is topologically
correct, and can avoid ingress routing in the visited network.
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MRTP does not suffer from the authorization problem of how to show
that the MR owns the routing authority for the Mobile Network.

The approach relies on the bidirectional tunnel between MR and HA.
The solution proposed is valid for Mobile IPv6 as for Mobile IPv4.
The MR and HA behaviours still represent a sensitive departure from
the Mobile IPv6 protocol in that MR informs its HA directly about
the tunnel interface and dynamically triggers additions of routing
table entries in the HA's routing table for the MR's tunnel. 1In
addition, the most recent version of the draft proposes usage of
the PSBUs in order to inform the HA about the prefix of the mobile
network (thus a combination with the PSBU approach). Moreover, the
considerations about dynamic routing in this draft refer only to
how dynamic routing would work with a MR, but not about the
necessity of running a routing protocol between HA and MR.



[

In the Mobile IPv4 case, the network mobility support with the MRHA
tunnel has been reported at least by various teams at Cisco [4] and
NASA [14].

The Basic protocol proposed in [22] takes a different tack at
assigning the home addresses: it assigns it to the MR's 1ingress
interface, instead of the egress interface. 1In addition, it
proposes a two step approach for the search algorithm in the HA's
binding cache: the first step is a search based on a key that 1is a
full /128 address, while the second step is a search based on
longest-prefix match. A new aspect is that this proposals relies
also on a (yet to be developped) prefix delegation scheme where the
HA assigns the mobile network prefix to MR, 1in a dynamic manner.

For a more detailed analysis on the first two approaches (MRTP and
Cisco Mobile Routers) see sections A.4.2 and A.4.3.

Issues
The following is a list of issues that we believe might be relevant

when designing a Basic type of solution by the NEMO WG. Some of
the issues are exemplified in the Appendices.

4.1 Implementation-independent specification terms

The specification of the basic network mobility support should be
expressed with implementation-independent terms. In other words,
clear distinction should be made between the specification of the
protocol and a description of a possible implementation of this
protocol. Especially, since it is to be based on Mobile IP(v6), the
basic NEMO support specification should not make any assumption on
how Mobile IP(v6) 1is implemented but instead re-use (and possibly
extend) data structures from the Mobile IP(v6) specification

(e.g. Binding Cache), and eventually introduce new ones if

needed. Below are two examples of how attention should be payed 1in
the specification of the protocol.
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The bi-directional approach requires MR's HA to configure a
"forwarding information" for the mobile network prefix towards the
mobile router. Since the Mobile IP(v6) specification introduces a
dedicated structure, so-called Binding Cache, to store



mobility-related "forwading information" on the HA, the
specification of basic NEMO support should re-use/extend the
Binding Cache to include the new mobility-related "forwarding
information" for a mobile network. Even though a Binding Cache may
be implemented as an extension of a routing table, the
specification should relate to the Binding Cache and not the
routing table. For dinstance, the specification should relate to
the "forwading information" to be configured on MR's HA for the
mobile network prefix in terms of a prefix entry in the Binding
Cache instead of an entry 1in the routing table of MR's HA.
Especially, Mobile IP(v6) specification does not specify any
routing table for a HA.

Similarly, the specification should not assume that a tunnel,
e.g. the MRHA bi-directionnal tunnel, 1is visible as a virtual
network interface on the MR or HA. This is an
implementation-related consideration that may not be true for all
IP(v6) /MobileIP(v6) stacks.

Such considerations will allow to clearly draw the line between the
specification and a description of a possible implementation, and
as a result ease any future implementation of the basic NEMO
support as an extention of an existing Mobile IPv6 implementation.

4.2 Allow for deployment flexibility

The basic NEMO support specification should not assume MR's HA to
be co-located with the Border Router (BR) of MR's home network. The
HA should be allowed to be a one-interface machine, separated from
BR, that does only NEMO HA functionalities (as a Mobile IP(v6) HA
can be). This way, HA can be deployed in a home domain without the
need to upgrade deployed BRs offering an easy deployment path.

4.3 Dynamic routing protocol and the HA

Considering the case of a HA deployed as a one-interface machine
not co-located with BR, the basic NEMO support specification should
not mandate the HA to run a routing protocol, even in situation
when MR runs a routing protocol. On the other hand, such HA should
allow MR and BR to continue running the dynamic routing protocol as
if MR was at home. Suffices it for the HA to: (1) join the
corresponding multicast address, intercept all packets addressed to
the link-local address of MR and encapsulate towards current MR CoA
and (2) relay, or forward, towards BR all dynamic routing message
exchanges coming from MR.

4.4 Link-local addresses
According to section 10.4.2 of Mobile IPv6 spec [12] the HA will

not allow re-direction of traffic of a Home Address towards a CoA,
when that Home Address is link-local. Two relevant paragraphs:
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"However, packets addressed to the mobile node's link-local
address MUST NOT be tunneled to the mobile node."

"Multicast packets addressed to a multicast address with
link-local scope [], to which the mobile node 1is subscribed,
MUST NOT be tunneled to the mobile node;"

which exposes, of course, the very nature of link-local addresses:
they are local, not going anywhere.

On another hand, OSPF for IPv6 [5] requires that:

"On all OSPF -interfaces except virtual links, OSPF packets are
sent using the dinterface's associated link-local unicast address
as source."

Moreover, RIPng [16] requires that: (1) next hop addresses 1in
routing tables managed by RIPng be link-local and (2) a large part
of RIPng messages be originated and adressed to link-local
addresses:

"An address specified as a next hop must be a link-local
address."

or

"Response Messages: [...] the source of the datagram must be a
link-local address."

or

"Generating Response messages: [...] The IPv6 source address
must be a link-local address of the possible addresses of the
sending router's interface, except when replying to a unicast
Request Message from a port other than the RIPng port."

Overall, keeping 1in mind that Mobile IPv6 is not dealing with
link-local home addresses and that routing protocols and forwarding
process make substantial use of link-local addresses, the -dissue is
clearly how to make the routing protocols work together with Mobile
IPv6. Basic NEMO support specification should enable redirection of
traffic destined to MR's link-local addresses.

4.5 Mobile Router as a Mobile Host



There are several scenarios that involve an MR that needs to act as
a MH too, that is, send normal BUs and use existing Mobile IPvé6.
Applications running on the MR should take advantage of MR's
session continuity and universal reachability at its home address.
For more example issues see section B.

4.6 Neighbour Discovery for MR's egress interface

Neighbour Discover on the MR's egress qinterface is particularly
delicate 1in that Neighbour Discovery should act differently when MR
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is at home and when MR is in a foreign network. A simple example
is that when MR is at home, it has little reason to listen to RAs.
However, when MR is in a foreign network, receiving RAs 1is very
important in order to have a good working of Mobile IPv6. For more
example issues see section B.

4.7 Separation of routing and mobility for MR

The necessity of the distinction between mobility vs. routing
exchanges holds true irrespective to whether dynamic or static
routing is used. If static routing is used, then BR has routes
towards the mobile network through the MR, and MR has routes
towards the Internet through the BR. If dynamic routing is used,
then the MR and BR dynamically exchange routing information that 1is
manually configured in the routing configuration files of MR and of
BR, as well as routing information that 1is delivered by other
routers external to the home network (be it beyond the BR or beyond
the MR). The entities concerned with routing in the home network
are only BR and MR. This behaviour should continue when network
mobility 1is introduced, presumably by deploying an HA (but not
touching the BR). MR and HA should exchange only the information
related to mobility but not the information related to routing.

4.8 Prefix-based routing and host-based routing exceptions

Prefix-based hierarchical routing (where the mobile network 1link
has a prefix that is a subset of the home-network 1link) is the
preferred type of routing for IPv6. Practically though, it dis
possible for the BR to have a routing table entry containing the
prefix of the mobile network, as well as a host-based entry that
points to a certain LFN also in the mobile network. Those two
entries might or might not have the same common sub-prefix. With a
MR at home, being a normal router, BR will know how to forward to



all hosts behind the MR as well as only to the specific LFN of the
host-based route. This behaviour should be maintained when the MR
is no longer at home and when it has a bidirectional tunnel MRHA.

4.9 IPv4 Issues

The mechanisms and issues described in this draft for IPv6 mobile
networks can be applied for IPv4 network mobility as well. RFC
3344 [21] provides important intuititve support for IPv4 network
mobility through the 'R' bit in Registration Requests/Replies.

Some solutions have already been successfully tested in [4] and
[14]. The support provided in RFC 3344 [21] as well as those
solutions keep the HA co-located with the BR. 1In a general case in
which the BR and HA are kept on separate machines (scenarios 9 to
16 in section A.2.3) the same 1issues as 1in IPv6 apply to the IPv4
case.

Additionally, 1in Mobile IPv4 there is a distinction between the MN
and FA functionality, and it is possible to have the FA separated
from the MN, whereas in IPve MN and FA are always co-located. This
gets us to the following additional cases:
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-When the MR 1is in a visited network it can send BU's using a
co-located care-of address or a Foreing Agent care-of address
if an FA 1is available. In the latter case, two reverse
tunneling modes are possible: direct delivery style and
encapsulated delivery style [17].

-The MR may be itself a FA for Leaf Mobile Nodes (LMNs), or the
mobile network may contain a FA for LMNs.

4.10 "Cross-over" tunnels

A rough definition: two MR-HA tunnels are '"crossing over" each
other when the path between one tunnel's endpoints includes only
one of the other tunnel's endpoints.

Support of nested mobile networks is possible only when the path
from MR2 to MR1's HA does not go through MR1 (path considered when
both mobile routers are at home and no tunnels are in place).

An example of the dynamics of two MR-HA crossing tunnels is given
in section B.6.


https://datatracker.ietf.org/doc/pdf/rfc3344
https://datatracker.ietf.org/doc/pdf/rfc3344
https://datatracker.ietf.org/doc/pdf/rfc3344

|

Security Considerations

A detailed threat analysis is to be performed for a NEMO "Basic"
type of solution. But that's what the Charter says anyways.

One issue 1is related to when the MR runs a dynamic routing
protocol. 1In that case, MR 1is able to inform the routers in the
home domain about new routes (or "inject" routes in the home
domain). Considering that MR might be a small device, not locked
in a highly secured room, not a tamper-proof device, potentially
being stolen, then it 1is clear that the ability to introduce routes
in the home domain, and worse, propagating upper to backbones, 1is
inducing serious risks.

5.1 A tool: HA 1ingress filtering
Home Agents supporting mobile networks are normally able to perform
ingress filtering, so that only topologically correct packets leave
the HA. See section B.7 on how HA could do ingress filtering.
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Appendix A: Motivation for Full Addresses in Binding Updates

An dinitial remark is that traffic coming from outside the home
link, or from other hosts on the home 1link, and directed to hosts
in the mobile network (or behind the mobile router) only need to go
through the L2 address of the mobile router (corresponding to 1its
L3 address). With Proxy ND [19], it is the HA that pretends to own
MR's L3 address by advertising new associations of the MR's L3
address to the its own L2 address, thus intercepting MR's home
traffic and forwarding it to the current CoA of the MR.

With this in mind, it can be stated that when the MR is 1in a
foreign network, traffic coming from hosts in the mobile network
and towards anywhere to the Internet, 1is first forwarded by the MR
through the reverse tunnel MRHA to the HA. Then HA decapsulates
and forwards to the address specified in the inner packet.

A.1 Description of a Home Network

When designing a NEMO solution with the MRHA tunnel, the first
steps are to carefully consider the actual behaviour of the home
network when the mobile network 1is at home, employing normal
routing. Then this behaviour should be maintained as much as
possible when the MR 1is not at home (e.g. MR should be able to send
redirects through the MRHA tunnel); reciprocically, the normal
behaviour of an FR at home should change when that FR is an MR and
is at home (e.g. when MR at home, the MRHA tunnel should be torn
down). When the MR is in a foreign network, its presence at home
is simulated by the HA (as in Mobile IPv6 for hosts).

Let us consider a simple case of a home network that supports
movement of one of 1its links. The home network 1is made up of a
home 1link and a mobile network link, separated by the Mobile
Router. The home network is connected to the Internet via the
Border Router, as presented in the figure:

| FN |

home link -------------—--—-—- | HA/BR |---> Internet



mobile link --—————-—-

Current specification for Mobile IPv6 implies that the HA can be
either co-located with the BR, or it can act as a separate
one-interface machine (this is advantageous for deploying Mobile
IPv6 without changing BRs). For mobile networks, the latter mode
can be pictured like this:
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| FN | | HA |

| | ---
home link ----------—-----——-—- | BR |-—-—-- > Internet
| —_
| MR | | LFN |

mobile network link --——————-—-

It is assumed that routes outside the home link are managed by BR
and MR, either in a static manner (operator fills in routing
tables) or dynamic manner (application software partially manages
routing tables). Remark that even when the dynamic style 1is used,
it is still true that operator fills initial routing configuration
files, where she/he puts the image of the network as being what the
operator believes it to be. The dynamic behaviour of routing
protocols intervenes when certain 1links come down or up due to
failures, the operator view is no longer true, and the routers
manage to find alternative paths. Also, the dynamic behaviour
helps obtaining shortest paths over large networks, relying on
several local operator's views of smaller sized networks. Addition
of mobility should not change this.

If static routing is used instead of dynamic routing, then static
routes are added manually both on MR and on the BR. When
considering adding *staticx routes in a *dynamic* manner for



prefixes shorter than /128 by Mobile IP, authors of this document
realize (in truth, hopefully) that Mobile IP starts using semantics
that are traditionally belonging to routing protocols.

A.2 Scenarios

For the sake of completetess, we first describe a simple "manual"
scenario for mobile networks based on the MRHA tunnel, that exposes
relative simplicity, that uses static routing and doesn't use
Mobile IP.

Then, adding the Mobile IP behaviour, we present detailed scenarios
of communication between an FN on the home link and an LFN on the
mobile network 1link and a CN on the Internet, when the mobile
network is at home and away from home in a visited network, and
when the HA 1is co-located with the BR and separated from the BR.
All in all, 16 simple scenarios are presented.

The scenarios where HA 1is co-located with BR (1 up to 8) expose
that there 1is no need for MR to communicate prefixes to its HA via
BUs. In a normal routing function, when the MR 1is at home, it
exchanges routing information with the BR (co-located with the HA)
and thus those prefixes are communicated by e.g. RIP or OSPF. When
the MR 1is not at home, this behaviour continues, but through the
MRHA tunnel.
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The scenarios where HA and BR are separated (9 up to 16) expose
that HA needs an entry in its routing table in order to be capable
of forwarding packets to the MR (when it is not at home).

An additional scenario 1is then presented where MR at home 1is using
ICMP Redirect, a functionality that might be needed even when the
MR is not at home.

A.2.1 Manual Mobile Networks

Authors of this draft have experimented with "manual" mobile
networks in IPv4, where the addition of routes and tunnels on the
MR and on the BR are done manually, by operators talking on the
phone.

A home network was used that contains about 10 routers and about 12
subnets. That home network is connected to the Internet with a BR.



All routers have static routes among them.

Then, one slice of that home network (the mobile network)
containing one "MR", one normal router and 6 subnets, was
disconnected from home, and moved across the Atlantic. Once the
"MR" was connected on the other side, it was manually configured
with a new IPv4 address, mask and default route. Then a tunnel
interface and a route were manually set up on the MR, a tunnel
interface and a route were manually set up on the BR. All other
routes on all other routers where not touched. Mobile IP software
was not used.

The entire network (the home and the mobile network) looked, and
acted, as if the mobile slice were at home. During this, several
applications were tested between hosts in the mobile network, hosts
in the home network and hosts on the Internet (incidentally, one of
the applications was relying on Mobile IPv4 for hosts, but in no
relation with the mobile network moving).

Again, this "manual" mobile networks scenario was not using any
dynamic routing protocol, and the tunnel was not supporting any
form of broadcast of multicast.

A.2.2 Scenarios with Co-located HA and BR
1. FN sends packet to LFN, mobile network home, HA/BR colocated

| FN |

home link --—------------————- | HA/BR |---> Internet

mobile link -—-———--—-
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-FN scans 1its routing table for LFN's address, and finds default
route towards BR.

-FN sends NS for L2 address of BR.

-BR replies NA.

-FN sends packet to BR.

-HA scans its BC to find out whether MR is at home; BR scans 1ts
routing table for LFN's address, and finds route through MR;



-BR sends NS for MR.

-MR replies NA with its L2 address.

-BR forwards packet to MR and sends ICMP Redirect to FN such that
subsequent packets from FN to LFN go straight through MR and not
through BR.

-MR forwards packet to FN.

The sensitive issue exposed here is the way 1in which initially the
packet travels from FN to BR to MR, the dynamic addition of an
entry in the routing table of the FN (even if FN doesn't run a
routing protocol) and that subsequent packets will not go through
BR, but from FN to MR to LFN.

2. FN sends packet to LFN, mobile network visits, HA/BR colocated
- /
| FN | /
—_— e /

mobile net

-FN scans 1its routing table for LFN's address, and finds default
route towards BR.

-FN sends NS for L2 address of BR.

-BR replies NA.

-FN sends packet to BR.

-BR scans 1its routing table for LFN's address, and finds route
through MR;

-BR (being an HA) scans 1its BC and its routing table and finds it
needs to encapsulate this packet towards MR's CoA.

-BR encapsulates through the MRHA tunnel to MR's CoA.

-MR decapsulates and forwards to LFN.

3. LFN sends packet to FN, mobile network home, HA/BR colocated
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home link --—-----------————- | HA/BR |---> Internet

mobile 1link --——————-

-LFN scans its routing table for FN's address, and finds default
route towards MR.

-LFN sends NS for L2 address of MR.

-MR replies NA.

-LFN sends packet to MR.

-MR scans 1its routing table for LFN's address, and finds route
'on-link';

-MR sends NS for FN.

-FN replies NA with its L2 address.

-MR forwards packet to FN.

4. LFN sends packet to FN, mobile network visits, HA/BR colocated
- /
| FN | /
—_— e /

mobile net

-LFN scans 1its routing table for FN's address, and finds default
route towards MR.

-LFN sends NS for L2 address of MR.

-MR replies NA.

-LFN sends packet to MR.



-MR encapsulates this packet through the MRHA tunnel and sends to
HA.

-HA receives this packet and decapsulates.

-HA scans 1its routing table for FN's address, and finds route
'on-link';

-HA sends NS for FN.

-FN replies NA with its L2 address.
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-HA forwards packet to FN (on behalf of the MR).

5. CN sends packet to LFN, mobile network home, HA/BR co-located
---— CN link

mobile net 1link

-BR receives packet from CN towards LFN.

-HA scans its BC to see whether MR is at home; BR scans its routing
table and finds dest through MR.

-BR sends NS for L2 address of MR and MR replies NA.

-BR forwards packet to MR.

-MR forwards packet to LFN.

6. CN sends packet to LFN, mobile network visits, HA/BR colocated



\ -—-—— Visited link

mobile net
-BR receives packet from CN towards LFN.
-BR scans 1its routing table and finds dest through MR.
-BR scans 1its routing table and 1its BC and realizes it needs to
send this through the MRHA tunnel.
-BR sends the packet through the MRHA tunnel to MR.
-MR decapsulates and forwards to LFN.

(this 1is sometimes referred to as triangular routing, since the
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packet from CN to LFN travels artificially through BR)

7. LFN sends packet to CN, mobile network home, HA/BR colocated

mobile net 1link

-MR receives packet from LFN towards CN.

-MR scans 1its routing table to and finds dest through BR.
-BR forwards packet to Internet towards CN.

-BR1 forwards packet to CN.



8. LFN sends packet to CN, mobile network visits, HA/BR colocated

-——— CN 1link
--| BR1|-—-=----
/o
/ |
__________ / N,
——————— | | | on |
---| HA/BR |---| Internet | -——-
——————— | |
—————————— \
\
\ --——  Visited link
__| AR | ______
=
|
| MR | | LFN |

mobile net
-MR receives packet from LFN towards CN.
-MR scans 1its tables and finds it needs to send it through the MRHA
tunnel.
-BR receives this packet, decapsulates and forwards to Internet.
-BR1 forwards this packet to CN.

(this 1is sometimes referred to as triangular routing, since the
packet from LFN to CN travels artificially through BR)
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A.2.3 Scenarios with HA and BR Separated

9. FN sends packet to LFN, mobile network home, HA separated BR

| FN | | HA |

home link --—------------————- | BR |-————- > Internet



-FN scans 1its routing table for LFN's address, and finds default
route towards BR.

-FN sends NS for L2 address of BR.

-BR replies NA.

-FN sends packet to BR.

-BR scans 1its routing table for LFN's address, and finds route
through MR;

-BR sends NS for MR.

-MR replies NA with its L2 address.

-BR forwards packet to MR and sends ICMP Redirect to FN such that
subsequent packets from FN to LFN go straight through MR and not
through BR.

-MR forwards packet to FN.

10. FN sends packet to LFN, mobile network visits, HA separated BR

- - /
| FN || HA | /
—_— _— e e e /

| | - | I

home 1link —-—=- | |

mobile net

-FN scans 1its routing table for LFN's address, and finds default
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route towards BR.
-FN sends NS for L2 address of BR.
-BR replies NA.
-FN sends packet to BR.



-BR scans 1its routing table for LFN's address, and finds route
through MR;

-BR sends NS for MR.

-HA replies NA with its L2 address (on behalf of MR).

-BR forwards packet to HA and sends ICMP Redirect to FN such that
subsequent packets from FN to LFN go straight through MR and not
through BR. BR also sends ICMP Redirect to HA, such that HA knows
a route through MR. The logic of this last ICMP Redirect is
described in section 6.1.

-HA scans 1its routing table for LFN's address, and finds through MR;

-HA scans binding cache and finds 'through MRHA tunnel';

-HA encapsulates and sends packet to MR.

-MR decapsulates and forwards to LFN.

The problem in the above case is how to inform the HA about the
route towards MR. When MR at home, and HA being a host, normally
HA doesn't have a route towards MR.

11. LFN sends packet to FN, mobile network home, HA separated BR

| FN | | HA |

home link —————————— e | BR |-——--- > Internet

mobile network link —--—-——-—---

-LFN scans 1its routing table for FN's address, and finds default
route towards MR.

-LFN sends NS for L2 address of MR.

-MR replies NA.

-LFN sends packet to MR.

-MR scans 1its routing table for LFN's address, and finds route
'on-link';

-MR sends NS for FN.

-FN replies NA with 1its L2 address.

-MR forwards packet to FN.

12. LFN sends packet to FN, mobile network visits, HA separated BR
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mobile net

-LFN scans its routing table for FN's address, and finds default

route towards MR.
-LFN sends NS for L2 address of MR. MR replies NA.

-LFN sends packet to MR.
-MR encapsulates this packet through the MRHA tunnel and sends to

HA.

-HA receives this packet and decapsulates.

-HA scans 1ts routing table for FN's address, and finds route

'on-link';

-HA sends NS for FN.

-HA forwards packet to FN (on behalf of the MR).

FN replies NA with its L2 address.

13. CN sends packet to LFN, mobile network home, HA separated BR

| MR | | LFN |



mobile net 1link

-BR receives packet from CN towards LFN.

-BR scans 1its routing table to and finds dest through MR.
-BR sends NS for L2 address of MR.

-MR replies NA.

-BR forwards packet to MR.

-MR forwards packet to LFN.
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14. CN sends packet to LFN, mobile network visits, HA separated BR

—---— CN link
--| BR1|------
---- /o
| WA | / |
—_— e / —_——
| ] | o |
————————— | BR |--—-| Internet | -—=-
—— |
—————————— \
\
\  ---- Visited link
__| AR | ______
|
|
| MR | | LFN |

mobile net
-BR receives packet from CN towards LFN.
-BR scans 1its routing table to and finds dest through MR.
-BR sends NS for L2 address of MR. HA replies NA on behalf of MR.
-BR sends Redirect to HA informing it about a route towards MR.
-Simultaneously with previous packet, BR forwards packet to HA.
-HA scans 1its routing table and finds an entry to MR (added as a
result to ICMP redirect), it also has a BC entry for MR, so it
sends the packet through the MRHA tunnel.

The problem in the above case is how to inform the HA about the
route towards MR. When MR at home, and HA being a host, normally



HA doesn't have a route towards MR.

15. LFN sends packet to CN, mobile network home, HA separated BR

---— CN link
--| BR1|------
-—-- /o
| HA | / |
_— e / ——
| - | I | CN |
——————————————————— | BR |---| Internet | —-———
| home 1link —-—=- | |
—_———— ————— e \
| MR | | LFN | \
—m - \

mobile net link
-MR receives packet from LFN towards CN.
-MR scans 1its routing table and finds dest through BR.
-BR sends packet to CN
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16. LFN sends packet to CN, mobile network visits, HA separated BR

---= CN link
--| BR1|-—-----
- /o
| HA | / |
—_— e / —_——
| - | o |
—————————— | BR |--—| Internet | -—=-
] |
—————————— \
\
\ -——— Visited link
--| AR |-——---
-
|
| MR | | LFN |

mobile net
-MR receives packet from LFN towards CN.



-MR encapsulates this packet through the MRHA tunnel.
-HA receives this packet, decapsulates and sends to CN.

A.3 MR Redirects to BR

Also, consider the scenario where the FN has a default route
towards the MR 1instead of the BR, and sending packets to a CN on
the Internet. This might very well happen when the MR is at home
and sending RAs, in addition to the RAs sent by the BR. FN might
configure a default route through the MR instead of the BR. If MR
is at home, MR will redirect the FN towards the BR. So, even if
this looks like a wrong configuration on the FN (its default route
should point to BR and not MR), packets will still travel correctly
when MR is at home. This should be maintained when the MR 1is not
at home. There are two possibilities: either the HA (replacing the
MR) redirects the FN towards the BR, or it is the MR itself that
sends the respective ICMP redirect message to the FN (through the
MRHA tunnel). The first case supposes that HA maintains a routing
table, which contains routes towards the mobile network. This is
less desirable if the HA is not co-located with BR, and where we
prefer not to have routing interactions with the HA. The latter
case 1is more plausible, keeping the default routing behaviour to
the MR.

A.4 Informing the HA about the Route to MR

In certain scenarios presented previously, with the HA dissociated
from the BR and the MR in the visited network, there is a need for
the HA to maintain in its routing table an entry towards the MR. A
scenario where packets from CN towards LFN are looping between BR
and HA has been described in detail in section 3.2.4 of [8].
Several solutions exist to avoid this looping, described below.
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A.4.1 ICMP Redirect from BR to HA

One alternative for avoiding the loop problem is by using ICMP
Redirects [19] sent by BR to HA 1in order to communicate to HA the
route it misses towards the MR. ICMP Redirects are deployed and
used in existing networks. The classic behaviour of ICMP Redirects
is presented in scenario 1. Scenarios 10 and 14 with
MR-not-at-home and BR dissociated from HA, present the fact that
classic ICMP Redirects are not triggered normally and thus
modifications are needed.



In addition to the normal behaviour with ICMP Redirects, described
in [19], it could be modified according to the following. The
decision by BR to send ICMP Redirect towards HA can be taken in at
least three ways:

-allow a number of iterations of a packet looping between HA and
BR and after this fixed number decide to send the Redirect to HA
such as the looping stops. This modifies the normal behaviour
of BR.

-another possibility is for BR to react at the moment it receives
the proxy NA from HA (on behalf of the MR), compare to the
current entry it has in the Neighbour Cache for MR, and then
decide that, because MR has moved away, send Redirect to HA to
inform HA about the route to MR. This 1is the route (or set of
routes) normally maintained by the BR with the MR, doesn't
contain any form of the new position (CoA) of the MR. This
route, or set of routes (in which case a set of Redirects are
sent), 1is copied from BR's routing table. All routes that have
destination the MR's home address need to be communicated to HA
with ICMP Redirects. This modifies the normal behaviour of BR.

-yet another possibility is to consider modifications on HA (from
vanilla Mobile IPv6), but don't touch BR, such that HA generates
a new packet, thus obtaining a classic ICMP Redirect from BR.

When the HA receives a packet that is not for ditself, -t
encapsulates it with an IP-in-IP tunnel, having the src address
its own address and the destination address copied from the dst
address of the original packet. Then try to route this packet
and find the default route towards BR. Then BR sends a normal
ICMP Redirect informing HA there is a better route for this
packet towards MR. Thus HA acquires the MR route dynamically.
The packet will be passed on by BR to HA again, and further
details are needed here. Remark that this is equivalent to one
iteration of the loop (a particular case of the fixed -iterations
loop mentioned previously).

A.4.2 Static Route Method
This is proposed by [4] and [13], where a route is statically
introduced in the HA upon receiption of a Binding Update from
MR. This route for MR's prefix may point towards MR's home address

(next hop), towards a specific tunnel to MR's home address(output
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interface), or towards a specific tunnel to MR's care-of address
(output 1interface).

The first approach proposed in [4] suggests to configure a new
static tunnel on the MR's HA towards MR_HoA. This static tunnel,
that we call here MR_HoA_tunnel, is to be used as output interface
of a new static entry added in the routing table of HA for MR's
prefix: MR prefix -> MR_HoA_tunnel. Upon reception of a data
packet from CN addressed to a LFN, MR's HA will consult 1its routing
table and find a match for that packet for this static route since
LFN address matches MR's prefix. As a results it will encapsulate
the packet with an additional header that will have MR's HA as
source address and MR_HoA as destination address. 1In order to
forward this packet, now addressed to MR's Home Address, the MR
will first consult its binding cache and discover MR's Care-of
address. It will thus send the packet through the MRHA tunnel
towards MR's current location. It is worth mentionning that this
approach introduces a double encapsulation of an incoming packet to
be forwarded to the MR: the first is due to the MR_HoA_tunnel, the
second to the MRHA tunnel.

The second approach proposed in [13] suggests a similar method but
avoids the overhead introduced by the two tunnels. It consists 1in
configuring a static route in MR's HA routing table for MR's prefix
towards MR's Home Address: MR prefix -> MR_HoA. Upon reception of
a data packet from CN addressed to a LFN, MR's HA will consult -its
routing table and, again, find a match for that packet for this
static route since LFN address matches MR's prefix. This 1indicates
the MR's HA that the packet should be routed towards MR_HoA. From
its binding cache it discovers MR's CoA and as a consequence
forwards the incoming packet from the CN directly through the MRHA
tunnel. This approach reduces the overhead of the MR_HoA_tunnel but
requires a suitable coordination of the routing table and binding
cache on the HA.

A third possible approach 1is similar to the previous one but
directly uses the MR's care-of address as the tunnel termination
point instead of MR's home address. As such the new static entry
added in the routing table of HA for MR's prefix is then MR prefix
-> MRHA_tunnel.

Analyzed from the perspective where HA 1is separated from BR, and
where MR doesn't normally maintain routes with HA, then this
addition might seem superfluous. Consider a situation where MR and
BR maintain routing information and where that manual route s
added on HA. When the MR 1is not at home, consider that
administrator decides to add a new fixed subnet at home, with its
own router neighbouring with BR on the home link. Consider the new
subnet's prefix being a longer prefix derived from the prefix
assigned to the MR's subnet. This 1is perfectly feasible by
changing configurations on the MR and BR. That can work perfectly



even if MR is not at home. But if HA doesn't participate in this
exchange (which is the case if HA separated from BR) then the
manual route added previously in the HA 1is no longer valid. Thus,
a potential qissue.
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Using PSBUs as proposed in [8] and [13] has many side-effects not
clearly considered. When the mobile network is assigned several
prefixes instead of one, then it is not clear whether several BUs
are being sent or only one with several prefixes inside. Remark
that in the vanilla Mobile IPv6 case, only one CoA can be sent with
a BU (the alternative CoA 1is only an alternative not a substitute).

A.4.3 Dynamic Route Method

It is possible for the HA, being either separated or co-located
with the BR, to run a specific routing protocol, participating 1in
the routing interactions between BR and all other neighbouring
routers on the home link. Thus, the HA always has the necessary
route it needs to join the MR's network.

If the HA is a one-interface machine, and separated from the BR, it
seems that it maintains information that is not always necessary to
its well working as a HA. For example, it will maintain routes to
all neighbouring routers, be it fixed or mobile. The routes to the
fixed neighbouring routers are not necessary for 1its working as a
host, since it suffices to only have a default route towards a BR,
that will normally dynamically Redirect it towards the other fixed
routers. Moreover, if HA runs a dynamic routing protocol, qits
route updates will never be taken into account by other routers,
since they will always be one hop further than the routes already
known by them. Thus it might be possible to have the HA as a
silent routing, only receiving route updates from the neighbouring
routers, but never sending route updates, since it does not have a
network behind it (it is a "host") whose reachability it needs to
advertise.

RIP [11] supports having a silent host that only listens to update
messages, but does not advertise new routes. With OSPF [18] the
"listening only" requirement is complicated by the fact that the HA
would needs to participate in OSPF's HELLO protocol.

The advantage of using this solution is that it does not require
additional changes to Mobile IPv6, and PSBUs are not needed. The
disadvantage is that if the MR does not run a routing protocol then
we still need some way of telling the HA the routes to the MNPs.



Appendix B: Examples and Other Issues
B.1 Example of issue for Mobile Router as Mobile Host

If the MR is at home and it has an address configured on the moving
interface other than a link-local address, then the MR can act as
an MH too, and send normal Mobile IPv6 BUs, binding that Home
Address to a newly configured CoA; thus allowing the MR to be an MH
for itself only, ignoring the LFNs. If the MR at home doesn't have
other addresses than link-local on the mobile 1interface then the MR
can not send normal Mobile IPv6 BUs and can not be an MH. It can
however be an MR for the hosts on the mobile network.

B.2 Multicast Subscriptions of the MR
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When the MR 1is at home, it normally joins certain multicast groups
related to routing (e.g. all-routers multicast group with site
scope). This is assumed by dynamic routing protocols, or by
renumbering mechanisms. When the MR is no longer at home, 1its
multicast subscription should continue as if it were at home. This
can be achieved by "home subscription" techniques considered 1in
relation with Mobile IPvé6.

B.3 Examples of 1issues for Neighbour Discovery for MR

When MR is at home and sends RA towards the home link, it should
not advertise itself as being capable of being a default router
(Router Lifetime should be 0).

When the MR 1is visiting, it should not respond to RSs sent on the
visited link and it should not send RAs on the visited link.

When the MR 1is at home, it doesn't normally use any information
received from RAs sent by a neighbouring router, i.e. the BR. It
has a link-local address and 1if it has a larger scope address
configured on an interface, then that is normally done manually.
Actually, routers are usually prohibited from using information
received in RAs more than for logging and synchronization purposes.
When the MR is in a foreign network, it needs a way to configure a
Care-of Address. In the hosts case this is done by stateless or
stateful autoconf. In the MR case, the stateful is possible, while
the stateless is normally prohibited. A good way for address
autococnfiguration for the MR should be identified, be it DHCP, or
modified RAs, or modified router's behaviour to accept RAs.



Assume the MR 1is at home and a non-link-local (site- or global)
home address is configured on the 1interface connecting to the home
link (supposedly the same -interface that will change CoAs when
visiting). The MR-at-home will do periodic NAs for this home
address; this behaviour should stop when MR is visiting. This
modified behaviour 1is already taken into consideration by Mobile
IPv6 MN. In the particular MR case, most ND operations of MR are
delegated to the HA, and such most entries of Neighbour Cache,
Destination Cache that are related to the home link will disappear.
New entries that are relevant in the foreign network will populate
those tables. When coming back home, all ND entries should be
replaced back with the entries related to the home network.

Another specific case in point is the default route. As already
presented with the router behaviour with respect to RAs, a default
route is not normally configured by MR from a received RA. When
the MR 1is 1in a foreign network, it should have a default route that
points to its BR (but through the MRHA tunnel) and another
non-tunnelled default route towards the current AR. Moreover, all
MR's routing table entries that pointed to BR when the MR was at
home, should still continue to point to BR (through the MRHA
tunnel). The same is true for all routing table entries of the BR.

B.4 Router Renumbering
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Router Renumbering for IPv6 [7] 1is a technique where routers of a
home network are instructed to change the prefixes they advertise.
In the context here, it should be possible for the MR to be
re-numbered when it is at home as well as when it 1is visiting.

The renumbering mechanisms provided by Mobile IPv6 (mobile prefix
solicitations and advertisements) are not relevant for changing the
prefixes advertised by the MR towards the mobile network; but these
mechanisms should still be used for MR when MR 1is acting as an MH.
In order for router renumbering to work for MR when acting as MR,
the MR should at least be able to maintain its multicast
subscription to all-routers group valid at home.

B.5 Example of disconnected operation qissue
An example of an 1important inconvenient of using exclusively

vanilla Mobile IPv6 with MRHA is when nesting: consider two mobile
networks, each MR having its own HA 1in different domains. The



first MR attaches to an AR and the second MR attaches under the
first mobile network. In this case, two LFNs situated one on the
first net and the second on the second net are capable to
communicate with each other, but communication goes through both
first MR's HA and through second's. 1In practice this exposes a
paradox where if first MR loses connection to AR, then even if the
two nets stay attached, the two LFNs can not communicate.

B.6 Example for the "cross-over" tunnels -issue

Consider the following example, where both MRs are at home and where
MR1's mobile network contains HA2. MR1l belongs to HAl and MR2
belongs to HA2.

In the next step, consider that the MR2's mobile network goes visit
AR, 1like in the figure below:
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—————————— /
——————— | |
——————————————— | HA1/BR|---| Internet |
e | |
____________________ \



The tunnel setup procedure of this movement is between MR2 and HA2.
This tunnel can be easily setup; consider now the next movement:

—————————— /
——————— | |
| HA1/BR|---| Internet |
——————— | |
—————————— \
\
| AR |
|
| MR2 | | LFN |
| |
|
| MR1 | | HA2 |

After this movement, MR1 tries to setup its bidirectional tunnel
with HAl, by sending a BU to HAl. This BU 1is encapsulated by MR2
towards HA2. However, HA2 is no longer at home (having moved
together with MR1); thus the tunnel between MR1 and HAl can not be
set up, because if it were set up, it would have "crossed over" the
tunnel between MR2 and HA2. If one were to draw the two tunnels 1in
the above picture, a tunnel would be between MR2 and HA2 and the
other between MR1 and HAl. The path MR1-HAl includes only the MR2
endpoint of the tunnel MR2-HA2.

B.7 Example of use of HA ingress filtering

HA should verify that packets it receives from the MRHA tunnel have
a source address that matches what's in HA's routing table. HA

Petrescu et al.
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should have a route for the mobile prefix pointing into the MRHA
tunnel, and the LFN should have use a source address derived from
that prefix when sending its packets. Other packets will be
dropped.

Appendix C: A Digression

Two types of approaches have been distinguished in designing a
network mobility support with Mobile IPv6 and the bidirectional
tunnel.

Clean-slate Mobile IP-centric approach

In this approach, it 1is assumed that a home network is in fact a
new 1-link network. This home network connects to the Internet
with one or more BRs. The BRs have HA functionality with Mobile IP
for hosts. There are no other routers or hosts in the home network
than the BRs and the MRs. MRs are seldom at home. MRs and BRs
would presumably have little need to run a dynamic routing
protocol. Most, if not all, routing information exhanges happen
with Mobile IP BUs.

Nodes in the mobile networks communicate with CNs. Those CNs are
anywhere in the Internet, but not in the home network (there's no
node in the home network than BRs and/or other MRs).

Evolutionary approach

In this type of approach, it is assumed that a home network is
already deployed. The home network has several routers that run
dynamic routing protocols (non-Mobile IP) to maintain connectivity
between various endpoints. The home network 1is connected to the
Internet with one or more BRs.

From this, it is possible to "mobilize" some slices (or chunks of
this network), maintaining session continuity and reachability at a
permanent home address for fixed nodes of that slice. Consider
that the slice that needs to be physically disconnected from the
home network uses a router (called "MR") that connects the slice to
the home network. A minimal deployment effort could be the
following: (1) modify software on MR and (2) place a new box with
new software on the link where MR was connecting the slice to the
home network (this entity called "HA"). MR and the slice move away
and HA stays in place.

Intellectual Property Rights Considerations

Consult Motorola on IPR (authors believe no IPR here, but depends
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who asks; the complete and authoritative answers can be found from
IPD or Public Relations of Motorola, corelated with IPD of ECRL).
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