workgroup: None

Internet-Draft:
draft-prorock-cose-post-quantum-signatures-00

Published: 5 March 2022

Intended Status: Standards Track

Expires: 6 September 2022

Authors: M. Prorock 0. Steele R. Misoczki M. Osborne

mesur.io Transmute  Google IBM
C. Cloostermans
NXP

JSON Encoding for Post Quantum Signatures
Abstract

This document describes JSON and CBOR serializations for several
post quantum cryptography (PQC) based suites.

This document does not define any new cryptography, only
seralizations of existing cryptographic systems.

This document registers key types for JOSE and COSE, specifically
PQK, CRYDI, pset.

This document registers signature algorithms types for JOSE and
COSE, specifically CRYDI3 and others as required for various post
guantum signature schemes.
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Notational Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

Terminology
The following terminology is used throughout this document:

PK The public key for the signature scheme.

SK The secret key for the signature scheme.

signature The digital signature output.

message The input to be signed by the signature scheme.
sha256 The SHA-256 hash function defined in [RFC6234].
shake256 The SHAKE256 hash function defined in [RFC8702].

CRYSTALS-Dilithium
1. Overview

This section of the document describes the lattice signature scheme
CRYSTALS-Dilithium (CRYDI). The scheme is based on "Fiat-Shamir with
Aborts"[Lyu@9, Lyul2] utlizing a matrix of polynomials for key
material, and a vector of polynomials for signatures. The parameter
set is strategically chosen such that the signing algorithm is large
enough to maintain zero-knowledge properties but small enough to
prevent forgery of signatures. An example implementation and test
vectors are provided.

CRYSTALS-Dilithium is a Post Quantum approach to digital signatures
that is an algorithmic apprach that seeks to ensure key pair and
signing properties that is a strong implementation meeting
Existential Unforgeability under Chosen Message Attack (EUF-CMA)
properties, while ensuring that the security levels reached meet
security needs for resistance to both classical and quantum attacks.
The algoritm itself is based on hard problems over module lattices,
specifically Ring Learning with Errors (Ring-LWE). For all security
levels the only operations required are variants of Keccak and
number theoretic transforms (NTT) for the ring zq[X]/(X256+1). This
ensures that to increase or decrease the security level invovles
only the change of parameters rather than re-implementation of a
related algorithm.

While based on Ring-LWE, CRYSTALS-Dilithium has less algebraic
structure than direct Ring-LWE implementations and more closely
resembles the unstructured lattices used in Learning with Errors



(LWE). This brings a theorectical protection against future
algebraic attacks on Ring-LWE that may be developed.

CRYSTALS-Dilithium, brings several advantages over other approaches
to signature suites:

*Post Quantum in nature - use of lattices and other approaches
that should remain hard problems even when under attack utilizing
guantum approaches

*Simple implementation while maintaing security - a danger in many
possible approaches to cryptography is that it may be possible
inadvertantly introduce errors in code that lead to weakness or
decreases in security level

*Signature and Public Key Size - compared to other post quantum
approaches a reasonable key size has been achieved that also
preserves desired security properties

*Conservative parameter space - parameterization is utilized for
the purposes of defining the sizes of marices in use, and thereby
the number of polynomials described by the key material.

*Parameter set adjustment for greater security - increasing this
matrix size increases the number of polynomials, and thereby the
security level

*Performance and optimization - the approach makes use of well
known transforms that can be highly optimized, especially with
use of hardware optimizations without being so large that it
cannot be deployed in embedded or IoT environments without some
degree of optimization.

The primary known disadvantage to CRYSTALS-Dilithium is the size of
keys and signatures, especially as compared to classical approaches
for digital signing.

3.2. Parameters

Unlike certain other approaches such as Ed25519 that have a large
set of parameters, CRYSTALS-Dilithium uses distinct numbers of
paramters to increase or decrease the security level according to
the required level for a particular scenario. Under DILITHIUM-
Crustals, the key parameter specificiation determines the size of
the matrix and thereby the number of polynomials that describe he
lattice. For use according to this specification we do not recommend
a parameter set of less than 3, which should be sufficient to
maintain 128bits of security for all known classical and quantum
attacks. Under a parameter set at NIST level 3, a 6x5 matrix is
utilized that thereby consists of 30 polynomials.



3.2.1. Parameter sets

Parameter sets are identified by the corresponding NIST level per
the table below

NIST Level Matrix Size memory in bits

2 4x4 97.8

3 6X5 138.7

5 8X7 187 .4
Table 1

3.3. Core Operations

This section defines core operations used by the signature scheme,
as proposed in [CRYSTALS-Dilithium].

3.3.1. Generate

See [CRYSTALS-Dilithium]

3.3.2. sSign

See [CRYSTALS-Dilithium]

3.3.3. Verify

See [CRYSTALS-Dilithium]

3.4. Using CRYDI with JOSE
Basing off of this
3.4.1. CRYDI Key Representations

A new key type (kty) value "PQK" (Post Quantum Key Pair) is defined
for public key algorithms that use base 64 encoded strings of the
underlying binary materia as private and public keys and that
support cryptographic sponge functions. It has the following
parameters:

*The parameter "kty" MUST be "PQK".

*The parameter "alg" MUST be specified, and its value MUST be one
of the values specified in table TBD.

*The parameter "pset" MUST be specfied to indicate the not only
paramter set in use for the algorithm, but SHOULD also reflect
the targeted NIST level for the algorithm in combination with the
specified paramter set. For "alg" "CRYDI" one of the described
parameter sets "2", "3", or "5" MUST be specified. Parameter set
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"3" or above SHOULD be used with "CRYDI" for any situation
requiring at least 128bits of security against both quantum and

classical attacks

*The parameter "x" MUST be present and contain the public key
encoded using the base64url [RFC4648] encoding.

*The parameter '"xs" MAY be present and contain the shake256 of the
public key encoded using the base64url [RFC4648] encoding.

*The parameter "d" MUST be present for private keys and contain
the private key encoded using the base64url encoding. This
parameter MUST NOT be present for public keys.

*The parameter "ds" MAY be present for private keys and contain
the shake256 of the private key encoded using the base64url
encoding. This parameter MUST NOT be present for public keys.

Sizes of various key and signature material is as follows (for

"pset" value "2")

. Paramter
Variable
Name
Signature sig
Public Key  x
Private q
Key

Paramter ) base64url encoded
Size .
Set size
2 3293 4393
2 1952 2605
2 4000 5337
Table 2

When calculating JWK Thumbprints [REC7638], the four public key
fields are included in the hash input in lexicographic order: "kty",

”pset”, and "X"-

3.4.2. CRYDI Algorithms

In order to reduce the complexity of the key representation and
signature representations we register a unique algorithm name per
pset. This allows us to omit registering the pset term, and reduced
the likelyhood that it will be misused. These alg values are used in
both key representations and signatures.

kty
PQK
PQK
PQK

alg Paramter Set
CRYDI5 5
CRYDI3 3
CRYDI2 2

Table 3



3.4.2.1. Public Key

Per section 5.1 of [CRYSTALS-Dilithium]:

The public key, containing p and tl1, is stored as the concatenation
of the bit-packed representations of p and t1 in this order.
Therefore, it has a size of 32 + 288 kbytes.

The public key is represented as x and encoded using base64url
encoding as described in [RFC7517].

Example public key using only required fields:



—============== NOTE: '\' line Wrapping per RFC 8792 ================

"kty": "PQK",

"alg": "CRYDI3",

"x": "z7u7GwhsjjnfHH3NKrs2xvvwO20Rcw5ymd1lTnhRenjDdr00+nfXRVUZVYy9q1\
5zDn77zTgrIskM3wX8bgslc+B1fql2iA/wxD2jc1d6j+YjKCtkGH260R7vcOYC2ZiMzW\
zG1l7yebt7JkmjRbNIN+u/2fAKFLUZiMCLNPBWLOWbMgX0C2X00VNAWX3Q]jXrCcGU23Nr\
imtdmwWz5NrP43E592Sctt5M+SV1fgQeYv8pHmMtkQknE8/jr7TrgNpuiV7nXmhWHTMJI4I\
z0GXgQq430dFFthboEdKNT/enyu+VvUGOIJ6cN8C/1B601W1YHEALOBEIFFbAiAhZ/vnf\
cUYMaVPqsDJUETsjetcE32kGCD7Jkume2t068D1IhB/2Z22JIX8mkchxFI6KrmXiRxXQjo\
9LVNn1fEzdf3Vfpcs/C3omsFGmTpLDK+AVW/SWVKDi2NKg7hL/Ayx1wW2u2cqVErQzUTS\
Z+ic6V8kZfxr3gRMNHOKuUF5BtjlezZ/yVvqqPjwP0ZegCKE12Gd8duhcUde7CR55pilio\
UXy5AwgCcZTdEcJIn10P0bGoots9T19gwlx4vnZCQUKVDPZuZ1gIkGgDUYXSO1cNTjCMs\
mMiFEmn0ZvB88jxULpb1v19HoQ30CcM20Zu4AZRt9G/LO7MwcuiOUFCWtATIau+2gqNAn/Z\
AS1010j2NOLLtAaOX0oF+Ctzscrt®@zZMyGHmoQ9daHkpUVEQqOc08hDtLplng31QIIIfROQ\
JCNs9VNKBuU87C0OBjukzZD+L8vV4zy8FNO59MCSh9UCLwz2xvfdI1js9/J7hTGaVec8VPx\
md42yPFrGw5Naloefm8vwW49EDmevc8AjAtwDirRBDFVIPX3+5S+M6jhteSLYvVvpKIXQT1N
251379KVIHWKN9VHpA+PiUUWOTgF6XF8XWEGSN1001VnixtM3givehjYxJ5p5/KkBEFZI\
DCyFzstAirJ2GadNhae+P1JFZzJWnX5jalwzldquZwF3yTzNho4sgBA+fKgiXcgn2nwil\
vzODkbxr6cMauool0eFScU1nAz1Z39W64LtT2NEUYSORX/ht2RzIxxFc21X3nLeEDFCe\
NKNDxQFBSTpZjKKgJtXEx23mp+CbBVMrbagsLnzsAGLYbnroVmATUSIqr6LgYBpuFs+N\
Rkq7ZzXh6CZPukMGQbcOGUNwWOBNBUUMNhir5ayGk1ZBiwW82C7NuGhs2pLcgNgwMt t1+LW\
8R96Ky0SCc784ZYAZ40QqvoySwWmxQPBRTRJI+wBOsSVPGBLTXxdY9Gw3pXeXN5nao340d2ZA\
7YEM1qCcTHCAV3F8B9ewl70fQlmg6bvdMuoVdVE+pOer7IAmMWMRgViIzYVOSKEEQrCmua\
2(qL5XPSbDO5KRT8ZAZ2B81SCDR1NzXrQXZbXBKJivsCVQDuzxrwGEOgqRMpbk4f5GYCG\
4i/08Knoru+jjfewvQDYKfyz1QUGRIXHkGUG1XFvO3r7UbJugycjVo5kbGxhozkqoq8z\
ZEpkefvrrNoxeotw/z4QpjI8J1Y97GDbOMGVHbmdHUgjMtVTGhVIFBbPIinmR+emt70+\
4q0r7ywRxCvt21ziwtpPBwaf/1XDnN5Gesex1gR1YrcTRNmB808b0O1sxLQmxcTt4eQ0/\
LUkas7qTJ3AQThOfDdtIpkgsthsBFy+WjSQuoXCYMRcPi6M1pxJIndDF321CnL1lranvee\
F2STOSYT+NwNDesMzTRmNbHUWS5KAhuOk9OWABTvCcM5ba@uq6itaiNsFrcLag+KhxN6HPN\
00bwJ/EsDi15S7TA18Wr jqIhz8x6h9eRRXerpaOw/FYk+2MpWByp/98VE12/EwWOqATIiPp\
elAvUeMO1RkpG64bJsmyYtHUNWgcv5Qiy7/eGw9ZpvB3J3G3jxvbynExqdFyDcO67EKI\
5WXDFPuzZUjkfKpekNvzQuIrgs49BzcRyMt5ndEVE21TPPfZ/R8B7Rxnb2LiK+hQc+cc9o\
pPEEaWgwAOiMILcp/1CyY6ImdO6RHSXxwf1MH7gej+hN41kaoEghIO19kMGTLZbg5Pc8Pz\
6F2LKTBMJIWg90/0b1lvilMH9EPblcLeF/bR1AZTUD6ZFAi2TXNGEPN3QVgeG/qPM1EBTF\
Gw1Vv92m6/08Dd6zI1HPqwKbkHX4F5670wofKHaM2imin@yVUpwxoRJrulRHMCB3tn8C4\
ZpFl+sGV3Gip3tK1S7PKQkTqI6DMwxEbdrvtdYlsHZagpclLDisA/yFT4RR2m3VNJIRIP\
6Nx3teqN1eg6RXmD/M1KCdWrlcjZ/6yeIQYwbr9CjItY/tLQX2gtAR1SXOh99UUBVV+Z\
EO3VOZ+Ecsc781SB9G/6n6CFz1bk/HgAF+cu@yMbGNEM8BW3mTUSpS4IBACWK5WOXWNNQ\
DWVEdgzUuLGhPg+hYEXDjVZrLELhkH8YgZA+7RXXUZHM/ jONOGHUhpUG/bFo3ktnaILCu\
XSOXMUbDC3VcitFFHsGK1svtcERDFXxk1HA8pGa59]jTOdo6n3wEbNBDU1SOKNFtpmcVKEN\
U1l3XpvuowW3BgCwJzBUCWVPs47DJRgGXx011bSaEYY1lhTVaaShcvzgz46Akq0+Q7TjckDP\
/8uzsSQkOAbuhXxWFQpSiBP80Z/U="

}

Example public key including optional fields:



—============== NOTE: '\' line Wrapping per RFC 8792 ================

"kid": "key-0",

"kty": "PQK",

"alg": "CRYDI3",

"key_ops": ["verify"],

"xs": "z3uzQVjflnRZDSZn1e8g40KH4YUUBTNpvkU4AWr rGdXw=",

"ds": "5Duz8X0JQirc/5TE23tBcOGOHO+JTj1+9ULLXtCiySu=",

"x": "z7u7GwhsjjnfHH3NKrs2xvvwO20Rcw5ymd1lTnhRenjDdr00+nfXRVUZVYy9q1\
5zDN77zTgrIskM3wX8bgslc+B1fql2iA/wxD2jc1d6j+YjKCtkGH260R7vcOYC2ZiMzW\
zG1l7yebt7JkmjRbNIN+u/2fAKFLUzZiMCLNPBWLOWbMgX0C2X00VNAWX3QjXrCcGU23Nr\
imtdmwWz5NrP43E592Sctt5M+SV1fgQeYv8pHmMtkQknE8/jr7TrgNpuiV7nXmhWHTMJI4I\
z0GXgQq430dFFthboEdKNT/enyu+VvUGOIJ6CcN8C/1B601W1YHEALOBEIFFbAiAhZ/vnf\
cUYMaVPqsDJUETsjetcE32kGCD7Jkume2t068D1IhB/2Z22JIX8mkchbxFI6KrmXiRxXQjo\
9LVNn1fEzdf3Vfpcs/C3omsFGmTpLDK+AVW/SWVKDi2NKg7hL/Ayx1wW2u2cqVErQzUTS\
Z+1c6V8kZfxr3gRMNHOKUF5BtjleZ/yVvqqPjwP0ZegCKE12Gd8duhcUde7CR55pilio\
UXy5AwgCcZTdEcJINn10P0bGoots9T19gwlx4vnZCQUKVDPZuZ1gIkGgDUYXSO1cNTjCMs\
MiFEmn0ZvB88jxULpb1v19HoQ30CcM20Zu4AZRt9G/LO7MwcuiOUFCWtATIau+2gqNAn/Z\
AS1010j2NOLLtAaOXoF+Ctzscrt0®zZMyGHmoQ9daHkpUVEqOcO8hDtLplng31QIIIFROQ\
JCNs9VNKBuU87C0OBjukzD+L8vV4zy8FNO59MCSh9UCLwz2xvfdI1js9/J7hTGaVec8VPx\
md42yPFrGw5Naloefm8vwW49EDmevc8AjAtwDirRBDFVIPX3+5S+M6jhteSLYVpKIXQT1N
251379KVIHWkn9VHpA+PiUUWOTgF6XF8XWEGSN1001Vn1xtM3givehjYxJ5p5/KBEFZI\
DCyFzstAirJ2GadNhae+P1JFZzJWnX5jalwzldquZwF3yTzNho4sgBA+fKgiXcgn2nwi\
vzODkbxr6cMaulool0eFScU1nAz1Z39W64LtT2nEUYSORX/ht2RzJIxxFc21X3nLeEDFCe\
NKNDxQFBSTpZjKKgJtXEx23mp+CbBVMrbagsLnzsAGLYbnroVmATUSIqr6LgYBpuFs+N\
Rkq7ZXh6CZPukMGQbcOGUNwWOBNBUUMNhir5ayGk1ZBiw82C7NuGhs2pLcgNgwMt t1+LW\
8RI6KY0SC784ZYAZ40QqVOoySWmXxQPBRTRJI+WBOSVPGBLTXdY9IGW3pXeXN5na0340d2ZA\
7YEM1qCcTHCAV3F8B9ewl70fQlmg6bvdMuoVdVE+pO@er7IAMWMRgViIzYVISKEEQrCmua\
20L5XxPSbDO5KRT8ZAZ2B81SCDR1NZXrQXZbXBKJivsCVQDUzXrwGEOgqRMpbk4f5GYCG\
4i/08Knoru+jjfewvQDYKfyz1QUGRIXHkGUG1XFvO3r7UbJugycjVo5kbGxhozkqoqsz\
ZEpkefvrrNoxeotw/z4QpjI8J1Y97GDbOMGVHbmdHUgjMtVTGhVJIFBbPIinmR+emt70+\
4q0r7ywRxCvt21ziwtpPBwaf/1XDnN5Gesex1gR1YrcTRNmB808b0O1sxLQmxcTt4eQ0/\
LUkas7qTJ3AQThOfDdtIpkgsthsBFy+WjSQuoXCYMRcPi6M1pxJIndDF321CnL1ranVvee\
F2STOSYT+NwNDesMzTRmNbHUWS5KAhuOk9OWABTvCcM5ba@uq6itaiNsFrcLag+KhxN6HPN\
00bwJ/EsDi15S7TA18Wr jqIhz8x6h9eRRXerpaOw/FYk+2MpWByp/98VE12/EWOqATIiPp\
elAvUeMO1RkpG64bJsmyYtHUNWgcv5Qiy7/eGw9ZpvB3J3G3jxvbynExqdFyDcO67EKI\
5WXxDFPuzUjkfKpekNvzQuIrqs49BzcRyMt5ndEVE21TPPfZ/R8B7Rxnb2LiK+hQc+cc9o\
pEEaWgwAOiMILcp/1CyY6ImdO6RHSXxwf1MH7gej+hN41kaoEghIO19kMGTLZbg5Pc8Pz\
6F2LKTBMJIWg90/0b1lvilMH9EPblcLeF/bR1AZTUD6ZFdi2TXN6EPN3QVgeG/qPM1EBTF\
Gw1v92m6/08Dd6zI1HPqwKbkHX4F5670wofKHaM2imin@yVUpwxoRJrulRHMCB3tn8C4\
ZpFl+sGV3Gip3tK1S7PKQkTqI6DMwxEbdrvtdYlisHZagpclLDisA/yFT4RR2m3VNJIRIP\
6Nx3teqN1eg6RXmD/M1KCdWrlcjZ/6yeIQYwbr9CjItY/tLQX2gtAR1SXOh99UUBVV+Z\
EO3V0Z+Ecsc781SB9G/6n6CFz1bk/HgAF+cu@yMbGNEM8BW3mTUSpS4IBACWK5WOXWNNQ\
DWVEdgzuLGhPg+hYEXDjVZrLELhkH8YgZA+7RXXUZHM/ jONOGHUhpUG/bFo3ktnaILCu\
XSOXMUbDC3VcitFFHsGK1svtcERDFXxk1HA8pGa59]jTe@do6n3wEbnBDU1SOKNFtpmcVKEN\
U13XpvuowW3BgCwJzBUCWVPs47DJRgGXx011bSaEYY1hTVaaShcvzgz46Akq0+Q7TjckDP\
/8uzsSQkOAbuhxWFQpSiBP80Z/U="

}



3.4.2.2. Private Key

Per section 5.1 of [CRYSTALS-Dilithium]:

The secret key contains p,K,tr,s1,s2 and t0@ and is also stored as a
bit-packed representation of these quantities in the given order.
Consequently, a secret key requires 64 + 48 + 32((k+l) * dlog (2n+
1)e + 14k) bytes. For the weak, medium and high security level this
is equal to 112 + 576k+ 1281 bytes. With the very high security
parameters one needs 112 + 544k + 961 = 3856 bhytes.

The private key is represented as d and encoded using base64url
encoding as described in [RFC7517].

Example private key using only required fields:



—============== NOTE: '\' line Wrapping per RFC 8792 ================

"kty": "PQK",

"alg": "CRYDI3",

"x": "z7u7GwhsjjnfHH3NKrs2xvvwO20Rcw5ymd1lTnhRenjDdr00+nfXRVUZVYy9q1\
5zDn77zTgrIskM3wX8bgslc+B1fql2iA/wxD2jc1d6j+YjKCtkGH260R7vcOYC2ZiMzW\
zG1l7yebt7JkmjRbNIN+u/2fAKFLUZiMCLNPBWLOWbMgX0C2X00VNAWX3Q]jXrCcGU23Nr\
imtdmwWz5NrP43E592Sctt5M+SV1fgQeYv8pHmMtkQknE8/jr7TrgNpuiV7nXmhWHTMJI4I\
z0GXgQq430dFFthboEdKNT/enyu+VvUGOIJ6cN8C/1B601W1YHEALOBEIFFbAiAhZ/vnf\
cUYMaVPqsDJUETsjetcE32kGCD7Jkume2t068D1IhB/2Z22JIX8mkchxFI6KrmXiRxXQjo\
9LVNn1fEzdf3Vfpcs/C3omsFGmTpLDK+AVW/SWVKDi2NKg7hL/Ayx1wW2u2cqVErQzUTS\
Z+ic6V8kZfxr3gRMNHOKuUF5BtjlezZ/yVvqqPjwP0ZegCKE12Gd8duhcUde7CR55pilio\
UXy5AwgCcZTdEcJIn10P0bGoots9T19gwlx4vnZCQUKVDPZuZ1gIkGgDUYXSO1cNTjCMs\
mMiFEmn0ZvB88jxULpb1v19HoQ30CcM20Zu4AZRt9G/LO7MwcuiOUFCWtATIau+2gqNAn/Z\
AS1010j2NOLLtAaOX0oF+Ctzscrt®@zZMyGHmoQ9daHkpUVEQqOc08hDtLplng31QIIIfROQ\
JCNs9VNKBuU87C0OBjukzZD+L8vV4zy8FNO59MCSh9UCLwz2xvfdI1js9/J7hTGaVec8VPx\
md42yPFrGw5Naloefm8vwW49EDmevc8AjAtwDirRBDFVIPX3+5S+M6jhteSLYvVvpKIXQT1N
251379KVIHWKN9VHpA+PiUUWOTgF6XF8XWEGSN1001VnixtM3givehjYxJ5p5/KkBEFZI\
DCyFzstAirJ2GadNhae+P1JFZzJWnX5jalwzldquZwF3yTzNho4sgBA+fKgiXcgn2nwil\
vzODkbxr6cMauool0eFScU1nAz1Z39W64LtT2NEUYSORX/ht2RzIxxFc21X3nLeEDFCe\
NKNDxQFBSTpZjKKgJtXEx23mp+CbBVMrbagsLnzsAGLYbnroVmATUSIqr6LgYBpuFs+N\
Rkq7ZzXh6CZPukMGQbcOGUNwWOBNBUUMNhir5ayGk1ZBiwW82C7NuGhs2pLcgNgwMt t1+LW\
8R96Ky0SCc784ZYAZ40QqvoySwWmxQPBRTRJI+wBOsSVPGBLTXxdY9Gw3pXeXN5nao340d2ZA\
7YEM1qCcTHCAV3F8B9ewl70fQlmg6bvdMuoVdVE+pOer7IAmMWMRgViIzYVOSKEEQrCmua\
2(qL5XPSbDO5KRT8ZAZ2B81SCDR1NzXrQXZbXBKJivsCVQDuzxrwGEOgqRMpbk4f5GYCG\
4i/08Knoru+jjfewvQDYKfyz1QUGRIXHkGUG1XFvO3r7UbJugycjVo5kbGxhozkqoq8z\
ZEpkefvrrNoxeotw/z4QpjI8J1Y97GDbOMGVHbmdHUgjMtVTGhVIFBbPIinmR+emt70+\
4q0r7ywRxCvt21ziwtpPBwaf/1XDnN5Gesex1gR1YrcTRNmB808b0O1sxLQmxcTt4eQ0/\
LUkas7qTJ3AQThOfDdtIpkgsthsBFy+WjSQuoXCYMRcPi6M1pxJIndDF321CnL1lranvee\
F2STOSYT+NwNDesMzTRmNbHUWS5KAhuOk9OWABTvCcM5ba@uq6itaiNsFrcLag+KhxN6HPN\
00bwJ/EsDi15S7TA18Wr jqIhz8x6h9eRRXerpaOw/FYk+2MpWByp/98VE12/EwWOqATIiPp\
elAvUeMO1RkpG64bJsmyYtHUNWgcv5Qiy7/eGw9ZpvB3J3G3jxvbynExqdFyDcO67EKI\
5WXDFPuzZUjkfKpekNvzQuIrgs49BzcRyMt5ndEVE21TPPfZ/R8B7Rxnb2LiK+hQc+cc9o\
pPEEaWgwAOiMILcp/1CyY6ImdO6RHSXxwf1MH7gej+hN41kaoEghIO19kMGTLZbg5Pc8Pz\
6F2LKTBMJIWg90/0b1lvilMH9EPblcLeF/bR1AZTUD6ZFAi2TXNGEPN3QVgeG/qPM1EBTF\
Gw1Vv92m6/08Dd6zI1HPqwKbkHX4F5670wofKHaM2imin@yVUpwxoRJrulRHMCB3tn8C4\
ZpFl+sGV3Gip3tK1S7PKQkTqI6DMwxEbdrvtdYlsHZagpclLDisA/yFT4RR2m3VNJIRIP\
6Nx3teqN1eg6RXmD/M1KCdWrlcjZ/6yeIQYwbr9CjItY/tLQX2gtAR1SXOh99UUBVV+Z\
EO3VOZ+Ecsc781SB9G/6n6CFz1bk/HgAF+cu@yMbGNEM8BW3mTUSpS4IBACWK5WOXWNNQ\
DWVEdgzUuLGhPg+hYEXDjVZrLELhkH8YgZA+7RXXUZHM/ jONOGHUhpUG/bFo3ktnaILCu\
XSOXMUbDC3VcitFFHsGK1svtcERDFXxk1HA8pGa59]jTOdo6n3wEbNBDU1SOKNFtpmcVKEN\
U1l3XpvuowW3BgCwJzBUCWVPs47DJRgGXx011bSaEYY1lhTVaaShcvzgz46Akq0+Q7TjckDP\
/8uzsSQkOAbuhxWFQpSiBP80Z/U=",

"d": "z7u7GwhsjjnfHH3Nkrs2xvvw020Rcw5ymd1lTnhRenjDUBgL6FKk1HURZz5btM5\
yrI5FQdwWk+U2srvVuSmfDV7EYG897mUFY35Z0WQOMZI9XVIOKCh+GFFOk56b5F0Fq6xXxnV8\
UDQNFYY2JREUOHd1iUjcUNXA1YXR3QiQOBKE1AUBMFEOAUHZGBZzQAU2dXxVIgTQRV3U3g4\
GG1iISEYQhHRSWDIBQ2Z3UIIWdSV1EWhwBTYiWGI3VmJVI1UIU2REAUhHB0J2gRhFUThy\
BSQnhBIGI1A0MVB2MCNhUXQiNUGCKHgzUmQxU3dEgBhmQyIQgmFjdxY1dCJIgGBSEBAIj\



CEJOMBGIQWRRN3QjRmMRSQWQIJgNjcjdnM1JIhJIUIM1JRAINMF4dwhHIIdEYYCAhEC1BQ\
JJESAiBwWBQYzY1AIIocBcoZFcGVKA2SDMCVTB]jgzCAAZNNQGYHI1VwIzYXQRckBIZBV4\
VXZmZiV1YXgHFRNJdEFIYVOFIVdhcnIINEhhIURjgOCcXJOSCIWYUUVCHIZdDUTASCiAWN
UiJAglIoQKIWNjMlcwACZXcHZVJIAh4ENNNWAZVVOBjNNNECicTdyEEUHBVFFETETNjdO\
YUFmFDVXNUCHFVJ0OE2A1VwWFhMzc@dQckMYJUaBJOJkUBdyd1AnZiJ3hYYkWAQYR1VZziD\
BERVhINQAFIGWIhUZXCEQXIThyR1FIGGNTKACWARNBGDYEd2RVEWUDMZWAAhNQEEMYAS\
hUSCgTJ3VIdXU1FBFxFkhVCCZEABJjQCAXFGNkhHQzM1YSSHN1EBEmMJkgWZCVWZHRSVD\
GDZzRCQiNhE3IghDhSFOBYCHNFVHMXZAZTSGAVMUQKhBKIFRQEVBBOCHNGEiJVVScQQh\
hzQiBzKBYRY4QOR2MVU1ldwVCIKQYEEgQFYEREY2NERYFVdHJIZzdAZHBmhmdSCFIgh1IwGB\
AXNzFjEOUWFCF4AhZRJISEROEEThXAGYBJTgUcUdFJIBOFRmMcVYNZUUFCAY1ANZEZBVThS\
ECBQYBNGeAdzQ3KGhIE3ZiFxQoVCgQBjEFdFcIVOIAaFcgIOiAgAUVQAhEINQWECY1I4\
E2UOMKAXQSZKASRRc2I4BjEiSGd4hgQEEDCTRMhFA3MBMmMY2gERXNWiISAVKFVETGCCIN
gYhzRXByGBgzKGVXJUhoGEY1hgFmZWgmEWYWV0ISd4V1hid4VUMHgSZXhXUSaCgmJ3Eg\
MQIzIDIThwRSARQhBFB2QQBjEgIOEHN1BhMCiIIBU1ZWCHABMYZFQ0Q2UUJXJCFNZyFD\
RTFUUTQoQmUjBOaHJXJHeDZ1JGBCEXATEUEDg3BTAChWIMNOAWCFB3IUgBEARXVUREdX\
QzhVBEBBF4UgcRhCg4gUcoRkdYCAIUQBRUJUY jFjEBYUhSBjIyV2cXBYCckEiMic1N4ED\
gDUGVSCHhCYURXcQB10Dg4hDJFJ3J1d2gyYnQYCc1RjE3VWCQNXJIBYNOGhYFOU2dHATAW\
OEeBUGQ]j JHCDgUJTRXBXJ3IAEjEXhXeEEmghIAAGdjUVBNdnI2FCAVcyV4cxIyZ2dYELN\
ZEiHcYJYaCcXQXJCaER1coIDRWJIKcSNhEVF3JGOCQkYWYkcndRA1QThOMFgzIyVocYJY\
CWIAFRNiE1VAUECBI3MzQiZKUhR1cid1NSAXFXNOgUNNRCVOISNMYNB3NIZYMIQWEVVZ\
E1EohnQyKBNoY1cCdmdjVYiGhVU1IAOGCHMTZIURBgR4aIJwJQJ1IDMYhwNGNwiGCIBUdA\
NXMBETUgGICJyMKMIN1BAIAB4gEMDUwhndFJkQDEgRRM1d4EZzhRMOZhGAYHMgZANhEEhN\
U2I2VicBBXZUFUNoczcmBzBnUEBXUWcDg4RHUXZSOEZogABHRAISVEAZdoQhRMBgEWYE\
Z4U1dgQ2gjgQuUjiMScgIIFQR3YFczhTYoB1IiVCYGBAVMVAFIdhRMZ1InhwdTRjJNhVX\
IzcWgjFlFCaChlIWUySIaDFWAWV3RAIXg2QWYgAYMUjP7wmwOwPp7Uk13L1KalY/6dN4\
dBr1AYS8JnkVvqg6pPeBf07ccX95SrVFfAO7EX7RVEYYhVRI9QOQYEpLBUMcfcfnHCZWKMOO\
OBF7BXiWMR9BQ04ybtpJGKQ+IZyCKUJVRhZ+uael82qYCcBKFMd00zX1i08kAa98eUy6SR\
pPfKPD6D+xXgtJOFWtYnp1Jy2aIlG3HqMiTHOSdVIvccGkT94gpVWTMeJQsQpgq7dAJid\
5J0MQjk7JIHcIzxb4T8sQHzAS55MFfVM7HUS/8FUX7NTIN1IRmc2zHL/7kdfCFSWG67iW\
U40b2kTwdKzPvOL+d3e+AOEOP1hJ4vVJIA0jhWmO2fIFNVFhNgPhOMSiSkatPGbSVdqgQl\
PsG6C+1YgMrTM7KFr4hTQM8a3+tA0SImMM]jXSSPDkVeuJFglrw642SJJIx8yZTXVe8g75D\
ZTYghbeX5LLzavVktOmzS7cW16Zy+C3MwnWDrGQ6hUDxYaYJp7S0GJIHepcmVV2140D6nw\
5QprgpGIxVcdXQUOOfhKwerYDkoOIj+uqk7NYDvOt8zANphYCE3v+6yVFyYh3eg7DYRJ\
rIzIcbaG91ySv2iRRC+cWaymH6xuqaHRwZu/p962/u8/c3rITJzCoVc+0bnZ50ItZFBe\
AYFhLBx7PvPdBULXyCqmtkOtnT/jnaCUvxtGeaIleQmmeM4yPq3d5uWBfOvIyuPmfBSKd\
YONETG1lsaoQuqFpOkCmQdMVZKh3UZ8A0jw22L1qazlrufeakbOfs71e2HT47KVOYOJHC\
tec9t jHUeBVmMmMa504A0TGcVXLbkqKv+Soax9GooHVOv+uxa8iwjAdTZKtqwKnKDx4jaR\
+z0tCsY1i4BuB2JbkjnHGENL7ubN+aNKnwnzZnMKQZIh2Q7vSRYKTM83790GLq7IP8q2NS\
0C7iT//eAvb4oF6LaY7qebxQ6ROXCSRrrXgpo+pw31ltfuUCuGzAXD4+wMZU3d1XsivhJ\
PnTEjI/V6GMKR1TZOXnYfj8SILETWKkO3dMFJIh3LmUwkbRV+C3mL2GzjgQVTKkvP82KDBL\
DAR9iKyPkJInMNK9Ix/StVyJbGAtGp4jHNp+PSjz9ja4qIl9jVRjGgIUQhwODNIOfnplun\
Qhz3F9MQXMPLSPVFW8MOXKUKSACXQVXZGb5LKYBYZOZr0/ipphwnE6zQuOva+8uTyBX/\
BOVR24tUItvlhy7SS6JrULrvTA+D/ZCiqKRx61iF6pU3B0C8fgA9D/AifiQnPzOSI5Skx\
FIJfDTz1LWMjUL1QKBHFVRFLE9eFDOrnwAGX7Pgpyc/KrLqVmcmj/96TYtoedp/iWdasfY\
C2vs+GVyxVoumIdFPHJIpencWbE/nizZnVDaJCih1iqgXzDsI8bENh2B9cutDWX+bsHZSC\
jSQb9YKGN+MON1J1XmQHSJIDYfPhzWPibdS/1pS90ppPWIY+PpLOfzDSGFFWswQ4q5Phc\
PLWHX51wOKSye+T86p6kadnBBTLTYfnOdG7NpO9QKQObMNEOMNYbkVGX5nHIYLJ1FImV\
OH+KOVZIKM4UZYV+RYFqqXYtMgTQxeQ1lU7L700H+6ViErxuKj5rS3i+rirdfECAGgCoq\
OMixXATHISAH12eSV5fk3r5xMkKSwWwWPIRUMt50+kk1RPUOLOhTj7G1CNnL602XxwBdQMTUX\



43q5JBWnfB+U4D9n0si1DwikIhpaUyOoBeaWo4iFQiWVLwjeeQvY6zj66170XsPHjZXg\
UCitswWfp5MYV3cLTkb8OuCM/xhp4YOEdobt6x3k1FD8vbh8g3YAGOXe/U+Iz3k1lnpCt2\
R0Q21GQa®JIM14nbQr3tqTLoXv4szaErfP/XwO5Cnt9DsBzN5DNrmfF6EDCcTVT/hn8v9a\
wrg6Rfv8JpyslYFpwLanhb3wz+xlyaDsa54Id1FOFnyBxv8GppbFrMpVFx/nLAXGIocc\
WjCcRKsOtBJUW/IoXeKOMPUd1wHR4dqUCEXsoexHJiNe5sH+akr6UIDObF70hhupBoiY9\
AzVXi5zXf2vdafyQrkGfKz4BEUkiqcaajHr1CF9ZJ+Mjdmfr3z0xyCmCAWir5ZLOBXDj\
T7sYCV3QjCz4a2mGvee9IxXCOkSLapCq9OUMAXNTL]jIGQM/d1lpgjDsjsCZX5wKdsnMs79\
60Z75BGDOC1dDINj4f5kHZmwwemw/04mi/1RPBUABXse3Up3eJQ0X2hazPqmYO+2PZTF\
exku9pETHtKcfSdRe10JLm1B34JSogRmNpleBxakcILO9huiFVtGVZng/pC/ryod/Tog\
9w4aV5H+4u2dHc29Vb77SasxCdRHOsDaLaPpesRXsrdJIwjbiz0gzR1IXx+83007NUhE+C\
kKfO07¢cZMrFm8r8giM1zDiFrTf3RTusMtiW6CV1VUTROPZFngqaR5yeYPprpSELtQHSwWz\
U5AaY5Qd8tbky5ec+2/QkX0+cdyWhQUUBRpibwpRpD3X1yTgT4EQ1CWTFpVSLK54ZHT+\
D3EsZfOPYMN6d4jVdh9iv+0tCebnfMqP65wY26YBOpSLtCXXblanU1RP1zPzRq99yKnt\
FM7gK1XnBAZ0ZBBqCyZw9OHWmMt t IFWcm14Wd5BXxF9uzh2Y8gtcN8UKWHv43tsNBa7j/T\
ikIBSKIVI/6EQvYPW4YTdyz2V8RKHN5XcdpdwWFavhgSJMC4I6BmOLwenhkmal7Sd247qg\
uCtEow8qh+w7Jk4SxrmvJIxd5sBnvz150KEaHPeWNNJIWOObWEDT+0ZzzD8VMN1/GkbbB3\
s7UfcIXZbRu7HtQ+wHIb1BKVstX3hMonra+k6wS9KPhcAaC3IjZz7ZApSedKk1swiSuDg\
148YW2/cyS3LvmISQnOKPWK7yEpNQNVOVUrn3ZF0G00eDjSXUjI+xIrRia5GQ1yb31ima\
nJnf2PdHcMmVrOwu41MGno7al4nMRdnXkBU8bVOp8wF6Toz59hBJ3a/F+mP4/al19Ixra\
wiVVeEPg0i9QQ9NcLgQEFCOSKA+EpPCLKOFXV2rYI9QJFNF/nDxP5nmGtnkmlFaLo+pleH\
CJYSOOTGKQre6xX+Y65N011x5nNwsnwWkIUkCodoSt4Givdoe/S9QINIu8tW+jTBae2hNr9oc\
glErCNKDYel+T+Ldyr9rfOKmOLKNYTBsodgF4KI/hFh9Iv/i55DTWtqjpNOeQnPTB3/6\
+7KzTfSE9115UMCcP3zKKC2mAQVtyYXF3kOm24ZTwPs2LAPJkr/xtPH3BNGE/UfUDmvDS\
TBp9mMO49Nh90oDZVI4HKsY8auiyENkOys67F9GTHhOYMOFgHYP5qk4/IR5YC31nq7xx61i\
owebEJAy63htMytq+xd3cJyZRO1WBUOgqvSpd/A=="

}

Example private key using optional fields:



—============== NOTE: '\' line Wrapping per RFC 8792 ================

"kid": "key-0",

"kty": "PQK",

"alg": "CRYDI3",

"key_ops": ["sign"],

"xs": "z3uzQVjflnRZDSZn1e8g40KH4YUUBTNpvkU4AWr rGdXw=",

"ds": "5Duz8X0JQirc/5TE23tBcOGOHO+JTj1+9ULLXtCiySu=",

"x": "z7u7GwhsjjnfHH3NKrs2xvvwO20Rcw5ymd1lTnhRenjDdr00+nfXRVUZVYy9q1\
5zDN77zTgrIskM3wX8bgslc+B1fql2iA/wxD2jc1d6j+YjKCtkGH260R7vcOYC2ZiMzW\
zG1l7yebt7JkmjRbNIN+u/2fAKFLUzZiMCLNPBWLOWbMgX0C2X00VNAWX3QjXrCcGU23Nr\
imtdmwWz5NrP43E592Sctt5M+SV1fgQeYv8pHmMtkQknE8/jr7TrgNpuiV7nXmhWHTMJI4I\
z0GXgQq430dFFthboEdKNT/enyu+VvUGOIJ6CcN8C/1B601W1YHEALOBEIFFbAiAhZ/vnf\
cUYMaVPqsDJUETsjetcE32kGCD7Jkume2t068D1IhB/2Z22JIX8mkchbxFI6KrmXiRxXQjo\
9LVNn1fEzdf3Vfpcs/C3omsFGmTpLDK+AVW/SWVKDi2NKg7hL/Ayx1wW2u2cqVErQzUTS\
Z+1c6V8kZfxr3gRMNHOKUF5BtjleZ/yVvqqPjwP0ZegCKE12Gd8duhcUde7CR55pilio\
UXy5AwgCcZTdEcJINn10P0bGoots9T19gwlx4vnZCQUKVDPZuZ1gIkGgDUYXSO1cNTjCMs\
MiFEmn0ZvB88jxULpb1v19HoQ30CcM20Zu4AZRt9G/LO7MwcuiOUFCWtATIau+2gqNAn/Z\
AS1010j2NOLLtAaOXoF+Ctzscrt0®zZMyGHmoQ9daHkpUVEqOcO8hDtLplng31QIIIFROQ\
JCNs9VNKBuU87C0OBjukzD+L8vV4zy8FNO59MCSh9UCLwz2xvfdI1js9/J7hTGaVec8VPx\
md42yPFrGw5Naloefm8vwW49EDmevc8AjAtwDirRBDFVIPX3+5S+M6jhteSLYVpKIXQT1N
251379KVIHWkn9VHpA+PiUUWOTgF6XF8XWEGSN1001Vn1xtM3givehjYxJ5p5/KBEFZI\
DCyFzstAirJ2GadNhae+P1JFZzJWnX5jalwzldquZwF3yTzNho4sgBA+fKgiXcgn2nwi\
vzODkbxr6cMaulool0eFScU1nAz1Z39W64LtT2nEUYSORX/ht2RzJIxxFc21X3nLeEDFCe\
NKNDxQFBSTpZjKKgJtXEx23mp+CbBVMrbagsLnzsAGLYbnroVmATUSIqr6LgYBpuFs+N\
Rkq7ZXh6CZPukMGQbcOGUNwWOBNBUUMNhir5ayGk1ZBiw82C7NuGhs2pLcgNgwMt t1+LW\
8RI6KY0SC784ZYAZ40QqVOoySWmXxQPBRTRJI+WBOSVPGBLTXdY9IGW3pXeXN5na0340d2ZA\
7YEM1qCcTHCAV3F8B9ewl70fQlmg6bvdMuoVdVE+pO@er7IAMWMRgViIzYVISKEEQrCmua\
20L5XxPSbDO5KRT8ZAZ2B81SCDR1NZXrQXZbXBKJivsCVQDUzXrwGEOgqRMpbk4f5GYCG\
4i/08Knoru+jjfewvQDYKfyz1QUGRIXHkGUG1XFvO3r7UbJugycjVo5kbGxhozkqoqsz\
ZEpkefvrrNoxeotw/z4QpjI8J1Y97GDbOMGVHbmdHUgjMtVTGhVJIFBbPIinmR+emt70+\
4q0r7ywRxCvt21ziwtpPBwaf/1XDnN5Gesex1gR1YrcTRNmB808b0O1sxLQmxcTt4eQ0/\
LUkas7qTJ3AQThOfDdtIpkgsthsBFy+WjSQuoXCYMRcPi6M1pxJIndDF321CnL1ranVvee\
F2STOSYT+NwNDesMzTRmNbHUWS5KAhuOk9OWABTvCcM5ba@uq6itaiNsFrcLag+KhxN6HPN\
00bwJ/EsDi15S7TA18Wr jqIhz8x6h9eRRXerpaOw/FYk+2MpWByp/98VE12/EWOqATIiPp\
elAvUeMO1RkpG64bJsmyYtHUNWgcv5Qiy7/eGw9ZpvB3J3G3jxvbynExqdFyDcO67EKI\
5WXxDFPuzUjkfKpekNvzQuIrqs49BzcRyMt5ndEVE21TPPfZ/R8B7Rxnb2LiK+hQc+cc9o\
pEEaWgwAOiMILcp/1CyY6ImdO6RHSXxwf1MH7gej+hN41kaoEghIO19kMGTLZbg5Pc8Pz\
6F2LKTBMJIWg90/0b1lvilMH9EPblcLeF/bR1AZTUD6ZFdi2TXN6EPN3QVgeG/qPM1EBTF\
Gw1v92m6/08Dd6zI1HPqwKbkHX4F5670wofKHaM2imin@yVUpwxoRJrulRHMCB3tn8C4\
ZpFl+sGV3Gip3tK1S7PKQkTqI6DMwxEbdrvtdYlisHZagpclLDisA/yFT4RR2m3VNJIRIP\
6Nx3teqN1eg6RXmD/M1KCdWrlcjZ/6yeIQYwbr9CjItY/tLQX2gtAR1SXOh99UUBVV+Z\
EO3V0Z+Ecsc781SB9G/6n6CFz1bk/HgAF+cu@yMbGNEM8BW3mTUSpS4IBACWK5WOXWNNQ\
DWVEdgzuLGhPg+hYEXDjVZrLELhkH8YgZA+7RXXUZHM/ jONOGHUhpUG/bFo3ktnaILCu\
XSOXMUbDC3VcitFFHsGK1svtcERDFXxk1HA8pGa59]jTe@do6n3wEbnBDU1SOKNFtpmcVKEN\
U13XpvuowW3BgCwJzBUCWVPs47DJRgGXx011bSaEYY1hTVaaShcvzgz46Akq0+Q7TjckDP\
/8uzsSQkOAbuhxWFQpSiBP80Z/U=",

"d": "z7u7GwhsjjnfHH3Nkrs2xvvw020Rcw5ymd1lTnhRenjDUBgL6FKk1HURZz5btM5\



yrI5FQdWk+U2srVuSmfDV7EYG897mUFY35Z0WQOMZ9XVIOKCh+GFFOk56b5F0FQ6XNV8\
UDQNFyY2JREUOHdiUjcUNXA1YXR3QiQOBKE1AUBMFEOAUHZGBZzQAU2dxVIgTQRV3U3g4\
GGiISEYQhHRSWDIBQ2Z3UIIWdSV1EWhwBTYiWGI3VmJVI1UIU2REAUhHB0J2gRhFUThy\
BSQNhBIGI1A0MVB2MCNhUXQiNUGCKHgzUmQXxU3dEgBhmQyIQgmFjdxY1dCJgGBSEB4Ij\
CEJOMBGIQWRRN3QjRmMRSQWQIJgNjcjdnM1JhJIUIM1JRAINMF4dwhHIIdEYYCAhEC1BQ\
JJESAiBwWBQYzY1AIIocBcoZFcGVKA2SDMCVTB]jgzCAAZNNQGYHI1VwIZzYXQRckBIZBV4\
VXZmZiV1YXgHFRNJdEFIYVOFIVdhcnIINEhhIURjgOcxJOSCIWYUUVCHIZdDUTASCiAWN\
UiJAglIoQKIWNjMlcwACZXxcHZVJIAh4ENNNWAZVVOBjNNNECicTdyEEUHBVFFETETNjdO\
YUFmFDVXNUCHFVJ0OE2A1VwWFhMzc@dQckMYJUaBJOJkUBdyd1AnZiJ3hYYkWAgQYR1VziD\
BERVhINQAFIGWIhUZXCEQXIThyR1FIGGNTKACwWARNBGDYEd2RVEWUDMZWAAhNQEEMYAS\
hUuSCgTJ3VIdXU1FBFxFkhVCCZEABJjQCAXFGNkhHQzM1YSSHN1EBEmMJkgWZCVWZHRSVD\
GDZzRCQiNhE3IghDhSFoBYCHNFVHMXZAZTSGAVMUQKhBKIFRQEVBBOCHNGEiJVVScQQh\
hzQiBzKBYRY4QOR2MVU1ldwVCIKQYEEgQFYEREY2NERYFVdHJzdAZHBmhmdSCFIgh1IwGB\
AXNzFjEOUWFCF4AhZRJISEROEEThXAGYBJTgUcUdFJIBOFRmMCVYNZUUFCAY1ANZEZBVThS\
ECBQYBNGeAdzQ3KGhIE3ZiFxQoVCgQBjEFdFcIVOIAaFcgIOiAgAUVQAhEINQWECY1I4\
E2UOMKAXQSZKASRRc2I4BjEiSGd4hgQEEDCTRMhFA3MBMmMY2gERXNWiISAVKFVETGCCI\
gYhzRXByGBgzKGVXJUhoGEY1hgFmZWgmEWYWV0ISd4V1hid4VUMHgSZXhXUSaCgmJ3Eg\
MQIzIDIThwRSARQhBFB2QQBjEgIOEHN1BhMCiIIBU1ZWCHABMYZFQ0Q2UUJXJCFNnZyFD\
RTFUUTQoQmUjBOaHJXJHeDZ1JGBCEXATEUEDg3BTAChWIMNOAWCFB3IUgBEARXVUREdX\
QzhVBEBBF4UgcRhCg4gUcoRkdYCAIUQBRUJUY jFjEBYUhSBjIyV2cXBYCckEiMic1N4ED\
gDUGVSCHhCYURXcQB10Dg4hDJFJ3J1d2gyYnQYCc1RjE3VWCQNXJIBYNOGhYFOU2dHATAW\
OEeBUGQj JHCDgUJTRXBXJ3IAEjEXhXeEEmghIAAGdjUVBNdnI2FCAVcyV4cxIyZ2dYELN\
ZEiHcYJYaCcXQXJCaER1coIDRWJIKCcSNhEVF3JGOCQkYWYkcndRA1QThOMFgzIyVocYJY\
CWIAFRNiE1VAUECBI3MzQiZKUhR1cid1NSAXFXNOgUNNRCVOISNMYNB3NIZYMIQWEVVZ\
E1EohnQyKBNoY1cCdmdjVYiGhVUIAOGCHMTZIURBgR4aIJwJQJ1IDMYhwNGNwiGCIBUdA\
NXMBETUgICJyMKMIN1BAIAB4gEMDUwhndFJkQDEgRRM1d4EzZhRMOZhGAYHMgZANhEEhN\
U2I2VicBBXZUFUNoczcmBzBNUEBXUWCcDg4RHUXZSOEZogABHRAISVEAZdOQhRMBgEWYE\
Z4U1dgQ2gjgQuUjiMScgIIFQR3YFczhTYoB1IiVCYGBAVMVAFIdhRMZ1InhwdTRjJjNhVX\
IzcWgjFlFCaChlIWUySIaDFWAWV3RAIXg2QWYgAYMUjP7wmwOwPp7Uk13L1KalY/6dN4\
dBr1AYS8JnkVvqg6pPeBf07ccX95SrVFfAO7EX7RVEYYhVRI9QOQYEpLBUMcfcfnHCZWKMOO\
OBF7BXiWMR9BQo04ybtpJGKQ+IZyCKUJVRhZ+uael82qYCcBKFMd00zX1i08kAa98eUy6SR\
pPTfKPD6D+xXgtJOFWtYnp1Jy2aIlG3HqMiTHOSdVIvccGkT94gpVWTMeJQsQpgq7dAJid\
5J0MQjk7JIHcIzxb4T8sQHzAS55MFfVM7HUS/8FUX7NTIN1IRmc2zHL/7kdfCFSWG671iW\
U4ob2kTwdKzPvOL+d3e+AOEOP1hJ4vVJIAOjhWmO2fIFNVFhNgPhOMSiSkatPGbSVdqQl\
PsG6C+1YgMrTM7KFr4hTQM8a3+tA0SImMM]jXSSPDkVeuJFglrw642SJIx8yZTXVe8g75D\
ZTYghbeX5LLzaVktOmzZS7cW16Zy+C3MwnWDrGQ6hUDxYaYJp7S0GJIHepcmVV2140D6nw\
5QprgpGIxVcdXQUOOfhKwerYDkoOIj+uqk7NYDvOt8zANphYCE3v+6yVFyYh3eg7DYRJ\
rIzIcbaG91ySv2iRRC+cWaymH6xuqaHRwZu/p962/u8/c3rITJzCoVc+0bnZ50ItZFBe\
AYFhLBx7PvPdBULXyCgmtkOtnT/jnaCUVvxtGealeQmmeM4yPq3d5uwWBfOvIyuPmfBSKd\
YONETG1lsaoQuqFpOkCmQdMVZKh3UZ8A0jw22L1qazlrUfeakbOfs71e2HT47KVIyOJIHC\
tec9t jHUeBVmMmMa504A0TGcVXLbkqKv+Soax9GooHVOv+uxa8iwjAdTZKtqwKnKDx4jaR\
+z0tCsYi4BuB2JbkjnHGENL7ubN+aNKnwnzZnMKQZIh2Q7vSRYKTM8j90GLq7IP8q2NS\
0C7iT//eAvb4oF6LaY7qebxQ6ROXCSRrrXgpo+pw31ltfuUCuGzAXD4+wMZU3d1XsivhJ\
PNTEjI/V6GMKR1fZ9XnYfj8SILETWkO3dMFIh3LmUwkbRV+C3mL2GzjgQVTkvP82KDBL\
DAR9iKyPkJInMNK9Ix/StVyJbGAtGp4jHNp+PSjz9ja4qI9jVRjGgIUQhwODNIOfnplun\
Qhz3FI9MQXMPLSPVFW8MOXKUKSACXQVXZGh5LKYBYZ0Zr0/ipphwnE6zQuOva+8uTyBX/\
BOVR24tUItvlhy7SS6JrULrvTA+D/ZCiqKRx61iF6pU3B0C8fgA9D/AifiQnPzOSISkx\
FIfDTz1LWMJjU1QKBHFVRFLE9eFDOrnwAGx7Pgpyc/KrLqvmemj/96TYtoedp/iWdasfY\
C2vs+GVyxVoumIdFPHJIpencWbE/nizZnVDaJCih1iqgXzDsI8bENh2B9cutDWX+bsHZSC\



3SQb9YKGN+MONiJ1XmQHSJIDY FPhzWPibdS/1pS90ppPWIY+PpLOfzDSGFFWswQ4q5Phc\
PLWHXx51wOKSye+T86p6kadnBBTLTYfnOdG7NpO9QKQObMNEOMNYbkVGX5nHIYLJ1F1mV\
OH+KOVZIKm4UzYV+RYfqqXYtMqTQxeQlU7L700H+6ViErxuKj5rS3i+rirdfECAGgCoQg\
OMixXATHISAH12eSV5fk3r5xMkKSWwWPIRUMt50+kk1RPUOLOhTj7G1CNL602XwBdQMTUX\
43q5JBWnfB+U4D9n0si1DwikIhpaUyOoBeawWo4iFQiWVLwjeeQvY6zj66170XsPHjZXg\
uCitsWfp5MYV3cLTkb80OuCM/xhp4YOEdobt6x3k1FD8vbh8g3YAGOXe/U+Iz3k1lnpCt2\
R0Q21GQa®JIM14nbQr3tgTLoXv4szaErfP/XwO5Cnt9DsBzN5DNrmfF6EDcTVT/hn8v9a\
wrg6Rfv8JpyslYFpwLanhb3wz+xlyaDsa54Id1FOFnyBxv8GppbFrMpVFx/nLAXGIocc\
WjcRKs0OtBJUW/IoXeKOMPUd1wHR4dqUCEXsoexHJiNe5sH+akr6UIDObF70hhupBoiY9\
AzVXi5zXf2vdafyQrkGfKz4BEUkiqcaajHr1CF9ZJ+Mjdmfr3zOxyCmCAWir5ZLOBXDj\
T7sYCV3QjCz4a2mGvee9IxXCOkSLapCq9OUMAXNTL]jIGQM/d1lpgjDsjsCZX5wKdsnMs79\
60Z75BGDOC1dDINj4f5kHZmwwemw/04mi/1RPBUABXse3Up3eJQ0X2haZPqmYO+2PZTF\
exku9pETHtKcfSdRel1oJLm1B34JSogRmNpleBxakcILO9huiFVtGVZng/pC/ryod/Tog\
9w4aV5H+4u2dHc29Vb77SasxCdRHOsDaLaPpesRXsrdJwjbiz0gzR1Ix+83007NuhE+C\
kKfO07cZMrFm8r8giM1zDiFrTf3RTusMtiW6CV1VUTROPZFngqaR5yeYPprpSELtQHSwWz\
U5AaY5Qd8tbky5ec+2/QkX0+cdyWhQUuUBRpibwpRpD3X1yTgT4EQ1cwWTFpVSLK54ZHT+\
D3EsZfOPYMN6d4jVdh9iv+0tCebnfMqP65wY26YBOpSLtCXXblanU1RP1zPzRq99yKnt\
FM7gK1XnBAZ0ZBBgCyZw9OHWmMt t IFWcm14Wd5BXxF9uzZh2Y8gtcN8UKWHv43tsNBa7j/T\
ikIBSKIVI/6EQvYyPW4YTdyz2V8RKHN5XcdpdwWFavhgSJIMC4I6BmOLwenhkmal7Sd247qg\
uCtEow8qgh+w7Jk4SxrmvJIxd5sBnvz150KEaHPeWNNJWOObWEDT+0ZzzD8VMN1/GkbbB3\
s7UfcIXZbRu7HtQ+wHIb1BKVstX3hMonra+k6wS9KPhcAaC3Ijz7ZApSedKk1swiSuDg\
148YW2/cyS3LvmISQnOKPWK7yEpPNQNVOVUrn3ZF0G00eDjSXUjI+xIrRia5GQ1yb31ima\
nInf2PdHcMmVrOwu41MGno7al14nMRdnXkBU8bVOp8wF6T0z59hBJ3a/F+mP4/a19Ixra\
wiVVeEPg0i9QQ9NcLgQEFCOoSKA+EPCLKOFXV2rYI9QJFNF/nDxP5nmGtnkmlFaLo+pleH\
CJYSOOTGKQr6X+Y65N011x5nNwsnwWkIUkCodoSt4Givdoe/S9QINIu8tW+jTBae2hNr9oc\
glErCNKDYel+T+Ldyr9r fOKmOLKNYTBsodgF4KI/hFh9Iv/i55DTWtqjpNOeQnPTB3/6\
+7KzTfSE9115UMcP3zKKC2mAQVtyYXF3kOm24ZTwPs2LAPJKkr/xtPH3BNGE/UfUDmvDS\
TBp9mO49Nh90oDZVI4HKsY8auiyENkOys67F9GTHhOYMOFgHYP5qk4/IR5YC31nq7xx61i\
owebEJAy63htMytq+xd3cJyZRO1WBUOqvSpd/A=="

}

3.4.3. CRYDI Signature Representation

For the purpose of using the CRYSTALS-Dilithium Signature Algorithm
(CRYDI) for signing data using "JSON Web Signature (JWS)" [REC7515],
algorithm "CRYDI" is defined here, to be applied as the value of the
"alg" parameter.

The following key subtypes are defined here for use with CRYDI:

"pset" CRYDI Paramter Set

5 CRYDI5
3 CRYDIS
2 CRYDIZ2

Table 4



The key type used with these keys is "PQK" and the algorithm used
for signing is "CRYDI". These subtypes MUST NOT be used for key
agreement.

The CRYDI variant used is determined by the subtype of the key
(CRYDI3 for '"pset 3" and CRYDI2 for "pset 2").

Implementations need to check that the key type is "PQK" for JOSE
and that the pset of the key is a valid subtype when creating a
signature.
The CRYDI digital signature is generated as follows:
1. Generate a digital signature of the JWS Signing Input using
CRYDI with the desired private key, as described in Section
3.2. The signature bit string is the concatenation of a bit
packed representation of z and encodings of h and c¢ in this
order.
2. The resulting octet sequence is the JWS Signature.
When using a JWK for this algorithm, the following checks are made:

*The "kty" field MUST be present, and it MUST be "PQK" for JOSE.

*The "alg" field MUST be present, and it MUST represent the pset
subtype.

*If the "key_ops" field is present, it MUST include "sign" when
creating an CRYDI signature.

*If the "key_ops" field is present, it MUST include "verify" when
verifying an CRYDI signature.

*If the JwWK "use" field is present, its value MUST be "sig".

Example signature using only required fields, represented in compact
form:



eyJhbGci01JQUzMANCISImtpZCI6IMIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBszZSJ9

SXTigJ1lzIGEQZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcgh3VOIH
1vdXIgzG9vcidgWW91IHNOZXAgh250byBOaGUgcmOhZCwgYW5kIGImIH1vdSBk
b24ndCBrzZwWVwIH1vdXIgZmV1dCwgdGhlcmXigJ1lzIG5vIGtub3dpbmecgd2hlcm
Ugew91IG1pZ2hOIGJ1IHN3ZXBOIGIO9MZiBOby4

cu22eBgkYDKgI1lTpzDXGvaFfzewWGoz7fUDcTfTOkkOy42miAh2qyBzk1XEsnk2I
pN6-tPid6VrklHkqsGgDgHCAP608TTB5dDDIt11Vo6_10LPpcbUrhiUSMxbbXu
vdvWXzg-UD8biiReQF1fz28zGWVsdiNAUT8ZnyPEgQVFN442ZdNgiVJIRmBqrYRX
e8P_1jQ7p8VvVdzOTTrxUeT31m8d9shnr21fJT8ImUjVvAA2Xez2M1p8CcBESawDzT
0gIOn6uiP1aCN_2_jLAeQT1gRHtfa64QQSUMFAAjVKPbBYi7xho®uTOchH510a
6GYMIJUAfmWjwZ60D41ifKo8DYM-X72Eaw

The same example decoded for readability:



—============== NOTE: '\\' line Wrapping per RFC 8792 ===============

"header": { "alg": "CRYDI3", "kid": "did:example:123#key-0" },

"payload": "It's a dangerous business, Frodo, going out your door.\
\ You step onto the road, and if you don't keep your feet, there's\

\ no knowing where you might be swept off to.",

"signature": "2As8T1AHenWzLuTojCcAYFDNnTO5n4bmDGIWenHqoXVizL7311HtVg\
\7PEJHYmpc1fIVFNrmOxJt0asD5bQk3ZY8WUEQDUjsn4j+zbyob8MPQI5u3p5ZkglLhG\
\6Q8p1gOHd5voY4a78VNXFIPYSETCObDECATt1962z5hm12VjubDBqI7W4ju/iDKambJIDz\
\NLYgYinNyPcHj1fBP7aCf0qGBAOQrwWuVgrAkdeM+uH6djaXw25+FeUl4Lglu0IBPrcj\
\ZJ04M07j7BmiuHIDB74QG/ifVqnvr4z2alMwWH]jjR7nPPr2CIKpuRthSpNWYVTRSN3mM\
\vOGjVLyaghJpmUmewhjaQCi3iP7c59yKatGYjLPPEapsbN7ypIolBod/R2PZROzeo00l1\
\d9k30VmGsSVLKJ40EIFNn1A8epv+bJISApZWrGuU6NBP8vr4UB2D9DRA8zwvd/vIOBWdQg\
\nfglX4x181wWe8Tnd+21UC9n4zUb+KQ1o9RR14VFXEOt9g5a0IzCWjAN+0z8vqJl/ZwgH\
\zZotZNF+nZehtFPcPLM3dpoUKEI391VH3QQ6VTYfbMWOwGJI6Uny1xZFEzZNCNMFF9Qhs\
\7Xehy4yEDgJBFYIVbTRCTD+EbZbWQANLKsM7UXXBR7HAUSIMhTkwdffGziWJIBTT1UsG\
\tgaCF1bvXgbcCSe®XGhcOQkQKwwj3kNWY9/hnhH1bn7kyySqaI+W4Ph3pKwRb38sCS/\
\Gb3ryptI8zez0JR+1C1Wnul8noJjGinczq7jCGMiMCRFpzUV6rpY/FiM26IpZ8MIShF\
\BHSTN7KGpyIqG6Yc3Gz0J/4ir7V3I3wYguK7iBUiuTM+OKwxtM75carzJPX/21kn2Hh\
\TC+JVb2/yaHS20Dr1CwQosNhA/cB/cm+YmYgHC3KQwrZ/3AXreweUSrwJ8qV+vJI5QKK\
\al+CLrkVGJIX6vh+ps1iNB5EVOyyMhBXAbbJZ3K+dGed3G7Vj/qF2kbnIUlSIeP1f6LSH\
\XASUVLTU6qQGOrTaCMYKwaAc5ROwWAgyZmPXuOUwyCtNFbO+S73uX5/N2drrUPdXiURW+\
\1uFKCtaNimu8myoz6YkoY234kz8pedST8eqBZAioe8HeYEKtZSAyYov4YfLgkqHqJG6\
\ycD2uA33kwnMim+jg/hIrWAIYYPOROOKECTVFR877RtfFgfn3+tZjwWlmsxHZ5pNSTIA\
\dNR+VmNpoUZkQOdgHuUFLztyAnCaumL38LHYHFH]j2boa0zYsMGw8WtpEQ3+BNgoanNax\
\dJ5THRRmMhvMS3EDwanERimsZ6ZjdK8uchuVhytNiiKvBwWwEFWYIyoKQuUUMBOETDje4DX\
\wWIAefXYCqPK8eXhL+9gDLXAD1DQbCu+Ey3whX/r4r2Q61+34HpRrn3g50k+Gt0/3ni9\
\dYiIYpcXYFhMGDOXJLZ3IMKK7L6e5u4/Wye710t2B5ekSGRrkLKkjv+bTIkppxbTUu4Pi\
\n40gbD91sRzw2/GzZmJsfcFaKbj5dhoNWyh5cZr1PqsxMISEdXSxJ69VWT8e+h4iPoB\
\YS1JInUjhicVWs1pA1lrdAvTKAsSVY8rC22e@9Hxzbkb/E7bt3iLDpekbbQAghZ31AwDvV5\
\KEG72bBbXIYHzPVvhJzr1S2LROXKTJIVd8tAX0SdxQDOt8tE2eKpmWZ38MJIFRIXt2Rz01\
\p+bpKrR++pMLRrpViekVpzZl/t1E0ojImMNO5SrLgxZhLxvZOyDfcT37jcloqire527/Y9L\
\3k894eHNYCcXxjbOLGGPDeLUTSEX+afHZLNbd93Qa5VTmLWSPXEW/EruaénXUrAR/87P\
\0gIyce3h3s15jzCXsQm/i0Dgyn7PTE05ksQCFRPiyXq5xgiXGKGGkqTGg280hdby+1N\
\DPNNHU2JOF6GLTqwK3gGbBLZDGIMR2sePGpxZ/pecoX7yn5bTOf4iY10CyLo5nEgSeb\
\JdBJhOZU+QodLRNOchenLmP1oNK2yCuUT9QUIAIWHOC1CLhBiEOT0IS9/rAW1XHPiPsX7\
\c21w+B1IPfzUX1cVdndnNo4XdH19CH1tYJDLr8LfeuYnz+bnaF1lqEUryTc8zUl4A+qB\
\SIDDDjefCbmDsTrdqzGT2J89MKViOogy3qJzyt3jo04xq+Q30GjbOFJikyJEqUM8BmMX\
\d3ctGfzsEr+5w7fDRco40/tDQUSHOqOWOSPkhuellLgKDziJXwhPQI42miVN2A4+0AS4\
\f2uTgpDNn1gIfH2+d0CkBjlhZeA1Tgrp8FHQxcaO5kut6cTLrL7CSBqINa7KhelzyXa\
\PZG/tXUk+ivOBYT92b7CRNmg1qhEOG8V3(q3QrB6EePYalWxRQ7ij4rRcQWcj66A1hZ5\
\KjDUVJIh+02cZTFrv97wM/im3vb3dbiSxAiQEXSa2KATfLI20S+y7R1RNJ+9nF/vTaFc\
\OHOdKfmuJAUkAcyk/heQuvdaf9jxEcstjo9bsmva+HkIqPuFifidlvGiafKr4fHZryplh\
\g7QUtDRU2a4BRfzcLz6PKOBFV3xVI7qoQbKEqQyldv8mZRAOLBRKprxHW7PdUqutH2V\
\GEMZ4UuCYXT11UweBXx2W91HrQX+xaKAjTu6oLYIOVMFVCUr4mCrYRcLZnzwORcsqIl4\
\G88x8r5aeill41sQZ03kNotR4n0OqzFVRU2+EX07QJFm+NKXxB7aRZ50H+dSy+Ye6aMeG\
\Epv491LUOLVNZNMBP2eUhoE0oOgimmZGtUobjRdALUYyNiJfJzVkjwF3gYQtY59zb+46N\
\SzvWUqpFUG80Vswns8GNAQ5hTLOH80GGOhT+UvoqvpTEXhiAAFStT/EQrHLZrYpXHJII\



\YaICW+6u09ixLOoWkfIOHlYaXyNkaFKHQ5ZbPaP45dbwWg/dgXdrRe2YU8AqdjCxyyz0\
\1yZR6zH9WHjOk1AIOHVNKZ/B2v4bS8YAtNZ1zgKbOvM4qqSIFETTfr8N4yIteumHEZznP\
\prD7Gr6wW2VCS/0FXnQt5y0QC8z4ffrnggwPjcZfsCRSknktQB1q6Cx8KUOipf+RhOvs\
\HNNN3gqJZmxz6YCvo2M7fxJtyRvm34UEVaj8QKXrmzX70Y9rD16wEhhvSThaeq4dcfAC\
\vCczGXWgCLB10gl+Iz6hVDTgCXx7bC2BQ20HtzSDc+v/UuJewvVaIlL9tn4CtMZUB6T3Zc\
\fTN2zke5alNpoJP9A+mkbcfy®aD6yFcn3nw2ueFDsssRg1ZcS5CujNeylAwxRYaNSmU\
\zDzMygHUOCTxfGEG2c63J32HkG4Ds58KSk7HSD587gScBv+QjBUAGSJ0ZzFGIy7yIF5R\
\kD74aSJIMYmuzow2UnGayR9yM50NbwW1brD4wNyJHqDIroCUvrL8zu24Er FWDKy6Vazom\
\ggPVvX38I0XIPNE+PmOtRGr+uad9r9z047TtEOAD]jIEtwQuUNemOS1fgeVx2Fd1TmKc5+v\
\cXMsmUuEKQiewTbviLdIWHTz4snU/dt77cXQEFWkS3pu31kCLyLbpiCKMrnlnELafNBg\
\RbzwEQGTT0124Kz/kvC5RYr2USuHKksZxPfgx7Y00pY3IbemFO11EmMNGOodSwnVcww+\
\9/IIevZHUw1lqqTxZulre/AMfghKgaD8XiwuKxPZQQo7Z67jj3yOugAVWYOw/88bAX02k\
\deVcOmG53sKHIChLg35LdPrpLgHeFjIHJ27L9ucqUw70Pu58vRIUNYDey997y57k1vh\
\9RWPKNVIS269v6s/xTfg9VMIN4aY4X25EWCXchMW1HILMamYF6JTPOV7vOOcdHycmX5D\
\EnwqgspYYNomVpJ100xgMAO9oy1E4dhg3IJo+fJgL9rgOxJ4INTJO0g/9tUz21LPI3c1ic\
\D5pPs/y0zy0cF9f6ahaYxMDk/nfout2FGmoesMCaTN11JngYYC5H95cDeMWErm6ppSU\
\woCqut45n0JqOVS4V3PKFASIfuUwP3vgFKo+82Wy3dqEr+sBAsve44CKQ8TqlGLYjet\
\L3xugCklOuaGh6TFQqj2X/vJ1X0OWO0uyvzt62fxeQ4esOrs4LdRxkJIJbKT2I2p6rQA1Bi\
\GazLvOuccQh7NSt7BEJBY8QUrPV10vPMCNGQrKS6alC/JINFLaxmsP4CPQqwRQ3fg2ia\
\qQR01OhtD+UFjWUBXrQdrs48b9TdLHMbPHPbG6+ZeuCi87kJ/zJyjHAOSYUP6awkfga\
\ckiLUppo@®oNIc9/qsVr21FIWI09+UWNnIFRONNFPzgbqw/cMOC/uWAOOSGS8ADQ/rePO\
\fTXx0mfkvI2YeTdiIayy+uwUxoLdz90DGhUysP+JGUIKZTqYNJIYs]jC40gLXS+gKCYai\
\oW/1leFs1fdP6SH+E24p00JARU/f/ZajcMMXAWQdIVe0o07jvDhMydne90/18fcwpNVNO\
\tswhRsnW4uMCSAAAAAAAAAAAAAAAAAAAAAAAAAAAAAATEBMZHYE=""

}

3.5. Using CRYDI with COSE

The approach taken here matches the work done to support secp256k1
in JOSE and COSE in [RFC8812].

The following tables map terms between JOSE and COSE for signatures.

Name Value Description Recommended
CRYDI5 TBD TBD No
CRYDI3 TBD TBD No
CRYDI2 TBD TBD No
Table 5

The following tables map terms between JOSE and COSE for key types.

Name Value Description Recommended
PQK TBD TBD No
Table 6



4.

5.

5.

1.

Falcon
TODO
SPHINCS+

Overview

This section of the document describes the hash-based signature
scheme SPHINCS+. The scheme is based on the concept of
authenticating a large number or few-time signatures keypair using a
combination of Markle-tree signatures, a so-called hypertree. For
each message to be signed a (pseudo-)random FTS keypair is selected
with which the message can be signed. Combining this signature along
with an authentication path through the hyper-tree consisting of
hash-based many-time signatures then gives the SPHINC+ signature.
The parameter set is strategically chosen such that the probability
of signing too many messages with a specific FTS keypair to impact
security is small enough to prevent forgery attacks. A trade-off in
parameter set can be made on security guarantees, performance and
signature size.

SPHINCS+ is a post-quantum approach to digital signatures that is
promises Post-Quantum Existential Unforgeability under Chosen
Message Attack (PQ-EU-CMA), while ensuring that the security levels
reached meet security needs for resistance to both classical and
guantum attacks. The algoritm itself is based on the hardness
assumptions of its underlying hash functions, which can be chosen
from the set Haraka, SHA-256 or SHAKE256. For all security levels
the only operations required are calls to these hash functions on
various combinations of parameters and internal states.

Contrary to CRYSTALS-Dilithium and Falcon, SPHINCS+ is not based on
any algebraic structure. This reduces the possible attack surface of
the algorithm.

SPHINCS+ brings several advantages over other approaches to
signature suites:

*Post Quantum in nature - use of cryptographically secure hash
functions and other approaches that should remain hard problems
even when under an attack utilizing quantum approaches

*Minimal security assumptions - compared to other schemes does not
base its security on a new paradigm. The security is solely based
on the security of the assumptions of the underlying hash
function.

*Performance and Optimization - based on combining a great many
hash function calls of SHA-256, SHAKE256 or Haraka means existing
(secure) SW and HW implementations of those hash functions can be
re-used for increased performance



*Private and Public Key Size - compared to other post quantum
approaches a very small key size is the form of hash inputs-
outputs. This then has the drawback that either a large signature
or low signing speed has to be accepted

*Cryptanalysis assuarance - attacks (both pre-quantum and quantum)
are easy to relate to existing attacks on hash functions. This
allows for precise quantification of the security levels

*Overlap with stateful hash-based algorithms - means there are
possibilities to combine implementions with those of XMSS and LMS
(TODO refs)

*Inherent resistance against side-channel attacks - since its core
primitive is a hash function, it thereby is hard to attack with
side-channels.

The primary known disadvantage to SPHINCS+ is the size signatures,
or the speed of signing, depending on the chosen parameter set.
Especially in IoT applications this might pose a problem.
Additionally hash-based schemes are also vulnerable to differential
and fault attacks.

.2. Parameters
TODO

.2.1. Parameter sets
TODO

.3. Core Operations
TODO

.3.1. Generate
TODO

.3.2. Sign
TODO

.3.3. Verify
TODO

.4. Using SPHINCS+ with JOSE

Basing off of this


https://datatracker.ietf.org/doc/html/rfc8812#section-3

.4.1. SPHINCS+ Key Representations
TODO

.4.2. SPHINCS+ Algorithms
TODO

.4.2.1. Public Key
TODO

.4.2.2. Private Key
TODO

.4.3. SPHINCS+ Signature Representation
TODO
Security Considerations

The following considerations SHOULD apply to all signature schemes
described in this specification, unless otherwise noted.

.1. Validating public keys

All algorithms in that operate on public keys require first
validating those keys. For the sign, verify and proof schemes, the
use of KeyValidate is REQUIRED.

.2. Side channel attacks

Implementations of the signing algorithm SHOULD protect the secret
key from side-channel attacks. Multiple best practices exist to
protect against side-channel attacks. Any implementation of the the
CRYSTALS-Dilithium signing algorithm SHOULD utilize the following
best practices at a minimum:

*Constant timing - the implementation should ensure that constant
time is utilized in operations

*Sequence and memory access persistance - the implemention SHOULD
execute the exact same sequence of instructions (at a machine
level) with the exact same memory access independent of which
polynomial is being operated on.

*Uniform sampling - uniform sampling is the default in CRYSTALS-
Dilithium to prevent information leakage, however care should be
given in implementations to preserve the property of uniform
sampling in implementation.



*Secrecy of S1 - utmost care must be given to protection of S1 and
to prevent information or power leakage. As is the case with most
proposed lattice based approaches to date, fogery and other
attacks may succeed, for example, with Dilithium through leakage
of S1 through side channel mechanisms.

6.3. Randomness considerations

It is recommended that the all nonces are from a trusted source of
randomness.

7. IANA Considerations

The following has NOT YET been added to the "JSON Web Key Types"
registry:

*"kty" Parameter Value: "PQK"

*Key Type Description: Base 64 encoded string key pairs
*JOSE Implementation Requirements: Optional

*Change Controller: IESG

*Specification Document(s): Section 2 of this document (TBD)

The following has NOT YET been added to the "JSON Web Key
Parameters" registry:

*Parameter Name: '"pset"

*Parameter Description: The parameter set of the crypto system
*Parameter Information Class: Public

*Used with "kty" Value(s): "PQK"

*Change Controller: IESG

*Specification Document(s): Section 2 of this document (TBD)

*Parameter Name: "xs"

*Parameter Description: The shake256 of the public key
*Parameter Information Class: Public

*Used with "kty" Value(s): "PQK"

*Change Controller: IESG

*Specification Document(s): Section 2 of this document (TBD)

*Parameter Name: "ds"

*Parameter Description: The shake256 of the private key
*Parameter Information Class: Private

*Used with "kty" Value(s): "PQK"

*Change Controller: IESG

*Specification Document(s): Section 2 of this document (TBD)

*Parameter Name: "d"
*Parameter Description: The private key
*Parameter Information Class: Private


https://eprint.iacr.org/2018/821.pdf
https://eprint.iacr.org/2018/821.pdf

*Used with "kty" Value(s): "PQK"
*Change Controller: IESG
*Specification Document(s): Section 2 of RFC 8037

*Parameter Name: "x"

*Parameter Description: The public key

*Parameter Information Class: Public

*Used with "kty" Value(s): "PQK"

*Change Controller: IESG

*Specification Document(s): Section 2 of RFC 8037

The following has NOT YET been added to the "JSON Web Signature and
Encryption Algorithms" registry:

*Algorithm Name: "CRYDI3"

*Algorithm Description: CRYDI3 signature algorithms

*Algorithm Usage Location(s): "alg"

*JOSE Implementation Requirements: Optional

*Change Controller: IESG

*Specification Document(s): Section 3.1 of this document (TBD)
*Algorithm Analysis Documents(s): (TBD)

The following has been added to the "JSON Web Key Lattice" registry:

*Lattice Name: "CRYDI5"

*Lattice Description: Dilithium 5 signature algorithm key pairs
*JOSE Implementation Requirements: Optional

*Change Controller: IESG

*Specification Document(s): Section 3.1 of this document (TBD)

*Lattice Name: "CRYDI3"

*Lattice Description: Dilithium 3 signature algorithm key pairs
*JOSE Implementation Requirements: Optional

*Change Controller: IESG

*Specification Document(s): Section 3.1 of this document (TBD)

*Lattice Name: "CRYDI2"

*Lattice Description: Dilithium 2 signature algorithm key pairs
*JOSE Implementation Requirements: Optional

*Change Controller: IESG

*Specification Document(s): Section 3.1 of this document (TBD)

8. Appendix

*JSON Web Signature (JWS) - RFC7515
*JSON Web Encryption (JWE) - REC7516
*JSON Web Key (JWK) - REC7517

*JSON Web Algorithms (JWA) - RFC7518
*JSON Web Token (JWT) - RFEC7519


https://tools.ietf.org/html/rfc7515
https://tools.ietf.org/html/rfc7516
https://tools.ietf.org/html/rfc7517
https://tools.ietf.org/html/rfc7518
https://tools.ietf.org/html/rfc7519

8.

9.

1.

10.

*JSON Web Key Thumbprint - RFC7638

*JWS Unencoded Payload Option - REC7797

*CFRG Elliptic Curve ECDH and Signatures - RFC8037
*CRYSTALS-Dilithium - Dilithium

//T0ODO

Test Vectors
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