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Abstract

    This document proposes a scheme that allows a BGP speaker to withdraw
    multiple NLRIs that share a set of properties more efficiently by
    just specifying the shared properties among them.

1. Introduction

    This document proposes a scheme that allows a BGP speaker to withdraw
    multiple NLRIs that share a set of properties more efficiently by
    just specifying the shared properties among them.

    One area where this kind of feature is particularly important is
    2547. The growth and success of 2547 VPN deployments forces operators
    and vendors to seek much more efficient and scalable mechanisms
    for vpn prefix management in VPN networks.

    This draft introduces new BGP attribute called MP_AGGREGATE_WITHDRAW
    attribute which allows BGP to withdraw multiple NLRIs in a single
    message thereby reducing significantly the load on routers, number of
    BGP update messages and convergence time.

    MP_AGGREGATE_WITHDRAW can also be used to implement Graceful Shutdown
    functionality to allow rerouting of traffic before the BGP session is
    down.

    This mechanism is applicable to and works for any BGP AFI/SAFI.

2. Specification of Requirements

    The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
    "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
    document are to be interpreted as described in [RFC2119].

3. MP_AGGREGATE_WITHDRAW Attribute (Type Code TBD by IANA)

    This is an optional non-transitive attribute that can be used for the
    purpose of aggregating multiple unfeasible NLRIs to be removed from
    service.

    The attribute is encoded as shown below:

       +---------------------------------------------------------+
       | Address Family Identifier (2 octets)                    |
       +---------------------------------------------------------+
       | Subsequent Address Family Identifier (1 octet)          |
       +---------------------------------------------------------+
       | Flags (2 octets)                                        |
       +---------------------------------------------------------+
       | Total Attribute Length (2 octets)                       |
       +---------------------------------------------------------+
       | Attributes (variable length)                            |
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       +---------------------------------------------------------+
       | TLVs (optional & variable length)                       |
       +---------------------------------------------------------+

    The use and the meaning of these fields are as follows:

       Address Family Identifier:

          This field carries the identity of the Network Layer protocol
          associated with the NLRI that follows. Presently defined values
          for this field are specified in RFC 1700 (see the Address
          Family Numbers section).

       Subsequent Address Family Identifier:

          This field provides additional information about the type of
          the Network Layer Reachability Information carried in the
          attribute.

       Flags:

           This 2-octet unsigned integer indicates Flags value for the
           the MP_AGGREGATE_WITHDRAW. The flags are defined as:

           0x01   Withdraw paths that match all attributes
           0x02   Withdraw paths that match any one or more attributes
           0x04   Set to one only when TLVs are present

       Total Attribute Length:

          This 2-octet unsigned integer indicates the total length of the
          Path Attributes field in octets. Its value allows the length of
          the Network Layer Reachability field to be determined as
          specified below.

          A value of 0 indicates that neither the Network Layer Reacha-
          bility Information field, nor the Path Attribute field is
          present in this UPDATE message.

       Attributes:

          For format description refer to [BGP4].

       TLVs:

          In the case where there is a need to send other information
          then those carried in BGP attributes to uniquely identify the
          NLRIs to be withdrawn we define a TLV field.

          The following TLV format has been defined:

          Type       One octet field set to value of given TLV.
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          Length     One octet field that indicates the length of the
                     value portion in octets.
          Reserved   One octet field reserved for future flags
          Value      Description of the value carried in given TLV

    An UPDATE message that contains the MP_AGGREGATE_WITHDRAW is not
    required to carry any other path attributes.

    Only one or zero of TLV value per MP_AGGREGATE_WITHDRAW attribute
    should be present. If the TLV value is present alone (no attributes)
    the match should happen on this value alone.

4. TLV definitions

4.1 Route Distinguisher

    In the 2547 VPNs [RFC2547] in the MP_AGGREGATE_WITHDRAW there is a
    need for unique identification of VPN routes to which attached
    attributes belong to. This is accomplished by distributing route
    distinguisher in the following tlv encoding:

    Type:     One octet field set to value of 1
    Length:   One octet field set to value of eight
    Reserved: One octet field reserved (all zeros)
    Value:    Eight octet RD value

4.2 TIME_TO_WITHDRAW

    This time represents a TIME_TO_WITHDRAW. It is has a value
    field length of 2 octet. This type represents the time after
    which the forwarding support will be withdrawn for all reachability
    associated with the MP_AGGREGATE_WITHDRAW and is a value in
    seconds.

    Type:     One octet field set to value of 1
    Length:   One octet field set to a value of 2
    Reserved: One octet field reserved (all zeros)
    Value:    2 octet value representing number of seconds

5. MP_AGGREGATE_WITHDRAW Capability

    The MP_AGGREGATE_WITHDRAW Capability is a new BGP capability
    [BGP-CAP] that can be used by a BGP speaker to indicate its ability
    to receive and send aggregated withdraws.

    This capability is defined as follows:

       Capability code: TBD by IANA

       Capability length: variable
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       Capability value: Consists of the one or more of the tuples
       <AFI, SAFI> as follows:

          +--------------------------------------------------+
          | Address Family Identifier (16 bits)              |
          +--------------------------------------------------+
          | Subsequent Address Family Identifier (8 bits)    |
          +--------------------------------------------------+
          | ...                                              |
          +--------------------------------------------------+
          | Address Family Identifier (16 bits)              |
          +--------------------------------------------------+
          | Subsequent Address Family Identifier (8 bits)    |
          +--------------------------------------------------+

       Address Family Identifier (AFI):

          This field carries the identity of the Network Layer protocol
          for which the Graceful Restart support is advertised. Presently
          defined values for this field are specified in [RFC1700].

       Subsequent Address Family Identifier (SAFI):

          This field provides additional information about the type of
          the Network Layer Reachability Information carried in the
          attribute. Presently defined values for this field are
          specified in [RFC1700].

6. Aggregate Withdraw Extended Community Attribute

    Aggregate Withdraw Extended Community is a mandatory non-transitive
    extended community that can be used for the purpose of uniformed
    marking closed NLRI groups with common fate sharing. The mandatory
    requirement comes from a fact that an implementation which supports
    MP_AGGREGATE_WITHDRAW must also support Aggregate Withdraw Extended
    Community.

    Aggregate Withdraw Extended Community attribute is carried in BGP
    Extended Community Attribute of type code 16.

    The Aggregate Withdraw Extended Community attribute is encoded as
    follows:

      0                   1                   2                   3
      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
     |  Type high    |   Type low    |             Value             |
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
     |                      Value (cont.)                            |
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

    The value of the high-order octet of the type field for the Marker
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    Community can be 0x43. That indicated first come first served IANA
    type of assignment, non-transitive, opaque extended community

    The value of the low-order octet of the type field for this community
    is .... (TBD).

    The value is a locally significant 6 octet value assigned by bgp
    speaker to differentiate the routes based on various operator's
    depended requirements. It's allocation can be fully algorithmic and
    automatic or it could be assigned some meaningful structure. Being a
    locally significant it can be overwritten by any BGP speaker.

7. Operation

    A BGP speaker receiving an update message with MP_AGGREGATE_WITHDRAW
    does not support MP_AGGREGATE_WITHDRAW capability, it simply ignores
    the message and logs the warning.

    The BGP speaker implementing MP_AGGREGATE_WITHDRAW capability and
    receiving an update message with MP_AGGREGATE_WITHDRAW should remove
    all the NLRIs (paths) that match the attribute and TLV list specified
    in the MP_AGGREGATE_WITHDRAW attribute for each AFI/SAFI. The
    matching of the attributes is further qualified by the operation type
    specified in the flags field associated with the AFi/SAFI and can be
    logical AND or OR.

    The additional TLV value presence is indicated by by the flags field.
    It's value will always be a logical AND to all other attributes if
    present.

    If the the TIME_TO_WITHDRAW is sent in the MP_AGGREGATE_WITHDRAW, it
    must be interpreted by the receiveing BGP speaker as the minimum duration
    for which the sending BGP speaker will preserve forwarding of reachability
    already announced prior to receiving this MP_AGGREGATE_WITHDRAW.
    The purpose of TIME_TO_WITHDRAW is to allow the implentation of
    Graceful Shutdown funtionality whereby the receiving BGP speaker is
    provided a some time to reconverge before the sending BGP speaker is
    no longer available for forwarding traffic.

    In the event of an AFI/SAFI being in the MP_AGGREGATE_WITHDRAW
    attribute that is not supported as per the initial capability
    negotiation, a BGP Notification message with the notification code
    set to UNSUPPORTED_AFI_SAFI should be sent and the session should be
    terminated.

8. Deployment Considerations

8.1 Sessions to all CEs in a vrf goes down or is being shutdown.

     Today: All vrf routes are send within MP_UNREACH



     New:   A single message with RD lists all export RTs which were
            under given vrf is being send.

8.2 Sessions to one CE in a vrf goes down or is being shutdown.

     Today: All routes from a given CE are send within MP_UNREACH

     New:   A single message with marker extended community and
            optionally an RD under given vrf is being send.

8.3 A subset of routes or all routes of given AFI/SAFI marked with a
     unique community or an attribute

    Today: It would require to send all route in an MP_UNREACH attribute

    New:   Just one msg with MP_AGGREGATE_WITHDRAW listing this unique
           attribute would be sufficient

8.4 A BGP next hop on NLRIs with a single path goes down

    Today: It would require to send all routes in an MP_UNREACH attribute

    New:   Just one msg with MP_AGGREGATE_WITHDRAW listing this next hop
           will be sufficient.

9. Security Considerations

    This extension to BGP does not change the underlying security issues
    inherent in the existing BGP [RFC2385].
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