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Status of this Memo

   By submitting this Internet-Draft, each author represents that any
   applicable patent or other IPR claims of which he or she is aware
   have been or will be disclosed, and any of which he or she becomes
   aware will be disclosed, in accordance with Section 6 of BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF), its areas, and its working groups.  Note that
   other groups may also distribute working documents as Internet-
   Drafts.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   The list of current Internet-Drafts can be accessed at
http://www.ietf.org/ietf/1id-abstracts.txt.

   The list of Internet-Draft Shadow Directories can be accessed at
http://www.ietf.org/shadow.html.

   This Internet-Draft will expire on August 5, 2007.
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Abstract

   This document specifies how to use the Internet Key Exchange (IKE)
   protocols, such as IKEv1 and IKEv2, to setup "unauthenticated"
   security associations (SAs) for use with the IPsec Encapsulating
   Security Payload (ESP) and the IPsec Authentication Header (AH).
   This is part of the Better-Than-Nothing-Security (BTNS) work.  Two
   optional IKE extensions are documented here, and the format for one
   certificate payload type is fully specified.
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1.  Introduction

   When two nodes decide to use BTNS, they may wish to communicate this
   intention to the remote party.

   There are no protocol reasons to require this intention to be
   communicated, however, it is useful for diagnostic purposes to be
   able to indicate this fact in the IKE negotiation.

   As part of the BTNS IKE negotiation, it will be necessary for the
   parties to exchange authentication keying material, and one option is
   to use the certificate payload.  The use of Raw RSA Key type (11) is
   clarified with some examples.
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2.  IKE Notify

   A new notify message is defined for both IKEv1 [RFC2408] and IKEv2
   [RFC4306].  The name of the new notify is BTNS_AUTHENTICATED, and the
   notify number is TBD1.

   This notify message MAY appear in any exchange of phase 1 (IKEv1),
   and in any exchange of the PARENT_SA (IKEv2).  It SHOULD be sent in
   after the phase 1 SA has become private, since there is little reason
   to advise a third party of what kind of authentication is being done.

   This means it SHOULD be sent during the third exchange of MAIN MODE
   (IKEv1), in the second exchange of Aggressive Mode (IKEv1), and
   during the second exchange of IKEv2.

   Note: Aggressive mode is SHOULD NOT be used for BTNS.

https://datatracker.ietf.org/doc/html/rfc2408
https://datatracker.ietf.org/doc/html/rfc4306
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3.  Exchange of public keys

   A BTNS negotiation MUST include a public key for each end-point.
   This key will be carried in a Certificate Payload (section 3.6 of
   [RFC4306] and section 3.9 of [RFC2408]).  There are several options
   as to how to carry the key.

   The public KEY MUST be sent in a Certificate Type 11: Raw RSA Key.
   This code point is hereby defined for IKEv1 identically to IKEv2.

   An implementation MAY also include the same public KEY in a
   Certificate Payload of type 1 (PKCS #7 wrapped X.509), and it may be
   self-signed or relative to some CA.

   An IKEv2 implementation MAY also include the same public KEY as a
   Hash and URL of X.509 certificate bundle (type 13), or certificate
   (type 12).  (In general, an implementation should not send both type
   1 and types 12 or 13, as it would be redundant.)

   An implementation MAY also send additional Certificate Payload types
   which it believes may be useful, provided that they all lead to the
   same RSA key.  An implementation SHOULD avoid using so many
   Certificate Payload types that it causes the IKE messages to be
   fragmented.

   An implementation receiving more than one Certificate Payload SHOULD
   use the following sources to arrive at a public key to use to
   authenticate the peer, in the following order:

      a preconfigure RSA key contained in a local trusted store.

      an in-band X.509 certificate that can be verified against a
      locally trusted root CA

      a certificate or certificate bundle retrieved from the indicated
      URL, that matches the hash, and can be verified

      the key contained in the raw RSA Key payload

   All Certificate Payload types other than type 11 are optional, and
   type 11 is mandatory, so there will always be a public key available
   to confirm the signature on in the IKE AUTH payload.

   The additional payloads are present to deal with the situations where
   the trust relationship may in fact be asymetrical, such as for the
   Asymetrical SAB (A-SAB), and for the Asymetrical IKE CBB (AI-CBB).
   (see [I-D.ietf-btns-prob-and-applic])

https://datatracker.ietf.org/doc/html/rfc4306#section-3.6
https://datatracker.ietf.org/doc/html/rfc4306#section-3.6
https://datatracker.ietf.org/doc/html/rfc2408#section-3.9
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4.  IANA Considerations

   Please assign NOTIFY Type TBD1. from the Notify-Types in the ipsec-
   registry of IKEv1.

   Please assign NOTIFY Type TBD1. from the IKEv2 Notify Message Types
   table of the ikev2-parameters registry.
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5.  Security Considerations

   This document does not introduce any new mechanisms or modes to IKEv1
   or IKEv2.  It details the order in which to look for authentication
   data for a protocol which does not in itself require any
   authentication data.
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