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Abstract

This specification describes the basic requirements
for In-Band QoS Signaling in IPv6. The context is
where a QoS requirement is passed across the network
and some of the routers need to modify the request to
modify the request if the requested QoS is not
available at that node, indicating what QoS is
available.
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1. Introduction
There are some applications for IPv6 where it would be
of great value for the user to request a specific
level of QoS and have the routers along the data path
agree on the or adjust downward the request to permit
the user to know exactly what QoS was available. An
example of this is to agree on the maximum rate that a
TCP flow can be permitted at this time. The benefits
of such network wide agreement particularly important
for operation over high delay paths like satellites or
high noise paths like radio links as are common in
military or civilian emergency forward areas. Here
determining the TCP rate, by rate feedback can greatly
improve the performance. There are also many other
application areas such as video conferencing where
confirming the available rate (capacity), jitter and
precedence can be very important at the start of a
call.

2. Discussion

To accomplish this requires an in-band signaling
capability and in many of these cases, more
information than the 6 bits in Diffserv are required.
The only possible way to add more information to a
packet stream in-band for IPv6 is to use a
hop-by-hop option field. All other optional fields are
encrypted and thus are not available to the routers.

In the past it has been very hard for routers to take
the time to modify a packet in-flight. However,
advances in electronics hardware now permits much more
extensible packet processing that could look at a QoS
request, determine the available resources, and to
modify the packet accordingly. Given that this
capability is either now available or soon will become
available, it is important to make provision in the
IPv6 protocol for such in-band QoS options to be
possible and tested. One particular reason for
approving the basic option structure now is that new
satellites with onboard routing are now being designed
and this design needs to be frozen soon, even though
their launch is several years away.

3. Basic Requirement

If in-band QoS Signaling of any format is to be used
with IPv6, it is essential that a hop-by-hop option
code for QoS signaling be assigned. It should have a
version field so that various designs can be designed
and tested. The main requirement for routers to



process the option is at choke points in the network.
Since the option in many cases need not be processed
by over-capacity core routers or in MPLS tunnels, the
option code should be one that is ignored by routers
if they do not understand the code. It also should be
one where fragments do not replicate the option and
one where it can be modified. Thus the option code
must be of the form 001xxxx. None of this type has
ever been assigned due to the past difficulty of
modifying packet in flight.

4. Interest

This RFC is being distributed to members of the
Internet community in order to solicit their reaction
to this proposal. The TIA has already approved a
protocol  to improve satellite operation where such an
option assignment is required. The ITU has in progress
proposals similar to the TIA protocol. The IETF may
well design its own protocol for in-band QoS Signaling
in the future. Since there is only one possible way to
accomplish this, by using a hop-by-hop option, there
is considerable reason to consider assigning such a
code now and allowing the other standard bodies to
proceed where they have identified a critical
requirement. If the IETF chooses never to use this
code, it cannot hurt the network since it will be
ignored by the routers and they will discard any
packets that exceed their capacity. If they do decide
to use the code, a separate version code can be used.
However, where such a protocol is used in certain
critical areas like over satellites, or in noisy radio
domains, it can be of critical benefit to specific
users and it is important to permit other standard
groups like the TIA to address their problem using
compatable IP.

5. Status Report

In response to the need for maintenance of current
information about the status and progress of various
projects in the Internet community, this RFC is issued
for the benefit of community members.  The information
contained in this document is accurate as of the date
of publication, but is subject to change.  Subsequent
RFCs will reflect such changes.
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7. Security Considerations

There are no security issues in assigning a option
code. There may be various security considerations in
any particular protocol using the option code such as
authentication and authorization. However, for IPv6,
these security issues have already been addressed. If
new issues are created by a particular protocol, those
issues should be addressed for that protocol.

8.  IANA Considerations

The request is for IANA to assign a hop-by-hop option
code of the form 001xxxx for the type of usage, QoS
Signaling.  The request is for IANA to assign a hop-
by-hop option code of the form 001xxxx for the type of
usage, QoS Signaling. A Version Field can be located
starting at byte 25 for 12 bits. This would be
desirable to maintain correspondence with the TIA and
the ITU specifications and permit multiple protocol
versions.

9. IETF Consensus

In order for IANA to assign an IPv6 hop-by-hop option code,
either IESG agreement or IETF Consensus is required. This
ID need not be approved, just the code for general use.
Since all IPv6 protocols that attempt in-band QoS Signaling
must use an IPv6 hop-by-hop option code of this type to
allow over-capacity routers to ignore this option and to
avoid encryption, the assignment is of general use as we
move IPv6 into areas where low error rate, low delay fiber
does not exist.
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