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Abstract

This document is intended to be a guide for network administrators of
enterprise sized sites that employ the Internet Protocol Version 4
(IPv4) and who would like to introduce the Internet Protocol Version
6 (IPv6) dual-stack. It applies to scenarios where IPv4 subnets must
be mapped to IPv6 subnets for management purposes while keeping the
option to create IPv6 subnets in parallel and independently in the
future with almost no restrictions; it is not meant to be applied to
scenarios where a native IPv6 address plan can be created easily and
without the need to map IPv4 subnets.
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Introduction

Planning the migration of an existing Internet Protocol Version 4
(IPv4) enterprise sized site to a site that employs Internet Protocol
Version 6 (IPv6) [RFC2460] dual-stack very often includes designing
an addressing scheme for IPv6 to reflect the current network's
structure under IPv4 as closely as possible. In a number of scenarios
this can only be achieved by directly mapping IPv4 subnets to IPv6
subnets. The demands for each site are very different. Therefore, the
schemes presented in this document try to match as many scenarios as
possible while staying flexible and adaptable enough to fit
individual demands.

The intention of this document is to act as a guideline for network
administrators who need to map existing IPv4 subnets to IPv6 subnets
as described above. There are scenarios where this kind of mapping is
necessary e.g. for technical or legal reasons (contracts that exist
for IPv4 subnets need to be extended to also apply to IPv6 subnets,
etc.). However, such a mapping is only recommended if the existing
IPv4 address plan is stable enough and well designed. IPv4 networks
with an unstable address plan should obviously not be mapped to IPv6
networks because the instability will be inherited by the IPv6
address plan that is to be designed. However, identifying an address
plan as being stable or not is up to the network administrator.
Addressing this issue is out of scope for this document though it is
important to give it careful thought.

There are restrictions to the methods that are described in this
guideline. One of these restrictions is the number of IPv4 subnets
within IPv4 prefixes that can be mapped with the techniques described
in this document. The limits for each of these methods are described
in their respective paragraphs.

It is important that network administrators carefully evaluate if it
is indeed necessary to map IPv4 subnets. A native IPv6 address plan
that is not restricted by limits that apply to IPv4 address plans
(which consequently also apply to the IPv6 address plans that include
mapped IPv4 subnets) are always to be favoured. However, if direct
mapping of IPv4 subnets is indeed necessary and feasible, the methods
presented in this guide are flexible enough to apply to as many
scenarios as possible.


https://datatracker.ietf.org/doc/html/rfc2460
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2. Prerequisites

It is assumed that the global IPv6 prefix assigned to the site that
an addressing scheme is to be designed for is a /48 prefix. All
assumptions in this document also hold for shorter prefixes (e.g. /
32) and should work equally well. For shorter prefixes, this method
is even more flexible and deployment is facilitated even more because
the number of bits available for mapping increases.

Due to the restriction of the IPv6 prefix to a /48 length, the length
of IPv4 prefixes with subnets to be mapped must not be shorter than /
16 and they cannot be longer than /30. (Later in this document, some
more restrictions will be identified. /16 and /30 are to be read as
hard boundaries.) This scheme can be adapted to apply to other prefix
lengths as well. For every bit that the IPv6 prefix length is shorter
than /48, the IPv4 prefix length may be one bit shorter than /16. For
readability purposes, the prefix length assumed in this document is
always /48 for IPv6 and longer or equally long as /16 for IPv4
prefixes. Additionally, please refer to [RFC3513] for more
information on the IPv6 addressing architecture and on notations that
are employed in this document.


https://datatracker.ietf.org/doc/html/rfc3513
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3. Subnet Type Identifier

An identifier bit is needed to denote if an IPv6 subnet reflects a
mapped IPv4 subnet or not. This identifier shall be called "Subnet
Type Identifier" (STI). If the IPv6 prefix length is /pl, then the
identifier bit is the (pl+1)-th bit of the prefix. For a /48 IPv6

prefix, the STI is located at bit 49 (see Figure 1).

|prefix|STI|type specific prefix|interface ID|

| 48 | 1| 15 | 64 |bits
- o e e e e e e oo oo - o m e +

[ XXXXXX| O |YYYYYYYYYYYVYYYVYYVYYY|22222Z2zzzzzz |mapped IPv4
| | | | | subnet
+ommmm- e e +

[ XXXXXX| 1 |YYYYYYYYYYYYYYYYYYYY|2222222222727 | regular
| | | | | IPv6 subnet

Figure 1: Location of STI

This document will only address the format of the "type specific
prefix" for the case that the STI bit has the value "0". It will
discuss the options for STI="1" but the detailed discussion of
addressing schemes for non-mapped IPv6 prefixes is not within the
scope of this document.

The "type specific prefix" field for STI="@" will be referred to in
this document as "Mapped IPv4 Subnet" field. Note: next to the actual
mapping of bits of an IPv4 subnet, the "Mapped IPv4 Subnet" field
contains additional information that are necessary to identify mapped
IPv4 subnets if they come from more than one IPv4 prefix. It solely
contains the bits of an IPv4 subnet if only one IPv4 prefix is
involved.
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4. Dividing the Mapped IPv4 Subnet field: Preparations

To hold all necessary information about mapped IPv4 subnets, the
Mapped IPv4 Subnet field needs to be divided into two parts:

ID field: Identifies the IPv4 prefix that a subnet belongs to. This
field is needed to avoid using the complete IPv4 prefix when a
subnet needs to be identified. (E.g.: a site has two IPv4 prefix
assigned: 212.100.0.0/16 and 210.100.0.0/16. One would need 16
bits to store the prefix that a subnet belongs to. Obviously, this
is a waste of bits since a single bit is sufficient for ID-ing the
two prefixes ("0" denotes the first prefix, "1" the second).) The
ID field has a zero length if only a single IPv4 prefix is
involved in the mapping process.

IPv4 subnet field: Contains the bits needed to identify a certain
subnet.

There are two methods for dividing the Mapped IPv4 Subnet field. The
choice of method depends on which of the following conditions is met:

1. The number of IPv4 prefixes that contain subnets is fixed and
very likely won't change in the near future. (See Section 5.1.)

2. There is a variable number of such IPv4 prefixes. (See Section
6.1.)

The decision which method is is to be employed for a certain scenario
must not be taken lightly because the choices of division based on
these cases have a strong impact on the design of the IPv6 addressing
scheme.
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5. Fixed Number of IPv4 Prefixes

5.1 Division of Mapped IPv4 Subnet Field

This type of division is chosen in cases where the number of IPv4
prefixes with subnets that need to be mapped is fixed for a long
foreseeable period of time and is not likely to change. In some
cases, an additional prefix may be added, depending on the number of
spare IDs that are available (see Section 5.2).

The division described here has a number of advantages. One is the
better ability to create more IPv6 subnets from mapped IPv4 subnets.
This provides the network administrator with the freedom to further
structure the IPv6 network based on this address assignment scheme if
the actual mapping of IPv4 subnets is not needed anymore at some
point in the future.

To determine the right division of the Mapped IPv4 Subnet field, the
following steps have to be taken:

1.

M: length of Mapped IPv4 Subnets field in bits. M is calculated
as follows: 'M = 64 - (pl + 1)' where pl is the length of the
IPv6 prefix available. (E.g.: if a /48 IPv6 prefix is available,
M is calculated as 'M = 64 - (48 + 1) = 15'.)

Identify the number "p" of all IPv4 prefixes with subnets to be
mapped. (E.g.: four Class C IPv4 prefixes contain subnets to be
mapped => p=4.)

Identify the minimum length "m" of all IPv4 prefixes with subnets
to be mapped. (E.g.: IPv4 prefixes with subnets to be mapped have
the lengths /20, /16, /24 => m=16.)

Calculate the following values:

* n: maximum number of bits that can be used to define subnets
within an IPv4 prefix. n is calculated as 'n = 30 - m'. (E.g.:
of a /16 prefix, 14 bits can be used for subnetting.)

* i: number of bits to hold an identifier for each of the IPv4
prefixes. i is calculated as 'i = round_up(log_2(p))"'.

Verify that "n + i <= M" holds. If this condition is not
fulfilled, either the number of IPv4 prefixes with subnets to be
mapped must be reduced or the an IPv4 prefix must be excluded
(ideally the shortest one). Repeat the above steps until the
condition "n + i <= M" is met.
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All subnets within IPv4 prefixes that are excluded in this process
cannot be mapped using the method depicted here. Other means need to
be found to map these subnets. Alternatively, a shorter IPv6 prefix
may be used if available to still include these IPv4 prefixes.

After the completion of the above steps, the Mapped IPv4 Subnet field
is divided as follows (an IPv6 prefix length of /48 is assumed
again):

| Mapped IPv4 Subnet |
| 15 |bits

Figure 2: Field before division

| Mapped IPv4 Subnet |

|ID field] IPv4 subnet |
| i | 15-1 |bits
R oo - +
[YYYYYYYY | YYYYYYYYYYYYYYYYYYY |
S - +

Figure 3: Field after division

Note: for a /48 prefix the following condition holds if the above
steps have been followed closely:

o 15 - i >=n

These calculations are important for an efficient design. They also
show if the method described in this section is applicable to a given
scenario or if other methods of addressing should be used.

5.2 Enumerating IPv4 Prefixes

As hinted in Section 4, IPv4 Prefix with Subnets that need to be
mapped are identified by ID bits which are stored within the ID field
of the Mapped IPv4 Subnets field (see Figure 3). The length of the ID
field as calculated in Section 5.1 determines how many different IDs
are available for enumerating IPv4 prefixes: 27i. These IDs are
randomly assigned to the IPv4 prefixes in question. Example: four
different IPv4 prefixes are given which contain subnets that need to
be mapped:

0 140.50.0.0/20
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0 155.101.0.0/22

0 124.100.0.0/20

0 107.33.0.0/20

The 272 IDs can be assigned to these prefixes as follows:
| ID | 1IPv4 prefix |

| 00 | 140.50.0.0/20
| 01 | 155.101.0.0/22
| 10 | 124.100.0.0/20
| 11 | 107.33.0.0/20

Figure 4: ID/IPv4 Prefix Mapping Table

Surplus IDs stay unassigned. They may be used at a later point of
time if it is necessary to add another prefix that still fits into
the previously divided Mapped IPv4 Subnet field.

The Mapping Table must be stored in a save place to be able to
identify the IPv4 prefix that a mapped IPv4 subnet belongs to.
Obviously, without a mapping table like the one presented in Figure 4
it is not possible to reconstruct the relation IPv4 Prefix / IPv4
Subnet.

5.3 Final Mapping of IPv4 Subnet Bits

For each IPv4 prefix that got assigned an ID in Section 5.2, the
following steps need to be taken:

1. Depending on the length of the IPv4 prefix, determine the number
N of bits that can be used for subnetting (N = 30 - length of
prefix). (E.g.: for a /20 IPv4 prefix, that number is N=10.)

2. For this prefix, always use N bits of the IPv4 subnet field in
Figure 3, starting from the left.

3. For each subnet do:

1. Extract the N bits from the IPv4 address that define the
subnet.

2. Fill these N bits into the IPv4 subnet field (see Figure 3).

To better illustrate this method, it is demonstrated by using the
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following example with these prerequisites:

o Four different IPv4 prefixes that contain IPv4 subnets that need
to be mapped are given. The IDs of these prefixes are 00, 10, 01,
and 11.

o The prefix 212.104.176.0/20 is one of the above four prefixes and
it contains two defined subnets that need to be mapped:

* 212.104.180.0/24
* 212.104.188.0/24
o The prefix 212.104.176.0/20 has the ID 10 assigned.

The number N is calculated as 'N = 30 - 20 = 10'. This means that the
Mapped IPv4 Subnet field is divided as follows:

Mapped IPv4 Subnet |
ID | IPv4 subnet |
2 | N | 13-N |bits

The ID YY is set to the assigned 10. The N bits of the above two
subnet IP addresses that need to be taken care of are bits 21-30:

| IPv4 subnet | bits 21-30 |
| | (N=10 bits total)|

|212.104.180.0/24| 0100 0000 00 |
|212.104.188.0/24| 1100 0000 00 |

The final mapping of these two subnets to an IPv6 prefix would look
like this:

| Mapped IPv4 Subnet |
| ID | IPv4 subnet |
| 2 | N=10 | 13-N=3 |bits
TR SRRy R p—— +
| 10 |0100000000| 000 |
| 10 |1100000000| 000 |

This leaves 3 bits in every final IPv6 prefix for creating additional
subnets if necessary at some point of time in the future. The last
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step to complete the mapping is prepending the /48 IPv6 prefix (e.g.
2001:638:500::/49) that is assigned to the site:

|IPv6 prefix (hex)|STI| Mapped IPv4 Subnet |

| | | ID | IPv4 subnet |
| 48 | 1 ]2 | N=10 | 13-N=3 |bits
Fom e e e e o - R, o m o= +
| 2001:638:500: | 0 | 10 |0100000000| 000 |
| 2001:638:500: | 0 | 10 |1100000000| 000 |
R - S S ey +

I
Y

212.104.180.0/24 --mapped-to--> 2001:638:500:4800::/55
212.104.188.0/24 --mapped-to--> 2001:638:500:5800::/55
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6. Variable Number of IPv4 Prefixes
6.1 Division of Mapped IPv4 Subnet Field

This method of division should be chosen whenever the number of IPv4
prefixes that contain subnets that need to be mapped cannot be
determined a priori and will most likely change in due course.
Therefore, a method very similar to [RFC3531] is chosen to map
subnets in certain IPv4 prefixes to an IPv6 subnet. The advantage of
this method is a gain of flexibility concerning the number of ID'ed
IPv4 prefixes but one disadvantage is the fact that a later splitting
of IPv6 subnets into more subnets is not possible which may be a
drawback in the long term.

The division of the Mapped IPv4 Subnet field is done dynamically and
in contrast to the method described in Section 5.1, the sizes of the
ID field and IPv4 subnet field are not fixed. The only constants for
these fields are the position of the leftmost bit of the ID field and
the rightmost bit of the IPv4 subnet field. They are already given by
the length of the IPv6 prefix that is being used.

6.2 Enumerating IPv4 Prefixes

The IDs for prefixes that contain subnets to be mapped are assigned
in the following manner (note: the example below shows the assignment
for a /48 IPv6 prefix where the Mapped IPv4 Subnet field has a size
of 15 bits):

| Mapped IPv4 Subnet |
I 15 I

|01\
ID bits --->|11]
|001\
|101
|11
|111 |

= # of IPv4
prefixes

+———— — — DT — — — 4+

The above IDs are assigned to each IPv4 prefix top-down. The order in
which IPv4 prefixes are assigned an ID may be chosen randomly.

If the Mapped IPv4 Subnet field's length is 15, then the number n
(maximum number of bits available for mapping an IPv4 subnet) is


https://datatracker.ietf.org/doc/html/rfc3531
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depending on the number p of IPv4 prefixes that contain IPv4 subnets
to be mapped. n is calculated as 'n(p) = 15 - round_up(log_2(p))"'.
Furthermore, if n bits are needed for storing IPv4 subnet
information, the condition 'n + round_up(log(p)) <= 15' must always
be fulfilled.

Obviously, different IPv4 subnets within the same IPv4 prefix have
the same ID.

6.3 Final Mapping of IPv4 Subnet Bits

The mapping of the IPv4 subnet bits for a variable number of IPv4
prefixes is almost analogue to the mapping described in Section 5.3.
The only major difference is step 2.: the N bits of the IPv4 subnet
field are not used starting from the left but instead starting from
the right! The rest is analogue.

The same example illustrated in Section 5.3 looks like follows for
this particular method. The IPv4 prefix described in the example

shall be the fourth prefix to be ID'ed. It has the ID 11.

|IPv6 prefix (hex)|STI| Mapped IPv4 Subnet |

| | | ID | IPv4 subnet |
| 48 | 1] 2 | 13-N=3 | N=10 |bits
S B g Fommmmo oo +
| 2001:638:500: | 0 | 11 | 6000 |0100000000 |
| 2001:638:500: | 0 | 11 | 600 |1100000000 |
S B g Fommmme oo o +

|
v

212.104.180.0/24 --mapped-to--> 2001:638:500:6100::/58
212.104.188.0/24 --mapped-to--> 2001:638:500:6300: :/58

6.4 Maximal Number of IPv4 Prefixes

The condition 'n + round_up(log_2(p)) <= 15' in Section 6.2 must hold
at all times. If it is violated, the maximal number of IPv4 prefixes
with subnets that can be ID'ed and mapped is reached. No more IPv4
prefixes can be included in the addressing scheme.
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IPv6 Prefixes without Mapped IPv4 Subnet

It would be unwise -- for obvious reasons -- to address a whole
enterprise sized site based only on mapped IPv4 subnets. Doing so
would take away the flexibility that is offered by IPv6 addressing
and there would be no address space left e.g. for addressing
IPv6-only nodes. For this reason, mapped IPv4 subnets are marked with
an STI of 0. If the STI is set to 1, the usual IPv6 addressing
schemes should be used. There are no restrictions to what kinds of
addressing schemes are employed. The only (minor) drawback is the
fact that the number of available bits for defining IPv6 subnets are
reduced by one (the STI bit). However, this leaves a sufficient
number of bits for IPv6 subnets while still providing a satisfying
way to map IPv4 structures to the new addressing scheme.

For the example prefix 2001:638:500::/48 this would mean that the
actual IPv6 prefix that may be used for creating subnets is only
reduced to 2001:638:500:8::/49.
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Drawbacks and Pitfalls

The mapping of IPv4 subnets has some drawbacks that need to be
mentioned. A brief list of issues shall be given here:

o

o

For an IPv6 prefix of length /48 (default prefix length for
sites), the Mapped IPv4 Subnet field is relatively small with 15
bits. To give the reader and idea of the restrictions that exists,
here a short example:

* subnets located in a maximum of 2 /16 IPv4 prefixes can only be
mapped: 1 bit is consumed by the ID field, 14 bits are needed
for mapping subnets within the prefixes

* subnets located in a maximum of 32 /20 IPv4 prefixes can be
mapped: 5 bits are used for the ID field, 10 bits are needed
for mapping subnets

* subnets within IPv4 prefixes with a length of /14 or shorter
cannot be mapped

However, the number of IPv4 prefixes with subnets that can be
mapped rises drastically with the lengths of the prefixes.

When using the method for a variable number of IPv6 prefixes
described in Section 6, the restriction 'n + round_up(log_2(p)) <=
15' (for a /48 IPv6 prefix and analogue for prefixes of other
lengths) mentioned in Section 6.4 must not be violated. Observing
this restriction is essential and network administrators must be
aware of it at all times.

The mapping information like in Figure 4 needs to be stored so
that a reverse mapping is possible. It is difficult, if not
impossible to restore this information if it is lost.
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Conclusion

While IPv6 offers a very flexible and versatile way of addressing an
enterprise site, especially for transition scenarios a desire to
include existing IPv4 structures of a site in the IPv6 addressing
scheme can often be observed. The methods described in this document
pay tribute to this desire as systematically as possible while
leaving enough room for the new addressing methods that IPv6é offers.

The methods have a few drawbacks and pitfalls that need to be taken
into account. However, the gain through using these methods is
considerable so that drawbacks and pitfalls are outweighed by the
advantages.
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10. Security Considerations

The mapping of IPv4 subnets to IPv6 subnets does not yield security
considerations.
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