Network Working Group J. Schlyter
Internet-Draft Carlstedt Research &
Expires: May 11, 2002 Technology
S. Josefsson

RSA Security

R. Arends

Nominum

November 10, 2001

Storing certificates in DNS for email applications
draft-schlyter-mailcert-dns-00.txt

Status of this Memo

This document is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC2026.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups may also distribute working documents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://www.ietf.org/ietf/1id-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://www.ietf.org/shadow.html.

This Internet-Draft will expire on May 11, 2002.
Copyright Notice

Copyright (C) The Internet Society (2001). All Rights Reserved.

Abstract

The Domain Name System (DNS) can be used to store certificates used
to identify mail addresses. This document describes on how to name
these certificates when stored in DNS. This document updates RFC
2538.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
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document are to be interpreted as described in RFC 2119 [2].
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Introduction

REC 2538 [5] section 3.1 describes how to translate X.509 subject and
issuer names and into a domain name. The translation used is a
fairly complicated set of recommendations to use in priority order
depending on what is available in the X.509 certificate.

RFC 2538 section 3.2 describes how to translate a general character
string PGP User ID, as defined in RFC 2440 [3], that includes a RFC
2822 [6] email address into a domain name. The translation used is
the standard translation of an email address into a domain name.

Using the translations described in RFC 2538 has several
disadvantages. We explore these disadvantages in section 2 and
propose a new representation in section 3.

2. Problems with the current representation
2.1 Name collisions

When the standard translation, as specified in RFC 2538 [5] 3.2 is
used, translated mailbox names, as specified in RFC 2822 [6], may
collide with hostnames and/or other mailboxes.

For example <Leslie.Example@example.com> translated to label
"leslie.example.example.com" collides with the translated mailbox
<Leslie@example.example.com> as this would translate to the equal
label. Another example is <hostmaster@example.com> that would
collide with the host called "hostmaster.example.com".

2.2 No automatic locating of PKI material of entities

The RFC 2538 [5] X.509 owner name guidelines is not adequate because
they focus on the content of a certificate to determine how it should
be stored. This imposes a dilemma for a third party that wishes to
locate a certificate for an remote entity (e.g. identified with an
mail address) - they need to know parts of the certificate they want
to retrieve. 1In email applications the parties can in general only
be assumed to know a limited set of information about the other
entity. Such as the mail address. They do not know apriori the
X.509 DN of the remote entity.

When the RFC 2538 owner names for X.509 certificates are used,
clients that only knows e.g. the email address of a certificate
owner cannot infer the DNS name where the certificate is used.

For example, when the certificate for <Leslie.Example@example.com> is
stored in DNS the owner name depends on what the certificate
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contains. For instance if the users's URI is present in the
certificate the owner name for the certificate should, according to
the RFC 2538 rules, be the domain name in the URI. A mail client
that only knows the email address but not the URI cannot infer the
domain name used.

2.3 Administrative boundaries

3. Proposed representation

As we have seen, the DNS "owner name" guidelines described in RFC
2538 has several flaws. They also do not make the owner name
guidelines mandatory, which would be a advantage for interoperable
secure email. Below we specify a scheme for applications that use
RFC 2822 addresses to identify identities, such as Internet Mail and

the UseNet News.

N.B., the REC 2538 guideliness MAY still be used in addition to the
owner names specified here. One of the owner names MAY be CNAMEs to
the other.

3.1 Algorithm to convert RFC 2822 address to domain name
To encode a RFC 2822 "addr-spec" into the string used to a DNS domain
name as represented in zone files, the "local-part" is appended with

"._mail." and concatenated with the "domain" part.

;7 INPUT (from RFC 2882 EBNF):
addr-spec = local-part "@" domain

;3 OUTPUT (domain name for DNS zone file):
local-part._mail.domain.
3.2 Case handling

Even though the local-part of a mail address may be case sensitive in
theory, the address SHOULD be converted to lower case before use.

3.3 Examples

A certificate for <leslie@example.com> is stored at
leslie._mail.example.com.

A certificate for <firstname.lastname@example.com> is stored at
firstname.lastname._mail.example.com.
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4. Security Considerations
Since certificates are digitally signed, no additional integrity
service is necessary. Certificates do not need to be kept secret,
and anonymous access to certificates is generally acceptable, thus no
privacy service is necessary. However, clients that retrieve CRLs
without some way of verifying the server run the risk of being sent a
still current but superceded CRL.
Operators of DNS servers should authenticate end entities, CAs and
RAs who publish certificates. However, authentication is not
necessary to retrieve certificates.
When a zone is signed and published using the DNS security
extensions, it is feasible to traverse a zone by NXT-chaining to
collect mailboxes. This may not be desired. One solution might be
to store the certificates as unsigned RRsets [7] or use a hashed
alternative to the NXT chain [8].
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Full Copyright Statement
Copyright (C) The Internet Society (2001). All Rights Reserved.

This document and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwise explain it
or assist in its implementation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any
kind, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
document itself may not be modified in any way, such as by removing
the copyright notice or references to the Internet Society or other
Internet organizations, except as needed for the purpose of
developing Internet standards in which case the procedures for
copyrights defined in the Internet Standards process must be
followed, or as required to translate it into languages other than
English.

The limited permissions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This document and the information contained herein is provided on an
"AS IS" basis and THE INTERNET SOCIETY AND THE INTERNET ENGINEERING
TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION
HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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