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Abstract

   This document specifies the use of ECDSA with ECC Brainpool curves in
   DNS Security (DNSSEC).  It comprises curves of two different sizes.

Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at http://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on December 18, 2015.

Copyright Notice

   Copyright (c) 2015 IETF Trust and the persons identified as the
   document authors.  All rights reserved.

   This document is subject to BCP 78 and the IETF Trust's Legal
   Provisions Relating to IETF Documents
   (http://trustee.ietf.org/license-info) in effect on the date of
   publication of this document.  Please review these documents
   carefully, as they describe your rights and restrictions with respect
   to this document.  Code Components extracted from this document must
   include Simplified BSD License text as described in Section 4.e of
   the Trust Legal Provisions and are provided without warranty as
   described in the Simplified BSD License.
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1.  Introduction

   In [RFC5639] a new set of elliptic curve groups over finite prime
   fields for use in cryptographic applications is specified.  These
   groups, denoted as ECC Brainpool curves, were generated in a
   verifiable pseudo-random way and comply with the security
   requirements of relevant standards from ISO [ISO1] [ISO2], ANSI
   [ANSI], NIST [FIPS-186-4], and SecG [SEC2].

   [RFC6605] defines the usage of the Elliptic Curve Digital Signature
   Algorithm (ECDSA) in DNSSEC with two specific NIST curves.  This
   document specifies the use of two additional curves from [RFC5639].
   Details on Elliptic Curves and the implementation of ECDSA can be
   found e.g. in [SEC1], [HMV], [BSI], and [RFC6090].

2.  Requirements Terminology

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in [RFC2119].

3.  ECDSA Parameters

   Signer and verifier of an ECDSA signature need to agree on a set of
   parameters.  This document makes use of the Brainpool curves with
   bit-sizes 256 and 384, specified in Section 3.4 and 3.6 of [RFC5639],
   and denoted as brainpoolP256r1 and brainpoolP384r1, respectively.

4.  DNSKEY and RRSIG Resource Records for ECDSA

   The records are defined as in [RFC6605]: The ECDSA public key,
   denoted as "Q" in [FIPS-186-4], is encoded as the bit string "x|y",
   representing the concatenation of the x and y coordinates of the
   uncompressed curve point.  An ECDSA signature is composed of the
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   integer values "r" and "s" (see [FIPS-186-4]).  Each integer value is
   encoded as bit string of 32 octets for brainpoolP256r1 and of 48
   octets for brainpoolP384r1.  The conversion of integers to bit
   strings is specified in Section C.2 of [FIPS-186-4].  The signature
   for DNSSEC is encoded as concatenation of the bit strings of "r" and
   "s", i.e., as "r|s".  Hence, the ECDSA signature has a fixed length
   of 64 octets for brainpoolP256r1 and 96 octets for brainpoolP384r1.

   The IANA Considerations section defines the algorithm numbers used
   for DNSKEY and RRSIG resource records.

      Algorithm number TBD1 for using ECDSA with brainpoolP256r1 and
      SHA-256 for DNSKEY and RRSIG Resource Records.

      Algorithm number TBD2 for using ECDSA with brainpoolP384r1 and
      SHA-384 for DNSKEY and RRSIG Resource Records.

   The use of these algorithms is OPTIONAL: an implementer can choose to
   support any subset.

5.  Support for NSEC3 Denial of Existence

   The statement of [RFC6605] applies.

6.  IANA Considerations

   IANA is requested to assign numbers for ECDSA with ECC Brainpool
   curves listed in Section 3 to "Domain Name System Security (DNSSEC)
   Algorithm Numbers".  In the following the two new entries are listed.

   Number          TBD1
   Description     ECDSA Curve brainpoolP256r1 with SHA-256
   Mnemonic        ECDSAbrainpoolP256r1SHA256
   Zone Signing    Y
   Trans. Sec      *
   Reference       This document

   Number          TBD2
   Description     ECDSA Curve brainpoolP384r1 with SHA-384
   Mnemonic        ECDSAbrainpoolP384r1SHA384
   Zone Signing    Y
   Trans. Sec      *
   Reference       This document

      * There has been no determination of standardization of the use of
      this algorithm with Transaction Security.
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7.  Security Considerations

   The security considerations of [RFC5639], [RFC6605], and [RFC4509]
   apply accordingly.
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