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Abstract

   Self-certifying names are one way of binding a given public key to a
   certain name in Information Centric Networking.  However, an
   additional binding of a self-certifying name to a Real-World identity
   is needed in most cases, so that a recipient of some information
   cannot only verify that the publisher was in possession of the
   correct corressponding private key for the requested name, but that
   in addition the name itself is the intended one.  This draft
   specifies how such a binding of Real-World identities with self-
   certifying ICN names can be done, taking existing IETF specifications
   into account.
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1.  Introduction

   Self-certifying names provide the useful property that any entity in
   a distributed system can verify the binding between a corresponding
   public key and the self-certifying name without relying on a trusted
   third party [Aura2003].  Self-certifying names thus provide a
   decentralized form of data origin authentication.  This feature makes
   self-certifying names a prime candidate for addressing the security
   requirements in Information Centric Networking (ICN) (which are
   inherently different from IP networks): a source can digitally sign
   data associated with a self-certifying name, and any intermediate
   entity (e.g.  ICN-router/Cache) or receiving entity (i.e. issuer of a
   request for the name) can verify the signature, without the need to
   verify the identity of the host that caches the object, nor relying
   on a trusted third party, or a Public Key Infrastructure (PKI).
   However, as noted in [Ghodsi2011] and elsewhere, self-certifying
   names lack a binding with a corresponding real-world identity (RWI):
   the concept enables to verify that whoever signed some data was in
   possession of the private key associated with the self-certifying
   name, but it does not provide any means to verify what real-world
   identity corresponds to the public key, i.e. who actually signed the
   data [Ghodsi2011] [Nom2014].

   In principle, this binding between a public key and an RWI could be
   provided by a PKI, or alternatively by a Web-of-Trust (WoT)



Seedorf                 Expires September 6, 2015               [Page 2]



Internet-Draft                   ICN WOT                      March 2015

   [Ghodsi2011].  Several ICN approaches use a PKI [Survey] . However,
   until recently, there have not been concrete proposals for a WoT-
   based approach for binding a public key (or a self-certifying name)
   with an RWI in content-oriented architectures.  A concrete approach
   on how this can be done has been proposed in [Nom2014].  This
   document has the objective of providing the corresponding necessary
   standards specification to enable this approach (or similar ones) in
   principle in an interoperable way.

2.  High-Level Design

   On a high level, binding of self-certifying names and a Web-of-Trust
   can be achieved in the following way (see [Nom2014] for a detailed
   example of such an approach): The WoT key-ID is equivalent to the
   self-certifying name part used in the naming scheme.  This ties the
   self-certifying name with the ID of the corresponding public key in
   the WoT.

   For instance, in the existing PGP Web-of-Trust, the V4 key ID is the
   lower 64 bits of the fingerprint of the public key, where the
   fingerprint is essentially the 160-bit SHA-1 hash of the public key
   [RFC2440].  So if a self-certifying name would be based on the same
   lower 64-bits of the fingerprint of a given public key, this public
   key would be tied to the self-certifying name and at the same time be
   tied to the real-world identity used in the WoT, e.g. an email-
   address or the real (i.e. non-self-certifying) name of a given ICN
   publisher.

   Thus, if a user requests the content for a self-certifying name in a
   given ICN architecture, he/she would retrieve the content which
   contains a digital signature and the corresponding public key for the
   self-certifying name.  The user can then verify that the content
   retrieved indeed belongs to the name by first hashing the public key
   and confirm that the hash (or part of it) matches the requested name,
   and second using the public key to verify the signature over the
   content.  This is in principle the general way of using self-
   certifying names for data origin authentication in distributed
   systems.  If, in addition, (part of) the self-certifying name is
   equivalent to a WoT key-ID, the user can use any WoT infrastructure
   (e.g.  PGP keyservers) to retrieve certificates for the key ID that
   contain/confirm the binding between the corresponding (to the WoT key
   ID) public key with a real-world identity, such as an email address.
   This binding provides the requesting user with assurance that the
   self-certifying name indeed is owned by the intended publisher, i.e.
   is the correct, intended name from the requestor's perpective.

   The current PGP specification [RFC2440] considers only a bitlength of
   64-bit for forming the key-ID, which is not very collision-resistant
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   (collision-resistance among different key-IDs was not a design goal
   for PGP [RFC2440]).  For securely binding a self-certifying name to a
   WoT key-ID, collision-resistance is a design goal, because otherwise
   attckaers could potentially forge a binding of their public key with
   a given self-certifying name.  Thus, either a longer bitlength of the
   hash of the public key (or its fingerprint) must be used, or hash
   extension techniques [Aura] must be used, which effectively make
   collision attacks harder for constant bitlengths at the price of the
   time needed to create a public/private key pair.  Future versions of
   this document will take these design considerations into account.

3.  Standardisation Considerations

   Future versions of this document will outline a concrete protocol
   specification for binding self-certifying names to a Web-of-Trust as
   outlined on a high level in the previous Section.  Below some initial
   standardisation considerations are highlighted, as well as an
   assessment of existing IETF standards that could be used as building
   blocks.  Also, future versions of this document will look in more
   detail into existing IETF specifications, e.g. regarding ICN naming
   ([RFC6920]) and Web-of-Trust ([RFC2440]), and inspect to what extend
   such existing specifications can be used directly or in a modified
   form.

3.1.  High-Level Considerations

   An initial list of details that need to be specified is the
   following:

   o  (List of) Asymmetric cryptography algorithm(s) and corresponding
      bit-length(s)

   o  (List of) Hash algorithm(s) and corresponding bit-length(s)

   o  Rules that define what part of the hash is used for forming the
      self-certifying part of the name, i.e. the Web-of-Trust Key-ID

   o  Rules for forming a self-certifying name based on a public key

   o  Semantics of a signature in the Web-of-Trust

   o  Defintion of how many bits are used in case of hash extension
      techniques [Aura][RFC3972]

https://datatracker.ietf.org/doc/html/rfc2440
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3.2.  Existing Information-Centric Naming Schemes in the IETF

RFC 6920 'Naming Things with Hashes' defines a standard for correctly
   identifying data 'using the output from a hash function' [RFC6920].
   In particular, it specifies a '(ni) URI Format' (see [RFC6920],
   Section 3) and a 'Named Information Hash Algorithm Registry' (see

[RFC6920], Section 9.4).  These building blocks allow to specify a
   format for self-certifying names as hashes of WoT public keys, as
   outlined above,. In particular, truncated hash formats are clearly
   defined which can be used to form a self-certifying name from a Web-
   of-Trust public key by defining what part of the hash is used for
   forming the WoT key-ID self-certifying part of the name (e.g. 'sha-
   256-64' for a truncated SHA-256 hash to 64 bits).

3.3.  Existing Web-of-Trust Standards in the IETF

RFC 2440 asymmetric cryptography algorithms and corresponding bit-
   length for usage in a Web-of-Trust [RFC2440].  Thus, there is an
   existing IETF specification that provides this building block needed
   for binding Self-certifying Names to Real-World Identities with a
   Web-of-Trust.

3.4.  Hash Extension Techniques

RFC 3972 discusses hash extension techniques, i.e. approaches that
   'increase the cost of both address generation and brute-force attacks
   by the same parameterized factor while keeping the cost of address
   use and verification constant' [RFC3972].  This can be a building
   block for using hash extension techniques for binding Self-certifying
   Names to Real-World Identities with a Web-of-Trust.

4.  Conclusion

   One option for binding self-certifying names to real-world identities
   is using a Web-of-Trust.  This document aims at a concrete
   specification for providing such a binding, taking existing IETF
   specification into account.  An inspection of existing Web-of-Trust
   and Naming Scheme standards in the IETF reveal that the basic
   building blocks for the intended specification for binding Self-
   certifying Names to Real-World Identities with a Web-of-Trust are
   already available as IETF standards.  Future versions of this
   document will provide a more detailed specification.
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