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Status of this Memo

   By submitting this Internet-Draft, each author represents that any
   applicable patent or other IPR claims of which he or she is aware
   have been or will be disclosed, and any of which he or she becomes
   aware will be disclosed, in accordance with Section 6 of BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF), its areas, and its working groups.  Note that
   other groups may also distribute working documents as Internet-
   Drafts.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   The list of current Internet-Drafts can be accessed at
http://www.ietf.org/ietf/1id-abstracts.txt.

   The list of Internet-Draft Shadow Directories can be accessed at
http://www.ietf.org/shadow.html.

   This Internet-Draft will expire on November 11, 2007.

Copyright Notice

   Copyright (C) The IETF Trust (2007).

Abstract

   A large amount of email is non-personal, automated communication,
   such as newsletters, confirmations and legitimate advertisements.
   These are often tagged as spam by content filters.  This type of
   correspondence is usually initiated by a transaction over the web,
   such as a purchase or signing up for a service.  Therefore, we
   propose a new HTTP header to carry the addresses that may be used by
   the provider to correspond with the user.  These may be email
   addresses, or those used in other protocols, such as SIP.  This will
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   facilitate the automatic inclusion of these addresses in whitelists
   used for spam prevention.

1.  Overview

   A large amount of email is not personal communication, but rather
   automated.  Examples of this include newsletters, confirmations of
   reservations, and legitimate advertisements that are sent as a result
   of a purchase.  These are often tagged as spam by content filters
   because of their similarity to spam.  Such communication is also sent
   as SMS text messages and recorded phone calls over the existing
   cellular or PSTN infrastructure, and it can be expected that, in the
   future, it will be sent over an IP-based infrastructure, in the form
   of audio, video and text, using the Session Initiation Protocol (SIP)
   [2].  Since such an IP-based infrastructure is far more vulnerable to
   spam as described in [9], the challenge of filtering out legitimate
   communication from spam will be faced there too.

   Sender authentication in email through SPF [4], Sender ID [6] or DKIM
   [5] and with the SIP Identity header [7] makes it possible to accept
   communication based on whitelisting.  However, the addresses of
   legitimate senders must be known beforehand.  This is known as the
   "introduction problem".  A user's whitelist or address book is often
   automatically populated by addresses to which he sends, but they will
   not contain the addresses of automated mailers to whom the user never
   sends.  However, automated communication is usually initiated by a
   transaction over the web, such as a purchase or signing up for a free
   service.  Such a transaction provides an opportunity to transfer the
   addresses that may be used to correspond in the future.

   We propose an HTTP [3] header to carry a list of addresses that may
   be used by a provider of goods or services to correspond with the
   client in matters related to a transaction.  The client (browser) may
   include these addresses in a whitelist for automatic acceptance in
   the future.  The methods used to add to the whitelist and query it
   are outside the scope of this document.

2.  Terminology

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in BCP 14, RFC 2119 [1].

https://datatracker.ietf.org/doc/html/bcp14
https://datatracker.ietf.org/doc/html/rfc2119
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3.  New Header Definition

   We define a new HTTP header called "Correspondence-URIs".  The header
   MUST be included only in a response.  This header may contain any
   number of URIs, representing communication addresses of types such as
   email, SIP or "tel".  The ABNF of this header appears below.  The
   mailbox rule is a reference to RFC 1123 [12], the SIP-URI and SIPS-
   URI rules are a reference to RFC 3261 [2], and the telephone-uri rule
   is a reference to RFC 3966 [8].  This specification may be expanded
   to include other URI schemes.

         Correspondence-URI = mailbox / SIP-URI
                            / SIPS-URI / telephone-uri
         Correspondence-URIs = "Correspondence-URIs" HCOLON
                       [Correspondence-URI *(COMMA Correspondence-URI)]

4.  Security Considerations

   This section discusses requirements and guidelines to ensure that
   this header is not used to force users to accept undesired
   communication.

4.1.  Sending and Processing of the Header

   While the requirements in this section specify how an HTTP server
   should use the header, they, more importantly, should be followed by
   an HTTP client (browser) so that it ignores the header when sent in
   an invalid way, since servers attempting to abuse the mechanism will
   not follow the requirements anyway.

   This header MUST only be included in responses to POST requests.  It
   is unlikely that a website should need to legitimately correspond
   with a user unless he has completed a transaction with the site,
   which would involve a POST request.  Allowing the header in GET
   responses would leave the user open to constantly receive these
   headers, which would require his approval, as mentioned in the next
   section.

   The header MUST only include addresses belonging to the same domain
   as the server.  This limits the ability of organizations to provide
   third-party marketers or spammers access to their customer base.

   A client MAY choose to accept this header only when the "https" [11]
   scheme is used.  This would guard against the insertion of an
   unauthorized address into the header field.

https://datatracker.ietf.org/doc/html/rfc1123
https://datatracker.ietf.org/doc/html/rfc3261
https://datatracker.ietf.org/doc/html/rfc3966
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4.2.  Client Use of The Header

   This section gives guidelines for how a client (browser) should use
   this header once it has accepted it in a response, ie. the
   requirements of the last section have been fulfilled.  Since this is
   a matter of local policy, it is beyond the scope of this document to
   make any normative claims about this use.

   This document does not specify any mechanism for whitelisting.  It
   should be noted, however, that using the addresses returned in this
   HTTP header in a whitelist is only effective when senders are
   authenticated.  This may be done through the Sender Policy Framework
   (SPF) [4], SenderID [6], or Domain Keys Identified Mail (DKIM) [5].

   The browser should not include the addresses in the user's whitelist
   without user approval.  A good way to get this approval is with a
   dialog box popping up at the time of receipt.  He should be made
   aware of which addresses he is accepting.  If he chooses not to
   include the addresses from a specific site in his whitelist, he
   should be given the option of not being asked the next time.

5.  IANA Considerations

   This document requires registration of a Message Header Field, as per
   [10].
      Header field: Correspondence-URIs
      Applicable protocol: http
      Status: standard
      Author/Change Controller: IETF
      Specification document: this specification
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