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Abstract

This document discribles an hash function which is invented by
Xiaoyun Wang et al. This hash function is published by Chinese
Commercial Cryptography Administration Office for the use of
electronic authentication service system.
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1.

2.

Introduction

This document is mainly the tranlation of the algorithm published by
Chinese Commercial Cryptography Administration Office for the
convenience of IETF and IRTF community. The credit of inventing this
algorithm goes to the authors of the algorithm.

Conventions Used in this Document

The key words "MUST", "MUST NOT", "SHOULD", "SHOULD NOT", and "MAY"
in this document are to be interpreted as defined in "Key words for
use in RFCs to Indicate Requirement Levels" [RFEC2119].

Algorithm

This chatper introduced the algorithm itself. The content and
structure strictly follow what is published by Chinese Commercial
Cryptography Administration Office.

Scope of SM3

This document defines SM3 Hash algorithms and gives computing
examples. It can be used in commercial cryptography applicaitons
like digital signature and verification, message authentication code
and verification, random number generation. This document can also
be technical reference of security product and standards in order to
improve the trustness and interoperability.

Definitions and Terms


https://datatracker.ietf.org/doc/html/rfc2119
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Bit String

Big-endian

Message

Hash Value

Word

3.3. Symbols

SM3 Hash function October 2011

String composed of 0@ and 1

A format that describe the order in which data

are stored in computer memory. It defines that

the bytes with most significant value are stored

at the left and bytes with least significant value
are stored at the right. The high digits of a

number are stored at high storage address and

the low digits of a number are stored at low storage
address.

Bit string with arbitary length. In this document a
message is consider the input of the hash algorithm.

The bit string which is the output after the hash algorithm
applied to a message. The length of the hash value in this

document is 256 bits.

A bit string with length 32.

The following simple are used in this document.

ABCEDFGH
B(1)

CF

FFj

GGj

IV

PO
P1
Tj

m

ml
mod
AND
OR
XOR
NOT
+
SHIFTK
< --

8 bytes of register or the value of the string
the i-th message block
a compression function

a boolean function, the expression varies with j
a boolean function, the expression varies with j
the initial value, used to define initial status
of compression function register

the permutation function in compression function
the permutation function in message extention

a constant, which value varies with j

a message

a message after padding

the modular operation

the 32 bits AND operation

the 32 bits OR operation

the 32 bits XOR operation

the 32 bits NOT operation

the addition operation modular 32

the operation to shift k bits toward left

the operation to assign value to the left
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3.4. Constants and Functions

3.4.1. Initial Vvalue

IV = 7380166T 4914b2b9 172442d7 da8a0600 a96f30bc 163138aa e38deed4d bOfboede

3.4.2. Constants

Tj = 79cc4519 when 0 < = j < =15
Tj = 7a879d8a when 16 < = j < = 63
3.4.3. Boolean function
FFj(X;Y;Z) = X XOR Y XOR Z when 0 < = 3j < =15
= (X AND Y) OR (X AND Z) OR (Y AND Z) when 16 < = j < = 63
GGj(X;Y;Z) = X XOR Y XOR Z when 0 < = 3j < =15
= (X AND Y) OR (NOT X AND Z) when 16 < = j < = 63

The X, Y, Z in the fomular are words!GBP

3.4.4. Permutation function

PO(X)

X XOR (X SHIFT9) XOR (X SHIFT17)

P1(X)

X XOR (X SHIFT15) XOR (X SHIFT23)

The X in the fomular are a word.

w
1

Algorithm Description
TBD
TBD
3.6. Algorithm
3.6.1. Introduction
for an message m with length 1 (1 less than 27464), SM3 hash algorithm

generate a hash value of length 256 bits after padding and iterative
compression.
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3.6.2. Padding

Assume a message has length 1. First add the bit "1" to the end of
this message, then add k bits of "0", such that k is the smallest
non-negtive integer satisfyingGBPo

1+1+k = 448 mod 512

Then add a 64 bits string, which is the binary expression of length
1. After padding, the length of the new mesage m' is a multiple of
512.

Example: for the message 01100001 01100010 01100011, with length
1=24, the bit string after padding is:

423 bits 64 bits

I I
I I
\% \%
01100001 01100010 01100011 1 00...00 00...011000
AN

binary expression of 1
3.6.3. Iterative Compression
3.6.3.1. TIteration Precedure
The procedures are: Divide he message m' after padding into 512 bits
blocks:
m~ = B(0)B(1) ... B(n-1) where n=(1l+k+65)/512
Apply iteration operation to m' as following:
FOR i=0 TO n-1
vV (i+1) = CF(V (1);B(1))
ENDFOR
where CF is compression function, V(0) is a 256 bits of IVGBP[not]

B(i) is a message block after padding, the result after iterative
compression is V(n).
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3.6.3.2. Message Extension

SM3 Hash function October 2011

Divide the message block B(i) into 132 words, apply the words into

the compression function:

a) divide message block B(i) into 16 words WO, Wi, ... , Wi5.

b) FOR j=16 TO 67

Wj < -- P1(WGBP"j-16GBP(C) XOR WGBP"j-9GBP(C) XOR

(WGBP"j-3GBP(C)SHIFT15))

XOR (WGBP"j-13GBP(C)SHIFT7) XOR WGBP"j-6GBP(C)

ENDFOR
c) FOR j=0 TO 63
Wj~ = Wj XOR W(j+4)
ENDFOR

3.6.3.3. Compression function

Let A,B,C,D,E,F,G,H be registers to store words; SS1, SS2, TT1 and
TT2 be intermediate variable; compression function:

V(i+1) =

CF(V(1i);B(1)) where 0 !'Ue 1 !Ue n

The computation precedures are as following:

N NN N NN NN

- V(i)

< --  ((A SHIFT12) + E + (Tj SHIFTj))?7
< -- SS1 XOR (A SHIFT12)

< -- FFj(A,B,C) + D + SS2 +Wj~
< -- GGj(E,F,G) + H + SS1 +Wj
-- C

-- B SHIFT9

-- A

-- TT1

-- G

-- F SHIFT19

-- E

--  PO(TT2)

ABCDEFGH <
FOR j=0 TO 63
ss1
Ss2
TT1
TT1
D
c
B
A
H
G
F
E
ENDFOR
V(itl) < -

ABCDEFGH XOR V (i)

where a word is stored in memory as big-endian format.

3.6.3.4. Hash value

ABCDEFGH < -- V(n)
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The 256 bits of hash value is y=ABCDEFGH.

4. IANA Considerations
There is no iana related issue for this document.

5. Security Considerations
The document itself is about an cryptographic hash algorithm. Its
security properties are under public study. There is no known
weakness and attacks by the generation of this document from either
acedemy or industry. It is desired to involve more attension and
cryptoanalysis on this algorithm.

6. References

6.1. Normative References

[RFC1341] Borenstein, N. and N. Freed, "MIME (Multipurpose Internet
Mail Extensions): Mechanisms for Specifying and Describing
the Format of Internet Message Bodies", RFC 1341,
June 1992.

6.2. Informative References
[RFC2049] Freed, N. and N. Borenstein, "Multipurpose Internet Mail
Extensions (MIME) Part Five: Conformance Criteria and

Examples", RFEC 2049, November 1996.

Appendix A. Appendix A. Example 1

The input is "abc", which has ASCII expression:

616263

The message after padding is:

61626380 0OOOOOCOO0 OOCOOEOO OOOOOOOO OOOOEEOEO COOEOOEO OCOEOOEOO OOEOEOOO
00000000 COOOOOCOO OCOCOOEOO OOOOCEOO OOOOEOO COOCOOEO OCOCOOCOO OOEOOL8

The message after extension is:


https://datatracker.ietf.org/doc/html/rfc1341
https://datatracker.ietf.org/doc/html/rfc2049
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1626380 0
0000000 O
092e200 0
c6falf9 a
1dae338 f
50df55¢c ¢
92dbcal 5
8378cf5 9
25c8f78 a

1626380 0
0000000 0O
092e200 8
6f9fe70 e
e9e9ebb 2
b4b3854 2
379de7d d
28e8445 d

0000000 O0OOEEOO O
0000000 OOOOOOLO 0
0000OO0 OBOCO606 7
daaefl4 00000000 O
8061807 055d68be 8
de®@104c a5b9c955 a
£33cfd2 el6f6e89 f
7585344 09008723 8
cch8011 el11db9dd b

W63

0000000 0COOEOOO O
0000000 OCOOEEOO O
001801f 93937baf 7
4dbefb5c 23ce86al b
10425b8 1d05f05e 6
e5aadb4 d5736d77 a
a9ace80 97c00cif 3
d3cef14 8f4ee92b 7

M3 Hash f

0000000 0O
000000600 O
19c70ed 0
001801e 9
6cfd481 1
7dfe184 6
70fe941 c
6faee74 2
99c0545

0000000 0
0000018 9
19c70ed 2
2doafos 7
6c9cc86 1
48caed4 c
e2d54f3 a
6848bhed 1

unction

0000000 0
0000000 0
0000000 8
a965f89 4
f447d83 d
e46cdo8 e
a5462dc 8
ab908bh0o 4

0000000 0
092e200 0
c6falf9 2
b4cbcbl b
a4988df 1
76b71a9 b
263ee29 1
8e587c8 e

0000000 0
0000000 O
001801f 9
9710048 2
9023dbf 1
3babdf8 7
5a90152 7
a64bc50 8

0000000 0O
0000000 0
dab6fob 9
177184f 2
4e22df3 b
c89722a 9
2f15216 7
6af3c41 6

Octob

0000000 0
000000600 O
39f7da9 0
3ce86al b
85898e0 e
Ocaad22 0
6af6296 c
64e6€08 f

0000000 0
00c0606 7
39f7da9 0
693eelf 3
del51b5 4
labcaab f
fafe5bs5 4
753d7d5 4

The intermediate values during iterative compression are:

A
7380166T
b9edc12b
eab52428c
60912850
35037e59
1f995766
374a0ca7
33130100
1022ac97
d47caf4c
59c2744b

481ba2a0
694a3d09
89chcd58
24c95abc
7c529778
34d1691e
796afab1l
7d27ccoOe
d7820ad1
f84fd372
02¢c57896
4doc2fcd
eeeec4dla

B C
4914b2b9 172442d7
7380166T 29657292
b9edc12b 002cdee7
ea52428c db825773
60912850 a48519d4
35037e59 3e50abcl
1f995766 06fcbh26a
374a0ca7 32aecc3f
33130100 94194e6e
1022ac97 26020066
d47caf4c 45592e20

59c2744b f95e99a8
481ba2a0 84e896b3
694a3d09 37454090
89chcd58 947al12d2
24c95abc 979ab113
7¢529778 92b57849
34d1691e a52ef0f8
796afabl a2d23c69
7d27ccOe d5f562f2
d7820ad1 4f98icfa
f84fd372 0415a3af
02c57896 9fa6e5f0
4doc2fcd 8af12c05

D
da8an600
172442d7
29657292
002cdee?
db825773
a48519d4
3e50a0c1
06fch26a
32aecc3f
94194e6e
26020066

45592e20
f95e99a8
84e896b3
37454090
947al12d2
979ab113
92h57849
a52ef0f8
a2d23c69
d5f562f2
4f981cfa
0415a3af
9fa6e5f0

E
a96f30bc
b2ad29f4
ac353a23
d33ad5fh
b8204b5f
8ad212ea
acfof639
3391ec8a
367250al1
6ad473a4
c6a3ceae

02afb727
9dd1b58c
6370db62
lad4a2554
3ee95933
61199646
067550f5
b3c8669b
575c37d8
abdceaf1
74576681
576f1d09
b5523911

F
163138aa
a96f30bc
b2ad29f4
ac353a23
d33ad5fb
b8204b5f
8ad212ea
acfof639
3391ec8a
367250al1
6ad473a4

c6a3ceae
02afb727
9dd1b58c
6370db62
lad4a2554
3ee95933
61199646
06755015
b3c8669b
575c37d8
abdceaf1
74576681
576f1d09

G
e38dee4d
c550b189
85e54h79
4fa59569
diidé6l1a9
afde99d6
5afdc102
97545690
b1lcd6787
64519c8f
8509hb392

9d2356a3
7576351e
b938157d
ac64ee8d
db131b86
2aa0d251
c999f74a
b2336fcc
87a833aa
34dd9e43
bec2bael
578d2ee7
340ba2bb

er 2011

0000000
0000018
0000000
2d12f1b
0061807
353af50
922bdb2
07e6590

0000000
19c70f5
001801e
41efb9a
7d91983
45c4611
fd853c6
9e260d5

H
bofboede
e38dee4dd
c550b189
85e54b79
4fa59569
di11d61a9
afde99d6
5afdc102
97545690
b1cd6787
64519c8f

8509bh392
9d2356a3
7576351e
h938157d
ac64ees8d
db131b86
2aa0d251
c999f74a
b2330fcc
87a833aa
34dd9e43
bec2bael
578d2ee7
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f368da78
15ce1286
c3fd31c2
6243bebe
a549beaa
ellebh847
ffobacod
a5ad4a2b3
89a13e59
3720bd4e
9ccd089c
c7a0744d
d955c3ed
el42d72b
e7250598
2f13c4ad
19f363f9
55el1dde2
dafdefe3
48dcbc62
8237hb8a0
d8685939
d2090a86
e51076b3
47c5be50
abddbdc8
bd708003
15e2f5d3
13826486
4a00ed2f
f4412e82
549db4b7
22a79585
30245b78
6598314f
c3d629a9
ddboa26a
71034d71
5e636b4b
2bfa5f60
1547e69b

ERREBEEREGREREZSEERSESERERERIEERBERERRIERERENG RN
WINROWEENOGDIOCIPWINIEKGOGOIIENODIOGPEPIWINIROIOENOGDIIOCREIWINIEFIGOI[OWIOIN@OGDIIO |~ |W

The hash

eeeec4la
f368da78
15cel1286
c3fd31c2
6243bebe
ab49beaa
elleb847
ffobacad
abad4a2bh3
89a13e59
3720bd4e
9ccd089c
c7a0744d
d955c3ed
el42d72b
e7250598
2f13c4ad
19136319
55eldde2
d4af4efe3
48dcbc62
8237h8a0
d8685939
d2090a86
e51076b3
47c5be50
abddbdc8
bd708003
15e2f5d3
13826486
4a00ed2f
f4412e82
549db4b7
22a79585
30245b78
6598314f
c3d629a9
ddb0a26a
71034d71
5e636b4b
2bfa5f60

value 1is:

SM3 Hash function

185f9a9%a
dd8835dd
dib4fie6
9c250c2b
fa638587
877chcc4a
937d554a
3d708fc2
37593bff
4945674b
427cb313
417a9c6e
92113939
40e89b8f
ab87dbb2
85ae57c2
4a0b31ce
27895ab5e
e6¢c7t233
c3bbc4ab
e9dfc7a9
b978c491
6714104
dob273b0
12150da4
20ed67ca
8b7ca08f
bb7b9157
e100077a
c5eba62b
04c90c27
01da5e94
825d05e8
3b696ea9
4f2b0a45s
48b6f060
30629ech
ac535387
6144d5bb
069ae2e2
c6d696bc

8af12c05
185f9a9a
ddsg35dd
dib4afie6
9c250c2b
fa638587
877chcc4
937d554a
3d708fc2
37593bff
4945674b
427¢cbh313
417a9c6e
92113939
40e89h8f
ab87dbb2
85ae57c2
4a0b31ce
27895a5e
e6¢c7f233
c3bbc4ab
e9dfc7a9
b978c491
6714104
dob273bo
12150da4
20ed67ca
8h7ca08f
bb7b9157
e100077a
c5eba62b
04c90c27
01da5e94
825d05e8
3h696ea9
4f2b0a45
48h6T060
30629ech
ac535387
6144d5bb
069ae2e2

62879032
62063354
4db58f43
131152fe
cf65e309
e5b64e96
9811b46d
e92df4ea
Palff572
cf7d1683
da8c835f
0958ff1b
c533foff
d4509586
c7f93fd3
la6cabc9
c302badb
459daccf
5cfbag85a
6t49c7bb
dsod2711
8ee87df5
2e533625
dof89e61
3567734e
3dfcddi1
93494bco
c3956¢3f
cde@9ab5ic
0741f675
7429807c
fébc15ed
9d4db19a
f6804c82
f522adb2
14fb0764
589f7d5c
14d5c7f6
09ccd95e
4ac3cfo8
e808f43b

b5523911
6a879032
62063354
4db58f43
131152fe
cf65e309
e5b64e96
9811b46d
e92df4ea
Palffs572
cf7d1683
da8c835f
0958ff1b
c533foff
d4509586
c7f93fd3
la6cabc9
c302badb
459daccf
5cfba85a
6f49c7bb
dg9d2711
8ee87df5
2e533625
dof89e61
3567734e
3dfcddi1
93494bco
c3956¢3f
cd@9a51c
0741f675
7429807c
fébc15ed
9d4db19a
f6804c82
f522adb2
14fb0764
589f7d5¢c
14d5c7f6
09ccd95e
4ac3cfos8

October 2011

e84abh78
c88daa9l
8193543c
9aa31031
7ala6dac
9710988a
184e7b2f
74b72db2
a36cco08d
a757496f
ab9050ff
b41e7be8
lafed464
f8d84ac7
87fe299f
ac36a284
fe9e3fc9
5e48d365
dédel1815
667a2ced
42d2e7dd
3ddb7ade
388ec4e9
efac7743
b1297299
f30ecfc4
9a71ab3b
e889efeb
5e049a4a
61felcab
28e6684d
b3a83a0f
03e3al4c
af6fh5e0
8cd4eaébd
6417hb402
6d97a915
3b20a7ds
eae2c4fb
3fboa6ae
caf04e66

340ba2bb
e84abb78
c88daa91
8193543c
9aa31031
7ala6dac
97f0988a
184e7bh2f
74b72db2
a36cco08d
a757496f
ab9050ff
b41e7be8
lafed464
f8d84ac7
87fe299f
ac36a284
fe9e3fc9
5e48d365
déde1815
667a2ced
42d2e7dd
3ddb7ade
388ec4e9
efac7743
b1297299
f30ecfc4
9a71ab3b
e889efe6
5e049a4a
61felcab
28e6684d
b3a83a0f
03e3al4c
af6fb5e0
8cd4eaébd
6417b402
6d97a915
3b20a7ds
eae2c4fb
3fb0a6ae

66c7f0f4 62eeedd9 dif2d46b dclOede2 4167c487 5cf2f7a2 297dad2b 8f4ba8e0d
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Appendix B. Appendix A. Example 2

A message of 512 bits:

61626364 61626364 61626364 61626364
61626364 61626364 61626364 61626364

The message after padding is:

61626364 61626364 61626364 61626364
61626364 61626364 61626364 61626364
80000000 OOOOOCOO OOEOOEOO OOOOLOOOO
80000000 OOOLCOLEOL OOLCOLEOLEO OOOLEOLOO

The first message block:

function

61626364
61626364

61626364
61626364
00000000
0000060060

The message after padding:

WoOw1l. ..W67
61626364 61626364
61626364 61626364
al2l1a024 al2la024
a002e345 49c969ed
e8c8e0c4 e8c8edc4
0607191c 25f8a37a
cc2b8a69 9f03f169
6efaa333 2ebae676
c47f18a7 a25ce71d
we'wli'...we3'
0000000 OOOEOEO0O
0000COLO OOOEOE00O
c14040c1 c1404060c1
25ach53c ed869ff4
dca680fa 72999a71
06677bla 35a8bi12c
c60aa36f d6fc83a9
41e25ffc 02e5cd2a

61626364
61626364
al2la024
49c969ed
240e103e
d528936a
df45be20
3475c386
42743705

00000000
00000000
01234361
ed869ff4
ae0fbailb
a9d7ed93
9934cc61l
9c7e5che

61626364
61626364
6061e0eb5
49c969ed
346e603e
89fbd8ae
9ec5heel
201dcff6
51baf619

00000000
00000000
c06303a0
20820ba9
be6fcailb
b5836157
925248
9c0e50c2

The message after extension is:

61626364
61626364
6061e0e5
85ae5679
346e603e
00606206
0a212906
2f18fccf

00000000
c043c340
c06303a0
6d66b6bd
32697922
cc4be86f
64db8a35
eb67e468

61626364
61626364

61626364
61626364
00000000
o]e]o]e]oje]ofe)

61626364
61626364
6061e0e5
a44ff619
9ab17ab5s
10501256
49ff72cO
2c5f2b5sc

00000000
c043c340
29a88908
4c8716dd
bfa9docf
8f53e33f
674594b6
8e03cc4l

October 2011

61626364
61626364

61626364
61626364
00000000
00006060

61626364
61626364
a002e345
a44ff619
8a0laa25
7cff7ef9
46717241
a80b9f38

00000000
c043c340
e9ch8aa8
8041e627
5f29394f
a3bac0d9
7204b1c7
ea7fa83d

61626364
61626364

61626364
61626364
00000000
00000200

61626364
61626364
a002e345
694b6244
8a0laa25
3c78b9f9
67e09a19
bc139f34

00000000
01038381
e9ch8aa8
5d25027a
03fa728b
a2bdo718
47fds55ef
eda9692d
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WOW1...W67

6
(C]
9
2
e
(C]
a
6
3
W
6
0]
9
b
f
6
6
4

.

RREBEEREERERERC RN 0 wN e

1626380 0
0000000 O
092e200 0
c6falf9 a
1dae338 f
50df55¢c ¢
92dbcal 5
8378cf5 9
25c8f78 a

0000000 O0OOEEOO O
0000000 OOOOOOLO 0
0000OO0 OBOCO606 7
daaefl4 00000000 O
8061807 055d68be 8
de®@104c a5b9c955 a
£33cfd2 el6f6e89 f
7585344 09008723 8
cch8011 el11db9dd b

O'wl'...w63'

1626380 0
0000000 0O
092e200 8
6f9fe70 e
e9e9ebb 2
b4b3854 2
379de7d d
28e8445 d

0000000 0COOEOOO O
0000000 OCOOEEOO O
001801f 93937baf 7
4dbefb5c 23ce86al b
10425b8 1d05f05e 6
e5aadb4 d5736d77 a
a9ace80 97c00cif 3
d3cef14 8f4ee92b 7

M3 Hash f

0000000 0O
000000600 O
19c70ed 0
001801e 9
6cfd481 1
7dfe184 6
70fe941 c
6faee74 2
99c0545

0000000 0
0000018 9
19c70ed 2
2doafos 7
6c9cc86 1
48caed4 c
e2d54f3 a
6848bhed 1

unction

0000000 0
0000000 0
0000000 8
a965f89 4
f447d83 d
e46cdo8 e
a5462dc 8
ab908bh0o 4

0000000 0
092e200 0
c6falf9 2
b4cbcbl b
a4988df 1
76b71a9 b
263ee29 1
8e587c8 e

0000000 0
0000000 O
001801f 9
9710048 2
9023dbf 1
3babdf8 7
5a90152 7
a64bc50 8

0000000 0O
0000000 0
dab6fob 9
177184f 2
4e22df3 b
c89722a 9
2f15216 7
6af3c41 6

Octob

0000000 0
000000600 O
39f7da9 0
3ce86al b
85898e0 e
Ocaad22 0
6af6296 c
64e6€08 f

0000000 0
00c0606 7
39f7da9 0
693eelf 3
del51b5 4
labcaab f
fafe5bs5 4
753d7d5 4

The intermediate values during iterative compression are:

A

738016617 4914b2b9 172442d7 daB8a0600 a96f30bc 163138aa e38deedd bOfbOede

588b5dab
b31cecd3
087b31df
17448b12
dcao6des
8ebh847a3
0e0f1218
ada83827
6e12c163
7578117
bc497c66
ecc59168
63723715
e57bfbf8
8ha504b1
b6ad4be20
c0ale3f7
68ef7357
4c6499d3
9532735
231d84hd
62203212
175¢c3b57

B c

7380166T 29657292
588h5dab 002cdee7
b31cecd3 16bbh56b1
087h31df 39d9a766
17448b12 f663bel0
dcao6de5 8916242e
8eh847a3 40dbcbbh9
0e0f1218 708f471d
ada83827 1e24301c
6e12c¢163 50704f5hb
7578117 2582c6dc
bc497c66 af022fee
ecc59168 92f8cd78
63723715 8bh22d1d9
e57bfbf8 e46e2ac6
8ba504b1 f7f7fica
b6a4bhe20 4a096317
cPale3f7 497c416d
68ef7357 41c7ef81
4c6499d3 deebaedl
91532735 c933a698
231d84bd a64e6b3e
6a203212 3b097a46

D

172442d7
29657292
002cdee?
16bb56b1
39d9a766
f663bel10
8916242e
40dbcbb9
708f471d
le24301c
50704f5h
2582c6dc
af022fee
92f8cd78
8h22d1d9
e46e2ac6
f7f7fica
42096317
497c416d
41c7ef81
dee6aedl
c933a698
a64e6h3e

E

b2e561d0
887cdf53
5234344f
16372cab6
f7bc113c
9fe64fbl
57e5fc4e
55eb8591
c26a14b8
3433dd28
4f85c749
8cebeebl
38e2aa27
542318e7
a8c73777
8ae4d7a0
f671el12a
673f9d46
f01924a3
71c6ef02
108149de
90c31af9
508f82d2

F

a96f30bc
b2e561d0
887cdf53
5234344f
16372cab
f7bc113c
9fe64fbl
57e5fc4de
55eh8591
c26a14b8
3433dd28
4f85c749
8cebeebl
38e2aa27
542318e7
a8c73777
8ae4d7a0
f671el2a
673f9d46
f01924a3
71c6ef02
108149de
90c31af9

G

c550b189
85e54h79
0e85972b
fa9c43e6
a27a9lal
6530b1b9
89e7bde0
7d8cff32
e272bf2f
2c8aaf5c
a5c61350
e941al9e
3a4d4a7c2e
730c672f
5139c715
c73aalls8
bbbd4639
bd045726
0957h38f
ea3339fc
251f80c9
78138e37
4ef0840a

er 2011

0000000
0000018
0000000
2d12f1b
0061807
353af50
922bdb2
07e6590

0000000
19c70f5
001801e
41efb9a
7d91983
45c4611
fd853c6
9e260d5

H

e38dee4dd
c550b189
85e54b79
0e85972b
fa9c43e6
a27a9lal
6530b1b9
89e7bde0
7d8cff32
e272bf2f
2c8aaf5sc
a5c61350
e941al9e
3ad4a7c2e
730c672f
5139c¢715
c73aalls8
bbbd4639
bd045726
0957bh38f
ea3339fc
2511f80c9
78138e37
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cdcbhabd5
7ddo41f8
eaf54f3e
f7310a83
f8441d7e
270dce67
acl2a6c0O
1bd9e6e3
32418d74
9¢89hb505
3c60352a
2al116c¢70
a0c7c66f
b7e58f33
79baf4ca
ad5bobcf
al167bd76
2cccl1878
610c6084
a40209fe
6fa376a2
53f9ffch
4f60bbd5
6e89a7fb
fef3chi6
fa8e6731
08a826¢c3
614c7627
d776618d
ef958266
04b44fd2
008d6012
57859fec
c864420d
e7423482
5c5be9dd
ebhd4948c
05627b53
28aaec87
0f92d652
2adoc8ee

175c¢3b57
cdcbabd5
7dd941f8
eaf54f3e
f7310a83
f8441d7e
270dce67
acl2a6c¢c0
1bd9e6e3
32418d74
9c89b505
3c60352a
2al16c70
adc7c66f
b7e58f33
79baf4ca
ad5b0bcf
al67bhd76
2cccl878
610c6084
a40209fe
6fa376a2
53f9ffch
4f60bbd5
6e89a7fb
fef3chi16
fa8e6731
08a826¢c3
614c7627
d776618d
ef958266
04b44fd2
008d6012
57859fec
c864420d
e7423482
5c5be9dd
ebd4948c
05627h53
28aaec87
0f92d652

SM3 Hash function

406424d4
bh876ae2e
9757ab9b
b283fofb
ea9e7dd5
621507ee
883afdfo
1b9cce4de
254d8158
b3cdc637
831ae864
136a0b39
c06a5478
22d8e054
8f8cdf41
cb1e676f
75e€994f3
b6179f5a
cf7aed42
98301059
18c108c2
0413fd48
46ed44df
f3ff8aa7
cl77aa9e
134ffedd
e7962dfd
1cce63f5
504d8611
98ecdec2
ecc31lbae
2b04cddf
689fa409
lac02401
Ob3fd8af
c8841h90
846905ce
b7d3bab8
a92919d7
caf6a60a
55d90e51

The second message block:

3b097a46
406424d4
b876ae2e
9757ab9%b
b283fofb
ea9e7dd5
621507ee
883afdfo
1b9ccede
254d8158
b3cdc637
831ae864
136a0b39
c06a5478
22d8e054
8f8cdf41
chie676f
75€994f3
b6179f5a
cf7aed42
98301059
18¢c108c2
0413fd48
46ed44df
f3ff8aa7
cl77aa9e
134ffedd
e7962dfd
1cce63f5
504d8611
98ec4ec2
ecc3lbae
2b0o4cddf
689fa409
1lac02401
0b3fd8af
c8841hb90
846905ce
b7d3bab8
a92919d7
c4af6a60a

b5a2f2fb
a541cb9b
912d4e17
b43da5e9
cf194872
7564b6¢c0
964015e3
ofac4cad
3717698
38766abf
8aedd93b
476048d4
b47a7dc5
3a3537a9
9455h731
289d35e0
da27276b
7eded43b
9da32cab
7d483846
12a851cf
c3d3327b
f3cae7e6
17394cab
4a9e594f
7d9e1966
ebfag90cc
969ecf53
423489f6
6ef4554d
290032b5
50aalfaa
c00cd655
2fb3c502
aac3b183
8h1bal117
74a75fel
58d98d8
cc6b5f2a
b8ab6d40
69caalb7

508f82d2
b5a2f2fb
a541chob
912d4el7
b43da5e9
cf194872
7564bh6¢c0O
964015e3
ofac4cad
3f717698
38766abf
8aedd93b
476048d4
b47a7dc5
3a3537a9
9455hb731
289d35€e0
da27276b
7eded43b
9da32cab
7d483846
12a851cf
c3d3327b
f3cae7e6
17394ca0
4a9e594f
7d9e1966
ebfa90cc
969ecf53
423489f6
6ef4554d
290032b5
50aalfaa
c00cd655
2fh3c502
aac3b183
8bibal17
74a75fel
f58d98ds8
cc6b5f2a
b8ah6d40

October 2011

d7cc8618
1692847c
97ddad17
5cdd2a0e
70bc896a
2f4daled
439678ca
b603ab25
afich200
65687d62
bacifbsb
55f9c3b3
c9dc576e
46a23b02
ee2da3d3
bd49d1a9
b98ca2ad
af0144e9
3b5ed139
aldbfe6fe6
655ced19
c233ea4l
8e789542
93de1e99
3f379e57
6500b9ca
ca7ab4f2
cbh33ecfo
86675fd4
7a9ch4afé6
4fb211a4
aa6bh77a2
95294801
fd528550
b2ae0066
28117d9e
8c1d561d
08bc58dd
ffoba53a
c6c7ac6e
f956635a

4ef0840a
d7cc8618
1692847c
97ddad17
5cdd2a0e
70bc896a
2f4dailed
439678ca
h603abh25
aflicbh200
65687d62
b4cifbsb
55f9c3b3
c9dc576e
46a23hb02
ee2da3d3
bd49d1a9
b98ca2ad
af0144e9
3b5ed139
aldbf6f6
655ced19
c233ea4l
8e789542
93dele99
3f379e57
6500b9ca
ca7a54f2
cbh33ecfo
86675fd4
7a9ch4f6
4fb211a4
aa6b77a2
95294801
fd528550
b2ae0066
28117d9e
8c1d561d
08bc58dd
ffoba53a
c6c7ac6e
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Wowil. ..w67
80000000 O
00000000 0O
80404000 O
09582a39 a
a00e02000 0
7a542590 2
8207283d e
€96260e5 2
8c3e3831 4
wo'wi'...w
80000000 O
0000E000 0O
80404000 0
ade9723d 8
1050042 f
f07407d0 9
alb37260 8
c8eeb81d f

aft

SM3 Hash function

The message after padding:

0000000 0
00000 0O
0000000 0
0003000 0
08200aa 6
2a20044 d
e6775fa a
b60c020 5
4aaa228 d
63'

0000000 0
0000000 0
02002a0 a
0203040 5
af2731a 4
68a26ee 3
ced573e 2
7cefc97 7

0000000 0
0000000 O
1008080 1
0000000 0
ad525de 0
5d6ebd2 8
3e0e0alb 8
02ed531 9
c60a38b 5

0000000 0
0000000 0
d54dc84 1
1609838 3
ad525do 0
f2ea58b ¢
e8de6b5 b
al10db3b 7

000000600 O
0000000 0
0005000 0
0200280 a
a0e0216 b
2005771 8
828488a 2
e878ch9 2
18300f7

0000000 0
0000200 8
0005000 0
0205581 0
a8c02be c
a98bd88 0
01842f4 ¢
76748d8 a

0000000 O
0000000 O
0000000 O
4515804 2
0f52042 f
a202240 b
3b45a5d 6
18c38f8 d

0000000 0
0404000 0
9582a39 a
4517804 2
aal0sd2 d
8270a7d 5
ad63ab8 4
db2006c9 9

0000000 0
0000000 0
02002a0 a
0200040 5
a7073b0o 2
42826aa e
28a22c4 8
cae3chb7 2

0000000 0
0000000 06
02032a0 a
0a200ea 3
8d273f4 f
a4f5350 4
9eae2e4d d
8049e9f f

Octo

0000000
0000000
c545c04
1609838
0000000
af84e59
dedeels
a3e0ela

0000000
1008080
c545c04
bb5bde8
5d6ebd2
918aef9
d43d324
65ead81

The intermediate values during iterative compression are:

A
5950de81
1cc66027
b7197324
blaach3f
920d5d4d
03162191
cbfddbb7
67145147
dfc06393
777f980d
502a9be2

dfof77ed
b8hc2801
5b3baaab
0f7185e4
141ch1le7
f185448a
a7374acd
aaca2dch
3d2dfd31
15bab3e6
f477625b
ecbfba29

.

RREEEKEERERER RN 0L e

B
468664eb
5950de81
1cc66027
b7197324
blaacbh3f
920d5d4d
03162191
cbfddbb7
67145147
dfc06393
777f980d

502a9be2
dfof77ed
b8hc2801
5b3baaab
0f7185e4
141cble7
f185448a
a7374acd
aaca2dcb
3d2dfd31
15bab3e6
f477625b

C
42fd4c86
Occ9odé68d
albdo2b2
8cc04e39
32e6496e
55967163
laba9b24
2c432206
fbbh76f97
e8a28ecf
80c727bf

ff301laee
5537c4a0
leefdbbe
78500371
77554ab6
e30bc81e
3963ce28
0a8915e3
6e959b4e
945b9755
5hfa627a
7567cc2b

D
le7ca@0a
42fd4c86
Occ9odé6sd
albdo2b2
8cc04e39
32e6496e
55967163
laba9b24
2c432206
fbb76f97
e8a28ecf

80c727bf
ff301aee
5537c4a0
leefdbbe
78500371
77554ab6
e30bc81le
3963ce28
0a8915e3
6e959b4e
945hb9755
5hfa627a

E
c0a5910b
24fe8l1al
61b7397a
4c7cbbh59
c6c863a3
dbcb73dd
6a6eaafb
edcc5h97
9d84a8d5
89d0a0n59
befc3eda

c8b999f7
3a05da38
eebf718f
f3fbf969
5cc495db
32028d02
3d03e81b
130bc932
07fff8fs
85b2dd34
d2b3c82b
604bda38

=
ae9ab55ea
c0a5910b
24fe8l1al
61b7397a
4c7cbb59
c6c863a3
dbcb73dd
6a6eaafh
edcc5b97
9d84a8d5
89d0an59
befc3eda
c8h999f7
3a05da38
eebf718f
f3fbf969
5cc495db
32028d062
3d03e81b
130bc932
o7fffsfs
85b2dd34
d2b3c82b

G
ladb8d17
af5574d2
885e052c
0d0927f4
cbd30db9
daca63e5
1d1e3643
9eeede5hb
57db5375
dcbhf0662
46acec25

02cc4e8
feds5f7e
cfbed5c
dic1do2
8c7f75f
cbafofd
aedae62
6811901
40d9e81
4990985
c7c03ff
e9a42d9

ber 2011

00000000
00000200
00000000
30005701
008200a8
4898eaf9
38300a7e
e9%e0c461

00000000
10005200
00200280
3a0eb517
828257d9
cOb0a273
a6b786¢7
b863c496

H
763ca222
l1adb8d17
af5574d2
885e052¢c
0d0927f4
cbd30db9
daca63e5
1d1e3643
9eeede5b
57db5375
dchf0662

5 46acec25
1 02cc4e85
c feds5f7el
e cfbed5cc
b dicido2e
f 8c7f75fb
4 chafofdf
4 aedae624
f 68119014
e 40d9e81f
f 4990985e
6 c7c03fff



Shen & Lee Expires April 26, 2012 [Page 14]



Internet-Draft

b9f6943d
c537ac67
c59665b3
50115elf
44196085
bde4e355
cal76dca
541e456e
b6feeef7
026e42f7
8fd27582
252718c6
3218579f
35421cf3
12cho48f
c6716749
66bT4600
046516a9
el4ah898
bc44d883
e017c779
11154e38
3ba43el0
445e8d34
34d09ee0
18c77c40
a2507cea
7€e014176
ebh39074b
f67597el
31e9309d
c6329c3c
75cc3800
925156ad
7dode106b
20661136
85h31359
6cddcbh93
23eff97d
07bd4e82
64f3dc4a
87ee4178

SRREEESKEGREREESEEREERERECEELNEERIERREEERNSRRNEN
WINRFR QOWERNODDOEDIWINIFROQOQOENOGDIONIEDIWNIEFRODGEOENOGOGEIWINEGIIOIO®OIN@ODIIGI|IdIWIN

The hash

echfba29
b9f6943d
c537ac67
c59665b3
50115elf
44196085
bde4e355
cal7é6dca
541e456e
b6feeef7
026e42f7
8fd27582
2527f8c6
3218579f
35421cf3
12cbh048f
c6716749
66hT4600
046516a9
el4ah898
bc44d883
e017c779
11154e38
3ba43el10
445e8d34
34d09ee0
18c77c40
a2507cea
7e€014176
ebh39074b
f67597e1
31e9309d
€6329c3c
75cc3800
925156ad
7dode10b
20661136
85b31359
6cddcb93
23eff97d
07bhd4e82
64f3dc4a

value 1is:

SM3 Hash function

eec4b7e8
7f7453d9
ed287b73
6f58cf8a
2cch678b
22hc3ead
32c10a88
c9c6ab7b
2edb9594
3c8adca8
fdddefed
dc85ee04
adeb051f
4ff18c4da
30af3e64
8439e66a
96091e25
e2ce938c
7e8c00cd
ca2d5208
957131c2
89b10778
2f8ef3co
2a9c7022
487¢c2077
bd1a6888
al3dc069
8ef88031
a0fods544
0282ecfc
720e97d6
eb2fc3ec
d2613a63
6538798c¢C
987000eb
a2ad5bh24
1bc216fa
cde26¢c40
6626b30b
bb9726d9
dff2fa47
7a9do40f

7567cc2b
eec4b7e8
7f7453d9
ed287b73
6f58cf8a
2cch678b
22bhc3eabd
32c10a88
c9c6ab7b
2edb9594
3c8adcas8
fdddefed
dc85ee04
adeb051f
4ff18c4da
30af3e64
8439e66a
96091e25
e2ce938c
7e8c00cd
ca2d5208
957131c2
89h10778
2f8ef3coO
2a9c7022
487¢c2077
bd1a6888
al13dc069
8ef88031
a0fods544
0282ecfc
720e97d6
eb2fc3ec
d2613a63
6538798c
987000eb
a2ad5b24
1bc216fa
cde26¢40
6626b30b
bb9726d9
dff2fa47

€996d68b
7f6c2bc6
l1a89efod
3ddf2899
Oabc22da
da96412a
b418acib
35cf8215
d4a1f5fda
c9436b11
a48dc4c2
b29dc9d4
Oda81ad7
644b37e4
107cb2fb
7903974d
e5575380
e23d4f18
6e25affe
4efoch38
10132c10
c1d401bd
953cle65
94bcddi11
1dGea72c
a8ca98c6
9845362a
2choc2f2
0df22b74
8d4afebh2f
eecf99be
c672ad96
8515c87f
150chd57
7ee47610
7d7aadcc
07b9cfd1i
c43eb29c
lea21d46
c8d6867cC
96e4028f
af7eelee

604bda38
€996d68h
7f6c2bc6
1a89efod
3ddf2899
Pabc22da
da96412a
b418ac1b
35c¢f8215
d41fsfda
c9436b11
a48dc4c2
b29dc9d4
0da81ad7
644b37e4
107cb2fb
7903974d
e5575380
e23d4f18
6e25affe
4ef0Och38
10132c10
c1d401bd
953cle65
94bcddi11
1d0ea72c
a8ca98c6
9845362a
2choc2f2
odf22h74
8d4afebh2f
eecf99be
c672ad96
8515c87f
150chd57
7ee47610
7d7aadcc
07b9cfd1l
c43eb29c
lea21d46
c8d6867c
96e4028f

October 2011

415e959e
dic3025e
b45f4ch6
5e33fh61
7868d44f
44c9eef9
16d055e1
0956d4b2
60ddaoch
10a9ae7c
fed6abfa
588e4alb
2615246e
4eab594ee
déb86d40
bf232259
97d883e5
ba6ébc81c
9c072aba
78c711ea
7ff3712d
59¢27786
60808099
OdeeOeabd
f32ca9e0
e88ca5e6
3960e875
c6354654
b154c229
17916586
5ba06f91
597c6a7b
cdf7767c
6ch63395
43fc28ae
eab8a865
b083f723
6e63ebd5
7e883dce
94e621f5
ea30f510
33e646b4

e9a42d96
415e959¢
dic3025e
b45f4ch6
5e33fh61
7868d44f
44c9eef9
16d055e1
0956d4b2
60ddaocs
10a9ae7c
fed6a0fa
588e4alb
2615246e
4eab594ee
d6b86d40
bf232259
97d883e5
ba6bc81c
9c072aba
78c711ea
7ff3712d
59¢27786
60808099
OdeeOeabd
f32ca9e0
e88cabeb
3960e875
c6354654
bh154c229
17916586
5ba06f91
597c6a7b
cdf7767c
6ch63395
43fc28ae
eab8a865
b083f723
6e63ebhd5
7e883dce
94e621f5
ea30f510

debe9ff9 2275b8al 38604889 cl8e5a4d 6fdb70e5 387e5765 293dcba3 9c0c5732



Shen & Lee Expires April 26, 2012 [Page 15]



Internet-Draft SM3 Hash function October 2011

Appendix C. Appendix C. Acknowledgments

TBD
Authors' Addresses

Sean Shen (editor)

Chinese Academy of Science

No.4 South 4th Zhongguancun Street
Beijing, 100190

China

Phone: +86 10-58813038
EMail: shenshuo@cnnic.cn

Xiaodong Lee (editor)

Chinese Academy of Science

No.4 South 4th Zhongguancun Street
Beijing, 100190

China

Phone: +86 10-58813038
EMail: shenshuo@cnnic.cn



Shen & Lee Expires April 26, 2012 [Page 16]



