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Introduction

This document specifies new identifiers (see Section 7.1) of the
following Russian signature and hash algorithms (called GOST
algorithms):

o the GOST 34.11-2012 [GOST3411-2012] hash algorithm (the English
version can be found in [RFC6986]),

0 the GOST 34.10-2012 [GOST3410-2012] signature algorithm (the
English version can be found in [REC7091]).

This document specifies new identifiers (see Section 7.2) of the
following Russian HMAC algorithms (called HMAC algorithms):

o the R 50.1.113-2016 [R501113-2016] HMAC algorithms (the English
version can be found in [RFC7836]).

In addition, this document specifies new ways of the key material
placement within XML document and namespace identifiers, prefixes and
XML schema definitions.

Conventions Used in This Document

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

Basic Terms and Definitions
This document uses the following terms and definitions:

XML document electronic document written in Extensible Markup
Language (XML);

XML schema XML document structure description;

XML element part of an XML document from the element start tag to
the element end tag;


https://datatracker.ietf.org/doc/html/rfc6986
https://datatracker.ietf.org/doc/html/rfc7091
https://datatracker.ietf.org/doc/html/rfc7836
https://datatracker.ietf.org/doc/html/rfc2119
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[

XML schema definition part of an XML schema describing particular
element (element name and type);

XML namespace namespace describing XML schema elements and providing
their unicity;

XML prefix set of letters placed at the beginning of an XML element
or his type to exclude the collision of equivalent elements
from different namespaces;

XML attribute part of an XML element consisting of attribute name
and its value;

hash-based message authentication code (HMAC)
a function for calculating a message authentication
code, based on a hash function in accordance with
[RFC2104];

verification key element of data mathematically linked to the
signature key data element that is used by the verifier
during the digital signature verification process
[REC7091];

signature key element of secret data that is specific to the
subject and used only by this subject during the
signature generation process [RFC7091].

Note: For brevity, the terms "XML element" and "element", "XML
attribute" and "attribute", "XML prefix" and "prefix" are synonymous.

Structure of the document

The XML namespaces, prefixes and identifiers are defined in
Section 5.

The ds:Signature element is described in Section 6. This element
includes XML document signature value, used algorithms identifiers
and other parameters, which are used to generate the signature value.
Also, this element MAY include the HMAC value and algorithms
identifiers which are used to support HMAC algorithms. The
ds:Signature element is described by the following XML schemas
(defined in Table 1 of Section 5): DS schema, DSIG11 schema and
CPXMLSEC schema.

The CPXMLSEC schema is a new schema defined in this document and
extends the DS schema in order to support GOST algorithms. The
CPXMLSEC schema elements uses XS schema elements (see [XMLSCHEMA-1]


https://datatracker.ietf.org/doc/html/rfc2104
https://datatracker.ietf.org/doc/html/rfc7091
https://datatracker.ietf.org/doc/html/rfc7091
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and [XMLSCHEMA-2]). The DS schema and DSIG1l1l schema definitions are
described in accordance with [XMLDSIG].

Note: In case of using HMAC the name of the ds:Signature element
doesn't represent content type to avoid elements duplication and
optimize XML digital signature structure. HMAC algorithm identifier
and HMAC value MUST be included in ds:SignatureMethod and
ds:SignaturevValue respectively.

Note: In this document, some elements inside the comments of XML
schema definition are avoided since GOST and HMAC algorithms are not
used in these elements. The XML schema comments are not semantical,
that is why DS schema and DSIG11l schema definitions in this document
are equivalent to [XMLDSIG].

The requirements for the elements described in Section 6 are listed
in Section 7:

1. Section 7.1 contains requirements for the elements representation
during the signature generation and verification processes.

2. Section 7.2 contains requirements for the elements during the
HMAC calculation process.

3. Section 7.3 contains requirements for the elements during the key
material specifying in signed XML document.

XML namespaces and prefixes
This document uses XML elements from four different XML schemas.
Every XML schema is assigned to one XML namespace. The following

general XML namespace identifier MUST be used as targetNamespace in
the XML schema header:

urn:ietf:params:xml:ns:cpxmlsec

The other XML namespaces are external. Their identifiers MUST be
specified in XML schema header.

Note: XML schema is explicitly specified by the XML namespace
identifier (see Table 1).
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S o e e e e e e e e e e e ooo- Fommmmo oo
omm e e oo +

| XML schema name | XML namespace identifier | Prefix |
Reference |

S o e oo o e oo Fommmmm oo
omm e mee oo +

| DS schema | http://www.w3.0rg/2000/09/xmldsig# | ds |
XMLDSIG |

S o e oo o o e oo Fommmmo oo
TRy +

| DSIG11 schema | http://www.w3.0rg/2009/xmldsigll# | dsigll |
XMLDSIG |

S o e oo o e e oo Fommmmo oo
o m e e oo +

| XS schema | http://www.w3.0rg/2001/XMLSchema | XS |

XMLSCHEMA-1 |

| | | |
XMLSCHEMA-2 |

B T E Y —_—
S +
| CPXMLSEC schema | wurn:ietf:params:xml:ns:cpxmlsec | cpxmlsec | This
document |
o oo e e e e e e e e o m oo - E R
RO +

Table 1

Note: The XS schema definitions are assistive and it is unnecessary
for describing it in this document.

Any element or attribute whose name starts with the prefix from the
Table 1 is considered to be in the corresponding XML schema. The
full definition of any XML schema is defined in the document
referenced in the "Reference" column of the Table 1. This document
uses prefixes to exclude the collision of equivalent elements from
different namespaces (see Table 1). The prefixes are no semantical
and MAY be replaced by others. Namespaces and prefixes MUST have no
line breaks and space characters.

The example of CPXMLSEC schema header:

<xs:schema
xmlns:cpxmlsec="urn:ietf:params:xml:ns:cpxmlsec"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:dsigll="http://www.w3.0rg/2009/xmldsigll1#"
targetNamespace="urn:ietf:params:xml:ns:cpxmlsec"
elementFormDefault="qualified"


http://www.w3.org/2000/09/xmldsig#
http://www.w3.org/2009/xmldsig11#
http://www.w3.org/2001/XMLSchema

version="0.4">

6. The Signature element schema definition

The ds:Signature element is the root element of an XML signature. It
contains the following values:

o for digital signature: signature value, information about

algorithms and other parameters, which are used to generate the
signature value.
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for HMAC: HMAC value and HMAC algorithm identifier.
ds:Signature element contains the following descendants:

The ds:SignedInfo element (Section 6.1). This element contains
information about algorithms and other parameters.

The ds:Signaturevalue element (Section 6.2). This element
includes the signature value or the HMAC value.

The ds:KeyInfo element (Section 6.3). This element contains
information about verification key and its value or information
about HMAC symmetric key location.

The ds:0bject element. This element MAY contain data to be signed
or authenticated.

ds:Signature element is described by the following XML schema
inition.

element name="Signature" type="ds:SignatureType"/>

complexType name="SignatureType">

<xs:sequence>
xs:element ref="ds:SignedInfo"/>
<xs:element ref="ds:Signaturevalue"/>
<xs:element ref="ds:KeyInfo" minOccurs="0"/>
<xs:element ref="ds:0bject" minOccurs="0"

max0ccurs="unbounded"

/>

</Xs:sequence>

<xs:attribute name="Id" type="ID" use="optional"/>

</xs:complexType>

Please refer to [XMLDSIG] for the ds:Signature element full
definition.

6.1.

The SignedInfo element

The ds:SignedInfo element is a descendant of ds:Signature element.

It

contains information about algorithms and other parameters, which

are used to generate the signature or the HMAC value. The

ds:

SignedInfo element contains the following descendants:
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0 The ds:SignatureMethod element (Section 6.1.1). This element
specifies the algorithm used for signature or HMAC generation.

0 The ds:Reference element (Section 6.1.2). This element describes
data to be transformed.

0 The ds:CanonicalizationMethod element. This element specifies the
canonicalization algorithm applied to the ds:SignedInfo element.

The ds:SignedInfo element is described by the following XML schema
definition.

<xs:element name="SignedInfo" type="ds:SignedInfoType"/>

<xs:complexType name="SignedInfoType">
<xs:sequence>
<xs:element ref="ds:CanonicalizationMethod"/>
<xs:element ref="ds:SignatureMethod"/>
<xs:element ref="ds:Reference" maxOccurs="unbounded"/>
</Xs:sequence>
<xs:attribute name="Id" type="ID" use="optional"/>
</xs:complexType>

Please refer to [XMLDSIG] for the ds:SignedInfo element full
definition.
6.1.1. The SignatureMethod element

The ds:SignatureMethod element is a descendant of ds:SignedInfo
element. It specifies the algorithm used for signature generation
and verification, or HMAC calculation. The identifier of the
algorithm MUST be included in the "Algorithm" attribute.

GOST algorithms identifiers are described in Section 7.1.2.

HMAC algorithms identifiers are described in Section 7.2.

The ds:SignatureMethod element is described by the following XML
schema definition.
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<xs:element name="SignatureMethod" type="ds:SignatureMethodType'"/>

<xs:complexType name="SignatureMethodType" mixed="true">
<Xxs:sequence>
<xs:element name="HMACOutputLength" minOccurs="0"
type="ds:HMACOutputLengthType"/>
<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded"/>
<!-- (0,unbounded) elements from (1,1) external namespace -->
</Xs:sequence>
<xs:attribute name="Algorithm" type="anyURI" use="required"/>
</Xxs:complexType>

Please refer to [XMLDSIG] for the ds:SignatureMethod element full
definition.

6.1.2. The Reference element

The ds:Reference element is a descendant of ds:SignedInfo element.
It MAY contain "Id", "URI" and "Type" attributes to specify the
transformed data. The ds:Reference element contains the following
descendants:

0 The ds:Transforms element. This element contains an ordered list
of the data transforms specified in ds:Reference element
attributes.

0o The ds:DigestMethod element (Section 6.1.2.1). This element
identifies the hash algorithm to be applied to the data specified
in ds:Reference element attributes.

0o The ds:DigestValue element (Section 6.1.2.2). This element
includes the hash value of the data specified in ds:Reference
element attributes.

The ds:Reference element is described by the following XML schema
definition.
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<xs:element name="Reference" type="ds:ReferenceType"/>

<xs:complexType name="ReferenceType'">
<Xxs:sequence>
<xs:element ref="ds:Transforms" minOccurs="0"/>
<xs:element ref="ds:DigestMethod"/>
<xs:element ref="ds:DigestValue"/>
</Xs:sequence>
<xs:attribute name="Id" type="ID" use="optional"/>
<xs:attribute name="URI" type="anyURI" use="optional"/>
<xs:attribute name="Type" type="anyURI" use="optional"/>
</xs:complexType>

Please refer to [XMLDSIG] for the ds:Reference element full
definition.

6.1.2.1. The DigestMethod element

The ds:DigestMethod element is a descendant of ds:Reference element.
This element identifies the hash algorithm to be applied to the data
specified in ds:Reference element attributes. The identifier of the
used hash algorithm MUST be included in the "Algorithm" attribute.

The DigestMethod element is described by the following XML schema
definition.

<xs:element name="DigestMethod" type="ds:DigestMethodType"/>

<xs:complexType name="DigestMethodType" mixed="true">
<Xxs:sequence>
<xs:any namespace="##other" processContents="lax"
minOccurs="0" maxO0ccurs="unbounded"/>
</Xs:sequence>
<xs:attribute name="Algorithm" type="anyURI" use="required"/>
</xs:complexType>

Please refer to [XMLDSIG] for the ds:DigestMethod element full
definition.
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6.1.2.2. DigestValue element

The ds:DigestValue element is a descendant of ds:Reference element.
This element includes the hash value of data specified in
ds:Reference element attributes. The hash value MUST be represented
in accordance with Section 7.1.1.

The ds:DigestValue element is described by the following XML schema
definition.

<xs:element name="DigestValue" type="ds:DigestValueType"/>

<xs:simpleType name="DigestValueType'">
<xs:restriction base="base64Binary"/>
</xs:simpleType>

6.2. The SignatureValue element

The ds:SignatureValue element is a descendant of ds:Signature
element. This element includes the XML document signature value or
the HMAC value.

In case of GOST algorithms signature value MUST be represented in
accordance with Section 7.1.2.

In case of HMAC algorithms the HMAC value MUST be represented in
accordance with Section 7.2.

The ds:Signaturevalue element is described by the following XML
schema definition.

<xs:element name="SignatureValue" type="ds:SignaturevValueType" />

<xs:complexType name="SignatureValueType'">
<xs:simpleContent>
<xs:extension base="base64Binary">
<xs:attribute name="Id" type="ID" use="optional"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
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6.3.

Please refer to [XMLDSIG] for the ds:SignatureValue element full
definition.

The KeyInfo element
The ds:KeyInfo element is a descendant of ds:Signature element. This
element contains information about verification key and its value or

information about HMAC symmetric key location.

In case of verification key is passed in XML document the following
descendants MAY be included in the KeyInfo element:

0 The ds:KeyValue element (Section 6.3.1). This element contains
the verification key and its parameters.

0 The ds:RetrievalMethod element (Section 6.3.2). This element
identifies verification key location if the key is stored at
external location.

0 The ds:X509Data element (Section 6.3.3). This element includes
X.509 certificate ([RFC5280]) with verification key.

o Note: The Russian version of [REC5280] can be found in
[R1323565.1.023-2018]. It MUST be used as guidelines on GOST
algorithms.

0 The dsigll:DEREncodedKeyValue element (Section 6.3.4). This
element contains the verification key and its parameters.

Note: Both ds:KeyValue and dsigll:DEREncodedKeyValue elements MAY be
used for specifying the verification key and its parameters. These
elements use different semantic for the verification key specifying:
in case of ds:KeyValue element the verification key and its
parameters are passed in descendant elements; in case of the
dsigll:DEREncodedKeyValue element the verification key and its
parameters are passed in the SubjectPublicKeyInfo structure
[R1323565.1.023-2018].

In the case of HMAC symmetric key the ds:RetrievalMethod element
(Section 6.3.2) MUST be used.

The ds:KeyInfo element is described by the following XML schema
definition.


https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
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<xs:element name="KeyInfo" type="ds:KeyInfoType"/>

<xs:complexType name="KeyInfoType" mixed="true">
<xs:choice maxOccurs="unbounded">

<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

ref="ds:
ref="ds:
ref="ds:
ref="ds:
ref="ds:
ref="ds:
ref="ds:

KeyName" />
Keyvalue'"/>
RetrievalMethod"/>
X509Data"/>
PGPData"/>
SPKIData"/>
MgmtData"/>

<!-- <xs:element ref="dsigll:DEREncodedKeyValue"/> -->

<!-- DEREncodedKeyValue (XMLDsig 1.1) will use the any element -->
<xs:any processContents="lax" namespace="##other"/>

<!-- (1,1) elements from (O,unbounded) namespaces -->

</Xs:choice>

<xs:attribute name="Id" type="ID" use="optional"/>

</xs:complexType>

Please refer to [XMLDSIG] for the ds:KeyInfo element full definition.

6.3.1. The KeyValue element

The ds:KeyValue element is a descendant of ds:KeyInfo element. This
element contains the verification key and its parameters.

In case of GOST
included in the

o the cpxmlsec:
o the cpxmlsec:

o the cpxmlsec:

The ds:KeyVvalue
definition.

algorithms the following extra descendants MUST be
KeyInfo element:

GOSTR34102012-256-KeyValue element;
GOSTR34102012-256-KeyValue element;

GOSTR34102001KeyValue element.

element is described by the following XML schema
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<xs:element name="KeyValue" type="ds:KeyValueType" />

<xs:complexType name="KeyValueType" mixed="true">
<xs:choice>
<xs:element ref="ds:DSAKeyValue"/>
<xs:element ref="ds:RSAKeyValue"/>
<!-- <xs:element ref="cpxmlsec:GOSTR34102012-256-KeyValue "/>
<xs:element ref="cpxmlsec:GOSTR34102012-512-KeyValue "/>
<xs:element ref="cpxmlsec:GOSTR34102001KeyValue "/> -->
<!-- cpxmlsec:GOSTR34102012-256-KeyValue,
cpxmlsec:GOSTR34102012-512-KeyValue,
cpxmlsec:GOSTR34102001KeyValue will use the any element -->
<xs:any namespace="##other" processContents="lax"/>
</xs:choice>
</xs:complexType>

Please refer to [XMLDSIG] for the ds:KeyvValue element full
definition.

6.3.1.1. The GOSTR34102012-256-KeyValue, GOSTR34102012-512-KeyValue and
GOSTR34102001KeyValue elements

The cpxmlsec:GOSTR34102012-256-KeyValue,
cpxmlsec:GOSTR34102012-512-KeyValue and
cpxmlsec:GOSTR34102001KeyValue elements are a descendants of
ds:KeyvValue element. Each of these elements has
cpxmlsec:GOSTKeyValueType type and MUST contain the following
descendants:

o the cpxmlsec:NamedCurve element - contains the elliptic curve
identifier;

o the cpxmlsec:PublicKey element - contains the verification key.

The cpxmlsec:NamedCurve and cpxmlsec:PublicKey elements belong to
cpxmlsec namespace. The cpxmlsec namespace identifier is described
in Section 5. The cpxmlsec:NamedCurve element has
dsigll:NamedCurveType type. The cpxmlsec:PublicKey element has
dsigll:ECPointType type. Both types belong to DSIG1l1l schema
[XMLDSIG].

The cpxmlsec:GOSTR34102012-256-KeyValue,
cpxmlsec:GOSTR34102012-512-KeyValue and
cpxmlsec:GOSTR34102001KeyValue elements data MUST be represented in
accordance with Section 7.3.2-Section 7.3.4.
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The cpxmlsec:GOSTR34102012-256-KeyValue,
cpxmlsec:GOSTR34102012-512-KeyValue and
cpxmlsec:GOSTR34102001KeyValue elements are described by the
following XML schema definition.

<xs:element name="GOSTR34102012-256-KeyValue"
type="cpxmlsec:GOSTKeyValueType" />

<xs:element name="GOSTR34102012-512-KeyValue"
type="cpxmlsec:GOSTKeyValueType" />

<xs:element name="GOSTR34102001KeyValue"
type="cpxmlsec:GOSTKeyValueType" />

<xs:complexType name="GOSTKeyValueType'">
<XS:sequence>
<xs:element name="NamedCurve"
type="dsigll:NamedCurveType" />
<xs:element name="PublicKey"
type="dsigl1:ECPointType" />
</Xs:sequence>
</xs:complexType>

6.3.2. The RetrievalMethod element

The ds:RetrievalMethod element is a descendant of ds:KeyInfo element.
This element identifies the verification or symmetric key location if
the key is stored at external location. The verification or
symmetric key MUST be included in "URI" and "Type" attributes.

The ds:RetrievalMethod element MUST contain the descendant
ds:Transforms element. The ds:Transforms element identifies data
transforms specified in ds:RetrievalMethod element attributes.

The ds:RetrievalMethod element is described by the following XML
schema definition.
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<xs:element name="RetrievalMethod" type="ds:RetrievalMethodType" />

<xs:complexType name="RetrievalMethodType">
<Xxs:sequence>
<xs:element ref="ds:Transforms" minOccurs="0" />
</Xs:sequence>
<xs:attribute name="URI" type="anyURI" />
<xs:attribute name="Type" type="anyURI" use="optional" />
</xs:complexType>

Please refer to [XMLDSIG] for the ds:RetrievalMethod and
ds:Transforms elements full definition.

6.3.3. The X509Data element

The ds:X509Data element is a descendant of ds:KeyInfo element. This
element includes the X.509 certificate with the verification key
[REC5280], which are used to generate the signature value, or
information about it.

The ds:X509Data element is described by the following XML schema
definition.

<xs:element name="X509Data" type="ds:X509DataType"/>

<xs:complexType name="X509DataType">
<xs:sequence maxOccurs="unbounded">
<xs:choice>
<xs:element name="X509IssuerSerial"
type="ds:X509IssuerSerialType"/>
<xs:element name="X509SKI" type="base64Binary"/>
<xs:element name="X509SubjectName" type="string"/>
<xs:element name="X509Certificate" type="base64Binary"/>
<xs:element name="X509CRL" type="base64Binary"/>
<!-- < xs:element ref="dsigl1:X509Digest"/> -->
<!-- The X509Digest element (XMLDSig 1.1) will use the any
element -->
<xs:any namespace="##other" processContents="lax"/>
</xs:choice>
</Xs:sequence>
</xs:complexType>

Please refer to [XMLDSIG] for the ds:X509Data element full
definition.


https://datatracker.ietf.org/doc/html/rfc5280
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6.3.4. The DEREncodedKeyValue element

The dsigl1:DEREncodedKeyValue element is an extension of ds:KeyInfo
element schema. This element contains the verification key and its
parameters. Data included in dsigll:DEREncodedKeyValue MUST be
represented in accordance with Section 7.3.1.

The dsigll:DEREncodedKeyValue element is described by the following
XML schema definition.

<!-- targetNamespace="http://www.w3.0rg/2009/xmldsig11#" -->

<xs:element name="DEREncodedKeyValue"
type="dsigll:DEREncodedKeyValueType" />

<xs:complexType name="DEREncodedKeyValueType">
<xs:simpleContent>
<xs:extension base="base64Binary'">
<xs:attribute name="Id" type="ID" use="optional"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

Please refer to [XMLDSIG] for the dsigll:DEREncodedKeyValue element
full definition.

I~

Guidelines on the GOST algorithms

This section defines the requirements for the elements (see
Section 6) content are intended to use GOST and HMAC algorithms.

7.1. GOST algorithms to create an XML document signature
7.1.1. Hash algorithm in DigestMethod element

7.1.1.1. GOST R 34.11-2012 algorithm with 256-bit hash code in
DigestMethod element

In case of GOST R 34.11-2012 algorithm with 256-bit hash code the
following identifier MUST be used:

urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256
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Test example for GOST R 34.11-2012 algorithm with 256-bit hash code
in ds:DigestMethod element:

<ds:DigestMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256" />

The hash code MUST be represented in little-endian byte order and
base64-encoded [RFC4648]. This string MUST be included in
ds:DigestValue element (see Section 6.1.2.2).

7.1.1.2. GOST R 34.11-2012 algorithm with 512-bit hash code in
DigestMethod element

In case of GOST R 34.11-2012 algorithm with 512-bit hash code the
following identifier MUST be used:

urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512

Test example for GOST R 34.11-2012 algorithm with 512-bit hash code
in ds:DigestMethod element:

<ds:DigestMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512" />

The hash code MUST be represented in little-endian byte order and
base64-encoded [RFC4648]. This string MUST be included in
ds:DigestValue element (see Section 6.1.2.2).

7.1.1.3. GOST R 34.11-94 algorithm in DigestMethod element
In case of GOST R 34.11-94 algorithm the following identifier MUST be
used:
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411
The ds:DigestMethod element MAY include a descendant element named
cpxmlsec:NamedParameters to specify hash algorithm parameters.

Hash algorithm parameters MUST be included in the "URI" attribute of
cpxmlsec:NamedParameters element. In case of 0OIDs hash algorithm


https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
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parameters SHOULD be assigned in accordance with [RFC3061]. O0ID's
defined in section 8.2 of [RFC4357] MAY be used.

Parameter set id-GostR3411-94-CryptoProParamSet [RFC4357] MUST be
used if cpxmlsec:NamedParameters element does not exist.

The cpxmlsec:NamedParameters element is described by the following
XML schema definition.

<xs:element name="NamedParameters"
type="cpxmlsec:NamedParametersType" />

Test example for GOST R 34.11-94 algorithm in ds:DigestMethod
element:

<ds:DigestMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411">
<!-- 1d-GostR3411-94-CryptoProParamSet -->
<cpxmlsec:NamedParameters URI="urn:0id:1.2.643.2.2.30.1" />
</ds:DigestMethod>

The hash code MUST be represented in little-endian byte order and
base64-encoded [REC4648]. This string MUST be included in
ds:DigestValue element (see Section 6.1.2.2).

7.1.2. Signature algorithm in SignatureMethod element

7.1.2.1. GOST R 34.10-2012 algorithm with 256-bit key in
SignatureMethod element

In case of GOST R 34.10-2012 algorithm with 256-bit signature key the
following identifier MUST be used (without line break in the
identifier):

urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34112012-
256

Test example for GOST R 34.10-2012 algorithm with 256-bit signature
key in ds:SignatureMethod element (without line break in the
attribute value):


https://datatracker.ietf.org/doc/html/rfc3061
https://datatracker.ietf.org/doc/html/rfc4357#section-8.2
https://datatracker.ietf.org/doc/html/rfc4357
https://datatracker.ietf.org/doc/html/rfc4648
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<ds:SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-
gostr34112012-256" />

The signature value MUST be represented in accordance with
[R1323565.1.023-2018] and base64-encoded [RFC4648]. This string MUST
be included in ds:SignaturevValue element (see Section 6.2).

7.1.2.2. GOST R 34.10-2012 algorithm with 512-bit key in
SignatureMethod element

In case of GOST R 34.10-2012 algorithm with 512-bit signature key the
following identifier MUST be used (without line break in the
identifier):

urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34112012-
512

Test example for GOST R 34.10-2012 algorithm with 512-bit signature
key in ds:SignatureMethod element (without line break in the
attribute value):

<ds:SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-
gostr34112012-512" />

The signature value MUST be represented in accordance with
[R1323565.1.023-2018] and base64-encoded [RFC4648]. This string MUST
be included in ds:SignatureValue element (see Section 6.2).

7.1.2.3. GOST R 34.10-2001 algorithm in SignatureMethod element
In case of GOST R 34.10-2001 algorithm the following identifier MUST
be used:

urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gostr3411

Test example for GOST R 34.10-2001 algorithm in ds:SignatureMethod
element:


https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
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<ds:SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gostr3411"
/>

The signature value MUST be represented in accordance with
[R1323565.1.023-2018] and base64-encoded [RFC4648]. This string MUST
be included in ds:SignaturevValue element (see Section 6.2).

7.2. GOST algorithms to calculate HMAC value

GOST R 34.11-2012 algorithm MAY be used as HMAC algorithm in
accordance with section 6.3.1 [XMLDSIG] and section 4.1.1
[R501113-2016].

7.2.1. GOST R 34.11-2012 algorithm with 256-bit key in SignatureMethod
element

In case of GOST R 34.11-2012 algorithm with 256-bit hash code the
following identifier MUST be used:

urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-256

Test example for GOST R 34.11-2012 algorithm with 256-bit hash code
in ds:SignatureMethod element:

<ds:SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-256"
/>

The HMAC_GOSTR3411_2012_256 algorithm result (section 4.1.1
[R501113-2016]) MUST be represented in little-endian byte order and
base64-encoded [RFC4648]. This string MUST be included in
ds:SignatureValue element (see Section 6.2).

7.2.2. GOST R 34.11-2012 algorithm with 512-bit key in SignatureMethod
element

In case of GOST R 34.11-2012 algorithm with 512-bit hash code the
following identifier MUST be used:

urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-512


https://datatracker.ietf.org/doc/html/rfc4648
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Smirnov, et al. Expires October 1, 2020 [Page 22]



Internet-Draft GOST XML digital signature syntax March 2020

Test example for GOST R 34.11-2012 algorithm with 512-bit hash code
in ds:SignatureMethod element:

<ds:SignatureMethod Algorithm=

"urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-512"
/>

The HMAC_GOSTR3411 2012 512 algorithm result (section 4.1.2
[R501113-2016]) MUST be represented in little-endian byte order and
base64-encoded [RFC4648]. This string MUST be included in
ds:Signaturevalue element (see Section 6.2).

7.3. The key material

This document defines new ways of the GOST algorithms verification
key specifying: in dsigll:DEREncodedKeyValue (Section 6.3.4) element
and in ds:KeyValue (Section 6.3.1) descendants. In addition, the
information about the key material MAY be specified in any way in
accordance with [XMLDSIG].

7.3.1. Verification key in DEREncodedKeyValue element

This section defines GOST R 34.10-2012 and GOST R 34.10-2001
verification key specifying in dsigll:DEREncodedKeyValue
(Section 6.3.4) element.

The verification key and its parameters MUST be included in
SubjectPublicKeyInfo structure and encoded in accordance with
[R1323565.1.023-2018].

Test example for the dsigilil:DEREncodedKeyValue element:

<dsigll:DEREncodedKeyValue>
<!-- The verification key value -->
</dsigll:DEREncodedKeyValue>

7.3.2. GOST R 34.10-2012 256-bit verification key in
GOSTR34102012-256-KeyValue element

If the key is stored at external location, the following identifier
MUST be included in the "Type" attribute of ds:Reference or
ds:RetrievalMethod elements:


https://datatracker.ietf.org/doc/html/rfc4648
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urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-256-keyvalue

If the key is included in XML document, it MUST be represented in
subjectPublicKey field of SubjectPublicKeyInfo structure
[R1323565.1.023-2018] without OCTET STRING and DER encoding. This
string MUST be base64-encoded [RFC4648] and included in the
cpxmlsec:GOSTR34102012-256-KeyValue element similar to the
ds:RSAKeyValue [XMLDSIG]. (The cpxmlsec:GOSTR34102012-256-KeyValue
element is an descendant of the cpxmlsec:PublicKey element). The XML
schema of the cpxmlsec:GOSTR34102012-256-KeyValue and
cpxmlsec:PublicKey elements is defined in Section 6.3.1.1.

The elliptic curve identifier (verification key parameters) MUST be
included in the "URI" attribute of the cpxmlsec:NamedCurve element
(see Section 6.3.1.1). In case of 0IDs verification key parameters
SHOULD be assigned in accordance with [RFC3061]. OID identifiers for
GOST algorithms are defined in [R1323565.1.023-2018].

Test example for cpxmlsec:GOSTR34102012-256-KeyValue element:

<cpxmlsec:GOSTR34102012-256-KeyValue>
<!-- id-GostR3410-2001-CryptoPro-A-ParamSet -->
<cpxmlsec:NamedCurve URI="urn:0id:1.2.643.2.2.35.1" />
<cpxmlsec:PublicKey>
<!-- The verification key value -->
</cpxmlsec:PublicKey>
</cpxmlsec:GOSTR34102012-256-KeyValue>

7.3.3. GOST R 34.10-2012 512-bit verification key in
GOSTR34102012-512-KeyValue element

If the key is stored at external location, the following identifier
MUST be included in the "Type" attribute of ds:Reference or
ds:RetrievalMethod elements:

urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-512-keyvalue

If the key is included in XML document, it MUST be represented in
subjectPublicKey field of SubjectPublicKeyInfo structure
[R1323565.1.023-2018] without OCTET STRING and DER encoding. This
string MUST be base64-encoded [RFC4648] and included in the
cpxmlsec:GOSTR34102012-512-KeyValue element similar to the
ds:RSAKeyValue [XMLDSIG]. (The cpxmlsec:GOSTR34102012-512-KeyValue



https://datatracker.ietf.org/doc/html/rfc4648
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element is an descendant of the cpxmlsec:PublicKey element). The XML
schema of the cpxmlsec:GOSTR34102012-512-KeyValue and
cpxmlsec:PublicKey elements is defined in Section 6.3.1.1.

The elliptic curve identifier (verification key parameters) MUST be
included in the "URI" attribute of the cpxmlsec:NamedCurve element
(see Section 6.3.1.1). In case of 0IDs verification key parameters
SHOULD be assigned in accordance with [RFC3061]. OID identifiers for
GOST algorithms are defined in [R1323565.1.023-2018].

Test example for cpxmlsec:GOSTR34102012-512-KeyValue element:

<cpxmlsec:GOSTR34102012-512-KeyValue>
<!-- id-tc26-gost-3410-12-512-paramSetA -->
<cpxmlsec:NamedCurve URI="urn:0id:1.2.643.7.1.2.1.2.1" />
<cpxmlsec:PublicKey>
<!-- The verification key value -->
</cpxmlsec:PublicKey>
</cpxmlsec:GOSTR34102012-512-KeyValue>

7.3.4. GOST R 34.10-2001 verification key in GOSTR34102001KeyValue
element

If the key is stored at external location, the following identifier
MUST be included in the "Type" attribute of ds:Reference or
ds:RetrievalMethod elements:

urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102001-keyvalue

If the key is included in XML document, it MUST be represented in
subjectPublicKey field of SubjectPublicKeyInfo structure
[R1323565.1.023-2018] without OCTET STRING and DER encoding. This
string MUST be base64-encoded [RFC4648] and included in the
cpxmlsec:GOSTR34102001KeyValue element similar to the ds:RSAKeyValue
[XMLDSIG]. (The cpxmlsec:GOSTR34102001KeyValue element is an
descendant of the cpxmlsec:PublicKey element). The XML schema of the
cpxmlsec:GOSTR34102001KeyValue and cpxmlsec:PublicKey elements is
defined in Section 6.3.1.1.

The elliptic curve identifier (verification key parameters) MUST be
included in the "URI" attribute of the cpxmlsec:NamedCurve element
(see Section 6.3.1.1). In case of 0IDs verification key parameters
SHOULD be assigned in accordance with [RFC3061]. OID identifiers for
GOST algorithms are defined in section 8.4 of [RFC4357].



https://datatracker.ietf.org/doc/html/rfc3061
https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc3061
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8.

8.

8.2. XML Sub-Namespace Registration for

Test example for cpxmlsec:GOSTR34102001KeyValue element:

<cpxmlsec:GOSTR34102001KeyValue>
<!-- 1d-GOostR3410-2001-CryptoPro-A-ParamSet -->
<cpxmlsec:NamedCurve URI="urn:0id:1.2.643.2.2.35.1" />
<cpxmlsec:PublicKey>
<!-- The verification key value -->
</cpxmlsec:PublicKey>
</cpxmlsec:GOSTR34102001KeyValue>

IANA Considerations
XML Sub-namespace registration for urn:ietf:params:xml:ns:cpxmlsec
This section registers a new XML sub-namespace,
"urn:ietf:params:xml:ns:cpxmlsec" (see Section 5) per the guidelines
in [RFC3688]:
URI: urn:ietf:params:xml:ns:cpxmlsec

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML: None. Namespace URIs do not represent an XML specification.

urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256" (see
Section 7.1.1.1) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:


https://datatracker.ietf.org/doc/html/rfc3688
https://datatracker.ietf.org/doc/html/rfc3688
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<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=iso0-8859-1"/>
<title>
GOST R 34.11-2012 algorithm with 256-bit hash code in
DigestMethod element
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.11-2012 algorithm with
256-bit hash code in DigestMethod element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256
</h2>
<p>
See Section 7.1.1.1 in
<a href="https://tools.ietf.org/html/draft-smirnov-xmldsig-04">
draft-smirnov-xmldsig-04</a>.
</p>
</body>
</html>

00
w

XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512" (see
Section 7.1.1.2) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:


https://datatracker.ietf.org/doc/html/draft-smirnov-xmldsig-04
https://datatracker.ietf.org/doc/html/rfc3688
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<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=iso0-8859-1"/>
<title>
GOST R 34.11-2012 algorithm with 512-bit hash code in
DigestMethod element
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.11-2012 algorithm with
512-bit hash code in DigestMethod element
</h1>
<h2>

urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512

</h2>
<p>
See Section 7.1.1.2 in

<a href="https://tools.ietf.org/html/draft-smirnov-

xmldsig-04">

[}

draft-smirnov-xmldsig-04</a>.
</p>
</body>
</html>

XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411" (see
Section 7.1.1.3) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:


https://datatracker.ietf.org/doc/html/draft-smirnov-xmldsig-04
https://datatracker.ietf.org/doc/html/rfc3688

Smirnov, et al. Expires October 1, 2020 [Page 28]



Internet-Draft GOST XML digital signature syntax March 2020

<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>

<meta http-equiv="content-type"

content="text/html;charset=iso0-8859-1"/>
<title>
GOST R 34.11-94 algorithm in DigestMethod element

</title>
</head>
<body>

<h1>

Namespace identifier for GOST R 34.11-94 algorithm in
DigestMethod element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411
</h2>
<p>
See Section 7.1.1.3 in
<a href="https://tools.ietf.org/html/draft-smirnov-

xmldsig-04">

(o]

draft-smirnov-xmldsig-04</a>.
</p>
</body>
</html>

XML Sub-Namespace Registration for urn:ietf:params:xml:ns:cpxmlsec
:algorithms:gostr34102012-gostr34112012-256

This section registers a new XML sub-namespace identifier, "urn:ietf:
params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34112012-256"
(see Section 7.1.2.1) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34
112012-256

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:


https://datatracker.ietf.org/doc/html/draft-smirnov-xmldsig-04
https://datatracker.ietf.org/doc/html/rfc3688
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<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=iso0-8859-1"/>
<title>
GOST R 34.10-2012 algorithm with 256-bit key in
SignatureMethod element
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.10-2012 algorithm with
256-bit key in SignatureMethod element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-

gostr34112012-256

</h2>
<p>
See Section 7.1.2.1 in
<a href="https://tools.ietf.org/html/draft-smirnov-

xmldsig-04">

[}

draft-smirnov-xmldsig-04</a>.
</p>
</body>
</html>

XML Sub-Namespace Registration for urn:ietf:params:xml:ns:cpxmlsec
:algorithms:gostr34102012-gostr34112012-512

This section registers a new XML sub-namespace identifier, "urn:ietf:
params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34112012-512"
(see Section 7.1.2.2) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34
112012-512

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:


https://datatracker.ietf.org/doc/html/draft-smirnov-xmldsig-04
https://datatracker.ietf.org/doc/html/rfc3688
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<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=iso0-8859-1"/>
<title>
GOST R 34.10-2012 algorithm with 512-bit key in
SignatureMethod element
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.10-2012 algorithm with
512-bit key in SignatureMethod element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-

gostr34112012-512

</h2>
<p>
See Section 7.1.2.2 in
<a href="https://tools.ietf.org/html/draft-smirnov-

xmldsig-04">

[}

draft-smirnov-xmldsig-04</a>.
</p>
</body>
</html>

XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gostr3411

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gostr3411"
(see Section 7.1.2.3) per the guidelines in [RFC3688]:

URI:
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gostr3411

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:


https://datatracker.ietf.org/doc/html/draft-smirnov-xmldsig-04
https://datatracker.ietf.org/doc/html/rfc3688
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<?xml version="1.0"?>
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"

"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml">

<head>

<meta http-equiv="content-type"
content="text/html;charset=iso0-8859-1"/>
<title>
GOST R 34.10-2001 algorithm in SignatureMethod element

</ti
</head
<body>
<h1>

</h1
<h2>

</h2
<p>

xmldsig-04">

(o]

</p>
</body
</html

XML Su

tle>
>

Namespace identifier for GOST R 34.10-2001 algorithm in
SignatureMethod element
>

urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gostr3411
>

See Section 7.1.2.3 in
<a href="https://tools.ietf.org/html/draft-smirnov-

draft-smirnov-xmldsig-04</a>.

>
>

b-Namespace Registration for

urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-256

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-256"
(see Section 7.2.1) per the guidelines in [RFC3688]:

URI: urn:
gostr34112012-256

XML:

ietf:params:xml:ns:cpxmlsec:algorithms:hmac-

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).


https://datatracker.ietf.org/doc/html/draft-smirnov-xmldsig-04
https://datatracker.ietf.org/doc/html/rfc3688
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<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=iso0-8859-1"/>
<title>
GOST R 34.11-2012 algorithm with 256-bit key in
SignatureMethod element
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.11-2012 algorithm with
256-bit key in SignatureMethod element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-256
</h2>
<p>
See Section 7.2.1 in
<a href="https://tools.ietf.org/html/draft-smirnov-

xmldsig-04">

[}

draft-smirnov-xmldsig-04</a>.
</p>
</body>
</html>

XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-512

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-512"
(see Section 7.2.2) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-
gostr34112012-512

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:


https://datatracker.ietf.org/doc/html/draft-smirnov-xmldsig-04
https://datatracker.ietf.org/doc/html/rfc3688
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<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=iso0-8859-1"/>
<title>
GOST R 34.11-2012 algorithm with 512-bit key in
SignatureMethod element
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.11-2012 algorithm with
512-bit key in SignatureMethod element
</h1>
<h2>

urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-512

</h2>
<p>
See Section 7.2.2 in

<a href="https://tools.ietf.org/html/draft-smirnov-

xmldsig-04">

8.10.

draft-smirnov-xmldsig-04</a>.
</p>
</body>
</html>

XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-256-keyvalue

This section registers a new XML sub-namespace identifier,

"ur

n:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-256-keyvalue"

(see Section 7.3.2) per the guidelines in [RFC3688]:

URI:

Reg

urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-256-keyvalue

istrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria

Paramonova (mparamonova@cryptopro.ru).

XML:


https://datatracker.ietf.org/doc/html/draft-smirnov-xmldsig-04
https://datatracker.ietf.org/doc/html/rfc3688
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<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=iso0-8859-1"/>
<title>
GOST R 34.10-2012 256-bit verification key in GOSTR34102012-256-
KeyValue element
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.10-2012 256-bit
verification key in GOSTR34102012-256-KeyValue element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-256-keyvalue
</h2>
<p>
See Section 7.3.2 in
<a href="https://tools.ietf.org/html/draft-smirnov-

xmldsig-04">
draft-smirnov-xmldsig-04</a>.
</p>
</body>
</html>

8.11. XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-512-keyvalue

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-512-keyvalue"
(see Section 7.3.3) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-512-keyvalue

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:


https://datatracker.ietf.org/doc/html/draft-smirnov-xmldsig-04
https://datatracker.ietf.org/doc/html/rfc3688
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<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=iso0-8859-1"/>
<title>
GOST R 34.10-2012 512-bit verification key in GOSTR34102012-512-
KeyValue element
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.10-2012 512-bit
verification key in GOSTR34102012-512-KeyValue element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-512-keyvalue
</h2>
<p>
See Section 7.3.3 in
<a href="https://tools.ietf.org/html/draft-smirnov-

xmldsig-04">
draft-smirnov-xmldsig-04</a>.
</p>
</body>
</html>

8.12. XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102001-keyvalue

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102001-keyvalue" (see
Section 7.3.4) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102001-keyvalue

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:


https://datatracker.ietf.org/doc/html/draft-smirnov-xmldsig-04
https://datatracker.ietf.org/doc/html/rfc3688
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<?xml version="1.0"7?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>

<meta http-equiv="content-type"

content="text/html;charset=iso0-8859-1"/>
<title>
GOST R 34.10-2001 verification key in GOSTR34102001KeyValue element

</title>
</head>
<body>

<h1>

Namespace identifier for GOST R 34.10-2001 verification
key in GOSTR34102001KeyValue element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102001-keyvalue
</h2>
<p>
See Section 7.3.4 in
<a href="https://tools.ietf.org/html/draft-smirnov-

xmldsig-04">
draft-smirnov-xmldsig-04</a>.
</p>
</body>
</html>

8.13. XML schema registration
This section registers an XML schema per the guidelines in [RFC3688]:
URI: urn:ietf:params:xml:schema:cpxmlsec

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML: The XML schema can be found in Appendix A.
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Appendix A. CPXMLSEC XML schema

<?xml version="1.0" encoding="UTF-8"?>
<!-- Declare helper entities to avoid overrunning right margin of text
while importing schemata.-->
<!DOCTYPE schema [
<!ENTITY xmldsiguri
"http://www.w3.0rg/TR/2008/REC-xmldsig-core-20080610">

1>

<xs:schema
xmlns:cpxmlsec="urn:ietf:params:xml:ns:cpxmlsec"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:dsigll="http://www.w3.0rg/2009/xmldsigl1li#"
targetNamespace="urn:ietf:params:xml:ns:cpxmlsec"
elementFormDefault="qualified"
version="0.4">

<xs:import namespace="http://www.w3.0rg/2000/09/xmldsig#" />
<xs:import namespace="http://www.w3.0rg/2009/xmldsigl11#" />

<xs:element name="NamedParameters"
type="cpxmlsec:NamedParametersType" />

<xs:complexType name='"NamedParametersType'">
<xs:attribute name="URI" type="xs:anyURI" use="required" />
</xs:complexType>

<xs:complexType name="GOSTKeyValueType'">
<XS:sequence>
<xs:element name="NamedCurve"
type="dsigll:NamedCurveType" />
<xs:element name="PublicKey" type="dsigll:ECPointType" />
</Xs:sequence>
</xs:complexType>

<xs:element name="GOSTR34102012-256-KeyValue"
type="cpxmlsec:GOSTKeyValueType" />

<xs:element name="GOSTR34102012-512-KeyValue"
type="cpxmlsec:GOSTKeyValueType" />

<xs:element name="GOSTR34102001KeyValue"
type="cpxmlsec:GOSTKeyValueType" />

</xs:schema>
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Appendix B. Test Examples

Note: Line breaks in the coordinates, identifiers, XML elements or in
the attribute values MUST be ignored.

B.1. Signed XML document with GOST R 34.10-2012 algorithm and 256-bit
hash code in DigestMethod element

The X.509 certificate from Appendix A of [R1323565.1.023-2018] was
used.

The x-coordinate of verirification key:

OX971566CEDA436EE7678F7EQO7ES84EBB7217406C0B4747AA8FD2AB1453C3DODFBA

The y-coordinate of verirification key:

OXAD58736965949F8E59830F8DE20FC6COD177F6AB599874F1E2E24FF71F9CE6G43

Corresponding signature key (d):

OXBFCF1D623E5CDD3032A7C6EABB4A923C46E43D640FFEAAF2C3ED39A8FA399924

The k value:

0x5782C53F110C596F9155D35EBD25A06A89C50391850A8FEFE33BOE270318857C

The h-bar value:

0x054D1DABB161D63424F8DABB2800708BOOF78DA7582699E8F2F0A521C7CE8144

The signed XML document:
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<?xml version="1.0" encoding="utf-8"?>
<root>
<DataToSign Id="ToSign">Data</DataToSign>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm=
"http://www.w3.0rg/TR/2001/REC-Xxml-c14n-20010315"
/>
<SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-
gostr34112012-256"
/>
<Reference URI="#ToSign">
<Transforms>
<Transform Algorithm=
"http://www.w3.0rg/TR/2001/REC-Xxml-c14n-
20010315"
/>
</Transforms>
<DigestMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34112012-256"
/>
<DigestValue>
9QLSXxPP0o7L1X6IXqwzjcNDmbFuCCGivQls61hcPuITM=
</Digestvalue>
</Reference>
</SignedInfo>
<SignatureVvalue>
jcQIhWtWbTCV7bjFky5VGXXUFigc74FXRi791ZnFHK7pM]jpeiN2H+3xyQ40//n
zslln/oqwzvu9zpaH3QOBPaw==
</SignaturevValue>
<KeyInfo>
<KeyValue>
<GOSTR34102012-256-KeyValue xmlns=
"urn:ietf:params:xml:ns:cpxmlsec">
<NamedCurve URI="urn:0id:1.2.643.2.2.36.0" />
<PublicKey>
ut/QwiMUq9KPgkdHC2XAF3K7TugHf09n525D2s5mFZdD5pwf90/i4v
FOMFmrOnfRWMYP400Pg1mOn5R1aXNYrQ==
</PublicKey>
</GOSTR34102012-256-KeyValue>
</KeyValue>
</KeyInfo>
</Signature>
</root>
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B.2.

The base64-encoded signed XML document:

77u/
PD94bwWwgdmVyc21vbjOiMS4wIiBlbmNvZGluzZzO@idXRmLTgiPz48cm9vdD4NCiAgIDXE
YXRhVGOTaWduIE1kPSJUb1NpZ24iPKkRhdGE8LORhdGFUb1NpZ24+DQogICA8U21nbmFad
XJ1 IHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAWLzA5L3htbGRzawcjIj4NCiAgI
CAgIDXT awduzZWRJbmzZvPgOKICAgICAgICAgPENhbmOuaWNhbG16YXRpb25NZXRob2QgQ
Wxnb3JpdGht PSJodHRw0i8vd3d3LnczLm9yZy9UUi8yMDAXL1JFQyl4bWwtYzEObiOyM
DAXMDMXNSIgLz4N CiAgICAgICAQIDxTawWduYXR1cmVNZXRob2QgQwxnb3JpdGhtPSJic
m46aWVvoZjpwYXJIhbXM6 eG1lsOm5z0OmNweGlsc2VjOmFsZ29yaXRobXM6Z229zdHIzZNDEwWM
jAXMi1lnb3NOCjMOMTEYMDEY LTI1NiIgLz4NCiAgICAgICAQIDXSZWZlcmVuY2UgVVJJIP
SIjVG9TaWduIj4NCiAgICAgICAg ICAgIDxUcmFuc2Zvcm1zPgOKICAgICAgICAQICAQI
CAgPFRYyYW5zZm9ybSBBbGdvcm1l0aG09 ImhOdHA6LY93d3cudzMub3JInL1RSLzIWMDEVU
kVDLXhtbC1jMTRULTIWMDEWMZE1IiAVvPgOK ICAgICAQICAgICAgPCOUcmFuc2ZvcmlzP
gOKICAQICAgICAQICAgPERpPZ2VzdE11dGhvZCBB bGdvcmlaGe9InVybjppZXRmOnBhc
mFtczp4bWw6bnM6Y3B4bWxzZWM6YWxnb3JpdGhtczpn b3NOCjMOMTEYMDEYLTIAINiIgL
Z4ANCiAgICAgICAQICAgIDXxEaWd1lc3RWYWx1ZT45UUxzeFBQ bzdMbFg2SVhxd3pqYO5ED
WJIGAUNDR212UTFzN]jFoY1B1SVRNPTWVRG1NZXNOVmMFsdwWU+DQog ICAgICAQICA8L1J1Z
mVyZW5jZT4NCiAgICAgIDwvU21nbmVkSW5mbz4NCiAgICAgIDXxTawdu YXR1cmVWYWx1Z
T5qY1FKaFdev2JuQly3YmpGa3k1ldkdYWFVGawWd jNzRGWFJIpNz1sWm5GSEs3 cE1qcGVpT
jJIIKzN4eVEOTy8vbnpzMUxuL29xd3p2dT16cGFIM1EWQ1Bhdz0O9PCOTaWduYXR1 cmVWY
Wx1ZT4NCiAgICAgIDxLZX1JIbmZvPgOKICAgICAgICAgPEt1eVZhbHV1PgOKICAgICAgG I
CAgICAgPEdAPU1RSMzQXMDIWMTItMjU2LUtleVZhbHV1IHhtbG5zPSJ1cm46aWVveOZ]jpwYX
Jh bXM6eG1s0m5z0mNweG1sc2VjIj4NCiAgICAgICAgICAgICAgIDXOYW11ZEN1CcNnZ1IF
VSSTOi dXJuOm9pZDoxLjIuNjQzLjIuMi4zNi4wIiAvPgOKICAGICAgICAgICAgGICAgPF
B1YmxpYOtl eT51dC9RdAzFNVXE5S1Bxa2RIQzJ4QUYzSzdUdWdIZm85bjUyNUQyczVtR1
pkRDVwd2Y5MC9p NHZGMG1GbXI5bmZSdO1ZUDRVMFBNMW1PbjVShGFYT11yUTO9PCOQdW
JsaWNLZXk+DQogICAg ICAQICAQgICA8LOAPU1RSMzQXMDIWMTItMjuU2LUtleVZhbHV1Pg
OKICAgICAgICAgPCIOLZX1W
YWX1ZT4NCiAgICAgIDwvS2V5SW5mbz4NCiAgIDwvU21nbmFOAXJI1PgOKPCOYyh290Pg==

Signed XML document with GOST R 34.10-2012 algorithm and 512-bit
hash code in DigestMethod element

The X.509 certificate from Appendix A of [R1323565.1.023-2018] was
used.

The x-coordinate of verirification key:

0Ox07134627CE7FC6770953ABA4714B38AFS8DE764B8870A502C2F4CC2D05541459A18DA3B
9D4EBCO9BCO6CB2EA1856A03747561CF04C34382111539230A550F1913

The y-coordinate of verirification key:
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OX7EO8A434CB2FA300F8974E3FF69A4BCDF36B6308E1D7A56144693A35E11CBD14D50291
6EG68OE35FE1E6ABBAS5BD4DAE7065308B16B1CCABFE3D91CEOG655BOFFD

Corresponding signature key (d):

OxX3FCO1CDCD4EC5F972EB482774C41E66DB7F380528DFEOE67992BAO5SAEE462435757530
E641077CE587B976C8EEB48C48FD33FD175FOC7DEGA44EO14EGBCBO74B

The k value:

0x72ABB44536656BF1618CE10BF7EADD40582304A51EE4E2A25A0A32CBOE773ABB23B7D8
FDDS8FASEEE91B4AE452F2272C86E1E2221215D405F51B5D5015616E1F6

The h-bar value:

Ox33DEF8422879AA68482339BC65E5DCA9ASD77E80C5C0371DB13D3B88F4CCA8BA89ED3CE
85849231DD61B35E4B47A3722317663859A2BEO88C1BB6EEC87410DAF2

The signed XML document:

<?xml version="1.0" encoding="utf-8"?>
<root>
<DataToSign Id="ToSign">Data</DataToSign>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm=
"http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"
/>
<SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34102012-gostr34112012-512"
/>
<Reference URI="#ToSign">
<Transforms>
<Transform Algorithm=
"http://www.w3.0rg/TR/2001/REC-Xxml-c14n-
20010315"
/>
</Transforms>
<DigestMethod Algorithm=
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"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34112012-512"
/>
<DigestValue>
wiOFD9D7zKHN1058t/9tUtCJA5Z09vmDhM1t3HIkyXZvQXIp5PE+tXwsI
AVfUIOULVGTFXAZ1wuHTB+qD5s549==
</DigestVvalue>
</Reference>
</SignedInfo>
<SignatureValue>
dn+owWg6n3wJ20kBmO1GVURC4SuZ3h3nKXYWy4uHdmeS2n1TINWFKca4fTBlc+fp
NCS8IEVNFX25Ndh4UXJLLN12/LOwtancFiA+xRYzFgzUGW+pWIfyfvBdsSspbwe
ZyJUWajgN31DRzZDchycEApN1gDpTtes8BpNrXSh+Cpg+c=
</Signaturevalue>
<KeyInfo>
<KeyValue>
<GOSTR34102012-512-KeyValue xmlns=
"urn:ietf:params:xml:ns:cpxmlsec">
<NamedCurve URI="urn:o0id:1.2.643.7.1.2.1.2.2" />
<PublicKey>
ExkPVQojORURgkPDBM9hdXQDaoWhLssGvAmM8TpO72hiaRUFVOMJIMLY
xQCoe4Z0eNrzhLcaSruUwl3xn/0JOYTB/OPW2XgHNnjv8oca7EIUwbn
2tRbqLtqHv41DmhukQLVFLOc4TU6aURhpdfhCGNr881LmvY/Tpf4AK
MvyzSKkCH4=
</PublicKey>
</GOSTR34102012-512-KeyValue>
</KeyValue>
</KeyInfo>
</Signature>
</root>

The base64-encoded signed XML document:

77u/

PD94bwWwgdmVyc21vbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiPz48cm9vdD4NCiAgIDXE
YXRhVGO9TawWduIE1kPSJUb1NpZ24iPKkRhdGE8LORhdGFUb1NpZ24+DQogICA8U21nbmFOd
XJ1 IHhtbG5zPSJodHRw0i8vd3d3LnczLm9yZy8yMDAwWLZzAS5L3htbGRzawWcjIj4NCiAgI
CAgIDXT awduzZWRJIbmZvPgOKICAgQICAgICAgPENhbmOuaWNhbG16YXRpb25NZXRob2QgQ
Wxnb3JpdGht PSJodHRwOi8vd3d3LnczLm9yZy9UUi8yMDAXL1JFQyl4bWwtYzEObiOyM
DAXMDMXNSIgLz4N CiAgICAgICAgIDxTawWduYXR1cmVNZXRob2QgQwxnb3JpdGhtPSJic
m46aWVvoZjpwYXJIhbXM6 eG1lsOm5z0OmNweGlsc2VjOmFsZ29yaXRobXM6Z229zdHIzZNDEwWM
jAXMi1nb3NOCjMOMTEYMDEY LTUxMiIgLz4NCiAgICAgICAQIDXSZWZ1lcmVuY2UgVVJJP
SIjVG9TaWduIj4NCiAgICAgICAg ICAgIDxUcmFuc2ZvcmlzPgOKICAgICAgICAgICAQGI
CAgPFRYyYW5zZm9ybSBBbGdvcml0aGO09 ImhOdHA6LY93d3cudzMub3JInL1RSLzIWMDEVU
kVDLXhtbC1jMTRULTIWMDEWMZE1IiAvPgOK ICAgICAQICAgICAgPC9UcmFuc2ZvcmlzP
gOKICAgICAgICAQICAgPERpPZ2VzdE11dGhvZCBB bGdvcml0aGe9InVybjppZXRmOnBhc
mFtczp4bWw6bnM6Y3B4bWxzZWM6YWxnb3JpdGhtczpn b3NOCjMOMTEYMDEYLTUXMiIgL
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Z4ANCiAgICAgICAQICAQIDXEaWd1c3RWYWX1ZT53aU9GRD1E N3pLSE5sbzU4dC85dFVOQ
OpBNVpPOXZtRGhNbHQzSElreVhadlF4SXA1UEUrdHh3c01BVmZV SU9VTHZHVEZ4QVpsd
3VIVEIrcUQ1lczUOZzO9PCOEaWd1c3RWYWX1ZT4ANCiAgICAgICAgIDwWY UmVmZXJ1bmN1P
gOKICAgICAgPCOTawduZWRJIbmZvPgOKICAgICAgPFNpZ25hdHVYZVZhbHV1 PmRUK29XZ
zZuM3dKMjBrQmiPMUd2VVJIjNFN1WjNOM25LWF1XeTR1SGRtZVMybmxUbESXRktj YTRmV
EJsYytmcG5DUzhJRVZOR1gyNU5kaDRVWEPMTES5SMi9MMHAOYWSjRm1BK3hSWXpGZ3pV R
1crcFdJZn1mdkJIkc1NzcGJI3ZVp5S1VXYWpXTjNSRFIaRGNoeWNFQXBObHFECFROZXM4Qn
BO clhTaCtDcGcrYzO8L1NpZ25hdHVYyZVZhbHV1PgOKICAgICAgPEtleUluZm8+DQogIC
AgICAg ICA8S2V5VmFsdwWU+DQogICAgICAgICAQICABRO9TVFIZNDEWMjAXMiOIMTItS2
V5VmFsdwUg eG1lsbnM9InVybjppZXRmOnBhcmFtczp4bWw6bnM6Y3B4bwWxzZWMiPgOKIC
AgICAgICAQICAg ICAgPE5hbWVkQ3VydmUgVVJIJIPSJ1cm46b21k0jEUMi42NDMUNy4xL j
TuMS4yLjIiIC8+DQog ICAgICAgICAgICAgICA8UHVibG1ljS2V5PkV4alBWUWIQT1JIVUm
drUERCTT1l0ZFhRRGFVV2hM c3NHdkFtOFRwMDcyaGlhUlVGVjBNSk1iMeXhRQ291NFpPZU
5yemhMY2FTc1lV3bDN4bi9PSjBZ VEIVMFBXM1hnSE5uanY4b2NhNOVJIVXdibjJOUmJIXTH
RXSHYOMURtaHVrUUXWRkwwYzRUVTZh VVJOCGRMaENHTNI40DFMbXZZL1RwZjRBS012eX
pTaONINDO8L1B1YmxpYOt1leTANCiAgICAg ICAgICAgIDWVROITVFIZNDEWMjAXMiOIMT
ItS2V5VmFsdWU+DQogICAgICAgICA8LOt1eVZh
bHV1PgOKICAgICAgPCILZX1JIbmZvPgOKICAgPCOTaWduYXR1cmU+DQo8L3Jvbh3Q+

Signed XML document with GOST R 34.10-2001 algorithm in
SignatureMethod element

The X.509 certificate from section 4.2 of [RFC4491] was used.

The x-coordinate of verirification key:

OXx577E324FE70F2B6DF45C437A0305E5FD2C89318C13CD0875401A026075689584

The y-coordinate of verirification key:

OX601AEACABC660FDFBOCBC7567EBBAGEASDE4OFAE857COADOO38895B916CCEBSF

Corresponding signature key (d):

OXx0B293BEO50DOO82BDAE785631A6BAB68F35B42786D6DDA56AFAF169891040F77

The k value:

Ox5782C53F110C596F9155D35EBD25A06A89C50391850A8FEFE33BOE270318857C


https://datatracker.ietf.org/doc/html/rfc4491#section-4.2
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The h-bar value:

OXEF3E03620C2BOE8S7E43F503A839AB7868071EA28CA38AABDI915D56A5F74400F4

The signed XML document:
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<?xml version="1.0" encoding="utf-8"?>
<root>
<DataToSign Id="ToSign">Data</DataToSign>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm=
"http://www.w3.0rg/TR/2001/REC-Xxml-c14n-20010315"
/>
<SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34102001-gostr3411"
/>
<Reference URI="#ToSign">
<Transforms>
<Transform Algorithm=
"http://www.w3.0rg/TR/2001/REC-Xxml-c14n-
20010315"
/>
</Transforms>
<DigestMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr3411"
/>
<DigestValue>
FVQbzF2djfNNJO3JGOOLTSOD1ZkibTcUmF2DS4nnuPY=
</Digestvalue>
</Reference>
</SignedInfo>
<SignatureVvalue>

2020

n2UHtdu25fPzJINYyojbNTq52V1D3UBVQqI5XNhdYopDpMjpeiN2H+3xyQ40//nz

siLn/ogqwzvu9zpaH3QOBPaw==
</SignaturevValue>
<KeyInfo>
<KeyValue>
<GOSTR34102001KeyValue xmlns=
"urn:ietf:params:xml:ns:cpxmlsec">
<NamedCurve URI="urn:0id:1.2.643.2.2.36.0" />
<PublicKey>

hJVodWACGkB1CMOTjDGJLP31BQN6Q1z0bSsP508yfleP68wWUZWIA9

CafIWuD+SN6qga7flbHy7DfD2a8yuoaYA==
</PublicKey>
</GOSTR34102001KeyValue>
</KeyValue>
</KeyInfo>
</Signature>
</root>
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The base64-encoded signed XML document:

77u/
PD94bwWwgdmVyc21vbjOiMS4wIiBlbmNvZGluzZzO@idXRmLTgiPz48cm9vdD4NCiAgIDXE
YXRhVGOTaWduIE1kPSJUb1NpZ24iPKkRhdGE8LORhdGFUb1NpZ24+DQogICA8U21nbmFad
XJ1 IHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAWLzA5L3htbGRzawcjIj4NCiAgI
CAgIDXT awduzZWRJbmzZvPgOKICAgICAgICAgPENhbmOuaWNhbG16YXRpb25NZXRob2QgQ
Wxnb3JpdGht PSJodHRw0i8vd3d3LnczLm9yZy9UUi8yMDAXL1JFQyl4bWwtYzEObiOyM
DAXMDMXNSIgLz4N CiAgICAgICAQIDxTawWduYXR1cmVNZXRob2QgQwxnb3JpdGhtPSJic
m46aWVvoZjpwYXJIhbXM6 eG1lsOm5z0OmNweGlsc2VjOmFsZ29yaXRobXM6Z229zdHIzZNDEwWM
JAWMS1nb3NOCjMOMTELIIC8+ DQogICAgICAgICA8UMVmMZXJ1bmN1IFVSSTOiI1RvU21nb
iI+DQogICAgICAQICAgICA8VHIh bnNmb3Jtcz4NCiAgICAgICAgICAgICAgIDxUcmFuc
2ZvemOgQWxnb3JpdGhtPSJodHRWOi8v d3d3LnczLm9yZy9UUi8yMDAXL1JIFQyl4bWwtY
ZEObiOyMDAXMDMXNSIgLz4NCiAgICAgICAg ICAgIDwvVHJIhbnNmb3Jtcz4NCiAgICAQI
CAgICAgIDXxEawWd1lc3RNZXRob2QgQwxnb3JpdGht PSJ1cm46aWVveZjpwYXJIhbXM6eG1s0
m5z0mNweG1lsc2VjOmFsZ29yaXRobXM6Z229zdHIZNDEX IiAvPgOKICAgQICAgICAQICAgP
ERpZ2VzdFZhbHV1PkZWUWJI6R]j JkamZOTkpPMOpHMEOMZINP RGxaa2liVGNVbUYYRFMOb
m51UFKk9PCOEaWd1c3RWYWX1ZT4NCiAgICAgICAgIDwvUmMVmMZXJ1l bmN1PgOKICAgICAgQP
C9TaWduZwWRJIbmZvPgOKICAgICAgPFNpZ25hdHVYyZVZhbHV1Pm4yVUh® ZHUyNWZQekpOw
X1vamJOVHE1M1YXRDNVQ1lZRcUk1leE50ZF1vCERWTWpwWZW10MKkgrM3h5UTRP Ly9uenMxT
G4vb3F3enZ10XpwYUgzUTBCUGF3PTO8L1NpZ25hdHVYZVZhbHV1PgOKICAgICAg PEtle
Uluzm8+DQogICAgICAgICA8S2V5VMFsdWU+DQogICAgICAGICAGICASBROITVFIZNDEW M
JAWMUt1leVZhbHV1IHhtbG5zPSJ1cm46awWVvezZjpwYXJIhbXM6eG1sOm5z0mNweGlsc2VjIj
4N CiAgICAQICAQICAQICAQIDXOYW11ZEN1cnZ1IFVSSTOidXJuOm9pzZDoxLjIuNjQzLj
TuMid4z Ni4wIiAvPgOKICAQICAQICAQICAQICAgPFB1YmxpYOtleT50S1ZvZFdBQOdrQj
FDTTBUakRH SkxQM2xCUU42UTF6MGJTCc1A1IMDh5Zmx1UDY4d1d1wldJQT1DYWZJV3VEK1L
NONNnFhN2ZsYkh5 NORmRDJhOH11b2FZQTO9PC9QdwWJIsawWNLZXk+DQogICAgICAgICAQIC
A8LOJPU1RSMzQXMDIw MDFLZXIWYWx1ZT4NCiAgICAgICAgIDwvS2V5VmFsdwWU+DQogIC
AgICA8LOtleUluzm8+DQog ICA8LINpZ25hdHVYZT4NCjwvcm9OvdD4=

B.4. Signed XML document with X.509 certificate in KeyInfo element

The X.509 certificate from Appendix A of [R1323565.1.023-2018] was
used.

The x-coordinate of verirification key:

Ox971566CEDA436EE7678F7EO7ES84EBB7217406C0B4747AA8FD2AB1453C3DODFBA

The y-coordinate of verirification key:

OXAD58736965949F8E59830F8DE20FC6COD177F6AB599874F1E2E24FF71F9CE6G43

Corresponding signature key (d):



Smirnov, et al. Expires October 1, 2020 [Page 49]



Internet-Draft GOST XML digital signature syntax March 2020

OXBFCF1D623E5CDD3032A7C6EABB4A923C46E43D640FFEAAF2C3ED39A8FA399924

The k value:

Ox5782C53F110C596F9155D35EBD25A06A89C50391850A8FEFE33BOE270318857C

The h-bar value:

Ox054D1DABB161D63424F8DABB2800708BOOF78DA7582699E8F2F0A521C7CE8144

The signed XML document:

<?xml version="1.0" encoding="utf-8"?>
<root>
<DataToSign Id="ToSign">Data</DataToSign>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm=
"http://www.w3.0rg/TR/2001/REC-Xxml-c14n-20010315"
/>
<SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34102012-gostr34112012-256"
/>
<Reference URI="#ToSign">
<Transforms>
<Transform Algorithm=
"http://www.w3.0rg/TR/2001/REC-xml-cl14n-
20010315"
/>
</Transforms>
<DigestMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34112012-256"
/>
<DigestValue>
9QLSXPP0o7L1X6IXqwzjcNDmbFuCCGivQls61hcPuITM=
</DigestVvalue>
</Reference>
</SignedInfo>
<SignatureVvalue>
jcQIhWtWbTCV7bjFky5vGXXUFigc74FXR1791ZnFHK7pMjpeiN2H+3xyQ40//nz
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slLn/ogqwzvu9zpaH3QOBPaw==
</SignaturevValue>
<KeyInfo>
<X509Data>
<X509Certificate>
MIICY]jCCAg+gAwIBAgIBATAKBggqhQMHAQEDA]BWMSkwIwYJKoZIhvcNA
QkBFhpHb3NOUjMOMTAtMjAXMkBleGFtcGx1LmMNVbTEpMCCGALUEAXMgR2
9zdFIZNDEWLTIWMTIgKDIINiBiaXQpIGV4YW1wbGUWHhCNMTMXMTALIMTQ
WMjM3WhcNMzAXMTAXMTQWMjM3WjBWMSkwIwY JKoZIhvcNAQkBFhpHb3NO
UjMOMTAtMjAxMkBleGFtcGx1LmNVbTEpMCcGALUEAXMgR29zdFIZzNDEwWL
TIWMTIgKDI1INiBiaXQpIGV4YWlwbGUwZjAfBggqhQMHAQEBATATBgcqhQ
MCAi1iQABggqhQMHAQECAgNDAARAUL/Qw1MUQ9KPgkdHC2XAF3K7TugHf09
N525D2s5mFZdD5pwf90/i4vFOmMFmrOnfRWMYP400Pg1mOn5R1aXNYraoB
wDCBVTAdBgNVHQ4EFgQU1fIeN1HaPbw+XWUzbkJ+kHJUTOAWCWYDVROPB
AQDAgHGMAB8GA1UdEWQIMAYBATf8CAQEWTgYDVROBBHCcwdYAU1fIeN1HaPb
wH+XWUzbkJ+kHIJUTOChWQRYMFYXKTANBgkqhkiGOwOBCQEWGkdvc3RSMzQ
XMCOYMDEYQGV4YW1wbGUuUY29tMSkwJIwYDVQQDEYBHb3NOUjMOMTALM]AX
MiAoMjU2IGIpdCkgZXhhbXBsZYIBATAKBggqhQMHAQEDAgGNBAF5bm4BbA
RR6hJLEOWJIkOsYV3HA7kXQQjz3CdqQfmHrz6TI6Xojdh/t8ckODv/587N
S5/6KsSM77vc6Wh9ONAT2s=
</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
</root>

The base64-encoded signed XML document:

77u/

PD94bwWwgdmVyc21vbj0iMS4wIiBlbmNvZGluzz0@idXRmLTgiPz48cm9vdD4NCiAgIDXE
YXRhVGOTawWduIE1kPSJUb1NpZ24iPKkRhdGE8LORhdGFUb1NpZ24+DQogICA8U21nbmFOd
XJ1 IHhtbG5zPSJodHRw0i8vd3d3LnczLm9yZy8yMDAwWLZzA5L3htbGRzaWcjIj4NCiAgI
CAgIDXT awduzZWRJbmZvPgOKICAgICAgICAgPENhbmOuaWNhbG16YXRpb25NZXRob2QgQ
Wxnb3JpdGht PSJodHRw0i8vd3d3LnczLm9yZy9QUUi8yMDAXL1JFQyl4bWwtYzEObiOyM
DAXMDMXNSIgLz4N CiAgICAgICAQIDxTawWduYXR1cmVNZXRob2QgQwxnb3JpdGhtPSJic
m46awWVeZjpwYXJIhbXM6 eG1sOm5z0mNweGlsc2VjOmFsZ29yaXRobXM6Z229zdHIzZNDEWM
jAXMilnb3NOCjMOMTEYMDEY LTI1NiIgLz4NCiAgICAgICAQIDXSZWZlcmVuY2UgVVJJIP
SIjVG9TaWduIj4NCiAgICAgICAg ICAgIDxUcmFuc2Zvcml1zPgOKICAgICAgICAQICAQI
CAgPFRYyYW5zZm9ybSBBbGdvcm1l0aG09 ImhOdHA6LY93d3cudzMub3JInL1RSLzIWMDEVU
kVDLXhtbC1jMTRULTIWMDEWMZE1IiAvPgOK ICAgICAgICAgICAgPC9UcmFuc2ZvcmlzP
gOKICAQICAgICAQICAgPERpPZ2VzdE11dGhvZCBB bGdvcmleaGe9InVybjppZXRmOnBhc
mFtczp4bwWw6bnM6Y3B4bWxzZWM6EYWxnb3JpdGhtczpn b3NOCjMOMTEYMDEYLTIINiIgL
Z4ANCiAgICAgICAQICAgIDXxEaWd1lc3RWYWx1ZT45UUxzeFBQ bzdMbFg2SVhxd3pqYO5ED
WJIGAUNDR212UTFzN]jFOoY1B1SVRNPTWVRG1NZXNOVmMFsdwWU+DQog ICAgICAQICA8L1J1Z
mVyZW5jZT4NCiAgICAgIDwvU21nbmVkSW5mbz4NCiAgICAgIDXxTawdu YXR1cmVWYWx1Z
T5qY1FKaFdov2JUQ1Y3YmpGa3kldkdYWFVGawWd jNzRGWFJIpNz1sWm5GSEs3 cE1qcGVpT
jJIIKzN4eVEOTy8vbnpzMUxuL29xd3p2dT16cGFIM1EWQ1Bhdz0O9PCO9TaWduYXR1 cmVWY
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B.5.

Wx1ZT4NCiAgICAgIDXLZX1IbmZvPgOKICAgICAgICAGPFgIMDIEYXRhPGOKICAGICAG I
CAgICAgPFg1MD1DZXJ0aWZpY2FOZT5NSULDWWPDQOFNK2dBdO1CQwdIQkFUQUtCZ2dxaF
FN SEFRRURBakJXTVNrd@p3wUpLbilpJaHZjTkFRa®JGaHBIYjNOMFVqTTBNVEFOTWpBeE
1rQmx1 ROZOYOd4bExtTnZiVEVWTUNjROEXVUVBEE1nUjI5emRGSXpOREV3TFRIAOLIUSW
dLREKXTm1C aWFYUXBJR1YOWVcxd2JHVXdIaGNOTVRNeE1UQTFNVFF3TWpNM1doY@5Nek
FATVRBEELUUXdN ak0zV2pCVO1Ta3dKd11KS29aSWh2YO5BUWECRMhwSGIZTjBVakowTV
RBAE1gQXhNa®JsZUdG dGNHeGxMbU52Y1RFCE1DYOdBMVVFQXhNZ1IyOXpkRk16TkRFdO
XUSXANVELNSORJIMUSpQmM1h WFFwSUdWNF1XMXdiR1V3WmpBZkInZ3FoUU1IQVFFQKFUQV
RCZ2NxaFFNQOFpUUFCZ2dxaFFN SEFRRUNBZO5EQUFSQXVOL1F3MU1VCT1LUHFrZERDMN
hBRjNLN1R1ZOhmbzluNTI1RDJIZNW1G WMRENXB3ZjkwL2k0dkYwbUZtcjluzlJ3TVIQNG
8WUGCXbU9UNVJISYVhOWXIhTOJI3RENCAIRB ZEJINnT1ZIUTRFRMdRVTFmMSWVOMUhhUGJ3K1
hXVXpia®ora®hKvvQwQXdDd11EV1IWUEJBUURB ZOhHTUE4ROEXVWRFd1FJTUFZQkFmOE
NBUUV3ZmdZRFZSMEJCSGN3ZF1BVTFmSWVOMUhhUGJ3 K1hXVXpia®ora®hKVVQwQ2hXcV
JZTUZZeEtUQW5CZ2txaGt pRz13MEJIDUUVXR2tkdmMzUINN elF4TUMweU1ERX1RR1YOWV
cxd2JHVXVZM] LOTVNrdOp3WURWUVFERX1CSGIZTjBVakowTVRB dE1gQXhNaUFvTWpVMk
1HSNBKQ2tnW1hoaGJYQnNawWU1CQVRBS®JINZ3FoUULIQVFFREFNTKJIB RjVibTRCYKFSUJ
Z0SkxFb1dKa09zWVYzSGQ3alhRUWpEMONKCVFMbUhyejZUSTZYb2pkaC90 OGNrTOR2LZ
U4NO5TNS82S3NNNzd2YzZXaDkwTKFUMNMOPCOYNTA5Q2VydGlmawNhdGU+DQog ICAgIC
AgICA8L1g1MD1EYXRhPgOKICAGICAGPCILZX1IbmzZvPgOKICAgPCOTaWduYXR1cmuU+
DQ08L3Jvh3Q+

Signed XML document with GOST R 34.10-2012 algorithm and 256-bit
verification key in DEREncodedKeyValue

The X.509 certificate from Appendix A of [R1323565.1.023-2018] was
used.

The x-coordinate of verirification key:

Ox971566CEDA436EE7678F7EO7E84EBB7217406C0B4747AA8FD2AB1453C3DODFBA

The y-coordinate of verirification key:

OXAD58736965949F8E59830F8DE20FC6COD177F6AB599874F1E2E24FF71F9CEG43

Corresponding signature key:

OXBFCF1D623E5CDD3032A7C6EABB4A923C46E43D640FFEAAF2C3ED39A8FA399924

The k value:
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Ox5782C53F110C596F9155D35EBD25A06A89C50391850A8FEFE33BOE270318857C

The h-bar value:

0x054D1DABB161D63424F8DABB2800708BOOF78DA7582699E8F2F0OA521C7CE8144

The signed XML document:
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<?xml version="1.0" encoding="utf-8"?>
<root>
<DataToSign Id="ToSign">Data</DataToSign>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm=
"http://www.w3.0rg/TR/2001/REC-Xxml-c14n-
20010315"
/>
<SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34102012-gostr34112012-256"
/>
<Reference URI="#ToSign">
<Transforms>
<Transform Algorithm=
"http://www.w3.0rg/TR/2001/REC-xml-cl4n-
20010315"
/>
</Transforms>
<DigestMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34112012-256"
/>
<DigestValue>
9QLSXPP0o7L1X6IXqwzjcNDmbFuCCGivQls61hcPuITM=
</DigestVvalue>
</Reference>
</SignedInfo>
<SignatureVvalue>

2020

jcQIhWtWbTCV7bjFky5VGXXUFigc74FXRi791ZnFHK7pMjpeiN2H+3xyQ40//nz

siLn/ogqwzvu9zpaH3QOBPaw==
</SignaturevValue>
<KeyInfo>

<DEREncodedKeyValue xmlns="http://www.w3.0rg/2009/xmldsig11#">
MGYwHwYIKoUDBWEBAQEWEWYHKOUDAQIKAAYIKOUDBWEBAgIDQWAEQLYrfOMNT
FKvSj6pHRWtsQBdyu®70B36PZ+duQ9r0zZzhwXQ+acH/dP4uLxdJhzq/Z30cDG

D+KND4NZjp+UZW1zWKO=
</DEREncodedKeyValue>
</KeyInfo>
</Signature>
</root>

The base64-encoded signed XML document:
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77u/
PD94bwWwgdmVyc21vbj0iMS4wIiBlbmNvZGluZz0@idXRmLTgiPz48cm9vdD4NCiAgIDXE
YXRhVGO9TawWduIE1kPSJUb1NpZ24iPKkRhdGE8LORhdGFUb1NpZ24+DQogICA8U21nbmFad
XJ1 IHhtbG5zPSJodHRw0i8vd3d3LnczLm9yZy8yMDAwWLZzA5L3htbGRzawWcjIj4NCiAgI
CAgIDXT awduZWRJbmZvPgOKICAgICAgICAgPENhbm9uaWNhbG16YXRpb25NZXRob2QgQ
Wxnb3JpdGht PSJodHRw0i8vd3d3LnczLm9yZy9UUi8yMDAXL1JFQyl4bWwtYzEObiOyM
DAXMDMXNSIgLz4N CiAgICAgICAgIDxTawWduYXR1cmVNZXRob2QgQwxnb3JpdGhtPSJic
m46aWVvoZjpwYXJIhbXM6 eG1lsOm5z0OmNweGlsc2VjOmFsZ29yaXRobXM6Z229zdHIzZNDEwWM
jAXMi1nb3NOCjMOMTEYMDEY LTI1INiIgLz4NCiAgICAgICAgIDXSZWZlcmVuY2UgVvVJJP
SIjVG9TaWduIj4NCiAgICAgICAg ICAgIDxUcmFuc2Zvcml1zPgOKICAgICAgICAQICAQI
CAgPFRYyYW5zZm9ybSBBbGdvcm1l0aGO09 ImhOdHA6LY93d3cudzMub3JInL1RSLzIWMDEVU
kVDLXhtbC1jMTRULTIWMDEWMZE1IiAvPgOK ICAgICAQICAgICAgPCOUcmFuc2ZvcmilzP
gOKICAgICAgICAQICAgPERpPZ2VzdE11dGhvZCBB bGdvcml0aGe9InVybjppZXRmOnBhc
mFtczp4bwWw6bnM6eY3B4bWxzZWM6YWxnb3JpdGhtczpn b3NOCjMOMTEYMDEYLTIINiIgL
Z4NCiAgICAgICAQICAgIDXEaWd1lc3RWYWX1ZT45UUxzeFBQ bzdMbFg2SVhxd3pqYO5ED
WJIGAUNDR212UTFzN]jFOY1B1SVRNPTWVRG1NZXNOVmMFsdwWU+DQog ICAgICAQICA8L1J1Z
mVyZW5jZT4NCiAgICAgIDwvU21nbmVkSW5mbz4NCiAgICAgQIDxTawWdu YXR1cmVWYWx1Z
T5qY1FKaFdev2JuQ1Y3YmpGa3kldkdYWFVGawWdjNzRGWFJIpNz1sWm5GSEs3 cE1qcGVpT
jJIIKZN4eVEOTYy8vbnpzMUxuL29xd3p2dT16cGFIM1EWQ1BhdzO9PCOTaWduYXR1 cmvWY
WX1ZT4ANCiAgICAQIDXLZX1JIbmZvPgOKICAgICAQICAGPERFUKVUY29KZWRLZXIWYWX1 Z
SB4bWxucz0@iaHROcDovL3d3dy53My5vemcvMjAw0S94bwWxkc21nMTEJIj5NR113SHAZSU
tv VURCAOVCQVFFdOV3WUhLb1VEQWdJa®FBWU1Lb1VEQNdFQKFNSURRAOFFUUXYZjBNT1
RGS3ZT ajZwSFJ3dHNRQMR5dTA3b0IzN1BaK2R1UT1yT1poV1hRK2FjSCOKUDR1THhkSm
hacS9aMzBj REJEKOtORDROWmMpwK1VaV2x6VOswPTwVvREVSRW5]jb2R1ZEt1leVZhbHV1Pg
OKICAQICAQGPCIOL ZX1JbmZvPgOKICAgPCOTawduYXR1cmU+DQo8L3Jvb3Q+
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