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Introduction

This document specifies identifiers (see Section 3) for the
following Russian digital signature and hash algorithms (GOST
algorithms):

*GOST 34.11-2012 [GOST3411-2012] hash algorithm (the English
version can be found in [RFC6986]),

*GOST 34.10-2012 [GOST3410-2012] digital signature algorithm (the
English version can be found in [RFC7091]).

This document specifies identifiers (see Section 3.3) for GOST-based
HMAC transformations defined in the R 50.1.113-2016 [R501113-2016]
(the English version can be found in [RFC7836]).



These identifiers are meant to use in XML Digital Signature Syntax
(see [XMLDSIG]).

In addition, new methods of carrying GOST-based key material within
XML documents are defined (see Section 4).

Also included are namespace identifiers, prefixes and XML schema
definition required to make specification complete (see Section 2).

1.1. Requirements language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

2. XML Namespaces and Prefixes

This document uses XML elements from four different XML schemas (see
Table 1). Every XML schema is assigned to one XML namespace. The
following XML namespace identifier MUST be used as targetNamespace
in the XML schema preamble:

urn:ietf:params:xml:ns:cpxmlsec
The other XML namespaces are external. Their identifiers are
specified in XML schema preamble in corresponding attributes.
Table 1 lists full set of XML namespaces used in this document,

identifiers and assigned prefixes. Table 1 also defines
abbreviations for corresponding XML schemas.

R o oo Fomme oo g
| XML schema name | XML namespace identifier | Prefix | Re
e e Fommmm s +o-o--
| DS schema | http://www.w3.0rg/2000/09/xmldsig# | ds | [
e e Fomm oo g
| DSIG11 schema | http://www.w3.0rg/2009/xmldsigl1l# | dsigll | [
o e oo ST —— +o-o--
| XS schema | http://www.w3.0rg/2001/XMLSchema | XS | [XM
I I I | [XM
R e S T e
| CPXMLSEC schema | wurn:ietf:params:xml:ns:cpxmlsec | cpxmlsec | This
L T T L TR Fomm oo +o-o--

Table 1



Any element or attribute whose name starts with the prefix from the
Table 1 is considered to belong to the corresponding XML schema.
This document uses prefixes to prevent possible collisions with
elements of same names from different namespaces. Chosen prefixes
have no special meaning and MAY be replaced by others.

The CPXMLSEC schema extends DS schema to support GOST algorithms.
The CPXMLSEC schema uses XS schema elements (see [XMLSCHEMA-1] and
[XMLSCHEMA-27). The DS schema and DSIG11l schema definitions are
described in accordance with [XMLDSIG].

The subsequent CPXMLSEC schema preamble is to be used with XML
Schema definitions given in the remaining sections of this document.

<xs:schema
xmlns:cpxmlsec="urn:ietf:params:xml:ns:cpxmlsec"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:dsigll="http://www.w3.0rg/2009/xmldsigl1#"
targetNamespace="urn:ietf:params:xml:ns:cpxmlsec"
elementFormDefault="qualified"
version="0.4">

3. Using GOST Algorithms to Construct an XML Digital Signature
Elements
3.1. Hash Algorithm in DigestMethod Element

3.1.1. GOST R 34.11-2012 Algorithm with 256-bit Hash Code in
DigestMethod Element

For GOST R 34.11-2012 algorithm with 256-bit hash code the following
identifier MUST be used:

urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256

The following sample includes GOST R 34.11-2012 algorithm with 256-
bit hash code in ds:DigestMethod element:

<ds:DigestMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256" />

The hash code MUST be represented in little-endian and base64-
encoded [RFC4648], then it is included in the ds:DigestValue element
(see Section 4.4.3.6 of [XMLDSIG]).



3.1.2. GOST R 34.11-2012 Algorithm with 512-bit Hash Code in
DigestMethod Element

For GOST R 34.11-2012 algorithm with 512-bit hash code the following
identifier MUST be used:

urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512

The following sample includes GOST R 34.11-2012 algorithm with 512-
bit hash code in the ds:DigestMethod element:

<ds:DigestMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512" />

The hash code MUST be represented in little-endian and base64-
encoded [RFC4648], then it is included in the ds:DigestValue element
(see Section 4.4.3.6 of [XMLDSIG]).

3.1.3. GOST R 34.11-94 Algorithm in DigestMethod Element
The following identifier MUST be used for GOST R 34.11-94 algorithm
to provide backward compatibility:
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411
The ds:DigestMethod element MAY include a descendant element named
cpxmlsec:NamedParameters to specify hash algorithm parameters.

If present, hash algorithm parameters MUST be included in the "URI"
attribute of the cpxmlsec:NamedParameters element. Parameters are
indicated by 0IDs and MUST be formatted in accordance with
[REC3061]. 0IDs defined in section 8.2 of [RFC4357] MAY be used.

If the cpxmlsec:NamedParameters element is not included, id-
GostR3411-94-CryptoProParamSet (see [RFC4357]) MUST be presumed.

The cpxmlsec:NamedParameters element is described by the following

XML schema definition:

<xs:element name="NamedParameters"
type="cpxmlsec:NamedParametersType" />



The following sample includes GOST R 34.11-94 algorithm in the
ds:DigestMethod element:

<ds:DigestMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411">
<!-- id-GostR3411-94-CryptoProParamSet -->
<cpxmlsec:NamedParameters URI="urn:0id:1.2.643.2.2.30.1" />
</ds:DigestMethod>

The hash code MUST be represented in little-endian and base64-
encoded [RFC4648], then it is included in the ds:DigestValue element
(see Section 4.4.3.6 of [XMLDSIG]).

3.2. Signature Algorithm in SignatureMethod Element

3.2.1. GOST R 34.10-2012 Algorithm with 256-bit Key in SignatureMethod
Element

For GOST R 34.10-2012 algorithm with 256-bit private key the
following identifier MUST be used (without line break in the
identifier):

urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34112012-
256

The following sample includes GOST R 34.10-2012 algorithm with 256-
bit private key in the ds:SignatureMethod element (without line
break in the attribute value):

<ds:SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-
gostr34112012-256" />

Digital signature value MUST be represented in accordance with
[R1323565.1.023-2018] and base64-encoded [RFC4648], then it is
included in the ds:SignaturevValue element (see Section 4.3 of
[XMLDSIG]).

3.2.2. GOST R 34.10-2012 Algorithm with 512-bit Key in SignatureMethod
Element

For GOST R 34.10-2012 algorithm with 512-bit private key the
following identifier MUST be used (without line break in the
identifier):



urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34112012-
512

The following sample includes GOST R 34.10-2012 algorithm with 512-

bit private key in the ds:SignatureMethod element (without line
break in the attribute value):

<ds:SignatureMethod Algorithm=

"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-
gostr34112012-512" />

Digital signature value MUST be represented in accordance with
[R1323565.1.023-2018] and base64-encoded [REC4648], then it is

included in ds:SignatureValue element (see Section 4.3 of
[XMLDSIG]).

3.2.3. GOST R 34.10-2001 Algorithm in SignatureMethod Element

The following identifier MUST be used for GOST R 34.10-2001
algorithm to provide backward compatibility:

urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gostr3411

The following sample includes GOST R 34.10-2001 algorithm in the
ds:SignatureMethod element:

<ds:SignatureMethod Algorithm=

"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gostr3411"
/>

Digital signature value MUST be represented in accordance with
[R1323565.1.023-2018] and base64-encoded [REC4648], then it is

included in the ds:Signaturevalue element (see Section 4.3 of
[XMLDSIG]).

3.3. HMAC Algorithm in SignatureMethod Element

GOST R 34.11-2012 algorithm MAY be used in HMAC mechanism in

accordance with section 6.3.1 [XMLDSIG] and section 4.1.1
[R501113-2016].



3.3.1. GOST R 34.11-2012 algorithm with 256-bit key in SignatureMethod
Element

For GOST R 34.11-2012 algorithm with 256-bit hash code the following
identifier MUST be used:

urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-256

The following sample includes GOST R 34.11-2012 algorithm with 256-
bit hash code in the ds:SignatureMethod element:

<ds:SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-256"
/>

The HMAC_GOSTR3411 2012_256 algorithm result (section 4.1.1
[R501113-2016]) MUST be represented in little-endian and base64-
encoded [RFC4648], then it is included in the ds:SignatureVvalue
element (see Section 4.3 of [XMLDSIG]).

3.3.2. GOST R 34.11-2012 algorithm with 512-bit key in SignatureMethod
Element

For GOST R 34.11-2012 algorithm with 512-bit hash code the following
identifier MUST be used:

urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-512

The following sample includes GOST R 34.11-2012 algorithm with 512-
bit hash code in the ds:SignatureMethod element:

<ds:SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-512"
/>

The HMAC_GOSTR3411_2012_512 algorithm result (section 4.1.2
[R501113-2016]) MUST be represented in little-endian and base64-
encoded [RFC4648], then it is included in the ds:SignatureValue
element (see Section 4.3 of [XMLDSIG]).
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4.

4

Including GOST-based Key Material in XML Digital Signature

The information about GOST-based key material or HMAC symmetric key
MAY be included in XML digital signature in any way in accordance
with [XMLDSIG]. In addition, this document defines new ways to
enclose public keys of GOST algorithms: in descendants of the
dsigll:DEREncodedKeyValue element (see Section 4.5.9 of [XMLDSIG]),
in the ds:KeyValue element (see Section 4.2) and using the "Type"
atrribute of the ds:RetrievalMethod element (see Section 4.3).

1. Public Key in DEREncodedKeyValue Element

The dsigll:DEREncodedKeyValue element is a descendant of the
ds:KeyInfo (see Section 4.5 of [XMLDSIG]) element. To include the
public key and its parameters into the dsigll:DEREncodedKeyValue
element, the SubjectPublicKeyInfo structure MUST be used. This
structure MUST be encoded in accordance with [R1323565.1.023-2018].
Then this key material MUST be represented in accordance with
Section 4.5.9 of [XMLDSIG].

.2. Public Key in KeyValue Element

The ds:KeyValue element is a descendant of the ds:KeyInfo (see
Section 4.5 of [XMLDSIG]) element. This element contains the public
key and its parameters.

For GOST algorithms one of the following extra descendants MUST be
included in the ds:KeyValue element:

*cpxmlsec:GOSTR34102012-256-KeyValue element;
*cpxmlsec:GOSTR34102012-512-KeyValue element;
*cpxmlsec:GOSTR34102001KeyValue element.

The extended ds:KeyValue element is described by the following XML
schema definition:



<xs:element name="KeyValue" type="ds:KeyValueType" />

<xs:complexType name="KeyValueType" mixed="true">
<xs:choice>

<xs:element ref="ds:DSAKeyValue"/>

<xs:element ref="ds:RSAKeyValue"/>

<!-- <xs:element ref="cpxmlsec:GOSTR34102012-256-KeyValue "/>

<xs:element ref="cpxmlsec:GOSTR34102012-512-KeyValue "/>

<xs:element ref="cpxmlsec:GOSTR34102001KeyVvalue "/> -->

<!-- cpxmlsec:GOSTR34102012-256-KeyValue,
cpxmlsec:GOSTR34102012-512-KeyValue,

cpxmlsec:GOSTR34102001KeyValue will use the any element -->

<xs:any namespace="##other" processContents="lax"/>
</xs:choice>
</xs:complexType>

Each of cpxmlsec:GOSTR34102012-256-KeyValue,
cpxmlsec:GOSTR34102012-512-KeyValue and
cpxmlsec:GOSTR34102001KeyValue elements have
cpxmlsec:GOSTKeyValueType type (see schema definition below) and
MUST contain the following descendants:

*cpxmlsec:NamedCurve element - contains an elliptic curve
identifier;

*cpxmlsec:PublicKey element - contains a public key.

Each of cpxmlsec:NamedCurve and cpxmlsec:PublicKey elements belong

to cpxmlsec namespace. The cpxmlsec:NamedCurve element has
dsigll:NamedCurveType type. The cpxmlsec:PublicKey element has
dsigll:ECPointType type. Both types belong to DSIG1l1l schema
[XMLDSIG].

Each of cpxmlsec:GOSTR34102012-256-KeyValue,
cpxmlsec:GOSTR34102012-512-KeyValue and
cpxmlsec:GOSTR34102001KeyValue elements are described by the
following XML schema definition:



<xs:element name="GOSTR34102012-256-KeyValue"
type="cpxmlsec:GOSTKeyValueType" />

<xs:element name="GOSTR34102012-512-KeyValue"
type="cpxmlsec:GOSTKeyValueType" />

<xs:element name="GOSTR34102001KeyValue"
type="cpxmlsec:GOSTKeyValueType" />

<xs:complexType name="GOSTKeyValueType'">
<Xs:sequence>
<xs:element name="NamedCurve"
type="dsigll:NamedCurveType" />
<xs:element name="PublicKey"
type="dsigll:ECPointType" />
</Xs:sequence>
</xs:complexType>

Each of cpxmlsec:GOSTR34102012-256-KeyValue,
cpxmlsec:GOSTR34102012-512-KeyValue and
cpxmlsec:GOSTR34102001KeyValue elements MUST be represented in
accordance with Section 4.2.1-Section 4.2.3.

4.2.1. GOST R 34.10-2012 256-bit Public Key in GOSTR34102012-256-
KeyValue Element

The elliptic curve identifier (public key parameters) MUST be
included in the "URI" attribute of the cpxmlsec:NamedCurve element
(see Section 4.2). In case of public key parameters described by
0IDs they SHOULD be represented in accordance with [RFC3061]. 0ID
identifiers for GOST algorithms are defined in
[R1323565.1.023-2018].

The public key MUST be included in the cpxmlsec:GOSTR34102012-256-
KeyValue element. It MUST be represented in the same way as
subjectPublicKey field of SubjectPublicKeyInfo structure
[R1323565.1.023-2018] without enclosing in OCTET STRING and DER
encoding. This string MUST be base64-encoded [RFC4648] and included
in the cpxmlsec:GOSTR34102012-256-KeyValue element similar to the
ds:RSAKeyValue (see [XMLDSIG]). The XML schema of
cpxmlsec:GOSTR34102012-256-KeyValue and cpxmlsec:PublicKey elements
is defined in Section 4.2.

The following sample includes key material in the
cpxmlsec:GOSTR34102012-256-KeyValue element:



<cpxmlsec:GOSTR34102012-256-KeyValue>
<!-- id-tc26-gost-3410-2012-256-paramSetA -->
<cpxmlsec:NamedCurve URI="urn:o0id:1.2.643.7.1.2.1.1.1" />
<cpxmlsec:PublicKey>
<!-- The public key value -->
</cpxmlsec:PublicKey>
</cpxmlsec:GOSTR34102012-256-KeyValue>

4.2.2. GOST R 34.10-2012 512-bit Public Key in GOSTR341602012-512-
KeyValue Element

The elliptic curve identifier (public key parameters) MUST be
included in the "URI" attribute of the cpxmlsec:NamedCurve element
(see Section 4.2). In case of public key parameters described by
OIDs they SHOULD be represented in accordance with [RFC3061]. 0ID
identifiers for GOST algorithms are defined in
[R1323565.1.023-2018].

The public key MUST be included in cpxmlsec:GOSTR34102012-512-
KeyValue element. It MUST be represented in the same way as
subjectPublicKey field of SubjectPublicKeyInfo structure
[R1323565.1.023-2018] without enclosing in OCTET STRING and DER
encoding. This string MUST be base64-encoded [RFEC4648] and included
in the cpxmlsec:GOSTR34102012-512-KeyValue element similar to the
ds:RSAKeyValue (see [XMLDSIG]). The XML schema of
cpxmlsec:GOSTR34102012-512-KeyValue and cpxmlsec:PublicKey elements
is defined in Section 4.2.

The following sample includes key material in the
cpxmlsec:GOSTR34102012-512-KeyValue element:

<cpxmlsec:GOSTR34102012-512-KeyValue>
<!-- id-tc26-gost-3410-12-512-paramSetA -->
<cpxmlsec:NamedCurve URI="urn:o0id:1.2.643.7.1.2.1.2.1" />
<cpxmlsec:PublicKey>
<!-- The public key value -->
</cpxmlsec:PublicKey>
</cpxmlsec:GOSTR34102012-512-KeyValue>

4.2.3. GOST R 34.10-2001 Public Key in GOSTR34102001KeyValue Element

The elliptic curve identifier (public key parameters) MUST be
included in the "URI" attribute of the cpxmlsec:NamedCurve element
(see Section 4.2). In case of public key parameters described by
0IDs they SHOULD be represented in accordance with [RFC3061]. 0ID



identifiers for GOST algorithms are defined in section 8.4 of
[RFC4357].

The public key MUST be included in cpxmlsec:GOSTR34102001KeyValue
element. It MUST be represented in the same way as subjectPublicKey
field of SubjectPublicKeyInfo structure [R1323565.1.023-2018]
without enclosing in OCTET STRING and DER encoding. This string MUST
be base64-encoded [REC4648] and included in the
cpxmlsec:GOSTR34102001KeyValue similar to the ds:RSAKeyValue (see
[XMLDSIG]). The XML schema of cpxmlsec:GOSTR34102001KeyValue and
cpxmlsec:PublicKey elements is defined in Section 4.2.

The following sample includes key material in the
cpxmlsec:GOSTR34102001KeyValue element:

<cpxmlsec:GOSTR34102001KeyValue>
<!-- 1d-GOostR3410-2001-CryptoPro-A-ParamSet -->
<cpxmlsec:NamedCurve URI="urn:0id:1.2.643.2.2.35.1" />
<cpxmlsec:PublicKey>
<!-- The public key value -->
</cpxmlsec:PublicKey>
</cpxmlsec:GOSTR34102001KeyValue>

4.3. Public Key Reference in RetrievalMethod Element

The GOST public key MAY be referenced in the ds:RetrievalMethod

element. In this case the public key reference MUST be included in

the "URI" attribute. If the "Type" attribute is present one of the

following identifiers MUST be used.

For GOST R 34.10-2012 algorithm with 256-bit private key:
urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-256-keyvalue

For GOST R 34.10-2012 algorithm with 512-bit private key:
urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-512-keyvalue

For GOST R 34.10-2001 algorithm:

urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102001-keyvalue



5.

IANA Considerations

5.1. XML Sub-namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec

This section registers a new XML sub-namespace,
"urn:ietf:params:xml:ns:cpxmlsec" (see Section 2) per the guidelines
in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML: None. Namespace URIs do not represent an XML specification.

5.2. XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256" (see
Section 3.1.1) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:



<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=is0-8859-1"/>
<title>
GOST R 34.11-2012 algorithm with 256-bit hash code in
DigestMethod element
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.11-2012 algorithm with
256-bit hash code in DigestMethod element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256
</h2>
<p>
See Section 4.1.1 in
<a href="https://tools.ietf.org/html/draft-smirnov-xmldsig-0
draft-smirnov-xmldsig-05</a>.
</p>
</body>
</html>

5.3. XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512" (see
Section 3.1.2) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:



<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=is0-8859-1"/>
<title>
GOST R 34.11-2012 algorithm with 512-bit hash code in
DigestMethod element
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.11-2012 algorithm with
512-bit hash code in DigestMethod element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512
</h2>
<p>
See Section 4.1.2 in
<a href="https://tools.ietf.org/html/draft-smirn
draft-smirnov-xmldsig-05</a>.
</p>
</body>
</html>

5.4. XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411
This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411" (see Section
3.1.3) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:



<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=is0-8859-1"/>
<title>
GOST R 34.11-94 algorithm in DigestMethod element
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.11-94 algorithm in
DigestMethod element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411
</h2>
<p>
See Section 4.1.3 in
<a href="https://tools.ietf.org/html/draft-smirn
draft-smirnov-xmldsig-05</a>.
</p>
</body>
</html>

5.5. XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-
gostr34112012-256

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-
gostr34112012-256" (see Section 3.2.1) per the guidelines in
[RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-
gostr34112012-256

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:



<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=is0-8859-1"/>
<title>
GOST R 34.10-2012 algorithm with 256-bit key in
SignatureMethod element
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.10-2012 algorithm with
256-bit key in SignatureMethod element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gos
</h2>
<p>
See Section 4.2.1 in
<a href="https://tools.ietf.org/html/draft-smirn
draft-smirnov-xmldsig-05</a>.
</p>
</body>
</html>

5.6. XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-
gostr34112012-512

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-
gostr34112012-512" (see Section 3.2.2) per the guidelines in
[RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-
gostr34112012-512

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:



<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>

<meta http-equiv="content-type"

content="text/html;charset=is0-8859-1"/>
<title>
GOST R 34.10-2012 algorithm with 512-bit key in
SignatureMethod element

</title>
</head>
<body>

<h1>

Namespace identifier for GOST R 34.10-2012 algorithm with
512-bit key in SignatureMethod element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gos
</h2>
<p>
See Section 4.2.2 in
<a href="https://tools.ietf.org/html/draft-smirn
draft-smirnov-xmldsig-05</a>.

</p>
</body>
</html>

5.7. XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gostr3411

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gostr3411"
(see Section 3.2.3) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-
gostr3411

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML :



5.8.

<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=is0-8859-1"/>
<title>
GOST R 34.10-2001 algorithm in SignatureMethod element
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.10-2001 algorithm in
SignatureMethod element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gos
</h2>

<p>
See Section 4.2.3 in
<a href="https://tools.ietf.org/html/draft-smirn
draft-smirnov-xmldsig-05</a>.
</p>
</body>
</html>

XML Sub-Namespace Registration for

urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-256

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-256"
(see Section 3.3.1) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-
gostr34112012-256

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:



<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>

<meta http-equiv="content-type"

content="text/html;charset=is0-8859-1"/>
<title>
GOST R 34.11-2012 algorithm with 256-bit key in
SignatureMethod element

</title>
</head>
<body>

<h1>

Namespace identifier for GOST R 34.11-2012 algorithm with
256-bit key in SignatureMethod element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr3411201
</h2>
<p>
See Section 4.3.1 in
<a href="https://tools.ietf.org/html/draft-smirn
draft-smirnov-xmldsig-05</a>.

</p>
</body>
</html>

5.9. XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-512

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr34112012-512"
(see Section 3.3.2) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-
gostr34112012-512

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML :



<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=is0-8859-1"/>
<title>
GOST R 34.11-2012 algorithm with 512-bit key in
SignatureMethod element
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.11-2012 algorithm with
512-bit key in SignatureMethod element
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr3411201
</h2>
<p>
See Section 4.3.2 in
<a href="https://tools.ietf.org/html/draft-smirn
draft-smirnov-xmldsig-05</a>.
</p>
</body>
</html>

5.10. XML Sub-Namespace Registration for
urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-256-keyvalue

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-256-keyvalue"
(see Section 4.3) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-256-
keyvalue

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML :



5.11.

<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=is0-8859-1"/>
<title>
GOST R 34.10-2012 256-bit public key at external location
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.10-2012 256-bit
public key at external location
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-256-keyv
</h2>

<p>
See Section 5.3 in
<a href="https://tools.ietf.org/html/draft-smirn
draft-smirnov-xmldsig-05</a>.
</p>
</body>
</html>

XML Sub-Namespace Registration for

urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-512-keyvalue

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-512-keyvalue"
(see Section 4.3) per the guidelines in [RFC3688]:

URI: urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-512-
keyvalue

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:



5.12.

<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=is0-8859-1"/>
<title>
GOST R 34.10-2012 512-bit public key at external location
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.10-2012 512-bit
public key at external location
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102012-512-keyv
</h2>

<p>
See Section 5.3 in
<a href="https://tools.ietf.org/html/draft-smirn
draft-smirnov-xmldsig-05</a>.
</p>
</body>
</html>

XML Sub-Namespace Registration for

urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102001-keyvalue

This section registers a new XML sub-namespace identifier,
"urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102001-keyvalue" (see
Section 4.3) per the guidelines in [RFC3688]:

URI:

urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102001-keyvalue

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML:



<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.0rg/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=is0-8859-1"/>
<title>
GOST R 34.10-2001 public key at external location
</title>
</head>
<body>
<h1>
Namespace identifier for GOST R 34.10-2001 public
key at external location
</h1>
<h2>
urn:ietf:params:xml:ns:cpxmlsec:types:gostr34102001-keyvalue
</h2>
<p>
See Section 5.3 in
<a href="https://tools.ietf.org/html/draft-smirn
draft-smirnov-xmldsig-05</a>.
</p>
</body>
</html>

5.13. XML Schema Registration

This section registers an XML schema per the guidelines in
[RFC3688]:

URI: urn:ietf:params:xml:schema:cpxmlsec

Registrant Contact: Pavel Smirnov (spv@cryptopro.ru), Maria
Paramonova (mparamonova@cryptopro.ru).

XML: The XML schema can be found in Appendix A.
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Appendix A. CPXMLSEC XML Schema

<?xml version="1.0" encoding="UTF-8"?>
<!-- Declare helper entities to avoid overrunning right margin of text
while importing schemata.-->
<!DOCTYPE schema [
<!ENTITY xmldsiguri
"http://www.w3.0rg/TR/2008/REC-xmldsig-core-20080610">

1>

<xs:schema
xmlns:cpxmlsec="urn:ietf:params:xml:ns:cpxmlsec"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:dsigll="http://www.w3.0rg/2009/xmldsigl1#"
targetNamespace="urn:ietf:params:xml:ns:cpxmlsec"
elementFormDefault="qualified"
version="0.4">

<xs:import namespace="http://www.w3.0rg/2000/09/xmldsig#" />
<xs:import namespace="http://www.w3.0rg/2009/xmldsig11#" />

<xs:element name="NamedParameters"
type="cpxmlsec:NamedParametersType" />

<xs:complexType name='"NamedParametersType">
<xs:attribute name="URI" type="xs:anyURI" use="required" />
</Xxs:complexType>

<xs:complexType name="GOSTKeyValueType'">
<XSs:sequence>
<xs:element name="NamedCurve"
type="dsigll:NamedCurveType" />
<xs:element name="PublicKey" type="dsigll:ECPointType" />
</Xs:sequence>
</xs:complexType>

<xs:element name="GOSTR34102012-256-KeyValue"
type="cpxmlsec:GOSTKeyValueType" />

<xs:element name="GOSTR34102012-512-KeyValue"
type="cpxmlsec:GOSTKeyValueType" />

<xs:element name="GOSTR34102001KeyValue"
type="cpxmlsec:GOSTKeyValueType" />

</xs:schema>



Appendix B. Test Examples

Note: Line breaks in the coordinates, identifiers, XML elements or
in the attribute values MUST be ignored.

B.1. Signed XML document with GOST R 34.10-2012 algorithm and 256-bit
hash code in DigestMethod element

The following sample was constructed using the X.509 certificate
from Appendix A of [R1323565.1.023-2018].

X-coordinate of public key:

OXx971566CEDA436EE7678F7EQ7ES84EBB7217406C0B4747AA8FD2AB1453C3DODFBA

Y-coordinate of public key:

OXAD58736965949F8E59830F8DE20FC6COD177F6AB599874F1E2E24FF71F9CEG43

Corresponding private key (d):

OXBFCF1D623E5CDD3032A7C6EABB4A923C46E43D640FFEAAF2C3ED39A8FA399924

K value:

Ox5782C53F110C596F9155D35EBD25A06A89C50391850A8FEFE33BOE270318857C

H-bar value:

0x054D1DABB161D63424F8DABB2800708BOOF78DA7582699E8F2F0A521C7CE8144

Signed XML document:



<?xml version="1.0" encoding="utf-8"?>
<root>
<DataToSign Id="ToSign">Data</DataToSign>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm=
"http://www.w3.0rg/TR/2001/REC-Xxml-c14n-20010315"
/>
<SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-
gostr34112012-256"
/>
<Reference URI="#ToSign">
<Transforms>
<Transform Algorithm=
"http://www.w3.0rg/TR/2001/REC-xml-c14n-
20010315"
/>
</Transforms>
<DigestMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34112012-256"
/>
<DigestValue>
9QLsXPP0O7L1X6IXqwzjcNDmbFUCCGivQ1ls61hcPulTM=
</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>
jcQIhWtWbTCV7bjFky5VGXXUFigc74FXRi791ZnFHK7pMjpeiN2H+3xyQ40//n
zslln/oqwzvu9zpaH3QOBPaw==
</Signaturevalue>
<KeyInfo>
<KeyValue>
<GOSTR34102012-256-KeyValue xmlnhs=
"urn:ietf:params:xml:ns:cpxmlsec">
<NamedCurve URI="urn:0id:1.2.643.2.2.36.0" />
<PublicKey>
ut/QwiMUq9KPqkdHC2xAF3K7TugHfo9n525D2s5mFZdD5pwf90/i4v
FOMFMrOnfRwWMYP400Pg1mOn5R1aXNYrQ==
</PublicKey>
</GOSTR34102012-256-KeyValue>
</KeyValue>
</KeyInfo>
</Signature>
</root>



Base64-encoded signed XML document:

77u/
PD94bwWwgdmVyc21vbj0iMS4wIiBlbmNvZGluzz0@idXRmLTgiPz48cm9vdD4NCiAgIDXE
YXRhVGOTaWduIE1kPSJUb1NpZ24iPkRhdGE8BLORhAGFUb1NpZ24+DQogICA8U21nbmFO
dxJl
IHhtbG5zPSJodHRW0i8vd3d3LnczLm9yZy8yMDAwWLZzAS5L3htbGRzawWcjIj4NCiAgICAg
IDXT
aWduZwWRJbmZvPgOKICAgICAgICAgPENhbmOuaWNhbG16YXRpb25NZXRob2QgQwWxnb3Jp
dGht
PSJodHRw0i8vd3d3LnczLm9yZy9UUi8yMDAXL1JIFQy14bWwtYzEObiOyMDAXMDMXNSIg
Lz4N
CiAgICAgICAgIDxTawduYXR1cmVNZXRob2QgQwWxnb3JpdGhtPSJ1icm46awvezZjpwYXJIh
bXM6
eG1sOm5z0mNweG1lsc2VjomFsZ29yaXRobXM6Z229zdHIZNDEWMjAXMi1lnb3NOCjMOMTEY
MDEy
LTI1INiIgLz4NCiAgICAgICAQIDXSZWZ1lcmVuY2UgVVJIJIPSIjVGO9TaWduIj4NCiAgICAg
ICAg
ICAgIDxUcmFuc2Zvcm1zPgOKICAgICAgICAgQICAgICAgPFRYYW52Zm9ybSBBbGdvemlo
aGo9
ImhOdHA6LY93d3cudzMub3JInL1RSLzIWMDEVUKVDLXhtbC1jMTRULTIWMDEWMZE1IiAV
PgoK
ICAgICAgICAgICAgPCOUCmFuc2Zvem1zPgOKICAgICAgICAgICAgPERPZ2VZzdE11dGhy
ZCBB
bGdvcm1leaGe9InVybjppZXRmOnBhcmFtczp4bWw6bnM6EY3B4bWxzZWM6YWxnb3JpdGht
czpn
b3NOCjMOMTEYMDEYLTIINiIgLZz4NCiAgICAgICAQICAgIDXEaWd1c3RWYWXx1ZT45UUxz
eFBQ
bzdMbFg2SVhxd3pqYO5EbWIGAUNDR212UTFzNjFOoY1B1SVRNPTwWVRG1NZXNOVmMFsdwU+
DQog
ICAQICAQICA8L1J1ZmVYyZW5jZT4NCiAgICAgIDwvU21nbmVkSW5mbz4NCiAgICAgIDXT
awdu
YXR1cmVWYWX1ZT5qY1FKaFdev2JuQ1Y3YmpGa3k1ldkdYWFVGaWd jNzRGWFJIpNz1sWm5G
SEs3
CE1qcGVpTjJIIKzN4eVEOTYy8vbnpzMUxuL29xd3p2dT16cGFIM1EWQ1Bhdz09PC9Tawdu
YXR1
CMVWYWx1ZT4NCiAgICAgIDxLZX1JIbmZvPgOKICAgICAgICAgPEt1eVZhbHV1PgOKICAg
ICAgQ
ICAQICAgPEdPU1RSMzQXMDIWMTItMjU2LUt1eVZhbHV1IHhtbG5zPSJ1cm46aWVvoZjpw
YXJh
bXM6eG1s0m5z0mNweG1lsc2VjIj4NCiAgICAgICAgQICAgICAgIDXOYW11ZEN1cnZ1IFVS
STO1
dXJuOm9pZDoxLjIuNjQzLjIuMi4zNi4wIiAvPgOKICAgICAgICAgICAgICAgPFBLYmXp
Yotl
eT51dC9RdzFNVXE5S1Bxa2RIQzJ4QUYzSzdUdwWdIZm85bjUyNUQyczVtR1pkRDVwd2Y5
MC9p
NHZGMG1GbXI5bmZSdO1ZUDRVMFBNMW1PbjVSbGFYT11yUTO9PC9QdWJIsaWNLZXk+DQog
ICAg
ICAgICAQICA8LOAPU1RSMzQXMDIWMTItM]jU2LUt1eVZhbHV1PgOKICAgICAgICAgPCIOL



ZX1W
YWX1ZT4NCiAgICAQIDWVS2V5SW5mbz4NCiAgIDwvU21nbmFOdXJI1PgOKPC9yb290Pg==

B.2. Signed XML document with GOST R 34.10-2012 algorithm and 512-bit
hash code in DigestMethod element

The following sample was constructed using the X.509 certificate
from Appendix A of [R1323565.1.023-2018].

X-coordinate of public key:

Ox07134627CE7FC6770953ABA4714B38AF8DE764B8870A502C2F4CC2D05541459A18DA3B
9D4EBCO9BCOG6CB2EA1856A03747561CF04C34382111539230A550F1913

Y-coordinate of public key:

OX7EO8A434CB2FA300F8974E3FF69A4BCDF36B6308E1D7A56144693A35E11CBD14D50291
6EG68OE35FE1EGABBA85BD4DAE7065308B16B1CCABFE3D91CEOG655BOFFD

Corresponding private key (d):

Ox3FCO1CDCD4EC5F972EB482774C41E66DB7F380528DFEQE67992BA05AEE462435757530
E641077CE587B976C8EEB48C48FD33FD175FOC7DEGA44EQ14EGBCBO74B

K value:

OXx72ABB44536656BF1618CE10BF7EADD40582304A51EE4E2A25A0A32CBOE773ABB23B7D8
FDDS8FASEEE91B4AE452F2272C86E1E2221215D405F51B5D5015616E1F6

H-bar value:

OXx33DEF8422879AA68482339BC65ESDCA9ASD77E80C5C0371DB13D3B88F4CCASAS89EDICE
85849231DD61B35E4B47A3722317663859A2BEO88C1BB6EEC87410DAF2

Signed XML document:



<?xml version="1.0" encoding="utf-8"?>
<root>
<DataToSign Id="ToSign">Data</DataToSign>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm=
"http://www.w3.0rg/TR/2001/REC-Xxml-c14n-20010315"
/>
<SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34102012-gostr34112012-512"
/>
<Reference URI="#ToSign">
<Transforms>
<Transform Algorithm=
"http://www.w3.0rg/TR/2001/REC-xml-c14n-
20010315"
/>
</Transforms>
<DigestMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34112012-512"
/>
<DigestValue>
wiOFD9D7zKHN1058t/9tUtCJA5Z09vmDhM1t3HIkyXZvQXIp5PE+tXwsI
AVfUIOULVGTFXAZ1wuHTB+qD5s549==
</DigestVvalue>
</Reference>
</SignedInfo>
<SignaturevValue>
dn+owWg6n3wJ20kBmO1GVURC4SuUZ3h3nKXYWy4uHdmeS2n1TINWFKca4fTBlc+fp
NCS8IEVNFX25Ndh4UXJLLN12/LOwtancFiA+xRYzFgzUGW+pWIfyfvBdsSspbwe
ZyJUWajgN31DRzZDchycEApN1gDpTtes8BpNrXSh+Cpg+c=
</SignaturevValue>
<KeyInfo>
<KeyValue>
<GOSTR34102012-512-KeyValue xmlns=
"urn:ietf:params:xml:ns:cpxmlsec">
<NamedCurve URI="urn:0id:1.2.643.7.1.2.1.2.2" />
<PublicKey>
ExkPVQojORURgkPDBM9hdXQDaoWhLssGvAmM8TpO72hiaRUFVOMJIMLY
XQCoe4Z0eNrzhLcaSrUwl3xn/0JOYTB/OPW2XgHNNnjv8oca7EIUwbn
2tRbqLtqHv41DmhukQLVFLOc4TU6aURhpdfhCGNr881LmvY/Tpf4AK
MvyzSkCH4=
</PublicKey>
</GOSTR34102012-512-KeyValue>
</KeyValue>
</KeyInfo>



</Signature>
</root>



Base64-encoded signed XML document:

77u/
PD94bwWwgdmVyc21vbj0iMS4wIiBlbmNvZGluzz0@idXRmLTgiPz48cm9vdD4NCiAgIDXE
YXRhVGOTaWduIE1kPSJUb1NpZ24iPkRhdGE8BLORhAGFUb1NpZ24+DQogICA8U21nbmFO
dxJl
IHhtbG5zPSJodHRW0i8vd3d3LnczLm9yZy8yMDAwWLZzAS5L3htbGRzawWcjIj4NCiAgICAg
IDXT
aWduZwWRJbmZvPgOKICAgICAgICAgPENhbmOuaWNhbG16YXRpb25NZXRob2QgQwWxnb3Jp
dGht
PSJodHRw0i8vd3d3LnczLm9yZy9UUi8yMDAXL1JIFQy14bWwtYzEObiOyMDAXMDMXNSIg
Lz4N
CiAgICAgICAgIDxTawduYXR1cmVNZXRob2QgQwWxnb3JpdGhtPSJ1icm46awvezZjpwYXJIh
bXM6
eG1sOm5z0mNweG1lsc2VjomFsZ29yaXRobXM6Z229zdHIZNDEWMjAXMi1lnb3NOCjMOMTEY
MDEy
LTUXMiIgLz4NCiAgICAgICAQIDXSZWZ1lcmVuY2UgVVJIJIPSIjVGOTawduIj4NCiAgICAg
ICAg
ICAgIDxUcmFuc2Zvcm1zPgOKICAgICAgICAgQICAgICAgPFRYYW52Zm9ybSBBbGdvemlo
aGo9
ImhOdHA6LY93d3cudzMub3JInL1RSLzIWMDEVUKVDLXhtbC1jMTRULTIWMDEWMZE1IiAV
PgoK
ICAgICAgICAgICAgPCOUCmFuc2Zvem1zPgOKICAgICAgICAgICAgPERPZ2VZzdE11dGhy
ZCBB
bGdvcm1leaGe9InVybjppZXRmOnBhcmFtczp4bWw6bnM6EY3B4bWxzZWM6YWxnb3JpdGht
czpn
b3NOCjMOMTEYMDEYLTUXMiIgLz4NCiAgICAgICAgICAgIDXEaWd1c3RWYWXx1ZT53aU9G
RD1E
N3pLSE5sbzU4dC85dFVOQOPBNVPPOXZtRGhNbHQzSElreVhadlF4SXA1UEUrdHh3cO1B
VmzvVv
SU9VTHZHVEZ4QVpsd3VIVEIrcUQ1lczU0ZzO9PC9EaWd1c3RWYWX1ZT4NCiAgICAQICAg
IDwv
UmVmzZXJ1bmN1PgOKICAgICAgPCOTawduZwWRJIbmZvPgOKICAgICAgPFNpZ25hdHVYyZVZh
bHV1
PmMRUK29XZzZuM3dKMjBrQm1PMUd2VVJjNFN1WjNOM25LWF1XeTR1SGRtZVMybmxUbE5X
Rktj
YTRmVEJsYytmcG5DUzhJRVZOR1gyNUSkaDRVWEPMTES5SMi9MMHAOYWS5 jRM1BK3hSWXpG
Z3pV
RicrcFdJZnlmdkJkc1NzcGI3ZVp5S1VXYWpXTjNSRFJaRGNoeWNFQXBObHFECFROZXM4
QnBO
clhTaCtDcGecrYz08L1NpZ25hdHVYyZVZhbHV1PgOKICAgICAgPEtleUluzm8+DQogICAg
ICAgQ
ICA8S2V5VmFsdWU+DQogICAgICAgGICAQICASROOTVFIZNDEWMjAXMiQIMTItS2V5VmFs
dwug
eG1sbnM9InVybjppZXRmOnBhcmFtczp4bWw6bnM6Y3B4bWxzZWMiPgOKICAgICAgICAgQ
ICAgQ
ICAgPE5hbWVkQ3VydmUgVvVJJIPSJ1cm46b21k0jEUMi42NDMUNy4xLjIuMS4yLjIiIC8+
DQog
ICAgQICAQICAgICAQICA8UHVibG1jS2V5PkV4alBWUW9QqT1JVUmdrUERCTT10ZFhRRGFV



V2hM
Cc3NHdkFtOFRwWMDcyaGlhUlVGVjBNSk1MeXhRQ291NFpPZU5yemhMY2FTc1lV3bDN4bi9P
SjBZ
VEIVMFBXM1hnSE5uanY4b2NhNOVJIVXdibjJOUmMIXTHRXSHYOMURtaHVrUUXWRkwwYzRU
VTZh
VVJOCGRMaENHTNI40DFMbXZZL1RWZjRBS012eXpTaONINDO8L1B1YmxpYOt1leT4NCiAg
ICAg
ICAgICAgIDWVROITVFIZNDEWMjAXMiOIMTItS2V5VmFsdwWU+DQogICAgICAgICASLOtL
eVzh
bHV1PgOKICAQICAQgPCIOLZX1JbmZvPgOKICAgPCOTaWduYXR1cmU+DQo8L3Jvh3Q+

B.3. Signed XML document with GOST R 34.10-2001 algorithm in
SignatureMethod element

The following sample was constructed using the X.509 certificate

from section 4.2 of [REC4491].

X-coordinate of public key:

Ox577E324FE70OF2B6DF45C437A0305E5FD2C89318C13CD0875401A026075689584

Y-coordinate of public key:

OX601AEACABC660FDFBOCBC7567EBBAGEASDE4OFAE857COADOO38895B916CCEBSF

Corresponding private key (d):

OXOB293BEO50DOO82BDAE785631A6BAB68F35B42786D6DDAS6AFAF169891040F77

K value:

Ox5782C53F110C596F9155D35EBD25A06A89C50391850A8FEFE33BOE270318857C

H-bar value:

OXEF3E03620C2BOE8S7E43F503A839AB7868071EA28CA38AABDI915D56A5F74400F4

Signed XML document:



<?xml version="1.0" encoding="utf-8"?>
<root>
<DataToSign Id="ToSign">Data</DataToSign>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm=
"http://www.w3.0rg/TR/2001/REC-Xxml-c14n-20010315"
/>
<SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34102001-gostr3411"
/>
<Reference URI="#ToSign">
<Transforms>
<Transform Algorithm=
"http://www.w3.0rg/TR/2001/REC-xml-c14n-
20010315"
/>
</Transforms>
<DigestMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr3411"
/>
<DigestValue>
FVQbzF2djfNNJO3JGOOLTSOD1ZkibTcUmF2DS4nnuPY=
</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>
n2UHtdu25fPzJINYyo0jbNTq52V1D3UBVQqI5SxNhdYopDpMjpeiN2H+3xyQ40//nz
slLn/ogqwzvu9zpaH3QOBPaw==
</Signaturevalue>
<KeyInfo>
<KeyValue>
<GOSTR34102001KeyValue xmlns=
"urn:ietf:params:xml:ns:cpxmlsec">
<NamedCurve URI="urn:0id:1.2.643.2.2.36.0" />
<PublicKey>
hJVodWACGKB1CMOTjDGJLP31BQN6Q1z0bSsP508yfleP68wWuZWIA9
CafIwWuD+SN6qga7flbHy7DfD2a8yuoaYA==
</PublicKey>
</GOSTR34102001KeyValue>
</KeyValue>
</KeyInfo>
</Signature>
</root>



Base64-encoded signed XML document:

77u/
PD94bwWwgdmVyc21vbj0iMS4wIiBlbmNvZGluzz0@idXRmLTgiPz48cm9vdD4NCiAgIDXE
YXRhVGOTaWduIE1kPSJUb1NpZ24iPkRhdGE8BLORhAGFUb1NpZ24+DQogICA8U21nbmFO
dxJl
IHhtbG5zPSJodHRW0i8vd3d3LnczLm9yZy8yMDAwWLZzAS5L3htbGRzawWcjIj4NCiAgICAg
IDXT
aWduZwWRJbmZvPgOKICAgICAgICAgPENhbmOuaWNhbG16YXRpb25NZXRob2QgQwWxnb3Jp
dGht
PSJodHRw0i8vd3d3LnczLm9yZy9UUi8yMDAXL1JIFQy14bWwtYzEObiOyMDAXMDMXNSIg
Lz4N
CiAgICAgICAgIDxTawduYXR1cmVNZXRob2QgQwWxnb3JpdGhtPSJ1icm46awvezZjpwYXJIh
bXM6
€G1sOm5z0mNweG1lsc2VjOomFsZ29yaXRobXM6Z229zdHIzZNDEWMjAWMS1nb3NOCjMOMTEL
IC8+
DQogICAgICAQICA8UMVMZXJ1bmNIIFVSSTOiI1RvU21nbiI+DQogICAgICAgICAgICAS
VHJh
bnNmb3Jtcz4NCiAgICAQICAgICAgICAgIDXxUcmFuc2ZvemOgQwWxnb3JpdGhtPSJodHRw
0i8v
d3d3LnczLm9yZy9UUi8yMDAXL1JFQy14bWwtYzEObiOYMDAXMDMXNSIgLZz4NCiAgICAg
ICAg
ICAgIDwvVHJIhbnNmb3Jtcz4NCiAgICAgICAgICAgIDxEawdlc3RNZXRob2QgQWxnb3Jp
dGht
PSJ1cm46awVvezZjpwYXJIhbXM6eG1lsOm5z0mNweGlsc2VjOmFsZ29yaXRobXM6Z229zdHIz
NDEX
IiAVPgOKICAQICAgICAQICAQPERpPZ2VZzdFZhbHV1PkZWUWJI6Rj JkamZOTKkpPMOpPHMESOM
ZINP
RGxaa2liVGNVbUYYRFMObm51UFKk9PC9EawWd1c3RWYWX1ZT4NCiAgICAgICAgIDwvUMVM
ZXJ1
bmN1PgOKICAgICAgPCITaWduZWRJIbmZvPgOKICAgICAgPFNpZ25hdHVyZVZhbHV1Pm4y
VUho
ZHUYNWZQekpOwX1vamJOVHE1M1YXRDNVQ1lZRcUk1leE50ZF1vCERWTWpwWZW10OMkgrM3hs
UTRP
Ly9uenMxTG4vb3F3enZ10XpwYUgzUTBCUGF3PTO8L1NpZ25hdHVYyZVZhbHV1PgOKICAgQ
ICAg
PEtleUluZm8+DQogICAgICAgICA8S2V5VmFsdwWU+DQogICAgICAgICAgICASROOTVFIZ
NDEw
MjAwWMUt1leVZhbHV1IHhtbG5zPSJ1cm46awWVezZjpwYXIhbXM6eG1sOm5z0mNweGlsc2Vj
Ij4N
CiAgICAgICAgICAgICAgIDXOYW11ZEN1cnZ1IFVSSTOidXJuOm9pzDoxLjIuNjQzLjIu
Midz
Ni4wIiAvPgOKICAgICAgICAgICAgICAgPFB1YmxpYOtleT50S1ZvZFdBQOdrQjFDTTBU
akRH
SkxQM2XxCUU42UTF6MGJITC1A1MDh5Zmx1UDY4d1d1wW1dJQT1DYWZJIV3VEKINONNFhN2Zs
Ykh5
NORMRDJhOH11b2FZQTO9PC9QdWJIsaWNLZXk+DQogICAgICAgICAgICA8LOAPULRSMzQx
MDIw



MDFLZX1WYWXx1ZT4NCiAgICAgICAQIDwvS2V5VmFsdWU+DQogICAgICA8LOtleUluzZm8+
DQog ICA8L1NpZ25hdHVYZT4NCjwvcm9vdD4=

B.4. Signed XML document with X.509 certificate in KeyInfo element

The following sample was constructed using the X.509 certificate
from Appendix A of [R1323565.1.023-2018].

X-coordinate of public key:

OX971566CEDA436EE7678F7EQO7ES84EBB7217406C0B4747AA8FD2AB1453C3DODFBA

Y-coordinate of public key:

OXAD58736965949F8E59830F8DE20FC6COD177F6AB599874F1E2E24FF71F9CEG43

Corresponding private key (d):

OXBFCF1D623E5CDD3032A7C6EABB4A923C46E43D640FFEAAF2C3ED39A8FA399924

K value:

Ox5782C53F110C596F9155D35EBD25A06A89C50391850A8FEFE33BOE270318857C

H-bar value:

0x054D1DABB161D63424F8DABB2800708BOOF78DA7582699E8F2FOA521C7CE8144

Signed XML document:



<?xml version="1.0" encoding="utf-8"?>

<root>

<DataToSign Id="ToSign">Data</DataToSign>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<SignedInfo>
<CanonicalizationMethod Algorithm=
"http://www.w3.0rg/TR/2001/REC-Xxml-c14n-20010315"

<SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34102012-gostr34112012-256"

<Reference URI="#ToSign">
<Transforms>

<Transform Algorithm=
"http://www.w3.0rg/TR/2001/REC-xml-c14n-
20010315"

/>

</Transforms>
<DigestMethod Algorithm=

"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34112012-256"

<DigestValue>

9QLSXPP0O7L1X6IXqwzjcNDmbFuCCGivQ1ls61hcPuITM=

</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>
jcQIhWtWbTCV7bjFky5VGXXUFigc74FXRi791ZnFHK7pMjpeiN2H+3xyQ40//nz
slLn/ogqwzvu9zpaH3QOBPaw==
</Signaturevalue>
<KeyInfo>
<X509Data>
<X509Certificate>

MIICYjCCAg+gAwIBAgIBATAKBggqhQMHAQEDA]BWMSKkwJIwYJKoZIhveNA
QkBFhpHb3NOUjMOMTAtMjAXMkBleGFtcGx1LmNVbTEpMCCcGALUEAXMgR2
9zdFIZNDEWLTIWMTIgKDI1NiBiaXQpIGV4YW1wbGUWHhCNMTMXMTALIMTQ
WMjM3WhcNMzAXMTAXMTQWMjM3WjBWMSkwJwY JKoZIhvcNAQkBFhpHb3NO
UjMOMTAtMjAXMkBleGFtcGx1LmNVbTEpMCCcGALIUEAXMgR29zdFIZNDEWL
TIWMTIgKDI1INiBiaXQpIGV4YW1wbGUwZjAfBggqhQMHAQEBATATBgcqhQ
MCA1QABggqhQMHAQECAgNDAARAUt /QwiMUGOKPgkdHC2XAF3K7TugHf09
Nn525D2s5mFZdD5pwf90/1i4vFOmMFmrOnfRWMYP400Pg1mOn5R1aXNYraoB
wDCBVTAdBgNVHQ4EFgQU1fIeN1HaPbw+XWUzbkJ+kHJUTOAWCWYDVROPB
AQDAgHGMA8GA1UdJEWQIMAYBAT8CAQEWTgYDVROBBHcwdYAU1fIeN1HaPb
w+XWUzbkJ+kHIJUTOChWQRYMFYXKTANBgkghkiGO9wOBCQEWGKdvCc3RSMzQ
XMCOYMDEYQGV4YW1wbGUuUY29tMSkwJIwYDVQQDEYBHb3NOUjMOMTALM]AX
MiAoMjU2IGIpdCkgZXhhbXBsZYIBATAKBggqhQMHAQEDAgGNBAF5bm4BbA



RR6hJLEOWJkOsYV3HA7kXQQjz3CdgqQfmHrz6TI6Xojdh/t8ckODv/587N
S5/6KsM77vc6WhOONAT2s=
</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
</root>



Base64-encoded signed XML document:

77u/
PD94bwWwgdmVyc21vbj0iMS4wIiBlbmNvZGluzz0@idXRmLTgiPz48cm9vdD4NCiAgIDXE
YXRhVGOTaWduIE1kPSJUb1NpZ24iPkRhdGE8BLORhAGFUb1NpZ24+DQogICA8U21nbmFO
dxJl
IHhtbG5zPSJodHRW0i8vd3d3LnczLm9yZy8yMDAwWLZzAS5L3htbGRzawWcjIj4NCiAgICAg
IDXT
aWduZwWRJbmZvPgOKICAgICAgICAgPENhbmOuaWNhbG16YXRpb25NZXRob2QgQwWxnb3Jp
dGht
PSJodHRw0i8vd3d3LnczLm9yZy9UUi8yMDAXL1JIFQy14bWwtYzEObiOyMDAXMDMXNSIg
Lz4N
CiAgICAgICAgIDxTawduYXR1cmVNZXRob2QgQwWxnb3JpdGhtPSJ1icm46awvezZjpwYXJIh
bXM6
eG1sOm5z0mNweG1lsc2VjomFsZ29yaXRobXM6Z229zdHIZNDEWMjAXMi1lnb3NOCjMOMTEY
MDEy
LTI1INiIgLz4NCiAgICAgICAQIDXSZWZ1lcmVuY2UgVVJIJIPSIjVGO9TaWduIj4NCiAgICAg
ICAg
ICAgIDxUcmFuc2Zvcm1zPgOKICAgICAgICAgQICAgICAgPFRYYW52Zm9ybSBBbGdvemlo
aGo9
ImhOdHA6LY93d3cudzMub3JInL1RSLzIWMDEVUKVDLXhtbC1jMTRULTIWMDEWMZE1IiAV
PgoK
ICAgICAgICAgICAgPCOUCmFuc2Zvem1zPgOKICAgICAgICAgICAgPERPZ2VZzdE11dGhy
ZCBB
bGdvcm1leaGe9InVybjppZXRmOnBhcmFtczp4bWw6bnM6EY3B4bWxzZWM6YWxnb3JpdGht
czpn
b3NOCjMOMTEYMDEYLTIINiIgLZz4NCiAgICAgICAQICAgIDXEaWd1c3RWYWXx1ZT45UUxz
eFBQ
bzdMbFg2SVhxd3pqYO5EbWIGAUNDR212UTFzNjFOoY1B1SVRNPTwWVRG1NZXNOVmMFsdwU+
DQog
ICAQICAQICA8L1J1ZmVYyZW5jZT4NCiAgICAgIDwvU21nbmVkSW5mbz4NCiAgICAgIDXT
awdu
YXR1cmVWYWX1ZT5qY1FKaFdev2JuQ1Y3YmpGa3k1ldkdYWFVGaWd jNzRGWFJIpNz1sWm5G
SEs3
CE1qcGVpTjJIIKzN4eVEOTYy8vbnpzMUxuL29xd3p2dT16cGFIM1EWQ1Bhdz09PC9Tawdu
YXR1
CMVWYWx1ZT4NCiAgICAgIDxLZX1JIbmZvPgOKICAgICAgICAgPFgIMD1EYXRhPgOKICAQ
ICAgQ
ICAQICAgPFg1MD1DZXJ0aWZpY2FOZT5NSULDWWPDQOFNK2dBdO1CQWdJIQKkFUQUtCZ2dx
aFFN
SEFRRURBakJXTVNrdoOp3wUpLblpJaHZjTkFRa®JGaHBIYjNOMFVQTTBNVEFOTWpBeELr
Qmx1
ROZOYOd4bEXtTNZiVEVWTUNjROEXVUVBEE1NUjI5emRGSXpOREV3TFRIAOLIUSWALREKX
TmlC
aWFYUXBJR1YOWVcxd2JHVXdIaGNOTVRNeE1UQTFNVFF3TWpNM1doYO5NekFA4TVRBeE1U
UXdN
ak0zVv2pCve1Ta3dKd11KS29aSWh2YO5BUWt CRmhwSGIzTjBVakOwTVRBAEL1qQXhNa@Js
ZUudG
dGNHeGxMbU52Y1RFcE1DYOdBMVVFQXhNZ1IyOXpkRk16TKRFAOXUSXANVELNSORIMUSp



Qmlh
WFFWSUdWNF1XMXdiR1V3WmpBZkJInZ3FoUU1IQVFFQkFUQVRCZ2NxaFFNQOFpUUFCZ2dx
aFFN
SEFRRUNBZO5EQUFSQXVOL1F3MU1VCT1LUHFrZEhDMNhBRJNLN1R1ZOhmbz1uNTI1RDJZ
NW1G
WMRENXB3ZjkwL2k@dkYwbUZtcjluz1lJI3TVIQNG8wWUGCXbUSUNVJISYVhOWXJIhTOJI3RENC
d1RB
ZEJNT1ZIUTRFRMARVTFMSWVOMUhhUGJ3K1hXVXpia®ora®hkKvvQwQXdDd11EV1IWUEJB
UURB
ZOhHTUE4ROEXVWRFA1FJTUFZQkFmMOENBUUV3ZmdZRFZSMEJCSGN3ZF1BVTFmSWVOMUhh
UGJ3
K1hXVXpia@ora®hKvvQwQ2hXcVJZTUZZeEtUQW5CZ2txaGtpRz13MEJDUUVXR2tkdmMz
UINN
elFATUMweU1ERX1RR1YOWVcXxd2JHVXVZM]1OTVNrdOp3WURWUVFERX1CSGIZTjBVakow
TVRB
dE1gQXhNaUFvTWpVMk1HSNnBkQ2tnwWlhoaGJYQnNawWU1CQVRBSOJInZ3FoUU1IQVFFREFN
TkJB
RjVibTRCYKFSUjZoSkxFb1dKa®9zWVYzSGQ3alhRUWp6EMONkcVFmbUhyejZUSTZYb2pk
aCoo
OGNrTOR2LZU4NO5TNS82S3NNNzd2YzZXaDkwTkFUMNMOPCOYNTA5Q2VydGlmawWNhdGU+
DQog
ICAQICAgICA8L1g1IMDIEYXRhPQOKICAQICAgPCOLZX1JbmZvPgOKICAgPCOTawWduYXR1
cmU+ DQo8L3Jvb3Q+

B.5. Signed XML document with GOST R 34.10-2012 algorithm and 256-bit
public key in DEREncodedKeyValue

The following sample was constructed using the X.509 certificate
from Appendix A of [R1323565.1.023-2018].

X-coordinate of public key:

Ox971566CEDA436EE7678F7EO7E84EBB7217406C0B4747AA8FD2AB1453C3DODFBA

Y-coordinate of public key:

OXAD58736965949F8E59830F8DE20FC6COD177F6AB599874F1E2E24FF71F9CE6G43

Corresponding private key:

OXBFCF1D623E5CDD3032A7C6EABB4A923C46E43D640FFEAAF2C3ED39A8FA399924

K value:



Ox5782C53F110C596F9155D35EBD25A06A89C50391850A8FEFE33BOE270318857C

H-bar value:

0x054D1DABB161D63424F8DABB2800708BOOF78DA7582699E8F2FOA521C7CE8144

Signed XML document:



<?xml version="1.0" encoding="utf-8"?>
<root>
<DataToSign Id="ToSign">Data</DataToSign>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm=
"http://www.w3.0rg/TR/2001/REC-Xxml-c14n-
20010315"
/>
<SignatureMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34102012-gostr34112012-256"
/>
<Reference URI="#ToSign">
<Transforms>
<Transform Algorithm=
"http://www.w3.0rg/TR/2001/REC-xml-cl14n-
20010315"
/>
</Transforms>
<DigestMethod Algorithm=
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34112012-256"
/>
<DigestValue>
9QLsXPP0O7L1X6IXqwzjcNDmbFUCCGivQ1ls61hcPulTM=
</DigestVvalue>
</Reference>
</SignedInfo>
<SignaturevValue>
jcQIhWtWbTCV7bjFky5VGXXUFigc74FXRi791ZnFHK7pMjpeiN2H+3xyQ40//nz
sllLn/ogqwzvu9zpaH3QOBPaw==
</Signaturevalue>
<KeyInfo>
<DEREncodedKeyValue xmlns="http://www.w3.0rg/2009/xmldsig11#">
MGYwHwYIKoUDBWEBAQEWEWYHKOUDAQIKAAYIKOUDBWEBAQIDQWAEQLrfOMNT
FKvSj6pHRWtsQBdyu®70B36PZ+duQ9r0zZzhwXQ+acH/dP4uLxdJhzZq/Z30cDG
D+KND4NZjp+UZW1zWKO=
</DEREncodedKeyValue>
</KeyInfo>
</Signature>
</root>

Base64-encoded signed XML document:



77u/
PD94bwWwgdmVyc21vbj0iMS4wIiBlbmNvZGluzzO@idXRmLTgiPz48cm9vdD4NCiAgIDXE
YXRhVG9TawWduIE1kPSJUb1NpZ24iPKkRhdGE8LORhAGFUb1NpZ24+DQogICA8U21nbmF0O
dxJl
IHhtbG5zPSJodHRWO18vd3d3LnczLm9yZy8yMDAwWLZzAS5L3htbGRzawWcjIj4NCiAgICAg
IDXT
aWduzZwWRJbmZvPgOKICAgICAgICAgPENhbmOuaWNhbG16YXRpb25NZXRob2QgQwWxnb3Jp
dGht
PSJodHRw0i8vd3d3LnczLm9yZy9UUi8yMDAXL1JIFQy14bwWwtYZEObiOyMDAXMDMXNSIg
Lz4N
CiAgICAQICAgIDxTaWduYXR1cmVNZXRob2QgQWxnb3JpdGhtPSJ1lcm46awWVvezZjpwYXJh
bXM6
eG1s0m5z0mNweGlsc2VjomFsZ29yaXRobXM6Z229zdHIzZNDEWMjAXMi1nb3NOCjMOMTEY
MDEy
LTI1INiIgLz4NCiAgICAgICAQIDXSZWZ1lcmVuY2UgVVJIJIPSIjVGOTawduIj4NCiAgICAg
ICAgQ
ICAgIDxUcmFuc2Zvcm1zPgOKICAQICAGICAgGICAgICAgPFRYYW5zZm9ybSBBbGdvemlo
aGo9
ImhOdHA6LY93d3cudzMub3JInL1RSLzIWMDEVUKVDLXhtbC1jMTRULTIWMDEWMZEL1IiAvV
PgoK
ICAQICAgICAQICAgPCOUCmMFuc2Zvcml1zPgOKICAQICAgICAgICAQPERpPZ2VZzdE11dGhy
ZCBB
bGdvem10aGe9InVybjppZXRmOnBhcmFtczp4bWw6bnM6eY3B4bWxzZWM6YWxnb3JpdGht
czpn
b3NOCjMOMTEYMDEYLTIANiIgLz4NCiAgICAgICAgICAgIDXEaWdlc3RWYWXx1ZT45UUxz
eFBQ
bzdMbFg2SVhxd3pqYO5EbWIGAUNDR212UTFzNjFOoY1B1SVRNPTwVRG1NZXNOVmMFsdwU+
DQog
ICAQICAQICA8L1J1ZmVYyZW5jZT4NCiAgICAgIDwvU21nbmvVkSW5mbz4NCiAgICAgIDXT
awdu
YXR1cmVWYWX1ZT5qY1FKaFdov2JUuQ1Y3YmpGa3k1ldkdYWFVGawWd jNzRGWFJIpNz1sWm5G
SEs3
CE1qcGVpTjJIIKzN4eVEOTY8vbnpzMUxuL29xd3p2dT16cGFIM1EWQ1Bhdz09PC9Tawdu
YXR1
cmVWYWX1ZT4NCiAgICAQIDXLZX1JbmZvPgOKICAQICAgICAQPERFUKVUY29KZWRLZX1W
Ywx1
ZSB4bwWxucz0iaHROcDovL3d3dy53My5vemcvMjAwW0S94bwWxkc21nMTEjIj5NR113SHAZ
Sutv
VURCAOVCQVFFdOV3WUhLb1VEQWdJaOFBWU1Lb1VEQNdFQkFNSURRAOFFUUXYZjBNT1RG
S3ZT
ajZwWSFJ3dHNRQMR5dTA3bOIzN1BakK2R1UT1yT1poV1hRK2FjSC9kUDR1THhkSmhacS9a
MzBj
REJEKOtORDROWmMpwK1VaV2x6VOswPTwvREVSRW5jb2R1ZEt1eVZhbHV1PgOKICAQICAgQ
PCIOL ZX1JbmzZvPgOKICAgPCO9TaWduYXR1cmU+DQo8L3Jvb3Q+
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