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Abstract

NTP was assigned port number 123 in 1985, 1in RFEC 960. Traditionally,
it has only used the UDP port as while UDP is useful for time
synchronization, TCP is not suitable for time synchronization. UDP
packet have length limits, and there are rate limits imposed by the
protocol specification. Between the UDP packet length and rate
limits, some other mechanism must be provided for efficient exchange
of larger data packets. A TCP connection can be used for these uses.
Additionally, we can perform better authentication and authorization
checks using a TCP connection.

Status of This Memo

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
working documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is +dinappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress."

This Internet-Draft will expire on January 3, 2019.
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document authors. All rights reserved.

This document 1is subject to BCP 78 and the IETF Trust's Legal
Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these documents
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carefully, as they describe your rights and restrictions with respect
to this document. Code Components extracted from this document must
include Simplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Simplified BSD License.

Table of Contents

[

N

|w

1.

[

Introduction e e .
1.1. Requirements Language
2 NTP TCP Services
3 IANA Considerations
4. Security Considerations
5 Normative References
Authors' Addresses

W W W ININ NN

Introduction

NTP was assigned port number 123 in 1985, 1in RFC 960. The NTP
protocol only uses UDP for its work, and UDP is an appropriate
protocol for time synchronization. However, there are other needs
for NTP, including monitoring and control, and ephemeral key
exchange.

For some of these cases, a TCP connection is much better.

This specification describes a high-level framework for providing TCP
services for NTP.

Requirements Language
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",

"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be dinterpreted as described in RFEC 2119 [RFC2119].

NTP TCP Services

To provide NTP TCP Services, an NTP 1dinstance establishes
communications with a TCP Listener. This could be a separate process
or it could be part of the NTP daemon. Support STARTTLS. RFC 5705
[REC5705] RFC 7301 [RFC7301]

IANA Considerations
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TBD
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4. Security Considerations
Additional information TBD
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