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1.

N

Introduction

The ChaCha [ChaCha] algorithm is a fairly new stream cipher that is
getting some attention. ChaCha has been proposed as a replacement
for RC4 [RC4] and ChaCha is also used in a few protocols.

In order to efficiently implement the algorithm and ensure
interoperability between different implementations, it is of great
importance to be able to verify that a given implementation is
functionally correct. Test vectors aids this verification by
providing a known correct answer.

Unfortunately, for ChaCha there are no test vectors published. This
Internet Draft tries to rectify this by providing test vectors for
ChacCha.

Description of the test Vectors

The test vectors describes in this document is given as a number of
test cases. For each test case there is a number of test vectors and
known answers. The test vectors in a test case has been generated
with support for:

128 and 256 bit keys
8, 12 and 20 rounds

This means that for a given test case there are 6 different test
vectors. Each of these test vectors contains the keystream for two
64 byte blocks.

The test vectors in this I-D has been generated by a simple generator
based on the chacha.c [chacha.c] reference model by Daniel J
Bernstein. The generator has been verified to generate the same
values as the reference model. reference model.

All zero input data blocks, that is 64 bytes with the value of 0x00
has been used during generation. Since ChaCha is a stream cipher and
encryption, decryption is done by XOR-ing the data with the
keystream. By using all zero data blocks we get the keystream
itself.

The random key in Test Case 8 has been generated by the following
command. For 128 bit key only the first 16 bytes are used.

$ echo -n "All your base are belong to us" | openssl dgst -sha256
c46ec1b18ce8a878725a37e780dfb7351f68ed2e194c79fbcb6aebeel1a667975d
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The random IV in Test Case 8 has been generated by the following
command. Only the first eight bytes are used.

$ echo -n "Internet Engineering Task Force" | openssl dgst -sha256
lada31d5cf688221c109163908ebe51debh46227c6cc8b37641910833222772a

The test vector generator is available as a stand alone c program in
the chacha_testvectors [chacha testvectors] project on Github.

Test vectors for ChaCha

TC1: All zero key and IV.

Key: OX00 OXO0 OXOO0 OXO00 OXOO0 OXOO0 OXOO0 OXO00

OX00 OX00 OXO0 OXOO OXO0 OXO00 OXxO0 OxO0
IV: OX00 Ox00 OXO0 OXOO0 OXO0 OXO00 OxO0 OxO0
Rounds: 8

Internal state after init:

state[00
state[02
state[04
state[06
state[08
state[10
state[12

01]
03]
05]
07]
09]
11]
13]

0x61707865
0x79622d36
OX00000000
Ox00000000
OXx00000000
Ox00000000
OX00000000
Ox00000000

0x3120646e
0x6b206574
OX00000000
OXx00000000
OXx00000000
OX00000000
OX00000000
OXx00000000

state[14 - 15] =
block
Ox5f
0Ox3e
0x27
OxX77
0xb8
Oxea
Oxbe
Ox1f

Keystream
Oxe2 0Ox8a
Oxef Oxed
Oxaa 0x84
Ox57 0x2d
Oxb6 0Ox4a
Oxcd Ox6a
0x18 0x24
Ox8a Oxab

Ox5d
Ox86
0x29
0x20
0x85
0x10
0x42
Ox1b

Ox7f
0Ox30
0x19
0x49
0x8d
0x08
0x81
0x16

Oxa4
Ox6f
0Oxd3
OX79
oxe7
0OX7cC
Oxeb
Oxa2

Oxab
Oxb7
0x14
0x53
0x2b
Oxb6
0x08
0Oxc8

Ox8c
0x34
oxa7
Ox11
Oxeb
Ox9a
Ox4a
0x08

block 1:

Oxaf 0x44
Oxd8 0xc8
Oxed 0x81
Ox2b Oxe8
Oxe9 Oxf1
0x49 0x48
Oxad Oxab
Ox5f Ox5d

Keystream
Ox8a 0x26
Ox36 0x8f
Oxec 0Ox8c
Ox5b 0x8d
Ox5Cc Oxea
0x49 0x77
0x3d 0xe6
0x19 0x92

Ox1b
0x31
0x02
Oxel
Oxb7
Ox69
Oxd4
Ox8e

Ox8a
0x38
Oxla
Oxfc
Oxd1
0x05
Ox87
0x33

Oxa9
Oxcl
Ox8e
0Ox81
0Oxa9
Oxce
0x98
0x43

0x06
0Ox8c
OX67
0Xx16
OX75
0xb8
Ox4f
oxoed
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Key:

IV:
Rounds:

Internal
state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystrea
Oxel Ox0
Ox31 0x2
Oxa5 0Ox7
0x1d Oxc
0x0d Oxe
Oxa9 0x2
Ox27 Ox4
oxfc Oxe

Keystrea
Ox1d 0Ox4
Oxed Oxd
0x10 Ox1
Oxe3 0x0
Ox42 0Ox6
0x75 Ox1
Ox98 0Oxa
0x83 0x5

Key:

IV:
Rounds:

Internal
state[00
state[02
state[04
state[06
state[08
state[10

aft

Ox00 Ox00 OXx00 Ox00
Ox00 Ox00 OX00 Ox00
OXx00 OXx00 Ox00 Ox00
12

after init:

0X61707865
0Xx79622d36
OX00000000
OX00000000
OX00000000
OX00000060
OX00000000
OX00000000

state
- 01]
- 03]
- 05]
- 07]
- 09]
- 11]
- 13]
- 15]

block
Ox7b
0x01
0x2b
0x12
0x8b
Oxfo
Oxbe
0x37

m
4
c
9
4
a
0
f
f

0xa9 0x47
Oxb4 0x34
Ox0a Oxd4
Oxb5 Oxfd
0x68 0Oxbd
0x92 0xal
Oxff 0x97
Oxf8 0x59

block 1:

Oxb6 0Oxla
Oxf3 Ox68
Oxd9 oxfd
0xb2 0Oxdb
OXx03 Oxa4d
0x86 Oxef Ox1d
Oxdc Oxdc Ox9f
0x99 0Oxle 0Ox78

m
3
e
b
d
8
9
5
7

Ox8f
Oxae
Ox3e
Ox1b
Oxbe

OX00 OXO0 OXOO0 OxO00
OX00 OXO0 OXOO0 OxO00
OXx00 Ox00 OX00 OxX060
20

state after init:

- 01] = 0x61707865
- 03] = 0x79622d36
- 05] = OxO00OOEOO0
- 07] = OXxO00000000
- 09] = Ox00000000
- 11] = Ox00000000

0x6b
Ox5a
Ox67
Oxce
OX77
Ox4d
Oxbc
0X70

Ox7e
Ox6b
Ox4d
0x47
0x15
0x9d
Oxab
Ox4e

Test Vectors for the Stream Cipher ChaCha December 2013

OX00 OXx00 OXx00 Ox00
OX00 OX00 OXx00 Ox00
OX00 OXx00 Ox00 Ox00

0x3120646e
0x6b206574
OXx00000000
OX00000000
Ox00000000
Ox00000000
OXx00000000
Ox00000000

Oxf8
Ox7d
0x31
0x32
0x4c
Ox3f
0x84
Oxb4

Oxff
Ox8c
Ox3f
0x41
0x36
0x95
0x91
0x50

oxfc
0Ox11
Ox7d
0OX76
0x62
Oxf5
Oxaz2
Ox0f

0x19
Oxfb
0x12
0x2e
Oxb9
0x50
0x29
0Oxa2

OX00 OX00 OX00 Ox00
OX00 OXx00 Ox00 Ox00
OXx00 OXx00 Ox00 Ox00

0x3120646e
0x6b206574
Ox00000000
OXx00000000
OXx00000000
OX00000000
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state[12 - 13]
state[14 - 15]

Keystream
Ox89 0Ox67
OX00 0xb2
Oxe7 Ox56
Ox3d 0x00
Oxcc 0x04
Oxe® Ox66
Ox0f Oxdd
Oxe4 0Ox4f

Keystream
Ox6Cc Oxdi1
Ox58 0Ox96
Ox4d 0x8d
Ox0a 0x81
Ox8a 0Ox71
Oxa3 0x84
Ox2f 0x41
0x34 0x11

Key:

IV:

Rounds: 8

0x00
0x00
0x00
0x00
0x00

block
0x09
Oxf9
Oxel
0x42
Oxf1
Oxbe
0xfb
0x34

block
0x35
Oxb1
oxod
0x51
0x43
0x14
Oxf6
0x98

(0D%¢
Ox
0x
(0D%
(0D%¢

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
Ox3e Ox00
Ox7f Ox5b
Ox2c 0x84
0x18 0x1b
Ox98 0x4c
Ox9f 0x44

01]
03]
05]
07]
09]
11]
13]
15]

block
Oxef
Oxb8
Ox0e
Oxel
Oxel
0x53

Ox00000000
OX00000000

0x52
0x09
0x5d
0x92
0x11
0x3b
Oxcl
Oxdc

0x60
0x36
Oxba
0x59
0x24
Oxfb
0x21
0Oxao

1:
Oxc2
0x34
Ox8f
0Ox2c
0xdo
Oxla Ox80
OXx7a OX75
Ox4c 0Ox78

0x87
0xf6
0x10
Oxbc
0x21

00
00
00
00
00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0OXx00
0x00
Ox00

after init:

0Xx61707865
0x79622d32
OX00000000
OX000000600
OXOOOOOO00
OX00000000
OX00000060
OX00000000

Ox2f
Oxe8
Oxc3
0x88
OX72
0X67

0x89
Ox1f
Oxce
Oxef
0xb9
0x45

0x83
OxT0o
0x04
0xb2
Ox6b
0x32
0x23
Ox5a

Ox8c
0x14
0x26
Oxe6
0Ox97
Oxce
0x2e
Ox7e

Ox5f
0x09
Ox9a
0x71
0x21
ox6d

Ox00000000
OX00000000

Oxf
Oxc
Ox4
ox4
0Ox2
Oxa
Oxb
Ox3

0x64
0Ox31
Oxb8
Ox0f
Ox6¢C
0xd9
Oxd4
0x10

0x83
Ox2a
Oxd2
Oxe9
Ox80
Oxa3
Ox66
Ox30

0x2
Ox9
Ox0
0x7
0x2
Ox0
Oxa
Oxa

0x00
Ox00
0Ox00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x3320646e
0x6b206574
OXx00000000
OXx00000000
OX060000000
Ox00000000
OXx00000000
OX00000000

Oxd
Oxa
0x3
ox1
oOx4
Ox1

0x40
Oxab
Ox7f
Oxla
Ox6f
0x56

d
8
9
6
c
a
9
f

b
d
a
5
2
6
d
d

0x00
0x00
0x00
0x00
0x00

6
1
b
e
1
9
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0x00
0x00
0x00
0x00
0x00
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Oxbo
Oxfe

0x42 Oxa3 Oxda
Oxfd Oxb8 0Ox0e

Ox31 0Ox4a
0x38 0x7b

0x86
0x0c

Ox01
0x42

block 1:

Oxfa Ox0d
Oxdb Ox6¢C
Ox58 0x12
Ox0f Ox8f
Oxec 0x38
Ox6f Ox56
Oxbf 0x25
Oxe5 Oxd8

Keystream
Oxd2 Oxae
Oxbf Ox0a
OxcO Oxfd
Oxdc 0xf2
OXx50 0x32
Oxee 0Ox0Oc
Oxad 0Ox8a
Ox4b 0x56

Oxa5
Oxf2
Oxf9
Ox66
Oxc5
0Ox87
Oxeb
Oxle

Oxcl
Oxab
Oxaz2
Oxa2
Oxda
Ox2a
0x21
Ox68

0Ox51
Oxad
Oxaa
Ox6b
0x98
Ox65
Oxbb
Oxaa

Oxea
0x01
0x59
0xd5
Oxbb
0x8b
Ox1d
0x82

0x00
0x00
0x00
0x00
0x00
12

0x00
0x00
0x00
0x00
0x00

Ox00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

Key:

IV:
Rounds:

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
0x9b 0Oxf4
Ox81 Oxif
0x04 0x29
Ox7e Ox00
OXx05 Ox64
Ox2c 0Oxe8
Ox3a 0x62
Ox61 Ox0b

Keystream
Ox0b 0xd5
0x86 0Oxfc
OXc6 0x28
0Ox15 0x15
Ox42 0x25
Oxc6 0x02

01]
03]
05]
07]
09]
11]
13]
15]

block
0x9a
Oxce
0xc3
0x89
Oxf8
0x28
Ox9f
0xe8

block
0x88
0x71
Oxeb
0x85
0x8d
Oxb8

after init:

0x61707865
= 0x79622d32
= OX00000000
= Ox00000000
= Ox00000000
= OXx00000000
= OX00000000
= OX00000000

Ox6a
Ox12
Oxbb
Oxab
0Xx79
0x34
0Ox2c
oOx2f

0Xx07
Ox5f
0x49
0x2e
Oxd2
Oxac
0xao
0x41

1:
0x41
0x33
Oxb7
0x21
Oxcd
0x97

0x20
Ox8c
0x19
Ox4c
Oxal
Ox1b

0x55
0x26
Oxe0
Oxae
OXx7a
Oxfa
Oxde
0x13

Ox3e
Oxed
Oxbd
Oxco
Ox4c
Ox8c

0x3320646e
0x6b206574
OX00000000
Ox00000000
OXx00000000
OXx00000000
OX00000000
OXx00000000

Oxf9
0x83
Ox74
0x15
Oxe3
Ox8c
Ox69
0X26

0x53
Oxd5
0x14
Ox5f
Oxco
0Xx79
0x19
Oxbe

oxfe
0x3d
Oxcc
Oxb4
Ox11
0x43

OXx74
0x17
Oxch
0Ox89
Oxf1
Oxc8
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OXxe9 0Oxle 0Ox46 Oxca 0x90 0x51 Ox51 0OxcO
0x27 0x44 Oxab6 OxbO O0x17 Oxe6 0x93 0x16

0x00
0x00
0x00
0x00
IV: 0x00
Rounds: 20

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

Key:

Internal state after init:

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

- 01]
- 03]
- 05]
- 07]
- 09]
- 11]
- 13]
- 15]

0x61707865
0Xx79622d32
OXO0000000
Ox00000000
OXx00000000
OX00000000
OX00000000
Ox00000000

0x3320646e
0x6b206574
Ox00000000
Ox00000000
OXx00000000
Ox00000000
Ox00000000
OXx00000000

block
0Oxe0
Ox6a
0x19
Oxef
0x59
0Oxel
Oxb8
Oxb6

Keystream
Ox76 0xb8
0x40 0x5d
Oxbd 0Oxd2
Oxa8 0x36
Oxda 0x41
OX77 0Ox24
Ox6a 0x43
Oxc3 Ox87

0x3d
Oxbd
Oxed
oxoed
0x48
Ox4a
Oxal
Ox65

Oxf1
0x86
ox8d
OX77
Ox57
0xd8
0x18
Oxee

Oxad 0xal
Oxe5 0x53
Oxb8 Oxab
Oxcc 0x8b
OX7c 0x51
Ox3f Oxb8
Oxf4 0x15
0x69 0xb2

0x90
0x28
Oxla
Oxc7
ox8d
0Ox37
Ox1c
Ox86

block 1:

Oxe7 Oxbe
Ox97 0OX7cC
0x29 0xa0
0x53 Ox3e
0x21 OXx76
0x33 Oxb0O 0Ox74
Ox1f 0x28 0x51
Ox0a Ox1f Ox4b

Keystream
Ox9f 0x07
0x98 0Oxba
Oxcbhb Ox0f
Ox12 Oxc6
0x29 0xb7
Oxd5 0x71
0x31 Oxed
Oxac 0Oxel

0x55
Ox73
0x48
0x32
0x9c

0x51
ox2d
Oxe3
Oxee
Oxe6
0xd8
Ox0a
0X79

0x38
0x08
OXx65
OX7a
Ox4e
0x39
Oxfb
Ox4d

OXx7a
oxoed
Ox69
Oxed
0x43
Oxd5
0x45
Ox6f

Single bit in key set. All zero IV.

OXx01 OxX00 OX00 OXO00 OXO0 OXO0 OXO00 Ox00
OX00 OX00 OXO00 OXO00 OXOO0 OXOO0 OXO0 OX00
IV: Ox00 OX00 OxO00 OXOO0 OxO00 OXOO0 O0x00 OXO0
Rounds: 8
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Internal
state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

aft

after init:

0Xx61707865
0x79622d36
OXx00000001
OX00000000
OXx00000001
OX00000000
OX00000060
OX00000000

state
- 01]
- 03]
- 05]
- 07]
- 09]
- 11]
- 13]
- 15]

Test Vectors for the Stream Cipher ChaCha December 2013

0x3120646e
0x6b206574
OXx00000000
OXx00000000
OX00000000
Ox00000000
Ox00000000
OXx00000000

block
0x66
0x35
0Oxc8
0xf3
0xf3
0x43
0Ox2a
Oxel

Keystream
Ox03 0Oxa7
OxX65 Oxe8
Oxf9 0x4f
Ox3a 0xa2
0xe® Oxfc
Oxf8 0x3d
Ox5¢c 0x97
Ox37 0x13

0x98
0x74
0x16
Oxca
Ox8e
oxod
Oxc4
Ox9f

0x88
0X75
Ox1d
0xf9
0xb8
0x41
0xc9
OX76

OX60
oxe5
Oxa7
Oxfe
0x82
0Ox09
Ox2a
Oxle

Ox5a
0x86
Ox6¢C
0x54
OX65
0x27
Oxb9
Oxaa

Ox07
0OXx73
0x2a
0x49
Ox6a
Oxd5
Oxda
0x14

block 1:

Oxc2 0x5c
OX67 0x46
Oxa4 0xb1
0x68 Oxed
Oxe3 0x62 0Ox58
OX66 OXx73 Ox51
0x05 0x16 Ox3d
Oxbc Ox45 Ox04

Keystream
OX71 0x38
Oxe7 0x54
Ox5Cc 0Oxeb
0Ox13 0x86
Oxal Oxae
Ox6Tf Ox56
Oxb5 0x9e
Oxc5 0xf9

Oxd5
0x51
0x80
Oxf8
Oxae
oxfd
0x08
Oxch

Ox8a
Oxff
Oxb2
0x39

0OXx7c
0xd2
Oxd3
Oxfa
0Oxel
Ox17
0x55
0x51

Oxe3
Oxe3
Oxf3
0x92
Ox5f
OX65
oxa7
0x24

Ox01 Ox00 OX00 OX060
OX00 OXO0 OXOO0 OxO0

OX00 Ox00 Ox00 Ox00
OX00 Ox00 Ox00 OxX00

Key':

IV: OX00 OXO0 OXOO0 OXO0 OXO0 OXOO0 OXO0 OXO60
Rounds: 12

Internal state after init:

state[00 - 01] = Ox61707865 0x3120646e
state[02 - 03] = 0x79622d36 0x6b206574
state[04 - 05] = OxO00O0001 OXOOEOOEOO
state[06 - 07] = OxOOCOCOEO OXOEOEOEO0O
state[08 - 09] = OxOO0OOLEO1 OXOOEOOEOO
state[10 - 11] = OxO0000000 OXOOEOOEOO
state[12 - 13] = Ox0O0000000 OxOOEOOEOO
state[14 - 15] = Ox0O0000000 OXxOOEEOEOO
Keystream block

Ox2a Ox86 Ox5a Ox3b O0x89 0x99 Oxfa Ox83
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0xf3
0x97
0x05
Ox8f
0xb9
Oxbc
0x63

Ox3f
0x62
Ox2f
OX78
0Xx73
Oxea
0xd6

Ox4f
0Xx26
Ox8b
Ox0a
0x2b
Oxf3
Oxb2

Oxbe
ox8d
oxef
Ox56
0x54
Oxb1
0xa9

Ox8a
Oxc8
0x32
Oxaf
0xdo
0x4c
0x02

Oxc6
0Xx73
Ox4e
OX67
Oxb5
Oxc8
Oxc8

Oxac
Oxaa
OX70
OX75
Oxee
Ox8a
0x69

Oxae
0Ox32
0x96
Ox86
Oxf6
Oxb2
ox6d

block 1:

Oxe® Oxca
0x33 0x14
Oxca 0x62
Oxbb 0x2d
Ox7a Oxcd
Oxc4 0x90
OXcO Ox6¢C
0x15 0x9c

Keystream
0xd8 0x2c
OXx05 Ox2c
0x9c 0Ox9f
0x50 Oxbe
Oxaa Ox4e
0x15 Oxab
OX63 Ox97
0xb8 Oxb1

0xd3
Ox4a
0x84
0x22
0Ox51
0x59
0xd2
0x24

Ox7d
0Ox30
Oxac
Ox4d
ox1f
Ox0e
Oxlc
Ox0c

Oxb1
0x23
oxa7
0x39
Oxef
Oxe9
Ox9c
Ox0e

0x51
Oxa8
Ox5e
Oxbb
Ox8c
0x38
0x38
0Ox9c

Ox01 Ox00 OXx00 Ox00
OXx00 OXx00 OX00 Ox00
OXx00 OXx00 Ox00 Ox00
20

OX00 OX00 Ox00 Ox00
OX00 OX00 OX00 Ox00
OX00 OXx00 Ox00 Ox00

Key:

IV:
Rounds:

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
Oxae 0Ox56
Ox89 Ox7f
Oxff Oxb5a
Ox7a 0x3c
Oxec 0Oxe8
OX00 0x76
Oxeb 0x3a
Ox6b Oxe4

Keystream
Oxfc 0x3d
Oxf6 0x16
0x30 0xd9

01]
03]
05]
07]
09]
11]
13]
15]

block

after init:

= Ox61707865
0Xx79622d36
OXx00000001
OX00000000
OX00000001
OX00000060
OX00000000
OX00000000

0x3120646e
0x6b206574
OXx00000000
OX00000000
OXx00000000
OXx00000000
OXx00000000
OX00000000

oxod
oxaf
0x49
Oxb1l
0x86
Ox3a
0Oxc9
0x93

0x06
Oxf2
Ox2a
Oxb1
Oxf4
0x45
Oxa9
0x44

block 1:

0x47 0x1c
Oxbc 0Ox0a
0x44 0xf4

0x04
0x13
0x20
Oxb1l
Ox4d
0x82
Oxd1
OX76

0x34
0x0e
0Ox3e

Oxf5
0x88
0x33
Ox0f
0Ox8c
0x91
Ox0e
Oxed

Oxa3
OX7cC
Oxc3

Oxb5
Oxdb
Ox5d
Oxbe
OX7cC
oxc7
0Ox8c
OX7c

Ox6f
0x52
oxe7

0Ox97
Oxce
oxc1l
OX70
Oxdf
oxdb
Oxa3
0Ox42

Oxbb
0x30
Ox8d
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Internet-Draft Test Vectors for the Stream Cipher ChaCha December 2013

Oxd6
0xb3
Oxe5
0x93
Oxa2

Oxb4 Oxf7
Oxe7 0Ox62
Oxc4 0x45
0x60 Oxfb
0x42 0xd5

Oxal Ox24 0x66 0x54 OX7c
Oxce Oxbd Ox0a Ox50 Ox05
0x62 0Oxd1l 0x37 Ox5b 0x7a
0xa9 0x91 0xb8 Ox5d Oxla
0x03 0Ox5d Oxfa Oxa2 Oxab6

Ox01 Ox00
OX00 0x00
OX00 O0x00
OX00 0x00
IV: OX00 Ox00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

Key:

Rounds: 8

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
Oxcf Ox5e
Ox3e 0x05
0x12 0xf4
Ox3a 0x31
0x28 0x9d
Ox56 Oxeb
Ox8c 0Oxd8
Ox92 0x22

Keystream
Oxb4 0x35
0x08 Ox9e
Ox4e 0Oxfa
Ox5b Oxcd
0x29 0x19
OX7c Ox4f
0x32 Oxab
OX67 Ox98

Key:

01]
03]
05]
07]
09]
11]
13]
15]

block
Oxe9
0xd5
Oxa4d
Ox1d
0x04
0x44
0x46
Oxee

block
Ox5a
0xe6
0x2b
0xb3
0x41
oxdf
Oxcd
Ox2f

after init:

0Xx61707865
= 0x79622d32
= Ox00000001
= OxX00000000
= Ox00000000
= Ox00000000
= OXO00000000
= OX00000000

Oxad® 0x49
Oxed Ox72
OX65 Oxee
0xe8 0x74
0xf4 0x3c
0x33 0xe4d
Ox4d Ox37
Ox3b Oxd8

1:
Ox7d
0x43
Oxd1
0x20
Oxfe
Oxe2
0x4d
oxeb

0x93
0x55
Oxa8
0x15
Oxb4
0x19
Oxco
0x32

Ox4a
0x5b
0x63
0x04
OX75
0x98
0x63
Oxfa

Oxdd
0x8b
Oxal
0x54
0x99
oxcf
0x67
OX78

0x3320646e
0x6b206574
OXO0000000
OX00000000
OXx00000000
OX00000000
OX00000000
OX00000000

Oxa9
Ox80
Ox5a
0x89
0x18
Oxal
oxdd
Oxe3

Ox61
Ox4b
Oxcc
Oxea
Oxdb
0x23
Oxbb
Oxc8

0x88
0x95
Oxe2
0x26
Ox65
Ox0e
0x39
Oxco

OX67
OX75
oxd7
0x38
0x58
oxc1l
Ox2e
Oxb4

OXO01 OXO0 OXO0 OXOO0 OXOO0 OXOO0 OXO00 OX00

OX00 Ox00 OXOO0 OXOO0 OXO0 OXxO00 OXxO0 OXO0
OX00 OXx00 OXOO0 OXOO0 OXO0 OXxO00 OXxO0 OXO0
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Internet-Draft

OX00 Ox00 OX00 OX060

IV:
Rounds:

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
0x12 Ox05
Oxee Oxf0O
0x49 0x24
0x93 0x02
Oxa6 Ox00
Ox9e 0x10
OxfO 0x21
Ox9b 0x17

Keystream
Ox0c O0x73
Ox0e 0Ox66
Ox7a 0xf9
Ox2a 0Oxc7
0x54 0x51
Ox90 0x43
Oxc6 0Oxba
OX01 Oxeb6

Key':

IV:
Rounds:

Internal
state[00
state[02
state[04
state[06
state[08

Ox01
OX00
Ox00
Ox00
Ox00
20

01]
03]
05]
07]
09]
11]
13]
15]

block
Ox6e
0x90
0Ox8c
0x18
0x22
Ox7a
Ox0f
OX72

block
Ox66
Ox5e
0Xx79
0Oxc4
0x3b
0x2e
Oxeb
Oxaf

(0D%
(0%
0X
0X
(0%

state

01]
03]
05]
07]
09]

OX00 Ox00 OxX00 Ox060
12

after init:

0Xx61707865
0x79622d32
OX00000001
OX00000000
OX00000000
OX00000000
OX00000060
OX00000000

0x5d
Oxcd
0x90
Ox0b
0xd9
Ox06
Oxal
OXx60

0x59
Oxf0o
0x27
Oxff
0x39
Ox7d
Oxeb
Oxc9

1:
Oxc5
Oxbo
Oxb2
Oxb8
Oxc2
0Ox30
0x48
Oxba

Oxch
0Ox2a
Ox6f
Ox80
Ox17
Ox8e
Oxef
0x25

00
00
00
00
00

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

after init:

0Xx61707865
0x79622d32
= Ox00000001
= Ox00000000
OX00000000

0Ox56
0x25
0x52
0x4d
Oxa4
Oxfe
0x44
Oxdc

Oxc6
0x69
Oxbb
0x29
Oxbb
Oxba
0x10
0x71

Test Vectors for the Stream Cipher ChaCha December 2013

OX00 Ox00 Ox00 OxX00
OX00 Ox00 Ox00 OX60

0x3320646e
0x6b206574
OXx00000000
OXx00000000
OX00000000
Ox00000000
Ox00000000
OXx00000000

Oxbo
Oxaz2
Ox5d
Oxdd
0x54
Oxfd
Oxf9
0x29

oxf
Ox0
0x0
ox1
Oxe
Oxf
oxf
Oxc

0x04
Ox37
0X78
Oxa7
oxfc
0x15
oxoed
Ox17

0Ox2
Ox2
Ox0
Oxc
Ox7
Oxa
Ox5
Oxa

0x00
0x00
0x00
0x00
0x00

0x00
Ox00
Ox00
0x00
0x00

0x3320646e
0x6b206574
OXx00000000
OXx00000000
OX00000000

6
9
f
0
2
e
2
0

4
a
9
8
d
f
6
9

0x00
Ox00
Ox00
0x00
0x00

0x00
Ox00
Ox00
0x00
0x00
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Internet-Draft

state[10 - 11]
state[12 - 13]
state[14 - 15]

Keystream
Oxc5 0xd3
OX78 0Oxc8
0x42 0xf1
Oxe8 0x22
0x29 Oxeb
Ox9b 0x52
OX07 Ox62
0Xx73 Ox7b

Keystream
0x10 0xf6

block
Ox0a
Ox4f
0Ox3e
0Ox9e
0Xx63
Oxda
Ox0a
0x71

block
0x56

Ox00000000
OX00000000
Ox00000000

0OX7cC
0x48
Oxce
Ox88
Oxdo
0x22
0x54
Oxeb

Oxel
0x7d
0x23
ox8d
Oxal
Oxbe
0xf6
0x04

1:

Oxe6 Oxdi

Oxec
Ox77
Ox8a
Oxe8
OX7a
0x40
Oxfa
0x64

Oxfd

Test Vectors for the Stream Cipher ChaCha December 2013

Ox00000000
OX00000000
Ox00000000

Ox11
Ox5a
0x94
0x5b
Ox5b
0x23
Ox6a
Oxda

0x93
0x85
Ox55
Oxhbd
0x99
Oxeb
Oxd8
Oxco

Ox55 Ox05

Ox3e 0x50
Ox3f Ox6d
Oxab 0x8c
0x23 0Ox08
0x20 O0x2d
Ox8f 0Oxlc
Oxf3 0x82

Oxc4
0x02
OX70
0xb9
0x21
Oxb4
0xb9

0x87
0Ox63
0x52
Ox5c
0x02
0x85
0x42

Ox5c
Oxbd
Ox1c
0xf8
0Ox78
OXx60
Ox50

0x99
0x14
0x19
0xdo
Ox0e
Oxf7
Ox0f

0Ox30
oxdf
0x33
Oxbb
Oxa3
Ox6b
Oxce

Oxa3
Oxd6
Ox8b
0x7d
0x52
0x20
Oxac

Single bit in IV set. All zero key.

Ox00 OXx00 OxO00 OXO0 OxO00 OXOO0 OxO00 OxO0
Ox00 OX00 OxO00 OXOO0 OxO00 OXOO0 Ox00 OXO0
OX01 OX00 OXO00 OXO00 OXOO0 OXOO0 OXO00 OxX00

8

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
0x25 Oxf5
0x44 Oxbc
Ox17 Ox66
Ox95 Ox09
0x5d Oxa4

01]
03]
05]
07]
09]
11]
13]
15]

block
Oxbe
Oxcd
0x63
Oxca
0x23

after init:

0x61707865
0x79622d36
OXx00000000
OxX00000000
OXx00000000
OXx00000000
OXx00000000
OXx00000001

OXxc6 Ox68
0x12 0xdi

0x74 Oxb6
Ox6T Oxb2

0x39
0x02
0xf4 Oxca Oxc5
Oxb2
0x99

0x3120646e
0x6b206574
OXx00000000
OX060000000
OX00000000
OXx00000000
OX00000000
OXO0000000

Oxff
0x92
Ox71
Oxc8
Ox01

0x16
Oxe6
Ox3e
Oxee
0x02
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0x2a 0Oxdc
0x25 Oxcd
Ox02 O0x04

Internet-Draft

Ox8f Ox0d
Ox1c 0x48
Oxc4 Oxee

Ox86
0x69
Ox88

Test Vectors for

Oxc8
0Ox66
Oxab

the Stream Cipher ChaCha December 2013

0x18
0x93
Oxab

Ox7d
Ox0d
0Ox35

block 1:

0Xx99 0OX76
0x10 0x8c
0x35 0xd2
Oxfc Ox7e
Oxbe 0Oxdb
Ox1c Oxe3
Oxad 0Oxc7
Ox3a 0x92

Keystream
Ox5a 0Ox6¢
Oxba Oxf3
Oxb9 0x3b
OX72 0Oxa4d
Oxfe 0Ox16
Oxb5 Ox4f
Ox0e Ox2d
0x29 0x73

Oxbc
0Ox64
0x4d
0xb9
0x48
Ox6e
Oxa2
0x32

Oxc7
0x53
Ox69
Oxcd
ox8d
Ox63
Oxca
0Ox63

Ox6e
oxef
ox2d
0x68
0x10
0x91
Oxab
Ox5e

OX78
0Ox42
Oxdf
oxfc
ox2f
Ox4c
0x19
OX72

OX00 Ox00 OXO0 OX060
OX00 Ox00 OX00 OxX060
OX01 OX00 OXOO0 Ox00
12

OX00 Ox00 Ox00 OxX00
OX00 Ox00 Ox00 OX00
OX00 Ox00 OXx00 Ox00

Key:

IV:
Rounds:

Internal state after init:

state[00
state[02
state[04
state[06
state[08
state[10
state[12

01]
03]
05]
07]
09]
11]
13]

0x61707865
0x79622d36
Ox00000000
OX00000000
Ox00000000
Ox00000000
Ox00000000
OXx00000001

0x3120646e
0x6b206574
OXx00000000
OX00000000
Ox00000000
OXx00000000
OXx00000000
OX00000000

state[14 - 15]
block
Oxb2
0x8b
Oxbf
Oxc4
oxeb
Oxcf
0x45
Oxae

Keystream
0x91 Oxcd
0xe8 0x6b
Oxf6 O0xla
Oxb6 0x19
Oxfa 0x8c
Ox2c 0x9b
Oxa9 0Oxe2
Ox82 0Oxc2

Oxcf
Ox3a
Ox5d
Oxed
Oxcc
0x54
Oxc2
Ox2c

Oxbc
oxcd
0x01
0Ox2e
Ox7f
Oxle
Ox65
Oxla

Oxf1
Ox68
Ox6e
Ox0a
Oxa9
Oxea
0OX73
Oxlc

0x80
0Ox71
Oxba
Ox0b
Oxbd
0x18
Ox1f
Oxab

0x89
0x6b
Ox63
0x19
0x53
0x97
Ox8c
Oxe0d

block 1:

Oxd2 0x88
Oxbc 0x02
0x61 Oxal
Ox58 Oxea
Oxb1 Oxcd
Ox4e 0Ox2b
Oxbc Ox05

Keystream
0x43 Ox66
0x16 0x80
Ox37 0Oxa2
Ox2f Ox37
Ox3d 0x65
Oxb2 Ox0f
0x05 Oxfa

Oxf8
Oxb1
0xd8
Oxba
Oxce
Ox9a
ox6d

0xfo
Oxf1
0x3b
0x89
0x40
Oxbb
OxT8

Ox8e
Ox9a
0Ox3e
OXx72
Oxa4
0x98
Oxf9

Ox00
0x96
Ox31
0x22
OX78
Oxea
Oxaz2
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Internet-Dr

aft Test Vectors for the Stream Cipher ChaCha December 2013

Ox89 0x32 Ox6d Ox37 Ox9%9a Oxfb Ox99 Oxb9

Key:

1V:
Rounds:

Internal
state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystrea
Ox16 0Ox6
Ox9e 0x2
Oxbb 0x1
Ox27 0Oxc
Ox17 Ox8
Ox64 0Oxb
Oxf4 0x0
Ox6a Oxc

Keystrea
Oxb0O 0x5
Oxcc Ox7
Oxcb Oxd
Oxca Oxd
Ox4d Oxf
0x16 0Oxc
Oxfd Ox0
ox4f Oxb

Key':

IV:
Rounds:

Internal
state[00

Ox00 Ox00 OXx00 Ox00
Ox00 Ox00 Ox00 Ox00
Ox01 Ox00 OX00 Ox00
20

state after init:

- 01] 0Xx61707865
- 03] = 0x79622d36
- 05] = Ox00000000
- 07] = Ox00000000
- 09] = Ox00000000
- 11] = Ox00000000
- 13] = Ox00000000
- 15] = 0x00000001

m block

OX00 OX00 OXx00 Ox00
OX00 OX00 Ox00 Ox00
OX00 OX00 OXx00 Ox00

0x3120646e
0x6b206574
OXx00000000
OXx00000000
OX00000060
Ox00000000
Ox00000000
OXx00000000

3 0x87 0x9e 0xb3 Oxf2 Oxc9 0Ox94
3 0x88 Oxca Oxa3 0x43 Oxd3 Ox61
3 0x27 Ox71 0x24 Ox5a 0Oxe6 0OxdO
a 0x9c 0xb0 0x10 Oxdc Ox1f Oxa7
d 0xc4 Ox1f 0x82 0x78 Oxbc Ox1f
3 Oxf1l Ox27 Ox69 Oxa2 0x40 0x97
d Ox63 Oxa8 Ox63 O0x66 Oxbd 0xb3
O Ox8a Oxbe Ox60 OxcO Ox7f Oxe8

m block 1:

7 Ox37 Ox5Cc Ox89 0x14 0x44 0Ox08
4 Ox46 0x24 0xf6 Ox9f Ox7f Ox4c
9 Ox33 Ox66 Oxc9 Ox2f Oxc4 Oxdf
a 0x65 Oxf1l Oxb9 Ox59 Oxd8 Oxc6
C Ox50 Oxde Ox71 Ox1f Oxb4 0Ox64
2 Ox55 Ox3c Oxc6 OxOf Ox21 Oxbb
0 Ox64 O0x91 Oxcb 0x17 0x88 0x8b
3 0x52 Ox1c 0x4f Oxdd 0x87 0x45

Ox00 Ox00 OXx00 Ox00
Ox00 OXx00 OX00 Ox00
OXx00 Ox00 OX00 Ox00
Ox00 Ox00 OXx00 Ox00
Ox01 Ox00 OXx00 Ox00
8

state after init:
- 01] = 0x61707865

OX00 OX00 OXx00 Ox00
OX00 OX00 OX00 Ox00
OX00 OXx00 OXx00 Ox00
OX00 OX00 OXx00 Ox00
OX00 OX00 OXx00 Ox00

0x3320646e
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state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
Ox2b Ox8f
Ox51 0x30
Ox3a Oxal
0x09 0Ox0f
Ox7f Oxfo
0x15 0x3a
Ox03 Oxc2
0x22 0xb8

Keystream
0x47 0x0b
Oxc7 O0x01
0x96 0Ox91
0x09 Oxaf
Oxa7 0x9a
Oxf1 Oxdb
Oxb3 Ox8f
Ox03 0x2d

Key:

IV:
Rounds:

Internet-Draft

03]
05]
07]
09]
11]
13]
15]

block
0x4b
0xd4
Oxed
Oxae
Oxfe
0xd6
0x24
Oxf9

block
Oxdf
Oxeb
Ox86
0xa8
Oxbc
Ox73
0x28
Ox37

Ox00 0Ox00
Ox00 0Ox00
Ox00 0x00
Ox00 0x00
Ox01 Ox00
12

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

01]
03]
05]
07]
09]
11]
13]
15]

Keystream block
0x64 0xb8 Oxbd Oxf8 Ox7b Ox82 0Ox8c 0x4b

= 0x79622d32
= Ox00000000
= Ox00000000
= Ox00000000
= Ox00000000
= Ox00000000
= Ox00000001

Oxb3
Ox7c
Oxcc
Oxec
Ox61
oxfd
0x26
Oxb1

0X79
Ox4f
Oxcl
Oxao
Ox6b
Oxc8
0Oxd4
Oxdb

1:
0xfb
Oxf4
0x49
Ox0b
Ox6e
Oxc8
0x9d
0x7b

oxc4
0Ox06
Ox7c
0xd8
0X73
Oxea
0Ox06
0Ox8c

0x00
0x00
Ox00
0Ox00
0x00

0Ox00
0x00
0x00
Ox00
Ox00

after init:

= 0x61707865
= 0x79622d32
= OX00000000
= OX00000000
= OX00000000
= OX00000000
= OX00000000
= Ox00000001

0x83
0x8d
Oxbe
Oxd7
Oxb2
0x8b
OX78
0x00

Ox88
Ox1d
0x95
0x43
Oxa9
Oxcf
Ox5a
Ox37

0x6b206574
OX00000000
Ox00000000
OXx00000000
OXx00000000
OX00000000
Ox00000000

OXx06
0Ox4e
0x69
0x59
Ox5a
0x95
0xb9
Oxcf

Oxca
Oxd1
0Ox42
0x9b
0xal
0x49
Ox7b
Ox06

Oxb7
Oxch5
Ox78
0x40
0OXx57
0x43
Oxf3
0x46

Oxa8
0OX75
0x36
Oxbo
0x17
Oxab
Oxb2
oxfe

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x3320646e
0x6b206574
OX00000000
OXO0000000
OX00000000
OXx00000000
OX00000000
OX00000000

0x00
0x00
0x00
0x00
0x00

Test Vectors for the Stream Cipher ChaCha December 2013

0x00
0x00
0x00
0x00
0x00
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oxe6d
Oxf8
0x98
Ox46
Ox9e
Oxed
Oxle

Oxba
Oxb3
0x36
0xc9
Oxcb
oxfc
0xf3

Keystream
0x55 0x9d
Oxfe 0x23
Ox51 0x22
Oxa7 0Ox7c
Oxbf Oxf0O
0x03 0xb2
Oxfc Oxla
Ox3a 0x6d

Key:

IV:
Rounds:

Internet-Draft

Oxf7
Ox3f
Oxad
0x53
0x98
Ox8f
0xb3

block
Oxb4
Oxb9
Oxee
Oxal
0x4b
0x9c
0xb9
0x83

OX00 0x00
OX00 Ox00
OX00 Ox00
OX00 0x00
Ox01 Ox00
20

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
Oxef Ox3f
Oxf5 Oxcf
OXx09 0x63
Ox33 O0x96
0Ox11 Oxle
Oxa8 Oxad
0x5d Oxdc
Ox6b Oxbd

Keystream
0x53 0x05

01]
03]
05]
07]
09]
11]
13]
15]

block
Oxdf
0x35
0x16
0Ox0b
Ox4c
0Ox64
0x49
Oxbo

block
0xe5

Test Vectors for

Oxef
0Ox63
Oxe5
0xao
Oxe8
Ox9a
Ox1f

0x69
0x57
0x9b
Oxf3
Ox1d
Ox0a
0x02

1:
oxa7
Oxa2
Ox4f
0x50
0x02
0x02
0x82
Oxbd

Oxf2
0x59
0x13
0x91
Ox6a
0Ox07
OX7c
0x3b

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

after init:

0Xx61707865
= 0x79622d32
= OxX00000000
= Ox00000000
= Ox00000000
= OXx00000000
= OX00000000
= Ox00000001

0xd6
Oxbd
0x34
Oxd1
Oxaf
0x26
OXx7a
0x04

Oxc6
0x3d
Oxd2
0x38
0x23
0x19
Ox0b
Ox1b

1:

Oxed 0Ox4a

ox8d
0x14
Oxel
Ox8e
Ox5d
0x45
Ox8f

0x22
Ox6a
0Ox63
0Ox2a
ox2f
0x7d
0x13
0x52

0x15
0xd3
Oxle
Oxe5
Ox7e
Ox4a
0x46
Ox2f

Oxff

0x3d
Ox8f
0x69
oxfc
Oxab
Oxe4
Ox0f

Oxed
0x41
0x29
Oxcf
0x99
0xb9
ox1d

Oxc4
0x88
0Ox89
Oxc7
Ox80
Ox7b
Oxc8
Oxaz2

0x42
0x28
Ox6e
0x23
Ox7e
Ox06
Ox01
Ox6f

0x00
0x00
0x00
0x00
0x00

0x00
0x00
0x00
0x00
0x00

0x3320646e
0x6b206574
OXx00000000
OXx00000000
OXx00000000
OX00000000
Ox00000000
Ox00000000

Oxfb
0x80
Oxac
0x32
Ox3c
0x54
Ox7d
Ox6b

0Xx78
Ox3b
0x42
Ox0d
0Oxeb5
0x88
Ox6e
0x58

0x19 0xb2

0x00
0x00
0x00
0x00
0x00

the Stream Cipher ChaCha December 2013

0x00
0x00
0x00
0x00
0x00
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Oxfb
0x43
Oxb5
Ox1f
OXx71
0x32
0x90

0Ox35
0x40
Ox5f
Ox8b
0x03
OX72
Ox8a

0x93
0x9e
0x58
0x01
0x86
Ox6b
Oxfe

0x61
Oxb7
0x36
OX7cC
Ox3f
0x2b
Ox5a

0x44
0Oxe8
Oxae
0x4b
Oxa8
Ox6b
Oxf1

OX67
oxeb5
Oxb4
0x9d
0x03
0x31
0xd6

Ox5e
Oxf1
0x9b
Oxcl
Oxdc
Oxaa
Oxb6

Oxe4
Oxof
0x32
Ox8a
0xd5
OX70
0x58

: All bits in key and IV are set.

OXTf Oxff Oxff Oxff Oxff Oxff Oxff Oxff
OXTf OXTf Oxff Oxff Oxff Oxff Oxff Oxff
OXTf OXTf Oxff OXFff Oxff Oxff Oxff Oxff
8

IV:
Rounds:

Internal state after init:

state[00 -

state[02
state[04
state[06
state[08
state[10
state[12

01]
03]
05]
07]
09]
11]
13]

0x61707865
0x79622d36
OXTIffffff
OXFFFfffff
OXFfffffff
OXFIffffff
0X00000000
OXFFFfffff

0x3120646e
0x6b206574
OXTIffffff
OXFFffffff
OXFIffffff
OXFIffffff
0X00000000
OXFFffffff

state[14 - 15]
block
0xd5
0x96
Ox3f
Oxd7
Oxb6
0x99
Ox0e
Oxcl

Keystream
Ox22 0x04
Ox3e Ox00
Oxf1l Ox4a
Ox6e Oxf0O
Ox3e Ox0f
0xb9 Oxcd
Oxd1 0x3f
Ox3a 0xbb

0xb8
Ox60
Oxbo
0x21
0x40
0x99
0x31
Oxb1l

Oxlc
0x34
0Ox47
0x13
Oxd7
Ox6e
Oxc8
Oxle

Oxeb
Oxf9
Oxf5
0x23
Ox6f
Ox6e
0x22
0x8b

0x62
0x13
Ox8b
0x04
Oxf9
0x38
0x44
Oxf1

0x19
0x02
Ox6e
0x16
Oxc3
Oxfa
Oxd3
ox2d

block 1:

Oxd7 0Ox8e
0x13 0x69
0x15 0x11
0x02 0x44
Oxe4 Oxbb
0xd2 Ox67
0x43 0xa3
0x28 Oxf1

Keystream
Ox9a 0x81
Oxdf Oxae
Ox81 Oxae
Oxdd 0x28
Ox36 0Ox3a
Ox0f Ox99
oxfc Ox6e
Oxd6 0x6b

0x4d
0x9d
0x56
Ox1d
0x30
oxcc
Oxac
Ox8a

0Ox9e
0x21
0x9d
0x93
Oxcd
0Ox3a
ox8d
0x7b

0x56
Oxf5
Oxb8
Oxee
Ox6e
Oxeb
Oxc3
0x22

OX60
Oxl1c
oxe7
Ox57
0x7d
0x92
Ox1b
Oxb2

Key: Oxff Oxff Oxff oxff oxff oxff Oxff oxff
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OXff Oxff OxFff Oxff Oxff Oxff Oxff Oxff
OXTf OXTf Oxff OxFff Oxff Oxff Oxff Oxff
12

IV:
Rounds:

Internal state after init:

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream

01]
03]
05]
07]
09]
11]
13]
15]

block

0x61707865
0x79622d36
OXFIffffff
OXFFfFfffff
OXFFFfffff
OXFIffffff
0X00000000
OXFFFfffff

0x3120646e
0x6b206574
OXTIffffff
OXFFffffff
OXFFFfffff
OXFIffffff
0X00000000
OXFFffffff

Oxb3
OX7cC
Ox0d
Oxec
0x62
Oxch5
0x3b
Oxad

OX60 Oxe3
Oxc4 Oxba
OX76 0x62
Oxal 0x43
0x83 0xd5
Oxec 0Ox3c
Ox5c 0x5d
Ox36 0x87

0x49
Oxab
OxX77
0x3b
0x59
0x5d
Oxfe
Ox0f

Oxeb
0x90
ox0d
0xd9
0x7d
0x5b
Ox2f
0x31

0Ox0c
Oxd4
0x36
0x2b
Ox7a
0Ox30
0x92
0x85

0x38
Ox4a
0x35
Ox00
0Ox61
Oxel
0x42
Oxb6

0x28
0OX72
Ox65
Oxf4
Ox58
Oxc8
Ox8e
Oxd9

block 1:

Oxab 0Ox6¢C
Oxcd 0Oxfc
Oxb5 0x9a
0x9b 0x91
Ox4a Ox9d
0x90 0Ox6f
Ox0a 0x85
Oxfb Oxd4

Keystream
Oxf3 0x4d
Ox8f Oxbd
Ox1lc 0Oxc8
Ox3c 0x3a
Ox12 0x46
Oxe9 0x89
Oxc8 0xa7
Ox12 0x73

0x2b
OX78
0x8b
Oxd2
Ox8e
0x42
Oxbb
Oxca

Oxch
Ox3f
0x28
0x9b
0x05
Oxc7
Ox7f
Oxd9

0x51
0x09
0x52
0Ox57
0x02
oxef
Oxf2
0x61

0x89
Ox17
0x98
Ox61
Ox63
Oxca
0x21
0Ox42

OxXTf Oxff Oxff Oxff
OxXff Oxff Oxff Oxff
Oxff Oxff Oxff Oxff
20

OxTf Oxff Oxff Oxff
OxTf Oxff Oxff Oxff
Oxff Oxff Oxff Oxff

Key':

IV:
Rounds:

Internal state after init:

state[00 - 01] = 0x61707865 0x3120646€
state[02 - 03] = 0x79622d36 0x6b206574
state[04 - 05] = OXFFFFffff oxFFffffff
state[06 - 07] = OxFFFffffff oxffffffff
state[08 - 09] = OxXFFfffffff oxffffffff
state[10 - 11] = Oxffffffff oxffffffff
state[12 - 13] = ©x00000000 ©x00000000
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state[14 - 15] = Oxffffffff oxffffffff

Keystream block

Ox99 0x29 0x47 OXC3 Ox96 Ox61 Ox26 Oxa0
Oxe6 Ox60 Oxa3 Oxe9 Ox5d Oxbd Ox48 Oxde
0x09 Ox1f Oxb9 Oxe® O0x18 Ox5b Oxle 0Ox41
Oxe4 0x10 0x15 Oxbb Ox7e Oxe5 Ox01 0x50
0x39 0x9e 0x47 Ox60 0xb2 0x62 0xf9 0xd5
Ox3f Ox26 Oxd8 Oxdd ©0x19 Oxe5 Ox6f Ox5C
Ox50 Ox6a O0xe® Oxc3 Ox61 Ox9f Oxa6 Ox7f
OxbO Oxc4 Ox08 Ox10 Ox6d Ox02 OXO3 Oxee

Keystream block 1:

0x40 Oxea Ox3c Oxfa Ox61 Oxfa Ox32 Oxa2
Oxfd O0xa8 Oxdl 0x23 Ox8a 0x21 Ox35 Oxd9
Oxd4 0x17 Ox87 Ox75 0x24 OxOf Ox99 Ox00
OX70 Ox64 Oxab6 Oxa7 OxfO® Oxc7 Ox31 Oxb6
OX7Cc 0x22 Ox7c 0Ox52 Oxef Ox79 Ox6b Ox6b
Oxed Ox9f Ox90 Ox59 Oxba 0x06 0x14 Oxbc
Oxf6 Oxdd Ox6e 0x38 0x91 Ox7f Ox3b 0x15
Ox0e Ox57 Ox63 Ox75 Oxbe Ox50 Oxed Ox67

Key: oxff Oxff oxff oxff Oxff oxff oxff Oxff
Oxff Oxff oxff Oxff oxff oxff oxff oOxff
Oxff Oxff Oxff oxff Oxff oxff Oxff Oxff
Oxff Oxff Oxff oxff Oxff oxff oxff Oxff
IV: Oxff Oxff oxff Oxff oxff Oxff oxff Oxff
Rounds: 8

Internal state after init:

state[00 - 01] = 0x61707865 0x3320646e
state[02 - 03] = 0x79622d32 0x6b206574
state[04 - 05] = OXFFffffff oxffffffff
state[06 - 07] = OxFFffffff oxffffffff
state[08 - 09] = OxFfFffffff oxffffffff
state[10 - 11] = Oxffffffff oxffffffff
state[12 - 13] = 0x00000000 Ox00000000
state[14 - 15] = Oxffffffff oxffffffff

Keystream block

Oxel Ox63 Oxbb 0xf8 Oxc9 Oxa7 0x39 Oxdi
Ox89 0x25 Oxee Ox83 Ox62 Oxda Oxd2 Oxcd
OXc9 0x73 Oxdf Ox05 0x22 0x5a Oxfb 0Ox2a
Oxa2 Ox63 Ox96 Oxf2 Oxa9 0x84 Ox9a 0Ox4a
0x44 Ox5e Ox05 0x47 Oxd3 Oxl1c 0x16 0x23
Oxc5 0x37 Oxdf Ox4b Oxa8 Ox5c Ox70 Oxa9
0x88 Ox4a 0x35 Oxbc Oxbf 0x3d Oxfa OxbO
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OX77 Oxe9 Ox8b OxOf Ox68 0x13 Ox5f Ox54

block 1:

0x93 0x3f
0x2c 0x27
0xed® 0x24
Ox44 0x98
OX00 Ox9c
0X76 0x94
0x34 0x98
0x75 0x2d

Keystream
0x81 0xd4
Oxcd 0x76
0x15 0x34
Oxd5 0xe9
OX79 0Ox0cC
OX03 0Ox2a
0xd9 0Ox6d
0x85 Oxaf

0x8b
0x23
Ox4a
Oxd4
0xf9
Oxchb
0x36
0x18

0x32
Ox5c
Ox9a
Ox7f
Oxel
0x28
Oxle
Ox7a

Ox2a
oxe2
Ox2f
Oxf1
Oxa3
0x02
Oxdb
Oxb5

Oxco
0xb3
Ox1f
0x08
0x48
Ox4c
Ox17
Ox4b

oxff oxff oxff Oxff
oxff Oxff Oxff oxff
oxff oxff oxff oxff
Oxff Oxff oxff Oxff
oxff Oxff oxff Oxff
12

Oxff Oxff
Oxff oxff
Oxff oxff
Oxff Oxff
Oxff Oxff

Oxff
Oxff
Oxff
Oxff
Oxff

Oxff
Oxff
Oxff
Oxff
Oxff

Key:

IV:
Rounds:

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
Ox04 Oxbf
Ox8f 0Oxa4
Oxa6 0x64
Oxe5 Oxf8
Oxca 0Oxab
Ox57 0Oxeb
0x32 0x2d
0Ox40 0Ox1c

Keystream
Ox5c 0x94
Ox53 0x54
Oxad 0Ox6¢C
Oxe3 0x85
Ox8e 0x18
Ox1b 0xd4
0x35 0x14

01]
03]
05]
07]
09]
11]
13]
15]

block
0x88
Ox7b
Oxa7
Oxb4
0x9c
Ox5f
Ox0a
0xd5

block
0x29
0x55
Oxd7
0x36
Oxdb
0x18
Oxf3

after init:

0x61707865
= 0x79622d32
= Oxffffffff
= OXffffffff
= Oxffffffff
= Oxffffffff
= Ox00000000
= Oxffffffff

Oxda
0Ox7e
0xd2
0x64
Ox5a
0x34
Ox2f
0Ox36

Oxe8
0x63
Ox8f
Oxad
Oxb2
0x5c
Oxf7
0x63

1:
Oxb5
0x96
0x61
0x3b
Ox5a
OX78
0x71

Ox5c
Ox69
Oxc4
0x95
OX67
0x92
0x2b

oxe4d
0X79
0x4d
0xd2
0x21
0x96
Oxa9
Ox9a

Oxa3
Oxal
Oxla
Ox67
0Ox3c
Oxa9
0x26

0x3320646e
0x6b206574
OXTIffffff
OXFFffffff
OXFfffffff
OXTIffffff
OX00000000
OXFFffffff

OX7a
0x43
Oxab
Ox0c
Oxaz2
Oxf4
Oxcd
0Ox61

0x22
Ox4b
0x84
Ox3a
Ox3a
Oxd1
0x43
Ox5a

Oxb5
Oxac
Oxac
Ox06
0x29
Oxa3
0Ox30

oxc1l
0x54
Oxb8
Ox5f
Ox11
Oxa3
Oxcl
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0x26 0x10 Ox32 0x98 Oxed 0x76 Oxbc Ox9a

Key: oxff Oxff Oxff oxff Oxff oxff oxff Oxff
oxff Oxff Oxff oxff Oxff oxff oxff Oxff
Oxff Oxff oxff Oxff oxff Oxff oxff oOxff
Oxff Oxff Oxff oxff Oxff oxff Oxff Oxff
IV: Oxff Oxff Oxff oxff Oxff oxff Oxff Oxff
Rounds: 20

Internal state after init:

state[00 - 01] = 0x61707865 0x3320646€
state[02 - 03] = 0x79622d32 ©x6b206574
state[04 - ©5] = OXFFFFFfff oxFFFfffff
state[06 - 07] = OXFFffffff oxffffffff
state[08 - 09] = OxFfffffff oxffffffff
state[10 - 11] = Oxffffffff oxffffffff
state[12 - 13] = Ox0O00O0CO0 OXxOOEOOEOO
state[14 - 15] = Oxffffffff oxffffffff

Keystream block

0xd9 Oxbf Ox3f Ox6b Oxce 0Ox6e OxdO Oxb5
OXx42 0x54 Ox55 OXx77 Ox67 Oxfb Ox57 0x44
0x3d Oxd4 0x77 0x89 0x11l Oxb6 Ox06 OxO5
Ox5c Ox39 Oxcc Ox25 Oxe6 Ox74 Oxb8 0x36
Ox3f Oxea Oxbc 0x57 Oxfd Oxe5 Ox4f 0Ox79
OX0Oc Ox52 Oxc8 Oxae Ox43 0x24 Ox0Ob Ox79
Oxd4 0x90 0x42 Oxb7 Ox77 Oxbf Oxd6 Oxcb
Ox80 Oxe9 0x31 Ox27 Ox0Ob Ox7f OXx50 Oxeb

Keystream block 1:

Ox5b Oxac 0x2a Oxcd 0x86 Oxa8 Ox36 Oxch
Oxdc 0x98 Oxcl 0x16 Oxcl Ox21 Ox7e Oxc3
Ox1d Ox3a Ox63 0xa9 0x45 0x13 0x19 0xfO
0x97 Oxf3 Oxb4 Oxd6 Oxda Oxb® Ox77 Ox87
0x19 0x47 Ox7d 0x24 Oxd2 0x4b Ox40 Ox3a
0x12 0x24 0x1d Ox7c Oxca 0Ox06 Ox4f Ox79
Ox0f Ox1d Ox51 Oxcc Oxaf Oxf6 Oxbl Ox66
0x7d Ox4b Oxbc Oxal 0x95 Ox8c 0x43 Ox06

TC5: Every even bit set in key and IV.

Key: Ox55 Ox55 Ox55 0x55 Ox55 0x55 Ox55 0x55
0x55 0x55 Ox55 Ox55 0x55 0x55 O0x55 Ox55
IV: 0x55 0x55 Ox55 Ox55 0x55 0x55 0x55 Ox55

Rounds: 8
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Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream

01]
03]
05]
07]
09]
11]
13]
15]

block

after init:

0x61707865
0x79622d36
0x55555555
0x55555555
0x55555555
0x55555555
Ox00000000
0x55555555

Test Vectors for the Stream Cipher ChaCha December 2013

0x3120646e
0x6b206574
0x55555555
0x55555555
0x55555555
0x55555555
Ox00000000
0x55555555

0x3b
Ox1d
Oxb6
Oxa9
0x4d
0x09
OXx66
0x84

OxfO 0xa2
OxdO 0x69
Ox2c 0Ox5c
Oxfa 0x48
Ox6b Oxab
Ox6f Oxla
Ox86 0Oxeld
Ox6a Oxc6

Oxc3
Oxc3
0x01
0xfb
0x89
0x19
Oxel
Oxaf

0Ox62
0x84
0x10
Oxba
0x2e
0x51
Ox7c
Oxlc

OX70
0Ox37
Oxao
0xd9
0x96
Ox4a
Ox71
0x93

Oxel
Ox4b
Ox3f
Ox61
0x26
oOxe5
Oxa4
0x19

Ox8e
0x9b
0x56
Oxaa
Ox1b
Ox6f
0x17
0x96

block 1:

OX75 0Ox4e
Oxec 0Oxf5
OX76 Ox69
Oxcf Ox17
0x59 0xdi1
Oxbe 0x3b
0x1b Ox6¢C
0x4b 0Oxfc

Keystream
0x95 Ox0f
Oxd1l 0x76
Oxab 0Oxc7
Oxea 0x94
Ox50 O0x48
Oxb2 0x98
0x23 0xf6
Oxcf Oxc8

Oxdo
Ox2a
0x93
Oxal
0x24
Oxed
Oxab
Ox5a

Ox8b
Oxc6
0x31
Oxf0o
0OXx7c
Oxed
Oxd1
0x29

0Xx72
0Ox71
Ox7b
Oxd7
Oxab
Oxb7
Ox5b
0Ox3d

Ox61
Ox5e
0xd3
Ox4e
Ox8a
Ox3a
Oxa4
Oxch

Ox55 Ox55 0x55 0x55
0x55 0x55 Ox55 O0x55

Ox55 Ox55 Ox55 0x55
0x55 0x55 0x55 0x55

Key':

IV: Ox55 Ox55 Ox55 Ox55 Ox55 Ox55 Ox55 Ox55
Rounds: 12

Internal state after init:

state[00 - 01] = Ox61707865 0x3120646e
state[02 - 03] = 0x79622d36 0x6b206574
state[04 - 05] = 0x55555555 Ox55555555
state[06 - 07] = Ox55555555 Ox55555555
state[08 - 09] = 0x55555555 Ox55555555
state[10 - 11] = 0x55555555 Ox55555555
state[12 - 13] = Ox0O0000000 OxOOEOOEOO
state[14 - 15] = 0x55555555 0x55555555
Keystream block

OX90 Oxec Ox7a 0Ox49 Oxee OxOb Ox20 Oxa8



Strombergson Expires July 4, 2014 [Page 23]



Internet-Draft Test Vectors for the Stream Cipher ChaCha December 2013

0x3d
0x89
0x62
Ox7f
Oxb1
0x87
Ox50

Ox1f
Oxf6
Oxbc
Ox52
0x47
Oxa9
0x35

Oxaf
0Xx7cC
0x3b
0x91
0Ox63
0Oxco
Oxea

0x08
Ox2a
OX79
Oxac
Oxbo
Oxaa
Oxb5

0x46
0X7cC
Oxdd
0x09
Oxd2
0x19
Oxle

0Ox3c
Oxe8
Oxbe
Oxle
0xb9
Ox0c
Oxb5

Ox6¢C
oxoed
Ox80
ox2d
Ox04
0x35
OX70

Oxac
Oxe6
Oxf9
0x95
Oxde
Ox9a
Oxd5

block 1:

Oxcc Oxea
0x10 Oxla
OX69 0x42
0x89 0x21
O0xb9 0x52
Ox00 Oxe8
Oxed 0x62
Oxec 0x92

Keystream
Ox8f 0Ox78
0x44 Ox50
Ox6e Oxfd
Ox8e 0Ox78
OXx73 Ox64
Oxba 0xc5
Oxce 0Ox51
0x94 Oxde

0x3d
Oxc4
0x6b
Oxf2
0x91
0x9d
ox6d
0x12

0x94
0x95
ox47
Ox9e
0x31
Ox8c
oxod
Ox5e

0x52
Oxcd
Oxfa
0x3d
0x73
Ox66
Oxa8
Oxa4

0x58
0x16
Ox6e
0x54
Oxab
Oxc6
Oxdc
ox8d

Ox55 Ox55 0x55 0Ox55
0x55 0x55 O0x55 O0x55
0x55 0x55 0x55 0x55
20

Ox55 Ox55 Ox55 0x55
0x55 0x55 Ox55 0x55
0x55 0x55 0x55 0x55

Key:

IV:
Rounds:

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
0x35 0x7d
0x58 0x15
Ox3b 0x26
Ox99 0Ox27
Ox6b 0Oxf2
Ox8d 0Oxa8
Oxb6 Oxf4
OX70 0x45

Keystream
Oxec 0Ox74
0xb3 0x6d
0x08 Oxef

01]
03]
05]
07]
09]
11]
13]
15]

block

after init:

= Ox61707865
0Xx79622d36
0x55555555
0x55555555
0x55555555
0Ox55555555
OX00000000
0x55555555

0x3120646e
0x6b206574
0x55555555
0x55555555
0x55555555
0x55555555
OXx00000000
0x55555555

Ox7d
0xaz2
Oxbo
0x83
0x99
0x3c
0x81
oxfd

0x94
0Xx05
Oxea
0x7b
Oxad
0x78
Ox3a
Ox3f

block 1:

Ox4a 0Ox6b
0x8b 0Ox6a
OX7b Oxe6

Oxf9
Ox1d
0xd9
Oxc3
0x81
0x10
Oxb6
0xd5

0x9b
0x54
Oxcc

0x66
Oxchb
Oxf5
Ox06
Oxf7
Oxbf
Oxc3
Oxel

Oxf8
0x99
Oxle

OX77
0x04
ox7d
Ox7e
Oxf5
Oxc1
0x26
0x99

Oxch
OXCc6
0x93

Ox8f
0x13
Oxdo
Ox4b
Ox0c
OXx7b
0x95
0x15

Oxdc
Ox8a
Oxf2
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0xd2 Oxca 0Oxd4 Oxe4d
0xd9 0x4b Ox56 0Ox66
0x0d 0x82 0x2d 0xd5
0Xx19 0x52 Ox78 Oxe7
0x09 0x86 Ox8d Oxdf

0xf5 Oxbc
Oxa3 0Oxeb5
Ox6d 0x13
Oxb0 Oxf8
0x49 0Ox5f

OX7c
0x38
Ox6a
Oxb2
0x12

0x18
Ox2c
Oxac
0x92
oxcc

Ox55
Ox55
0x55
0x55
IV: Ox55

0x55
0x55
0x55
0x55
0x55

0x55
0x55
0x55
0x55
0x55

0x55
Ox55
0x55
0x55
0x55

0x55
0x55
0x55
0x55
Ox55

Ox55
0x55
0x55
0x55
Ox55

Ox55
Ox55
0x55
0x55
0x55

Ox55
Ox55
0x55
0x55
Ox55

Key:

Rounds: 8

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
Ox7c Oxb7
Ox6d 0Oxc6
0x99 0x69
Ox05 Oxf1
OXx75 Oxab
0x29 0x0d
Oxdb 0xfe
Ox20 0Oxa7

Keystream
Oxd4 0x8f
Ox5d 0x54
Ox08 0x39
Ox82 0Oxce
0x29 0x80
ox2f 0x5d
Oxec Oxbc
Oxa7 0x69

Key:

01]
03]
05]
07]
09]
11]
13]
15]

block
0x82
0x2c
0x52
0x24
0x9e
OX75
oxfd
ox0d

block
Oxf5
0x80
0x44
0x09
Ox7d
0x3c
OXx60
0x61

after init:

0Xx61707865
= 0x79622d32
= Ox55555555
= Ox55555555
= Ox55555555
= 0x55555555
= OXO00000000
= Ox55555555

0x14 0xe4d
Oxf7 Oxal
Oxb4 Oxfb
Ox3c Oxe3
Oxbc Oxd2
0x38 0x49
0x06 0x0d
0x04 0x9d

1:
0xaz
Ox2d
0xd8
Oxf7
0x62
0xc8
0x52
Oxbf

0x51
Ox74
0xdo
oxeb
Oxc3
0Ox53
Ox52
oxeb

Oxd3
0x53
0X72
0x44
Oxb2
Ox1f
0x88
Oxc2

Ox3e
0x84
Oxd1
Oxeb
0x18
0x81
0x05
Oxla

0x3320646e
0x6b206574
0x55555555
0x55555555
0x55555555
0x55555555
OX00000000
0x55555555

Ox5b
0x88
Ox61
0x29
0x98
Ox5b
Ox81
Ox7d

0x46
Ox8c
Oxchb
0Ox2e
Oxab
Oxeb
0X79
0OX67

0x49
Oxc4
0x4d
Oxf2
0X74
Oxa7
oxe3
Oxco

OX7a
Oxf1
0x64
Ox0b
0xdo
0x45
OXx00
OX7c

OX55 Ox55 Ox55 Ox55 OXx55 Ox55 OXx55 0x55

OX55 Ox55 Ox55 O0x55 Ox55 Ox55 Ox55 Ox55
Ox55 0x55 Ox55 Ox55 Ox55 0x55 0x55 0x55
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Ox55 Ox55 0x55 0x55

IV:
Rounds:

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
Oxa6 Ox00
Oxda 0x00
Ox5c Oxa7
0x95 0x3d
Oxb8 0Ox60
0x63 0xb2
0x48 0x8f
OxcO Oxab

Keystream
0x14 0Ox0e
0x28 0x9b
0x9d 0x09
Oxda Oxf3
Ox7c Oxf3
Oxda 0x27
Ox8a 0Ox5c
Oxca 0Oxe0

Key':

IV:
Rounds:

Internal
state[00
state[02
state[04
state[06
state[08

Ox55
Ox55
0x55
Ox55
0x55
20

01]
03]
05]
07]
09]
11]
13]
15]

block
0xfo
Oxdd
0x30
Oxe0l
0xf6
Oxef
0x5d
0OX70

block
Oxff
Ox6b
Oxda
0x48
0OXx79
Oxa4
0x38
Oxbb

(0D%
(0%
0X
0X
(0%

state

01]
03]
05]
07]
09]

Ox55 Ox55 0x55 0x55
12

after init:

0Xx61707865
0x79622d32
0x55555555
0x55555555
0x55555555
0x55555555
OX00000060
0x55555555

OX77
0x74
ox2f
0x04
OX60
0x39
Ox9a
0xf9

Ox27
Oxcc
Ox6a
Ox50
0x49
Oxcc
0x24
0x21

1:
Ox4a
Oxch
oxa7
Oxa8
0xb3
OXxc6
Oxde
0x83

Oxa4
0x7d
oxa7
Oxf2
Oxb2
0x80
Oxd6
0Ox8d

55
55
55
55
55

0x55
0x55
0x55
0x55
0x55

0Ox55
0x55
0x55
0x55
0x55

after init:

0Xx61707865
0x79622d32
= Ox55555555
= Ox55555555
0x55555555

Oxff
Ox3e
Ox0a
Oxee
Oxf2
0x31
Ox1b
0xb9

0x95
Oxe0
0x24
0x83
0x84
0x85
Ox2d
Oxdc

Test Vectors for the Stream Cipher ChaCha December 2013

Ox55 Ox55 Ox55 0x55
0x55 0x55 0x55 0x55

0x3320646e
0x6b206574
0x55555555
0x55555555
0x55555555
0x55555555
Ox00000000
0x55555555

oxf
Oxf
Ox4
Ox4
Oxe
0Ox2
0x5
0x9

0x93
0x8b
0x29
Oxcd
Oxea
oxoed
0x61
Ox1b

Ox6
oOx4
Ox9
Ox5
Ox0
oOx4
0x4
Ox3

Oxac
OX72
0x39
Oxle
Oxfo
Ox37
Ox11
0x22

0x55
0x55
0x55
0x55
0x55

0x55
0x55
0x55
Ox55
0x55

0x3320646e
0x6b206574
0x55555555
0x55555555
0x55555555

3
b
4
0
d
c
d
5

1
1
0
9
b
a
1
2

Ox55
0x55
0x55
Ox55
0x55

Ox55
0x55
0x55
Ox55
0x55
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state[10 - 11]
state[12 - 13]
state[14 - 15]

Keystream
Oxbe 0xa9

block
0x41

Oxla Oxa4d

0x55555555
OX00000000
0x55555555

Ox53

Test Vectors for the Stream Cipher ChaCha December 2013

0x55555555
OX00000000
0x55555555

Oxch5 0x43

Oxf5
0x22
0x33
OXx60
Oxle
Oxee
Ox69

Ox4a 0Oxb5a
OX39 0x68
0xd3 0xb5
Oxa4 0Oxa3
Oxel Ox6¢C
Ox45 0Oxch
Oxa6 0xf8

Oxe8
0x55
Ox0a
0Xx60
0Ox3a
0Ox97
Ox8a

Oxc9
0Oxa9
Oxel
Ox6C
Oxec
OX75
oxfc

0x28
Oxea
0xb3
0X67
Oxe8
0x01
0X75

Ox62
Ox6e
0Ox66
Ox1d
Oxe6
0x7b
Ox80

0x64
Oxd6
Ox11
Ox5c
Oxal
Ox2f
Oxf7

block 1:

Oxf6 0Ox76
0x34 0x22
Oxla Oxca
Oxe6 0Oxdo
0x52 Oxe9
Oxae Ox6¢C
Oxac 0Ox2f
0x04 0xb1

Keystream
Oxe® 0xb8
0x4d 0Ox2a
Oxc4 0x93
Ox27 Ox88
Ox8e Oxf6
Ox87 0Oxle
0x4d 0xb5
0x26 Oxdo

Ox6fT
Oxc6
Oxa4
0x83
0x14
Ox00
Oxc7
Ox86

Oxeb6
Oxd7
0x95
Oxb6
0x7b
0x68
Oxce
Ox0f

0x44
Oxfa
Ox0e
Oxd1
0x14
0x04
Ox4c
Oxca

0x21
0x36
0x9d
Oxcd
Ox5b
Oxc7
0x68
Oxba

Every odd bit set in key and IV.

Oxaa Oxaa Oxaa Oxaa
Oxaa Oxaa Oxaa Oxaa
Oxaa Oxaa Oxaa Oxaa

Oxaa Oxaa Oxaa Oxaa
Oxaa Oxaa Oxaa Oxaa
Oxaa Oxaa Oxaa Oxaa
8

Internal state after init:

state[00 - 01] = Ox61707865 0x3120646e

state[02 - 03] = 0x79622d36 0x6b206574

state[04 - 05] = Oxaaaaaaaa Oxaaaaaaaa

state[06 - 07] = Oxaaaaaaaa Oxaaaaaaaa

state[08 - 09] = Oxaaaaaaaa Oxaaaaaaaa

state[10 - 11] = Oxaaaaaaaa Oxaaaaaaaa

state[12 - 13] = OX00000000 OXOOOOOO00

state[14 - 15] = Oxaaaaaaaa Oxaaaaaaaa

Keystream block

0x31 0x2d Ox95 OxcO Oxbc 0x38 Oxef Oxf4
0x94 0x2d Oxb2 Oxd5 Ox0b Oxdc Ox50 Ox0a
0x30 0x64 Oxle Oxf7 Ox13 Ox2d Oxbl 0xa8
Oxae 0x83 Ox8b Ox3b Oxea 0x3a Ox7a 0OxboO
0x38 0x15 Oxd7 Oxad4 Oxcc 0x09 Oxdb Oxf5
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Oxed
0x50
Oxc6

Oxd7
Oxb7
0x43

Ox88 0Ox2a
O0x48 0x13
0x68 0x55

0x34 0x33
Ox6e Oxba
OxcO O0xf5

0x43
0x32
Ox7a

Oxac
0x99
0x36

block 1:

Oxd3 0xd6
Oxc2 0xe3
0X09 0x9e
0X07 0x45
0xd4 0xb1
Oxe6 0x24
0x52 0xf5
Oxec 0x96

Keystream
oxef Oxb5a
Ox9d 0x66
Oxbb 0xe3
Ox2f Ox70
Ox58 0x24
Ox61 Ox77
Oxe6 0OX75
Oxf7 Oxa8

Oxf6
0Ox05
Ox5a
0x62
Ox69
Ox8c
Oxb4
Oxc3

0x5d
Ox1b
Oxce
0x19
Ox1b
OxX77
Oxe3
Oxda

Oxa4d
0x40
0x13
Oxbe
Ox9f
0x35
0x19
Ox5d

Oxc3
Oxb9
Ox00
0x53
0OX73
OX79
OX70
Oxbe

Oxaa Oxaa Oxaa Oxaa
Oxaa Oxaa Oxaa Oxaa
Oxaa Oxaa Oxaa 0Oxaa

Oxaa Oxaa Oxaa Oxaa
Oxaa Oxaa Oxaa Oxaa
Oxaa Oxaa Oxaa 0Oxaa

Key:

IV:

Rounds:

Internal
state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystrea
OX05 0Ox7
Oxb7 Ox6
Ox68 0Ox8
Ox2c 0Ox6
Oxfe 0x4
Oxd7 Oxf
Ox85 0Ox1
0x79 Oxf

Keystrea
Oxe9 0Oxe
OX74 0Ox9
oxcf 0Oxc
Ox5b 0x5
Oxbe 0x9
Ox8c 0Ox7
Ox64 0Oxc

12

after init:

0x61707865
0x79622d36
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Ox00000000
Oxaaaaaaaa

state
- 01]
- 03]
- 05]
- 07]
- 09]
- 11]
- 13]
- 15]

block
Oxe8
Oxb2
Ox8e
Oxchb
0x31
0x86
0x29
0x64

m
£
b
e
b
d
b
0
5

Ox4f
Oxab
Oxb6
0x90
0x93
ox4f
Oxec
0x96

Oxea
Oxfd
0x26
0xb8
Oxal
0Ox01
Oxdb
Oxf1

block 1:

0x19 0x45
0x7c Oxi1f
Ox8c 0x55
Oxd5 0x13
0xd7 Oxba
Oxfa Ox66
0x42 0Oxbb

m
6
a
6
1
1
c
3

0xb8
Oxch
Ox8e
Oxeb
0x36
OX65
0Ox30

Oxd1
Oxde
0Ox82
0Ox56
0x03
0x45
OX60
0Ox62

0xd8
Oxfb
Ox6e
Oxeb
Oxdc
Ox4a
0x47

0x3120646e
0x6b206574
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Ox00000000
Oxaaaaaaaa

Ox3c
Ox66
OX75
0x16
0x6b
0x36
Oxac
0x13

0x24
Oxf2
Oxc2
oxd7
OX70
0x41
0x38
Oxf4

0x54
Ox58
Oxfe
0x09
Ox6f
Oxd9
0x36

Oxal
0x4d
0x04
Ox3f
0x0c
0x9d
0x8b
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Ox7e Oxdd Oxdf Ox83 Ox6¢C 0x72 Ox53 OXcc

Key:

Oxaa Oxaa Oxaa 0Oxaa

Oxaa Oxaa Oxaa Oxaa

1V:
Rounds:

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream

01]
03]
05]
07]
09]
11]
13]
15]

block

Oxaa Oxaa Oxaa Oxaa
20

after init:

0x61707865
0x79622d36
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
OxX00000000
Oxaaaaaaaa

Test Vectors for the Stream Cipher ChaCha December 2013

Oxaa Oxaa Oxaa Oxaa
Oxaa Oxaa Oxaa Oxaa
Oxaa Oxaa Oxaa Oxaa

0x3120646e
0x6b206574
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Ox00000000
Oxaaaaaaaa

Oxbd
Oxaa
Oxb2
Oxb6
0x48
Ox05
Oxda
0x4d

Oxfc 0x79
0x86 0Ox27
Ox8d 0x31
0x29 0x93
Oxde 0Ox5d
oxef Oxd9
0x25 0x41
Oxf8 0x00

0x58
Oxb2
Oxfa
Oxe5
Oxcl
0x23
0x04
0x46

0x52
Ox0f
Oxb6
Oxb1l
Oxb7
0x19
Oxab
Oxbo

0Ox61
0x3b
Ox57
Ox66
Oxdo
Oxed
0x58
Oxl1c

0x03
Ox7d
Ox66
0x84
0Ox83
Oxc6
ox6d
Ox87

Oxac
0OX76
0x49
0x16
oxeb
0Oxe3
0x41
0xf6

block 1:

Oxbc 0Ox67
0x86 0xba
Ox8a Oxa7
0x27 Oxf7
0x45 0x37
Ox2f 0x32
0x3b 0Oxba
0x41 Oxeb

Keystream
Ox1f 0x05
Oxe6 Oxf6
Ox6a Ox55
Oxa9 0x8d
Oxef Oxce
0x73 0xb3
Ox7d Oxab
OX00 Ox6f

Oxeb
Oxb6
Oxf1
0x35
Oxb5
Ox00
Ox4d
Oxd6

Oxe0
0x21
Oxcc
0Xx07
Oxbb
OX76
0x62
0x28

OX76
OX77
Oxle
Ox1f
Ox0e
Ox5f
oxe7
Oxfe

0x28
Oxe0O
Ox8f
0x83
Oxf7
0x29
Oxa4
0x15

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
IV: Oxaa
Rounds: 8

Key':

Internal state after init:

State[00 - 01] = Ox61707865 0x3320646¢€
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state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystrea

aft

- 03]
- 05]
- 07]
- 09]
- 11]
- 13]
- 15]

m block

0x79622d32
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Ox00000000
Oxaaaaaaaa

0x6b206574
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Ox00000000
Oxaaaaaaaa

Test Vectors for the Stream Cipher ChaCha December 2013

Oxf9
0Ox53
Oxf9
Ox0a
0x16
Ox6b
0x12
0Ox9c

0x40 Oxf9 Oxab
Oxcd OxcO Ox5a
0x2d 0x71 Oxef
Oxdf Ox6e 0Oxd6
0x31 Oxla Oxab
Ox8a 0x99 0Oxde
OXc9 0x24 0Ox50
Ox67 Oxb8 0x04

0x86
Ox75
Ox7f
0x97
0x81
0x99
0xf4
Oxc9

Oxc8
Oxe5
Ox0c
Ox2f
Oxf8
Ox0b
Oxel
Ox9e

Oxal
Ox1b
Oxe3
Oxae
Oxc9
0x95
Ox71
Ox6e

Oxal
Ox61
Ox87
0x21
Ox0e
Oxaa
0x26
Oxda

block 1:

0x44 0xf5
0x0d 0x3b
Oxd1l 0x47
0x01 Oxa4d
OxcO 0x93
0x34 0x9d
0x3b 0x42
0xf3 0xd5

Keystream
Oxf8 Oxdi1
Ox36 Ox88
0x91 Ox03
0Ox28 0x48
Oxad 0xf9
Ox4c Ox33
Ox1d Oxc8
Oxec Oxab

OX60
OX77
0xf6
Oxee
Oxfc
Oxch
0x96
Ox1f

Oxc8
0Ox87
Oxde
0x15
Ox55
Oxb6
Oxf9
0x95

Oxco
0x4c
Oxd3
Ox8e
Oxfd
0x99
Ox2e
oxfe

Oxea
Ox9a
Ox86
Ox5e
0x34
Oxe2
Oxe3
Ox3f

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa
12

Key:

IV:
Rounds:

Internal state after init:

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystrea

- 01]
- 03]
- 05]
- 07]
- 09]
- 11]
- 13]
- 15]

m block

0x61707865
0x79622d32
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Ox00000000
Oxaaaaaaaa

0x3320646e
0x6b206574
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Ox00000000
Oxaaaaaaaa

Ox85 0Ox65 Ox05 OxbO Ox1d Ox3b Ox47 Oxaa
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0x3d
Oxdc
0x86
0xfo
Oxle
0Oxe4d
Ox6¢C

Ox0f
Oxba
0x25
Ox9f
Ox7f
Oxfa
0x62

Oxed
Ox9a
0x08
0x14
Ox81
OX76
Oxad

Ox6a
0Oxc9
Ox4f
Ox86
Oxeb
0Oxc3
Ox9a

Ox97
0x43
0xb3
0x15
0x95
Oxf6
OX70

0x03
Oxbd
Oxb6
OX72
0X74
0x84
0x13

Ox3a
Ox86
Oxe3
Ox5d
OX70
ox1f
0x97

Oxaa
OX77
0xf6
Ox8f
0x3b
0x39
Ox9e

block 1:

Oxee 0Ox9b
0x9e 0x2b
0x43 0x7b
Ox8c 0Oxed
Ox0b Ox6f
Ox15 0x87
0X70 Oxdo
0x82 0Oxdb

Keystream
Ox6d 0Oxd6
Ox6b Oxilc
0Ox16 0x48
Oxb7 0Ox4e
0x20 0Oxac
Oxbc 0x20
Ox38 0x52
Oxf1 Ox8f

Ox5e
0x82
Oxff
Oxa9
0x09
0xfo
0x8b
Oxde

Oxle
Oxc2
Ox2f
Oxbo
0Ox08
0x53
Ox4a
0x18

0Ox2e
Oxe9
0x01
ox6d
Ox6f
Ox5e
0x93
0x21

OX67
Ox6¢C
0x26
0Ox17
0x28
Oxd9
0x82
Ox0e

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa

Oxaa
Oxaa
Oxaa
Oxaa
Oxaa
20

Key:

IV:
Rounds:

Internal state after init:

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystrea
Ox9a Oxa
Oxa7 0Ox5
Oxa2 0x8
Ox9e 0x9
Oxc4 0x3
0Ox24 0Ox8
Oxel 0Ox6
Oxa2 Oxd

Keystrea
0Xx72 Ox1

- 01]
- 03]
- 05]
- 07]
- 09]
- 11]
- 13]
- 15]

m block
2 0Oxa9
9 0xl1c
9 0x5d
f 0x21
c Ox74
3 0x93
4 Oxbc
7 O0x21

0xf6
Ox5f
Oxec
Oxf5
Ox8a
0Oxa0
Ox4d
0x15

0x61707865
0x79622d32
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
OxX000000006
Oxaaaaaaaa

0x56
Oxed
OX7cC
Oxe7
0x97
0x9d
Ox0b
Oxc4

m block 1:

8 0x44 0x89

0x44

Oxef
Ox4b
Oxb4
Oxbc
0x08
0x43
Ox0f
0x80

Ox05

0x3320646e
0x6b206574
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Oxaaaaaaaa
Ox00000000
Oxaaaaaaaa

Oxde
0x35
0x54
Oxbc
Ox88
Oxe0d
Oxb2
0x89

Ox5a
Oxae
0x3b
Oxf3
Oxf8
Oxb7
0x40
Ox06

0x45 0xdo
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0xd9
0Oxcl
0Ox63
0x11
0Oxb2
0x2e
Oxc6

0xf6
Oxd4
Ox1f
0x9a
0Ox30
0Ox7e
0x09

Oxb6
0Ox7e
0x96
0x23
0Xx26
Oxdo
0x34

Oxdf
0x04
0x23
Oxf7
Ox5e
0x84
Oxb2

Ox21
Oxb2
0x90
Ox2a
Ox61
Ox6a
Oxde

Ox7e
0x32
0Ox65
0x99
0x15
0x59
0x3a

0x93
Ox6f
Oxb6
Oxb6
Oxad
Ox7b
Oxc6

oxe5
Ox1c
Oxe6
oxc4
Ox86
Ox01
Oxa9

Sequence patterns in key and IV.

OX00 O0x11 O0x22 0x33 0x44 Ox55 Ox66 0OxX77
Ox88 0x99 Oxaa Oxbb Oxcc 0xdd Oxee Oxff
Ox0f Oxle 0x2d Ox3c Ox4b Ox5a 0x69 0x78
8

IV:
Rounds:

Internal state after init:

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

01]
03]
05]
07]
09]
11]
13]
15]

0Xx61707865
0x79622d36
0x332211060
Oxbbaa9988
0x33221100
Oxbbaa9988
OX00000000
0x3c2d1e06f

0x3120646e
0x6b206574
0X77665544
Oxffeeddcc
0Xx77665544
Oxffeeddcc
OX00000060
0x78695a4b

block
oxod
0x4b
Ox55
Oxfc
0x2e
0xco
Oxac
0x56

Keystream
0x29 0x56
Ox0a 0Ox8f
0x01 O0x10
Ox27 Ox9c
Ox9f Oxilc
Ox42 0Oxab
0x15 0xd3
Ox93 0x68

Ox0b
0x53
Oxe9
Oxce
Oxc9
0x81
Oxfb
Oxab

0x28
0X79
0x99
0x9e
0x52
Oxa8
0xd9
0x5d

0x45
Ox69
Oxf1
ox2d
0x82
0xd8
Oxdb
Ox0e

0x28
Oxfb
Oxed
Oxch
0x38
0x50
0x02
oxod

0x40
Ox3a
0x58
Oxf9
Oxf5
Oxb6
Ox6e
0x49

block 1:

Oxe8 Oxef
0x96 0Ox5d
0x04 0Oxd4
Oxe9 0x4c
0x62 0x1b
0x94 0xd1i
0x44 Oxad
Oxb4 0x96

Keystream
Oxdd 0x5b
0x25 0x1d
oxcf 0Oxe2
Oxee 0x3c
Oxcl Oxic
Ox5c Oxaa
0xd5 Oxcf
0x28 0x1b

Ox8b
0x21
Ox06
Oxba
0x14
Oxff
0x3d
Ox87

0x74
Ox8f
Ox00
0x74
Oxal
0x82
Oxf9
OX76

0x24
Oxch
0X78
Oxbf
0x48
Oxcc
Ox6e
Oxaf

Ox3e
oxe7
Oxfb
oxd2
Ox7c
Ox6fT
0x68
oxe7

Key: OX00 0x11 Ox22 0x33 0x44 Ox55 Ox66 OX77
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Oxcc Oxdd Oxee Oxff
Ox4b Ox5a Ox69 0x78

Ox88 0x99 Oxaa Oxbb
Ox0f Oxle O0x2d 0Ox3c
12

IV:
Rounds:

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream

01]
03]
05]
07]
09]
11]
13]
15]

block

after init:

0Xx61707865
0x79622d36
0x332211060
Oxbbaa9988
0x33221100
Oxbbaa9988
OX00000060
0x3c2d1e06f

0x3120646e
0x6b206574
0X77665544
Oxffeeddcc
0X77665544
Oxffeeddcc
OX00000060
0x78695a4b

0xd9
Oxa9
0Oxel
Oxfa
Oxba
Oxe3
0x78
0xa3

Ox8f
Oxea
Oxa9
ox11
0Ox2e
Oxdo
Oxbo
0Ox2c

Ox5e Oxdd
Oxc5 Ox0a
OxbO 0x4b
Oxff Ox36
Oxe8 0Oxe2
Oxed4 0Ox3e
Oxf7 Oxco
OxbO Oxe2

Oxc2
0x52
ox2d
Ox8f
0x64
Oxf2
Oxal
Oxc7

0x42
0x64
0x06
0x92
Oxbd
Oxb6
Ox37
OX74

Oxee
Oxff
Ox4c
0xb2
oxod
Oxe8
Ox0e
0x53

Oxce
Oxed
Oxbo
0x16
Oxfa
0x65
Oxa4
Ox87

block 1:

Oxf3 0xf6
Ox50 Ox6a
0x96 0Ox5c
Ox6f Ox45
0x24 0Ox6e
OX65 OX6C
Oxb1l Ox9f
0x51 0x21

Keystream
Oxed Oxe5
OX67 0Ox5e
0x94 0xd4
Oxd7 0x50
Oxb1l Ox0b
Ox89 0Ox8a
0x16 0x45
Ox85 0Oxce

0x9b
Ox5c
0x93
Ox11
Ox6¢C
Oxf3
Ox1d
Oxf6

Oxd1
OX77
0x31
Ox7b
0x95
Oxee
0X70
Oxf0o

Oxeb5
0x63
0x19
Ox7hb
ox2d
Oxf7
0xb8
0x17

0x54
Oxfo
Oxdc
0Ox84
Oxa8
Oxb7
0x44
Oxef

OXx00 Ox11 0x22 0x33
0x88 0x99 Oxaa 0Oxbb

0x44 Ox55 Ox66 Ox77
Oxcc Oxdd Oxee Oxff

Key':

IV: Ox0f Oxle Ox2d Ox3c Ox4b Ox5a Ox69 0x78
Rounds: 20

Internal state after init:

state[00 - 01] = Ox61707865 0x3120646e

state[02 - 03] = 0x79622d36 0x6b206574

state[04 - 05] = 0x33221100 Ox77665544

state[06 - 07] = Oxbbaa9988 0xffeeddcc

state[08 - 09] = 0x33221100 0x77665544

state[10 - 11] = 0xbbaa9988 0xffeeddcc

state[12 - 13] = Ox00000000 OXOOOEEOO0
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state[14 - 15]

Keystream
Oxd1 Oxab
Ox7f Oxilc
Ox8a Oxfe
Oxe9 Oxcf
Ox1f 0x14
0x69 0xd5
Oxab 0xb8
Oxfe Oxlc

Keystream
Oxe7 0Ox6¢C
0x41 0x49
Ox35 Ox0c
Oxa8 0x83
Oxd1l Oxce
0x34 0xb4
Ox85 0Ox55
Ox88 Ox7f

Key:

IV:
Rounds: 8

block
0xf6
Oxfb
Oxdb
Oxae
0x04
Oxf1
Oxfa
0x3d

0x30
0x47
Oxbe
0x30
0x42
0x81
oxfc
Ox1f

0x3c2d1e06f

0x46
Oxcd
Ox4f
Ox7e
Ox5a
0x48
Ox88
Ox7a

block 1:

0xa8
Ox77
Oxad
0x11
0x91
Ox11
0x44
Oxef

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
Oxdb 0x43
OX72 Oxe4d
Ox8f 0Ox88
OXx2c 0x74
Ox7a 0Ox8e
Ox6c Ox7d
Ox12 Ox0e

01]
03]
05]
07]
09]
11]
13]
15]

block
Oxad
0x53
0x59
Oxfa
Oxbf
Oxad
Ox0e

Ox7b
OX60
oxod
Ox9a
oxfd
0x20
OX75
0x35

Ox61
Oxdd
Oxce
0xla
Ox8e
Ox0a
Oxd1
0x16

OX00 O0x11 O0x22 0x33
Ox88 0x99
Oxff Oxee
OX77 OX66
Ox0f Oxle

Oxaa Oxbb
Oxdd Oxcc
Ox55 0x44
0x2d 0x3c

after init:

0x9d
Ox0e
Oxb3
0x53
0x46
Oxde
0x22

0Xx61707865
0x79622d32
0x33221100
0xbbaa9988
Oxccddeeff
0x44556677
OX00000000
0x3c2d1e0f

Oxle
Ox27
Oxf7
0Ox80
Oxad
0x13
Oxf6

Ox7e
0x62
OxT8
Ox74
0xd2
0x93
Oxce
Oxle

Oxa9
Ox9a
Oxdf
Ox6f
Oxe0
0Ox97
Ox2a
Oxd1

0x84
0x6b
Oxcf
0Ox8c
0x3d
Ox17
Oxd5

0x78695a4b

Oxf6
Oxae
Ox5f
0x45
0x45
OX71
Oxc7
Oxca

Oxb4
Ox6a
Oxfc
Oxed
Oxb5
0x99
Ox4a
Oxb7

OXx71
Oxe0
Oxaa
0x98
0x82
0x45
oxfc
0Ox2a

0x35
0x59
Ox80
Ox7f
Ox80
Oxa2
Ox04
0Ox2c

0x44
Oxcc
Oxbb
0x33
Ox4b

Ox55
Oxdd
Oxaa
0x22
Ox5a

0x3320646e
Ox6b206574
0Xx77665544
Oxffeeddcc
0x8899aabb
0x00112233
OX00000000
0x78695a4b

ox2d
Ox3f
ox6d
Oxb5
Oxcc
0x84
Oxf9

0x12
Ox56
0x9d
0x15
Ox4b
0xbo
Oxff

Ox66
Oxee
0x99
0x11
Ox69

Test Vectors for the Stream Cipher ChaCha December 2013

OX77
Oxff
0x88
OXx00
0OX78
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Oxa7 0x40 Ox7d Ox4a 0x21 Oxb6 Ox95 Oxd9

block 1:

0x30 Oxbf
0x11 0x89
Ox7f Ox5d
Ox8c 0Ox57
Ox0f 0x03
OX06 Ox50
Oxcd 0x81
0x25 Ox7d

Keystream
Oxc5 Oxdd
Ox9b Oxdd
Ox47 0Ox0c
Oxbb Oxed
0x44 0Oxch
Ox62 0Ox4e
0xf9 Oxa7
0x26 Ox02

Oxab
0x16
0x5d
Oxcl
Ox04
Oxfa
oxd7
0Oxle

Ox2f
0x98
0x32
0x81
0Ox30
Ox5a
Oxdb
0Ox47

0x55
0x20
Oxcd
Oxab
Oxe8
Oxal
Ox63
0xd9

0Ox61
Oxcl
0x42
Ox62
Ox1b
Oxce
Oxf6
Ox6e

0x55
Oxdd
Oxaa
0x22
Oxb5a

0x66
Oxee
0x99
0x11
0x69

OX77
Oxff
Ox88
Ox00
OX78

OX00 O0x11 Ox22 0x33
Ox88 0x99 Oxaa Oxbb
Oxff Oxee Oxdd Oxcc
OX77 Ox66 Ox55 0x44
Ox0f Oxle Ox2d Ox3c
12

0x44
Oxcc
Oxbb
0x33
Ox4b

Key:

IV:
Rounds:

Internal state after init:

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
Ox7e 0Oxdi1
0x41 Oxba
Ox56 0x8b
0x50 Ox5f
Oxf7 Oxd8
Ox63 Ox9f
OXx65 Oxea
Oxda Ox1f

Keystream
Oxe3 0x2e
Oxal Oxce
Ox53 0x49
Oxff Ox07
0x29 Oxbf
OX73 0Ox2a
0x3d Oxic

01]
03]
05]
07]
09]
11]
13]
15]

block
0x2a
Ox6d
Ox0e
0x06
0x50
0x3b
Ox80
Oxc2

Ox3a
0x4c
0x55
0x4b
Ox66
ox4f
0xf6
Oxcl

0x61707865
0x79622d32
0x332211060
Oxbbaa9988
Oxccddeeff
0x44556677
OX00000000
0x3c2d1e06f

0x63
oxoed
0x89
Ox8c
Ox7d
Ox6a
oxc7
0xb9

block 1:

0x50
OX7cC
0Ox3c
Ox7e
0x9c
0xf5
Ox4f

Oxc4
Oxchb
Ox0f
Oxc4
Oxba
0xa9 0x3c
0x12 oxaf

0x10
Oxle
Ox3a
0Ox59
Oxab

0x91
Ox5e
0x34
0x26
Ox8e
0x16
0x42
0x36

Ox6f
Ox71
0xd9
Ox6f
0x02
0x49
0x3b

0x3320646e
0x6b206574
0X77665544
Oxffeeddcc
0x8899aabb
0x00112233
OX00000060
0x78695a4b

Oxe9
Ox2e
0x35
Oxdb
Oxbe
0Ox2e
0x45
0x40

0Ox2a
0x86
Ox69
0x98
0OX67
Oxf9
0x94
Ox50

0x3d
Oxb1l
Oxbc
Ox0f
Ox0f
Oxe3
0Ox97

0x3b
0x40
Oxa9
ox1d
0Ox82
Oxee
0x42
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Oxaf 0x91 Oxfe Ox41 Oxea 0x9e 0x94 0Oxa2

Ox00 O0x11
Ox88 Ox99
oxff Oxee
OX77 OX66
Ox0f Oxle
20

0x22 0x33
Oxaa Oxbb
Oxdd 0Oxcc
Ox55 0x44
0x2d 0x3c

0x44
Oxcc
Oxbb
0x33
0x4b

0x55
Oxdd
Oxaa
0x22
Ox5a

Ox66
Oxee
0x99
Ox11
Ox69

OX77
Oxff
0Ox88
Ox00
OX78

Key:

IV:
Rounds:

Internal state after init:

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream

01]
03]
05]
07]
09]
11]
13]
15]

block

0Xx61707865
0x79622d32
0x33221100
Oxbbaa9988
Oxccddeeff
0Xx44556677
OX00000000
0x3c2d1e0f

0x3320646¢e
Ox6b206574
0X77665544
Oxffeeddcc
0x8899aabb
0x00112233
OX00000000
0x78695a4b

Oxf4
0Oxd6
0x8d
Ox3f
Ox0f
0x21
Ox0a
0xe2

Oxdo
Oxba
Oxd6
Oxle
oxfd
0x42
Oxf7
Ox31

0x9f Oxad
0x04 O0x31
Ox59 0x21
Ox85 Ox86
Oxea 0x48
0x49 0x4b
Ox3a 0xb6
Oxa2 0x12

0x09
Ox7e
0x5d
Oxab
0Oxd6
0x51
0x63
0x16

0Oxco
Oxfb
OX67
Oxbb
Oxfb
0x01
Oxfe
0OX7cC

0x08
0xd8
0x08
Ox0e
0x53
Ox50
Ox4f
Oxca

0x11
Ox8f
Oxb1l
0x96
0x2b
Ox57
Ox55
0xb9

block 1:

0x29 Oxcf
0x25 0xdd
Oxde 0Oxe0
Oxal OX7c
Ox5e 0Ox27
Oxf8 Oxad® Ox9d
0x53 Ox61 Oxb9
Ox0e Ox48 0x89

Keystream
Oxfb Oxfd
Oxed Oxdf
Ox3d Ox6e
Oxd1l ox2f
Oxcc Oxab
Oxd6 Ox86
Oxff 0xb3
Ox3f Oxec

Oxd2
Oxb8
Oxf1
Ox57
Oxbo
Ox7e
Oxbf
ox8d

Ox7b
0x31
Oxbd
Oxbc
0x51

Oxcl
Ox6b
Oxle
0Ox2c
0OX67
Oxf8
Ox4e
Oxd1

0OX79
0Ox84
0x21
Ox4c
0x8b
Oxc3
Oxal
Oxab

IV: 'IETF2013'
Oxcd4 Ox6e Oxcl Oxbl Ox8c Oxe8 Oxa8 0Ox78

0Ox72 Ox5a 0x37 Oxe7 0x80 Oxdf Oxb7 0x35

IV: Oxla Oxda Ox31 0Oxd5 Oxcf Ox68 0x82 Ox21

Rounds: 8

your base are belong to us!,
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Internal
state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream

Ox6a
0x18
0x26
Oxd4
Oxe0d
Oxea
Oxaa
Oxd5

0x8
Oxf
Oxe
Ox7
0x2
Ox5
Ox1
0Ox0

Keystream

Ox05
0x38
Ox37
OX71
Oxf4
Ox3e
Ox5b
ox2d

0Ox6
Oxf
Oxe
Oxc
0x4
0Ox0
0x2
oxe

aft

after init:

0Xx61707865
0x79622d36
Oxblcl6ec4
Oxe7375a72
Oxblcl6ec4
Oxe7375a72
0X00000000
Oxd531dala

state
- 01]
- 03]
- 05]
- 07]
- 09]
- 11]
- 13]
- 15]

block
0x01
0xe2
Ox5a
0x00
Ox5c
0x01
Ox7c
0xd3

7
3
£
7
f
3
c
b

0x08
0x05
Ox60
0x59
0Oxe0
Ox4d
Oxel
Ox60

0x85
oxe2
Oxa4
oxfc
0x04
0xd8
Ox1b
0x2b

block 1:

Oxbb 0x6a
Oxdd 0x21
Oxec OxOf
OXx39 Ox77
Oxe3 0xdi
0x9c 0x4d
Oxaa Oxf3
0x3d Ox77

0]
5
3
2
9
6
2
Cc

0x84
0xd6
Oxb7
0x62
Ox63
Ox87
Ox5c
0x88

Ox9f
Oxab5
0x10
Oxb7
Oxab
0x21
0x7d
Oxbd

0x28
oxef
0X72
oxe5
0x9c
Oxle
ox8d
Ox0d

Test Vectors for the Stream Cipher ChaCha December 2013

0x3120646e
0x6b206574
Ox78a8e88c
0x35b7df80
Ox78a8e88c
0x35b7df80
Ox00000000
0x218268cf

OX67
Ox6a
0x2a
oxc7
Oxbf
0x07
Ox78
0x25

0x91
0x68
0Oxc8
Oxba
Oxbb
Oxco
Oxf2
0x94

Ox0b
OX77
0Ox2c
Oxbb
Oxfa
0x39
Oxde
Oxe8

0x9e
ox6d
Oxda
Oxdb
Oxch
Oxd6
Oxab
Oxa8

Oxc4 Ox6e Oxcl Oxbil
OXx72 Ox5a Ox37 0Oxe7

OXx8Cc Oxe8 0Oxa8 0x78
Ox80 Oxdf Oxb7 ©x35

Key':

IV: Oxla Oxda 0x31 Oxd5 Oxcf Ox68 Ox82 Ox21
Rounds: 12

Internal state after init:

state[00 - 01] = Ox61707865 0x3120646e
state[02 - 03] = 0x79622d36 0x6b206574
state[04 - 05] = Oxblcl6ec4 0Ox78a8e88c
state[06 - 07] = Oxe7375a72 Ox35b7df80
state[08 - 09] = Oxblcl6ec4 Ox78a8e88c
state[10 - 11] = 0xe7375a72 0x35b7df80
state[12 - 13] = Ox00000000 OXOOOOEOO0
state[14 - 15] = 0xd531dala 0x218268cf
Keystream block

OxbO Ox2b Oxd8 Oxle Oxb5 Ox5c Ox8f Ox68
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Oxbc
OX67
0x98
Oxbf
Oxe3
Ox27
0x59

0xb5
0x22
0x02
Ox07
Oxdb
ox2d
0x46

0xe9
0x5b
0x80
0x04
0Oxb4
0x51
Oxe2

Ox4e
0x20
0x20
oxod
Ox66
0x10
Oxe0

0Ox30
0x07
OX70
0Ox2a
0Ox17
Oxf5
0x9b

OX70
Oxed
0x9c
Oxab
ox6d
Oxad
Oxdf

OX79
Oxdc
Oxe0
0Ox52
Ox56
Ox5f
0x99

Oxca
Oxd2
0x18
Ox6a
0x94
0Ox9e
0x41

block 1:

Ox08 0x73
0x46 0x44
Oxde 0x41
0x22 0x63
Oxf9 0x45
0x58 0x2b
Ox6a 0x58
0x7d Oxbb

Keystream
0x17 Oxbe
Oxb8 0x62
Ox5b Oxae
Oxd2 0x53
0x34 0Ox72
Ox8c 0Ox7a
OX70 Ox59
Oxa5 0Ox0c

Oxf5
0x19
Ox6a
Ox3e
Ox62
0x98
0Ox51
OX76

Oxde
Oxe4
Oxhbd
Oxee
0Oxe6
Ox8f
0xb8
Ox3e

Oxed
Oxlc
0xf8
0x82
Oxab
oxcf
Oxda
Ox4f

Ox9a
0x10
Oxab
0x38
Oxbd
0x89
0x3b
Ox6e

Oxc4 Ox6e Oxcl Oxbil
OXx72 Ox5a Ox37 0Oxe7
Oxla Oxda 0x31 Oxd5

OXx8Cc Oxe8 0Oxa8 0x78
Ox80 Oxdf Oxb7 ©x35
Oxcf Ox68 0x82 Ox21

Key:

IV:

Rounds:

Internal
state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystrea
Ox82 0Ox6
Ox34 0x9
0x42 0Ox6
Oxb4 0x4
0x49 0Ox6
Oxff 0x3
Ox6d Oxb
Oxc2 Oxe

Keystrea
Ox5b 0x2
Oxfb 0x8
Ox3e 0x4

20

after init:

= Ox61707865
0x79622d36
Oxblcil6ec4
Oxe7375a72
Oxblcl6ec4
Oxe7375a72
0Xx00000000
Oxd531dala

state
- 01]
- 03]
- 05]
- 07]
- 09]
- 11]
- 13]
- 15]

block
Oxbd
0Ox0e
0x4b
0x00
Oxee
0x04
Ox7f
OXx65

m
a
£
e
0
b
f
0
5

0xd8
Oxf4
ox2d
Oxae
Oxef
0x02
0x15
OXx65

0x44
oxaf
0x10
0x51
0x62
Oxc4
Ox1c
0xd6

block 1:

0x13 0x2e Ox7b
Oxfa 0x95 0Oxd4
Oxe8 0x48 0Oxa4d

m
3
8
5

Ox60
0x5b
0Ox9a
Oxbe
oxa7
Oxdd
Oxlc
0x28

0x46
0x4c
0x10

0x3120646e
0x6b206574
Ox78a8e88c
0x35b7df80
Ox78a8e88c
0x35b7df80
Ox00000000
0x218268cf

oxe2
0Ox17
Ox9c
Oxa9
Ox68
Oxc9
oxoed
0x96

Oxe9
0x9b
Ox5b
Ox0a
0x50
Ox9f
Oxfa
Ox25

OX7b
Oxae
0x98

0x9c
Oxab
Ox8e
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Oxd7
0xa9
Ox0a
Oxac
0Ox5e

Oxba
Oxab
0x12
Oxf3
Ox4f

Key:

IV:

Rounds: 8

Internet-Draft

oxc4
OX72
Ox1f
Oxc6
Oxla

0xa9
0Oxe6
Oxca
0x30
0x42

0X
(0D%
(0D%¢
Ox
0X

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
Ox83 Ox87
Ox3d 0x77
Ox2c 0OxTf4
0x8e 0Oxf2
Ox6a Oxd8
Ox08 Oxf0O
Ox3f 0x7d
0xd4 Oxaa

Keystream
0x16 Oxf2
Oxb5 0Ox8a
Oxaf Ox79
Ox25 0x40
Ox8a Ox2f
Oxd4 0Ox5a
Oxel Ox5b
0x2a Oxbd

Key:

01]
03]
05]
07]
09]
11]
13]
15]

block
0x51
0xf4
0x04
0x74
0x48
0x34
Ox5c
Oxf2

block
Oxfd
0Xx26
Ox2a
0x71
ox8d
Ox3f
Oxe7
0x55

Test Vectors for

Oxeb
oxeb5
0xf9
Oxcc
Ox68

0x15
0x91
0x04
Oxfb
0xb9

Oxb1
oxe7
0x2e
Oxel
0xd5

6e
5a
68
ae
da

Oxcl
0x37
Oxed
Oxbe
0x31

after init:

0x61707865
0x79622d32
Oxblcl6ec4
Oxe7375a72
Ox2eed681f
Oxelbeaec6
OX00000000
Oxd531dala

Oxb4
0x88
0OX7cC
0x97
0x06
Oxeb6
0x61
0x57

ox2d
0x25
0xb3
0x3b
0x58
0x81
Oxd1
oxa7

1:
Oxal
OXx67
Ox6e
Oxla
Ox3f
Oxab
0xb8
OX72

0X70
Oxed
Ox7f
Ox7a
0x93
Oxf8
0x41
0x28

0x51
Oxdc
Ox0f
Ox5e
Ox0a

0x8d
Oxa2
0x08
Oxe3
Ox71
Oxfe
0x30
Oxcf

Oxcc
0x96
Ox3c
0x13
0x81
Oxce
Oxac
0xd9

Ox27
Oxe6
Oxf5
0x14
Ox88

Ox8
OX7
0x0
Ox2
Ox0

Ox8c
Ox80
0Ox19
Oxa6
oxcf

Oxe8
Oxdf
0x4c
Ox67
Ox68

0x3320646¢e
Ox6b206574
Ox78a8e88c
0x35b7df80
0xfb794c19
0x5d9767a6
OX00000000
0x218268cTf

Oxdd
Oxba
Oxab
0X74
0x41
0x46
0x66
Oxfo

0x8
Ox7
Ox9
Oxc
0x7
Oxa
0Ox1
Ox8

0x18
0x27
OX77
ox6d
0OX67
0Xx72
Oxba
Oxfe

Oxa
OX7
0x9
Ox7
Ox0
oxf
0x3
oOx4

4
4
f
0
4

Oxa8
Oxb7
0X79
0x97
0x82

a
5
7
9
b
9
4
b

4
4
9
e
9
d
a
f

the Stream Cipher ChaCha December 2013

OX78
Ox35
Oxfb
Ox5d
0x21

Oxc4 Ox6e Oxcl Oxbl Ox8c Oxe8 0xa8 0Ox78

OX72 Ox5a Ox37 Oxe7 Ox80 Oxdf Oxb7 0x35
Ox1f Ox68 Oxed Ox2e 0x19 Ox4c 0x79 Oxfb
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OXc6 Oxae Oxbe Oxel

IV:
Rounds:

Internal state

state[00
state[02
state[04
state[06
state[08
state[10
state[12
state[14

Keystream
0x14 0x82
Oxb4 0Oxe7
Ox3c Ox79
OXx69 Ox86
Oxb2 0x74
0x24 0x2d
OXx09 0x2b
Ox3b 0x61

Keystream
0xd9 0x4b
Ox9b 0x9e
Ox4a 0Ox8e
Ox97 0Ox5a
Oxed4 0Ox2a
Oxd8 0x04
0x91 0xf3
Oxac 0Oxlc

Key':

IV:
Rounds:

Internal
state[00
state[02
state[04
state[06
state[08

Oxc4
OXx72
Ox1f
Oxc6
Oxla
20

01]
03]
05]
07]
09]
11]
13]
15]

block
Ox07
0x3b
OX76
Oxaa
0x9a
0x2e
Ox80
Oxb1

block
0x11
Ox4f
0x3d
0x46
Oxff
Ox7a
Oxe3
Ox8f

(0D%
(0%
0X
0X
(0%

state

01]
03]
05]
07]
09]

Oxla Oxda 0x31 Oxd5
12

after init:

0Xx61707865
0x79622d32
Oxblcl6ec4
Oxe7375a72
0x2eed681f
Oxelbeaec6
OX00000000
Oxd531dala

Ox27
Oxdc
0x78
0x25
Ox0a
0x99
Oxbc
0xb3

0x84
Ox11
Ox6¢
Ox1f
0x16
Oxbo
0x46
0x9d

1:
Ox6b
0x62
0x9b
Oxad
0x53
Oxdf
0xb8
0xe0d

Oxc1l
oxoed
Ox68
0x96
Ox0a
Oxal
0x83
Ox7b

Oxb1
0oxe7
Ox2e
Oxel
Oxd5

6e
ba
68
ae
da

Oxcl
0x37
Oxed
Oxbe
0x31

after init:

0Xx61707865
0x79622d32
= Oxblcl6ec4
= 0xe7375a72
Ox2eed681f

Oxbc
0x8b
0xa9
0Ox7e
Oxee
ox8d
Ox6¢C
Ox0f

Oxeb
Oxb6
0x47
Ox6e
Oxd5
oxe5
Oxf1
Oxab

Test Vectors for the Stream Cipher ChaCha December 2013

Oxa6 0x67 Ox97 0Ox5d
Oxcf Ox68 0x82 0Ox21

0x3320646e
0x6b206574
Ox78a8e88c
0x35b7df80
Oxfb794c19
0x5d9767a6
OxX00000000
0x218268cf

ox6d
Oxco
0x18
0x9c
0x83
OX7cC
Ox87
Oxfb

Ox0
Ox1
Oxe
oxc
Oxb
0Ox2
0x2
Oxa

Oxdb
0x95
0x3d
Oxd6
Oxea
0x11
Oxd1
Oxa4

0x3
Ox5
Ox0
0Ox3
Oxc
Ox3
Ox8
0Ox2

Ox8c
Ox80
0x19
Oxa6
Oxcf

Oxe8
oxdf
Ox4c
OX67
Ox68

0x3320646e
0x6b206574
Ox78a8e88c
0x35b7df80
Oxfb794c19

6
0]
0
1
4
0]
8
b

2
4
c
1
7
c
9
b

Oxa8
Oxb7
OXx79
Ox97
0x82

OX78
0x35
Oxfb
Ox5d
0x21
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Oxelbeaec6 0x5d9767a6
OX000OEOEO OXxOCOEOEO0
Oxd531dala 0x218268cf

state[10 - 11]
state[12 - 13]
state[14 - 15]

Keystream block

Oxf6 Ox3a Ox89 Oxb7 Ox5Cc 0x22 Ox71 Oxf9
Ox36 0x88 0Ox16 0x54 Ox2b 0xa5 Ox2f Ox06
Oxed 0x49 0x24 0x17 0x92 Ox30 Ox2b Ox00
Oxb5 Oxe8 Oxf8 Ox0a Oxe9 Oxad 0x73 Oxaf
Oxc2 Ox5b Ox21 0x8f Ox51 Ox9a OxfO Oxfd
Oxd4 Ox06 Ox36 Ox2e Ox8d Ox69 Oxde Ox7f
Ox54 Oxc6 Ox04 Oxa6 Oxe® OxOFf Ox35 Ox3f
Ox11 Ox0f Ox77 Ox1lb Oxdc 0Oxa8 Oxab 0x92

Keystream block 1:

Oxe5 Oxfb Oxc3 Ox4e Ox60 Oxal Oxd9 Oxa9
Oxdb 0x17 Ox34 Ox5b Ox0a 0x40 Ox27 0x36
0x85 Ox3b Oxf9 Ox10 OxbO Ox60 Oxbd Oxf1l
Oxf8 0x97 Oxb6 0x29 OxOf Ox01 Oxdl Ox38
Oxae 0x2c Ox4c Ox90 O0x22 Ox5b Oxa9 Oxea
0x14 Oxd5 0x18 Oxf5 Ox59 0x29 Oxde Oxa®d
OXx98 Oxca Ox7a Ox6c Oxcf Oxe6 Ox12 Ox27
Ox05 Ox3Cc 0x84 Oxed4 Ox9a Ox4a 0Ox33 0x32

4. Security Considerations
None.
5. 1IANA Considerations
None.
6. Copying conditions
This document is intended to be considered a Code Component, and 1is
thus effectively available under the Simplified BSD license.
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