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Abstract
This document describes a simple method of encapsulating SCTP

Packets. This makes it possible to use SCTP in networks with legacy
NAT not supporting SCTP.
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Introduction

This document describes a simple method of encapsulating SCTP
Packets. This makes it possible to use SCTP in networks with legacy
NAT not supporting SCTP. This described method interworks without
any problems with the NAT mechanism described in SCTP_NAT [3]. For
general NAT considerations regarding SCTP see SCTP_NAT_CONS [2].

Architecture

The basic architecture is shown in the following figure.
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On each path there is a pair of encapsulating/decapsulating points
(EDPs). When the left SCTP endpoint sends an SCTP packet to the
right SCTP endpoint, the first EDP on the path encapsulates the SCTP
packet and the second EDP decapsulates it. Between the EDP a UDP
packet is sent which can be processed by legacy NATs. The EDPs on
different paths do not need to be synchronized.

Port Number Table

Every EDP maintains an encapsulating table (ET) where each row
consists of the following entries:

1. Source Address
2. Source Port

3. Destination Address



Tuexen & Stewart Expires May 26, 2007 [Page 3]



Internet-Draft UDP Encapsulation of SCTP Packets November 2006

[

o

o

4, Destination Port
5. Time Stamp

Please note that the port numbers in the ET are used to build the UDP
header while encapsulating. A row SHOULD be deleted when the time
stamp is older than T1 seconds. The default value for T1 is 300
seconds.

Encapsulating procedures

When an EDP has to encapsulate an SCTP packet it looks up the source
and destination port number in the row with matching source and
destination addresses of the ET. If no matching row is found, the
IANA registered value 9899 is used for the source and destination
port as the result of the lookup procedure. If a matching row was
found, the time stamp of that row is set to the current time.

The EDP inserts then an UDP header between the IP and SCTP header of
the SCTP packet using the source port and the destination port from
the above lookup procedure. Furthermore the length and the checksum
field of the UDP header have to be set accordingly. Finally the IP
header is updated to indicate that it now encapsulates an UDP packet.

Decapsulating procedures

When an EDT has to decapsulate an SCTP packet, it removes the UDP
header from the packet. The IP header is updated to indicate that it
now encapsulates an SCTP packet. If the source and destination port
numbers are not both equal to 9899, the EDP performs a lookup in the
ET to find a row with the source address of the packet being the
destination address in the row and the destination address of the
packet being the source address in the row. If such a row is found,
the port numbers are updated. If no row is found, a new one is
created using the addresses and the port numbers from the packet by
exchanging the source and destination information. In both cases the
time stamp of the row is set to the current time.

IANA Considerations

This document does not require any actions from IANA.
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7 Security Considerations
This section is not complete yet.
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