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Abstract

   The HTTP/2 [RFC7540] protocol encourages the use of many small assets
   for CSS/JS/HTML, due to its multiplexed nature.  Prior to HTTP/2,
   asset inlining was encouraged, resulting in fewer, larger assets per
   website.

   The nature of the compression algorithms, such as DEFLATE [RFC1951]
   and Brotli [BROTLI], used with HTTP in practice, require a certain
   "window" of data to perform backward matching.  Therefore, larger
   files have much better compression ratio.  These algorithms also
   allow the use of custom compression dictionaries which can be used as
   the initial window for backward matches.

   This document specifies a new HTTP/2 frame type and a new HTTP/2
   setting value that would allow a compression algorithm to use
   previously sent data as a compression dictionary, resulting in an
   improved compression ratio.

Note to Readers

   A study performed on a actual set of websites in CloudFlare, produced
   up to 1.50X smaller files, when using DEFLATE (zlib compression level
   8) with a dictionary, compared to DEFLATE alone.  On average, 1.10X
   smaller files were produced.

Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at http://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
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   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on January 18, 2017.

Copyright Notice

   Copyright (c) 2016 IETF Trust and the persons identified as the
   document authors.  All rights reserved.

   This document is subject to BCP 78 and the IETF Trust's Legal
   Provisions Relating to IETF Documents
   (http://trustee.ietf.org/license-info) in effect on the date of
   publication of this document.  Please review these documents
   carefully, as they describe your rights and restrictions with respect
   to this document.  Code Components extracted from this document must
   include Simplified BSD License text as described in Section 4.e of
   the Trust Legal Provisions and are provided without warranty as
   described in the Simplified BSD License.
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1.  Introduction

   The HTTP protocols allow for transmitted data to be compressed with a
   lossless compression algorithm.  The algorithm used is specified in
   the "Content-Encoding" header field.  For example "Content-Encoding:
   br" means the data was compressed using the Brotli format.

   The compression, especially of dynamic resources, is a compute-heavy
   operation, where investing more compute power results in diminishing
   returns (in terms of compression ratio).  One technique known to
   improve compression ratio significantly, and is supported by many
   compression formats is the "Compression Dictionary".  A "Compression
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   Dictionary" allows the compressor to use a chunk of agreed upon data
   as the initial sliding window for a given algorithm.

   This document introduces a mechanism for supplying such a dictionary
   over HTTP/2 to be used with an underlying compression algorithm.

1.1.  Requirements Notation

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in [RFC2119].

2.  HTTP/2 Extension

2.1.  HTTP/2 SETTINGS_ENABLE_DICTIONARIES Setting

   HTTP/2 SETTINGS_ENABLE_DICTIONARIES (0xTBA): This setting can be used
   to enable the use of Compression Dictionaries for a given connection.
   The value indicates how many dictionaries are permitted.  The initial
   value is 0, the maximal value is 8.

2.2.  The SET_DICTIONARY frame

   The SET_DICTIONARY frame (type=0xTBA).

   +-------------+-------------+
   | Dict ID (8) |   Size (8)  |
   +-------------+-------------+

   The payload of a SET_DICTIONARY frame contains the following fields:

   Dict ID: An 8-bit value that specifies the slot for this dictionary.
   Dict ID must be in the range [0..SETTINGS_ENABLE_DICTIONARIES - 1].

   Size: An 8-bit field indicating the size of the dictionary used.  The
   actual size of the dictionary would be 2^Size.  The maximal value of
   Size is 16, with the corresponding window size of 65536 octets.

2.3.  The USE_DICTIONARY frame

   The USE_DICTIONARY frame (type=0xTBA).
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   +-------------+
   | Dict ID (8) |
   +-------------+

   The payload of a USE_DICTIONARY frame contains the following fields:

   Dict ID: An 8-bit value that identify the dictionary slot, as set by
   the SET_DICTIONARY frame.  Dict ID must be in the range
   [0..SETTINGS_ENABLE_DICTIONARIES - 1].

2.4.  Server Behavior

   The server can send the SET_DICTIONARY frame on any stream, before
   sending the initial DATA frame for that stream.

   The server may then use the first 2^Size uncompressed octets of that
   stream as a Compression Dictionary for any subsequent stream.

   In a typical scenario a server may set a dictionary for each content
   type, or use the initial stream as a dictionary for all other
   streams.

   For every stream compressed with a Compression Dictionary, the server
   MUST send a USE_DICTIONARY frame, prior to any DATA frame on that
   stream.

   The server MAY send several SET_DICTIONARY frames with the same ID.
   In that case the old Compression Dictionary is replaced by the new
   one.

2.5.  Client Behavior

   Upon receiving a SET_DICTIONARY frame, the client will reserve a slot
   for a dictionary with a given size.  After receiving (and potentially
   decompressing) the DATA for a given stream, it will store the first
   2^Size octets of the decompressed DATA in the dictionary.  If 2^Size
   is greater than the size of the decompressed DATA, as many octets as
   are available will be used.

   When receiving a USE_DICTIONARY frame, the client will use the
   specified dictionary to decompress the DATA.

   A given stream may receive a SET_DICTIONARY and GET_DICTIONARY with
   the same ID.  In that case the stream is decompressed with the old
   dictionary and then used as the new dictionary.
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   Due to the multiplexed nature of HTTP/2, it may be that a stream with
   a dictionary will arrive after a stream that uses it.  This needs to
   be taken into account when setting priorities and stream window
   sizes.

3.  IANA Considerations

   This draft currently has no requirements for IANA.  If the draft is
   standardized, the corresponding frames and settings will need to be
   assigned a type ID.

4.  Security Considerations

   Using any kind of compression over TLS may leak information about the
   plaintext.  In that regard using a Compression Dictionary can
   potentially leak more information than regular use of compression.  A
   special care should be taken when compressing sensetive data.
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