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Abstract

   This document specifies an extension to Proxy Mobile IPv6 protocol
   for supporting network mobility.  The solution leverages the
   extensions defined in [RFC3963], [ID-DHCPPD-NEMO] and [RFC3633]
   specification for achieving this.
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1.  Overview

   Figure 1 illustrates a Proxy Mobile IPv6 domain supporting network
   mobility features.  The mobile routers, MR1 and MR2 can obtain a
   mobile network prefix(es) in addition to a home address (i.e.  Home
   Network Prefix in Proxy Mobile IPv6) from the network.

               +----+                +----+
               |LMA1|                |LMA2|
               +----+                +----+
        LMAA1 -> |                      | <-- LMAA2
                 |                      |
                 \\                    //\\
                  \\                 //   \\
                +---\\------------- //------\\----+
               (     \\            //        \\    )
               (      \\  Network //          \\   )
                +------\\--------//------------\\-+
                        \\      //              \\
                         \\    //                \\
                          \\  //                  \\
              Proxy-CoA1--> |                      | <-- Proxy-CoA2
                         +----+                 +----+
                         |MAG1|                 |MAG2|
                         +----+                 +----+
                           |                       |
                  HoA -->  |                       | <-- HoA
                         {MR1}                   {MR2}
          IPv6 MNP --> ____|____               ____|____ <-- IPv6 MNP
                        |     |                 |     |
                       MNN   MNN               MNN   MNN

         Figure 1: Network Mobility support for Proxy Mobile IPv6
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2.  Conventions & Terminology

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in RFC 2119 [RFC-2119].

   All the mobility related terms used in this document are to be
   interpreted as defined in Mobile IPv6 [RFC-3775], Network Mobility
   Basic Support protocol [RFC-3963], Proxy Mobile IPv6 specification
   [RFC-5213], DHCPv6 Prefix Delegation for NEMO [ID-DHCPPD-NEMO], DHCP
   Prefix Delegation [RFC3633] and Mobility Related Terminology [RFC-
   3753].  This document does not define any new terms.

https://datatracker.ietf.org/doc/html/rfc2119
https://datatracker.ietf.org/doc/html/rfc2119
https://datatracker.ietf.org/doc/html/rfc3775
https://datatracker.ietf.org/doc/html/rfc3963
https://datatracker.ietf.org/doc/html/rfc5213
https://datatracker.ietf.org/doc/html/rfc3633


Wakikawa, et al.         Expires October 8, 2009                [Page 5]



Internet-Draft     NEMO Support for Proxy Mobile IPv6         April 2009

3.  Network Mobility Support

   The NEMO Basic protocol [RFC3963] extends Mobile IPv6 [RFC3775] to
   enable network mobility.  This specification extends Proxy Mobile
   IPv6 to assign not only a home address but also a mobile network
   prefix(es) to a mobile router with mobility support.

   This specification assumes that a mobile router is a regular IPv6
   router and is not extensible for mobility managements.  The
   modifications introduced in this specification are limited only to
   the operations of the mobile access gateway and the local mobility
   anchor.  This specification does not require any dynamic routing
   protocols' interaction between a mobile router and the Proxy Mobile
   IPv6 domain.  The mobile router transmits the packets from its mobile
   network to the attached mobile access gateway and the mobile access
   gateway delivers the packets to the mobile network via the mobile
   router.

   When a mobile router first connects to a Proxy Mobile IPv6 domain, it
   runs DHCP Prefix Delegation [RFC3633] to get a mobile network prefix.
   This mobile network prefix is different from the Mobile Node's home
   network prefix assigned by local mobility anchor.  After getting the
   mobile network prefix from a designated router, the mobile router
   assigns the prefix to its mobile network.  The attached mobile access
   gateway becomes a default router of the mobile router.  Meanwhile,
   the mobile access gateway detects the attachment of the mobile router
   and sends a proxy binding update to the local mobility anchor.  The
   mobile access gateway, then, tunnels the packets to the local
   mobility anchor and the local mobility anchor routes the packets to
   the destination.  In order to setup a tunnel between the local
   mobility anchor and the mobile access gateway for the mobile network
   prefix, the mobile network prefix mobility option [RFC3963] is
   carried in a proxy binding update message.

   This specification does not support the nested configuration of
   mobile routers operated by this specification, because a mobile
   router attached to another mobile router cannot obtain its home
   address.  The Proxy Mobile IPv6 specification requires the direct
   connectivity (point-to-point link) between a mobile router and a
   mobile access gateway.  The RFC3963-compliant mobile router can
   attach to mobile networks operated by this specification, but no
   special operation for the RFC3963-compliant mobile router is
   introduced in this specification.

3.1.  Mobile Network Prefix Option

   The Mobile Network Prefix Option is defined in [RFC-3963].  This
   specification adds a new bit for the purpose of the prefix delegation

https://datatracker.ietf.org/doc/html/rfc3963
https://datatracker.ietf.org/doc/html/rfc3775
https://datatracker.ietf.org/doc/html/rfc3633
https://datatracker.ietf.org/doc/html/rfc3963
https://datatracker.ietf.org/doc/html/rfc3963
https://datatracker.ietf.org/doc/html/rfc3963
https://datatracker.ietf.org/doc/html/rfc3963
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   as follows.

        0                   1                   2                   3
        0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |      Type     |   Length      |R| Reserved    | Prefix Length |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |                                                               |
       +                                                               +
       |                                                               |
       +                   Mobile Network Prefix                       +
       |                                                               |
       +                                                               +
       |                                                               |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Figure 2: Modified Mobile Network Prefix Option

   Requesing (R) flag

      A flag indicating that the mobile access gateway requests a mobile
      network prefix for the a mobile router.  When this flag is set,
      the mobile network prefix stored in the Mobile Network Prefix
      field is ignored and overwritten by the newly assigned prefix by
      the local mobility anchor.  This flag can be set for new request
      and binding refreshes, too.  If a mobile router changes the
      attached mobile access gateway, the new mobile access gateway can
      retrieve the mobile network prefix previously assigned to the
      mobile router.

   Reserved

      7 bits reserved field

3.2.  Mobile Network Prefix Delegation

   A mobile router SHOULD dynamically obtain a mobile network prefix by
   DHCP Prefix Delegation [RFC3633] or MAY be statically configured with
   the assigned prefix.

   When DHCP Prefix Delegation is used, a mobile router MUST act as a
   requesting router [RFC3633] and a mobile access gateway MUST be a
   DHCP relay agent.  The delegating router [RFC3633] can be located
   either at a local mobility anchor or some other device in a Proxy
   Mobile IPv6 domain.  In Proxy Mobile IPv6, a mobile access gateway
   can intercept all the DHCP related packets from a mobile router as a

https://datatracker.ietf.org/doc/html/rfc3633
https://datatracker.ietf.org/doc/html/rfc3633
https://datatracker.ietf.org/doc/html/rfc3633
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   DHCP relay.

   MR(RR)  MAG(DHCP-R) LMA     DR
      |------>|        |        | 1. DHCP solicit
      |       |------->|        | 2. Proxy Binding Update
      |       |<-------|        | 3. Proxy Binding Acknowledgement (MNP)
      |       |========|        | 4. Tunnel/Route Setup*
      |       |---------------->| 5. DHCP (including IA_PD)
      |<------|<----------------| 6. DHCP advertise
      |       |        |        |
      * DHCP solicit (1) and PBU (2) are operated in parallel.
      * Tunnel/Route setup(4) and DHCP message exchange (5 and 6)
        are processed in parallel.

                        Figure 3: Prefix Delegation

   After attaching to the Proxy Mobile IPv6 domain, if a mobile router
   does not have any active delegated prefix for its mobile network, it
   sends a DHCPv6 Solicit message as shown in Figure 3-1).  The message
   is intercepted by the DHCPv6 relay agent located at the mobile access
   gateway.  Before relaying this message, the mobile access gateway
   should obtain a mobile network prefix delegated for the mobile router
   by using the proxy binding registration.  It sends a Proxy Binding
   Update with a Mobile Network Prefix option [RFC-3963] with the
   requesting bit set (Figure 3-2)).  The local mobility anchor returns
   the assigned prefix in the Mobile Network Prefix option carried by a
   Proxy Binding Acknowledgment (Figure 3-3)).  This proxy binding
   registration is to guarantee that the local mobility anchor controls
   the prefix assignment on behalf of the DHCP Prefix Delegation
   protocol.  This document recommends that Proxy Mobile IPv6 controls
   the prefix management and DHCP Prefix Delegation is used to deliver
   the assigned prefix to a requesting router (i.e. mobile router).
   Otherwise, the Proxy Mobile IPv6 requires certain interactions with
   the DHCP Prefix Delegation protocol to verify whether the prefix
   notified by a Proxy Binding Update is surely assigned to the
   requesting mobile router or not.  This protocol interface has not
   been standardized at IETF yet and is out of scope in this document.

   If the mobile access gateway obtains the assigned prefix for the
   mobile router by receiving the Mobile Network Prefix option in the
   Proxy Binding Acknowledgement, it contains the assigned prefix in the
   IA_PD Prefix option [RFC3633] encapsulated in the IA_PD-options as a
   hint and sends the DHCPv6 message to the delegating router
   (Figure 3-4)).  The delegating router MUST choose to use the
   information in that hint to select the prefix(es) or prefix size to
   be delegated to the requesting router.  The delegating router, then,

https://datatracker.ietf.org/doc/html/rfc3963
https://datatracker.ietf.org/doc/html/rfc3633
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   sends an Advertise message to the requesting router as described in
   [RFC3315] and [RFC3633] (Figure 3-5) and 6)).  On the other hand, if
   the mobile access gateway fails to have the mobile network prefix
   from its local mobility anchor, it MUST discard any DHCPv6 messages
   of the requesting mobile router.

   If the mobile router has already had one or more active delegated
   prefixes, it sends DHCPv6 Renew messages to extend the lifetimes of a
   delegated prefix.  The messages are also intercepted by the mobile
   access gateway and relayed to the delegating router.  The delegating
   router replies with DHCPv6 reply message to the requesting router.
   The mobile access gateway acting as a DHCP relay SHOULD check all the
   DHCPv6 reply message.  If zero is set to the lifetime of a mobile
   network prefix stored in the IA_PD Prefix option carried by a DHCPv6
   reply message, the mobile access gateway SHOULD triggers a Proxy
   Binding Update to remove the binding for that mobile network prefix.

   If the mobile router has multiple network interfaces attached to the
   same Proxy Mobile IPv6 domain, it should be able to use all the
   active interfaces to transmit the packets from its mobile network.
   To do so, the local mobility anchor MUST always return the mobile
   network prefix assigned to the mobile router by the Mobile Network
   Prefix option in the Proxy Binding Acknowledgement if the mobile
   network prefix is already assigned to that mobile router.  Even
   though a mobile router does not initiate the prefix delegation
   procedure from the newly attached interface, the mobile access
   gateway can learn the assigned prefix.  The local mobility anchor and
   the mobile access gateways can setup a route of the mobile network
   prefix for all the active interfaces of the mobile router in the
   Proxy Mobile IPv6 domain.  A mobile router can utilize all the active
   interfaces as an exit interface of the mobile network.

3.3.  Mobile Access Gateway Considerations

3.3.1.  Extensions to Binding Update List Entry

   This document introduces a new Prefix Information field in the
   Binding Update list structure as [RFC3963] does.  This field is used
   to store the mobile network prefix information that the local
   mobility anchor notified during the proxy binding registration.

3.3.2.  Signaling Considerations

   The detail operation of prefix delegation is described in Section 3.2

   Mobile Router Initial Attachment

https://datatracker.ietf.org/doc/html/rfc3315
https://datatracker.ietf.org/doc/html/rfc3633
https://datatracker.ietf.org/doc/html/rfc3963
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   o  After detecting a new mobile router on its access link, the mobile
      access gateway MUST identify the mobile router and acquire the MN-
      Identifier of the mobile router as [RFC-5213].  It SHOULD
      determine whether the network mobility service needs to be offered
      to the mobile node or not by checking the policy profile.

   Proxy Binding Registration:

   o  The mobile access gateway triggers a Proxy Binding Update with a
      Mobile Network Prefix mobility option defined in [RFC3963].  It
      MUST uses the Mobile Network Prefix option in the following cases:

      1.  A mobile access gateway requests a mobile network prefix
          assigned to the mobile router. (i.e. the mobile router does
          not have any prefix yet)

      2.  A mobile access gateway asks the assigned mobile network
          prefix to the mobile router. (i.e. the mobile router has
          already had the mobile network prefix)

      3.  A mobile access gateway renews the binding cache for the home
          network prefix and the mobile network prefix.

   o  The proxy binding registration process is same as [RFC-5213]
      except that the Mobile Network Prefix mobility option MUST be
      presented.

   o  The Mobile Router flag (R) defined in [RFC3963] MUST be set in the
      Proxy Binding Update for a mobile router

   o  For the scenarios-1) and -2), the mobile access gateway MUST set
      the requesting bit in the Mobile Network Prefix option.

   o  For the scenario-3), the mobile access gateway SHOULD NOT set the
      requesting flag and MUST set the mobile network prefix to the
      mobile router in the Mobile Network Prefix option.

   o  The mobile access gateway can use both implicit or explicit the
      mobile network prefix registration as [RFC3963] defined.  The
      implicit registration MUST NOT be used if the mobile access
      gateway does not know the mobile network prefix assigned to the
      mobile router

   o  When the requesting bit is set in the Mobile Network Prefix
      option, the local mobility anchor will return the assigned prefix
      by the Mobile Network Prefix option stored in the Proxy Binding
      Acknowledgement.  If the Mobile Network Prefix option does not

https://datatracker.ietf.org/doc/html/rfc5213
https://datatracker.ietf.org/doc/html/rfc3963
https://datatracker.ietf.org/doc/html/rfc5213
https://datatracker.ietf.org/doc/html/rfc3963
https://datatracker.ietf.org/doc/html/rfc3963
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      present or does not have a valid IPv6 prefix, the mobile access
      gateway MUST NOT enable Network Mobility support for the mobile
      router.

   DHCPv6 Prefix Management

   o  The mobile access gateway MUST intercept all the DHCPv6 related
      messages and SHOULD verify all the DHCPv6 messages before relaying
      to either a requesting router or a delegating router.

   o  If the mobile access gateway detects a DHCPv6 solicit message from
      the mobile router, it should intercept it and caches it until it
      learns an assigned mobile network prefix from local mobility
      anchor.

   o  If network mobility service is not enabled for the mobile router
      in the policy profile, the mobile access gateway MUST ignores the
      DHCPv6 solicit message.

   o  After the mobile access gateway obtains an assigned mobile network
      prefix(es), it includes the information in an IA_PD Prefix option
      of DHCPv6 messages initiated by the requesting router (mobile
      router) and relays the messages to the delegating router.

   o  The delegating router MUST return a DHCPv6 reply message including
      the assigned prefix to the mobile router via the mobile access
      gateway (DHCP relay agent).  However, if the different prefix from
      the one in the hint is assigned by the delegating router, the
      mobile access gateway MUST discard the message and SHOULD re-relay
      the DHCPv6 message to the delegating router.  After a few retries,
      it SHOULD give up replaying the messages.

   o  If the lifetime of the assigned prefix is set to zero, the mobile
      access gateway MUST sends a de-registration Proxy Binding Update
      to the local mobility anchor.

   Mobile Router's Handover:

   o  As the mobile router moves from one mobile access gateway to
      another, the new mobile access gateway MAY know the assigned
      prefix to the mobile router by mechanisms such as context transfer
      between the mobile access gateways.  However, such mechanisms are
      not defined in this specification.

   o  If no context transfer mechanism is available, the mobile access
      gateway sends a Proxy Binding Update message with a Mobile Network
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      Prefix option with the requesting bit set.  The local mobility
      anchor MUST return the same assigned prefix by the Mobile Network
      Prefix option stored in a Proxy Binding Acknowledgement so that
      the new mobile access gateway can obtain the assigned prefix.

   o  After the mobile router's first attachment to a Proxy Mobile IPv6
      domain, the DHCP Prefix Delegation protocol might not always run
      as a mobile router changes its attached mobile access gateway.

   Mobile Router's Multihoming Support:

   o  Even if the mobile router attaches to the Proxy Mobile IPv6 domain
      by multiple interfaces, it SHOULD be capable of using all the
      interfaces as external paths for the mobile network.

   o  A home network prefix is assigned per interface in Proxy Mobile
      IPv6, but a mobile network prefix is assigned per a mobile router.
      Therefore, all the mobile access gateway to which a mobile router
      is attached can get the same prefix from the local mobility
      anchor.

   o  The mobile access gateways setup a route for the mobile network
      prefix as soon as it receives the proxy binding Acknowledgement.

3.4.  Local Mobility Anchor Considerations

3.4.1.  Extensions to Binding Cache Entry

   This document introduces a new Prefix Information field in the
   Binding Cache structure as [RFC3963] does.  This field is used to
   store any prefix information that the mobile access gateway includes
   in the Binding Update.  In the multihoming scenario, the local
   mobility anchor may have two different binding cache entries per
   mobile node's identifier.  The mobile network prefix information of
   two binding caches must be same, because the prefix is assigned per a
   mobile router.

3.4.2.  Prefix Management

   A local mobility anchor manages the prefix pool for mobile network
   prefixes assigned to a mobile router.  Assigned prefix is tied to a
   mobile router.  The local mobility anchor should manage the mobile
   network prefix with the mobile node identifier.  If the requesting
   router has the same mobile node identifier and a prefix is already
   assigned to that router, the local mobility anchor MUST return the
   same assigned prefix to the requesting router.

https://datatracker.ietf.org/doc/html/rfc3963


Wakikawa, et al.         Expires October 8, 2009               [Page 12]



Internet-Draft     NEMO Support for Proxy Mobile IPv6         April 2009

3.4.3.  Signaling Considerations

   All the considerations explained in Section 5.3 [RFC-5213] apply
   here.  For supporting network mobility feature, the following
   additional considerations MUST be applied.

   Processing Binding Registrations:

   o  If there is a Mobile Network Prefix option in a Proxy Binding
      Update message, the local mobility anchor MUST proceed the
      following instructions.

   o  If the requesting bit is set in the Mobile Network Prefix option,
      the local mobility anchor SHOULD look for the prefix assigned to
      the mobile router.  If there is no previously assigned prefix, the
      local mobility anchor MUST allocate a new mobile network prefix to
      the mobile router.  Otherwise, it SHOULD continue using the same
      assigned prefix for the mobile router.

   o  The assigned prefix MUST be returned with the Mobile Network
      Prefix option in a Proxy Binding Acknowledgement message.

   o  If the local mobility anchor is unable to allocate a Mobile
      Network Prefix for the mobile router, it MUST reject the Proxy
      Binding Update and send a Proxy Binding Acknowledgement message
      with Status field set to 130 (Insufficient resources).

   o  Upon accepting the request, the local mobility anchor MUST create
      a Binding Cache entry for the mobile router.  It must set the
      fields in the Binding Cache entry to the accepted values for that
      binding.  The assigned prefix is also stored as the mobile network
      prefix in the binding cache entry of the mobile router.

   o  It MUST also establish a bi-directional tunnel to the mobile
      access gateway, as described in [RFC-2473].  Considerations from

Section 5.6 [RFC-5213] MUST be applied.  The local mobility anchor
      MUST add a network route for that allocated mobile network prefix
      over the tunnel to the mobile access gateway.

   o  The local mobility anchor MUST use the identifier from the Mobile
      Node Identifier Option [RFC-4283] present in the Proxy Binding
      Update request and MUST apply multihoming considerations specified
      in Section 5.4 [RFC-5213] and from this section for performing the
      Binding Cache entry existence test.

https://datatracker.ietf.org/doc/html/rfc5213#section-5.3
https://datatracker.ietf.org/doc/html/rfc2473
https://datatracker.ietf.org/doc/html/rfc5213#section-5.6
https://datatracker.ietf.org/doc/html/rfc4283
https://datatracker.ietf.org/doc/html/rfc5213#section-5.4
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3.4.4.  Routing Considerations

   Forwarding Considerations for the mobile router's mobile network
   prefix traffic.

   Intercepting Packets Sent to the mobile network:

   o  When the local mobility anchor is serving a mobile router, it MUST
      be able to receive packets that are sent to the mobile router's
      mobile network.  In order for it to receive those packets, it MUST
      advertise a connected route in to the Routing Infrastructure for
      the mobile router's mobile network prefix or for an aggregated
      prefix with a larger scope.

   Forwarding Packets to the Mobile Router:

   o  On receiving a packet from a correspondent node with the
      destination address matching a mobile router's mobile network
      prefix, the local mobility anchor MUST forward the packet through
      the bi- directional tunnel setup for that mobile router.  The
      format of the tunneled packet is the same as [RFC-5213] except
      that the destination address of the inner packet header is the
      IPv6 address of the mobile network node attached to the mobile
      network.

   Forwarding Packets Sent by the Mobile Router:

   o  All the reverse tunneled packets that the local mobility anchor
      receives from the mobile access gateway, after removing the tunnel
      header MUST be routed to the destination specified in the inner
      IPv6 packet header.

3.5.  Mobile Router Considerations

   A mobile router has two interfaces such as an ingress interface and
   an egress interface according to [RFC3963].  The prefix assigned by
   the DHCP prefix delegation protocol is configured to the mobile
   network (i.e. ingress interface).  The mobile router configures its
   home address to the egress interface.

   The default route of the mobile router SHOULD be the attached mobile
   access gateway.  The mobile router also has the connected route to
   the mobile network.  These routes can be statically configured at the
   mobile router.  On the other hand, if the mobile router needs to run
   any dynamic routing protocols [RFC3963], it runs a routing protocol
   by sending routing updates through its egress interface.  The mobile

https://datatracker.ietf.org/doc/html/rfc5213
https://datatracker.ietf.org/doc/html/rfc3963
https://datatracker.ietf.org/doc/html/rfc3963
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   router is always attached to the home network in the Proxy Mobile
   IPv6 specification, all the routing updates are sent to the attached
   mobile access gateway.  However, most routing protocols use link-
   local addresses as source addresses for the routing information
   messages.  The mobile access gateway MUST intercept these link-local
   packets and tunneled to the local mobility anchor.  Since the Proxy
   Mobile IPv6 [RFC-5213] prohibits routing the packets sent with the
   link-local source address over the tunnel. we need to relax this
   limitation for routing updates messages.  This specification does not
   recommend to run routing protocols on a mobile router.

https://datatracker.ietf.org/doc/html/rfc5213
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4.  IANA Considerations

   This document requires to allocate the new requesting (R) flag in the
   Mobile Network Prefix option from IANA.
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5.  Security Considerations

   The security mechanisms specified for Proxy Mobile IPv6 protocol are
   used when using the extensions defined in this document.

   When supporting mobile network prefix assignment from a DHCP-PD
   server, all the mobile network prefixes managed in the DHCP-PD server
   must be reachable via local mobility anchor so that local mobility
   anchor intercepts packets meant for a mobile network prefix and
   tunnels them to the mobile router via corresponding mobile access
   gateway.  Moreover, all the DHCPv6 messages between a DHCP relay and
   the DHCP-PD server SHOULD be securely exchanged.
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