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Abstract

This document describes a particular use case for SPRING where the
Segment Routing mechanism is leveraged to realize the service path
layer functionality of the Service Function Chaining (i.e, steering
traffic through the service function path).
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Introduction

When applying a particular Service Function Chaining (SFC)
[I-D.quinn-sfc-arch] to the traffic selected by the service
classifier, the traffic need to be steered through an ordered set of
service nodes in the network. This ordered set of service nodes
indicates the service function path which is actually the
instantiation of the above SFC in the network. Furthermore,
additional information about the traffic (a.k.a. metadata) which is
helpful for enabling value-added services may need to be carried
across those service nodes within the SFC instantiation. As
mentioned in [I-D.rijsman-sfc-metadata-considerations] "...it is
important to make a distinction between fields which are used at the
service path layer to identify the Service Path Segment, and
additional fields which carry metadata which is imposed and
interpreted at the service function layer. Combining both types of
fields into a single header should probably be avoided from a
layering point of view. "

Segment Routing (SR) [I-D.filsfils-spring-segment-routing] is a
source routing paradigm which can be used to steer traffic through an
ordered set of routers. SR can be applied to the MPLS data plane
[I-D.gredler-spring-mpls]
[I-D.filsfils-spring-segment-routing-mpls]and the IPv6 data plane
[I-D.previdi-6man-segment-routing-header].

This document describes a particular use case for SPRING where the SR
mechanism is leveraged to realize the service path layer
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functionality of the SFC (i.e, steering traffic through the service
function path).

.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [RFC2119].

Terminology

This memo makes use of the terms defined in
[I-D.filsfils-spring-segment-routing] and [I-D.quinn-sfc-arch].

SFC Use Case
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Figure 1: Service Function Chaining in SR Networks

As shown in Figure 1, assume SN1 and SN2 are two SR-capable nodes
meanwhile they are service nodes which offer service function SF1 and
SF2 respectively. 1In addition, they have allocated and advertised
segment IDs (SID) for the service functions they are offering. For
example, SN1 allocates and advertises an SID, i.e., SID(SF1) for
service function SF1 while SN2 allocates and advertises an SID, i.e.,
SID(SF2) for service function SF2. These SIDs which are used to
indicate service functions are referred to as Service Function SIDs.
In addition, assume the node SIDs for SN1 and SN2 are SID(SN1) and
SID(SN2) respectively.

How to steer a packet through a service fucntion path in both MPLS-SR
and IPv6-SR cases is illustrated in the following two sub-sections
respectively.

1. SFC in MPLS-SR Case

In the MPLS-SR case, those service function SIDs as mentioned above
would be interpreted as local MPLS labels. Meanwhile, to simplify
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the illustrationIn in this document, those node SIDs as mentioned
above would be interpreted as MPLS global labels.

Now assume a given packet destined for destination D is required to
go through a service function chain {SF1, SF2} before reaching its
final destination D. The service classifier therefore would attach a
segment list {SID(SN1), SID(SF1), SID(SN2), SID(SF2)} to the packet.
This segment list is actually represented by a MPLS label stack. 1In
addition, the service classifier could optionally impose metadata on
the packet through the Network Service Header (NSH)
[I-D.quinn-sfc-nsh]. Here the Service Path field wihin the NSH would
not be used for the path selection purpose anymore and therefore it
MUST be set to a particular value to indicate such particular usage.
In addition, the service index value within the NSH is set to 2 since
there are two service nodes within the service function path. How to
impose the NSH on a MPLS packet is outside the scope of this
document. When the encapsulated packet arrives at SN1, SN1 would
know which service function should be performed according to SID
(SF1). If a NSH is carried in that packet, SN1 could further consume
the metadata contained in the NSH and meanwhile decrease the service
index value within the NSH by one. When the encapsualted packet
arrives at SN2, SN2 would do the similar action as what has been done
by SN1. Furthermore, since SN2 is the last service node within the
service function path, SN2 MUST strip the NSH (if it has been
imposed) before sending the packet to D.

3.2. SFC in IPv6-SR Case

In the IPv6-SR case, those service function SIDs as mentioned above
would be interpreted as IPv6 link-local addresses while those node

SIDs as mentioned above would be interpreted as IPv6 global unicast
addresses.

Now assume a given IPv6 packet destined for destination D is required
to go through a service function chain {SF1, SF2} before reaching its
final destination D. The service classifier therefore would attach a
SR header containing a segment list {SID(SF1),
SID(SN2),SID(SF2),SID(D)} to the IPv6 packet. This segment list is
actually represented by an ordered list of IPv6 addresses. The IPv6
destination address is filled with SID(SN1). 1In addition, the
service classifier could optionally impose metadata on the above IPv6
packet through the NSH and meanwhile carry the original IPv6 source
address in the Original Source Address field of the packet. When the
above IPv6 packet arrives at SN1, SN1 would know which service
function should be performed according to SID (SF1). If a NSH is
carried in that packet, SN1 could further consume the metadata
contained in the NSH and meanwhile decrease the service index value
within the NSH by one. When the packet arrives at SN2, SN2 would do
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the similar action as what has been done by SN1. Furthermore, since
SN2 is the second last node in the segment 1list, SN2 should strip the
SR header and meanwhile fill in the IPv6 source address with the
Original Source Address (if available) before sending the packet
towards D. Besides, since SN2 is the last service node within the
service path, SN2 MUST strip the NSH (if it has been imposed) before
sending the packet to D.

Acknowledgements
TBD.

IANA Considerations
TBD.

Security Considerations

This document does not introduce any new security risk.
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