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Abstract

This document describes how to find and to prudently use geofeed
data.

Status of This Memo

This Internet-Draft 1is submitted in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
working documents as Internet-Drafts. The 1list of current Internet-
Drafts 1is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work 1in progress."

This Internet-Draft will expire on March 4, 2021.
Copyright Notice

Copyright (c) 2020 IETF Trust and the persons identified as the
document authors. All rights reserved.

This document is subject to BCP_78 and the IETF Trust's Legal
Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this document. Code Components extracted from this document must
include Simplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Simplified BSD License.



https://datatracker.ietf.org/doc/pdf/bcp78
https://datatracker.ietf.org/doc/pdf/bcp79
https://datatracker.ietf.org/drafts/current/
https://datatracker.ietf.org/doc/pdf/bcp78
https://trustee.ietf.org/license-info

Candela, et al. Expires March 4, 2021 [Page 1]

Internet-Draft Finding Geofeeds August 2020

Table of Contents

[=

N

Introduction e
1l.1. Requirements Language
Geofeed Files
inet-num: Class e
Authenticating Geofeed Data
Operational Considerations
Scurity Considerations
TIANA Considerations
Acknowledgements
. Normative References
uthors' Addresses

=

> |0 o N o o b w N
[ [0 [0 [0 o1 [ Jw Jw INININ

Introduction

Providers of Internet content and other services may wish to
customize those services based on the geographic location of the user
of the service. This is often done using the source IP address used
to contact the service. Additionally, infrastructure and other
services might wish to publish the locale of their services.
[REC8805]) defines geofeed, a syntax to associate geographic locales
with IP addresses. But it does not specify how to find the relevant
geofeed data given an IP address. This document specifies how to
augment the Routing Policy Specification Language (RPSL), [RFC2622]
inet-num: class, [INETNUM] to refer to geofeed data, and how to
prudently use them.

.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Geofeed Files
Geofeed files are described in [RFC8805]. They provide a facility
for an IP prefix 'owner' to associate those IP addresses to

geographic locale(s).

Content providers and other parties who wish to locate an IP address


https://datatracker.ietf.org/doc/pdf/rfc8805
https://datatracker.ietf.org/doc/pdf/rfc2622
https://datatracker.ietf.org/doc/pdf/bcp14
https://datatracker.ietf.org/doc/pdf/bcp14
https://datatracker.ietf.org/doc/pdf/rfc2119
https://datatracker.ietf.org/doc/pdf/rfc8174
https://datatracker.ietf.org/doc/pdf/rfc8805

to a geographic locale need to find the relevant geofeed data. 1In
Section 3 this document specifies how to find the relevant geofeed
file given an IP address.
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This document also suggests optional data for geofeed files to
provide stronger authenticity to the data.

inet-num: Class

RPSL, [RFC2622], as used by the Regional Internet Registries (RIRs),
has been augmented with the inet-num: class [INETNUM].

Ideally, RPSL would be augmented to define a new RPSL Geofeed
attribute in the 1inet-num: class. Until such time, this document
defines the syntax of a Geofeed remarks: attribute which contains a
URL referring to a public web page containing a geofeed file. The
format MUST be as 1in this example, "remarks: Geofeed " followed by a
URL which will vary.

inet-num: 192.0.2.0/24 #example
remarks: Geofeed https://example.com/geofeed/

Authenticating Geofeed Data

The question arises on whether a particular geofeed data set s
authentic, i.e. authorized by the 'owner' of the IP address space and
is authoritative in some sense. The inet-num: which points to the
geofeed file provides some authentication. Unfortunately the RPSL 1in
many repositories is weakly authenticated at best.

An optional authenticator MAY be appended to a geofeed file. It
would essentially be a digest of the main body of the file signed by
the private key of the relevant RPKI certificate for the covering
prefix. One needs a format that bundles the relevant RPKI
certificate with the signature and the digest of the geofeed text.

Borrowing detached signatures from [RFC5485], after text file
canonicalization (Sec 2.2), the Cryptographic Message Syntax (CMS)
[REC3852] would be used to create a detached DER encoded signature
which is then BASE64 encoded and line wrapped to 72 or fewer


https://datatracker.ietf.org/doc/pdf/rfc2622
https://datatracker.ietf.org/doc/pdf/rfc5485
https://datatracker.ietf.org/doc/pdf/rfc3852

characters.

As the signer would need to specify the covered RPKI resources
relevant to the signature, the RPKI certificate covering the inet-

num:

object's prefix would be 1included in the [REC3852] CMS

SignedData certificates field.

Identifying the private key associated with the certificate, and
getting the department with the HSM to sign the CMS blob is left as
an exercise for the implementor. On the other hand, verifying the
signature requires no complexity; the certificate, which can be
validated in the public RPKI, has the needed public key.
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may be 'hidden' as a series of "#" comments at the end of the geofeed

file.
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RPKI Signature: 192.0.2.0/24

MIIGugYJKoZIhvcNAQcCoIDTALBglghkgBZQMEAZEWKQYLKoZIhvcNAQkQARg
GgQYMBYCAhzRMBAwWDgQCAAOIIEUDCCBLQwggOcoAMCAQICAWDe4TANBgkghkiG
9wOBAQsFADAzMTEwWLWYDVQQOVBREI5Mzk2MTFDOTFGMDI3REI1NjNGQONDNUIS
REUxMB4XDTE5MTIXOTE4NDMDAXMDEwWM1owMzEXMC8GA1UEAXxMoNjdBMD1DMOUX
RKE2MDhCRjIONjkzQjUONTRDREOTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCC
AQoCggEBALqpRjOpeHKFr4RuEo86/Pw7LZ1kQVBeBI5UrcLSMjPttL1Fz02dD3
hNA2EnTMCPmMbhOkwCmsNsJ0+nbKyZJwbRmqpcnTJjndjxGY+ZnVkXPpd4 /SO0
dvJi72LsUOLK4IVRI+wPTUOqqvBOgwYcTtTPEesyR/3ZJpA9sLPAQHUscr9sGH
3DEQjOQh2ub4premR63497EWSLZYK5Q7xBAiY00jfaOG3Ni7eqKfgvLyJe+bPD
YMa4uuKhSYedIy+ubDnxglwNZ81gGFOIECAWEAAaOCAc8wggHLMBOGA1UdDgQW
BBRNoJw+H6YIvyRpO1RYBQHSMEGDAWgBQ]jIt5c6tuT LhHIHWI9tWP8zFud4TAY fgVw4I8xBD7mVQoZhTPiGD1TEUhhM7dPOmMoBNV8YdfLrB5fV1byWJ
SE+LKDO3I+fJEt7imDoOgbgqKWSS+1bpTTB5+V1QclrcKyZK7rp8tmsEQCxe2IM
EWPML3do016M8ctjGUCXxT8dRhS047Z9el1drPCsd+rMYIBqjCCAaYCAQOAFGeg
nD4fpgi/IGk7VFgFDG3ENNAWQCAaBrMBoGCSqGSIb3DQEJAZENBgsghkiGOwOB


https://datatracker.ietf.org/doc/pdf/rfc3852
https://datatracker.ietf.org/doc/pdf/rfc8805

CRABGDACBgkghkiGOwOBCQMTgON] EOW] AvBgkahk1GOwOBCQQxIgQg fEXq+Mbk
85R09ZcGTfrGLPRIpiqRIzDQYJIKoZIhvcNAQEBBQAEggEATa8unm8JGTiiTHXY
HITNNmZ8zIpR+AkWqZIpdRMgBzWxHyBVsM101zce441FCIBgEr+TR36/uGvNes
tV/35qkeykYxvBPhylSrwnKt6HHzfcE9QwT6BIpiQPGlUdMGgguUisG+hSaoZPG
w+nU1qlVSZDvw/YVpyaWAu99SjHTxpIBdwp3avpZ84Daxy4h4v084xFvjngAAg
UkYLIfBPdZiuvtLalLR/vjZR4s7mR4L4SNjOWSNPYKwad9cs+ozQpymByDL8VWS
pUXCTD5sPYzBKsTpAbiDsQ==

END Signature: 192.0.2.0/24
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Operational Considerations
Geofeed data SHOULD be fetched using https [RFC2818].

When using data from a geofeed file, one MUST qignore data outside of
the inet-num: object's prefix range.

If no data in a geofeed file are signed per Section 4, then multiple
inet-num:s MAY refer to the same geofeed file, and the consumer MUST
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use only those covered by the prefix in the inet-num: they have
followed.

An entity fetching geofeed data through these mechanisms MUST NOT do
frequent real-time look-ups to prevent load on RPSL servers. And do
not fetch at midnight, because everyone else may.

Scurity Considerations

It would be generally prudent for a consumer of geofeed data to also
use other sources to cross-validate the data. All of the Security
Considerations of [RFC8805] apply here as well.
As mentioned in Section 4, many RPSL repositories have weak if any
authentication. This would allow spoofing of inet-num: objects
pointing to malicious geofeed files. Section 4 suggests an overly
complex method for stronger authentication based on the RPKI.

IANA Considerations

No action is requested of the IANA.


https://datatracker.ietf.org/doc/pdf/rfc2818
https://datatracker.ietf.org/doc/pdf/rfc8805
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