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Abstract

   NETCONF provides mechanism to install configuration of network
   devices.  In many cases, it is required that the same configuration
   repeats on many interfaces.  In the absence of protocol semantics for
   performing operations with group-specific scope, this results in
   either a significant amount of signaling traffic and configuration
   template applying on a periodic basis or large packet size between a
   given network management system and a network devices.  This document
   defines optimizations to the NETCONF protocol operations for
   performing operations with group-specific scope with the use of a
   group identifier.
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   carefully, as they describe your rights and restrictions with respect
   to this document.  Code Components extracted from this document must
   include Simplified BSD License text as described in Section 4.e of
   the Trust Legal Provisions and are provided without warranty as
   described in the Simplified BSD License.
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1.  Introduction

   NETCONF provides mechanism to install configuration of network
   devices.  In many cases, it is required that the same configuration
   repeats on many interfaces, e.g., configure multiple VLAN ranges on
   the same Trunk interface.  In the absence of protocol semantics for
   performing operations with group-specific scope, using configuration
   template to replicate multiple copies on the same interface result in
   either a significant amount of signaling traffic(e.g, multiple data
   retrieval for vlan tag configuration on the interface) on a periodic
   basis or large packet size (e.g,edit-config operation related to
   protocol message) between a given network management system and a
   network devices.

   This document defines optimizations to the NETCONF protocol
   operation(i.e., inline action operation) for performing bulk
   operations with group-specific scope with the use of a group
   identifier and allows NETCONF protocol operation work together with
   inline action operation that apply to different conceptual node in
   the underlying data model in one transaction.

1.1.  Terminology

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
   "OPTIONAL" in this document are to be interpreted as described in BCP
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   14 [RFC2119] [RFC8174] when, and only when, they appear in all
   capitals, as shown here.

2.  Inline-Action Capability

2.1.  Description

   The :inline-action capability indicates that the device supports
   Inline-action operation within protocol operation on specific
   datastore.  In other words, the device supports <record-merge>
   operation which is included in existing protocol operations.

2.2.  Dependencies

   None.

2.3.  Capability Identifier

   The :inline-action capability is identified by the following
   capability string:

   urn:ietf:params:netconf:capability:inline-action:1.1

2.4.  New Operations

   None.

2.5.  Modifications to Existing Operations

   The :inline-action:1.1 capability modifies the protocol operation to
   accept <record-merge> attribute value within operation attribute.

   As described in [RFC6241], "operation" attribute is defined in a
   element within <config> subtree and identify the point in the
   configuration to perform the operation and MAY appear on multiple
   elements throughout the <config> subtree.  In this document, two new
   "operation" attribute values are added as follows:

   record-split:   The range constrait of the configuration data
      identified by the element containing this attribute is split at
      the corresponding level in the configuration datastore identified
      by the <target> parameter.

   record-merge:   The range constrait of the configuration data
      identified by the element containing this attribute is merged at
      the corresponding level in the configuration datastore identified
      by the <target> parameter.

https://datatracker.ietf.org/doc/html/rfc2119
https://datatracker.ietf.org/doc/html/rfc8174
https://datatracker.ietf.org/doc/html/rfc6241
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   In addition, the record-merge and record-split operation attributes
   and other "operation" attributes MUST apply to the different
   conceptual nodes In the underlying data model.

   As described in [RFC6241], the config subtree is expressed as a
   hierarchy of configuration data as defined by one of the device's
   data models.  The contents MUST follow the constraints of that data
   model, as defined by its capability definition.  If inline action
   capability is supported, the config subtree may contain a schema node
   with the name "input" and a schema node with the name "output"
   connected to a specific container or list data node containing
   recrod-merge element in a datastore.

   Excample:
   container interfaces {
       list trunk-interface {
               key "name";
                config true;
                leaf name {
                  type string;
                }
             container vlan-id-ranges{
               list vlan-id-range{
                key "group-id";
                leaf group-id {
                   type string;
                   description
                "Specified VLAN group ID.";
                }
             leaf lower-vlan-id {
              type uint32 {
                range "1..4094";
              }
              mandatory true;
              description
                "Start outer VLAN ID.";
            }
            leaf upper-vlan-id {
              type uint16 {
                range "1..4094";
              }
              description
                "End outer VLAN ID.";
              }
              action range-merge {
                  input {
                leaf lower-vlan-id {
                  type uint32 {

https://datatracker.ietf.org/doc/html/rfc6241
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                  range "1..4094";
               }
              mandatory true;
              description
                "Start outer VLAN ID.";
            }
            leaf upper-vlan-id {
              type uint16 {
                range "1..4094";
              }
              description
                "End outer VLAN ID.";
              }
            }
           }
          }
        }
     }
   }

   Suppose we configure trunk interface with multiple discrete vlan tag
   ranges from the running configuration and without inline action
   capability, edit-config with configuration template will be used to
   merge them as one record with extra computation in the client app.
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<rpc message-id="101"
      xmlns="urn:ietf:params:xml:ns:netconf:base:1.1">
           <edit-config>
             <target>
               <running/>
             </target>
             <default-operation>none</default-operation>
             <config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.1">
               <top xmlns="http://example.com/schema/1.2/config">
                <interfaces>
                 <interface>
                   <name>Ethernet0/0</name>
                   <vlan-id-ranges>
                     <vlan-id-range xc:operation="delete">
                        <group-id>0</group-id>
                        <lower-vlan-id>1</lower-vlan-id>
                        <upper-vlan-id>3</upper-vlan-id>
                      </vlan-id-range>
                      <vlan-id-range xc:operation="delete">
                        <group-id>2</group-id>
                        <lower-vlan-id>5</lower-vlan-id>
                        <upper-vlan-id>6</upper-vlan-id>
                      </vlan-id-range>
                      <vlan-id-range xc:operation="delete">
                        <group-id>3</group-id>
                        <lower-vlan-id>7</lower-vlan-id>
                        <upper-vlan-id>8</upper-vlan-id>
                      </vlan-id-range>
                      <vlan-id-range xc:operation="delete">
                        <group-id>4</group-id>
                        <lower-vlan-id>9</lower-vlan-id>
                        <upper-vlan-id>10</upper-vlan-id>
                      </vlan-id-range>
                      <vlan-id-range xc:operation="create">
                        <group-id>0</group-id>
                        <lower-vlan-id>1</lower-vlan-id>
                        <upper-vlan-id>10</upper-vlan-id>
                      </vlan-id-range>
                   </vlan-id-ranges>
                 </interface>
           </interfaces>
         </top>
      </config>
    </edit-config>
</rpc>
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   If inline-action capability supported, bulk operation in one protocol
   message will be used to merge multiple records with different vlan
   tag range will into one record:

<rpc message-id="101"
          xmlns="urn:ietf:params:xml:ns:netconf:base:1.1">
           <edit-config>
             <target>
               <running/>
             </target>
             <default-operation>none</default-operation>
             <config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.1">
               <top xmlns="http://example.com/schema/1.2/config">
                <interfaces>
                 <interface xc:operation="record-merge">
                   <name>Ethernet0/0</name>
                   <vlan-id-ranges>
                     <vlan-id-range>
                     <action xmlns="http://example.com/schema/1.2/config">
                       <range-merge>
                         <input>
                           <lower-vlan-id>1</lower-vlan-id>
                           <upper-vlan-id>10</upper-vlan-id>
                         </input>
                       </range-merge>
                      </action>
                     </vlan-id-range>
                    <vlan-id-ranges>
                    </interface>
                 </interfaces>
               </top>
           </config>
    </edit-config>
 </rpc>

   Suppose we have a trunk interface with vlan tag range [1,10], we
   delete one vlan tag from this trunk interface,without inline action
   capability, edit-config with configuration template will be used to
   split valn tag range into multiple records with extra computation in
   the client app.
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<rpc message-id="102"
      xmlns="urn:ietf:params:xml:ns:netconf:base:1.1">
           <edit-config>
             <target>
               <running/>
             </target>
             <default-operation>none</default-operation>
             <config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.1">
               <top xmlns="http://example.com/schema/1.2/config">
                <interfaces>
                 <interface>
                   <name>Ethernet0/0</name>
                   <vlan-id-ranges>
                     <vlan-id-range xc:operation="delete">
                        <group-id>0</group-id>
                        <lower-vlan-id>4</lower-vlan-id>
                        <upper-vlan-id>4</upper-vlan-id>
                      </vlan-id-range>
                      <vlan-id-range xc:operation="create">
                        <group-id>0</group-id>
                        <lower-vlan-id>1</lower-vlan-id>
                        <upper-vlan-id>3</upper-vlan-id>
                      </vlan-id-range>
                      <vlan-id-range xc:operation="create">
                        <group-id>1</group-id>
                        <lower-vlan-id>4</lower-vlan-id>
                        <upper-vlan-id>10</upper-vlan-id>
                      </vlan-id-range>
                   </vlan-id-ranges>
                 </interface>
           </interfaces>
         </top>
      </config>
    </edit-config>
</rpc>

   If inline-action capability supported, bulk operation in one protocol
   message will be used to split one record with vlan tag range into two
   records:
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<rpc message-id="101"
          xmlns="urn:ietf:params:xml:ns:netconf:base:1.1">
           <edit-config>
             <target>
               <running/>
             </target>
             <default-operation>none</default-operation>
             <config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.1">
               <top xmlns="http://example.com/schema/1.2/config">
                <interfaces>
                 <interface xc:operation="record-merge">
                   <name>Ethernet0/0</name>
                   <vlan-id-ranges>
                     <vlan-id-range>
                         <lower-vlan-id>1</lower-vlan-id>
                         <upper-vlan-id>10</upper-vlan-id>
                         <action xmlns="http://example.com/schema/1.2/config">
                         <range-split>
                         <input>
                          <lower-vlan-id>4</lower-vlan-id>
                          <upper-vlan-id>4</upper-vlan-id>
                         </input>
                       </range-split>
                      </action>
                     </vlan-id-range>
                    <vlan-id-ranges>
                    </interface>
                 </interfaces>
               </top>
           </config>
    </edit-config>
 </rpc>

3.  Security Considerations

   This document does not introduce any security vulnerability besides
   on defined in [RFC6241].

4.  IANA Considerations

4.1.  NETCONF Capability URN

   IANA has created and now maintains a registry "Network Configuration
   Protocol (NETCONF) Capability URNs" that allocates NETCONF capability
   identifiers.  Additions to the registry require IETF Standards
   Action.

   IANA has added the following capabilities to the registry:

https://datatracker.ietf.org/doc/html/rfc6241
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         Index
            Capability Identifier
         ------------------------
         :inline-action:1.1
            urn:ietf:params:netconf:capability:inline-action:1.1
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