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Abstract

Some functionalities (e.g. fragmentation/reassembly and Encapsulating
Security Payload) provided by IPv6 can be viewed as independent of
IPv6 or even IP entirely. This document proposes to provide those
functionalities at different layers (e.g., MPLS, BIER or even
Ethernet) 1independent of IP.
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Consider an operator providing Ethernet services such as pseudowires,

VPLS or EVPN.

The Ethernet frames that a Provider Edge (PE) device

receives from a Customer Edge (CE) device may have a larger size than

the PE-PE path MTU (pMTU) 1in the provider network.

because

This could be

the provider network 1is built upon virtual connections (e.g.
pseudowires) provided by another infrastructure provider, or

the customer network uses jumbo frames while the provider network

does not, or

the provider-side overhead for transporting customers packets

across the network pushes past the pMTU.

In any case, the provider simply cannot require 1its customers to
change their MTU.

To get those large frames across the provider network,

currently the

only workaround is to encapsulate the frames in IP (with or without

GRE) and then fragment the IP packets.

Even if MPLS is used for



service delimiting, IP 1is used for transporation (MPLS over IP/GRE).
This may not be desirable in certain deployment scenarios, where MPLS
is the preferred transport or IP encapsulation overhead 1is deemed
excessive.
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IPv6 fragmentation and reassembly are based on the IPv6 Fragmentation
header below [RFC8200]:

t—d—Ft—F—F—t—t—t—tF—F—t—t—t—t—t—t—t—F—F—F—F—F—t—+—F—F—+—+—+—+—+—+—+
| Next Header | Reserved | Fragment Offset | Res |M|
t—d—t—t—F—t—t—t—F—F—F—F—t—Ft—t—t—t—F—F—F—F—F—F—F—F—F—F—+—+—+—+—+—+
| Identification |
tot—t—t—t—t—t—t—t—t—F—t—F—t—F—F—t—F—F—F—t—F—F—F—t—F—F—F—t—F—Ft—+—+

Figure 1: IPv6 Fragmentation Header

This document proposes reusing this header in non-IP contexts, since
the fragmentation/reassembly function 1is actually independent of IPv6
except the following aspects:

o The fragment header 1is 1identified as such by the "previous"
header.

o0 The "Next Header" value 1is from the "Internet Protocol Numbers"
registry.

o The "Identification" value is unique in the (source, destination)
context provided by the IPv6 header

The "Identification" field, in conjunction with the IPv6 source and
destination identifies fragments of the original packet, for the
purpose of reassembly.

Therefore, the fragmentation/reassembly function can be applied at
other layers as long as a) the fragment header is didentified as such;
and b) the context for packet 1identification is provided. Examples
of such layers 1include MPLS, BIER, and Ethernet (if IEEE determines
it is so desired).

For the layers where the IETF is concerned, the "Next Header" value
will still be from the "Internet Protocol Numbers" registry when the


https://datatracker.ietf.org/doc/pdf/rfc8200

function is applied at non-IP layers.

For the same consideration, the IP Encapsulating Security Payload
(ESP) [REC4303] could also be applied at other layers if ESP is
desired there. For example, if for whatever reason the Ethernet
service provider wants to provide ESP between 1its PEs, it could do so
without requiring IP encapsulation if ESP is applied at non-IP
layers.

The possibility of applying some other IP functions (e.g.
Authentication Header [RFC4302]) 1is for further study.
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2. Specifications

N

.1. Generic Fragmentation Header

For generic fragmentation/reassembly functionality independent of IP,
the following Generic Fragmentation Header (GFH) is defined:

-ttt —F—t—t—t—tF—F—t—t—t—t—t—t—t—F—F—F—F—F—t—t+—F—+—+—+—+—+—+—+—+
| Next Header | Header Length | Fragment Offset [R|S|M|
t—d—t—F—t—t—t—t—F—F—F—t—t—t—t—t—t—F—F—F—F—F—t—+—F—F—+—+—+—+—+—+—+
| Identification |

| (variable) |
tot—t—t—t—t—t—t—t—t—t—t—t—t—F—F—t—t—F—F—t—F—F—F—t—F—F—F—t—F—Ft—+—+

Figure 2: Generic Fragmentation Header

The "Next Header", "Fragment Offset" and "M" flag bit fields are as
in the IPv6 Fragmentation Header.

Header Length: the number of octets of the entire header.

R: The "R" flag bit is reserved. It MUST be 0 on transmitting and
ignored on receiving.

Identification: at least 4-octet long.
S: If the "S" flag bit 1is clear, the context for the Identification

field 1is provided by the outer header, and only the source-
identifying information in the outer header 1is used. If the "S"


https://datatracker.ietf.org/doc/pdf/rfc4303
https://datatracker.ietf.org/doc/pdf/rfc4302

flag bit is set, the variable Identification field encodes both
source-identifying information (e.g. the IP address of the node
adding the GFH) and an identification number unique within that
source.

The outer header MUST -+identify that a Generic Fragmentation Header
follows and MAY carry source-identifying information.

If the outer header is BIER, a TBD value for the "proto" field 1in the
BIER header identifies that a GFH follows. If the "S" flag bit is
clear, the "BFIR-id" field in the BIER header provides the context
for the "Identification" field.

If the outer header 1is MPLS, the "S" flag bit MAY be clear if the the
label preceeding the GFH identifies the sending BFR 1in addition to
indicating that a GFH follows (see Section 2.2).
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2.2. MPLS Signaling

When GFH is used with MPLS, the preceeding label needs to indicate
that a GFH follows, and optionally identify the node that does the
fragmentation. The label can be signaled via BGP or IGP as sepcified
below.

2.2.1. BGP Signaling

This document defines a new transitive BGP "GFH Labels" attribute,
very similar to the "PE Distinguisher Labels" attribute defined 1in
[REC6514] (and the text below is adapted from Section 8 of
[RFC6514]):

o +
| Node Address |
o ———————— +
| Label (3 octets) |
e +
o +

Node Address


https://datatracker.ietf.org/doc/pdf/rfc6514
https://datatracker.ietf.org/doc/pdf/rfc6514#section-8
https://datatracker.ietf.org/doc/pdf/rfc6514#section-8

The Label field contains an MPLS label encoded as 3 octets, where the
high-order 20 bits contain the label value. The Node Address MAY be

0, meaning that the following label only indicates a GFH follows when
the label is used in the label stack of a data packet.

The Node Address MAY also be a unicast address, indicating that the
following label when used in the label stack of a data packet will
both indicate that a GFH follows and +identify the sending node.

If a node supports GFH with MPLS, it attaches the attribute in the
BGP routes for its local addresses. A border router SHOULD remove
the attribute if no node beyond the border will use GFH with MPLS to
send traffic to the corresponding addresses.

A router that supports the attribute considers this attribute to be
malformed if the Node Address field does not contain a unicast
address or 0. The attribute is also considered to be malformed if:
(a) the Node Address field is expected to be an IPv4 address, and the
length of the attribute is not a multiple of 7 or (b) the Node
Address field 1is expected to be an IPv6 address, and the length of
the attribute is not a multiple of 19. The Address Family Indicator
(AFI) of the BGP route that the attribute is attached to provides the
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information on whether the Node Address field contains an IPv4 or
IPv6 address. Each of the Node Addresses 1in the attribute MUST be of
the same address family as the route that 1is carrying the attribute.

2.2.2. IGP Signaling

This document defines an OSPFv2 "GFH Labels" sub-TLV of OSPFv2
Extended Prefix TLV [RFC7684], with the value part being the same as
BGP "GFH Labels" attribute above. If an OSPFv2 router surports GFH
with MPLS, it includes the GFH Labels sub-TLV in the Extended Prefix
TLV that is attached to its local addresses advertised 1in 1its OSPFv2
Extended Prefix Opaque LSA.

Similary, This document defines an OSPFv3 "GFH Labels" sub-TLV of
OSPFv3 Intra/Inter-Area-Prefix TLVs [RFC8362], with the value part


https://datatracker.ietf.org/doc/pdf/rfc7684
https://datatracker.ietf.org/doc/pdf/rfc8362

being the same as BGP "GFH Labels" attribute above. If an OSPFv3
router surports GFH with MPLS, it includes the GFH Labels sub-TLV 1in
the Intra-Area-Prefix TLV for its local addresses.

This document also defines an ISIS "GFH Labels" sub-TLV of ISIS
prefix-reachability TLV [REC5120] [RFC5305] [RFEC5308], with the value
part being the same as BGP "GFH Labels" attribute above. If an ISIS
router surports GFH with MPLS, 1t includes the sub-TLV to the prefix-
reachability TLV for 1its local addresses.

For both OSPF and ISIS, when advertising a prefix from one area/level
to another, if there 1is a "GFH Labels TLV" attached in the source
area/level, the TLV SHOULD be attached in the target area/level and
the prefix SHOULD NOT be summar-ized.

2.3. Generic ESP/Authentication Header
To be specified in future revisions.
3. Security Considerations
To be provided.
4. TIANA Considerations
This document makes the following IANA requests:
o A new BGP Attribute type for "GFH Labels" from the BGP Path
Attributes registry
o A new OSPFv2 sub-TLV type for "GFH Labels" from the OSPFv2
Extended Prefix TLV Sub-TLVs registry
Zhang, et al. Expires May 5, 2021 [Page 6]
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o A new OSPFv3 sub-TLV type for "GFH Labels" from the OSPFv3
Extended-LSA sub-TLV registry

0 A new BIER Next Protocol Identifier value for GFH from BIER Next
Protocol Identifiers registry
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