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Abstract

This document gives examples of message bodies formatted using S/MIME.
Specifically, it has examples of Cryptographic Message Syntax (CMS)
objects and S/MIME messages (including the MIME formatting).

It includes examples of many

common CMS formats. The purpose of this document is to

help increase 1interoperability for S/MIME and other protocols that rely
on CMS.
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Introduction

=

The examples in this document show the structure and format of CMS
message bodies, as described in [CMS]. They are useful to implementors
who use protocols that rely on CMS, such as the S/MIME message format
protocol. There are also examples of simple S/MIME messages [SMIME-MSG]
(including the MIME headers).

Every example 1in this document has been checked by two different
implementors. This strongly indicates (but does not assure) that the



examples are correct. ALl CMS -implementors must read the CMS document
carefully before implementing from it. No one should use the examples
in this document as stand-alone explanations of how to create CMS
message bodies.

This document explicitly does not attempt to cover many PKIX [PKIX]
examples. Documents with examples of that format may be forthcoming.
Also, note that [DVCS], which covers PKIX Data Validation and
Certification Server Protocols, has examples of formats for -its
protocol.

The examples shown here were created and validated by many different
people over a long period of time. Because of this, some of the dates
used in the examples are many years 1in the past. This, plus the fact
that some of the certificates in the examples have very long lifespans,
may cause problems in some test situations.

2. Constants Used 1in the Examples
This section defines the data used in the rest of the document. The names
of the constants indicate their use. For example, AlicePrivDSSSign is the

private part of Alice's DSS signing key.

- Alice 1is the creator of the message bodies in this document.

Bob 1is the recipient of the messages.

Carl 1is a CA.

Diane sometimes gets involved with these folks.
- Erica also sometimes gets involved.
2.1 Content of documents
ExContent is the following sentence:
This is some sample content.
That is, it is the string of characters starting with "T" up to and

including the ".".

The hex for ExContent is
5468 6973 2069 7320 736f 6d65 2073 616d 706c 6520 636f 6e74 656e T742e

The MD5 hash of ExContent is
9898 cac8 fab7 691f f89d c207 24e7 4a04

The SHA-1 hash of ExContent 1s
406a ec08 5279 babe 1602 2d9%e 0629 c022 9687 dd4S8

2.2 Private Keys



The following private keys are needed to create the samples.
To find the public keys, see the certificates in the next section.

AlicePrivDSSSign =
0 30 331: SEQUENCE {
4 02 1: INTEGER ©
7 30 299: SEQUENCE {

11 06 T OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
20 30 286: SEQUENCE {

24 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 TE
0C D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 SF 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
156 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
179 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
: }
310 04 23: OCTET STRING, encapsulates {

312 02 21: INTEGER
: 00 BB 44 46 D1 A5 C9 46 07 2E DO FE
7A D6 92 07 FO 9A 85 89 3F

AlicePrivRSASign =
® 30 630: SEQUENCE {
4 02 1: INTEGER ©
7 30 13: SEQUENCE {
9 06 9: OBJECT IDENTIFIER



20

22
26
30
33

165
170

301

368

435

05

04
30
02
02

02
02

02

02

02

rsaEncryption (1 2 840 113549 1 1
(PKCS #1)

0: NULL
: 3

608: OCTET STRING, encapsulates {

604: SEQUENCE {

1: INTEGER ©

129: INTEGER

00
39
DC
86
82
2C
AC
DF
E6
9F
8C

3: INTEGER
128: INTEGER

00
B5
D7
CcDh
67
OE
5B
FE
B7
DE
1A

65: INTEGER

00
FC
40
F9
66
AD

65: INTEGER

00
8A
08
8B
22
4C

65: INTEGER

00
14
TF
77

E®
7F
7D
26
51
BB
BE
5E
F8
2D
4E

A4
79
48
15
63
BF
D5
33
F1
87
C3

F6
E5
FA
37
21
CA

ES
ES
55
7F
6A
9E

97
B6
F5
38

89
4E
C7
D4
OF
D8
EE
BA
6C
FA
F3

73
BO
75
D2
30
32
34
35
EA
55
57

65537

03
49
09
90
CE
28
65
CB
8E
06
EC

D6
B3
A8
82
B9
98

DE
98
96
D3
DA
FA

4C
0B
E4
22

C3
01
6A
60
B4
2D
6A
FF
A2
22
91

EO
50
0OA
8A
3C
2D

BO
50
73
70
38
8E

FoO
6A
88
48

39
05
29
6F
80
CF
09
56
87
3A
38

27
4B
8B
27
9F

D8
29
76
7D
a4

22
6A
B4
14
D2
D1

11
F5
5D
7F
91
2F

87
90
E3
D7

8D
BB
oD
AA
BE
Cé6
6A
D9
40
B9S
57

47
2E
91
31
56
39
41
E4
37
04
AB

21
9D
9B
C8
06

25
77
Fa
F5
2A

9B
5F
59
22

D8
53
05
58
Bl
68
13
61
70
99
74

76
8A
F7
47
AC
90
F3
03
BO
66
7F

4C
E5
9B
F2
BF

09
7
C8
A4
86

17
86
BS
Bl

F5
83
2E
29
50
6F
F5
FF
EF
77
57

34

36
35
2F
6F
13
OB
79
5E
21

5F
OF
oC
93
B4

D2
61
5B
AA
5B

7F
27
F9
25

F5
DE
6D
FC
9E
07
F7
19
AC
02
5F

34
Cc8
F2
64
37
34
D7
3D
57
C9o

0A
B5
55
OE
55

02
A4
12

6C

EE
51
1E
98

E8
OF

97
46
D9
05
7F
6D
A6

6C
62
75
4D
6E
D8
2D

D3
1B

85
C2
92
31

51
45
93
74
14

1B
El
9B
BA

87
B7
DF
EC
44
BO
05
co
2C
48

A6
B2
D6
95
1C
6E
39
A2
2F
AF

FF
96
01
CcD
co

01
93
22
FD
E8

83
B7
D3
3D

76
AB
A6
FA
F1
60
93
81
74
52

86
C7
E8
Cch
EE
08
5E
8F
2B
8B

27
C6
1D
A5
DC

DE
6B
73
3C
AE

1B
AO
29
59



502

568

02

02

53
51

64: INTEGER

2C
4F
64
51
A3
E9

64: INTEGER

58
DF
05
AB
FB
6F

}

BobPrivRSAEncrypt =

0 30 645:

4
-
9

20

22
26
30
33

165
170

02
30
06

05

04
30
02
02

02
02

SEQUENCE {
1: INTEGER 0
13:  SEQUENCE {

B7
E7

FO
FA
73
B3
62
83

88
4B
2F
50
02
8D

FA
AB

24
6C
D7
94
1F
02

D9
F4
6E
93
E9
5F

1E
CDh

5B
Ch
29
E7
3E
83

Al
9C
E2
CA
21
28

9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1
(PKCS #1)

0: NULL
: }

20
F1

FA
21
8F
2C
6C

50
6F
88
BF
96

B2

A0
D3
TE
99
4D

38
B8
89
40
B8

c8

CDh
C8
46
2D
67

84
B4
21
71
33

608: OCTET STRING, encapsulates {

604: SEQUENCE {

1: INTEGER ©

129: INTEGER

00
41
FB
Do
B7
65
46
85
1C
D8
5F

3: INTEGER
128: INTEGER

67
22
88
30
70

A9
5E
1D
35
08
1E
01
8B
FB
69
38

CDh
83
94
CB
79

El
A6
01
85
3B
B
86
31
5D
01
CF

67
79
DA
6D
09
D9
36
04
60
F1
1C

65537

48
9C
F2
E7
OA

4C
6D
1C
BA
A0

98
89
19
TA
Co
A9
34
B8
Cc4
05
2C

9A
FO
6B
6A
F4

3F
85
70
98
91
33
32
cC
EO
F8
AA

oD
A6
OF
56
FE

39
c8
26
66
B8
24
CB
18
5C
TA
6A

8F
06
8B
AD
45

51

85
E4
8C
55
41

6A
2A
6F
EC
Cch

D5
35
17
14
19
A3
07
08
1F
70
A7

98
1D
35
7
EO

16

22
F1
EC
65
11

AB
25
4B
21
E2

5F
5D
oF
41
69
7F
03
14
53
D1
EB

C2
BC
DE
c6
A9

23

EA
84
15
7B
3B

03
FB
25
25
C6

F2
9A
BD
5C
37
3B
59
48
D3
BE

1B
ED
OE
EB
B2

75

DO
44
DE
24
El

BC
F6
9E
Cc5
95

1)

AQ
91
A5
CF
6D
BB
52
E6
7F
83

65
A7
82
51
F4

93

6E
48
E4
EA
BE

BB
E4
DO
7F
EE

93
5B
22
B7
F9
AF
FC
4F
53
6

FF
03
78
79
19



DA 87 98 D6 30 84 74 E4 FC 59 6C C1
C6 77 DC A9 91 DO 7C 30 AO A2 C5 08
5E 21 71 43 FC 0D 07 3D FO FA 6D 14
9E 4E 63 FO 17 58 79 1C 4B 98 1C 3D
3D BO 1B DF FA 25 3B A3 CO 2C 98 05
: F6 10 09 D8 87 DB 03 19
301 02 65: INTEGER
: 00 DO C3 22 C6 DE A2 99 18 76 8F 8D
BC A6 75 D6 66 3F D4 8D 45 52 8C 76
F5 72 C4 EB FO 46 9A F1 3E 5C AA 55
OB 9B DA DD 6B 6D F8 FC 3B 3C 08 43
93 B5 5B FE CE EA FD 68 84 23 62 AF
: F3 31 C2 B9 E5
368 02 65: INTEGER
: 00 DO 51 FC 1E 22 B7 5B ED B5 8E 01
C8 D7 AB F2 58 D4 F7 82 94 F3 53 A8
19 45 CB 66 CA 28 19 5F E2 10 2B F3
8F EC 6A 30 74 F8 4D 11 F4 A7 C4 20
B5 47 21 DC 49 01 F9 OA 20 29 FO 24
: 08 84 60 7D 8F
435 02 64: INTEGER
: 34 BA 64 C9 48 28 57 74 D7 55 50 DE
6A 48 EF 1B 2A 5A 1C 48 7B 1E 21 59
C3 60 3B 9B 97 A9 CO EF 18 66 A9 4E
62 52 38 84 CE E5 09 88 48 94 69 C5
20 14 99 5A 57 FE 23 6C E4 A7 23 7B
: DO 80 B7 85
501 02 65: INTEGER
: 00 9E 2F B3 37 9A FB 0B 06 5D 57 E1
09 06 A4 5D D9 90 96 06 05 5F 24 06
40 72 9C 3A 88 85 9C 87 OF 9D 62 12
88 16 68 A8 35 1A 1B 43 E8 38 CO 98
69 AF 03 OA 48 32 04 4E ES OF 8F 77
: 7D 34 30 25 07
568 02 64: INTEGER
: 57 18 67 D6 OA D2 B5 AB C2 BA 7A EY
54 DA 9C 05 4F 81 D4 EF 01 89 1E 32
3D 69 CB 31 C4 52 C8 54 55 25 00 3B
1C 2A 7C 26 50 D5 E9 A6 D7 77 CB CF
15 F5 EE 0B D5 8D EE B3 AF 4C Al 7C

63 46 41 Fo6
+

: }
634 A0 13: (0] {
636 30 11: SEQUENCE {
638 06 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)

: (X.509 Hid-ce (2 5 29))
643 31 4: SET {

645 03 2: BIT STRING O unused bits
: '00001000'B (bit 3)
Error: Spurious zero bits in bitstring.



CarlPrivDSSSign =
0 30 330: SEQUENCE {
4 02 1: INTEGER ©
7 30 299: SEQUENCE
11 06 T:

20 30 286:
24 02 129: INTEG
: 00

01
FB
8
E4
4A
0A
25
FC
B5
AD
INTEG
00
02
INTEG
oC
4F
56
E1
AD
87
AF
73
8A
B8
Fo

}

156 02 21:

179 02 128:

: }
310 04  22:

312 02 20: INTEG

{

ER
B6
C4
C6
71
6D
16
8A
15
70
Al
El
ER
DD
A4
ER
EE
55
0]}
6D
CB
0]}
OE
AA
79
A3
42

ER

49
12
4C
4B
D3
F6
BA
51
B7
AF
08

C1
BF

57
7F
2B
3E
AE
c7
co
7F
61
58
C4

18
C1
B3
C7
E2
46
16
97
Ccb
8B
D4

2F
8A

9B
9D
5B
BD
45
CcDh
1D
46
B4
06
63

3E
TA
OE
45
86
ED
7B
55
30
CcC
6D

DF
5D

4B
ED
ocC
BF
E3
FO
5A
51
D5
25
65

8A
79
94
co
48
DD
B9
DC
54
02
29

53
98

BD
BC
91
FE
06
1C
51
1F
2F
F8
52

OBJECT IDENTIFIER dsa (1
(ANSI X9.57 algorithm)
SEQUENCE {

44
CB
09
50
84
F6
50
8F
FD
88
2D

CE
B9S

DA
61
CE
El
AC
D9
F5
A9
53
29
9B

OCTET STRING, encapsulates

19 B3 38 A5 21 62 31

08 46 78 D1 3E B5 E5

CarlPrivRSASign =
© 30 630: SEQUENCE {
4 02 1: INTEGER ©

2 840

C1
54
06
25
82
98
01
53
DA
E7
D6

OB
10

B6
oD
A5
B7
8C
B5
AF
42
22
co
0A

50
72

29
4D
EB
5D
7D
D2
48
OE
DE
8B
EOS

34
D5

07
EB
62
B9
22
AE
44
16
44
EF

E5

10040

71
AB
01
9C
BA
BB
93
10
A8
70

60

6A
46
52
2B
9D
5D
79
9C
63
BA

7F

94
1E
D4
FC
15
TE
8B
A9
AA
5F

77

74
59
69
61
9C
73
35
48
1F
EO

B9

4 1)

4C
81
Bl
DA
95
8A
EB
50
22
B9

3E

37
3C
CA
3C
44
DE
5A
EB
86
75

3E



20

22
26
30
33

165
170

302

369

436

30
06

05

04

30

02
02

02
02

02

02

02

13: SEQUENCE {

9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1
(PKCS #1)

0: NULL
: 3

608: OCTET STRING, encapsulates {

604: SEQUENCE {

1: INTEGER ©

129: INTEGER

00
73
D8
9D
AT
A2
99
16
29
F8
38

3: INTEGER
129: INTEGER

00
EF
TA
BC
D6
4E
20
D4
EO
BA
1C

65: INTEGER

00
93
Bl
40
61
BB

65: INTEGER

00
OF
Cch
07
01
B6

64: INTEGER

57
44

E4
7B
41
BD
BD
36
25
AO
CcB
18
B9

AE
38
86
29
13
OF
7
9C
90
4A
AB

FF
B3
48
F6
0A
A7

E4
BA
7D
D9
AA
C2

36
00

4B
93
46
51
D7
Bl
8F
C5
82
D6
1B

FF
71
DO
1E
8D
ED
BS
BE
DD
cs8
3C

65537

73
5F
67
OE
9B
BD
90
87
16
ED
cB

DF
BO
BA
BF
6E
OE

69
63
D1
30
1B
TE

6C
F8

E4
53
36
F3
C3
A7
DF
60
F8
39
E8

09
49
0B
DC
3B
7F

68
1D
Cc2
03
07
AB

8F
80

18
5C
Cch
17
1A
E2
4E
OE
AC
57
1D

5B
21
E7
8F
97
A8
61
ED
80
B6
F5

A0
BB
39
AE
CE
OB

18
72
27
A3
1F
73

8C
E2

BS
BC
11
7A
53
50
AB
AE
44
5E
97

5F
2A
7D
BD
7A
F7
9B
76
47
5D
26

56
DE
El
1D
30

5F
CcB
A9
03
20

04
AF

24
33
3A

EC
E2
B9
44
E9
F2
co

5B
2F
62
C3
CA
54
9A
84
C3
02
3F

0]}
E7
1C
DO
DA

F9
20
2E
AB
4C

76
42

57
1A
04
76

32
7D
5B
AA
76
6A

66
62
78
co
6A
06
6F
F1
19
a7
A4

81
B
Al
36

57
A4
AC
7F

6C
01

F4
92
B3
2C
00
09
D5
EF
93
C4

5A
FE
75
C9

41
74
6A
6B
3B
81

52
7D
22
AD
9F

Do
81
TA
88
C9o

B6
A9

77
92
8E
2B
D5
8A
96
5E
94
F2

Co
DE
3D
B6
B8
BD
DE
30
ED
5F

9E
28
18
04
65

7C
76
56
92
7B

D4
OF

FF
72
AF
86
E8
3F
65
F4
29
11

D7
29
73
F8
85
EB
EA
37
75
1B

Cc4
99
33
71
25

66
64
9A
50
56

EE
14

6E
23
82
39
EC
9F
DA
A7
OE
60

C6
9A
A0
BA
65
DC
3B
D5
7
c8

4D
DO
B6
5A
29

89
89
85
24
F7

24
84



F8 E7 00 EO 8F 8C 27 A4
6D B5 63 CO AD 44 E9 76
2E 46 F8 77 85 4B 3B 87
: D8 54 26 95
502 02 64: INTEGER
: 64 Al OF AC 55 74 1B BD
03 CD B0 E6 A7 19 1D 80
D8 1A B6 88 14 A0 2C TA
OE 1F 7A 2A B2 6E 37 04
BA 46 A8 OF 8D 82 5F 22
: A3 F3 7C 83
568 02  64: INTEGER
: 26 1E 1D 1C Al 98 2B E4
6E 6B 73 19 88 61 3A FA
47 68 5D 50 EB 26 E3 EA
A9 AF 7B AB 4B 2E 76 51
AB A3 D6 A8 CO 27 36 1D
D1 6D 8D FA
}
}
}
DianePrivDSSSign =
© 30 331: SEQUENCE {
4 02 1: INTEGER ©
7 30 299: SEQUENCE {
11 06 7: OBJECT IDENTIFIER dsa (1 2 840
: (ANSI X9.57 algorithm)
20 30 286: SEQUENCE {
24 02 129: INTEGER
: 00 B6 49 18 3E 8A 44 C1 29
01 C4 12 C1 7A 79 CB 54 4D
FB C6 4C B3 OE 94 09 06 EB
C8 71 4B C7 45 CO 50 25 5D
E4 6D D3 E2 86 48 84 82 7D
4A 16 F6 46 ED DD F6 98 D2
OA 8A BA 16 7B B9 50 01 48
25 15 51 97 55 DC 8F 53 OE
FC 70 B7 CD 30 54 FD DA DE
B5 A1 AF 8B CC 02 88 E7 8B
: AD E1 08 D4 6D 29 2D D6 E9
156 02  21: INTEGER
: 00 DD C1 2F DF 53 CE OB 34
: 02 A4 BF 8A 5D 98 B9 10 D5
179 02 128: INTEGER
: 0C EE 57 9B 4B BD DA B6 07
4F 55 T7F 9D ED BC 61 0D EB
56 0B 2B 5B 0C 91 CE A5 62
E1 6D 3E BD BF FE E1 B7 B9
AD CB AE 45 E3 06 AC 8C 22
87 0B C7 CD FO 1C D9 B5 4E

2D
91
04

oD
AF
C5
AB
14

DB
74
7D
3D
54

10

71
AB
01
9C
BA
BB
93
10
A8
70

60

6A
46
52
2B
9D
5D

5F
A7
FO

61
F1
76
39
05

38
4A
9B
A8
0]}

040

94
1E
D4
FC
15
TE
8B
A9
AA
5F

77

74
59
69
61
9C
73

A2
19
AF

7B
41
D4
45
CF

E8
36
4E
DO
AA

4

4C
81
Bl
DA
95
8A
EB
50
22
B9

3E

37
3C
CA
3C
44
DE

ES
49
D2

17
48
OF
73
A2

57
8B
65
11
A7

1)



310
312

04
02

AF OF
73 AA
8A 79
B8 A3
FO 42
b
3

C9
7F
61
58
c4

1D
46
B4
06
63

5A
51
D5
25
65

51
1F
2F
F8
52

F5
A9
53
29
9B

23: OCTET STRING, encapsulates

21: INTEGER

00 96 95 F9 EO C1 EO
42 52 93 2A E6 1E OE

}

DianePrivRSASignEncrypt =

0 30 631:

4
-
9

20

22
26
30
33

165
170

02
30
06

05

04
30
02
02

02
02

SEQUENCE {
1: INTEGER ©
13: SEQUENCE {

9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1

: (PKCS #
0: NULL
: }

1)

4F
42
22
Co
0A

21

609: OCTET STRING, encapsulates {

605: SEQUENC

E{

1: INTEGER ©

129: INTEG
: 00
EA

B1

F6

A9

F6

07

c3

93

c3

: 8B
3: INTEG
128: INTEG
: 3D
23

7D

96

65

AC

D2

FF

24

39

D7

ER
D6
7C
92
7C
76
D4
DB
60
47
5E
44
ER
ER
BD
04
93
CF
DO
21
A3
15
F7
8D
05

FD
BB
5A
FB
9D
B7
AO
49
EE
47
1D
655

Cch
2B
3C
FE
3A
11
84
20
D4
62
91

B8
A2
17
44
CF
28
c1
AC
Fo
E5
95
37

c2
C5
OF
58
7
71
25
24
4A
BD
53

Cco
62
F4
CA
EC
0A
60
45
73
0A
5D

OF
6B
D3
80
45
44
63
5B
32
80
BB

70
FA
20
8B
A0
BB
1E
D7
35
B7
Cch

61
35
25
8F
24
E3
B5
F1
9E
FC
96

C6

El
27
2C
F8
B7
F8
72
83
28

14
A5
96
EB
9E
B2
BC
80
BS
oC
B6

44
16
44
EF

2D
29

4C
E6
99
06
70
BF
TE
Cé6
BO
F1
co

5B
96
BA

oC
A8
2F
2F
49
24
41

79 35
9C 48
63 1F
BA EO

32 OF

25 EC
32 3A
24 82
F1 7E
96 F2
4A 4C
67 F7
EF 08
02 C4
DB 74
85

4B E7
45 23
62 52
8C BD
EB 86
A9 2E
1E DD
D5 41
D8 19
92 93

5A
EB
86
75

8B

EA
53
OA
26
83
19
DE
37
F3
69

BF
FC
42
D4
80
AC
Fé
OE
8E
E4

CF
FF
DO
03
42
3F
B1
21
11
64

60
69
E2
oD
C3
17
21
32
3F
C3



301 02 65: INTEGER
: 00 F3 B8 3F 4A D1 94 BO 91 60 13 41
92 0D 8D 44 3F 77 1D FF 96 23 44 08
D4 0B 70 C9 1A AF ES9 90 94 F2 BO D5
5F 4F 19 85 50 Al 90 91 AE BD 05 76
52 B3 22 D8 A8 7C 8E 54 7F 00 72 4F
: 36 75 68 73 B5
368 02 65: INTEGER
: 00 E1 D2 E7 11 57 06 AE 72 95 22 16
AA 02 B4 5A ED 4E 9D 82 11 4F 96 3C
86 C9 10 8D 56 7B 31 75 79 69 E7 75
68 38 00 4B 2E D2 26 32 DD Bl E2 EO
2C 54 80 OA 75 BA D1 66 96 1B BO OE
: A0 7TE D2 BB 91
435 02 65: INTEGER
: 00 AF B6 BC DB 22 73 43 41 EC B4 B5
67 A9 Al 99 FC EF D2 8E FD 1D FB E5
29 8B FE OA DF D4 C8 5E 57 25 OA 5D
2B D4 09 A® 56 5B C5 Bl 62 FC 20 BE
08 2D E3 07 B5 Al E7 B3 FF C4 CO A5
: 5F AC 12 5C AS
502 02 65: INTEGER
: 00 B9 98 41 FC 08 50 1F 73 60 8A 01
A2 7C 52 8A 20 5A EA 2C 89 D9 A5 19
DD 94 C6 1B C3 25 CO 82 51 E4 EE 2B
9A 19 DC 73 ED E9 1D 27 D4 F8 6C 03
DD AB 1D 08 7B B5 AC 7F E9 82 9B F1
: 89 8A 71 DB 61
569 02 64: INTEGER
: 01 07 21 97 5F 7A 60 A8 FD 5A 5C 07
DF A8 DE F7 E2 B1 34 7D FC EB 91 BD
BoO 73 74 C8 C4 BE 3F 58 45 30 06 90
B3 AC 69 CC B3 F7 3F 7C AC C7 B8 1B
65 Al 16 39 39 BO E3 74 7D CF CD C5
AC 6C BF E5

2.3 Certificates

AliceDSSSignByCarlNoInherit =
0 30 732: SEQUENCE {
4 30 667: SEQUENCE {

8 A0 3: 0] {

10 02 1: INTEGER 2
: }

13 02 2: INTEGER 200

17 30 9: SEQUENCE {

19 06 T: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)



28
30
32
34

39

48
50
65

80
82
84
86

91

101
105
109

118
122

254

277

30
31
30
06

13

30
17
17

30
31
30
06

13

30
30
06

30
02

02

02

18:
16:
14:

30:
13:
13:

19:
17:
15:

438:
299:

286:
129:

21:

128:

(ANSI X9.57 algorithm)
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlDSS'
+
+
}
SEQUENCE {
UTCTime '9908170110497'
UTCTime '3912312359597'
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'AliceDSS'
+
+

3
SEQUENCE {

SEQUENCE {
OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
(ANSI X9.57 algorithm)
SEQUENCE {

INTEGER
00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 TE
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 AS8
8B 54 F1 3F BO 07 08 47 4D 5D 88 (C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
B5 E4 09 96 5C F3 7E 5B DB

INTEGER
00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
B8 37 21 2B 62 8B F7 93 CD

INTEGER
26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 AT F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14



E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
: +
408 03 132: BIT STRING O unused bits, encapsulates {
412 02 128: INTEGER
: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 AO 4A E3 85 D6 CE 06 80 3F E8 23
T7TE 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7TE 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8
+
: }
543 A3 129: [3] {
546 30 127: SEQUENCE {
548 30 12: SEQUENCE {
550 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 1id-ce (2 5 29))
555 01 1: BOOLEAN TRUE
558 04 2: OCTET STRING, encapsulates {
560 30 0: SEQUENCE {}
: }
: }
562 30 14: SEQUENCE {
564 06 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
: (X.509 Hid-ce (2 5 29))
569 01 1: BOOLEAN TRUE
572 04 4: OCTET STRING, encapsulates {
574 03 2: BIT STRING 6 unused bits
. llllB
}
: }
578 30 31: SEQUENCE {
580 06 3: OBJECT IDENTIFIER
: authorityKeyIdentifier (2 5 29 35)
: (X.509 Hid-ce (2 5 29))
585 04 24: OCTET STRING, encapsulates {
587 30 22: SEQUENCE {

589 80 20: [0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F



}

}
: }
611 30 29: SEQUENCE {
613 06 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14)
: (X.509 Hid-ce (2 5 29))
618 04 22: OCTET STRING, encapsulates {
620 04 20: OCTET STRING
: BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD
}
: }
642 30 31: SEQUENCE {
644 06 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)
: (X.509 Hid-ce (2 5 29))
649 04 24: OCTET STRING, encapsulates {
651 30 22: SEQUENCE {
653 81 20: [1] '"AliceDSSEexample.com'
: b
: }
: }
: }
: }
: }
675 30 9: SEQUENCE {
677 06 T: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
686 03 48: BIT STRING O unused bits, encapsulates {
689 30 45: SEQUENCE {
691 02 20: INTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
713 02 21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD
+
}
+
AliceRSASignByCarl =
©@ 30 556: SEQUENCE {
4 30 405: SEQUENCE {
8 A0 3: [e] {
10 02 1: INTEGER 2
: }
13 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
31 30 13: SEQUENCE {



33 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)

: (PKCS #1)
44 05 0: NULL
: }
46 30 18: SEQUENCE {
48 31 16: SET {
50 30 14: SEQUENCE {
52 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
57 13 7: PrintableString 'CarlRSA'
: }
}
: }
66 30 30: SEQUENCE {
68 17 13: UTCTime '990919010847Z'
83 17 13: UTCTime '391231235959Z'
: }
98 30 19: SEQUENCE {
100 31 17: SET {
102 30 15: SEQUENCE {
104 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 Hid-at (2 5 4))
109 13 8: PrintableString 'AliceRSA'
: }
}
: }
119 30 159: SEQUENCE {
122 30 13: SEQUENCE {
124 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
135 05 0: NULL
: }
137 03 141: BIT STRING O unused bits, encapsulates {
141 30 137: SEQUENCE {
144 02 129: INTEGER
: 00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE Bl 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
: 8C 4E F3 57 38 57 74 57 5F
276 02 3: INTEGER 65537

}
}



: 3
281 A3 129: [3] {

284 30 127: SEQUENCE {
286 30 12: SEQUENCE {
288 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 Hid-ce (2 5 29))
293 01 1: BOOLEAN TRUE
296 04 2: OCTET STRING, encapsulates {
298 30 0: SEQUENCE {}
: }
: }
300 30 14: SEQUENCE {
302 06 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
: (X.509 Hid-ce (2 5 29))
307 01 1: BOOLEAN TRUE
310 04 4: OCTET STRING, encapsulates {
312 03 2: BIT STRING 6 unused bits
. 'll'B
}
: +
316 30 31: SEQUENCE {
318 06 3: OBJECT IDENTIFIER
: authorityKeyIdentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
323 04 24: OCTET STRING, encapsulates {
325 30 22: SEQUENCE {
327 80 20: [0]
: E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB
+
}
: }
349 30 29: SEQUENCE {
351 06 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14)
: (X.509 Hid-ce (2 5 29))
356 04 22: OCTET STRING, encapsulates {
358 04 20: OCTET STRING
: 77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A0 3A E3 FF 50
}
: }
380 30 31: SEQUENCE {
382 06 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)
: (X.509 1id-ce (2 5 29))
387 04 24: OCTET STRING, encapsulates {
389 30 22: SEQUENCE {

391 81 20: [1] 'AliceRSA@example.com'

}
}



}

}
}
: 3
413 30 13: SEQUENCE {
415 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
426 05 0: NULL
: }

428 03 129: BIT STRING O unused bits
: 3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7TE 80 B1 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
FO EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 BO 22

BobRSASignByCarl =
© 30 551: SEQUENCE {
4 30 400: SEQUENCE {

8 A0 3: (0] {

10 02 1: INTEGER 2
: }

13 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: CD 5D 71 DO

31 30 13: SEQUENCE {

33 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)

44 05 0: NULL
: }

46 30 18: SEQUENCE {

48 31 16: SET {

50 30 14: SEQUENCE {

52 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 Hid-at (2 5 4))

57 13 7: PrintableString 'CarlRSA'
: }

+

: }

66 30 30: SEQUENCE {

68 17 13: UTCTime '990919010902Z'



83

98
100
102
104

109

117
120
122

133

135
139
142

274

279
281
283
285

290
293
295

297
299

304

17

30
31
30
06

13

30
30
06

05

03
30
02

02

A3
30
30
06

01
04
30

30
06

01

13:

17:
15:
13:

159:
13:

141:
137:
129:

127:
125:
12:

N

14:

UTCTime
}
SEQUENCE {
SET {
SEQUENCE

{

'3912312359597'

OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'BobRSA'

}
}

3
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)

NULL
X

BIT STRING O unused

SEQUENCE {

INTEGER

00
41
FB
DO
B7
65
46
85
1C
D8
5F

A9
5E
1D
35
08
1E
01
8B
FB
69
38

INTEGER

}
}
3
[3]1 {
SEQUENCE {
SEQUENCE

{

El
A6
01
85
3B
7B
86
31
5D
01
CF

67
79
DA
6D
09
D9
36
04
60
F1
1C

65537

bits,

98
89
19
TA
C9
A9
34
B8
C4
05
2C

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 Hid-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}

}

X
SEQUENCE

{

3F
85
70
98
91
33
32
CcC
EO
F8
AA

encapsulates {

39
C8
26
66
B8
24
CB
18
5C
TA
6A

D5
35
17
14
19
A3
07
08
1F
70
A7

5F
5D
oF
41
69
7F
03
14
53
D1
EB

F2
9A
BD
5C
37
3B
59
48
D3
BE

AG
91
A5
CF
6D
BB
52
E6
7F
83

93
5B
22
B7
F9
AF
FC
4F
53
6

OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE



307 04 4: OCTET STRING, encapsulates {
309 03 2: BIT STRING 5 unused bits
: '100'B (bit 2)

b
: X
313 30 31: SEQUENCE {

315 06 3: OBJECT IDENTIFIER
: authorityKeyIdentifier (2 5 29 35)
: (X.509 did-ce (2 5 29))

320 04 24: OCTET STRING, encapsulates {

322 30 22: SEQUENCE {

324 80 20: [0]
: E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE SE 38 BB

}
}
: }
346 30  29: SEQUENCE {

348 06 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14)
: (X.509 Hid-ce (2 5 29))
353 04 22: OCTET STRING, encapsulates {
355 04 20: OCTET STRING
: E8 F4 B8 67 D8 B3 96 A4 2A F3 11 AA
29 D3 95 5A 86 16 B4 24

}

: }
377 30 29: SEQUENCE {
379 06 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)

: (X.509 Hid-ce (2 5 29))
384 04 22: OCTET STRING, encapsulates {
386 30 20: SEQUENCE {
388 81 18: [1] 'BobRSA@example.com'

: +

}
}
+
}

: }
408 30 13: SEQUENCE {
410 06 9: OBJECT IDENTIFIER

: shalwithRSAEncryption (1 2 840 113549 1 1 5)

: (PKCS #1)
421 05 0: NULL

: }

423 03 129: BIT STRING O unused bits
: 7B 8E 66 C5 F1 10 3F 10 20 4C 88 71
AB 7B 40 6B 21 33 FA 4A 95 DE 9D OE
5B 6B 94 21 05 CO F2 E1 7E 2A CD 9C
93 88 87 FB 8B B7 7E 7D 41 61 E1 E4
D6 6D F9 E2 04 55 61 45 BC 64 27 44



CoO Al BD 59 79 D9 1D 64 3C 21 D6 45
BO 5D 68 33 92 EA AC F1 57 E5 81 7D
98 E6 35 91 A3 39 DE 77 F4 E8 1C 3B
29 DC 7F 51 07 97 F3 36 FO 50 OA DD
9B DE B6 5E 38 11 2B FB 57 EA 89 6D
AD C9 88 D8 8F CF 2B D3

CarlDSSSelf =
©@ 30 667: SEQUENCE {
4 30 602: SEQUENCE {

8 A0 3: (0] {
10 02 1: INTEGER 2
: }
13 02 1: INTEGER 1
16 30 9: SEQUENCE {
18 06 T: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
27 30 18: SEQUENCE {
29 31 16: SET {
31 30 14: SEQUENCE {
33 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
38 13 7: PrintableString 'CarlDSS'
: }
+
: }
47 30 30: SEQUENCE {
49 17 13: UTCTime '990816225050Z'
64 17 13: UTCTime '391231235959Z'
: }
79 30 18: SEQUENCE {
81 31 16: SET {
83 30 14: SEQUENCE {
85 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
90 13 7: PrintableString 'CarlDSS'
: }
+
: }
99 30 439: SEQUENCE {
103 30 299: SEQUENCE {
107 06 T OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
116 30 286: SEQUENCE {

120 02 129: INTEGER
: 00 B6 49 18 3E 8A 44 C1l 29 71 94 4C
01 C4 12 C1 7A 79 CB 54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 Bl
C8 71 4B C7 45 CO 50 25 5D 9C FC DA



252

275

406
410

542
544
546
548

553
556
558
560

02

02

03
02

A3
30
30
06

01
04
30
01

21:

128:

133:
129:

66:
64:
15:

= w0 R

E4
4A
OA
25
FC
B5
AD

6D
16
8A
15
70
Al
El

INTEGER
00 DD
02 A4

INTEGER

0C
4F
56
El
AD
87
AF
73
8A
B8
FO

ks
+

EE
55
0]3
6D
CB
0]}
OE
AA
79
A3
42

D3
F6
BA
51
B7
AF
08

C1
BF

57
7F
2B
3E
AE
c7
co
7F
61
58
C4

E2
46
16
97
Cbh
8B
D4

2F
8A

9B
9D
5B
BD
45
CcDh
1D
46
B4
06
63

86
ED
B
55
30
CcC
6D

DF
5D

4B
ED
ecC
BF
E3
FO
5A
51
D5
25
65

48
DD
BS
DC
54
02
29

53
98

BD
BC
91
FE
06
1C
51
1F
2F
F8
52

84
F6
50
8F
FD
88
2D

CE
B9

DA
61
CE
El
AC
D9
F5
A9
53
29
9B

82
98
01
53
DA
E7
D6

0B
10

B6
oD
A5
B7
8C
B5
AF
42
22
co
0A

7D
D2
48
OE
DE
8B
ES

34
D5

07
EB
62
B9
22
4E
44
16
44
EF

BA
BB
93
10
A8
70

60

6A
46
52
2B
9D
5D
79
9C
63
BA

15
TE
8B
A9
AA
5F

77

74
59
69
61
9C
73
35
48
1F
EO

BIT STRING O unused bits, encapsulates
INTEGER

00
2C
6D
Bl
4E
co
23
08
62
0]}
39

}
[3] {

99
75
Bl
A3
B9
FB
96
11
oD
AA
84

SEQUENCE {

SEQUENCE {
OBJECT IDENTIFIER

87
BB
62
8E
60
CE
19
A4
95
27
3F

74
El
09
7A
96
D8
06
0B
2A
CD
8B

27
6C
ES
9B
19
68
94
26
E6
1B
C5

03
44
D8
71
24
00
F4
25
86
A9
56

66
9C
AE
4E
01
E3
Bl
FoO
BA
4D
4D

A0
DA
1E
00
F3
FD
61
52
72
89
80

Bl
21
F2
94
62
D5
8F
76
B2
9A
TA

co
6D
3A
Cco
oC
70
3A
81
A7
D7

basicConstraints (2 5 29 19)
(X.509 Hid-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {

SEQUENCE {

}

BOOLEAN TRUE

}

AD
4D
B4
B4
FE
4F
57
EA
50
8D

95
8A
EB
50
22
B9

3E

37
3C
CA
3C
44
DE
5A
EB
86
75

DC
47
94
25
75
DF
Bl
0B
83
18



: }
563 30  14: SEQUENCE {

565 06 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))

=

570 01 BOOLEAN TRUE
573 04 4: OCTET STRING, encapsulates {
575 03 2: BIT STRING 1 unused bits

: '1100001'B

}

: }
579 30 29: SEQUENCE {
581 06 3: OBJECT IDENTIFIER

: subjectKeyIdentifier (2 5 29 14)

: (X.509 id-ce (2 5 29))
586 04 22: OCTET STRING, encapsulates {
588 04 20: OCTET STRING

: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3

3D 20 BC 43 2B 93 F1 1F
}
}
+
}

: }
610 30 9: SEQUENCE {
612 06 T: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)

: (ANSI X9.57 algorithm)

: }
621 03 48: BIT STRING O unused bits, encapsulates {
624 30 45: SEQUENCE {

626 02 20: INTEGER
: 6B A9 FO 4E 7A 5A 79 E3 F9 BE 3D 2B
: C9 06 37 E9 11 17 Al 13
648 02 21: INTEGER
: 00 8F 34 69 2A 8B Bl 3C 03 79 94 32
4D 12 1F CE 89 FB 46 B2 3B

CarlRSASelf =
® 30 491: SEQUENCE {
4 30 340: SEQUENCE {

8 A0 3: 0] {

10 02 1: INTEGER 2
: }

13 02 16 INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: 9F F2 50 20

31 30 13: SEQUENCE {

33 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)



44

46
48
50
52

57

66
68
83

98
100
102
104

109

118
121
123
134
136

140
143

275

280

05

30
31
30
06

13

30
17
17

30
31
30
06

13

30
30
06
05
03

30
02

02

A3

18:
16:
14:

30:
13:
13:
18:

16:
14:

159:
13:

141:
137:
129:

3:

66:

(PKCS #1)
NULL
}
SEQUENCE {
SET {
SEQUENCE

{

OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 Hid-at (2 5 4))

PrintableString 'CarlRSA'

}
+
}
SEQUENCE {
UTCTime
UTCTime
}
SEQUENCE {
SET {
SEQUENCE

{

'990818070000Z'
'3912312359597'

OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'CarlRSA'

}
}

3
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)

NULL
X

BIT STRING O unused

SEQUENCE {

INTEGER

00
73
D8
9D
A7
A2
99
16
29
F8
38

E4
7B
41
BD
BD
36
25
A0
CB
18
B9

INTEGER

}
}

[3] {

4B
93
46
51
D7
Bl
8F
C5
82
D6
1B

FF
71
DO
1E
8D
ED
B8
BE
DD
c8
3C

65537

bits,

B8
BC
11
7A
53
50
AB
AE
44
5E
97

encapsulates {

24
33
3A
F2
EC
E2
B9
44
E9
F2
c9

57
1A
04
76
E4
32
7D
5B
AA
76
6A

F4
92
B3
2C
00
09
D5
EF
93
c4
F1

77
92
8E
2B
D5
8A
96
5E
94

FF
72
AF
86
E8
3F
65
F4
29
11

6E
23
82
39
EC
9F
DA
A7
OE
60



282
284
286

291
294
296
298

301
303

308

311
313

317
319

324
326

348
350

361

363

30
30
06

01
04
30
01

30
06

01

04
03

30
06

04
04

30
06

05

03

64:
15:

= W o

14:

Iy

29:

22:
20:

13:

129:

}

SEQUENCE {

SEQUENCE {
OBJECT IDENTIFIER

basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE

OCTET STRING, encapsulates {
SEQUENCE {

}

}

BOOLEAN TRUE

}

SEQUENCE {
OBJECT IDENTIFIER keyUsage (2 5 29 15)

(X.509 1id-ce (2 5 29))
BOOLEAN TRUE

OCTET STRING, encapsulates {
BIT STRING 1 unused bits
'1100001'B

}

}

SEQUENCE {
OBJECT IDENTIFIER

}
}

subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {
OCTET STRING
E9 EO 90 27
42 37 4E 22

}

SEQUENCE {

OBJECT IDENTIFIER
shalwithRSAEncryption
(PKCS #1)

NU
}

LL

BIT STRING

B7
2E
EC
18
61
9B
3B
31
CA
DB

9E
4C
12
FD
50
3C
B5
Fo
3E
FA

D4
DB
5D
E3
ED
E6
2D
F9
F2
5A

® unused

04
ecC
2D
56
EF
9E
45
6B
53
EA

D3
FO
FF
40
DD
9C
35
12
6B
14

ED
48
OF
37
3F
54
9D
53
BO
41

bits

29
OF
64
A7
E3
9A
49
AQ
37
63

E4
32
59
07
0]}
B6
01
F5
6F
5D

AC 78 20
AE 9E 38

(1

FF
61
7E
BS
B8
95
76
14
AD
cD

2 840

89
EE
OA
FoO
61
D6
FA
60
E6
BE

89
ca
3
38
A5
DA
B9
9B
74
c8

7A 9A D3 4C F2
BB

113549 1 1 5)

15
04
ED
12
A4
6C
B9
7D
D7
OE



Cl DA 6A 8D 53 34 18 02
}

DianeDSSSignByCarlInherit =
0 30 440: SEQUENCE {
4 30 375: SEQUENCE {

8 AO 3: (0] {
10 02 1: INTEGER 2
: }
13 02 2: INTEGER 210
17 30 9: SEQUENCE {
19 06 T: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
28 30 18: SEQUENCE {
30 31 16: SET {
32 30 14: SEQUENCE {
34 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
39 13 7: PrintableString 'CarlDSS'
: }
+
: }
48 30 30: SEQUENCE {
50 17 13: UTCTime '990817020810Z'
65 17 13: UTCTime '391231235959Z'
: }
80 30 19: SEQUENCE {
82 31 17: SET {
84 30 15: SEQUENCE {
86 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
91 13 8: PrintableString 'DianeDSS'
: }
}
: ¥
101 30 147: SEQUENCE {
104 30 9: SEQUENCE {
106 06 T: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
: }
115 03 133: BIT STRING O unused bits, encapsulates {

119 02 129: INTEGER
: 00 AG 00 17 78 2C EE 7E 81 53 2E 2E
61 08 OF Al 9B 51 52 1A DA 59 A8 73
2F 12 25 B6 08 CB CA EF 2A 44 76 8A
52 09 EA BD 05 22 D5 OF F6 FD 46 D7
AF 99 38 09 OE 13 CB 4F 2C DD 1C 34
F7 1C BF 25 FF 23 D3 3B 59 E7 82 97
37 BE 31 24 D8 18 C8 F3 49 39 5B B7Y
E2 E5 27 7E FC 8C 45 72 5B 7E 3E 8F



251
254
256
258

263
266
268

270
272

277
280
282

286
288

293
295
297

319
321

326
328

350
352

357

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04
04

30
06

04

129:
127:
12:

N

14:

N

31:

24:
22:
20:

29:

22:
20:

31:

24:

68 4D DD 46 7A 22 BE 8E FF CC DA 39
29 A3 39 E5 9F 43 E9 55 C9 D7 5B A6
81 67 CC CO AA CD 2E C5 23

}
(3] {
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {7}
}

}
SEQUENCE {

OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 6 unused bits
'11'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 1id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 1id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
64 30 99 7D 5C DC 45 0B 99 3A 52 2F
16 BF 58 50 DD CE 2B 18
}
}
SEQUENCE {

OBJECT IDENTIFIER subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {



359 30 22: SEQUENCE {

361 81 20: [1] 'DianeDSS@example.com'

: +

}
}
+
}

: }
383 30 9: SEQUENCE {
385 06 T: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)

: (ANSI X9.57 algorithm)

: }
394 03 48: BIT STRING O unused bits, encapsulates {
397 30 45: SEQUENCE {

399 02 21: INTEGER
: 00 Al 1A F8 17 OE 3E 5D A8 8C F4 B6
: 55 33 1E 4B E3 2C AC B9 5F
422 02 20: INTEGER
: 28 4B 10 45 58 D2 1C 9D 55 35 14 18
91 B2 3F 39 DF B5 6E D3

}

DianeRSASignByCarl =
O 30 556: SEQUENCE {
4 30 405: SEQUENCE {

8 A0 3: (0] {

10 02 1: INTEGER 2
: }

13 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: D5 9A 30 90

31 30 13: SEQUENCE {

33 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)

44 05 0: NULL
: }

46 30 18: SEQUENCE {

48 31 16: SET {

50 30 14: SEQUENCE {

52 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))

57 13 7: PrintableString 'CarlRSA'
: }

+

: }

66 30 30: SEQUENCE {

68 17 13: UTCTime '990819070000Z'

83 17 13: UTCTime '391231235959Z7'



98
100
102
104

109

119
122
124

135

137
141
144

276

281
284
286
288

293
296
298

300

302

307
310

30
31
30
06

13

30
30
06

05

03
30
02

02

A3
30
30
06

01
04
30

30

06

01
04

19:
17:
15:

159:
13:

141:
137:
129:

129:
127:
12:

N

14:

3
SEQUENCE {

SET {
SEQUENCE

{

OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'DianeRSA'

}
}

}
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)

NULL
3

BIT STRING O unused bits,

SEQUENCE {

INTEGER

00
EA
Bl
Fé
A9
F6
07
C3
93
C3
8B

D6
7C
92
7C
76
D4
DB
60
47
5E
44

INTEGER

}
}
3
[3]1 {
SEQUENCE {
SEQUENCE

{

FD
BB
5A
FB
9D
B7
AO
49
EE
47
1D

B8
A2
17
44
CF
28
c1
AC
FO
E5
95

65537

co
62
F4

EC
OA
60

73
0OA
5D

OBJECT IDENTIFIER
basicConstraints (2 5 29
(X.509 Hid-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates

SEQUENCE {}

}

X
SEQUENCE

{

70
FA
20
8B
A0
BB
1E
D7
35
B7
CDh

encapsulates {

Cé6
FO
El
27
2C
F8
B7
F8
72
83
28

4C
E6
99
06
70
BF
TE
C6
BO
F1
co

25
32
24

96
4A
67
EF
02
DB
85

19)

EC
3A
82
7E
F2
4c
F7
08
c4
74

EA
53
0OA
26
83
19
DE
37
F3
69

CF
FF

03
42
3F
Bl
21
11
64

OBJECT IDENTIFIER keyUsage (2 5 29 15)

(X.509 Hid-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates



312 03 2: BIT STRING 5 unused bits

'111'B
}
: }
316 30  31: SEQUENCE {

318 06 3: OBJECT IDENTIFIER
: authorityKeyIdentifier (2 5 29 35)
: (X.509 Hid-ce (2 5 29))

323 04 24: OCTET STRING, encapsulates {

325 30 22: SEQUENCE {

327 80 20: [0]
: E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE SE 38 BB

}
3
: }
349 30 29: SEQUENCE {

351 06 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14)
: (X.509 Hid-ce (2 5 29))
356 04 22: OCTET STRING, encapsulates {
358 04 20: OCTET STRING
: 8C F3 CB 75 OE 8D 31 F6 D4 29 DA 44
92 75 B8 FE ED 4F 39 oC

}

: +
380 30 31: SEQUENCE {
382 06 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)

: (X.509 did-ce (2 5 29))
387 04  24: OCTET STRING, encapsulates {
389 30 22: SEQUENCE {
391 81 20: [1] 'DianeRSAexample.com'

: +

}
}
+
}

: }
413 30 13: SEQUENCE {
415 06 9: OBJECT IDENTIFIER

: shalwithRSAEncryption (1 2 840 113549 1 1 5)

: (PKCS #1)
426 05 0: NULL

: }

428 03 129: BIT STRING © unused bits
: 7D A6 2C B5 78 42 D6 79 F3 31 FE F6
42 CA OF 13 07 92 09 1B EO 6F BO 91
18 F6 BF 4A FB CC 63 79 FB 81 BF DD
97 C7 90 6B CB OA 37 2B 41 6A 03 98
C5 1B 3E 32 C8 45 2B 86 01 9C 1C E2
36 EF 16 C1 1A 92 B8 BE 62 FB 53 3E



49 47 0B C4 B9 E4 2B 58 A6 06 83 FO
B2 A7 BB 85 7E D5 C6 DA CE 9C 7B 31
72 D7 A2 EA 41 AB 6A CO DD 1F B9 14
44 18 CF 84 57 66 E8 C5 E6 B8 DC 2D
B3 1F 1B 28 43 36 75 7A

2.4 CRLs

CarLDSSCRLForAll =
©® 30 216: SEQUENCE {
3 30 153: SEQUENCE {

6 30 9: SEQUENCE {
8 06 T: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
17 30 18: SEQUENCE {
19 31 16: SET {
21 30 14: SEQUENCE {
23 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
28 13 7: PrintableString 'CarlDSS'
: }
+
: }
37 17 13: UTCTime '990827070000Z'
52 30 105: SEQUENCE {
54 30 19: SEQUENCE {
56 02 2: INTEGER 200
60 17 13: UTCTime '990822070000Z'
: +
75 30 19: SEQUENCE {
77 02 2: INTEGER 201
81 17 13: UTCTime '990822070000Z'
: }
96 30 19: SEQUENCE {
98 02 2: INTEGER 211
102 17 13: UTCTime '990822070000Z'
: }
117 30 19: SEQUENCE {
119 02 2: INTEGER 210
123 17 13: UTCTime '990822070000Z'
: b
138 30 19: SEQUENCE {
140 02 2: INTEGER 212
144 17 13: UTCTime '990824070000Z'
: +
}
}

159 30 9: SEQUENCE {



161 06 T: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)

: }
170 03 47: BIT STRING O unused bits, encapsulates {
173 30 44: SEQUENCE {

175 02 20: INTEGER
: 7E 65 52 76 33 FE 34 73 17 D1 F7 96
: F9 A0 D4 D8 6D 5C 7D 3D
197 02 20: INTEGER
: 02 7A 5B B7 D5 5B 18 C1 CF 87 EF 7E
DA 24 F3 2A 83 9C 35 Al

}

CarIDSSCRLForCarl =
® 30 131: SEQUENCE {
3 30 68: SEQUENCE {

5 30 9: SEQUENCE {
7 06 T: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
16 30 18: SEQUENCE {
18 31 16: SET {
20 30 14: SEQUENCE {
22 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
27 13 7: PrintableString 'CarlDSS'
: }
+
: }
36 17 13: UTCTime '990825070000Z'
51 30 20: SEQUENCE {
53 30 18: SEQUENCE {
55 02 1: INTEGER 1
58 17 13: UTCTime '990822070000Z'
: +
}
: }
73 30 9: SEQUENCE {
75 06 T: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
84 03 48: BIT STRING O unused bits, encapsulates {
87 30 45: SEQUENCE {

89 02 21: INTEGER
: 00 B3 1F C5 4F 7A 3D EC 76 D5 60 F9
: DE 79 22 EC 4F BO 90 FE 97
112 02 20: INTEGER
: 5A 8B C3 84 BC 66 87 1B BF 79 82 5B
OA 5D 07 F6 BA A9 05 29



}
}
CarIDSSCRLEmpty =
© 30 109: SEQUENCE {
2 30 46: SEQUENCE {
4 30 9: SEQUENCE {
6 06 T: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
15 30 18: SEQUENCE {
17 31 16: SET {
19 30 14: SEQUENCE {
21 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
26 13 7: PrintableString 'CarlDSS'
: }
+
: }
35 17 13: UTCTime '990820070000Z'
: }
50 30 9: SEQUENCE {
52 06 T: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
61 03 48: BIT STRING O unused bits, encapsulates {
64 30 45: SEQUENCE {

66 02 20: INTEGER
: 62 3F 36 17 31 58 2E 67 50 79 F5 09
: 4B 8C AD D4 6B F4 64 9F
88 02 21: INTEGER
: 00 B5 3B 4E Al 4C 7B FD OF C3 8D 9B
B6 FE C3 5D 6F DE 65 28 7D

CarlRSACRLForAll =
® 30 307: SEQUENCE {

4 30 157: SEQUENCE {

7 30 13: SEQUENCE {

9 06 9: OBJECT IDENTIFIER
: md5withRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)

20 05 0: NULL
: }

22 30 18: SEQUENCE {

24 31 16: SET {

26 30 14: SEQUENCE {

28 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)



(X.520 +id-at (2 5 4))

33 13 7: PrintableString 'CarlRSA'
: }
+
: }
42 17 13: UTCTime '990827070000Z'
57 30 105: SEQUENCE {
59 30 33: SEQUENCE {
61 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
79 17 13: UTCTime '990822070000Z'
: }
94 30 33: SEQUENCE {
96 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: D5 9A 30 90
114 17 13: UTCTime '990822070000Z'
: }
129 30 33: SEQUENCE {
131 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: CD 5D 71 DO
149 17 13: UTCTime '990824070000Z'
: }
}
: }
164 30 13: SEQUENCE {
166 06 9: OBJECT IDENTIFIER
: md5withRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
177 05 0: NULL
: }

179 03 129: BIT STRING O unused bits
: BF B3 97 AA 53 FO 32 21 16 2B 77 92
7A 6B BB 97 C8 DC EA F1 FA 66 16 30
OE B5 9E 5C FO 81 D4 5E B3 6E C1 88
6B 8C D4 5E C5 4D FB 47 5E 66 F3 5D
AB E5 B4 18 36 60 A8 4D 9C 3C 89 EC
6F 27 BF 35 50 71 81 C2 B9 44 5B 62
89 19 12 31 A9 7B 9A D3 CC 66 CB 11
D9 OB 10 47 77 AD 4F 22 D9 E5 7F 30
F2 5B FC 94 51 A5 58 76 3B 1F A8 46
A6 1F F6 Al DE 55 Al ED 31 88 69 97
OF 08 D3 D4 0C 60 5B 1E

}

CarlRSACRLForCarl =
©@ 30 236: SEQUENCE {
3 30 87: SEQUENCE {
5 30 13: SEQUENCE {



7 06 9: OBJECT IDENTIFIER
: md5withRSAEncryption (1 2 840 113549 1 1 4)

: (PKCS #1)
18 05 0: NULL
: }
20 30 18: SEQUENCE {
22 31 16: SET {
24 30 14: SEQUENCE {
26 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
31 13 7: PrintableString 'CarlRSA'
: }
+
: }
40 17 13: UTCTime '990825070000Z'
55 30 35: SEQUENCE {
57 30 33: SEQUENCE {
59 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: 9F F2 50 20
77 17 13: UTCTime '990822070000Z'
: +
}
: }
92 30 13: SEQUENCE {
94 06 9: OBJECT IDENTIFIER
: md5withRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
105 05 0: NULL
: }

107 03 129: BIT STRING © unused bits
: 21 EF 21 D4 C1 1A 85 95 49 6B CA 45
62 DC D7 09 FF A9 51 2E 8E D9 47 18
FA F8 E5 72 DD 4F ED 74 74 E3 F3 65
32 65 28 2C 9A 1D 57 E5 D5 26 06 EA
D5 E6 23 95 84 8D OE 89 9E EE 9B 0C
2F CE 07 F7 A3 D1 6B 85 4C OF FF EG6
DD FC DC CD 73 2C 1E 7D DC BO 71 C5
4C FC 01 6E 52 57 69 1E 39 63 DF 12
22 30 C7 13 55 94 05 6E 2A 00 A9 5B
C4 2A 66 94 62 CE 36 33 C2 2B 63 47
25 9D F3 DE 70 EE 00 56

Car LRSACRLEmpty =
0 30 199: SEQUENCE {
3 30 50: SEQUENCE {
5 30 13: SEQUENCE {
7 06 9: OBJECT IDENTIFIER
: md5withRSAEncryption (1 2 840 113549 1 1 4)
(PKCS #1)



18 05 0: NULL

: }
20 30 18: SEQUENCE {
22 31 16: SET {
24 30 14: SEQUENCE {
26 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
31 13 7: PrintableString 'CarlRSA'
: }
}
: ¥
40 17 13: UTCTime '990820070000Z'
: }
55 30 13: SEQUENCE {
57 06 9: OBJECT IDENTIFIER
: md5withRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
68 05 0: NULL
: }

70 03 129: BIT STRING © unused bits
: A9 C5 21 B8 13 7C 74 F3 B5 11 EC 04
F3 20 45 86 1E OB 6E 7F 83 6D 5F F4
34 76 06 59 25 OE 04 3D 88 09 88 81
37 C4 DC 20 98 FA 17 81 0B 37 94 AC
B4 8F 7B 51 89 14 A4 CB 72 73 14 07
BC 22 9C 40 Al 07 FC 44 7C 85 OF 0B
88 D1 EE E1 OE AF F6 16 74 AD Al AF
Cl 00 75 00 64 EA A5 9A F6 0B 08 A2
DB 95 19 5F A6 A7 B9 39 45 25 0OA OE
F6 5E 84 E7 F8 B9 5A C9 18 C2 OE B8
A0 96 BE 81 3A 80 6D C9

}

3. Trivial Examples
This section covers examples of small CMS types.
3.1 ContentInfo with Data type, BER

The object is a ContentInfo containing a Data object in BER format that
is ExContent.

O 30 NDEF: SEQUENCE {
2 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)

(PKCS #7)
13 AO NDEF: (0] {
15 24 NDEF: OCTET STRING {
17 04 4: OCTET STRING 'This'
23 04 24: OCTET STRING ' s some sample content.'
}

}



}

3.2 ContentInfo with Data type, DER

The object 1is a ContentInfo containing a Data object in DER format that
is ExContent.

0 30 43: SEQUENCE {
2 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)

(PKCS #7)
13 A0 30: (0] {
15 04 28: OCTET STRING 'This is some sample content.'
: }

}

4. Signed-data
4.1 Basic signed content, DSS

A SignedData with no attribute certificates, signed by Alice using
DSS, just her certificate (not Carl's root cert), no CRL. The
message is ExContent, and is included in the eContent. There are no
signed or unsigned attributes.

© 30 919: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

(PKCS #7)
15 AG 904: (0] {
19 30 900: SEQUENCE {
23 02 1: INTEGER 1
26 31 9: SET {
28 30 T: SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0IW)
}
: }
37 30 43: SEQUENCE {
39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
50 A0 30: (0] {
52 04 28: OCTET STRING 'This is some sample content.'
: }
: +
82 A® 736: [0] {
86 30 732: SEQUENCE {
90 30 667: SEQUENCE {
94 A0 3: (0] {
96 02 1: INTEGER 2
: }
99 02 2: INTEGER 200

103 30 9: SEQUENCE {



105

114
116
118
120

125

134
136
151

166
168

170
172

177

187
191
195

204
208

340

363

06

30
31
30
06

13

30
17
17

30
31

30
06

13

30
30
06

30
02

02

02

18:
16:
14:

30:
13:
13:

19:
17:
15:

438:
299:

286:
129:

21:

128:

OBJECT IDENTIFIER

dsaWithShal (1 2 840 10040 4 3)

(ANSI X9.57 algorithm)

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlDSS'
+
+
}
SEQUENCE {

UTCTime '990817011049Z'
UTCTime '391231235959Z'

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'AliceDSS'
}
}
}
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
dsa (1 2 840 10040 4 1)
(ANSI X9.57 algorithm)

SEQUENCE {
INTEGER
00 81 8D CD ED 83 EA OA
48 28 A3 E4 47 93 DD OE
53 C5 AB 84 08 4F FF 94
0C D6 F3 44 48 D1 FE 9F
2F E1 D9 30 C8 36 DE 3F
DC 5F 69 8A E4 75 DO 37
9B DE A7 5E F9 FC F4 9F
8B 54 F1 3F BO 07 08 47
C3 B5 B3 E3 55 08 75 D5
78 BD FF 9D BO 84 97 37
B5 E4 09 96 5C F3 7E 5B
INTEGER
00 E2 47 A6 1A 45 66 BS
B8 37 21 2B 62 8B F7 93
INTEGER
26 38 DO 14 89 32 AA 39

9E
D7
El
AF
9B
0C
2F
4D
39
F2
DB

13
CcD

FB

Cé6

3E

3E
OE
48
Al
B7
08
43
88
10
51

DA

6D

Cc2
EC
TE
89
4C
95
A8
C3
c4
1B

8F

D9



4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
: }
494 03 132: BIT STRING O unused bits, encapsulates {

498 02 128: INTEGER

: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 AO 4A E3 85 D6 CE 06 80 3F E8 23
7TE 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 BS

+
: }
629 A3 129: [3] {
632 30 127: SEQUENCE {
634 30 12: SEQUENCE {
636 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 did-ce (2 5 29))
641 01 1: BOOLEAN TRUE
644 04 2: OCTET STRING, encapsulates {
646 30 0: SEQUENCE {3}
: }
: +
648 30 14: SEQUENCE {
650 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
655 01 1: BOOLEAN TRUE
658 04 4: OCTET STRING, encapsulates {
660 03 2: BIT STRING 6 unused bits
. 'll'B
}
: +
664 30 31: SEQUENCE {

666 06 3: OBJECT IDENTIFIER
: authorityKeyIdentifier (2 5 29 35)



671
673
675

697
699

704
706

728
730

735
737
739

761
763

772
775
Tt

799

822
824

04
30
80

30
06

04
04

30
06

04
30
81

30
06

03
30
02

02

31
30

24:
22:
20:

29:

22:
20:

31:

24:
22:
20:

(o)

48:
45:
20:

21:

99:
97:

(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
b
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 Hid-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] 'AliceDSS@example.com'
h

}

h
ks
}
}
SEQUENCE {

OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45
INTEGER
00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}

}
SET {

SEQUENCE {



826 02 1: INTEGER 1

829 30 24: SEQUENCE {

831 30 18: SEQUENCE {

833 31 16: SET {

835 30 14: SEQUENCE {

837 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

842 13 7: PrintableString 'CarlDSS'
: }
}
: }
851 02 2: INTEGER 200
: }
855 30 T: SEQUENCE {
857 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0Iw)
: }
864 30 9: SEQUENCE {

866 06 T: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
875 04 46: OCTET STRING, encapsulates {
877 30 44: SEQUENCE {

879 02 20: INTEGER
: 09 91 FE EB D2 69 F5 18 B7 D7 CD 55
: F4 81 EA 2A 42 6A AD 03
901 02 20: INTEGER
: 3A 07 CC C3 21 BE E1 1A 4B 7F 3E B5
oD DB BA 1C EA BC CD 89

4.2 Basic signed content, RSA

Same as 4.1, except using RSA signatures. A SignedData with no
attribute certificates, signed by Alice using RSA, just her certificate
(not Carl's root cert), no CRL. The message is ExContent, and is
included in the eContent. There are no signed or unsigned attributes.

® 30 850: SEQUENCE {

4 06 9:  OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)

15 A®@ 835:  [0] {

19 30 831: SEQUENCE {



23 02 1: INTEGER 1

26 31 11: SET {
28 30 9: SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0IW)
37 05 0: NULL
: }
: ¥
39 30 43: SEQUENCE {
41 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
52 A0 30: (0] {
54 04 28: OCTET STRING 'This is some sample content.'
: }
: }
84 AO 560: [e] {
88 30 556: SEQUENCE {
92 30 405: SEQUENCE {
96 A0 3: [0] {
98 02 1: INTEGER 2
: }
101 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
119 30 13: SEQUENCE {
121 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption
(1 2 840 113549 1 1 5)
: (PKCS #1)
132 05 0: NULL
: }
134 30 18: SEQUENCE {
136 31 16: SET {
138 30 14: SEQUENCE {
140 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 Hid-at (2 5 4))
145 13 7: PrintableString 'CarlRSA'
: }
}
: }
154 30 30: SEQUENCE {
156 17 13: UTCTime '990919010847Z'
171 17 13: UTCTime '391231235959Z'
: }
186 30 19: SEQUENCE {
188 31 17: SET {
190 30 15: SEQUENCE {

192 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))



197 13 8: PrintableString 'AliceRSA'

}
+
: }
207 30 159: SEQUENCE {
210 30 13: SEQUENCE {
212 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
223 05 0: NULL
: }
225 03 141: BIT STRING O unused bits, encapsulates {
229 30 137: SEQUENCE {
232 02 129: INTEGER
: 00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE Bl 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
: 8C 4E F3 57 38 57 74 57 5F
364 02 3: INTEGER 65537
: }
}
: }
369 A3 129: [3] {
372 30 127: SEQUENCE {
374 30 12: SEQUENCE {
376 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 did-ce (2 5 29))
381 01 1: BOOLEAN TRUE
384 04 2: OCTET STRING, encapsulates {
386 30 0: SEQUENCE {}
: }
: }
388 30 14: SEQUENCE {
390 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)
: (X.509 did-ce (2 5 29))
395 01 1: BOOLEAN TRUE
398 04 4: OCTET STRING, encapsulates {

400 03 2: BIT STRING 6 unused bits
. llllB
}

: }
404 30  31: SEQUENCE {



406

411
413
415

437
439

444
446

468
470

475
477
479

501

503

514

516

06

04
30
80

30
06

04
04

30
06

04
30
81

30

06

05

03

24:
22:
20:

29:

22:
20:

31:
24:

22:
20:

13:

129:

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 1id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
EO EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB
+
}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 1id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A0 3A E3 FF 50
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] 'AliceRSA@example.com'
}
}
}
+
}
}
SEQUENCE {

OBJECT IDENTIFIER

shalwithRSAEncryption

(1 2 840 113549 1 1 5)

(PKCS #1)
NULL
}

BIT STRING O unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 Bl 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA



FO EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 BO 22

}
: +
648 31 203: SET {
651 30 200: SEQUENCE {
654 02 1: INTEGER 1
657 30 38: SEQUENCE {
659 30 18: SEQUENCE {
661 31 16: SET {
663 30 14: SEQUENCE {
665 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 did-at (2 5 4))
670 13 7: PrintableString 'CarlRSA'
: }
+
: }
679 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO
: }
697 30 9: SEQUENCE {
699 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0IW)
706 05 0: NULL
: }
708 30 13: SEQUENCE {
710 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
721 05 0: NULL
: }
723 04 128: OCTET STRING
: 2F 23 82 D2 F3 09 5F B8 0C 58 EB 4E
9D BF 89 9A 81 E5 75 C4 91 3D D3 DO
D5 7B B6 D5 FE 94 Al 8A AC E3 C4 84
F5 CD 60 4E 27 95 F6 CF 00 86 76 75
3F 2B FO E7 D4 02 67 AT F5 C7 8D 16
04 A5 B3 B5 E7 D9 32 FO 24 EF E7 20
44 D5 9F 07 C5 53 24 FA CE 01 1D OF
17 13 A7 2A 95 9D 2B E4 03 95 14 0B
E9 39 0D BA CE 6E 9C 9E OC E8 98 E6
55 13 D4 68 6F DO 07 D7 A2 Bl 62 4C
E3 8F AF FD E0 D5 5D C7
}
+



4.3 Basic signed content, detached content

Same as 4.1, except with no eContent. A SignedData with no attribute
certificates, signed by Alice using DSS, just her certificate (not
Carl's root cert), no CRL. The message 1is ExContent, but the eContent
is not included. There are no signed or unsigned attributes.

(0]
4

15
19
23
26
28
30

37
39

50
54
58
62
64

67
71
73

82
84
86
88

93

102
104
119

134
136

30
06

AQ
30
02
31
30
06

30
06

AQ
30
30
A0
02

02
30
06

30
31
30
06

13

30
17
17

30
31

887:
9:

872:
868:

(62 N o o

11:

736:
732:
667:

18:
16:
14:

30:
13:
13:

19:
17:

SEQUENCE {
OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)
(o] {
SEQUENCE {

INTEGER 1
SET {
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(0IW)
ks
+
SEQUENCE {
OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)
+
(o] {
SEQUENCE {
SEQUENCE {
(0] {
INTEGER 2
}
INTEGER 200
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 Hid-at (2 5 4))
PrintableString 'CarlDSS'
}
+
}
SEQUENCE {

UTCTime '990817011049Z'
UTCTime '391231235959Z7'
}

SEQUENCE {
SET {



138 30 15: SEQUENCE {
140 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 1id-at (2 5 4))

145 13 8: PrintableString 'AliceDSS'
: }
+
: }
155 30 438: SEQUENCE {
159 306 299: SEQUENCE {

163 06 T: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
172 30 286: SEQUENCE {
176 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 TE
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
308 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
331 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 AT F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
: +
462 03 132: BIT STRING O unused bits, encapsulates {

466 02 128: INTEGER
: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 AO 4A E3 85 D6 CE 06 80 3F E8 23



597
600
602
604

609
612
614

616
618

623
626
628

632
634

639
641
643

665
667

672
674

696

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04
04

30

129:
127:
12:

N

14:

D

31:

24:
22:
20:

29:

22:
20:

31:

7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}
[3] {
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}

SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 Hid-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 6 unused bits
'11'B
}

}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 Hid-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}

}
SEQUENCE {



698

703
705
707

729
731

740
743
745

767

790
792
794
797
799
801
803
805

810

819

823

825

832
834

06

04
30
81

30
06

03
30
02

02

31
30
02
30
30
31
30
06

13

02

30

06

30
06

24:
22:
20:

48:
45:
20:

21:

99:
97:

24:
18:
16:
14:

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 1id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] 'AliceDSSEexample.com'
+

}

}
+
}
}
SEQUENCE {

OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

3
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45
INTEGER
00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD
+
}
}
+
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 did-at (2 5 4))
PrintableString 'CarlDSS'
}
+
}
INTEGER 200
}
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(0IW)
}
SEQUENCE {

OBJECT IDENTIFIER



843
845
847

869

04
30
02

02

46:
44
20:

20:

dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
OCTET STRING, encapsulates {
SEQUENCE {
INTEGER
06 FB C7 2A 24 D5 34 89 F7 8B B5 FD
73 24 A5 86 (C8 OF 5A 6C
INTEGER
66 69 19 BC 68 58 D1 8D B1 9D 52 3F
DA 14 88 0D FD C9 Al BS

4.4 Fancier signed content

Same as 4.1, but includes Carl's root cert, Carl's CRL, some signed and
unsigned attributes (Countersignature by Diane). A SignedData with no
attribute certificates, signed by Alice using DSS, her certificate

and Carl's root cert, Carl's DSS CRL. The message 1is ExContent, and is
included in the eContent. The signed attributes are Content Type,
Message Digest and Signing Time; the unsigned attributes are content
hint and counter signature. The message includes also Alice's RSA
certificate.

0
4

15
19
23
26
28
30

37
39

50
52

82
86

30
06

A0
30
02
31
30
06

30
06

A0
04

A0
30

2829:
9:

2814:
2810:
1:

9:
T:
5

43:

30:
28:

1967:
556:

SEQUENCE {
OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)
(0] {
SEQUENCE {

INTEGER 1
SET {
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(0Iw)
}
+
SEQUENCE {
OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)
(0] {
OCTET STRING 'This is some sample content.'
}
}
(el {
SEQUENCE {



90
94
96

99

117
119

130

132
134
136
138

143

152
154
169

184
186
188
190

195

205
208
210

221

223

227
230

30
A0
02

02

30
06

05

30
31
30
06

13

30
17
17

30
31
30
06

13

30
30
06

05

03

30
02

405:

16:

13:

18:
16:
14:

30:
13:
13:

19:
17:
15:

159:
13:

141:
137:
129:

SEQUENCE {

(o] {
INTEGER 2
}

INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO

SEQUENCE {
OBJECT IDENTIFIER

shalwithRSAEncryption
(1 2 840 113549 1 1 5)

(PKCS #1)
NULL
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlRSA'
}
+
}
SEQUENCE {

UTCTime '990919010847Z'
UTCTime '3912312359597'
}
SEQUENCE {
SET {
SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'AliceRSA'

+

+

3
SEQUENCE {

SEQUENCE {
OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)
NULL
+
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER
00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6



86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE Bl 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
8C 4E F3 57 38 57 74 57 5F

362 02 3: INTEGER 65537
: }
}
: }
367 A3 129: [3] {
370 30 127: SEQUENCE {
372 30 12: SEQUENCE {

374 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 did-ce (2 5 29))

379 01 1: BOOLEAN TRUE

382 04 2: OCTET STRING, encapsulates {
384 30 0: SEQUENCE {}
: }
: }
386 30 14: SEQUENCE {
388 06 3: OBJECT IDENTIFIER

keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))

[ -

393 01 BOOLEAN TRUE
396 04 4: OCTET STRING, encapsulates {
398 03 2: BIT STRING 6 unused bits
. 'll'B
}
: }
402 30 31: SEQUENCE {
404 06 3: OBJECT IDENTIFIER
: authorityKeyIdentifier (2 5 29 35)
: (X.509 Hid-ce (2 5 29))
409 04 24: OCTET STRING, encapsulates {
411 30 22: SEQUENCE {
413 80 20: [0]
: E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB
b
}
: }
435 30 29: SEQUENCE {

437 06 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))

442 04 22: OCTET STRING, encapsulates {

444 04 20: OCTET STRING



77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A® 3A E3 FF 50

}
: ks
466 30 31: SEQUENCE {
468 06 3: OBJECT IDENTIFIER
: subjectAltName (2 5 29 17)
: (X.509 did-ce (2 5 29))
473 04 24: OCTET STRING, encapsulates {
475 30 22: SEQUENCE {
477 81 20: [1] 'AliceRSA@example.com'
: k
}
h
}
}
: }
499 30 13: SEQUENCE {
501 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption
(1 2 840 113549 1 1 5)
: (PKCS #1)
512 05 0: NULL
: }
514 03 129: BIT STRING O unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 Bl 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
FO9 EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 B0 22

: k
646 30 667: SEQUENCE {
650 30 602: SEQUENCE {
654 A0 3: [0] {
656 02 1: INTEGER 2
: }
659 02 1: INTEGER 1
662 30 9: SEQUENCE {
664 06 T: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
673 30 18: SEQUENCE {
675 31 16: SET {

677 30 14: SEQUENCE {



679

684

693
695
710

725
127

729
731

736

745
749
753

762
766

898

921

06

13

30
17
17

30
31

30
06

13

30
30
06

30
02

02

02

30:
13:
13:

18:
16:
14:

439:
299:

286:
129:

21:

128:

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 Hid-at (2 5 4))
PrintableString 'Car1lDSS'

ks
+
}
SEQUENCE
UTCTAm
UTCTAim
}
SEQUENCE
SET {

{

e '990816225050Z"
e '3912312359597"

{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 1id-at (2 5 4))
PrintableString 'CarlDSS'

}
}

by
SEQUENCE

SEQUENCE {
OBJECT IDENTIFIER

{

dsa (1 2 840 10040 4 1)
(ANSI X9.57 algorithm)
SEQUENCE {
INTEGER

00
01
FB
Cc8
E4
4A
0A
25
FC
B5
AD

B6
c4
Cé6
71
6D
16
8A
15
70
Al
El

49
12
4C
4B
D3
F6
BA
51
B7
AF
08

INTEGER
00 DD C1
02 A4 BF
INTEGER

0C
4F
56
E1
AD
87
AF
73

EE
55
0]}
6D
CB
0]:3
OE
AA

57
7F
2B
3E
AE
c7
co
7F

18
C1
B3
C7
E2
46
16
97
CcDh
8B
D4

2F
8A

9B
9D
5B
BD
45
CcDh
1D
46

3E
TA
OE
45
86
ED
7B
55
30
CcC
6D

DF
5D

4B
ED
oe
BF
E3
FO
5A
51

8A
79
94
Cco
48
DD
B9
DC
54
02
29

53
98

BD
BC
91
FE
06
1C
51
1F

44
CB
09
50
84
F6
50
8F
FD
88
2D

CE
B9

DA
61
CE
El
AC
D9
F5
A9

C1
54
06
25
82
98
01
53
DA
E7
D6

(0]}
10

B6
oD
A5
B7
8C
B5
4F
42

29
4D
EB
5D
7D
D2
48
OE
DE
8B
ES

34
D5

07
EB
62
B9
22
AE
44
16

71
AB
01
9C
BA
BB
93
10
A8
70

60

6A
46
52
2B
9D
5D
79
9C

94
1E
D4
FC
15
TE
8B
A9
AA
5F

77

74
59
69
61
9C
73
35
48

4C
81
Bl
DA
95
8A
EB
50
22
BS

3E

37
3C
CA
3C
44
DE
5A
EB



=
=
(0]
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=
N
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=
N
(©]
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=
N
(©]
()]

|
N
N
Ny

A3
30
30
06

01
04
30
01

30
06

01
04
03

30
06

04
04

133:
129:

66:
64:
15:

= w o

14:

ENgy-

29:

22:
20:

8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B 0A

}

BIT STRING O unused bits, encapsulates {

}

INTEGER

00 99 87 74 27 03 66 A0 B1 CO AD DC
2C 75 BB E1 6C 44 9C DA 21 6D 4D 47
6D B1 62 09 E9 D8 AE 1E F2 3A B4 94
Bl A3 8E 7A 9B 71 4E 00 94 C9 B4 25
4E B9 60 96 19 24 01 F3 62 0C FE 75
Co FB CE D8 68 00 E3 FD D5 70 4F DF
23 96 19 06 94 F4 Bl 61 8F 3A 57 Bl
08 11 A4 OB 26 25 FO 52 76 81 EA OB
62 0D 95 2A E6 86 BA 72 B2 A7 50 83
OB AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A

}

(3] {

SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {
BOOLEAN TRUE
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)

(X.509 Hid-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 1 unused bits
'1100001'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 Hid-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3

3D 20 BC 43 2B 93 F1 1F
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=
I
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}
}
}
: }
9: SEQUENCE {

T: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
48: BIT STRING O unused bits, encapsulates {
45: SEQUENCE {

20: INTEGER
: 6B A9 FO 4E 7A 5A 79 E3 F9 BE 3D 2B
: C9 06 37 E9 11 17 Al 13
21: INTEGER
: 00 8F 34 69 2A 8B Bl 3C 03 79 94 32
4D 12 1F CE 89 FB 46 B2 3B

+
}
: }
732: SEQUENCE {
667: SEQUENCE {
3: (0] {
1: INTEGER 2
: }
2: INTEGER 200
9: SEQUENCE {
T: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
18: SEQUENCE {
16: SET {
14: SEQUENCE {
3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
7: PrintableString 'CarlDSS'
: +
+
: }
30: SEQUENCE {
13: UTCTime '990817011049Z'
13: UTCTime '391231235959Z7'
: }
19: SEQUENCE {
17: SET {
15: SEQUENCE {

3: OBJECT IDENTIFIER
: commonName (2 5 4 3)



=
(O3]

=
[\o]

(X.520 +id-at (2 5 4))

8: PrintableString 'AliceDSS'
: }
+
: }
438: SEQUENCE {
299: SEQUENCE {

T: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
286: SEQUENCE {
129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 TE
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 Co6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
: }
132: BIT STRING 0 unused bits, encapsulates {

128: INTEGER
: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 AO 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
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A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04

04

30
06

129:
127:
12:

N

14:

N

31:

24:
22:
20:

29:

22:
20:

31:

32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 BS8

}

[3] {
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 Hid-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}

SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 6 unused bits
'11'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 1id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 1id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
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24: OCTET STRING, encapsulates {

22: SEQUENCE {
20: [1] 'AliceDSS@example.com'
: +
: }
: }
: +
: }
: }
9: SEQUENCE {

T: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
48: BIT STRING O unused bits, encapsulates {
45: SEQUENCE {

20: INTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

+
}
}
: +
219: [1] {
216: SEQUENCE {
153: SEQUENCE {
9: SEQUENCE {
I OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
18: SEQUENCE {
16: SET {
14: SEQUENCE {
3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 Hid-at (2 5 4))
7: PrintableString 'CarlDSS'
: }
+
: }
13: UTCTime '990827070000Z'
105: SEQUENCE {
19: SEQUENCE {
2: INTEGER 200
13: UTCTime '990822070000Z'
: +

19: SEQUENCE {
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=

N
N
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w

N
N
~
63

N
N
~
(o)

N
N
[00]
w

N
N
[00]
[0}

N
N
[00]
[00]

N
N
O
(o}

N
N
O
N

N
N
O
N

02
17

30
02
17

30
02
17

30
02
17

30
06

03
30
02

02

31
30
02
30
30
31
30
06

13

02

30

13:
19:
13:
19:
13:
19;

13:

47:
44;
20:

20:

554:
550:

24:
18:
16:
14:

INTEGER 201

UTCTime '990822070000Z'
}

SEQUENCE {
INTEGER 211
UTCTime '990822070000Z'
}

SEQUENCE {
INTEGER 210
UTCTime '990822070000Z'
}

SEQUENCE {
INTEGER 212
UTCTime '990824070000Z'
}

}

}
SEQUENCE {

OBJECT IDENTIFIER

dsaWithShal (1 2 840 10040 4 3)

(ANSI X9.57 algorithm)

encapsulates {
34 73 17 D1 F7 96
7D 3D

18 C1 CF 87 EF TE
35 Al

4 3)
5 4))

}
BIT STRING O unused bits,
SEQUENCE {
INTEGER
7TE 65 52 76 33 FE
F9 A0 D4 D8 6D 5C
INTEGER
02 7A 5B B7 D5 5B
DA 24 F3 2A 83 9C
+
}
}
+
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5
(X.520 id-at (2
PrintableString 'CarlDSS'
}
+
}
INTEGER 200
}

SEQUENCE {
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5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)

(0Iw)
: }
93: (o] {
24: SEQUENCE {
9: OBJECT IDENTIFIER
: contentType (1 2 840 113549 1 9 3)
: (PKCS #9 (1 2 840 113549 1 9))
11: SET {
9: OBJECT IDENTIFIER
: data (1 2 840 113549 1 7 1)
(PKCS #7)
}
: }
28: SEQUENCE {
9: OBJECT IDENTIFIER
: signingTime (1 2 840 113549 1 9 5)
: (PKCS #9 (1 2 840 113549 1 9))
15: SET {
13: UTCTime '030514153900Z'
: ¥
: }
35: SEQUENCE {
9: OBJECT IDENTIFIER
: messageDigest (1 2 840 113549 1 9 4)
: (PKCS #9 (1 2 840 113549 1 9))
22: SET {
20: OCTET STRING
: 40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 CO 22 96 87 DD 48
b
}
: }
9: SEQUENCE {

T: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
46: OCTET STRING, encapsulates {
44: SEQUENCE {

20: INTEGER
: 3B A5 EO 4A DB 6D 58 EO 19 D1 00 1C
: 4F 44 SA 57 7TA 71 66 68
20: INTEGER
: 1A 11 98 D6 1F 1F AF 34 81 01 DE BE
8B DC B6 A8 6A 91 69 13

}
: }
354: (1] {
62: SEQUENCE {
11: OBJECT IDENTIFIER
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31
30
oC

06

30
06

31
30
02
30
30
31
30
06

13

02

30
06

A0
30
06

31
17

47:
45:
32:

286:

271:
267:

38:
18:
16:
14:

16:

67:

28:

15:
13:

id-aa-contentHint
(1 2 840 113549 1 9 16 2 4)
(S/MIME Authenticated Attributes
(1 2 840 113549 1 9 16 2))
SET {
SEQUENCE {
UTF8String
'Content Hints Description Buffer!'
OBJECT IDENTIFIER
data (1 2 840 113549 1 7 1)
(PKCS #7)
}
+
}
SEQUENCE {
OBJECT IDENTIFIER
countersignature (1 2 840 113549 1 9 6)
(PKCS #9 (1 2 840 113549 1 9))
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 Hid-at (2 5 4))
PrintableString 'CarlRSA'
+
+

3
INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO
}
SEQUENCE {
OBJECT IDENTIFIER
shal (1 3 14 3 2 26)
(0IW)
}
(o] {
SEQUENCE {
OBJECT IDENTIFIER
signingTime
(1 2 840 113549 1 9 5)
(PKCS #9 (1 2 840 113549 1 9))
SET {
UTCTime '030514153900Z'
}
}



2650 30 35: SEQUENCE {
2652 06 9: OBJECT IDENTIFIER

: messageDigest

(1 2 840 113549 1 9 4)

: (PKCS #9 (1 2 840 113549 1 9))
2663 31 22: SET {
2665 04 20: OCTET STRING

: 02 5F 49 4E 39 98 50 85 B3 66 D3 8A

1F 7B 9E 69 AA FB D8 33

}
}
: }
2687 30 13: SEQUENCE {
2689 06 9: OBJECT IDENTIFIER
: rsaEncryption
(1 2 840 113549 1 1 1)
: (PKCS #1)
2700 05 0: NULL
: }
2702 04 128: OCTET STRING

6D AA 20 24 ED 7TA EE A5 5E 87 DD 75
1F 2B 54 10 65 F4 CE 9B B1 2C 78 74
BC 8B 1C 60 B5 DB 8B 03 9E 49 F2 2B
7F 93 6E 3D 89 14 C9 E3 6B F4 F6 7D
76 AE 3E 58 1F 9B BB BC 7C 30 19 4E
10 F7 02 F1 8B 5B B4 DB 9A BB 93 B4
18 DO CC 2B C9 91 A9 AD D9 46 F8 65
A9 E2 71 95 DO D4 4E 1F CD 74 6F 82
E8 37 6F 5A 3D CB C7 D4 5F C2 80 1B
DA D3 84 40 68 5F 56 9A 62 F5 3B 0D
6C 33 C3 ED 67 3F 43 BF

4.5 A1l RSA signed message

Same as 4.2, but includes Carl's RSA root cert (but no CRL). A
SignedData with no attribute certificates, signed by Alice using RSA,
her certificate and Carl's root cert, no CRL. The message is ExContent,
and is included in the eContent. There are no signed or unsigned
attributes.

© 30 NDEF: SEQUENCE {
2 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)



: (PKCS #7)
13 A® NDEF: [0] {

15 30 NDEF: SEQUENCE {
17 02 1: INTEGER 1
20 31 11: SET {
22 30 9: SEQUENCE {
24 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0IW)
31 05 0: NULL
: }
: }
33 30 NDEF: SEQUENCE {
35 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
46 AO NDEF: (0] {
48 24 NDEF: OCTET STRING {
50 04 4: OCTET STRING 'This'
56 04 24: OCTET STRING ' 1is some sample content.'
: }
}
: }
88 AO NDEF: (o] {
90 30 491: SEQUENCE {
94 30 340: SEQUENCE {
98 A0 3: (0] {
100 02 1: INTEGER 2
: }
103 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: 9F F2 50 20
121 30 13: SEQUENCE {
123 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption
(1 2 840 113549 1 1 5)
: (PKCS #1)
134 05 0: NULL
: }
136 30 18: SEQUENCE {
138 31 16: SET {
140 30 14: SEQUENCE {
142 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
147 13 7: PrintableString 'CarlRSA'
: }
+
: }
156 30 30: SEQUENCE {
158 17 13: UTCTime '990818070000Z'

173 17 13: UTCTime '391231235959Z7'
: }



188 30 18: SEQUENCE {

190 31 16: SET {
192 30 14: SEQUENCE {
194 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
199 13 7: PrintableString 'CarlRSA'
: }
+
: }
208 30 159: SEQUENCE {
211 30 13: SEQUENCE {
213 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
224 05 0: NULL
: +
226 03 141: BIT STRING O unused bits, encapsulates {
230 30 137: SEQUENCE {

233 02 129: INTEGER

: 00 E4 4B FF 18 B8 24 57 F4 77 FF 6E
73 7B 93 71 5C BC 33 1A 92 92 72 23
D8 41 46 DO CD 11 3A 04 B3 8E AF 82
9D BD 51 1E 17 7A F2 76 2C 2B 86 39
A7 BD D7 8D 1A 53 EC E4 00 D5 E8 EC
A2 36 Bl ED E2 50 E2 32 09 8A 3F 9F
99 25 8F B8 4E AB B9 7D D5 96 65 DA
16 AG C5 BE OE AE 44 5B EF 5E F4 A7
29 CB 82 DD AC 44 E9 AA 93 94 29 OE
F8 18 D6 C8 57 5E F2 76 C4 F2 11 60
38 B9 1B 3C 1D 97 C9 6A F1

365 02 3: INTEGER 65537

: }

}

: }
370 A3 66: [3] {
372 30 64: SEQUENCE {
374 30 15: SEQUENCE {
376 06 3: OBJECT IDENTIFIER

basicConstraints (2 5 29 19)
(X.509 Hid-ce (2 5 29))

381 01 1: BOOLEAN TRUE
384 04 5: OCTET STRING, encapsulates {
386 30 3: SEQUENCE {
388 01 1: BOOLEAN TRUE

: +

}

: }

391 30 14: SEQUENCE {

393 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)



(X.509 id-ce (2 5 29))

[

398 01 BOOLEAN TRUE
401 04 4: OCTET STRING, encapsulates {
403 03 2: BIT STRING 1 unused bits
: '1100001'B
}
: }
407 30 29: SEQUENCE {
409 06 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14)
: (X.509 Hid-ce (2 5 29))
414 04 22: OCTET STRING, encapsulates {
416 04 20: OCTET STRING
: E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB
}
}
b
}
: }
438 30 13: SEQUENCE {
440 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption
(1 2 840 113549 1 1 5)
: (PKCS #1)
451 05 0: NULL
: }
453 03 129: BIT STRING O unused bits
: B7 9E D4 04 D3 ED 29 E4 FF 89 89 15
2E 4C DB OC FO 48 OF 32 61 EE C4 04
EC 12 5D 2D FF OF 64 59 7E OA C3 ED
18 FD E3 56 40 37 A7 07 B5 FO 38 12
61 50 ED EF DD 3F E3 0B B8 61 A5 A4
9B 3C E6 9E 9C 54 9A B6 95 D6 DA 6C
3B B5 2D 45 35 9D 49 01 76 FA B9 B9
31 F9 F9 6B 12 53 AO@ F5 14 60 9B 7D
CA 3E F2 53 6B B0 37 6F AD E6 74 D7
DB FA 5A EA 14 41 63 5D CD BE C8 OE
Cl DA 6A 8D 53 34 18 02
: }
585 30 556: SEQUENCE {
589 30 405: SEQUENCE {
593 A0 3: (0] {
595 02 1: INTEGER 2
: }
598 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
616 30 13: SEQUENCE {

618 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption



(1 2 840 113549 1 1 5)

: (PKCS #1)
629 05 0: NULL
: }
631 30 18: SEQUENCE {
633 31 16: SET {
635 30 14: SEQUENCE {
637 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
642 13 7: PrintableString 'CarlRSA'
: }
}
: }
651 30 30: SEQUENCE {
653 17 13: UTCTime '990919010847Z'
668 17 13: UTCTime '391231235959Z'
: }
683 30 19: SEQUENCE {
685 31 17: SET {
687 30 15: SEQUENCE {
689 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
694 13 8: PrintableString 'AliceRSA'
: }
}
: }
704 30 159: SEQUENCE {
707 30 13: SEQUENCE {
709 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
720 05 0: NULL
: }
722 03 141: BIT STRING O unused bits, encapsulates {
726 30 137: SEQUENCE {

729 02 129: INTEGER
: 00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE Bl 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
: 8C 4E F3 57 38 57 74 57 5F
861 02 3: INTEGER 65537

}



866
869
871
873

878
881
883

885
887

892
895
897

901
903

908
910
912

934
936

941

943

965

967

972
974

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04

04

30

06

04
30

129:
127:
12:

N

14:

Iy

31:

24:
22:
20:

29:

22:
20:

31:

24:
22:

}
[3]1 {
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 Hid-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}
+
SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)

(X.509 1id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 6 unused bits
'11'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB
+
}
+
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A0 3A E3 FF 50
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {



976 81 20: [1] 'AliceRSA@example.com'

}
3
}
}
3
: }
998 30  13: SEQUENCE {

1000 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption
(1 2 840 113549 1 1 5)

: (PKCS #1)
1011 05 0: NULL
: }
1013 03 129: BIT STRING O unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 B1 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
FO9 EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 BO 22

}
: +
1147 31 203: SET {
1150 30 200: SEQUENCE {
1153 02 1: INTEGER 1
1156 30 38: SEQUENCE {
1158 30 18: SEQUENCE {
1160 31 16: SET {
1162 30 14: SEQUENCE {
1164 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
1169 13 7: PrintableString 'CarlRSA'
: +
+
: }
1178 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO
: }
1196 30 9: SEQUENCE {
1198 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0IW)
1205 05 0: NULL

}



1207 30 13: SEQUENCE {

1209 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)

1220 05 0: NULL
: }

1222 04 128: OCTET STRING

2F 23 82 D2 F3 09 5F B8 0C 58 EB 4E
9D BF 89 9A 81 E5 75 C4 91 3D D3 DO
D5 7B B6 D5 FE 94 Al 8A AC E3 C4 84
F5 CD 60 4E 27 95 F6 CF 00 86 76 75
3F 2B FO E7 D4 02 67 A7 F5 C7 8D 16
04 A5 B3 B5 E7 D9 32 FO 24 EF E7 20
44 D5 9F 07 C5 53 24 FA CE 01 1D OF
17 13 A7 2A 95 9D 2B E4 03 95 14 OB
E9 39 oD BA CE 6E 9C 9E 0C E8 98 E6
55 13 D4 68 6F DO 07 D7 A2 Bl 62 4C
E3 8F AF FD EO® D5 5D C7

4.6 Multiple signers

Similar to 4.1, but the message 1is also signed by Diane. Two
signerInfos (one for Alice, one for Diane) with no attribute
certificates, each signed using DSS, Alice's and Diane's certificate
(not Carl's root cert), no CRL. The message is ExContent, and is
included in the eContent. There are no signed or unsigned attributes.

0 30 1463: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

(PKCS #7)
15 A0 1448: (0] {
19 30 1444: SEQUENCE {
23 02 1: INTEGER 1
26 31 9: SET {
28 30 T: SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0Iw)
}
: +
37 30 43: SEQUENCE {
39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
50 AO 30: (0] {
52 04 28: OCTET STRING 'This is some sample content.'
}

}



82 A0 1180: (0] {

86 30 440: SEQUENCE {

90 30 375: SEQUENCE {

94 A0 3: [0] {

96 02 1: INTEGER 2
: }

99 02 2: INTEGER 210

103 30 9: SEQUENCE {

105 06 T OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
114 30 18: SEQUENCE {
116 31 16: SET {
118 30 14: SEQUENCE {
120 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
125 13 7: PrintableString 'CarlDSS'
: }
+
: }
134 30 30: SEQUENCE {
136 17 13: UTCTime '990817020810Z'
151 17 13: UTCTime '391231235959Z'
: }
166 30 19: SEQUENCE {
168 31 17: SET {
170 30 15: SEQUENCE {
172 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
177 13 8: PrintableString 'DianeDSS'
: }
+
: }
187 30 147: SEQUENCE {
190 30 9: SEQUENCE {
192 06 T: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
(ANSI X9.57 algorithm)
: +
201 03 133: BIT STRING O unused bits, encapsulates {

205 02 129: INTEGER
: 00 AO 00 17 78 2C EE 7E 81 53 2E 2E
61 08 OF Al 9B 51 52 1A DA 59 A8 73
2F 12 25 B6 08 CB CA EF 2A 44 76 8A
52 09 EA BD 05 22 D5 OF F6 FD 46 D7
AF 99 38 09 OE 13 CB 4F 2C DD 1C 34
F7 1C BF 25 FF 23 D3 3B 59 E7 82 97
37 BE 31 24 D8 18 C8 F3 49 39 5B B7



337
340
342
344

349
352
354

356
358

363
366
368

372
374

379
381
383

405
407

412

414

436
438

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04

04

30
06

129:
127:
12:

N

14:

Iy

31:

24:
22:
20:

29:

22:
20:

31:

}

E2 E5 27 7E FC 8C 45 72 5B 7E 3E 8F
68 4D DD 46 7A 22 BE 8E FF CC DA 39
29 A3 39 E5 9F 43 E9 55 C9 D7 5B A6
81 67 CC CO AA CD 2E C5 23

}

(3] {

SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}

SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)

(X.509 Hid-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 6 unused bits
'11'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
64 30 99 7D 5C DC 45 0B 99 3A 52 2F
16 BF 58 50 DD CE 2B 18

}

}
SEQUENCE {
OBJECT IDENTIFIER



443
445
447

469
471

480
483
485

508

530
534
538
540

543
547
549

558
560
562
564

569

578
580
595

04
30
81

30
06

03
30
02

02

30
30
A0
02

02
30
06

30
31
30
06

13

30
17
17

24:
22:
20:

48:
45:
21:

20:

732:
667:

18:
16:
14:

30:
13:
13:

subjectAltName (2 5 29 17)
(X.509 1id-ce (2 5 29))

OCTET STRING, encapsulates {
SEQUENCE {
[1] 'DianeDSSEexample.com'
+
}
}
+
}
}
SEQUENCE {

OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}

BIT STRING 0 unused bits, encapsulates {

SEQUENCE {

INTEGER
00 Al
55 33

INTEGER
28 4B
91 B2

}

3

}
SEQUENCE {

SEQUENCE {
(o] {
INTEGER 2
}
INTEGER 200
SEQUENCE {

1A F8 17 OE 3E 5D A8 8C F4 B6
1E 4B E3 2C AC B9 5F

10 45 58 D2 1C 9D 55 35 14 18
3F 39 DF B5 6E D3

OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

3
SEQUENCE {

SET {

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'CarlDSS'

}
}

}
SEQUENCE {

UTCTime '990817011049Z'
UTCTime '391231235959Z7'



: }
610 30  19: SEQUENCE {

612 31 17: SET {
614 30 15: SEQUENCE {

616 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

621 13 8: PrintableString 'AliceDSS'
: }
}
: }
631 30 438: SEQUENCE {
635 30 299: SEQUENCE {

639 06 T: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
648 30 286: SEQUENCE {
652 02 129: INTEGER
: ©0 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 TE
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 AS8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
784 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
807 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 AT F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
@1 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
: +
938 03 132: BIT STRING O unused bits, encapsulates {

942 02 128: INTEGER
: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
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A3
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80
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06
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129:
127:
12:

N

14:

ENgy-

31:

24:
22:
20:

29:

22:
20:

}

12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 AO 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

(3] {

SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 1id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}

SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 6 unused bits
'11'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 Hid-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 Hid-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD
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[ee]
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30
06

04
30
81

30
06

03
30
02

02

31
30
02
30
30
31
30
06

13

02

30
06

31:

24:
22:
20:

48:
45:
20:

21:

198:
97:

24:
18:
16:
14:

}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 did-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] 'AliceDSS@example.com'
+

}

h
+
}
}
SEQUENCE {

OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45
INTEGER
00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD
+
}
}
+
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 did-at (2 5 4))
PrintableString 'CarlDSS'
}
+
}
INTEGER 200
}
SEQUENCE {

OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(0IW)
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30
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30
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31
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06

13

02

30

06

30
06

04
30
02

02

46:
44;
20:

20:

97:

24:
18:
16:
14:

46:
44
20:

20:

}
SEQUENCE {

OBJECT IDENTIFIER

dsaWithSha
(ANSI X9.5
}
OCTET STRING,
SEQUENCE {
INTEGER
48 24
54 DO
INTEGER
17 ED
97 17
}
}
}

SEQUENCE {
INTEGER 1
SEQUENCE {

SEQUENCE {
SET {
SEQUENCE

1 (1 2 840 10040 4 3)
7 algorithm)

encapsulates {

DE 8B 85 F2 16 AF EC 82 61 A9
2D 04 Al CC 5A 4F

D5 77 02 EE 75 13 D8 10 BD 3D
20 88 BB FD 7B 81

{

OBJECT IDENTIFIER
commonName (2 5 4 3)

(X.5
Printa
h
}
}
INTEGER 210

3
SEQUENCE {

20 id-at (2 5 4))
bleString 'CarlDSS'

OBJECT IDENTIFIER shal (1 3 14 3 2 26)

(OIw)

}
SEQUENCE {

OBJECT IDENTIFIER

dsaWithSha
(ANSI X9.5
3

OCTET STRING,
SEQUENCE {
INTEGER

15 FF

37 6E
INTEGER

06 TE

3E 77

1 (1 2 840 10040 4 3)
7 algorithm)

encapsulates {
81 4D 8C AD 80 4E 9B 35 58 04
63 6E E9 5B 83 FA

58 4E 2B 31 84 41 ED 49 79 38
D2 A6 8C 75 08 21



4.7 Signing using SKI

Same as 4.1, but the signature uses the SKI instead of the
issuer/serial number in the cert. A SignedData with no attribute
certificates, signed by Alice using DSS, just her certificate (not
Carl's root cert), identified by the SKI, no CRL. The message is
ExContent, and is included in the eContent. There are no signed or
unsigned attributes.

15
19
23
26
28
30

37
39

50
52

82
86
90
94
96

99
103
105

114
116
118
120

A0
30
02
31
30
06

30
06

A0
04

A0
30
30
A0
02

02
30
06

30
31
30
06

915:
9:

900:
896:

U N O

43:

30:
28:

736:
732:
667:

18:
16:
14:

SEQUENCE {
OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)
(0] {
SEQUENCE {
INTEGER 3
SET {
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)
}

}
SEQUENCE {

OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)
(0] {
OCTET STRING 'This 1is some sample content.'
}
+
(0] {
SEQUENCE {
SEQUENCE {
(0] {
INTEGER 2
}
INTEGER 200
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)



125

134
136
151

166
168

170
172

177

187
191
195

204
208

340

363

13

30
17
17

30
31

30
06

13

30
30
06

30
02

02

02

30:
13:
13:

19:
17:
15:

438:
299:

286:
129:

21:

128:

h
}
}
SEQUENCE
UTCTim
UTCTAm
}
SEQUENCE
SET {

(X.520 +id-at (2 5 4))
PrintableString 'CarlDSS'

{

e '990817011049Z7'
e '3912312359597"

{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 Hid-at (2 5 4))
PrintableString 'AliceDSS'

}
}

3
SEQUENCE

SEQUENCE {
OBJECT IDENTIFIER

{

dsa (1 2 840 10040 4 1)
(ANSI X9.57 algorithm)
SEQUENCE {
INTEGER

00
48
53
oC
2F
DC
9B
8B
C3
78
B5

81
28
C5
D6
El
5F
DE
54
B5
BD
E4

8D
A3
AB
F3
D9
69
A7
F1
B3
FF
09

INTEGER
00 E2 47
B8 37 21
INTEGER

26
4B
CB
AA
7D
3E
E9S
01
95
1F

38
59
1A
05
8A
90
CE
7C
4A
11

DO
6A
30
3D
42
F8
2F
6D
53
7F

cD
E4
84
44
30
8A
5E
3F
E3
9D
96

A6
2B

14
4C
C3
58
25
6D
5D
49
56
Cc2

ED
47
08
48
cs
E4
F9
BO
55
BO
5C

1A
62

89
76
1E
co
A7
EA
A3
89
B5
BD

83
93
4F
D1
36
75
FC
07
08
84
F3

45
8B

32
23
50
7B
Fa
9C
07
11
E2
ED

EA
DD
FF
FE
DE
DO
F4
08
75
97
7E

66
F7

AA
39
5D
A2
75
Co
CDh
89
Fo9
D1

0A
OE
94
oF
3F
37
9F
a7
D5
37
5B

B8
93

39
04
DD
36
CF
21
23
36
73
50

9E
D7
El
AF
9B
ofe
2F
4D
39
F2
DB

13
Cch

FB
02
9B
B8
4A
8A
85
44
EC
FF

39
A8
73
A4
BF
91
DD
5D
76
E4

C6

3E
35
59
6E
08
3B
B8
BD
1A
98

3E
OE
48
Al
B7
08
43
88
10
51

DA

6D
5C
E2
07
5E
76
2F
F8
61
74

c2
EC
TE
89
4C
95
A8
C3
C4
1B

8F

D9
F2
Ch
AF
4B
14
30
c8
36
Cc2



D1 81 4A 60 39 BA 36 39

}
: +
494 03 132: BIT STRING O unused bits, encapsulates {

498 02 128: INTEGER

: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 AO 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 BS8

}
: }
629 A3 129: [3] {
632 30 127: SEQUENCE {
634 30 12: SEQUENCE {
636 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
641 01 1: BOOLEAN TRUE
644 04 2: OCTET STRING, encapsulates {
646 30 0: SEQUENCE {}
: }
: }
648 30 14: SEQUENCE {
650 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)
: (X.509 Hid-ce (2 5 29))
655 01 1: BOOLEAN TRUE
658 04 4: OCTET STRING, encapsulates {
660 03 2: BIT STRING 6 unused bits
. |ll|B
}
: }
664 30 31: SEQUENCE {
666 06 3: OBJECT IDENTIFIER
: authorityKeyIdentifier (2 5 29 35)
: (X.509 Hid-ce (2 5 29))
671 04 24: OCTET STRING, encapsulates {
673 30 22: SEQUENCE {

675 80  20: [0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
3



697
699

704
706

728
730

735
737
739

761
763

772
775
77

799

822
824
826
829

851
853

860

30
06

04
04

30
06

04
30
81

30
06

03
30
02

02

31
30
02
80

30
06

30

29:

22:
20:

31:

24:
22:
20:

48:
45:
20:

21:

95:
93:

20:

SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 1id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}

+
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] '"AliceDSSEexample.com'
+

}

+
+
}
}
SEQUENCE {

OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45
INTEGER
00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}

}
SET {

SEQUENCE {
INTEGER 3
(0]
BE 6C Al B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(0IW)
}
SEQUENCE {



862 06 T: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)

: }
871 04  46: OCTET STRING, encapsulates {
873 30 44: SEQUENCE {

875 02 20: INTEGER
: 6D 8E 5A CD 28 AO 1F D9 86 AD 7A E9
: DF AC D7 BE EC BE 3F F8
897 02 20: INTEGER
: 7C 8A 06 1E FC A4 41 35 7E F7 24 14
FD 3D CO 56 B7 05 27 D5

4.8 S/MIME multipart/signed message

A full S/MIME message, including MIME, that 1includes the body part from
4.3 and the body containing the content of the message.

MIME-Version: 1.0

To: User2@examples.com

From: aliceDss@examples.com

Subject: Example 4.8

Message-Id: <020906002550300.249@examples.com>

Date: Fri, 06 Sep 2002 00:25:21 -0300

Content-Type: multipart/signed;
micalg=SHALl;
boundary="----=_NextBoundry____Fri,_06_Sep_2002_00:25:21";
protocol="application/pkcs7-signature"

This is a multi-part message in MIME format.

_NextBoundry____Fri,_06_Sep_2002_00:25:21

This is some sample content.

—————— =_NextBoundry____Fri,_06_Sep_2002_00:25:21
Content-Type: application/pkcs7-signature; name=smime.p7s
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7s

MIIDdwYJKoZIhvcNAQcCoIIDaDCCA2QCAQEXCTAHBgUrDgMCGjALBgkghki1GOwOBBwGggglgMIIC
3DCCApugAwIBAgICAMgwCQYHKoZIzjgEAZASMRAWDgYDVQQDEwWADYXJIsSRFNTMB4XDTk5MDgxNzAX
MTAOGOVoXDTM5MTIzMTIzNTk10VowEZERMASGAIUEAXMIQWXxpY2VEU1MwggG2MIIBKwYHKoZIZzjgE
ATCCAR4CgYEAgY3N7YPqCp45PsJIKKPkR5PdDteoDuxTxauECE//1LOFzSH4M1vNESNH+n6+koYkv
4dkwyDbeP5u/t0zcX2mK5HXQNwyRCIWb3qde+fzOny/dQ6iLVPE/sAcIRO1diMPDtbPjVQh11T12
EMR4vf+dsISXN/LKURu15AmWXPN+W9sCFQDiR6YaRWa4E8baj7g3IStii/eTzQKBgCY40BSIMqo5



+z5t2UtZakx2IzkEAjVc8ssaMMMeUF3dmlnizaoFPVjAe6I2uG4Hr32KQiWn9HXPSgheSz6Q+G3q
NMkhijt2FOnOL12jB80jhbgvMAF8bUmJEYk2RL34yJVKU1lal4v1z7BphNh8Rf8K97dFQ/5hOwtGB
SmA5uUjY5A4GEAAKBgFZzjuVplFIYLgXrd4z+p7Kxe3L23EXEOphalKBEj2TSGZ3V1EXI9Q1tv5VG/
+onyohs+JHO9B41bY877RaWgSuOF1s4GgD/0I34a81iSrUxq4JwOe7wi/ZhSAXGKsZfoVi/G7NNTS
1jf2YUeyxDKE8H5BQP1Gp2NOM/K14vTyg+W404GBMH8wDAYDVROTAQH/BAIwWADAOBgNVHQ8BATSE
BAMCBsAwHwYDVROjBBgwFoAUCEQ+gi5vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5sobPjwfft
Q3CkzhMB4v3j1/7NMB8GA1UdEQQYMBaBFEFsaWNTRFNTQGV4YW1wbGUuY29tMAKGBYqGSM44BAMD
MAAWLQIUVQYkGRI9CK41xIjONg2qlPWdrvOUCFQCfYVNSVAtcst3a53Yd4hBSWONevTFjMGECAQEw
GDASMRAwDgYDVQQDEwdDYXJsRFNTAgIAyDAHBgUrDgMCGjAIBgcqhkjOOAQDBC4wWLAIUM/mGfegk
gp9Z0XtRdGimJeB/BxUCFGFFIqwYRt1WYcIOQoGiaowqGzVI

_NextBoundry____Fri,_06_Sep_2002_00:25:21--
4.9 S/MIME application/pkcs7-mime signed message
A full S/MIME message, including the MIME parts.

MIME-Version: 1.0

To: User2@examples.com

From: aliceDss@examples.com

Subject: Example 4.9

Message-Id: <021031164540300.304@examples.com>

Date: Thu, 31 Oct 2002 16:45:14 -0300

Content-Type: application/pkcs7-mime; smime-type=signed-data;
name=smime.p7m

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7m

MIIDmQYJKoZIhvcNAQcCoIIDjCCA4YCAQEXCTAHBgUrDgMCGjAtBgkghkiGOwOBBWGEIAQeDQpU
aG1lzIGlzIHNvbWUgCc2FtcGx 1IGNvbnR1bnQuoIIC4DCCAtwwggKboAMCAQICAgDIMAKGBYqGSM44
BAMWE j EQMA4GA1UEAXMHQ2FybERTUzAeFwO50TA4MTcwMTEWND LaFwOzOTEYMzEyMzUSNT LaMBMx
ETAPBgNVBAMTCEFsaWN1TRFNTMIIBtjCCASsGByqGSM44BAEwggEeA0OGBAIGNZze2D6gqe0T7CSCHj
5EeT3Q7XgA7sU8WrhAhP/5ThcOh+DNbzREjR/p+vpKGIL+HZMMg23j+bv7dM3F9piuR10DcMkQiV
m96nXvn89J8v3U00il1TxP7AHCEANXYjDw7Wz41UIddU5dhDEelL3/nbCElzfy5FEbteQJd1l1lzzflvb
AhUA4kemGkVmuBPG20+4NyErYov3k80CgYAMONAUiTKqOfs+bd1LWWpMdiM5BAI1XPLLGjDDH1Bd
3Z2tZ4s2qBT1YwHUiNrhuB699ikIlp/R1z00IXks+kPht6pzJIYo7dhTpzi5dowfNI4W4LzABfG1J
iRGINKS9+MiVSINWteL5c+waYTYfEX/Cve3RUP+YdMLRgUpgObo20QOBhAACgYBc471ladRSWC616
3eM/geysXty9txMRNKYWiSgRI9kOhmd1dRMSPUNbb+VRv/qJ8qIbPiR9PQeNW2PIuOWloErjhdbO
BoA/6CN+GvIkqlMauCcNHU8IV2YUgFxirGX6FYvxuzTUOpY39mFHssQyhPB+QUDIRqdjTjPypel o
80P1luKOBgTB/MAwWGA1UdEWEB/wQCMAAwWDgYDVROPAQH/BAQDAgbAMB8GA1UdIwQYMBaAFHBEPOIuU
b4feStN14z0gvEMrk/EfMBOGA1UdDgQWBBS+bKGz48H37UNwpM4TAelL945f+zTATBgNVHREEGDAW
gRRBbG1jZURTUOBleGFtcGx 1LmNvbTAIBgcqhkjOOAQDAZAAMCOCFFUMpBKTQiudcSIzjYNGtT1n
a79FAhUAN2FTULQLXLLd2ud2HeIQU1tDXrOxYzBhAgEBMBgwEjEQMA4GALIUEAXMHQ2FybERTUWIC
AMgwBwYFKw4DAhowCQYHKoZIzjgEAWQUMCWCFD1cSW6LIUFzeX1e3YI5SKSBer/sAhQmCq7s/CTF
HOEjgASeUjbMpx5g6A==

4.10 SignedData With Attributes
A SignedData message with the following list of signedAttributes:

-unknown OID



-contentHints
-smimeCapablilties
-securitylLabel
-ContentReference
-smimeEncryptKeyPreference
-mlExpansionHistory
-EquivalentLabel

0 30 2047: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

(PKCS #7)
15 A0 2032: (0] {
19 30 2028: SEQUENCE {
23 02 1: INTEGER 1
26 31 9: SET {
28 30 T: SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(0IW)
}
: +
37 30 43: SEQUENCE {
39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
50 A0 30: (0] {
52 04 28: OCTET STRING 'This is some sample content.'
: }
: +
82 AO T736: [e] {
86 30 732: SEQUENCE {
90 30 667: SEQUENCE {
94 A0 3: (0] {
96 02 1: INTEGER 2
: }
99 02 2: INTEGER 200
103 30 9: SEQUENCE {
105 06 I OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
114 30 18: SEQUENCE {
116 31 16: SET {
118 30 14: SEQUENCE {
120 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
125 13 7: PrintableString 'CarlDSS'
: }
+
: }
134 30 30: SEQUENCE {

136 17 13: UTCTime '990817011049Z'



151 17 13: UTCTime '391231235959Z'

: }
166 30 19: SEQUENCE {
168 31 17: SET {
170 30 15: SEQUENCE {
172 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
177 13 8: PrintableString 'AliceDSS'
: }
+
: }
187 30 438: SEQUENCE {
191 30 299: SEQUENCE {
195 06 T: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
204 30 286: SEQUENCE {

208 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 T7E
O0C D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
340 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
363 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
: +
494 03 132: BIT STRING O unused bits, encapsulates {

498 02 128: INTEGER
: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6



629
632
634
636

641
644
646

648
650

655
658
660

664
666

671
673
675

697
699

704
706

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04
04

129:
127:
12:

N

14:

N

31:

24:
22:
20:

29:

22:
20:

}

16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 AO 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

(3] {

SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 1id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}

SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 6 unused bits
'11'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 Hid-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
+
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 Hid-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE



728
730

735
737
739

761
763

772
775
7

799

822
826
830
833
835
837
839
841

846

855

859
861

30
06

04
30
81

30
06

03
30
02

02

31
30
02
30
30
31
30
06

13

02

30
06

31:

24:
22:
20:

48:
45:
20:

21:

1225:
1221:

24:
18:
16:
14:

13 01 E2 FD E3 97 FE CD

}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 Hid-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] 'AliceDSS@example.com'
+

}

h;
h
}
}
SEQUENCE {

OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45
INTEGER
00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD
+
}
}
+
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlDSS'
}
+
}
INTEGER 200
}
SEQUENCE {

OBJECT IDENTIFIER shal (1 3 14 3 2 26)



868
872
874

885
887

898
900

911
913

935
937
942
944

993
995

Tl
o |©
= |
© |0

=
[©]
=
N

=
(©]
AN
()]

=
[©)
6]
~

=
(O]
Ul
(o)

A0 1119:

30 24:
06

31 11:
06

30 35:
06

31 22:
04 20:
30 56:
06

31 49:
04 47
30 62:
06 11:
31 47
30 45:
0cC 32:
06

30 T4 :
06

9:

(0Iw)
}
(el {
SEQUENCE {
OBJECT IDENTIFIER
contentType (1 2 840 113549 1 9 3)
(PKCS #9 (1 2 840 113549 1 9))
SET {
OBJECT IDENTIFIER
data (1 2 840 113549 1 7 1)
(PKCS #7)
}
}
SEQUENCE {
OBJECT IDENTIFIER
messageDigest (1 2 840 113549 1 9 4)
(PKCS #9 (1 2 840 113549 1 9))
SET {
OCTET STRING
40 6A EC 08 52 79 BA 6E 16 02 2D 9SE
06 29 CO 22 96 87 DD 48
+

}
SEQUENCE {

OBJECT IDENTIFIER 'l 2 5555
SET {
OCTET STRING
'This is a test General ASN Attribut’
'e, number 1.'
ks
}
SEQUENCE {
OBJECT IDENTIFIER
id-aa-contentHint
(1 2 840 113549 1 9 16 2 4)
(S/MIME Authenticated Attributes
(1 2 840 113549 1 9 16 2))
SET {
SEQUENCE {
UTF8String
'Content Hints Description Buffer'
OBJECT IDENTIFIER
data (1 2 840 113549 1 7 1)
(PKCS #7)
+
+
}
SEQUENCE {
OBJECT IDENTIFIER
sMIMECapabilities
(1 2 8460 113549 1 9 15)



=
(©]
~
(O]

=
(©]
~
N

=
(©]
~
N

=
(©)
~
[&)]

=
(o]
[00]
w

= |
o |©
O |00
w |

=
[
w
w

=
[
w
1

=
=
»
0]

=
=
[
(O]

=
=
Ul
N

=
[
[O)]
)]

=
=
()]
D

=
[
O
w

=
[
O
63

[ [
NN -
o o 0
© |~ ~

31
30
30
06
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61:
59:

48:

38:

109:
11:

94:
92:
27:
49:

47:

35:
33:

111:

11:

96:
94:

(PKCS #9
(1 2 840 113549 1 9))
SET {
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER '1 2 3 45 6'

3
SEQUENCE {

OBJECT IDENTIFIER '1 2 3 45 6 77'

OCTET STRING

'Smime Capabilities parameters buffe'

|r 2!
}
}
}

}
SEQUENCE {

OBJECT IDENTIFIER
id-aa-securitylLabel
(1 2 840 113549 1 9 16 2 2)
(S/MIME Authenticated Attributes
(1 2 840 113549 1 9 16 2))

SET {
SET {
INTEGER 1
OBJECT IDENTIFIER '1 2 3 45 6 7 8'
PrintableString
'"THIS IS A PRIVACY MARK TEST'
SET {
SEQUENCE {
(0]
2A 03 04 05 06 07 86 78
(1] {
PrintableString
'"THIS IS A TEST SECURITY-'
"CATEGORY."
}
}
}
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
id-aa-contentReference
(1 2 840 113549 1 9 16 2 10)
(S/MIME Authenticated Attributes
(1 2 840 113549 1 9 16 2))
SET {
SEQUENCE {
OBJECT IDENTIFIER '1 2 3 4 5 6"
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04

04

30
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31
A0
30
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30
06

13

31
30
06

13

31
30
06

13

31
30
06

13

43:

40:

115:
11:

100:
98:
90:
11:

22:
20:

13:

17:
15:

12:
10:

OCTET STRING
'Content Reference Content Identifie'
'r Buffer'
OCTET STRING
'Content Reference Signature Value B'
'uffer'
+
+
}
SEQUENCE {
OBJECT IDENTIFIER
id-aa-encrypKeyPref
(1 2 840 113549 1 9 16 2 11)
(S/MIME Authenticated Attributes
(1 2 840 113549 1 9 16 2))
SET {
(0] {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6)
(X.520 id-at (2 5 4))
PrintableString 'US'

}
}
SET {
SEQUENCE {

OBJECT IDENTIFIER
organizationName (2 5 4 10)
(X.520 id-at (2 5 4))

PrintableString 'US Government'

+

}
SET {
SEQUENCE {

OBJECT IDENTIFIER

organizationalUnitName
(2 5 4 11)
(X.520 id-at (2 5 4))

PrintableString 'VDA Site'

+

}
SET {
SEQUENCE {

OBJECT IDENTIFIER
organizationalUnitName
(2 5 4 11)
(X.520 id-at (2 5 4))
PrintableString 'VDA'
}
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13

02

30
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31
30
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04
18
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30
A4
30
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06

13

31
30
06

13

31
30
06

18:
16:

252:
11:

236:
233:
230:

15:
201:
198:

97:

95:

11:

22:
20:

13:

17:
15:

}
SET {

SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'Daisy RSA'
+
}
}
INTEGER 173360179
+
+
}
SEQUENCE {
OBJECT IDENTIFIER
id-aa-mlExpandHistory
(1 2 840 113549 1 9 16 2 3)
(S/MIME Authenticated Attributes
(1 2 840 113549 1 9 16 2))
SET {
SEQUENCE {
SEQUENCE {
OCTET STRING '5738299'
GeneralizedTime '19990311104433Z'
[1] {
SEQUENCE {
[4] {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6)
(X.520 id-at (2 5 4))
PrintableString 'US'
+

}
SET {

SEQUENCE {
OBJECT IDENTIFIER
organizationName
(2 5 4 10)
(X.520 id-at (2 5 4))
PrintableString
'US Government'
+
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName
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22:
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(2 5 4 11)
(X.520 id-at (2 5 4))
PrintableString
'VDA Site'
+
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName
(2 5 4 11)
(X.520 id-at (2 5 4))
PrintableString 'VDA'
}

3
SET {

SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString
'Bugs Bunny DSA'
+
}
}
}
[4] {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6)
(X.520 id-at (2 5 4))
PrintableString 'US'
+

3
SET {

SEQUENCE {
OBJECT IDENTIFIER
organizationName
(2 5 4 10)
(X.520 id-at (2 5 4))
PrintableString
'US Government'
+
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName
(2 5 4 11)



=
o)

=
(O8]

=
~
[))

=
—
(o)

=
~
N

=
~
N

=
N
2]
-

=
~
()]

=
[00]
[&)}

=
[0¢]
[0¢]

=
[0¢]
(o}

=
(O]

=
N

13

31
30
06

13

31
30
06

13

30
06

31
30
31
02
06
13

31
30
80

Al
13

12:
10:

23:
21:

14:

258:
11:

242:
239:
114:

38:

60:
58:

46:
44:

(X.520 id-at (2 5 4))
PrintableString
'VDA Site'
+
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName
(2 5 4 11)
(X.520 id-at (2 5 4))
PrintableString 'VDA'
}

3
SET {

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString

"Elmer Fudd DSA'

SEQUENCE {
OBJECT IDENTIFIER
id-aa-equivalentLabels
(1 2 840 113549 1 9 16 2 9)
(S/MIME Authenticated Attributes
(1 2 840 113549 1 9 16 2))

SET {
SEQUENCE {
SET {
INTEGER 1
OBJECT IDENTIFIER '1 2 3456 7 9'
PrintableString
"EQUIVALENT THIS IS A PRIVACY MARK T'
'"EST'
SET {
SEQUENCE {
[0]
2A 03 04 05 06 O7 86 78
[1] {

PrintableString



"EQUIV

'"CATEG
}
: }
1868 31 121: SET {
1870 02 1: INTE
1873 06 7: OBJE
: '1 2
1882 13  45: Prin
: "EQUIV
: ' MARK
1929 31  60: SET
1931 30 58: SE
1933 80 8:
: 2A 03
1943 Al 46:
1945 13 44:
: "EQUIV
: '"CATEG
: }
: }
: }
: }
: }
: }
1991 30 9: SEQUENCE {
1993 06 7: OBJECT IDENT
: dsaWithSha
(ANSI X9.5
: }
2002 04  47: OCTET STRING,
2004 30  45: SEQUENCE {
2006 02  21: INTEGER
: 00 BC
: AA 4C
2029 02  20: INTEGER
: 63 96
64 DD
}
}

4.11 SignedData with Certificates Only

ALENT THIS IS A TEST SECURITY-'

ORY.'
}
+
GER 1
CT IDENTIFIER
34567 10'
tableString
ALENT THIS IS A SECOND PRIVACY'
TEST'
{
QUENCE {
[0]
04 05 06 07 86 78
[1] {
PrintableString

ALENT THIS IS A TEST SECURITY-'
ORY.'

IFTER
1 (1 2 840 10040 4 3)
7 algorithm)

encapsulates {
33 37 65 C4 F7 70 5C 17 49 13
85 CA BB 52 91 48 59

A2 14 8B CF 57 DE BO 48 5F 6C
84 04 49 5F 1C CA



CA SignedData message with no content or signature, containing only
Alices's and Carl's certificates.

0 30 1672: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

(PKCS #7)
15 A0 1657: (0] {
19 30 1653: SEQUENCE {
23 02 1: INTEGER 1
26 31 0: SET {}
28 30 11: SEQUENCE {
30 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
: +
41 AQ 1407: [6] {
45 30 667: SEQUENCE {
49 30 602: SEQUENCE {
53 A0 3: (0] {
55 02 1: INTEGER 2
: }
58 02 1: INTEGER 1
61 30 9: SEQUENCE {
63 06 T: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
72 30 18: SEQUENCE {
74 31 16: SET {
76 30 14: SEQUENCE {
78 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 Hid-at (2 5 4))
83 13 7: PrintableString 'CarlDSS'
: }
+
: }
92 30 30: SEQUENCE {
94 17 13: UTCTime '990816225050Z'
1609 17 13: UTCTime '3912312359597'
: }
124 30 18: SEQUENCE {
126 31 16: SET {
128 30 14: SEQUENCE {
130 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
135 13 7: PrintableString 'CarlDSS'
: }
+

}



144 30 439: SEQUENCE {
148 30 299: SEQUENCE {
152 06 T: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
161 30 286: SEQUENCE {
165 02 129: INTEGER
: 00 B6 49 18 3E 8A 44 C1 29 71 94 4C
01 C4 12 C1 7A 79 CB 54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 B1
C8 71 4B C7 45 CO 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 5F B9
: AD E1 08 D4 6D 29 2D D6 E9
297 02 21: INTEGER
: 00 DD Cl1 2F DF 53 CE 0B 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
320 02 128: INTEGER
: OC EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 OD EB 46 59 3C
56 0B 2B 5B OC 91 CE A5 62 52 69 CA
E1 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 OB C7 CD FoO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA 7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B 0A

}
: }
451 03 133: BIT STRING O unused bits, encapsulates {

455 02 129: INTEGER

: 00 99 87 74 27 03 66 AO B1 CO AD DC
2C 75 BB E1 6C 44 9C DA 21 6D 4D 47
6D B1 62 09 ES D8 AE 1E F2 3A B4 94
Bl A3 8E 7A 9B 71 4E 00 94 C9 B4 25
4E B9 60 96 19 24 01 F3 62 O0C FE 75
Co FB CE D8 68 00 E3 FD D5 70 4F DF
23 96 19 06 94 F4 B1 61 8F 3A 57 Bl
08 11 A4 OB 26 25 FO 52 76 81 EA OB
62 0D 95 2A E6 86 BA 72 B2 A7 50 83
OB AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A

}

587 A3 66; [3] {



589
591
593

598
601
603
605

608
610

615
618
620

624
626

631
633

655
657

666
669
671

693

30
30
06

01
04
30
01

30
06

01
04
03

30
06

04
04

30
06

03
30
02

02

64:
15:

= W o

14:

N

29:

22:
20:

(o)

48:
45:
20:

21:

SEQUENCE {
SEQUENCE

{

OBJECT IDENTIFIER

basi
(X.5

cConstraints (2 5 29 19)
09 1did-ce (2 5 29))

BOOLEAN TRUE

OCTET
SE

}

}
SEQUENCE

STRING, encapsulates {
QUENCE {
BOOLEAN TRUE

}

{

OBJECT IDENTIFIER

keyU
(X.5

sage (2 5 29 15)
09 1did-ce (2 5 29))

BOOLEAN TRUE

OCTET
BI

}

X
SEQUENCE

STRING, encapsulates {
T STRING 1 unused bits
'1100001'B

{

OBJECT IDENTIFIER

subj
(X.5
OCTET

ectKeyIdentifier (2 5 29 14)
09 did-ce (2 5 29))
STRING, encapsulates {

OCTET STRING

70 44
3D 20
}
}
}
}

}
SEQUENCE {

3E 82 2E 6F 87 DE 4A D3 75 E3
BC 43 2B 93 F1 1F

OBJECT IDENTIFIER

dsaWithSha
(ANSI X9.5
}

BIT STRING O u
SEQUENCE {
INTEGER

6B A9

C9 06
INTEGER

00 8F

4D 12

1 (1 2 840 10040 4 3)
7 algorithm)

nused bits, encapsulates {
FO 4E 7A 5A 79 E3 F9 BE 3D 2B
37 E9 11 17 Al 13

34 69 2A 8B B1 3C 03 79 94 32
1F CE 89 FB 46 B2 3B



716
720
724
726

729
733
735

744
746
748
750

755

764
766
781

796
798
800
802

807

817
821
825

834
838

30
30
A0
02

02
30
06

30
31
30
06

13

30
17
17

30
31
30
06

13

30
30
06

30
02

732:
667:

18:
16:
14:

30:
13:
13:

19:
17:
15:

438:
299:

286:
129:

SEQUENCE {
SEQUENCE {

(o] {
INTEGER 2
}

INTEGER 200

SEQUENCE {
OBJECT IDENTIFIER

dsaWithShal (1 2 840 10040 4 3)

(ANSI X9.57 algorithm)

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 1id-at (2 5 4))
PrintableString 'CarlDSS'
}
}
}
SEQUENCE {

UTCTime '990817011049Z'
UTCTime '3912312359597'

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'AliceDSS'
}
+
}
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
dsa (1 2 840 10040 4 1)
(ANSI X9.57 algorithm)
SEQUENCE {
INTEGER
Q0 81 8D CD ED 83 EA OA
48 28 A3 E4 47 93 DD OE
53 C5 AB 84 08 4F FF 94
OC D6 F3 44 48 D1 FE 9F
2F E1 D9 30 C8 36 DE 3F
DC 5F 69 8A E4 75 DO 37
9B DE A7 5E F9 FC F4 9F
8B 54 F1 3F BO 07 08 47
C3 B5 B3 E3 55 08 75 D5

9E
D7
El
AF
9B
oC
2F
4D
39

A8
73
A4

91
DD
5D
76

3E
OE
48
Al
B7
08
43
88
10

Cc2
EC
TE
89
4C
95
A8
C3
C4
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78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
970 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
993 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
: +
124 03 132: BIT STRING O unused bits, encapsulates {

128 02 128: INTEGER

: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 AO 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}
: }
1259 A3 129: [3] {
1262 30 127: SEQUENCE {
1264 30 12: SEQUENCE {
1266 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 Hid-ce (2 5 29))
1271 01 1: BOOLEAN TRUE
1274 04 2: OCTET STRING, encapsulates {
1276 30 0: SEQUENCE {}
: }
: }
1278 30 14: SEQUENCE {
1280 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
285 01 1: BOOLEAN TRUE

=

288 04 4: OCTET STRING, encapsulates {
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31:

24:
22:
20:

29:

22:
20:

31:

24:
22:
20:

48:
45:
20:

21:

BIT STRING 6 unused bits
'11'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 Hid-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 did-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 1id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] 'AliceDSS@example.com'
+

}

+
+
}
}
SEQUENCE {

OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45
INTEGER
00 9F 61 53 52 54 0B 5C B2 DD DA E7
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76 1D E2 10 52 5B 43 5E BD

+
}
}
: +
219: [1] {
216: SEQUENCE {
153: SEQUENCE {
9: SEQUENCE {
T: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
18: SEQUENCE {
16: SET {
14: SEQUENCE {
3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
7: PrintableString 'CarlDSS'
: }
+
: }
13: UTCTime '990827070000Z'
105: SEQUENCE {
19: SEQUENCE {
2: INTEGER 200
13: UTCTime '990822070000Z'
: +
19: SEQUENCE {
2: INTEGER 201
13: UTCTime '990822070000Z'
: +
19: SEQUENCE {
2: INTEGER 211
13: UTCTime '990822070000Z'
: }
19: SEQUENCE {
2: INTEGER 210
13: UTCTime '990822070000Z'
: +
19: SEQUENCE {
2: INTEGER 212
13: UTCTime '990824070000Z'
: +
}
: }
9: SEQUENCE {

T OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)



5.

02

31

47
44
20:

20:

Enveloped-data

}
BIT STRING O unused bits, encapsulates {

SEQUENCE {
INTEGER
7TE 65 52 76 33 FE 34 73 17 D1 F7 96
F9 A0 D4 D8 6D 5C 7D 3D
INTEGER
02 7A 5B B7 D5 5B 18 C1 CF 87 EF 7E
DA 24 F3 2A 83 9C 35 Al

5.1 Basic encrypted content, TripleDES and RSA

An EnvelopedData from Alice to Bob of ExContent using TripleDES for
encrypting and RSA for key management. Does not have a OriginatorInfo.

0 30 286:
4 06

15 A0 271:
19 30 267:
23 02

26 31 192:
29 30 189:
32 02

35 30 38:
37 30 18:
39 31 16:
41 30 14:
43 06
48 13

57 02 16:
75 30 13:

9:

SEQUENCE {
OBJECT IDENTIFIER
envelopedData (1 2 840 113549 1 7 3)
(PKCS #7)

SEQUENCE {
INTEGER ©
SET {

SEQUENCE {

INTEGER ©
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 1id-at (2 5 4))
PrintableString 'CarlRSA'
}
+
}
INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO

}
SEQUENCE {



77 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)

: (PKCS #1)
88 05 0: NULL

: }
90 04 128: OCTET STRING

OB 71 oD E6 71 88 88 98 B6 96 C1 8F
70 FD A2 27 DE DA E1 EF 24 6C A4 33
DF AC EOG E9 9D A2 D3 2C 7A CD 80 BS8
99 9E E6 5F Bl 41 B3 72 16 83 E7 FA
2A 00 8B C7 73 35 78 26 D6 C7 CF 8C
0C 56 DB A5 76 9D 08 38 OE F3 F9 D4
91 43 58 78 DC 49 B6 EC EE 6C 68 33
A3 21 1D FO6 28 78 1F F7 5D F6 07 73
4D DF AD 69 31 20 4B 48 A9 75 22 6E
36 79 15 63 8F CC EB 9D A3 28 Al D1
2C 57 F4 DA 1A 2C 75 1F

}
: +
221 30 67: SEQUENCE {
223 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
234 30 20: SEQUENCE {
236 06 8: OBJECT IDENTIFIER
: des-EDE3-CBC (1 2 840 113549 3 7)
(RSADSI encryptionAlgorithm
: (1 2 840 113549 3))
246 04 8: OCTET STRING
: 2D 68 C5 E9 47 06 51 35
: }
256 80 32: [0]
: OE C8 92 7F C6 7D 3F 8D CB AD 8E OE
C5 49 3A EB 47 2E D6 55 DE 09 21 4E
48 EA 4E 27 Bl 6E 57 25
}

}
}
}

5.2 Basic encrypted content, RC2/128 and RSA

Same as 5.1, except using RC2/128 for encryption and RSA for key

management. An EnvelopedData from Alice to Bob of ExContent using
RC2/40 for encrypting and RSA for key management. Does not have a
OriginatorInfo or any attributes.

O 30 291: SEQUENCE {

4 06 9: OBJECT IDENTIFIER
envelopedData (1 2 840 113549 1 7 3)
(PKCS #7)

15 AO 276: [0] {



19 30 272: SEQUENCE {

23 02 1: INTEGER 0
26 31 192: SET {
29 30 189: SEQUENCE {
32 02 1: INTEGER 0
35 30 38: SEQUENCE {
37 30 18: SEQUENCE {
39 31 16: SET {
41 30 14: SEQUENCE {
43 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
48 13 7: PrintableString 'CarlRSA'
: }
}
: }
57 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO
: }
75 30 13: SEQUENCE {
77 06 9: OBJECT IDENTIFIER
: rsabEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
88 05 0: NULL
: }
90 04 128: OCTET STRING

85 42 BE E3 OB 2E E5 OF 09 AA 24 CA
DE DA C1 D3 09 B8 27 2B 25 CB D5 71
FB C9 9C DB FO B2 6E AO 8A 5F 1C 9D
4A ED 98 9D 15 39 26 01 1A 2E 6B FO
44 39 89 37 3C 6F C7 4A 61 0B 0B 27
77 AA F9 D4 97 A4 D2 21 3F C2 3F 20
D4 DC 10 ES D6 3F 00 DB 9C 82 47 D6
7E 96 FF 12 6E 87 84 AO BA ED 81 OF
56 6D A6 1D EB AB C3 B7 Al B9 F8 5F
8B CC 1B 4A E5 14 36 06 61 DO C7 64
5F 69 67 91 A9 50 EE D8

}
: }
221 30 T2: SEQUENCE {
223 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
234 30 25: SEQUENCE {
236 06 8: OBJECT IDENTIFIER rc2CBC (1 2 840 113549 3 2)
: (RSADSI encryptionAlgorithm
: (1 2 840 113549 3))
246 30 13: SEQUENCE {
248 02 1: INTEGER 58

251 04 8: OCTET STRING
: E8 70 81 E2 EF C5 15 57



}
: }
261 80 32: [0]
: 06 53 OA 7B 8D 5C 16 0D CC D5 76 D6
8B 59 D6 45 8C 1A 1A 0C E6 1E F3 DE
43 56 00 9B 40 8C 38 5D

}
}
}

5.3 S/MIME application/pkcs7-mime encrypted message

A full S/MIME message, including MIME, that includes the body part from
5.1

MIME-Version: 1.0
Message-Id: <00103112005203.00349@amyemily.ig.com>
Date: Tue, 31 Oct 2000 12:00:52 -0600 (Central Standard Time)
From: Userl
To: User2
Subject: Example 5.3
Content-Type: application/pkcs7-mime;
name=smime.p7m;
smime-type=enveloped-data
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7m

MIIBHgYJKoZIhvcNAQcDoIIBDzCCAQsCAQAxgcAwghbOCAQAWIjASMRAWDgYDVQQDEwdDYXJIsUINB
AhBGNGVHgABWVBHTb17NXXHQMAOGCSqGSIb3DQEBAQUABIGAC3EN5NGIiJi21sGPcP2iJ97a4e8k
bKQz36zg6Z2710yx6zYC4A4mZTmX7FBs3IWg+f6KgCLx3M1eCbWx8+MDFbbpXadCDg08/nUkUNYeNxJ
tuzubGgzoyEd8Ch4H/dd9gdzTd+taTEgS0ipdSIJuNnkVY4/M6527KKHRLFfO02hosdR8wQwY JKoZI
hvcNAQcBMBQGCCqGSIb3DQMHBAgtaMXpRwWZRNYAgDsiST8Z9P43LrY40xUk660cul1XeCSFOSOpO
J7FuVyU=

6. Digested-data

A DigestedData from Alice to Bob of ExContent using SHA-1.

0 30 94: SEQUENCE {
2 06 9: OBJECT IDENTIFIER digestedData (1 2 840 113549 1 7 5)

(PKCS #7)

13 A0 81: [0] {
15 30 79: SEQUENCE {
17 02 1: INTEGER 0
20 30 7: SEQUENCE {
22 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)

: (0IW)

}

29 30 43: SEQUENCE {



31

42
44

74

06

AO
04

04

30:
28:

20:

OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)
(o] {
OCTET STRING 'This 1is some sample content.'
}
+
OCTET STRING
40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 CO 22 96 87 DD 48
}
}
}

7. Encrypted-data

7.1 Simple EncryptedData

An EncryptedData from Alice to Bob of ExContent with no attributes.

(0]
2

13
15
17
20
22

33
35

45

55

30
06

AQ
30
02
30
06

30
06

04

80

87:
9:

74:
72:

67:

20:

32:

SEQUENCE {
OBJECT IDENTIFIER
encryptedData (1 2 840 113549 1 7 6)
(PKCS #7)
(el {
SEQUENCE {
INTEGER 0
SEQUENCE {
OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)
SEQUENCE {
OBJECT IDENTIFIER
des-EDE3-CBC (1 2 840 113549 3 7)
(RSADSI encryptionAlgorithm
(1 2 840 113549 3))
OCTET STRING
B3 6B 6B FB 62 31 08 4E
}
[0]
FA FC ED DB 3F 18 17 1D 38 89 11 EA
34 D6 20 DB F4 C3 D9 58 15 EF 93 3B
9A F5 D7 04 F6 B5 70 E2

}
}
}

The TripleDES key is:

73 7c 79 1f 25 ea dO e® 46 29 25 43 52 f7 dc 62
91 e5 cb 26 91 7a da 32

7.2 EncryptedData with unprotected attributes



An EncryptedData from Alice to Bob of ExContent with unprotected
attributes.

0@ 30 149: SEQUENCE {
3 06 9: OBJECT IDENTIFIER
: encryptedData (1 2 840 113549 1 7 6)

(PKCS #7)
14 A® 135: [0] {
17 30 132: SEQUENCE {
20 02 1: INTEGER 2
23 30 67 SEQUENCE {
25 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
36 30 20: SEQUENCE {

38 06 8: OBJECT IDENTIFIER
: des—-EDE3-CBC (1 2 840 113549 3 7)
(RSADSI encryptionAlgorithm
(1 2 840 113549 3))

48 04 8: OCTET STRING
: 07 27 20 85 90 9E BO TE
: }

58 80 32: [0]

D2 20 8F 67 48 8A CB 41 E4 22 68 5D
BE 77 05 52 26 ED E3 01 BD 00 91 58
A7 35 6E BC 4B A2 07 33

: +
92 Al 58: [1] {
94 30 56: SEQUENCE {
96 06 3: OBJECT IDENTIFIER 'l 2 5555
101 31 49: SET {
103 04 47: OCTET STRING
: '"This is a test General ASN Attribut'
'e, number 1.'
}
}
+

8. Security Considerations

Because this document shows examples of S/MIME and CMS messages,
this document also inherits all of the security considerations from
[SMIME-MSG] and [CMS].

The Perl script in Appendix B writes to the user's local hard drive. A
malicious attacker could modify the Perl script in this document. Be
sure to read the Perl code carefully before executing it.



A. References

A.1 Normative References

[CMS] Cryptographic Message Syntax (CMS), RFC 3369.

[PKIX] PKIX Certificate and CRL Profile, RFC 3280.
[SMIME-MSG] S/MIME Version 3 Message Specification. RFC 3851.
A.2 Informative References

[DVCS] PKIX Data Validation and Certification Server Protocols,
RFC 3029.

B. Binaries of the Examples

This section contains the binaries of the examples shown 1in the rest of
the document. The binaries are stored in a modified Base64 format.
There 1is a Perl program that, when run over the contents of this
document, will extract the following binaries and write them out to
disk. The program requires Perl.

B.1 How the binaries and extractor works

The program in the next section looks for lines that begin with a '|'
character (or some whitespace followed by a '|'), dignoring all other
lines. If the 1line begins with '|', the second character tells what
kind of line 1t -1s:

A line that begins with |* is a comment

A line that begins with |> gives the name of a new file to start

A line that begins with |< tells to end the file (and checks the

file name for sanity)
A line that begins with |anythingelse is a Base64 line

The program writes out a series of files, so you should run this in an
empty directory. The program will overwrite files (if it can), but won't
delete other files already in the directory.

Run this program with this document as the standard input, such as:
./extractsample.pl <draft-ietf-smime-examples

If you want to extract without the program, copy all the lines between
the "|>" and "|<" markers, remove any page breaks, and remove the "|"

in the first column of each line. The result is a valid Base64 blob that
can be processed by any Base64 decoder.

B.2 Example extraction program

#!/usr/bin/perl


https://datatracker.ietf.org/doc/pdf/rfc3369
https://datatracker.ietf.org/doc/pdf/rfc3280
https://datatracker.ietf.org/doc/pdf/rfc3851
https://datatracker.ietf.org/doc/pdf/rfc3029
https://datatracker.ietf.org/doc/pdf/draft-ietf-smime-examples

# CMS Samples extraction program. v 1.1

# Get all the input as an array of lines
@A1lIn = (); while (<STDIN>) { push(@AllIn, $_) }

$Base64Chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqgr'
'stuvwxyz0123456789+/=";
$LineCount = 0; $CurrFile = '';

foreach $Line (@A1lIn) {

$LineCount++; # Keep the line counter for error messages
$Line =~ s/M\s*x//; # Get rid of leading whitespace
chomp($Line); # Get rid of CR or CRLF at the end of the line
if(substr($Line, 0, 1) ne '|') { next } # Not a special line
elsif(substr($Line, 1, 1) eq '*') { next } # It is a comment
elsif(substr($Line, 1, 1) eq '>"')

{ &StartNewFile(substr($Line, 2)) } # Start a new file
elsif(substr($Line, 1, 1) eq '<")

{ &EndCurrFile(substr($Line, 2)) } # End the current file
else { &DoBase64(substr($Line, 1)) } # It is a line of Base64

sub StartNewFile {
$TheNewFile = shift(@_);
if(SCurrFile ne '"') { die "wWas about to start a new file at "
"line $LineCount, but the old file, $CurrFile, was open\n" }
open(OUT, ">$TheNewFile") or
die "Could not open $TheNewFile for writing: $!\n";
binmode(OUT); # This is needed for Windows, is a noop on Unix
$CurrFile = $TheNewFile;
$LeftOver = 0; # Amount left from previous Base64 character
$NextPos = 0; # Bit position to start the next Base64 character
# (bits are numbered 01234567)
$0utString = ''; # Holds the text going out to the file

sub EndCurrFile {

$FileToEnd = shift(@_);

if(SCurrFile ne $FileToEnd) { die "Was about to close "
"$FileToEnd at line $LineCount, but that name didn't match "
"the name of the currently open file, $CurrFile\n" }

print OUT $OutString;

close(0OUT);

$CurrFile = '';

sub DoBase64 {
$TheIn = shift(@_);
if($CurrFile eq '') { die "Got some Base64 at line $LineCount, "
"but appear to not be writing to any particular file.\n" }



@Chars = split(//, $TheIn); # Make an array of the characters

foreach $ThisChar (@Chars) {

# $ThisVal is the position in the string and the Base64 value
$ThisVal = index($Base64Chars, S$ThisChar);

if($ThisvVal == -1) { die "At line $LineCount, found the "
"character $ThisChar, which is not a Base64 character\n" }
if($Thisval == 64) { last } # It is a "=", so we're done

if (SNextPos == 0 ) {
# Don't output anything, just fill the left of $LeftOver
$LeftOver = $ThisVal * 4;
$NextPos = 6;

} elsif ($SNextPos == 2) {

# Add S$ThisVal to $LeftOver, output, and reset

$0utString .= chr(SLeftOver + $Thisval);
$LeftOver = 0;
$NextPos = 0;

} elsif ($NextPos == 4) {
# Add upper 4 bits of $ThisVal to $LeftOver and output
$Upper4 = ($ThisVal & 60);
$0utString .= chr(SLeftOver + ($Upper4d/4));
SLeftOver = (($ThisVal - $Upper4d) * 64);
$NextPos = 2;

} elsif (SNextPos == 6) {
# Add upper 2 bits of $ThisVal to S$LeftOver and output
SUpper2 = ($Thisval & 48);
$0utString .= chr(SLeftOver + (SUpper2/16));
SLeftOver = (($Thisval - $Upper2) * 16);
$NextPos = 4;

} else { die "\$NextPos has an illegal value: $NextPos." }

}
C. Examples 1in order of appearance

From Section 2.1

**x*xExContent.binxxx

| * Section 2.1

| >ExContent.bin

| VGhpcyBpcyBzb211IHNhbXBsZSBjb250ZW50Lg==
| <ExContent.bin

From Section 2.2

*x**xAlicePrivDSSSign.pri*xx*

| * Example AlicePrivDSSSign.pri

| >AlicePrivDSSSign.pri
|[MIIBSWIBADCCASsGByqGSM44BAEwggEeAoGBAIGNZze2D6gqeOT7CSCij5EeT3Q7XqA7sU8
|WrhAhP/5ThcO@h+DNbzREjR/p+vpKGIL+HZMMg23j+bv7dM3F9piuR10DcMkQiVm96nXvn8



| 938v3U00i1TxP7TAHCEANXYjDw7Wz41UIddU5dhDEelL3/nbCElzfy5FEbteQJd1llzzflvbAh
| UA4kemGkVmuBPG20+4NyErYov3k80CgYAmMONAUiTKqOfs+bdLLWWpMdiM5BAI1XPLLG]DD
|H1Bd3ZtZ4s2gBT1YwHUiNrhuB699ikIlp/R1z00IXks+kPht6pzJIYo7dhTpzi5dowfNI4
|W4LzABTG1JiRGINKS9+MiVSINWteL5c+waYTYfEX/Cve3RUP+YdMLRgUpgObo20QQXAhUA
| UBRGOaXIRgcuOP561pIH8IqFiT8=

| <AlicePrivDSSSign.pri

*x**xAlicePrivRSASign.pri*xx*

| * Example AlicePrivRSASign.pri

| >AlicePrivRSASign.pri
|[MIICdgIBADANBgkghkiGOwOBAQEFAASCAMAwggIcAgEAAOGBAOCIczmN2PX16Id20X90sA
|W7U4PeD7er3H3HdSKNBS5tEt+mhibUOm+qWCn81+z6g LEPMIC+sVCeRkTxLLVYMs/GaG8H
| 2bBgrL7uNAlqE/X3BQWT3166NVbZYf8Zf8mB5vhs6odAcO+sbSx0Ony36VTg5mXcCpkhSjE
| 7zVzhXdFdfAgMBAAECgYAApPAPDJOd2NDRspoaleUkBSy6KOshissfXSAlgi5H3NvI11ujN
| FZBgJzFHNWRN1c1nY860nlaslzduHO40vygt9DmQbzTYbghblWVq2EHZE9CtOVT7+M8v/Ke
|QDCzOFo0+38Y6idjeweVfTLyvehwYifQRmXskbr4saw+yRRKt/IQIBAPbWACIhTF8KcP8n
| /OWzUGqd5Q+1hZbGQPqoCrSbmwxVwgEd+TeCihTI8pMOks21ZiG5PNIGVv7RVMcncrcqYLd
| ECQQDo3rARIQNSALEB3oromFD1d3dhpEWTawhV1lnNd9MhbEpMic4t/03B/9aSqu3T9PCIq
| 2jiRKoZbbBTorkye+o4vAKEA1Ozwh5sXf+4bgxsUtgtqkF+GI1Hht6B/9eSI41m5+R6b0OY
| L30CIT1yKxJIZi6PV1Tt/0eILLIURYjdZNR56VN8QJIALPAKW/qgzYUi6tBuT/pszSHTyOTx
| nERIZHPXKY9+RozsFd7kUbOU5yyZLVV1eyTqo2IfPmxNZOERO+G+6YMCgwIAWIjZoVA4hG
|qrA7y730vOnG+4tCol+/bkBS9u40iJIWILIZ7QqlCTyr9AcewhIcV/+wLpIZa4M83ixpXu
|b41fKA==

| <AlicePrivRSASign.pri

***BobPrivRSAEncrypt.prix*x

| * Example BobPrivRSAEncrypt.pri

| > BobPrivRSAEncrypt.pri
|MIIChQIBADANBgkghkiGOwOBAQEFAASCAMAwggIcAgEAAOGBAKNhZ5g/0dVf8qCTQV6emeY
|mFyDVdmpFb+x0B2h1lwJhcPvaUi0DWFbXqYZhRBXM+3twg7CcmRUB1pN235ZR572akzJIKN/
| 07uvRgGGNjQyywcDWVL8hYsxBLjMGAgUSOZPHPtdYMTgXB9TO39T2GkB8QX4enDRvVoOPGXz
| jPHCyqaqfrAgMBAAECgYBnzUhMmg2PmMIbZ f8ig5xt8KYGHbztpwOI1lPIcaw+LNd40gngw
| yte6alatd8brUX1lweQqg9P5F4Kmy9Bnah5jWMIRO5PxZbMHGA9ypkdB8MKCixQheIXFD/A
| oHPfD6bRSeTmPWF1h5HEUYHDO9sBVf+iU708AsmAX2EANYh9sDGQJIBANDDIsbeopkYdo+N
| vKZ11mY/1I1FUox29XLE6/BGmVE+XKpVC5va3wtt+Pw7PAhDk7Vb/s7q/WiEI2Kv8zHCue
| UCQQDQUfweIrdb7bWOAcjXq/JY1PeClPNTqB1lFy2bKKB1f4hAr84/sajBO+EORIKTFEILVH
| IdxJATKKICnwIATEYH2PAKAOUMTISChXdNdVUN5qS08bKlocSHseIVnDYDub1l6nA7xhmqu
| 5iUjiEzuUJiEiUacUgFJ1laV/4jb0SnI3vQgLeFAKEANi+zN5r7CwZdV+EJIBqRd2ZCWBgV f
| JAZAcpw6iIWchw+dYhKIFmioNRobQ+g4wIhprwMKSDIETukPj3d9NDA1BwIAVXxhnlgrSta
| vCunrnVNgqcBU+B108BiR4yPWnLMcRSYFRVJIQA7HCp8J1DV6abXd8vPFfXuCOWN7rOvTKF8
| YOZB9gANMASGA1UdDzEEAWIAEA==

| <BobPrivRSAEncrypt.pri

*x*xCar lPrivDSSSign.prix*x

| * Example CarlPrivDSSSign.pri

| >Car1lPrivDSSSign.pri
|[MIIBSgIBADCCASsGByqGSM44BAEwggEeAoGBALZIGD6KRMEpcZRMACQSWXp5y1RNgx6B+8
| ZMsw6UCQbrAdSxyHFLXOXAUCVdnPza5G3T40ZIhIJ9uhWVShb2Ru3d9pjSu36KCoq6Fnu5



| UAFTk4vrJRVR11Xcj1MOEKLQ/HC3zTBU/dreqKoitaGvi8wCiOeLcF+5reEI1GOpLdbpAh
| UA3cEv31P0CzRgdz4CpL+KXZi5ENUCEgYAMT7 lebS73atgdqdDdPVX+d7bxhDetGWTXxWCytb
| DJHOpWISacrhbT69v/7ht7krYTyty65F4wasjCKAdnESHC8fN8BzZtU5dc96vDskdWlH1TO
| RSNVpzgn9GUR+pQhacSOuKeWGO1S9TIKkRjH4a401gGI fgpwO+64HXwWQsRjZVKbCgQWAhQZ
| szilIWIXUOV/uT4IRnjRPrXlcg==

| <CarlPrivDSSSign.prii

*x*xCar lPrivRSASign.prix*x

| * Example CarlPrivRSASign.pri

| >CarlPrivRSASign.pri
|[MIICdgIBADANBgkghkiGOwOBAQEFAASCAMAwggIcAgEAAOGBAORL /xi4JFfOd/9uc3uTcV
| y8MxqSknIj2EFGOMOROgSzjq+Cnb1RHhd68NnYsK4Y5p73XjRpT70QAlejsojax7eJQ4jId
| ij+fmSWPUE6ruX3V1imXaFgDFvg6uRFvvXvSnKcuC3axE6aqTlCkO+BjWyFde8nbE8hFgOL
| kbPB2XyWrxAgMBAAECZYEArnPkW19bZ1rJ18bvOF9TISovYv7eKZp6hmc2531ieHU9c6C8
| KQ7zj73Dycm2+LrWE5vD13rKavC4hWVOD72nqPdUBkG969wgd5DfYZuab3Te6jvUnIdg7X
| aE8WowN9XgkBb4gE fDGWvtdXe6Sud5t1OCRztfG8gcq8vo9SY/pIECQQD/3wmgVgtCUpTE
| TZ0zsEm73ueBfSiZOLFIugs54Rx7IhgztkD2v9yuHdChrQRxWmEKbjvOMNo2n2U1lKbunDn
| SLAKEA5GLoGF /5V9B8ZokPumMdcssgpIF2ZInNfdHCI6kurHpWmoUH2TADowOr f41SUCQB
| ghsHHYBMt817Vve2wn6rcwJAVzZsj4wEdmy2104kRAD4g0KvQgGpDxSE+OcA4I+MI6QtX6
| LLbbVjwK1E6XaRpx1ILkb4d4VLO4cE8K/S2FQmMLIQJIAZKEPrFVOG7ONYXsXA82w5qcZHYCv
| SUFI2Bq2iBSgLHrFdtQPDh96KrJuNwSrOUVzukaoD42CXyIUBc+io/N8gwIJAJh4dHKGYK+
| TbOOhXbmtzGYhhOvpOSjaLR2hdUOsm4+p9m051qa97q0sud LE9gNARqE6PWgMANNh1UC6gN
| OW2N+g==

| <CarlPrivRSASign.pri

**x*DianePrivDSSSign.pri*xx*

| * Example DianePrivDSSSign.pri

| >DianePrivDSSSign.pri
|[MITBSWIBADCCASsGByqGSM44BAEwggEeAoGBALZIGD6KRMEpcZRMACQSwWXp5y1RNgx6B+8
| ZMsweUCQbrAdSxyHFLXOXAUCVdnPza5G3T40ZIhIJ9uhWVShb2Ru3d9pjSu36KCoq6Fnu5
| UAFTIk4vrJRVR11Xcj1MOEKLQ/HC3zTBU/dreqKoitaGvi8wCiOeLcF+5reEI1GOpLdbpAh
| UA3CEV31P0OCzRgdz4CpL+KXZi5ENUCgYAMTlebS73atgdqdDdPVX+d7bxhDetGWTxWCytb
| DJHOpWISacrhbT69v/7ht7krYTyty65F4wasjCKAnESHC8fN8BzZtU5dc96vDskdWlH1TO
| RSNVpzgqn9GUR+pQhacSOuKeWGO1S9TIKkRjH4a401gGI fgpwO+64HXwWQsSRGZVKbCgQXAhUA
| LpX54MHgQSOYD4tCUpMq5h40ISk=

| <DianePrivDSSSign.pri

**x*DianePrivRSASignEncrypt.prix*x

| * Example DianePrivRSASignEncrypt.pri

| >DianePrivRSASignEncrypt.prii
|MITCdwIBADANBgkghkiGOwOBAQEFAASCAMEwggIdAgEAAOGBANbOUMBWXkw1l70rP6Nny7om
| L680YYO1lP/sZJaF/Qg4ZkkggrQ9nz7RMgLIwbxfiYDgXadz+ygLHCW80oNCI9tS3KAqT7+LIK
| TBk/B9ugwWAet35n996xw2BIrEXX+MbvCDchk®fu8HM1crACXxPMRw15H5Qq3g/HbdGlki0
| QdLV3NKMCFAgMBAAECgYA9vc3CDMEUWOVNV2AjBCvFazWllkUj /Gl9kzwPOyWWumJSQUKW
|z/5YgI/rsYy91A110Dp3RSSeDOuGgMOsIRFxRO0OyqKkurBfSo4QlY7W8Lx7d9iH/FSAKW/
| GAL9VBDj Ik99RKMp65SdgZjj85jWKOgPWwMIJIKT5MPXBZFTu5a2QQJIBAP04POrR1TLCRYBNB
| kg2NRDO3Hf+WIOQI1AtwyRqv6ZCU8rDVXO8ZhVChkIGuvQV2UrMi2Kh8j1R/AHIPNnVoc7
| UCQQDhOucRVwaucpUiFqoCtFrtTp2CEU+WPIbJEI1WezFleWnndWg4AEsu0iYy3bHi4CxU



| gAplutFmlhuwDgB+0OruRAKEAr7a82yJzQOHstLVnqaGZ/0/Sjvod++Upi/4K39TIX1lclCl
|0r 1IAmgV1vFsWL8IL4ILeMHtaHns//EwKVfrBIcqQIBALmYQfwIUB9zYIoBonxSiiBa6iyJ
| 2aUZ3ZTGG8MIwIJIR504rmhncc+3pHSfU+GwD3asdCHulrH/pgpvxiYpx22ECQAEHIZd fem
| Co/VpcB9+03vfisTR9/OuRvbBzdMjEVj9YRTAGKLOsacyz9z98rMe4G2WhFjk5sONOfc/N
| xaxsv+U=

| <DianePrivRSASignEncrypt.prii

From Section 2.3

**xAliceDSSSignByCarlNoInherit.cer*xx

| * Example AliceDSSS1ignByCarlNoInherit.cer

| >AliceDSSSignByCarlNoInherit.cer
|[MIIC3DCCApugAwIBAgICAMgwCQYHKoZIzjgEAZASMRAWDZYDVQQDEWADYXJSRFNTMB4XDT
| kKSMDgxNzAXMTAOOVOoXDTM5MTIZMTIZNTk10VowEZERMAS8GALIUEAXMIQWXpY2VEU1MwggG2
|MIIBKwYHKoZIZjgEATCCAR4CEYEAgY3NTYPqCp45PsIIKKPKR5PdDteoDuxTxauECE/ /10
| FZSH4M1vNESNH+n6+koYkv4dkwyDbeP5u/t0zcX2mK5HXQNwyRCIWb3qde+fzOny/dQ61iL
| VPE/sSAcIRO1diMPDtbPjVQh11T12EMR4vf+dsISXN/LKURUu15AmWXPN+W9sCFQDiR6YaRW
| a4E8baj7g3IStii/eTzQKBgCY40BSIMgo5+z5t2UtZakx2IzkEAjVc8ssaMMMeUF3dmlnii
| zaoFPVjAe6I2uG4Hr32KQiWn9HXPSgheSz6Q+G3gnMkhijt2FOnNOL12jB80jhbgvMAF8bU
|[mJEYk2RL34yJIVKU1lal4v1z7BphNh8Rf8K97dFQ/5hOwtGBSmA5UjY5A4GEAAKBgFZzjuVpl
| FIYLgXrd4z+pT7Kxe3L23EXEOphaJKBEj2TSGZ3V1EXI9Q1tv5VG/+onyohs+JHO9B41bY8
| i7RaWgSuOF1s4GgD/0I34a81iSrUxq4JwOe7wi/ZhSAXGKsZfoVi/G7NNTS1jf2YUeyxDKE
| 8H5BQP1Gp2NOM/K14vTyg+W404GBMH8WDAYDVROTAQH/BAIWADAOBgNVHQ8BAf8EBAMCBS
| AWHwYDVROjBBgwFoAUCEQ+gi5vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5sobPjwfft
| Q3CkzhMB4v3j1/7NMB8GALUJEQQYMBaBFEFsaWNTRFNTQGV4YW1wbGUuY29tMAKkGBYqGSM
| 44BAMDMAAWLQIUVQYKGRICK41xIjONg2qlPWdrvOUCFQCfYVNSVAtcst3a53Yd4hBSWONe
|vQ==

| <AliceDSSSignByCarlNoInherit.cer

*x**AliceRSASignByCarl.cer**x

| * Example AliceRSASignByCarl.cer

| >AliceRSASignByCarl.cer
|[MITCLDCCAZWgAWIBAgIQR]jRrx4AAVrwR024uxBCzsDANBgkghkiGOwOBAQUFADASMRAWDg
| YDVQQDEwdDYXJIsUUINBMB4XDTk5MDkxOTAXMDgON1oXDTM5MTIZMTIzZNTk10VowEZERMASG
| ALUEAXMIQWxpY2VSUOEwgZ8wDQYJIKoZIhvcNAQEBBQADEYOAMIGIAOGBAOCIczmN2PX161
| d20X90sAW7U4PeD7er3H3HdSKNBS5tEt+mhibUOm+qWCn81+z6g LEPMIC+sVCeRkTxLLVY
|Ms/GaG8H2bBgrL7uNAlqE/X3BQWT3166NVbZYf8Zf8mB5vhs60odAcO+sbSx0Ony36VTg5mX
| cCpkhSjE7zVzhXdFdfAgMBAAG] gYEwfzAMBgNVHRMBATSEA]AAMA4GA1UdDWEB /WQEAWIG
| WDAfBgNVHSMEGDAWgBTp4JAnrHggeprTTPICNO4i rp44uzAdBgNVHQ4EFgQUd9KOObdMio
| 9j zkWdzuw80Drj / 1AwHWYDVRORBBgWFOEUQWXpY2VSUOFAZXhhbXBsZS57b20wDQYJKoZI
| hveNAQEFBQADgYEAPNBHQEjME1iPylFxa042GFOEfoCxjU3MyqOPzH1WyLzPbrMcWakgqg
|WBgE41lradwFHUv9ceb0Q7pY9Jkt8ZmbnMhVN/OuiVdfUnT1lGsiNNRzUErsL2Tt0z3SpOLF
| 6DeKtNufZ+S9n/n+d0/q+e5jatg/SyUdtdgadq7rm9tIsCI=

| <AliceRSASignByCarl.cer

***xBObRSASignByCarl.cer*x*

| * Example BobRSASqignByCarl.cer
| >BobRSASignByCarl.cer



|[MIICIzCCAZCgAWIBAgIQR]jRrx4AAVrwR024uzV1xODANBgkghkiGOwOBAQUFADASMRAWDE
| YDVQQDEwdDYXJsUTINBMB4XDTk5MDkxOTAXMDkwMLoXDTM5MTIzMTIZNTk10VowETEPMAGOG
| ALUEAXMGQm9iUTINBMIGTfMAOGCSqGSIb3DQEBAQUAA4GNADCBi1QKBgQCp4WeYPznVX/Kgko
| FepnmJhcglXZqRW/sdAdoZcCYXD721ItA1hW16mGYUQVzPt7cIOwWnJkbgZaTdt+WUee9mp
|MySjfzu7rOYBhjYOMssHAL11S/IWLMQS4zBgIFEjmTxz7XWDE4FwfUIN/U9hpAfEF+HpwOb
| 6Dx184zxwsgmqn6wIDAQABo38wfTAMBgNVHRMBAf8EAjAAMA4GA1UdDWEB /WQEAWIFIDAT
| BeNVHSMEGDAWgBTp4JAnrHggeprTTPICNO4i rp44uzAdBgNVHQ4EFgQUEPS47912z19Qq8x
| GgKdOVWoYWtCQwHQYDVRORBBYWFIESQmM9iUINBQGV4YW1wbGUUY29tMAOGCSqGSIb3DQEB
| BQUAA4GBAHUOZsXXED8QIEyIcat7QGshM/pKld6dDltr LCEFWPLhfirNnJOIh/uLt359QW
|Hh5NZt+eIEVWFFvGQNRMChvV152R1kPCHWRbBdaD0S6qzxV+WBfZjmNZGj0d5390gcOync
| fIEH1/M28FAK3Zvet144ESv7V+qJba3JiNiPzyvT

| <BobRSASignByCarl.cer

*%x%xCar1lDSSSelf.cerxxx*

| * Example CarlDSSSelf.cer

| >Car1lDSSSelf.cer
|[MIICmzCCAlqgAwIBAgIBATAIBgcqhkjOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1IMwHhcNOT
| kwODE2Mj I1IMDUWWhcNMzkxMjMxMjM10TUSWjASMRAwWDgYDVQQDEWADYXJISRFNTMIIBtzCC
| ASsGByqGSM44BAEwggEeAoGBALZIGD6KRMEpcZRMACQSwWXp5y1RNgx6B+8ZMsweUCQbrAd
| SXyHFLXxOXAUCVdNnPza5G3T40ZIhIJ9uhWVShb2Ru3d9pjSu36KCoq6FnuSUAFIk4vrIRVR
| L1Xcj1MOEK1Q/HC3zTBU/dregKoitaGvi8wCiOeLcF+5reEI1GOpLdbpAhUA3CEV31P0OCZz
| Rgdz4CpL+KXZi5ENUCgYAM7lebS73atgdqdDdPVX+d7bxhDetGWTxWCytbDJIHOpWISacrh
|bT69Vv/Tht7krYTyty65F4wasjCKAnESHC8fN8BzZtU5dc96vDskdWIH1ITOR5NVpzgn9GUR
| +pQhacSOuKeWGO1S9TIkRjH4a401gGIfgpwO+64HXwQsRjZVKbCgOBhQACgYEAmMYdOJwNm
| oLHArdwsdbvhbESc2iFtTUdtsWIJ6diuHvI6tISx0456m3FOAJITItCVOUWCWGSQB82IM/n
| XA+87YaADj /dVwT98j LThkG1PSxYY86V7EIEaQLJiXwUnaB6gtiDZUg50a6¢crKnUIMLgifN
| G6INiZrXjRg5hD+LxVZNgHqjQjBAMASGA1UdEWEB /WQFMAMBAf8wDgYDVROPAQH/BAQDAE
| GGMBOGA1UdDgQWBBRWRD6CLM+H3krTdeM9ILxDK5PxHzAJBgcqhkjOOAQDAZAAMCOCFGuUp
| 8E56Wnnj+b49K8KGN+KRFEETARUA] zZRpKouxPAN51DINEh /01 ftGsjs=

| <CarlDSSSelf.cer

**xCar LRSASelf.cerxxx

| * Example CarlRSASelf.cer

| >CarlRSASelf.cer
|[MIIB6zCCAVSgAWIBAgIQR]jRrx4AAVrwR0O24un/JQIDANBgkghkiGOwWOBAQUFADASMRAWDg
| YDVQQDEwdDYXJIsUINBMB4XDTk5MDgxODA3MDAWMFoXDTM5MTIZMTIzZNTk10VowEj EQMA4G
| ALUEAXMHQ2FybFJTQTCBnzANBgkqghkiGOwOBAQEFAAOBjQAwgYKCgYEASEV /GLgkV/R3/2
| 5ze5NxXLwzGpKSciPYQUbQzRE6BLOOr4KdvVEeF3rydiwrhjmnvdeNGlPs5ADV60yiNrHt
| 41DiMgmKP5+ZJY+4Tqu5fdWWZdoWoMW+Dg5EW+9e9Kcpy4LdrETpgpOUKQ74GNbIV17yds
| TYEWA4uRs8HZfJavECAWEAAaNCMEAwWDwWYDVROTAQH /BAUWAWEB /zAOBgNVHQ8BATS8EBAMC
| AYYWHQYDVROOBBYEFOngkCeseCB6mtNM8kI3TiKunji7MAOGCSqGSIb3DQEBBQUAA4GBAL
| ee1ATT7Snk/4mIFS5M2wzwSA8yYeT7TEBOWSXS3/D2RZfgrD7Rj941ZAN6CcHt fA4EmFQ7e/d
| P+MLUGG1lpJs85p6cVIq2ldbabDullLUU1nUkBdvgq5uTH5+WsSUGD1FGCbfco+81NrsDdvre
| Z619v6WuoUQWNdzb7IDsHaaolTNBgC

| <CarlRSASelf.cer

**xDianeDSSSignByCarlInherit.cerx*x*

| * Example DianeDSSSignByCarlInherit.cer



| >DianeDSSSignByCarlInherit.cer
|[MITBUDCCAXegAwIBAgICANIWCQYHKoZIZzjgEAZASMRAWDEYDVQQDEWADYXJISRFNTMB4XDT
| kKSMDgxNzAyMDgxMFoXDTM5MTIZMTIzZNTk10VowEZERMA8GALIUEAXMIRGhbmVEU1MwgZMw
| CQYHK0ZIzjgEAQOBhQACEYEAOAAXeCzufoFTLi5hCA+hm1FSGtpZgHMVEiW2CMVK7ypEdo
| pSCeq9BSLVD/b9RtevmTgIDhPLTyzdHDT3HL81/yPTO1lnngpc3vjEk2BjI80K5W7 fi5Sd+
| /IxFclt+Po90Td1GeiK+jv/M2jkpoznlnOPpVcnXW6aBZ8zAqsOuxSO0jgYEwfzAMBgNVHR
| MBAf8EAjAAMA4GA1UdDWEB /WQEAWIGWDAfBgNVHSMEGDAWEBRWRD6CLM+H3kr TdeM9ILxXD
| KSPxHzAdBgNVHQ4EFgQUZDCZfVzcRQUZOTIVFr9YUN30KxgwHWYDVRORBBgwWFOEURG Lhbm
| VEUINAZXhhbXBsZS5jb20wCQYHKoZIzjgEAWMWADAtAhUAORr4Fw4+XaiMILZVMXx5L4yys
| uV8CFChLEEVYOhydVTUUGIGYPznftW7T

| <DianeDSSSignByCarlInherit.cer

**x*DianeRSASignByCarl.cer*xx*

| * Example DianeRSASignByCarl.cer

| >DianeRSASignByCarl.cer
|[MITCLDCCAZWgAWIBAgIQR]jRrx4AAVrwR0O24ulZowkDANBgkghkiGOwOBAQUFADASMRAWDg
| YDVQQDEwdDYXJIsUUINBMB4XDTk5MDgxOTA3MDAWMFoXDTM5MTIZMTIzZNTk10VowEZERMASG
| ALTUEAXMIRG1lhbmVSUOEwgZ8wDQYJIKoZIhvcNAQEBBQADEYOAMIGIAOGBANbOUMBWXKw170
| rP6ny7omL680Yy01lP/sZJaF/Qg4ZkkggrQonz7RMgLIwbxfiYDgXadz+ygLHCW80NC9tS3
| KAq7+L9KTBk/B9ugwWAet35n996xw2BIrEXX+MbvCDchk@fu8HM1crACxPMRw15H5Qq3g/
|HbdGlki®Qd1V3NKMCFAgMBAAG] gYEwfzAMBgNVHRMBAT8EAjAAMA4GA1UdDWEB /wQEAWIF
| ADAfBgNVHSMEGDAWgBTp4JAnrHggeprTTPICNO41irp44uzAdBgNVHQ4EFgQUjPPLAQ6NMT
| bUKdpEknW4 /u1POQwwHWYDVRORBBgwWFOEURGLhbmVSUOFAZXhhbXBsZS5jb20wDQYJKoZI
| hveNAQEFBQADgYEAfaYstXhClnnzMf72QsoPEweSCRvgh7CRGPa/SvvMY3n7gb/d18eQa8
| sSKNytBagOYxRs+MshFK4YBnBziNu8WwRqSuL517+1M+SUcLxLnkK1limBoPwsqe7hX7VxtrO
| nHsxctei6kGrasDdH7kURBjPhFdm6MXmuNwtsx8bKEM2dXo=

| <DianeRSASignByCarl.cer

From Section 2.4

*%**xCar LDSSCRLForAlLl.crlx*x*

| * Example CarlDSSCRLForAll.crl

| >CarIDSSCRLForAll.crl

| MIHYMIGZMAKGBYqGSM44BAMWE j EQMA4GA1UEAXMHQ2FYybERTUXxcNOTkwODI3MDcwMDAWWS
| BPMBMCAgDIFwO50TA4Mj IwNzAwMDBaMBMCAgDIFwO50TA4Mj IwNzAwMDBaMBMCAgDTFwO5
| 0TA4Mj IwNzAwMDBaMBMCAgDSFwO50TA4Mj IwNzAwMDBaMBMCAgDUFwO50TA4Mj QwNzAwMD
| BaMAkGBYyqGSM44BAMDLWAWLAIUfmVSdjP+NHMXOfeW+aDU2G1cfTOCFAJ6W7 fVWxjBz4fv
| ftok8ygDnDWh

| <CarIDSSCRLForAll.crl

*%%*Car IDSSCRLForCarl.crlxxx*

| * Example CarlDSSCRLForCarl.crl

| >Car1DSSCRLForCarl.crl

| MIGDMEQWCQYHKoZIzjgEAzASMRAWDgYDVQQDEWADYXJSRFNTFwO50TA4MjUwNzAwMDBaMB
| QWEgIBARCNOTkwODIyMDcwMDAWWjAJBgcqhkjOOAQDAZAAMCOCFQCzH8VPej3sdtVg+d55
| TuxPsJID+1lwIUWovDhLxmhxu/eYJIbClOH9rqpBSk=

| <CarIDSSCRLForCarl.crl



**x*Car IDSSCRLEmpty.crlx*x

| * Example CarlDSSCRLEmpty.crl

| >CarIDSSCRLEmpty.crl

| MGOwLjAJIBgcqhkjOOAQDMBIXEDAOBgNVBAMTBONhcmxEUIMXDTk5MDgyMDA3MDAWMFowCQ
| YHKoZIzjgEAWMWADAtAhRiPzYXMVguZ1B59Q1lLjK3Ua/RknwIVALU7TqFMe/OPw42btv7D
| XW/ezSh9

| <CarIDSSCRLEmpty.crl

**x*xCar LRSACRLForAll.crlxxx

| * Example CarlRSACRLForAll.crl

| >Car LRSACRLForAll.crl

| MIIBMzCBNTANBgkghkiGOwOBAQQFADASMRAWDgYDVQQDEwWADYXJsUTINBFwO50TA4M]jcwNz
| AWMDBaMGKkwIQIQRjRrx4AAVrwR024uxBCzsBcNOTkwODIyMDcwMDAwWWjAhAhBGNGVHgABW
| vBHTb17Vmj CQFwO50TA4Mj IwNzAWMDBaMCECEEYQa8eAAFa8EdNuLs1dcdAXDTk5MDgyND
| ASMDAWMFowDQY JKoZIhvcNAQEEBQADgYEAVTOXglPwMiEWK3eSemu718jc6vH6ZhYwDrWe
| XPCB1F6zbsGIa4zUXsVN+0deZvNdq+WOGDZgqE2cPInsbye/NVBxgcK5RFtiiRkSMal7mt
| PMZssR2QsQR3etTyLZ5X8w81v81FGLWHY7H6hGph/20d5V0e0xiGmXDwjT1AXgWx4=

| <CarLRSACRLForAll.crl

*%**Car LRSACRLForCarl.crl**xx*

| * Example CarlRSACRLForCarl.crl

| >Car LRSACRLForCarl.crl

| MIHSMFcwDQYJKoZIhvcNAQEEBQAWE jEQMA4GA1UEAXMHQ2FybFJITQRcNOTkwODI1MDcwMD
| AwWjAjMCECEEY0a8eAAFa8EdNuLp/yUCAXDTk5MDgyMjA3MDAWMFowDQYJKoZIhvcNAQEE
| BQADgYEAIe8h1MEahZV3Ja8pFYtzXCf+pUS602UcY+vjlctlP7XR0O4/N1IMmUoLJodV+XVIg
|bgleYj1YSNDome7psML84H96PRa4VMD/ /m3fzczXMsHNn3csHHFTPwBb1JIXaR45Y98SIjDH
| EIWUBW4gAK1lbXxCpmlGLONjPCK2NHIZ3z3nDUAFY=

| <CarLIRSACRLForCarl.crl

*x*xCar LRSACRLEmpty.crlx*x

| * Example CarlRSACRLEmpty.crl

| >Car IRSACRLEmpty.crl

| MIHHMDIwDQY JKoZIhvcNAQEEBQAWEjEQMA4GA1UEAXMHQ2FybFJITQRcNOTkwODIwMDcwMD
| AwWj ANBgkghkiGOwOBAQQFAAOBgQCpXxSG4E3x087URTATZIEWGHgtuf4NtX/Q0dgZZIQ4E
| PYgJiIE3xNwgmPoXgQs31Ky0j3tRiRSky3JzFAe8IpxAoQf8RHyFDwuI®e7hDq/2FnStoa
| /BAHUAZOglmvYLCKLb1R1fpge50UUlCg72XoTn+LlayRjCDriglr6BOoBtyQ==

| <Car LIRSACRLEmpty.crl

Rest of the sections
**%x3,1.binxxx

| * Example 3.1.bin

|>3.1.bin
|[MIAGCSqGSIb3DQEHAaCAJIAEBFRoaXMEGCBpcyBzb211IHNhbXBsSZSBjb250ZW50LgAAAA
| AAAA==

|<3.1.bin



*%x%x3,2.binxxx*

| * Example 3.2.bin

|>3.2.bin
|MCsGCSqGSIb3DQEHAaAeBBxUaGlzIGlzIHNvbWUgc2FtcGxLIGNvbnR1bnQu
|<3.2.bin

*%k*x4.,1.binkx*xx*

| * Example 4.1.bin

|>4.1.bin
|MIID1wYJKoZIhvcNAQcCoIIDiDCCA4QCAQEXCTAHBEUrDgMCG]ArBgkghkiGOwOBBWGEHE
| QcVGhpcyBpcyBzb211IHNhbXBsZSBjb250ZW50LqCCAUAWEELcMIICmMEADAEECAEIAYDAJ
| BgcghkjOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1MwHhcNOTkwODE3MDExXMDQ5WhcNMzkxMj
| MxMjM10TU5WjATMREWDWYDVQQDEwWhBbG1jZURTUZCCAbYwggErBgcqhkjO0AQBMIIBHgKB
| gQCBjc3tg+oKnjk+wkgoo+RHk90016g07FPFq4QIT/+U4XNIfgzW8ORIOf6fr6ShiS/h2T
|DINt4/m7+3TNxfaYrkddA3DJEI1Zvepl75/PSfL91DqItU8T+wBWhHTV2Iw801s+NVCHXV
| OXYQXxH719/52whJc38uRRG7XKkCZZc835b2wIVAOIHphpFZrgTxtqPuDchK2KL95PNA0OGAJ]
| jQFIkyqjn7Pm3ZS11gTHYjOQQCNVzyyxowwx5QXd2bWelLNqgUOWMB70ja4bgevfYpClafo
| dcOKCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUC8WAXXtSYKRITZEVTjIlUpTVrXi+XPsGm
| E2HXF /wr3t0VD/mHTCOYFKYDmENjkDgYQAAOGAXOO5WnUUlgupet3jP6nsrF7cvbcTETSm
| FOKOESPZNIZndXUTEj1DW2/1Ub /67 fKiGz4kfTOHjVtjyLtFpaBK44XWzgaAP+gjfthryJK
| tTGrgnDR7vCLOMFIBcYgxl+hWL8bsOINKWN/ZhR7LEMoTwfkFA/UanY04z8gXi9PKD5b1ij
| gYEwfzAMBgNVHRMBAf8EAjAAMA4GA1UdDWEB /WQEAWIGWDAfBgNVHSMEGDAWEBRWRD6CLmM
| tH3krTdeM9ILXxDK5PxHzAdBgNVHQ4EFgQUvmyhs+PB9+1DcKTOEwHi /e0X/sOwHwWYDVROR
| BBEgwFOEUQWXpY2VEU1INAZXhhbXBsZS5jb20wCQYHKoZIzjgEAWMWADAtAhRVDKQZHOIriX
| EiM42DarU9Z2u/RQIVAIOhU1JUClyy3drndh3iEFJbQ169MWMwWYQIBATAYMBIXEDAOBgNV
| BAMTBONhcmxEU1MCAgDIMACGBSsOAwWIaMAkGBYyqGSM44BAMELjAsAhQIkf7rOmnl1GLfXzV
| X0geoqQmqtAwIUOg fMwyG+4RpLfz61Ddu6HOq8zYk=

|<4.1.bin

**k*x4,2 . .binkxxx

| * Example 4.2.bin

|>4.2.bin
|[MIIDUgYJKoZIhvcNAQcCoIIDQzCCAz8CAQEXCzAIBgUrDgMCGgUAMCsGCSqGSIb3DQEHAa
| AeBBxUaGlzIG1lzIHNvbWUgc2FtcGx LIGNvbnR1bnQuoIICMDCCAiwwggGVoAMCAQICEEYOQ
| a8eAAFa8EdNuLsQQs7AwDQYJKoZIhvcNAQEFBQAWEjEQMA4GALUEAXMHQ2FybFJITQTAeFw
| ©50TASMTkwMTA4NDdaFwOzOTEyMzEyMzUSNT LaMBMXETAPBgNVBAMTCEFsaWNTUINBMIGT
|MAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQDgiXM57dj19eiHdj1/TrAFu10D3g+3q9x9x3
| UpDQUUbRLfpoYm1INIvqlgp/JIfs+oIRDzCAVrFQnkZE8Sy72DLPxmhvBOmwYKy+7jQJahP1
| SOWUFk99eujVW2WH/GX/JIgeb4bOqHQHDVIrGOsdJI8t+1U6uZ13AqZIUox081c4V3RXXwIDAQ
| ABo4GBMH8WDAYDVROTAQH/BAIWADAOBgNVHQ8BAf8EBAMCBsAwHWYDVROjBBgwFoAU6eCQ
| I6x4IHqa00zyQjd0Iq6e0LswHQYDVROOBBYEFHfStNG3TIgKo85Fnc7sPKA64/9QMB8GAL
| UUEQQYMBaBFEFsaWNTULINBQGV4YW1wbGUuUY29tMAOGCSqGSIb3DQEBBQUAA4GBADSWR6NI
| zZBNYj8pRcWtONhhdBHEASY1NzMqjj8x9Vsi8z26zHFmpIKoFgahOJa2ncBR1L/XHMOEOGW
| PSZLFGZm5zIVTfIOLOIXX1JI05RrIjZOc7hK7COk7dM90qdCxeg3irTbn2fkvZ/5/nTvevnu
| Y2rYPOs1CbXYGnau65vbSbAiMYHLMIHIAgEBMCYWEjEQMA4GALUEAXMHQ2FybFJITQQIQR]J
| RFrx4AAVrwR024uxBCzsDAJIBgUrDgMCGgUAMAOGCSqGSIb3DQEBAQUABIGALYOCOVMIXT7gM
| WOtOnb+JImoH1dcSRPAPQ1Xu21f6UoYqs48SE9c1gTieVIs8AhNZ1Pyvw59QCZ6f1x40WBK



|[WztefZMvAK7+cgRNWfB8VTIPrOAROPFXxONKpWdK+QD1RQL6TkNus5unJ4M6J3jmVRPUaG/Q
| BO9eisWIM44+v/eDVXcc=
|<4.2.bin

*%%4 ,3.binkxx

| * Example 4.3.bin

|>4.3.bin
|MIIDdwYJKoZIhvcNAQcCoIIDaDCCA2QCAQEXCTAHBgUrDgMCGjALBgkghkiGOwWOBBWGggg
| LeMITIC3DCCApugAwWIBAgICAMgwCQYHK0oZIZzjgEAZASMRAWDEYDVQQDEwWdDYXJISRFNTMB4X
| DTk5MDgxNzAXMTAOOVOXDTM5MTIZMTIzZNTk10VowEZERMASGALUEAXMIQWXpY2VEU1Mwgg
| G2MIIBKwYHK0ZIZzjgEATCCAR4CgYEAgY3NTYPqCp45PsJIKKPkR5PdDteoDuxTxauECE/ /
| LOFzSH4M1VvNESNH+n6+koYkv4dkwyDbeP5u/t0zcX2mK5HXQNwyRCIWb3qde+fzOny/dQ6
| iLVPE/SAcIRO1diMPDtbPjVQh11T12EMR4vf+dsISXN/LKkURu15AmWXPN+W9sCFQDiR6Ya
| RWa4E8baj7g3IStii/eTzQKBgCY40BSIMqo5+z5t2UtZakx2IzkEAjVc8ssaMMMeUF3dml
|nizaoFPVjAe6I2uG4Hr32KQiWn9HXPSgheSz6Q+G3qnMkhijt2FOnOL12jB80jhbgvMAF8
| bUmJEYk2RL34yJIVKU1al4v1z7BphNh8Rf8K97dFQ/5hOwtGBSmA5UjY5A4GEAAKBgFzjuV
| pP1FIYLgXrd4z+p7Kxe3L23ExEOphalKBEj2TSGZ3V1ExI9Q1tv5VG/+onyohs+JHO9B41b
| Y8i17RaWgSuOF1s4GgD/0I34a8iSrUxq4JwOe7wi/ZhSAXGKsZfoVi/G7TNNTS1jf2YUeyxD
| KEBH5BQP1Gp2NOM/K14vTyg+W404GBMH8WDAYDVROTAQH/BAIwADAOBgNVHQ8BATfS8EBAMC
| BsAwHWYDVROjBBgwFoAUCEQ+gi5vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5s0obPjwf
| ftQ3CkzhMB4v3j1/7NMB8GA1UdEQQYMBaBFEFsaWNTRFNTQGV4YW1wbGUuUY29tMAkGBYqG
| SM44BAMDMAAWLQIUVQYKGRIOCK41XxIjONg2q1lPWdrvOUCFQCTYVNSVAtcst3a53Yd4hBSWO
| NevTFjMGECAQEWGDASMRAWDgYDVQQDEwWdDYXJISRFNTAgIAyDAHBgUrDgMCGjAIBgcqhkjo
| OAQDBC4wWLAIUBVVHKiTVNIN3i7X9cySlhsgPWmwCFGZpGbxoWNGNsZ1SP9oUiA39yaG4
|<4.3.bin

*k*4 .4 . binkxx

| * Example 4.4.bin

|>4.4.bin
|[MIILDQYJKoZIhvcNAQcCoIIK/jCCCvoCAQEXCTAHBgUrDgMCGjArBgkghkiGOwOBBwWGgHE
| QcVGhpcyBpcyBzb211IHNhbXBsZSBjb250ZW50LqCCB68wggIsMIIBlaADAgECAhRBGNGVH
| gABWVBHTbi7EELOWMAGGCSqGSIb3DQEBBQUAMBIXEDAOBgNVBAMTBONhcmxSUOEWHhCcNOT
| kwOTESMDEWODQ3WhcNMzkxMjMxMjM10TUSWjATMREwWDWYDVQQDEWhBbG1jZVITQTCBNnzAN
| BgkqhkiGOwOBAQEFAAOBjQAwWgYkCgYEA4I1z0Y3Y9fXoh3Y5f06wBbtTg94Pt6vefcdlKQ
| OFLMOS36aGItTSh6pYKfyX7PqCUQ8wgLE6XUI5GRPEsu9gyz8ZobwfZsGCsvu40CWoTOfcF
| BZPfXrolVt1lh/x1/yYHm+GzghOBw76xtLHSfLfpVOrmZdwKmSFKMTVNXOFdOV18CAwEAAa
| 0OBgTB/MAWGA1UdEWEB /wQCMAAwWDgYDVROPAQH/BAQDAghAMB8GA1UdIWQYMBaAFOngkCes
| eCB6MtNM8KI3TiKunji7MBOGA1UdDgQWBBR30rTRtOYKigPORZ307DygOuP/UDAfBgNVHR
| EEGDAWgRRBbG1jZVITQUBleGFtcGxLLmNVvbTANBgkghkiGOwWOBAQUFAAOBgQA+CcEeoSMwT
|[WI/KUXFrTjYYXQR+gLGNTczKo4/MfVbIvMOusxxZqSCqBYGoTiWtp3AUdS/1x5vRDuljom
| S3xmZucyFU3/S6JV19SdOUayI2dHO4SuwvZ03TPdKNQsXoN4q0259n5L2f+f507+r57mNg
| 2D9LIQM12Bp2ruub20mwIjCCApswggIaoAMCAQICAQEWCQYHKoZIzjgEAzZASMRAWDEYDVQ
| QDEwdDYXJSRFNTMB4XDTk5MDgXxNjIyNTAIMFoXDTM5MTIzMTIZNTKk10VowEjEQMA4GA1UE
| AXMHQ2FybERTUZzCCAbcwggErBgcqhkjOOAQBMIIBHgKBgQC2SRg+ikTBKXGUTAHEESF6ec
| tUTasegfvGTLMOLAKG6WHUschxS8dFWFA1XZz82uRt0+KGSISCfboV1lUoW9kbt3faYort+
| iggKuhZ7uVABSJOL6YyUVUZdV3I9TDhCpUPXxwt80wVP3a3qiqIrWhr4vMAojni3Bfua3hCN
| RtKS3W6QIVAN3BL99TZzgs0OYHc+AqS/i12YuRDVAOGADO5XmOU92rYHanQ3T1V/ne28YQ3r
| RLk8VgsrWwyRzqViUmnK4Wo+vb/+4be5K2E8rcuuReMGrIwinZxEhwvHzfAc2bVOXXPerw
| 7JHVpROU9EeTVac6p/RIEfqQUIWNEjrinlhtNUvUyJEYXx+GUKNYBiX4KcDVUuB18ELEY2VS



| mwoDgYUAAOGBAImMHACcDZqCxwK3cLHW74WxEnNohbU1HbbFiCenYrh7yOrSUsaO0eptxTg
| CUybQ1lTr1lglhkkAfNiDP51wPv02GgA4/3VcE/fISYZBpTOsSWGPOlexCBGkCyY18FJ2geolL
| Yg2VKuaGunKyp1CDC60onzRupTYmal40YOYQ/i8VWTYB600IwQDAPBgNVHRMBATS8EBTADAQ
|H/MA4GA1UdDwWEB/wWQEAWIBhjAdBgNVHQ4EFgQUCEQ+gi5vh95K03XjPSC8QyuT8R8wWCQYH
| KoZIzjgEAWMWADAtAhRrqfBOelp54/m+PSvIBjfpERehEwWIVAI80aSqLsTwDeZQyTRIfzo
|N7RrI7TMIIC3DCCApugAWIBAgICAMgwCQYHKoZIzjgEAzZASMRAWDEYDVQQDEWADYXJISRFNT
| MB4XDTk5MDgXxNzAXMTAOOVOXDTM5MTIZMTIZNTk10VowEZERMASGAIUEAXMIQWXpY2VEU1
| MwggG2MIIBKwYHK0oZIzjgEATCCAR4CEYEAgY3N7YPqCp45PsIIKKPKkR5PdDteoDuxTxauE
| CE//1OFzSH4M1VvNESNH+n6+koYkv4dkwyDbeP5u/t0zcX2mK5HXQNwyRCIWb3qde+fz0Ony
| /dQ67iLVPE/sSAcCIRO1diMPDtbPjVQh11T12EMR4vf+dsISXN/LKURU15AmMWXPN+W9sCFQD-
| R6YaRWa4E8baj7g3IStii/eTzQKBgCY40BSIMqo5+z5t2UtZakx2IzkEAjVc8ssaMMMeUF
| 3dm1nizaoFPVjAe6I2uG4Hr32KQiWn9HXPSgheSz6Q+G3gnMkhijt2FOnNOL12jB80jhbgv
| MAF8bUmJEYk2RL34yJVKU1lal4v1z7BphNh8Rf8K97dFQ/5hOwtGBSMA5UjY5A4GEAAKBEF
| zZjuVplFJYLgXrd4z+p7Kxe3L23EXEOphaJKBEj2TSGZ3V1EXI9Q1ltv5VG/+onyohs+JHO9
|B41bY8i7RaWgSuOF1s4GgD/0I34a87SrUxq4JwOe7wi/ZhSAXGKsZfoVi/G7TNNTS1jf2YU
| eyxDKESH5BQP1Gp2NOM/K14vTyg+W404GBMH8WDAYDVROTAQH/BAIWADAOBgNVHQS8BATSE
| BAMCBsAwHWYDVROjBBgwFoAUCEQ+gi5vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5s0ob
| PjwfftQ3CkzhMB4v3j1/7NMB8GALUJEQQYMBaBFEFsaWNTRFNTQGV4YW1wbGUuY29tMAKG
| ByqgGSM44BAMDMAAWLQIUVQYKGROCK41xIjONg2ql1PWdrvOUCFQCfYVNSVAtcst3a53Yd4h
| BSWONevaGB2zCB2DCBmTAJIBgcqhkjOOAQDMBIXEDAOBgNVBAMTBONhcmxEUIMXDTk5MDgy
| NzZASMDAWMFowaTATAgIAYyBcNOTkwODIyMDcwMDAWWjATAgIAYRCNOTkwODIyMDcwMDAWWS
| ATAgIAOXxcNOTkwODIyMDcwMDAWW]ATAgZIAOhcNOTkwODIyMDcwMDAWWjATAgIA1BCcNOTkw
| ODIOMDcwMDAWWjAJBgcqhkjOOAQDAY8AMCWCFH51UNYZz/jRzFOH31vmg1lNhtXHO9AhQCel
|u31VsYwc+H737aJPMqg5wloTGCATowggImAgEBMBgWE j EQMA4GA1UEAXMHQ2FybERTUWIC
| AMgwBwY FKw4DAhqgXTAYBgkghkiGOwOBCQMxCwY JKoZIhvcNAQcBMBWGCSqGSIb3DQEIBT
| EPFwOWMZzAIMTQXNTM5MDBaMCMGCSqGSIb3DQEJIBDEWBBRAauwIUNm6bhYCLZ4GKcAi lofd
| SDAIBgcqghkjOOAQDBC4wWLAIUO6XgStttWOAZOQACTOSaV3pxZmgCFBoRmNYfH680gQHevo
| vetghgkWkToYIBYjA+BgsqhkiGOwOBCRACBDEVMCOMIENVbNR1bNQgSGludHMgRGVZY3Jp
| cHRpb24gQnVmZmVyBgkqghkiGOwOBBwEWggEeBgkqhkiGOwOBCQYxggEPMIIBCWIBATAMMB
| IXEDAOBgNVBAMTBONhcmxSUGECEEY0a8eAAFa8EdNuLsQQs7AwBwYFKw4DAhqgQzAcBgkq
| hkiGOwOBCQUXDXxcNMDMWNTEOMTUZOTAWW]AjBgkghkiGOwOBCQQxFgQUA19ITjmYUIWzZt
| OKH3ueaar72DMwDQYJKoZIhvcNAQEBBQAEgYBtqiAk7XrupVEH3XUfK1QQZfTOm7EseHS8
| ixxgtduLA55389t/k24971RTJI42v09n12rj5YH5u7 vHWWGU4Q9wLxi1u025q7k7QYOMwryZ
| Gprd1G+GWp4nGVONROH810b4LoN29aPcvH1F/CgBva®4RAaFOWmmL10w1lsM8PtZz9Dvw==
|<4.4.bin

*%k%x4 .5, binxxx

| * Example 4.5.b1in

|>4.5.bin

| MIAGCSqGSIb3DQEHAqCAMIACAQEXCZzAIBgUrDgMCGgUAMIAGCSqGSIb3DQEHAaCAJIAEBF
| RoaXMEGCBpcyBzb211IHNhbXBsZSBjb250ZW50 LgAAAAAAAKCAMIIB6zCCAVSgAWIBAZIQ
| RjRrx4AAVrwR024un/JQIDANBgkghkiGOwOBAQUFADASMRAWDgYDVQQDEwdDYXJIsULNBMB
| 4XDTk5MDgxODA3MDAWMFoXDTM5MTIzMTIZNTk10VowEjEQMA4GA1IUEAXMHQ2FybFJTQTCB
| nzZANBgkghkiGOwOBAQEFAAOBjQAwgYKCgYEASEV /GLgkV/R3/25ze5NxXLwzGpKSciPYQU
| bQzRE6BLOOr4KdvVEeF3rydiwrhjmnvdeNG1Ps5ADV60yiNrHt41DiMgmKP5+Z3Y+4Tqu5
| fdWwZdoWoMW+Dg5EW+9e9Kcpy4LdrETpqpOUKQ74GNbIV17ydsTyEWA4uRs8HZfJavECAw
| EAAaNCMEAwWDwWYDVROTAQH/BAUWAWEB /zAOBgNVHQ8BATS8EBAMCAYYWHQYDVROOBBYEFONg
| kCeseCB6MtNM8KI3TiKunji7MAOGCSqGSIb3DQEBBQUAA4GBALeelATT7Snk/4mIFS5M2w
| zwSA8yYe7EBOWSXS3/D2RZfgrD7Rj941ZAN6cHt fA4EMFQ7e/dP+MLUGGlpJs85p6cVIqg2
| LdbabDulLUU1nUkBdvq5uTH5+WsSU6D1FGCbfco+81NrsDdvreZ019v6WuoUQWNdzb7IDs



|Haao1TNBgCMIICLDCCAZWgAWIBAgIQRjRrx4AAVrwR024uxBCzsDANBgkghkiGOwOBAQUF
| ADASMRAWDgYDVQQDEwdDYXJsUINBMB4XDTk5MDkxOTAXMDgON1oXDTM5MTIZMTIZNTk10V
| owEZERMA8GA1UEAXMIQWxpY2VSUGEwgZ8wDQYJIKoZIhvcNAQEBBQADgYOAMIGIAOGBAOCT
| czmN2PX16Id20X90sAW7U4PeD7er3H3HdSKNBS5tEt+mhibUOm+qWCn81+z6glEPMIC+sV
| CeRkTxLLvYMs/GaG8H2bBgrL7uNATlqE/X3BQWT3166NVbZYf8Zf8mB5vhs60dAcO+sbSx0
|ny36VTq5mXcCpkhSjE7zVzhXdFdfAgMBAAG]j gYEwfzAMBgNVHRMBAf8EAjAAMA4GA1UdDw
| EB/WQEAWIGWDATBgNVHSMEGDAWgBTp4JAnrHggeprTTPICNO4irp44uzAdBgNVHQ4EFgQU
| d9KOObdMioqjzkWdzuw80oDrj /1AwHWYDVRORBBgWFOEUQWxpY2VSUOFAZXhhbXBsZS5jb2
| owDQY IJKoZIhvcNAQEFBQADEYEAPNBHQEFMEL1iPy 1Fxa042GFOEfoCxjU3MyqOPzH1WyLzP
| brMcWakgqgWBqE41lradwFHUv9ceb0Q7pY9Ikt8ZmbnMhVN/QuiVdfUnT1lGsiNnRzuErsL2
| Tt0z3SpOLFEDeKtNufZ+S9n/n+d0/q+e5jatg/SyUJtdgadq7rm9tIsCIAADGByzCByAIB
| ATAMMBIXEDAOBgNVBAMTBONhcmxSUOECEEY0a8eAAFa8EdNuLsQQs7AwCQYFKw4DAhoFAD
| ANBgkqhkiGOwOBAQEFAASBgC8jgtLzCV+4DFjrTp2/iZgB5XXEKT3TONVT7ttX+1KGKrOPE
| hPXNYE4Nn1fbPAIZ2dT8r80fUAMen9ceNFgS1s7Xn2TLwIO/nIETVnwfFUyT6zgEdDxcTpy
| qVnSvkA5UUC+k5DbrObpyeD0iY51UT1GhvOATXorFiTOOPr/3g1V3HAAAAAAAA
|<4.5.bin

**%%4 ,6.binkxx

| * Example 4.6.bin

|>4.6.bin
|[MITIFtwYJKoZIhvcNAQcCoIIFgDCCBaQCAQEXCTAHBgUrDgMCGjArBgkghkiGOwOBBwWGgHE
| QcVGhpcyBpcyBzb211IHNhbXBsZSBjb250ZW50LqCCBIwwggG4MIIBA6ADAZECAEIAOFAT
| BgcqhkjOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1MwHhcNOTkwODE3MDIwODEWWhCNMzkxMj
| MxMjM10TU5WjATMREWDWYDVQQDEwhEaWFuZURTUzCBkzAJBgcqhkjOOAQBA4GFAAKBEQCg
| ABd4LO5+gVMuLmEID6GbUVIa2lmocy8SIbYIy8rvKkR2i1IJ6rOFItUP9Vv1G16+Z0AKOES
| tPLNOCcNPccvyX/I9M7WeeClze+MSTYGMjzSTlbt+L1I378jEVYyW34+j2hN3UZ6Ir60/8za
| OSmjOewfQ+1VyddbpoFnzMCqzS7FI60BgTB/MAWGALUdEWEB/wQCMAAWDgYDVROPAQH/BA
| QDAgbAMB8GA1UdIwQYMBaAFHBEPoIub4feStN14z0gvEMrk/EfMBOGA1UdDgQWBBRkMI19
| XNxFC5k6Ui8Wv1hQ3c4rGDAfBgNVHREEGDAWgRREaWFUZURTUOBleGFtcGx1LmNVbTAIBg
| cghkjO0AQDAZAAMCOCFQChGvgXDj5dqIz0tlUzHkvjLKy5XwIUKESQRVjSHI1VNRQYKbI/
| 0d+1btMwggLcMIICm6ADAgECAgIAYDAIBgcqhkjOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1
| MWHhcNOTkwODE3MDEXMDQ5WhcNMzkxMjMxMjM10TUSWjATMREWDWYDVQQDEWhBbG1jZURT
| UzCCAbYwggErBgcghkjOOAQBMIIBHgKBgQCBjc3tg+oKnjk+wkgoo+RHk90016g07FPFq4
|QIT/+U4XNIfgzW8ORIOF6fr6ShiS/h2TDINt4/m7+3TNxfaYrkddA3DIEI1Zvepl75/PST
| L91DqItU8T+wBwhHTV2Iw801s+NVCHXVOXYQxHi9/52whJc38uRRG7XkCZZc835b2wIVAO
| JHphpFZrgTxtqPuDchK2KL95PNAOGAJ] jQFIkyqjn7Pm3ZS11qTHY OQQCNVzyyXxowwx5Q
| Xd2bWeLNgqgU9WMB70jadbgevfYpCJlafOdcOKCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFuC
| SWAXXtSYKRITZEVfjIlUpTVrXi+XPsGmE2HXF /wr3t0VD/mHTCOYFKYDm6NjkDgYQAAOGA
| XO05WnUUlgupet3jP6nsrF7cvbcTETSmFokoESPZNIZNdXUTEj1DW2/1Ub/ 61 fKiGz4kfT
| OHjVtjyLtFpaBK44XWzgaAP+gj fhryJKtTGrgnDR7vCLOMFIBcYgx l+hWL8bsO1INKWN/Zh
| R7TLEMoTwfkFA/UanY04z8qgXi9PKD5b1ijgYEwfzAMBgNVHRMBATS8EAjAAMA4GA1UdDWEB /w
| QEAWIGWDAfBgNVHSMEGDAWgBRWRD6CLM+H3krTdeMIOILxDK5PxHzAdBgNVHQ4EFgQUvmyh
| s+PB9+1DcKTOEwHi /e0X/sOwHwWYDVRORBBgwFOoEUQWxpY2VEULNAZXhhbXBsZS5jb26wCQ
| YHKoZIzjgEAWMWADAtAhRVDKQZHOIriXEiM42DarU9Z2u/RQIVAI9hU1JUC1lyy3drndh3ii
| EFIbQ169MYHGMGECAQEWGDASMRAWDgYDVQQDEwWdDYXJIsRFNTAgIAyDAHBgUrDgMCGjAIBg
| cghkjOO0AQDBC4wWLAIUSCTei4XyFq/sgmGpVNAtBKHMWk8CFBft1XcC7nUT2BCOPZcXIIi7
| /XuBMGECAQEWGDASMRAWDgEYDVQQDEwdDYXJSRFNTAgIAOjAHBgUrDgMCGjAIBgcqhkjO0A
| QDBC4WLAIUFf+BTYytgE6bNVEEN25jbulbg/0oCFAZ+WE4rMYRB7U150D530gaMdQgh
|<4.6.bin



*k*k4 .7 .binkxxx

| * Example 4.7.bin

|>4.7.bin
|[MIIDTAYJKoZIhvcNAQcCoIIDhTCCA4ECAQMXCTAHBgUrDgMCGjArBgkghkiGOwOBBwWGgHg
| QcVGhpcyBpcyBzb211IHNhbXBsZSBjb250ZW50LqCCAuAwggLcMIICm6ADAgECAgIAYDAJ
| BgcqhkjOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1IMwHhcNOTkwODE3MDEXMDQ5WhcNMzkxMj
| MXxMjM10TU5WjATMREWDWYDVQQDEwWhBbG1jZURTUZzCCAbYwggErBgcqhkjOOAQBMIIBHgKB
| gQCBjc3tg+oKnjk+wkgoo+RHk90016g07FPFq4QIT/+U4XNIfgzW8ORIOf6fr6ShiS/h2T
|DINt4/m7+3TNxfaYrkddA3DJEI1Zvepl75/PSfL91DqItU8T+wBWhHTV2Iw801s+NVCHXV
| OXYQXxH719/52whJc38uRRG7XKkCZZc835b2wIVAOIHphpFZrgTxtqPuDchK2KL95PNAOGAT]
| jQFIkyqjn7Pm3ZS11gTHYjOQQCNVzyyxowwx5QXd2bWeLNqgUOWMB70ja4bgevfYpClafo
| dcOKCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUC8WAXXtSYKRITZEVTjITUpTVrXi+XPsGm
| E2HXF /wr3t0VD/mHTCOYFKYDmMENjkDgYQAAOGAXOO5WNnUUlgupet3jP6nsrF7cvbcTETSm
| FokoESPZNIZndXUTE]1DW2/1Ub/64 fKiGz4kfTOHjVtjyLtFpaBK44XWzgaAP+gj fhryJK
| tTGrgnDR7vCLOMFIBcYqxl+hWL8bsOINKWN/ZhR7LEMoTwfkFA/UanY04z8gXi9PKD5b1ij
| gYEwfzAMBgNVHRMBAf8EAjAAMA4GA1UdDWEB /WQEAWIGWDAfBgNVHSMEGDAWEBRWRD6CLmM
| tH3krTdeM9ILXxDK5PxHzAdBgNVHQ4EFgQUvmyhs+PB9+1DcKTOEwHi /e0X/sOwHwWYDVROR
| BBgwFOEUQWXxpY2VEUINAZXhhbXBsZS5jb20wCQYHKoZIzjgEAWMWADAtAhRVDKQZHOIr1iX
| EiM42DaruU9Z2u/RQIVAI9hU1JUC1lyy3drndh3iEFJIbQ169MWAWXgIBA4AUVmMyhs+PB9+1D
| cCKTOEwH /e0X/sOwBwYFKw4DAhowCQYHKoZIzjgEAWQVMCOCFQCIw2t7VvDEgB18Tf1xF
| gXjRFXgwIUCwWODOqrs3nphLIyc9UGZpzwgwTc=

|<4.7.bin

*xkx4 , 8. emlrxxx

| * Example 4.8.eml

|>4.8.eml

| TUINRS1IWZXJZzaW9uOiAXxLjAKVG86IFVzZXIyQGV4YW1lwbGVzLmNvbQpGecm9t0iBhbGljZU
|RzZcOBleGFtcGx1cy5jb20KU3ViamVjdDogRXhhbXBsZSAGL gKTWVZzc2FnZS1JZDogPDAyY
| MDkwNj AwMj U1IMDMwMC4yND1TAZXhhbXBsZXMuY29tPgpEYXR10iBGcmksIDA2IFN1cCAyMD
| AyIDAWOF 110§ IXICOWMZAWIAPDb250ZW50LVR5cGU6IG11bHRpcGFydC9zaWduZWQ7CiAg
| ICBtaWNhbGcOUOhBMTSKICAgIGIvdW5KkYXI5PSItLSOtPV90ZXhoQm91lbmRyeV9fX19Gcm
| ksXzA2X1IN1cF8yMDAyXzAw0jI10jIxIjsKICAgIHBYyb3RvY29sPSIhcHBsaWNhdGlvbiow
| a2NzNylzaWduYXR1cmUiCgpUaGlzIGlzIGEghbXVsdGktcGFydCBtZXNzYWd1IGLuIE1JTU
|UgZm9ybWFOLgoKLSOtLSOtPV90ZXhOQmI1bmRyeVIfX19GcmksXzA2X1N1cF8yMDAyXzAw
|0jI10jIxCgpUaGlzIGlzIHNVbWUgc2FtcGXxLIGNVbNR1bNQUCiOtLSOtLT1fTmV4dEIvdW
| 5Sken1TfX19fRNIpLF8WN1OTZXBfMjAWML18wMDoyNToyMQpDb250ZW50LVR5cGU6IGFwcGxp
| Y2FOaWOuL3BrY3M3LXNpZ25hdHVyZTsgbmFtZT1zbWltZS5wN3MKQ29udGVudC1lUcmFuc2
| Z1ci1lFbmNvZGluZzogYmFzZTYOCkNvbnNR1bnQtRG1lzcG9zaXRpb246IGFOdGFjaG1llbnQ7
| IGZpbGVUYW1TPXNtaW1llLnA3cwoKTUTIRGR3WUpLb1pJaHZjTkFRYONVSUTEYURDQOEYUU
| NBUUV4Q1RBSEJINVXJEZO1DR2pBTEJIna3Foa2 lHOXcwQkI3R2dnZOxnTU1JIQwozRENDQXB1
| ZOF3SUJIBZO1DQU1INdONRWUhLb1pJempnRUF6QVNNUKF3RGAZRFZRUURFA2REWVhKc1JGT1
| RNQjRYRFRrNU1EZ3hOekF4Ck1UQTBPVMOYRFRNNU1IUSXpNVEL6TLRrMUOWb3dFekVSTUE4
| ROExVUVBeE1JUVd4cFkyVkVVMU13Z2dHMk1ISUJLd11IS29aSXpqZOUKQVRDQOFSNENNWU
| VBZ1kzTjdZUHFDcDQ1UHNKSUtLUGtSNVBKRHR1bOR1eFR4YXVFQOUVL2XPRNpTSDRNMXZ0
| RVNOSCtuNitrbllrdgo0ZGt3eURiZVA1dS9OMHpjWDItSzVIWFFOd31SQOpXYjNXZGUrZn
| owbnkvZFE2aUXWUEUvVCcOFjSVIWMWRpTVBEdGIQalZRaDExVGwyCkVNUjR2ZitkcO1TWE4V
| TGtVUNUXNUFtV1hQTitXOXNDR1FEaVI2WWFSV2EORThiYWo3ZzNJU3RpaS91lVHpRSOINQ1
| KOMEJTSk1xbzUKK301dDJVdFpha3gySXprRUFqVmM4c3NhTULINZVVGM2RtMW5pemFvR1BW
| akFINkkydUcOSHIzMktRaVduOUhYUFNnaGVTejZRKOczcQpuTWtoaWpOMkZPbkOMbDIqQj



| gwamhiZ3ZNQUY4Y1VtSkVZazISTDMOeUpWS1UXxYTEOdmx6NOIwaE500F IMOES5N2RGUS81
| aDB3dEACCINtQTV1alk1lQTRHRUFBSOINRNpqdVZwMUZKWUxxWHIKNHorcDdLeGUzTDIZRX
| NFMHBOoYUpLQKkVgM1RTR10zVjFFeEK5UTFOd]jVWRY8KK29ueW9ocytkKSDA5QjQxYlk4aTdS
| YVdnU3VPRjFzNEdNRCOVSTMOYThpU3JVeHEOSNncwZTd3aS9aaFNBWEdLc1pmb1ZpLoc3Tk
| 5SUUwpsamYyWVV1eXhESOU4SDVCUVAXR3AYTKkONLOtsNHZUeWcrVzRvNEdCTUg4dORBWURW
| UjBUQVFILOIBSXdBREFPQmdOVKhROEJIBZjhFCkIBTUNCcOF3SHAZRFZSMGpCQmd3Rm9OBVW
|NFUStnaTV2aDk1SzAzWGpQUOM4UX11VDhSOHAIUV1EV1IIWTOICWUVGTDVZzb2IQandmZnQK
| UTNDa3poTUIOdjNgbC83Tk1COEdBMVVKRVFRWU1CYUJGRUZZzYVdObFIGTLRRR1YOWVCcxd2
| JHVXVZMjLOTUFrROI5cUdTTTQOQkFNRAPNQUF3TFFJIVVZReWtHUj1DSzRseE1lqTO5NMNEX
| UFdkcnYwVUNGUUNmWVZOU1ZBdGNzdDNhNTNZZDRoQINXME51d1RGak1HRUNBUUV3CkdEQV
| NNUKF3RGAZRFZRUURFd2REWVhKc1JGT1RBZO1BeURBSEINVXJIEZO1DR2pBSkInY3Foa2pP
| TOFRREJDNHAMQU1VTS9tR2Y2Z2sKZ3A5WjBYdFIkR21tSmVCLOJI4VUNGROZGSNF3WVJIOMV
| dZYOLPUWOHaWFvd3FHelZJCgotLSOtLSO9X051eHRCb3VUZHI5X19fX0ZyaSxfMDZfU2Vw
| XzZIwMDJIfMDA6MjU6MjEtLQo=

| <4.8.eml

*%%4 ,9,emlxxx

| * Example 4.9.eml

|>4.9.eml

| TUINRS1WZXJZzaW9uOiAXLjAKVG86IFVzZXIyQGV4YW1lwbGVzLmNvbQpGcm9t0iBhbGljZU
|RzcOBleGFtcGx1cy57b20KU3ViamVjdDogRXhhbXBsZSAOL KKTWVZzc2FnZS1JZDogPDAyY
| MTAZMTE2NDUGMDMwWMC4zMDRAZXhhbXBsZXMuY29tPgpEYXR10iBUaHUSIDMxIE9jdCAyMD
| AyIDE20jQ10jEOICOWMZzAWIApDb250ZW50LVR5cGUEIGFWcGXxpY2FQaWOuL3BrY3M3LW1p
| bWU7IHNtaW11LXR5cGU9c2nbmVkLWRhdAGE7CiAgICBUYW11PXNtaW1llLnA3bQpDb250ZW
| 50LVRYYW5zZmVyLUVuY29kaW5n0iBiYXNINjQKQ29udGVudC1lEaXNwb3NpdGlvbjogYXR0O
| YWNobWVudDsgZmlsZW5hbWU9c21pbWUucDdtCgpNSUTEbVFZSktvWklodmNOQVFjQ29JSU
| RpakNDQTRZQOFRRXhDVEFIQmdVckRNTUNHakFOQmdrcWhraUc5dzBCQndHZO1BUWVEUXBY
| CnFHbHpJR2Xx6SUhOdmIXVWdjMkZOYOd4bETHTNZib1IsYm5RAWOJSUMORENDQXR3d2dnS2
| IvQU1DQVFIQOFNRETNQWtHQNTxR1INNNDQKQkFNd®VGRVFNQTRHQTFVRUF4TUhRMKZ5YKVS
| VFV6QWVGdzA1T1RBNE1UY3dNVEV3TkRsYUZ3MHpPVEV5TXpFeU16VTVOVGxhTUINeApFVE
| FQQmdOVkIBTVRDRUZzYVdObFJIGTLRNSU1CdGpDQOFTcOdCeXFHUOOONEIBRXANZOV1QWIH
| QkFIRO56ZTIENmMdxZUSUNONTQ21qCjVFZVQzUTdYcUE3c1U4V3JoQWhQLzVUaGMwaCtETm
| I6UKVqUi9wK3ZwSOdKTCtIWK1INZZzIzaitidjdkTTNGOXBpdVIXMER]jTWtRaVYKbTk2b1lh2
|bjg55jh2M1VPb2kxVHhQNOFIQOVKTLhZakR3N1d6NDFVSWRkVTVkaERFZUwzL257Q0Vsem
| ZSNUZFYNRTUUpsbHp6Zmx2YgpBaFVBNGt1lbUdrVm11Q1BHMM8rNE5S5RXJIZb3YzazgwQ2dZ
| QW1PTkFVaVRLcU9mcytiZGxMV1dwTWRpTTVCQUKxWFBMTEdqRERIbEJkCjNadFoOczIxQl
| QxWXdIdW10cmh1QjY50WlrSWxwL1IxejBvSVhrcytrUGhONnB6SklZbzdkaFRwemk1ZG93
| Zk5INFcOTHpBQMZHMUoKaVIHSk5rUzkr TWIWU2xOV3R1TDVjK3dhWVRZZKVYLON2ZTNSVV
| ArWWRNTFJINVXBnT2JvMkORTOJoQUFDZ11CYZzQ3bGFKUINXQzZsNgozZUOvcWV5c1h0eT10
| eE1STktZV21TZ1JJ0WswaG1kMWRSTVNQVU57YitWUnYvcUo4cUliUGLSOVBRZUSXM1BIdT
| BXbGOFcmpoZGIPCkIvQS82Q04rR3ZJa3EXTWF1Q2NOSHU4SXYyWVVnRnhpckdYNkZZdnh1
| eLRVMHBZMz 1tRkhzc1F5aFBCK1FVRD1ScWRqVGpQeXB1TDAKOGOQbHVLTOINVEIVTUF3RO
| EXVWWRFAOVCL3dRQO1BQXdEZ1TEVIIWUEFRSCOCQVFEQWdiQU1COEdBMVVkSXdRWU1CYUFG
| SEJFUG9JdQpiNGZTU3ROMTR6MGA2RU1yay9FZk1CMEdBMVVKRGARVOICUytiSOd6NDhIMz
| dVTndwTTRUQWVMOTQ1Zt6VEFMQmdOVKhSRUVHREFXCmdSUkJiR2xgW1VSVFUwWQmx1ROZ0O
| YOd4bEXxtTnZiVEFKQmdjcWhrak9PQVFEQXpBQU1DMENGR1VNCEJrZ1FpdUpjueleallocX
| RUMW4KYTc5RkFoVUFUMkZUVWXRTFhMTGQydWQySGVJIUVVsdERYcjB4WXpCaEFNRUINQmA3
| RWpFUU1BNEdBMVVFQXhNSFEYRN1iRVIUVXdJIQwpBTWd3QndZRkt3NERBaG93Q1FZSEtvWk
| L6amdFQXdRAU1DdONGRDFjU1c2TETVRNpTWGX IM1ITINVNLUGOI1ci9zQWhRbUNXN3MVQ1RG
| CKhPRWpnQVN1VWpiTXB4NWc2QTO9Cg==



|<4.9.eml
**k%4,10.binx**

| * Example 4.10.bin

|>4.10.bin
|[MITH/wYJKoZIhvcNAQcCoIIH8DCCB+wCAQEXCTAHBgUrDgMCGjArBgkghkiGOwOBBwWGgHg
| QcVGhpcyBpcyBzb211IHNhbXBsZSBjb250ZW50LqCCAUAwggLcMIICm6ADAZECAgIAYDAJ
| BgcqhkjOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1IMwHhcNOTkwODE3MDEXMDQ5WhcNMzkxMj
| MXxMjM10TU5WjATMREWDWYDVQQDEwWhBbG1jZURTUZzCCAbYwggErBgcqhkjOOAQBMIIBHgKB
| 2QCBj c3tg+oKnjk+wkgoo+RHk90016g07FPFG4QIT/+U4XNI fgzW8ORIOF6fr6ShiS/h2T
|DINt4/m7+3TNxfaYrkddA3DJEI1Zvepl75/PSfL91DqItU8T+wBWhHTV2Iw801s+NVCHXV
| OXYQxH719/52whJc38uRRG7XKkCZZc835b2wIVAOJHphpFZrgTxtqPuDchK2KL95PNAOGAT]
| jQFIkyqjn7Pm3ZS11gTHYjOQQCNVzyyxowwx5QXd2bWeLNqgUOWMB70ja4bgevfYpClafo
| dcOKCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUC8WAXxtSYKRITZEVfjIlUpTVrXi+XPsGm
| E2HXF /wr3t0VD/mHTCOYFKYDmEN]jkDgYQAAOGAXOO5WnUUlgupet3jPénsrF7cvbcTETSm
| FOKOESPZNIZndXUTEj1DW2/1Ub /617 fKiGz4kfTOHjVtjyLtFpaBK44XWzgaAP+gjthryJK
| tTGrgnDR7vCLOMFIBcYqx1l+hWL8bsOINKWN/ZhR7LEMoTwfkFA/UanY04z8gXi9PKD5b1ij
| gYEwfzAMBgNVHRMBAf8EAjAAMA4GA1UdDWEB /WQEAWIGWDAfBgNVHSMEGDAWEBRWRD6CLmM
| tH3krTdeM9ILXxDK5PxHzAdBgNVHQ4EFgQUvmyhs+PB9+1DcKTOEwHi /e0X/sOwHwWYDVROR
| BBgwFOEUQWXxpY2VEU1INAZXhhbXBsZS5jb20wCQYHKoZIzjgEAWMWADAtAhRVDKQZHOIriX
| EiM42DaruU9Z2u/RQIVAI9hU1JUClyy3drndh3iEFJIbQ169MYIEYTCCBMUCAQEWGDASMRAW
| DgYDVQQDEwdDYXJsRFNTAgIAyDAHBgUrDgMCGqCCBF8wWGAYJKoZIhvcNAQkDMQsGCSqGSI
| b3DQEHATAjBgkqghkiGOwOBCQQXxFgQUQGrsCFJI5um4WAi2eBinAIpaH3UgwOAYDKqszMTEE
| LLIRoaXMgaXMgYSBOZXNOIEdLbmVyYWwgQVNOIEFOdHIpYNVOZSwgbnVtYmVyIDEUMD4GCy
| gGGSIb3DQEJEATIEMS8wWLQwgQ29udGVudCBIaW50cyBEZXNjcmlwdGlvbiBCdWZmZXIGCSqG
| SIb3DQEHATBKBgkghkiGOwOBCQ8xPTA7TMACGBSODBAUGMDAGBi10DBAUGTQQmMU21pbWUgQ2
| FwWYWJIpbGlOaWVzIHBhcmFtZXRlcnMgYnVmZmVyIDIwbQYLKoZIhvcNAQkQAgIxXjFcAgEB
| BgecqAWQFBgcIEXtUSELTIELTIEEgUFJIVKFDWSBNQVILIFRFU1QXxMTAvgAgqAwWQFBgeGeK
| EJEyFUSELTIELTIEEgGVEVTVCBTRUNVUKTUWS1DQVRFRO9SWS4wbwYLKoZIhvcNAQkQAgox
| YDBeBgUgAwWQFBgQrQ29udGVudCBSZWZlcmVuY2UgQ29udGVudCBIZGVudGlmaWVyIEJ1Zm
| Z1cgQoQ29udGVudCBSZWZ1cmVuY2UgU21nbmFOAXJITIFZhbHV1IEJ1ZmZlcjBzBgsqghkiG
| S9wOBCRACCzFkoGIwWjELMAKGA1IUEBhMCVVMxFjAUBgNVBAOTDVVTIEdvdmVybm1lbnQxET
| APBgNVBASTCFZEQSBTaXR1MQwwCgYDVQQLEWNWREEXEjAQBgNVBAMTCURhaXN5IFJITQQIE
| CLVEMzCB/AYLKoZIhvcNAQkQAgMxgewwgekwgeYEBzU3MzgyOTkYDZzE50TkwMzEXMTAGOND
| MzWqGBYTCBxqRhMF8xCzAJBgNVBAYTATVTMRYWFAYDVQQKEwW1VUyBHb3Z1lcm5tZW50MREwW
| DwYDVQQLEWhWREEgU210ZTEMMAOGA1UECXMDVKRBMRcwFQYDVQQDEW5CdWdzIEJ1bm55IE
| RTQaRhMF8xCzAJBgNVBAYTATVTMRYWFAYDVQQKEw1VUyBHb3Z1lcm5tZW50MREWDWYDVQQL
| EWhWREEgU210ZTEMMAOGA1UECXMDVKRBMRcwFQYDVQQDEW5FbG11ciBGAWRKIERTQTCCAQ
| IGCyqGSIb3DQEJEAIIMYHYMIHVMXICAQEGBYoDBAUGBWKTIKVRVUTWQUXFT1QgVEhJUyYBJ
| UyBBIFBSSVZBQ1kgTUFSSyBURVNUMTwwOOAIKgMEBQYHhNnihLhMSRVFVSVZBTEVOVCBUSE
| LTIELTTIEEgVEVTVCBTRUNVUKTUWS1DQVRFRO9SWS4xeQIBAQYHKgMEBQYHChMtRVFVSVZB
| TEVOVCBUSELTIELTIEEgUOVDTO5EIFBSSVZBQ1kgTUFSSYBURVNUMTWwWOOAIKgMEBQYHhN
| ihLhMsRVFVSVZBTEVOVCBUSELTIELTIEEgVEVTVCBTRUNVUKTUWS1DQVRFRO9SWS4wCQYH
| KoZIzjgEAwWQVMCOCFQC8Mzd1xPdwXBdJE6pMhcq7UpFIWQIUY5aiFIvPVO6WSF9sZN2EBE
| LfHMo=

| <4.10.bin

**xx4.,11.binxxx

| * Example 4.11.bin



|>4.11.bin
|[MIIGiAYJKoZIhvcNAQcCoIIGeTCCBNUCAQEXADALBgkghkiGOwOBBwWGgggV /MIICmzCCAl
| gqgAWIBAgIBATAIBgcqhkjOOAQDMBIXEDAOBgNVBAMTBONhcmxEUIMwWHhcNOTkwODE2MI1
| MDUWWhcNMzkxMjMxMjM10TU5WjASMRAWDgYDVQQDEwdDYXJISRFNTMIIBtzCCASsGByqGSM
| 44BAEwggEeA0GBALZIGD6KRMEpcZRMACQSWXp5y1RNgx6B+8ZMsw6UCQbrAdSxyHFLxOXA
| UCVdnPza5G3T40ZIhIJ9uhWVShb2Ru3d9pjSu36KCoq6Fnu5SUAFIk4vrIJRVR11Xcj1MOEK
| LQ/HC3zTBU/dreqKoitaGvi8wCiOeLcF+5reEI1GOpLdbpAhUA3cEV31P0CzRgdz4CpL+K
| XZi5ENUCgYAMT7lebS73atgdqdDdPVX+d7bxhDetGWTxWCytbDIHOpWISacrhbT69v/7ht7
| krYTyty65F4wasjCKAnESHC8fN8BzZtU5dc96vDskdWIH1ITOR5NVpzgn9GUR+pQhacSOuK
| eWGO1S9TIKkRjH4a401gGIfgpwO+64HXWQsRGZVKbCgOBhQACgYEAmMYdOJIwNmoLHArdwsdb
| vhbESc2iFtTUdtsWIJ6diuHvI6tISx0456m3FOAITItCVOUWCWGSQB82IM/nXA+87YaADj
| /dVwT98]j LhkG1lPSxYY86V7EIEaQLJiXwUnaB6gtiDZUg50a6crKnUIMLgifNG6INiZrXjR
| g5hD+LxVZNgHqjQjBAMASGA1UdEWEB /wQFMAMBAf8wDgYDVROPAQH/BAQDAgGGMBOGA1Ud
| DgQWBBRWRDE6CLmM+H3krTdeM9ILXDK5PxHzAJIBgcqhkjOOAQDAZAAMCOCFGUp8ES6WNNJ +b
| 49K8KGN+KRFG6ETAhUAj ZzRpKouxPAN5TDINEh /07 ftGsjswgglcMIICm6ADAgECAgIAYDAJ
| BgcqhkjOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1IMwHhcNOTkwODE3MDEXMDQ5WhcNMzkxMj
| MXxMjM10TU5WjATMREWDWYDVQQDEwhBbG1jZURTUZzCCAbYwggErBgcqhkjOOAQBMIIBHgKB
| gQCBjc3tg+oKnjk+wkgoo+RHk90016g07FPFq4QIT/+U4XNIfgzW8ORIOf6fr6ShiS/h2T
|DINt4/m7+3TNxfaYrkddA3DJEI1Zvepl75/PSfL91DqItU8T+wBWhHTV2Iw801s+NVCHXV
| OXYQxH719/52whJc38uRRG7XkCZZc835b2wIVAOIHphpFZrgTxtqPuDchK2KL95PNA0OGAJ]
| jQFIkyqjn7Pm3ZS11gTHYjOQQCNVzyyxowwx5QXd2bWeLNqgUOWMB70ja4bgevfYpClafo
| dcOKCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUC8WAXXtSYKRITZEVTjITUpTVrXi+XPsGm
| E2HXF /wr3t0VD/mHTCOYFKYDmENjkDgYQAAOGAXOO5WNnUUlgupet3jP6nsrF7cvbcTETSm
| FOkoESPZNIZndXUTEj1DW2/1Ub /61 fKiGz4kfTOHjVtjyLtFpaBK44XWzgaAP+gjfhryK
| tTGrgnDR7vCLOMFIBcYqxl+hWL8bsOINKWN/ZhR7LEMoTwfkFA/UanY04z8gXi9PKD5b1ij
| gYEwfzAMBgNVHRMBAf8EAjAAMA4GA1UdDWEB /WQEAWIGWDAfBgNVHSMEGDAWZBRWRD6CLmM
| +tH3krTdeM9ILXxDK5PxHzAdBgNVHQ4EFgQUvmyhs+PB9+1DcKTOEwHi /e0X/sOwHwWYDVROR
| BBgwFOEUQWxpY2VEUINAZXhhbXBsZS5jb20wCQYHKoZIzjgEAWMWADAtAhRVDKQZHOIriX
| EiM42DarU9Z2u/RQIVAI9hU1JUC1lyy3drndh3iEFJIbQ1690YHbMIHYMIGZMAKGBYqGSM44
| BAMWE j EQMA4GALUEAXMHQ2FybERTUxcNOTkwODI3MDcwMDAWW] BpMBMCAgDIFwO50TA4Mj
| IWNZAwMDBaMBMCAgDJFw050TA4Mj IwNzAwWMDBaMBMCAgDTFwO50TA4Mj IwNzAwMDBaMBMC
| AgDSFwO50TA4Mj IwNzAWMDBaMBMCAgDUFwO50TA4Mj QwNzAwMDBaMAKkGBYqGSM44BAMDLw
| AWLATUfmVSdjP+NHMXOfeW+aDU2G1cfTOCFAJEWT7 fVWxjBz4fvftok8yqDnDWhMQA=
|<4.11.bin

**xx5,1.binx*xx*

| * Example 5.1.bin

|>5.1.bin
|[MIIBHgYJKoZIhvcNAQcDoIIBDzCCAQsCAQAxgcAwgbOCAQAWIjASMRAWDEYDVQQDEwADYX
| ISULNBAhBGNGVHgABWVBHTbi 7NXXHQMAOGCSqGSIb3DQEBAQUABIGAC3EN5NGIiJi21sGP
| cP2i397a4e8kbKQz362zg6Z2i0yx6zYC4mZTmX7FBs3IWg+f6KgCLx3M1eCbWx8+MDFbbpX
| adCDg08/nUkUNYeNxJtuzubGgzoyEd8Ch4H/dd9gdzTd+taTEgSOipdSIuNnkVY4/M6527
| KKHRLFf02hosdR8wQwY JKoZIhvcNAQcBMBQGCCqGSIb3DQMHBAgtaMXpRWZRNYAgDsiSf8
| Z9P43LrY40xUk660cul1XeCSFOSOp0OJ7FuVyU=

|<5.1.bin

**xx5,2.binx*xx*

| * Example 5.2.bin
|>5.2.bin



|[MIIBZQYJKoZIhvcNAQcDoIIBVjCCAVICAQIXggEAMIGOAZEAMCYWEjEQMA4GALIUEAXMHQ2
| FybFITQQIQRjRrx4AAVrwR024uzV1xODANBgkghkiGOWOBAQEFAASBgIQMQojGi7Z4IP+C
| VypBmNFoCDoEp87khtgy ff2N4SmgD3RxPx+8hbLQt91i3YcMwcap+aiOkyqjMalTO3VUCOX
| BOGV+HYI3HBZm/aFzxoq+YOXAWs5x1GerZwTOc9j6AY1K4gXvnztR5SQ8TBjlzytm4V7zg
| +TGrnGVNQBNw47Ewoj4CAQQWDQQLTWFpbEXxpc3RSQzIWEAYLKoZIhvcNAQkQAwWCCATOEGH
| cUr5MSJ/g9HNJVHsQ6X56VcwYb+0fojTBIBgkghkiGOwOBBWEWGEYIKoZIhvcNAwIwDgIC
| AKAECIWEOhkuKlWhgCBeKNXhojuej3org9Lt7n+wWxOhnky5V50vSpoYRTfRRyw==
|<5.2.bin

*%xx5,3 ., emlrxxx

| * Example 5.3.eml

|>5.3.eml

| TUINRS1WZXJZzaW9uOiAXLjAKTWVZzc2FnZS1JZDogPDAWMTAZMTEYMDA1MjAzLjAwMZzQ5QG
| FtewVtaWx5LmlnLmNvbT4KRGFOZTogVHV1LCAzZMSBPY3QgMjAwMCAXMjowMDo1MiAtMDYw
|MCA0Q2VudHIhbCBTdGFUZGFyZCBUaW11KQpGecm9t0iBVc2VyMQpUbzogVXNlcjIKU3Viam
| VjdDogRXhhbXBsZSA1LjMKQ29udGVudC1UeXB10iBhcHBsaWNhdGlvbi9wa2NzNyltaWll
| OwoJIbmFtZT1zbW1tZS5wN207CglzbW1ltZS10eXB1PWVudmVsb3B1ZC1kYXRhCkNvbnR1lbn
| QtVHIhbnNNmMZXItRW5jb2Rpbmc6IGIhc2U2NApDb250ZW50LURpc3Bvc210aW9u0iBhdHRh
| Y2htZW500yBmaWx LbmFtZT1zbWltZS5wN20KCk1ISUIIZ11KS29aSWh2YO5BUWNEbO1IQk
| R6QONBUXNDQVFBeGdjQXdnYjBDQVFBdOpqQVNNUKF3RGAZRFZRUURFA2REWVhKc1VsTKIK
| QWhCRO5HAKhNQUIXdkJIIVGIpNOSYWEhRTUEWRONTcUATSWIZRFFFQKkFRVUFCSUdBQzNFT]
| VURO 1pSmkybHNHUGNQMmM1KOTdhNGU4awpiS1F6MzZ6ZzZaMmkweXg2e 11DNG1aN21YNOZC
| czNIV2crZjZLZONMeDNNMWVDY1d40CtNREZ71YNBYYWRDRGAPOCOUVWtVT111TnhKCnR1en
| ViR2d6b31FZDhDaDRIL2RkOWdke LRKK3RhVEVNUZzBpcGRTSNVObmtWWTQVTTY1MmpLSOhS
| TEZmMDJob3NkUjh3UXdZSktvWkkKaHZj TkFRYOINQLFHQONXRINIYFNEUULIQkFndGFNWH
| BSd1pST11BZORZzaVNmMOFo5UDQzTHIZNE94VWs2NjBjdTFsSWGVDUOZPUOOWTWPKNOZ1VnlV
| PQoK

|<5.3.eml

*%%6.0.binkxxx

| * Example 6.0.bin

|>6.0.bin

| MF4GCSqGSIb3DQEHBaBRMESCAQAwWBWY FKw4DAhowKwYJKoZIhvcNAQcBoB4EHFRoaXMgaX
|Mgc29tZSBzYW1lwbGUgY29udGVudC4EFEBq7AhSebpuFgItngYpwCKWh91I

|<6.0.bin

*%k%x7,1.binxxx*

| * Example 7.1.bin

|>7.1.bin

| MFcGCSqGSIb3DQEHBGBKMEgCAQAWQwY JKoZIhvcNAQcBMBQGCCqGSIb3DQMHBA1za2v7Y]j
| EIToAg+vzt2z8YFx04iRHQNNYg2/TD2VgV75M7mvXXBPalcOI=

|<7.1.bin

*xx7 .2 . binkkx
| * Example 7.2.bin

|>7.2.bin
|MIGVBgkahkiGOwoBBwaggYcwgYQCAQIwQwYIKoZIhvcNAQCcBMBQGCCqGSIb3DQMHBAgHY



| CFkJ6wfoAg0iCPZ0iKyOHkImhdvncFUibt4wG9AJFYpzVuvEuiBzOh0jA4BgMqqzMxMQQv
| VGhpcyBpcyBhIHR1c3QgR2VuzZXJIhbCBBUO4gQXROCM1idXR1LCBUdW1iZXIgMS4=
|<7.2.bin
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