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Abstract

This document gives examples of message bodies formatted using
S/MIME. Specifically, it has examples of Cryptographic Message
Syntax (CMS) objects and S/MIME messages (including the MIME
formatting). It includes examples of many common CMS formats. The
purpose of this document is to help increase interoperability for
S/MIME and other protocols that rely on CMS.
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1.

N

Introduction

The examples in this document show the structure and format of CMS
message bodies, as described in [CMS]. They are useful to
implementors who use protocols that rely on CMS, such as the S/MIME
message format protocol. There are also examples of simple S/MIME
messages [SMIME-MSG] (including the MIME headers).

Every example in this document has been checked by two different
implementors. This strongly indicates (but does not assure) that the
examples are correct. All CMS implementors must read the CMS
document carefully before implementing from it. No one should use
the examples in this document as stand-alone explanations of how to
create CMS message bodies.

This document explicitly does not attempt to cover many PKIX [PKIX]
examples. Documents with examples of that format may be forthcoming.
Also, note that [DVCS], which covers PKIX Data Validation and
Certification Server Protocols, has examples of formats for its
protocol.

The examples shown here were created and validated by many different
people over a long period of time. Because of this, some of the
dates used in the examples are many years in the past. This, plus
the fact that some of the certificates in the examples have very long
lifespans, may cause problems in some test situations.

Constants Used in the Examples

This section defines the data used in the rest of the document. The
names of the constants indicate their use. For example,
AlicePrivDSSSign is the private part of Alice's DSS signing key.

- Alice is the creator of the message bodies in this document.

- Bob is the recipient of the messages.

- Carl is a CA.

- Diane sometimes gets involved with these folks.

- Erica also sometimes gets involved.
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1.

2.2.

Content of Documents
ExContent is the following sentence:

This is some sample content.

Examples of S/MIME Messages

July 2005

That is, it is the string of characters starting with "T" up to and

including the ".".

The hex for ExContent is

5468 6973 2069 7320 736f 6d65 2073 616d
The MD5 hash of ExContent is

9898 cac8 fab7 691f f89d c207 24e7 4a04
The SHA-1 hash of ExContent is

406a ec08 5279 ba6e 1602 2d9e 0629 c022

Private Keys

The following private keys are needed to create the samples.

706Cc 6520 636f 6e74 656e 742e

9687 dd48

the public keys, see the certificates in the next section.

AlicePrivDSSSign =
© 30 331: SEQUENCE {
4 02 1: INTEGER ©
7 30 299: SEQUENCE {
11 06 7: OBJECT IDENTIFIER dsa

(1

(ANSI X9.57 algorithm)

20 30 286:
24 02 129:

SEQUENCE {

INTEGER
00 81 8D CD ED 83
48 28 A3 E4 47 93
53 C5 AB 84 08 4F
OC D6 F3 44 48 D1
2F E1 D9 30 C8 36
DC 5F 69 8A E4 75
9B DE A7 5E F9 FC
8B 54 F1 3F BO 07
C3 B5 B3 E3 55 08
78 BD FF 9D BO 84
B5 E4 09 96 5C F3

INTEGER
00 E2 47 A6 1A 45
B8 37 21 2B 62 8B

156 02 21:

EA
DD
FF
FE
DE
DO
F4
08
75
97
7E

66
F7

2 840

A
OE
94
9F
3F
37
9F
47
D5
37
5B

B8
93

9E
D7
E1l
AF
9B
ec
2F
4D
39
F2
DB

13
CD

10040

39
A8
73
A4
BF
91
DD
5D
76
E4

C6

3E
OE
48
Al
B7
08
43
88
10
51

DA

4 1)

Cc2
EC
7E
89
4C
95
A8
C3
C4
1B

8F

To find
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179 02 128: INTEGER

: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
: }
310 04 23: OCTET STRING, encapsulates {
312 02 21: INTEGER
: 00 BB 44 46 D1 A5 C9 46 07 2E DO FE
7A D6 92 07 FO 9A 85 89 3F
}
}
AlicePrivRSASign =

® 30 630: SEQUENCE {
4 02 1: INTEGER 0
7 30 13: SEQUENCE {
9 06 9: OBJECT IDENTIFIER
: rsaéEncryption (1 2 840 113549 1 1 1)
(PKCS #1)
20 05 0: NULL
: }
22 04 608: OCTET STRING, encapsulates {
26 30 604: SEQUENCE {
30 02 1: INTEGER 0
33 02 129: INTEGER
: 00 E@ 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 60D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE B1 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
: 8C 4E F3 57 38 57 74 57 5F
165 02 3: INTEGER 65537
170 02 128: INTEGER
: 00 A4 03 C3 27 47 76 34 34 6C A6 86
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301

368

435

502

568

02

02

02

02

02

65:

65:

65:

64:

64:

Examples of S/MIME Messages

B5
D7
CDh
67
OE
5B
FE
B7
DE
1A

79
48
15
63
BF
D5
33
F1
87
C3

INTEGER

00
FC
40
F9
66
AD

F6
ES
FA
37
21
CA

INTEGER

00
8A
08
8B
22
4C

E8
E8
55
7F
6A
9E

INTEGER

00
14
7F
77
53
51

97
B6
F5
38
B7
E7

INTEGER

2C
4F
64
51
A3
E9

FO
FA
73
B3
62
83

INTEGER

58
DF
05
AB
FB
6F

88
4B
2F
50
02
8D

49
09
90
CE
28
65
CB
8E
06
EC

D6
B3
A8
82
B9
98

DE
98
96
D3
DA
FA

4C
0B
E4
22
FA
AB

24
6C
D7
94
1F
02

D9
F4
6E
93
E9
5F

01
6A
60
B4
2D
6A
FF
A2
22
91

EO
50
0A
8A
3C
2D

BO
50
73
70
38
8E

FO
6A
88
48
1E
CD

5B
CD
29
E7
3E
83

Al
9C
E2
CA
21
28

4B
8B
27
oF
F4
D8
29
76
7D
44

22
6A
B4
14
D2
D1

11
F5
5D
7F
91
2F

87
90
E3
D7
20
F1

FA
21
8F
2C
6C

50
6F
88
BF
96

2E
91
31
56
39
41
E4
37
04
AB

21
9D
9B
c8
06

25
77
F4
F5
2A

9B
5F
59
22
B2

AO
D3
7E
99
4D

38
B8
89
40
B8

8A
F7
47
AC
90
F3
03
BO
66
7F

4C
ES5
9B
F2
BF

09
77
C8
A4
86

17
86
B9
B1
c8

CD
c8
46
2D
67

84
B4
21
71
33

D2
36
35
2F
6F
13
0B
79
5E
21

5F
OF
oC
93
B4

D2
61
5B

5B

7F
27
F9
25
51

85
E4
8C
55
41

6A
2A
6F
EC
CD

C8
F2
64
37
34
D7
3D
57
C9

0A
B5
55
OE
55

02
A4
12
BB
6C

EE
51
1E
98
16

22
F1
EC
65
11

AB
25
4B
21
E2

62
75
4D
6E
D8
2D
05
D3
1B

70
85
C2
92
31

51
45
93
74
14

1B
E1l
9B
BA
23

EA
84
15
7B
3B

03
FB
25
25
C6

B2
D6
95
1C
6E
39
A2
2F
AF

FF
96
01
cD
c9

01
93
22
FD
E8

83
B7
D3
3D
75

DO
44
DE
24
El

BC
F6
9E
C5
95

Cc7
ES8
CDh
EE
08
5E
8F
2B
8B

27
C6
1D
A5
DC

DE
6B
73
3C
AE

1B
AO
29
59
93

6E
48
E4
EA
BE

BB
E4
DO
7F
EE

July 2005
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BobPrivRSAEncrypt =

0

4
7
9

20

22
26
30
33

165

170 02 128:

301

368

30
02
30
06

05

04

30

02
02

02

02

02

645: SEQUENCE {
1: INTEGER 0
13:  SEQUENCE {

9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)

0: NULL
: b

608: OCTET STRING, encapsulates {

604 : SEQUENCE {

1: INTEGER ©

129: INTEGER

00
41
FB
DO
B7
65
46
85
1C
D8
5F

3: INTEGER
INTEGER

67
22
88
30
70
DA
C6
5E
9E
3D
F6

65: INTEGER

00
BC
F5
0B
93
F3

65: INTEGER

00
C8
19

A9
5E
1D
35
08
1E
01
8B
FB
69
38

CD
83
94
CcB
79
87
77
21
4E
BO
10

DO
A6
72
9B
B5
31

DO
D7
45

El
A6
01
85
3B
7B
86
31
5D
01
CF

67
79
DA
6D
09
D9
36
04
60
F1
1C

65537

48
9C
F2
E7
0A
98
DC
71
63
1B
09

C3
75
C4
DA
5B
C2

51
AB
CcB

4C
6D
1C
BA
AOQ
D6
A9
43
FO
DF
D8

22
D6
EB
DD
FE
B9

FC
F2
66

98
89
19
7A
Cco
A9
34
B8
C4
05
2C

9A
FO
6B
6A
F4
30
91
FC
17
FA
87

C6
66
FO
6B
CE
ES

1E
58
CA

3F
85
70
98
91
33
32
ccC
EO
F8

eD
A6
OF
56
FE
84
DO
6D
58
25
DB

DE
3F
46
6D
EA

22
D4
28

39
c8
26
66
B8
24
CcB
18
5C
7A
6A

8F
06
8B
AD
45
74
7C
07
79
3B
03

A2
D4
9A
F8
FD

B7
F7
19

D5
35
17
14
19
A3
07
08
1F
70
A7

98
1D
35
77
EO
E4
30
3D
1C
A3
19

99
8D
F1
FC
68

5B
82
5F

5F
5D
OF
41
69
7F
03
14
53
D1
EB

C2
BC
DE
C6
A9
FC
AO
FO
4B
Co

18
45
3E
3B
84

ED
94
E2

F2
9A
BD
5C
37
3B
59
48
D3
BE

1B
ED
OE
EB
B2
59
A2
FA
98
2C

76
52
5C
3C
23

B5
F3
10

AQ
91
A5
CF
6D
BB
52
E6
7F
83

65
A7
82
51
F4
6C
C5
6D
1C
08

8F
8C

08
62

8E
53
2B

93
5B
22
B7
F9
AF
FC
4F
53
C6

FF
03
78
79
19
c1
08
14
3D
05

8D
76
55
43
AF

01
A8
F3

July 2005
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EC
47
84
ER
BA
48
60
52
14
80
ER
9E
06
72
16
AF
34
ER
18
DA
69
2A
F5
46

{

6A
21
60

64
EF
3B
38
99
B7

2F
Ad
9C
68
03
30

67
9C
CcB
7C
EE
41

30
DC
7D

C9
1B
9B
84
5A
85

B3
5D
3A
A8
OA
25

D6
05
31
26
OB
F6

74
49
8F

48
2A
97
CE
57

37
D9
88
35
48
07

0A
4F
c4
50
D5

F8
01

28
5A
A9
ES
FE

9A
90
85
1A
32

D2
81
52
D5
8D

4D
F9

57
1C
Cco
09
23

FB
96
9C
1B
04

B5
D4
C8
E9
EE

11
OA

74
48
EF
88
6C

OB
06
87
43
4E

AB
EF
54
A6
B3

F4
20

D7
7B
18
48
E4

06
05
OF
E8
E9

Cc2
01
55
D7
AF

A7
29

55
1E
66
94
A7

5D
5F
9D
38
OF

BA
89
25
77
4C

Cc4
Fo

50
21
A9
69
23

57
24
62
Cco
8F

7A
1E
00
CcB
Al

20
24

DE
59
4E
C5
7B

E1l
06
12
98
77

E7
32
3B
CF
7C

OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))

BIT STRING O unused bits
'00001000'B (bit 3)
Error: Spurious zero bits in bitstring.

OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)

(ANSI X9.57 algorithm)

RFC 4134
8F
B5
: 08
435 02  64: INTEG
: 34
6A
Cc3
62
20
: DO
501 02  65: INTEG
: 00
09
40
88
69
: 7D
568 02  64: INTEG
: 57
54
3D
1C
15
63
b
: }
634 A®@  13: [0] {
636 30  11: SEQUENCE
638 06 3:
643 31 4: SET {
645 03 2:
b
b
}
}
CarlPrivDSSSign =
© 30 330: SEQUENCE {
4 02 1: INTEGER ©
7 30 299: SEQUENCE {
11 06 7:
20 30 286: SEQUENCE
24 02 INTEGER

00 B6 49 18 3E 8A 44 C1 29 71 94 4C

{

July 2005
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01 C4 12 C1 7A 79 CB 54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 Bl
C8 71 4B C7 45 CO 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 GE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 5F B9

: AD E1 08 D4 6D 29 2D D6 E9

156 02 21: INTEGER
: 00 DD C1 2F DF 53 CE 0B 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
179 02 128: INTEGER

: OC EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 0D EB 46 59 3C
56 0B 2B 5B OC 91 CE A5 62 52 69 CA
E1l 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 0B C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA 7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B 0A

}
: }
310 04 22: OCTET STRING, encapsulates {
312 02 20: INTEGER
: 19 B3 38 A5 21 62 31 50 E5 7F B9 3E
08 46 78 D1 3E B5 E5 72
}

}

CarlPrivRSASign =

0 30 630: SEQUENCE {

4 02 1: INTEGER ©
7 30 13: SEQUENCE {
9

06 9: OBJECT IDENTIFIER

: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)

20 05 0: NULL
: }

22 04 608: OCTET STRING, encapsulates {

26 30 604: SEQUENCE {

30 02 1: INTEGER 0

33 02 129: INTEGER
: 00 E4 4B FF 18 B8 24 57 F4 77 FF 6E
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3:

REC 4134
165 02
170 02 129:
302 02 65:
369 02 65:
436 02 64:
502 02 64:

Examples of S/MIME Messages

73
D8
9D
A7
A2
99
16
29
F8
38

7B
41
BD
BD
36
25
AO
CB
18
B9

INTEGER
INTEGER

00
EF
TA
BC
D6
4E
20
D4
EO
BA
1C

AE
38
86
29
13
OF
77
9C
90
4A
AB

INTEGER

00
93
B1
40
61
BB

FF
B3
48
F6
0A
A7

INTEGER

00
OF
CD
07
01
B6

E4
BA
7D
D9
AA
C2

INTEGER

57
44
F8
6D
2E
D8

36
0]¢}
E7
B5
46
54

INTEGER

64
03
D8

Al
CcDh
1A

93
46
51
D7
B1
8F
CS5
82
D6
1B

71
DO
1E
8D
ED
B8
BE
DD
c8
3C

65537

73
5F
67
OE
9B
BD
90
87
16
ED
CB

DF
BO
BA
BF
6E
OE

69
63
D1
30
1B
7E

6C
F8
0]¢}
63
F8
26

OF
BO
B6

E4
53
36
F3
C3
A7
DF
60
F8
39
E8

09
49
0B
DC
3B
7F

68
1D
Cc2
03
o7
AB

8F
80
EO
Cco
77
95

AC
EG
88

5C
CcDh
17
1A
E2
4E
OE
AC
57
1D

5B
21
E7
8F
97
A8
61
ED
80
B6
F5

AO
BB
39
AE
CE
OB

18
72
27
A3
1F
73

8C
E2
8F
AD
85

55
A7
14

BC
11
7A
53
50
AB
AE
44
5E
97

5F
2A
7D
BD
7A
F7
9B
76
47
5D
26

56
DE
E1l
1D
30

5F
CB
A9
03
20

04
AF
8C
44
4B

74
19
AO

33
3A
F2
EC
E2
B9
44
E9
F2
Cco

5B
2F
62
C3
CA
54
9A
84
C3
02
3F

(0]}
E7
1C
DO
DA

F9
20
2E
AB
4C

76
42
27
E9
3B

1B
1D
2C

1A
04
76
E4
32
7D
5B
AA
76
6A

66
62
78
co
6A
06
6F
F1
19
a7
A4

42
81
7B
Al
36

57
A4
AC
7F
B7

6C
01
A4
76
87

BD
80
7A

92
B3
2C
00
09
D5
EF
93
c4
F1

5A
FE
75
C9
FO
41
74
6A
6B
3B
81

52
7D
22
AD
9F

DO
81
7A
88
C9

B6
A9
2D
91
04

oD
AF
C5

92
8E
2B
D5
8A
96
5E
94
F2

C9
DE
3D
B6
B8
BD
DE
30
ED
5F

9E
28
18
04
65

7C
76
56
92
7B

D4
OF
5F
A7
FO

61
F1
76

72
AF
86
E8
3F
65
F4
29
11

D7
29
73
F8
85
EB
EA
37
75
1B

c4
99
33
71
25

66
64
9A
50
56

EE
14
A2
19
AF

7B
41
D4

23
82
39
EC
9F
DA
A7
OE
60

C6
9A
AQ
BA
65
DC
3B
D5
77
Cc8

4D
DO
B6
5A
29

89
89
85
24
F7

24
84
ES
49
D2

17
48
OF

July 2005
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OE 1F 7A 2A B2 6E 37 04 AB 39 45 73
BA 46 A8 OF 8D 82 5F 22 14 05 CF A2

: A3 F3 7C 83

568 02 64: INTEGER

: 26 1E 1D 1C Al 98 2B E4 DB 38 E8 57
6E 6B 73 19 88 61 3A FA 74 4A 36 8B
47 68 5D 50 EB 26 E3 EA 7D 9B 4E 65
A9 AF 7B AB 4B 2E 76 51 3D A8 DO 11
AB A3 D6 A8 CO 27 36 1D 54 0B AA A7
D1 6D 8D FA

DianePrivDSSSign =
® 30 331: SEQUENCE {
4 02 1: INTEGER 0
7 30 299: SEQUENCE {

11 06 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
(ANSI X9.57 algorithm)
20 30 286: SEQUENCE {

24 02 129: INTEGER
: 00 B6 49 18 3E 8A 44 C1 29 71 94 4C
01 C4 12 C1 7A 79 CB 54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 Bl
C8 71 4B C7 45 CO 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 5F B9
: AD E1 08 D4 6D 29 2D D6 E9
156 02 21: INTEGER
: 00 DD C1 2F DF 53 CE OB 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
179 02 128: INTEGER
: OC EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 0D EB 46 59 3C
56 0B 2B 5B OC 91 CE A5 62 52 69 CA
E1l 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 0B C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA 7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B 0A
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310
312

04
02

Examples of S/MIME Messages

3
b

23: OCTET STRING, encapsulates {

21: INTEGER

00 96 95 F9 EO C1 EO® 41 2D 32 OF 8B
42 52 93 2A E6 1E OE 21 29

}

DianePrivRSASignEncrypt =

0

4
7
9

20

22
26
30
33

165

170 02 128:

301

30
02
30
06

05
04
30

02
02

02

02

631: SEQUENCE {
1: INTEGER 0
13:  SEQUENCE {

9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)

(PKCS #
0: NULL

}

1)

609: OCTET STRING, encapsulates {

605: SEQUENCE {

1: INTEGER ©

129: INTEG
: 00

EA

B1

F6

A9

F6

07

c3

93

c3

: 8B

3: INTEG
INTEG
3D
23
7D
26
65
AC
D2
FF
24
39

: D7
65: INTEG
: 00

ER
D6
7C
92
7C
76
D4
DB
60
47
5E
44
ER
ER
BD
04
93
CF
DO
21
A3
15
F7
8D
05
ER
F3

FD
BB
5A
FB
9D
B7
AQG
49
EE
47
1D

B8
A2
17
44
CF
28
C1
AC
FO
ES5
95

65537

CD
2B
3C
FE
3A
11
84
20
D4
62
91

B8

C2
CS
OF
58
77
71
25
24
4A
BD
53

3F

co
62
F4
CA
EC
0A
60
45
73
0A
5D

OE
6B
D3
80
45
44
63
5B
32
80
BB

4A

70
FA
20
8B
AO
BB
1E
D7
35
B7
CDh

61
35
25
8F
24
E3
B5
F1
9E
FC
96

D1

C6
FO
E1l
27
2C
F8
B7
F8
72
83
28

14
A5
96
EB
9E
B2
BC
80
B9
oC
B6

94

4C
EG
99
06
70
BF
7E
C6
BO
F1
co

5B
96
BA
B1
oC
A8
2F
2F
49
24
41

BO

25
32
24
F1
96
4A
67
EF
02
DB
85

4B
45
62
8C
EB
A9
1E
D5
D8
92

91

EC
3A
82
7E
F2
4C
F7
08
C4
74

E7
23
52
BD
86
2E
DD
41
19
93

60

EA
53
A
26
83
19
DE
37
F3
69

BF
FC
42
D4
80
AC
F6
OE
8E
E4

13

CF
FF
DO
03
42
3F
B1
21
11
64

60
69
E2
oD
C3
17
21
32
3F
C3

41

July 2005
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368 02

435 02

502 02

569 02

2.3. Certificates

AliceDSSSignByCarlNoInherit

0 30
4 30
8 A0
10 02

13 02
17 30
19 06

65:

65:

65:

64:

Examples of S/MIME Messages

92
D4
5F
52
36

oD
015}
4F
B3
75

INTEGER

00
AA
86
68
2C
AO

E1l
02
C9
38
54
7E

INTEGER

00
67
29
2B
08
5F

AF
A9
8B
D4
2D
AC

INTEGER

00
A2
DD
9A
DD
89

B9
7C
94
19
AB
8A

INTEGER

01
DF
BO
B3
65
AC

732: SEQUENCE {

667 :
3:
1:

©

SEQUENCE {
(el {

07
A8
73
AC
Al
6C

INTEGER 2

}

INTEGER 200

SEQUENCE

{

8D
70
19
22
68

D2
B4
10
0]¢}
80
D2

B6
Al
FE
09
E3
12

98
52
C6
DC
1D
71

21
DE
74
69
16
BF

44
Cco
85
D8
73

E7
5A
8D
4B
A
BB

BC
99
OA
AO
07
5C

41
8A
1B
73
608
DB

97
F7
c8
cC
39
E5

3F
1A
50
A8
B5

11
ED
56
2E
75
91

DB
FC
DF
56
B5
A9

FC
20
C3
ED
7B
61

5F
E2
C4
B3
39

77
AF
Al
7C

57
4E
7B
D2
BA

22
EF
D4
5B
Al

08
5A
25
E9
B5

7A
B1
BE
F7
BO

1D
EO9
90
8E

06
9D
31
26
D1

73
D2
Cc8
C5
E7

50
EA
Cco
1D
AC

60
34
3F
3F
E3

FF
90
91
54

AE
82
75
32
66

43
8E
5E
B1
B3

1F
2C
82
27
7F

A8
7D
58
7C
74

96
94
AE
7F

72
11
79
DD
96

41
FD
57
62
FF

73
89
51
D4
E9

FD
FC
45
AC
7D

23
F2
BD
00

95
4F
69
B1
1B

EC
1D
25
FC
C4

60
D9
E4
F8
82

5A
EB
30
Cc7
CF

44
BO
05
72

22
96
E7
E2
BO

B4
FB
0A
20
co

8A
A5
EE
6C
9B

5C
91
06
B8
CD

08
D5
76
4F

16
3C
75
EO
OE

B5
ES
5D
BE
A5

01
19
2B
03
F1

07
BD
90
1B
C5

July 2005
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(ANSI X9.57 algorithm)

: }
28 30 18: SEQUENCE {
30 31 16: SET {
32 30 14: SEQUENCE {
34 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
39 13 7: PrintableString 'CarlDSS'
: }
}
: }
48 30 30: SEQUENCE {
50 17 13: UTCTime '990817011049Z'
65 17 13: UTCTime '391231235959Z'
: }
80 30 19: SEQUENCE {
82 31 17: SET {
84 30 15: SEQUENCE {
86 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
91 13 8: PrintableString 'AliceDSS'
}
}
: }
101 30 438: SEQUENCE {
105 30 299: SEQUENCE {
109 06 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
118 30 286: SEQUENCE {

122 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
254 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
277 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
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408
412

543
546
548
550

555
558
560

562
564

569
572
574

578
580

03
02

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

132:
128:

129:
127:
12:

N

14:

N

31:

Examples of S/MIME

AA
7D
3E
E9
01
95
1F
D1

b
b

05
8A
90
CE
7C
4A
11
81

3D
42
F8
2E
6D
53
7F
4A

58
25
6D
5D
49
56
C2
60

Messages

Cco
A7
EA
A3
89
B5
BD
39

7B
F4
oc
07
11
E2
ED
BA

A2
75
Cc9
CD
89
F9
D1
36

36
CF
21
23
36
73
50
39

B8
4A
8A
85
44
EC
FF

6E
08
3B
B8
BD
1A
98

07
5E
76
2F
F8
61
74

BIT STRING O unused bits, encapsulates

INTE
5C
3F
16
12
1B
A5
7E
08
F1
32
F2

}
[31 {
SEQUENCE

SEQUENCE {
OBJECT IDENTIFIER

GER
E3
A9
89
3D
3E
A0
1A
BF
BB
84
A5

{

B9
EC
28
43
24
4A
F2
66
34
FO
E2

5A
AC
11
5B
7D
E3
24
14
D4
7E
F4

75
5E
23
6F
3D
85
AB
80
D2
41
F2

14
DC
D9
ES
07
D6
53
5C
96
40
83

96
BD
34
51
8D
CE
1A
62
37
FD
ES

(0]}
B7
86
BF
5B
06
B8
AC
F6
46
B8

A9
13
67
FA
63
80
27
65
61
A7

7A
11
75
89
C8
3F
oD
FA
a7
63

basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {}

by

SEQUENCE {

}

DD
34
75
F2
BB
E8
1E
15
B2
4E

July 2005

AF
4B
14
30
C8
36
C2

E3
A6
13
A2
45
23
EF
8B
c4
33

OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
'11'B

}

SEQUENCE {
OBJECT IDENTIFIER

authorityKeyIdentifier (2 5 29 35)


https://datatracker.ietf.org/doc/html/rfc4134

Hoffman, Ed. Informational [Page 15]



RFC 4134 Examples of S/MIME Messages July 2005

: (X.509 id-ce (2 5 29))
585 04 24: OCTET STRING, encapsulates {

587 30 22: SEQUENCE {

589 80  20: [0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}
b
: b
611 30  29: SEQUENCE {
613 06  3: OBJECT IDENTIFIER

subjectKeyIdentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
618 04 22: OCTET STRING, encapsulates {
620 04  20: OCTET STRING
: BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}

: }
642 30  31: SEQUENCE {
644 06 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)

: (X.509 id-ce (2 5 29))
649 04 24 OCTET STRING, encapsulates {
651 30 22: SEQUENCE {
653 81 20: [1] 'AliceDSS@example.com'

: }

}
}
}
}

: }
675 30 9: SEQUENCE {
677 06 7: OBJECT IDENTIFIER dsawithShal (1 2 840 10040 4 3)

(ANSI X9.57 algorithm)

: }
686 03 48: BIT STRING O unused bits, encapsulates {
689 30 45: SEQUENCE {

691 02 20: INTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
713 02 21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}

AliceRSASignByCarl =
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O

10

13

31
33

44

46
48
50
52

57

66
68
83

98
100
102
104

109

119
122
124

135

137

141
144

30
30
AO
02

02

30
06

05

30
31
30
06

13

30
17
17

30
31
30
06

13

30
30
06

05

03

30
02

556:
405:

16:

13:

18:
16:
14:

30:
13:
13:

19:
17:
15:

159:
13:

141:
137:
129:

Examples of S/MIME Messages July 2005

SEQUENCE {
SEQUENCE {
(o] {
INTEGER 2
}
INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption (1 2 840 113549 1 1 5)
(PKCS #1)
NULL
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlRSA'

b
}

}
SEQUENCE {

UTCTime '990919010847Z'

UTCTime '391231235959Z'

}

SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'AliceRSA'

}
b

3
SEQUENCE {

SEQUENCE {
OBJECT IDENTIFIER
rsaéEncryption (1 2 840 113549 1 1 1)
(PKCS #1)
NULL
}
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER
00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
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276

281
284
286
288

293
296
298

300
302

307
310
312

316
318

323
325
327

349
351

02

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

Examples of S/MIME Messages July 2005
DC 7D C7 75 29 OD 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE B1 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
: 8C 4E F3 57 38 57 74 57 5F
3: INTEGER 65537
: }
}
: }
129: [3]
127: SEQUENCE {
12: SEQUENCE {
3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
1: BOOLEAN TRUE
2: OCTET STRING, encapsulates {
0: SEQUENCE {}
: }
: }
14: SEQUENCE {
3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
1: BOOLEAN TRUE
4: OCTET STRING, encapsulates {
2: BIT STRING 6 unused bits
'11'B
}
: }
31: SEQUENCE {
3: OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
24: OCTET STRING, encapsulates {
22: SEQUENCE {
20: [0]
E9 EO® 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB
}
}
: }
29: SEQUENCE {
3: OBJECT IDENTIFIER

subjectKeyIdentifier (2 5 29 14)


https://datatracker.ietf.org/doc/html/rfc4134

Hoffman, Ed. Informational [Page 18]



RFC 4134 Examples of S/MIME Messages July 2005

: (X.509 id-ce (2 5 29))
356 04 22: OCTET STRING, encapsulates {
358 04 20: OCTET STRING
: 77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A® 3A E3 FF 50

3

: }
380 30 31: SEQUENCE {
382 06 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)

: (X.509 id-ce (2 5 29))
387 04 24: OCTET STRING, encapsulates {
389 30 22: SEQUENCE {
391 81 20: [1] 'AliceRSA@example.com'

: 3

3
}
}
3

: 3
413 30 13:  SEQUENCE {
415 06 9: OBJECT IDENTIFIER

shalwithRSAEncryption (1 2 840 113549 1 1 5)

: (PKCS #1)

426 05 0: NULL
}

428 03 129: BIT STRING O unused bits

: 3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 Bl 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
FO9 EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 BO 22

}

BobRSASignByCarl =
© 30 551: SEQUENCE {
4 30 400: SEQUENCE {

8 A 3: [0] ¢

10 02 1: INTEGER 2
: ¥

13 02  16: INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO
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31 30 13: SEQUENCE {
33 06 9: OBJECT IDENTIFIER
shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
44 05 0: NULL
: }
46 30 18: SEQUENCE {
48 31  16: SET {
50 30 14: SEQUENCE {
52 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
57 13 7: PrintableString 'CarlRSA'
}
}
: }
66 30 30: SEQUENCE {
68 17 13: UTCTime '990919010902Z'
83 17 13: UTCTime '391231235959Z'
: }
98 30 17: SEQUENCE {
100 31  15: SET {
102 30 13: SEQUENCE {
104 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
109 13 6: PrintableString 'BobRSA'
: }
}
: }
117 30 159: SEQUENCE {
120 30 13: SEQUENCE {
122 06 9: OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
133 05 0: NULL
: }
135 03 141: BIT STRING O unused bits, encapsulates {
139 30 137: SEQUENCE {

142 02 129: INTEGER
: 00 A9 E1 67 98 3F 39 D5 5F F2 A0 93
41 S5E A6 79 89 85 C8 35 5D 9A 91 5B
FB 1D 01 DA 19 70 26 17 OF BD A5 22
DO 35 85 6D 7A 98 66 14 41 5C CF B7
B7 08 3B 09 C9 91 B8 19 69 37 6D F9
65 1E 7B D9 A9 33 24 A3 7F 3B BB AF
46 01 86 36 34 32 CB 07 03 59 52 FC
85 8B 31 04 B8 CC 18 08 14 48 E6 4F
1C FB 5D 60 C4 EO 5C 1F 53 D3 7F 53
D8 69 01 F1 65 F8 7A 70 D1 BE 83 C6
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274

279
281
283
285

290
293
295

297
299

304
307
309

313
315

320
322
324

346
348

353
355

377

02

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04
04

30

127:
125:
12:

N

14:

FNQ

31:

24;
22:
20:

29:

22:
20:

29:

Examples of S/MIME Messages July 2005

5F 38 CF 1C 2C AA 6A A7 EB
INTEGER 65537

}
}
}
(3] {
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}

}

}
SEQUENCE {

OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 5 unused bits
'100'B (bit 2)

b
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
(0]
E9 EO® 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
OCTET STRING
E8 F4 B8 67 D8 B3 96 A4 2A F3 11 AA
29 D3 95 5A 86 16 B4 24

}
SEQUENCE {
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379 06 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
384 04 22: OCTET STRING, encapsulates {
386 30 20: SEQUENCE {
388 81  18: [1] 'BobRSA@example.com'
: }
}
}
}
}
: }
408 30  13: SEQUENCE {
410 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
(PKCS #1)
421 05 0: NULL
}

423 03 129: BIT STRING O unused bits

: 7B 8E 66 C5 F1 10 3F 10 20 4C 88 71
AB 7B 40 6B 21 33 FA 4A 95 DE 9D OE
5B 6B 94 21 05 CO F2 E1 7E 2A CD 9C
93 88 87 FB 8B B7 7E 7D 41 61 E1 E4
D6 6D F9 E2 04 55 61 45 BC 64 27 44
CO A1 BD 59 79 D9 1D 64 3C 21 D6 45
BO 5D 68 33 92 EA AC F1 57 E5 81 7D
98 E6 35 91 A3 39 DE 77 F4 E8 1C 3B
29 DC 7F 51 07 97 F3 36 FO 50 OA DD
9B DE B6 5E 38 11 2B FB 57 EA 89 6D
AD C9 88 D8 8F CF 2B D3

Car1lDSSSelf =
©@ 30 667: SEQUENCE {
4 30 602: SEQUENCE {

8 A0 3: [0] {
10 02 1: INTEGER 2
: }
13 02 1: INTEGER 1
16 30 9: SEQUENCE {
18 06 7: OBJECT IDENTIFIER dsawWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
27 30 18: SEQUENCE {
29 31 16: SET {
31 30 14: SEQUENCE {
33 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)

: (X.520 id-at (2 5 4))
38 13 7: PrintableString 'CarlDSS'
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275 02 128:

REC 4134

47 30 30:
49 17 13:
64 17 13:
79 30 18:
81 31 16:
83 30 14:
85 06

90 13

99 30 439:
103 30 299:
107 06
116 30 286:
120 02 129:
252 02 21:

Examples of S/MIME Messages

}
b

}
SEQUENCE {

UTCTime
UTCTime
3
SEQUENCE {
SET {

SEQUENCE {

'990816225050Z"'
'3912312359597'

July 2005

OBJECT IDENTIFIER commonName (2 5 4 3)

(X.520 id-at (2 5 4))

PrintableString 'CarlDSS'

}
}

}
SEQUENCE {

SEQUENCE

{

OBJECT IDENTIFIER dsa (1
(ANSI X9.57 algorithm)

SEQUENCE {

INTEGER

00
01
FB
C8
E4
4A
OA
25
FC
B5
AD

B6
c4
C6
71
6D
16
8A
15
70
Al
E1l

INTEGER

00
02

DD
A4

INTEGER

oc
4F
56
E1
AD
87
AF
73
8A
B8
FO

EE
55
0B
6D
CB
0B
OE
AA
79
A3
42

49
12
4C
4B
D3
F6
BA
51
B7
AF
08

C1
BF

57
7F
2B
3E
AE
c7
Cc9
7F
61
58
Cc4

18
C1
B3
C7
E2
46
16
97
CcDh
8B
D4

2F
8A

9B
9D
5B
BD
45
CcDh
1D
46
B4
06
63

3E
7A
OE
45
86
ED
7B
55
30
cC
6D

DF
5D

4B
ED
ecC
BF
E3
FO
5A
51
D5
25
65

8A
79
94
co
48
DD
B9
DC
54
02
29

53
98

BD
BC
91
FE
06
1C
51
1F
2F
F8
52

44
cB
09
50
84
F6
50
8F
FD
88
2D

CE
B9

DA
61
CE
El
AC
D9
F5
A9
53
29
9B

2 840

c1
54
06
25
82
98
01
53
DA
E7
D6

(0]}
10

B6
oD
A5
B7
8C
B5
4F
42
22
co
0A

29
4D
EB
5D
7D
D2
48
OE
DE
8B
E9

34
D5

07
EB
62
B9
22
4E
44
16
44
EF

10040 4 1)

94
1E
D4
FC
15
7E
8B
A9
AA
5F

77

74
59
69
61
9C
73
35
48
1F
EO

4C
81
B1
DA
95
8A
EB
50
22
B9

3E

37
3C
CA
3C
44
DE
5A
EB
86
75
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}
: }
406 03 133: BIT STRING O unused bits, encapsulates {
410 02 129: INTEGER
: 00 99 87 74 27 03 66 AQ B1 CO AD DC
2C 75 BB E1 6C 44 9C DA 21 6D 4D 47
6D B1 62 09 E9 D8 AE 1E F2 3A B4 94
B1 A3 8E 7A 9B 71 4E 00 94 C9 B4 25
4E B9 60 96 19 24 01 F3 62 OC FE 75
CO FB CE D8 68 00 E3 FD D5 70 4F DF
23 96 19 06 94 F4 B1 61 8F 3A 57 B1
08 11 A4 OB 26 25 FO 52 76 81 EA OB
62 0D 95 2A E6 86 BA 72 B2 A7 50 83
OB AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A
}
: }
542 A3 66: [3] {
544 30 64: SEQUENCE {
546 30 15: SEQUENCE {
548 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
553 01 1: BOOLEAN TRUE
556 04 5: OCTET STRING, encapsulates {
558 30 3: SEQUENCE {
560 01 1: BOOLEAN TRUE
: }
}
: }
563 30 14: SEQUENCE {
565 06 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
570 01 1: BOOLEAN TRUE
573 04 4: OCTET STRING, encapsulates {
575 03 2: BIT STRING 1 unused bits
: '1100001'B
}
: }
579 30 29: SEQUENCE {
581 06 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
586 04 22: OCTET STRING, encapsulates {

588 04 20: OCTET STRING
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
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9:

3:
1:

RFC 4134
610 30
612 06
621 03 48:
624 30 45:
626 02 20:
648 02 21:
CarlRSASelf =
0 30 491:
4 30 340:
8 A0
10 02
13 02 16:
31 30 13:
33 06
44 05
46 30 18:
48 31 16:
50 30 14:
52 06
57 13
66 30 30:
68 17 13:
83 17 13:

Examples of S/MIME Messages July 2005

}
b
}

}
SEQUENCE {

OBJECT IDENTIFIER dsawWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER
6B A9 FO 4E 7A 5A 79 E3 F9 BE 3D 2B
C9 06 37 E9 11 17 A1 13
INTEGER
00 8F 34 69 2A 8B Bl 3C 03 79 94 32
4D 12 1F CE 89 FB 46 B2 3B

SEQUENCE {
SEQUENCE {

[e] {
INTEGER 2
3

INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
9F F2 50 20

SEQUENCE {

OBJECT IDENTIFIER
shalwithRSAEncryption (1 2 840 113549 1 1 5)
(PKCS #1)

NULL

3

SEQUENCE {

SET {
SEQUENCE {

OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlRSA'

}

}

b
SEQUENCE {

UTCTime '990818070000Z'
UTCTime '391231235959Z'

}
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98 30 18: SEQUENCE {
100 31  16: SET {
102 30 14: SEQUENCE {
104 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
109 13 7: PrintableString 'CarlRSA'
: }
}
: }
118 30 159: SEQUENCE {
121 30 13: SEQUENCE {
123 06 9: OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
134 05 0: NULL
: }
136 03 141: BIT STRING O unused bits, encapsulates {
140 30 137: SEQUENCE {

143 02 129: INTEGER
: 00 E4 4B FF 18 B8 24 57 F4 77 FF 6E
73 7B 93 71 5C BC 33 1A 92 92 72 23
D8 41 46 DO CD 11 3A 04 B3 8E AF 82
9D BD 51 1E 17 7A F2 76 2C 2B 86 39
A7 BD D7 8D 1A 53 EC E4 00 D5 E8 EC
A2 36 B1 ED E2 50 E2 32 09 8A 3F 9F
99 25 8F B8 4E AB B9 7D D5 96 65 DA
16 A0 C5 BE OE AE 44 5B EF 5E F4 A7
29 CB 82 DD AC 44 E9 AA 93 94 29 OE
F8 18 D6 C8 57 5E F2 76 C4 F2 11 60
: 38 B9 1B 3C 1D 97 C9 6A F1
275 02 3: INTEGER 65537

3
}
: 3
280 A3 66: [3] ¢
282 30  64: SEQUENCE {
284 30  15: SEQUENCE {
286 06 3: OBJECT IDENTIFIER

basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

291 01 1: BOOLEAN TRUE
294 04 5: OCTET STRING, encapsulates {
296 30 3: SEQUENCE {
298 01 1: BOOLEAN TRUE
: }
}

: b
301 30 14: SEQUENCE {
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303 06 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
308 01 1: BOOLEAN TRUE
311 04 4: OCTET STRING, encapsulates {
313 03 2: BIT STRING 1 unused bits
'1100001'B
}
: }
317 30 29: SEQUENCE {

319 06 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
324 04 22: OCTET STRING, encapsulates {
326 04 20: OCTET STRING
: E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}
3
}
: }
348 30 13:  SEQUENCE {
350 06 9: OBJECT IDENTIFIER
shalwithRSAEncryption (1 2 840 113549 1 1 5)
(PKCS #1)
361 05 0: NULL
}

363 03 129: BIT STRING O unused bits

: B7 9E D4 04 D3 ED 29 E4 FF 89 89 15
2E 4C DB OC FO 48 OF 32 61 EE C4 04
EC 12 5D 2D FF OF 64 59 7E OA C3 ED
18 FD E3 56 40 37 A7 07 B5 FO 38 12
61 50 ED EF DD 3F E3 OB B8 61 A5 A4
9B 3C E6 9E 9C 54 9A B6 95 D6 DA 6C
3B B5 2D 45 35 9D 49 01 76 FA B9 B9
31 F9 F9 6B 12 53 AO F5 14 60 9B 7D
CA 3E F2 53 6B B0 37 6F AD E6 74 D7
DB FA 5A EA 14 41 63 5D CD BE C8 OE
C1l DA 6A 8D 53 34 18 02

by

DianeDSSSignByCarlInherit =
0 30 440: SEQUENCE {
4 30 375: SEQUENCE {

8 A0 3: [0] {
10 02 1: INTEGER 2
3

13 02 2: INTEGER 210
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17 30 9: SEQUENCE {
19 06 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
28 30 18: SEQUENCE {
30 31  16: SET {
32 30 14: SEQUENCE {
34 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
39 13 7: PrintableString 'CarlDSS'
: }
}
: }
48 30 30: SEQUENCE {
50 17 13: UTCTime '990817020810Z'
65 17 13: UTCTime '391231235959Z'
: }
80 30 19: SEQUENCE {
82 31 17: SET {
84 30  15: SEQUENCE {
86 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
91 13 8: PrintableString 'DianeDSS'
: }
}
: }
101 30 147: SEQUENCE {
104 30 9: SEQUENCE {
106 06 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
: }
115 03 133: BIT STRING O unused bits, encapsulates {
119 02 129: INTEGER
: 00 AO 00 17 78 2C EE 7E 81 53 2E 2E
61 08 OF A1 9B 51 52 1A DA 59 A8 73
2F 12 25 B6 08 CB CA EF 2A 44 76 8A
52 09 EA BD 05 22 D5 OF F6 FD 46 D7
AF 99 38 09 OE 13 CB 4F 2C DD 1C 34
F7 1C BF 25 FF 23 D3 3B 59 E7 82 97
37 BE 31 24 D8 18 C8 F3 49 39 5B B7
E2 E5 27 7E FC 8C 45 72 5B 7E 3E 8F
68 4D DD 46 7A 22 BE 8E FF CC DA 39
29 A3 39 E5 9F 43 E9 55 C9 D7 5B A6
81 67 CC CO AA CD 2E C5 23
}
: }
251 A3 129: [3] €

254 30 127: SEQUENCE {
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256
258

263
266
268

270
272

277
280
282

286
288

293
295
297

319
321

326
328

350
352

357
359
361

30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04
04

30
06

04
30
81

12:

N

14:

FNQN

31:

24
22:
20:

29:

22:
20:

31:

24
22:
20:

Examples of S/MIME Messages

SEQUENCE {
OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {}

3
b

SEQUENCE {
OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
'11'B

}

SEQUENCE {
OBJECT IDENTIFIER

authorityKeyIdentifier (2 5 29 35)

(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {

}

(o]

July 2005

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

SEQUENCE {
OBJECT IDENTIFIER

subjectKeyIdentifier (2 5 29 14)

(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
OCTET STRING
64 30 99 7D 5C DC 45 OB 99 3A 52 2F
16 BF 58 50 DD CE 2B 18

3

SEQUENCE {
OBJECT IDENTIFIER subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {

}

[1]
b

'DianeDSS@example.com'
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: }
: }
: }
: }
383 30 9: SEQUENCE {
385 06 7: OBJECT IDENTIFIER dsawWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
394 03 48: BIT STRING O unused bits, encapsulates {
397 30 45: SEQUENCE {
399 02 21: INTEGER
: 00 A1l 1A F8 17 OE 3E 5D A8 8C F4 B6
: 55 33 1E 4B E3 2C AC B9 5F
422 02 20: INTEGER
28 4B 10 45 58 D2 1C 9D 55 35 14 18
91 B2 3F 39 DF B5 6E D3
}
}
}
DianeRSASignByCarl =
©@ 30 556: SEQUENCE {
4 30 405: SEQUENCE {
8 A0 3: [0] {
10 02 1: INTEGER 2
: }
13 02 16: INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: D5 9A 30 90
31 30 13: SEQUENCE {
33 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
44 05 0: NULL
: }
46 30 18: SEQUENCE {
48 31 16: SET {
50 30 14: SEQUENCE {
52 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
57 13 7: PrintableString 'CarlRSA'
: }
}
: }
66 30 30: SEQUENCE {
68 17 13: UTCTime '990819070000Z'
83 17 13: UTCTime '391231235959Z'

}
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98
100
102
104

109

119
122
124

135

137
141
144

276

281
284
286
288

293
296
298

300
302

30
31
30
06

13

30

30

06

05

03

02

02

01
04
30

30
06

19:
17:
15:

159:
13:

141:
137:
129:

129:
127:
12:

N

14:

Examples of S/MIME Messages

SEQUENCE {
SET {

}

SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'DianeRSA'
}
}

SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)

NULL

}

BIT STRING O unused bits, encapsulates {

3
[31]

SEQUENCE {

INTEGER
00 D6 FD B8 CO 70 C6 4C 25 EC EA CF
EA 7C BB A2 62 FA FO E6 32 3A 53 FF
Bl 92 5A 17 F4 20 E1 99 24 82 OA DO
F6 7C FB 44 CA 8B 27 06 F1 7E 26 03
A9 76 9D CF EC A® 2C 70 96 F2 83 42
F6 D4 B7 28 OA BB F8 BF 4A 4C 19 3F
07 DB A®@ C1 60 1E B7 7E 67 F7 DE B1
C3 60 49 AC 45 D7 F8 C6 EF 08 37 21
93 47 EE FO 73 35 72 BO 02 C4 F3 11
C3 5E 47 E5 OA B7 83 F1 DB 74 69 64
8B 44 1D 95 5D CD 28 CO 85

INTEGER 65537

b
}

{

SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}
SEQUENCE {

OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))

July 2005
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307
310
312

316
318

323
325
327

349
351

356
358

380
382

387

389
391

413
415

426

428

01
04
03

30
06

04
30
80

30
06

04
04

30
06

04

30
81

30
06

05

03

FNQ

31:

24
22:
20:

29:

22:
20:

31:

24
22:
20:

13:

129:
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BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 5 unused bits

'111'B

}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
(0]
E9 EO® 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
OCTET STRING
8C F3 CB 75 OE 8D 31 F6 D4 29 DA 44
92 75 B8 FE ED 4F 39 0OC

}
SEQUENCE {

OBJECT IDENTIFIER subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {

SEQUENCE {
[1] 'DianeRSA@example.com'
}

}

}
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
shalwithRSAEncryption (1 2 840 113549 1 1 5)
(PKCS #1)
NULL
}
BIT STRING O unused bits
7D A6 2C B5 78 42 D6 79 F3 31 FE F6
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42 CA OF 13 07 92 09 1B EO 6F BO 91
18 F6 BF 4A FB CC 63 79 FB 81 BF DD
97 C7 90 6B CB OA 37 2B 41 6A 03 98
C5 1B 3E 32 C8 45 2B 86 01 9C 1C E2
36 EF 16 C1 1A 92 B8 BE 62 FB 53 3E
49 47 OB C4 B9 E4 2B 58 A6 06 83 FO
B2 A7 BB 85 7E D5 C6 DA CE 9C 7B 31
72 D7 A2 EA 41 AB 6A CO DD 1F B9 14
44 18 CF 84 57 66 E8 C5 E6 B8 DC 2D
B3 1F 1B 28 43 36 75 7A
}
2.4. CRLs
Car1lDSSCRLForAll =
0 30 216: SEQUENCE {
3 30 153: SEQUENCE {
6 30 9: SEQUENCE {
8 06 7: OBJECT IDENTIFIER dsawithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
17 30 18: SEQUENCE {
19 31 16: SET {
21 30 14: SEQUENCE {
23 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
28 13 7: PrintableString 'CarlDSS'
}
}
: }
37 17 13: UTCTime '990827070000Z'
52 30 105: SEQUENCE {
54 30 19: SEQUENCE {
56 02 2: INTEGER 200
60 17 13: UTCTime '990822070000Z'
: }
75 30 19: SEQUENCE {
77 02 2: INTEGER 201
81 17 13: UTCTime '990822070000Z'
: }
96 30 19: SEQUENCE {
98 02 2: INTEGER 211
102 17 13: UTCTime '990822070000Z'
: }
117 30 19: SEQUENCE {
119 02 2: INTEGER 210
123 17 13: UTCTime '990822070000Z'


https://datatracker.ietf.org/doc/html/rfc4134

Hoffman, Ed. Informational [Page 33]



RFC 4134 Examples of S/MIME Messages July 2005

138 30  19: SEQUENCE {
140 02 2: INTEGER 212
144 17 13: UTCTime '990824070000Z'
: }
}
: }
159 30 9: SEQUENCE {
161 06 7: OBJECT IDENTIFIER dsawithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
170 03 a47: BIT STRING O unused bits, encapsulates {
173 30 44: SEQUENCE {

175 02 20: INTEGER
: 7E 65 52 76 33 FE 34 73 17 D1 F7 96
: F9 AG D4 D8 6D 5C 7D 3D
197 02 20: INTEGER
: 02 7A 5B B7 D5 5B 18 C1 CF 87 EF 7E
DA 24 F3 2A 83 9C 35 Al

}
}
}
Car1lDSSCRLForCarl =
® 30 131: SEQUENCE {
3 30 68: SEQUENCE {
5 30 9: SEQUENCE {
7 06 7: OBJECT IDENTIFIER dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
16 30 18: SEQUENCE {
18 31  16: SET {
20 30 14: SEQUENCE {
22 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
27 13 7: PrintableString 'CarlDSS'
: }
}
: }
36 17 13: UTCTime '990825070000Z'
51 30 20: SEQUENCE {
53 30 18: SEQUENCE {
55 02 1: INTEGER 1
58 17 13: UTCTime '990822070000Z'
: }
}

: b
73 30 9:  SEQUENCE {

75 06 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)


https://datatracker.ietf.org/doc/html/rfc4134

Hoffman, Ed. Informational [Page 34]



RFC 4134 Examples of S/MIME Messages July 2005

(ANSI X9.57 algorithm)

: }
84 03 48: BIT STRING O unused bits, encapsulates {
87 30 45: SEQUENCE {

89 02 21: INTEGER
: 00 B3 1F C5 4F 7A 3D EC 76 D5 60 F9
: DE 79 22 EC 4F B0 90 FE 97
112 02 20: INTEGER
: 5A 8B C3 84 BC 66 87 1B BF 79 82 5B
OA 5D 07 F6 BA A9 05 29

}
}
}
CarlDSSCRLEmpty =
0 30 109: SEQUENCE {
2 30 46: SEQUENCE {
4 30 9: SEQUENCE {
6 06 7: OBJECT IDENTIFIER dsawithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
15 30 18: SEQUENCE {
17 31 16: SET {
19 30 14: SEQUENCE {
21 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
26 13 7: PrintableString 'CarlDSS'
}
}
: }
35 17  13: UTCTime '990820070000Z'
: }
50 30 9: SEQUENCE {
52 06 7: OBJECT IDENTIFIER dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
61 03 48: BIT STRING O unused bits, encapsulates {
64 30 45: SEQUENCE {

66 02 20: INTEGER
: 62 3F 36 17 31 58 2E 67 50 79 F5 09
: 4B 8C AD D4 6B F4 64 9F
88 02 21: INTEGER
: 00 B5 3B 4E Al 4C 7B FD OF C3 8D 9B
B6 FE C3 5D 6F DE 65 28 7D
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CarlRSACRLForAll =
© 30 307: SEQUENCE {
4 30 157: SEQUENCE {
7 30 13: SEQUENCE {
9 06 9: OBJECT IDENTIFIER
md5withRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
20 05 0: NULL
: }
22 30 18: SEQUENCE {
24 31 16: SET {
26 30 14: SEQUENCE {
28 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
33 13 7: PrintableString 'CarlRSA'
: }
}
: }
42 17 13: UTCTime '990827070000Z'
57 30 105: SEQUENCE {
59 30  33: SEQUENCE {
61 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
79 17 13: UTCTime '990822070000Z'
: }
94 30 33: SEQUENCE {
96 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: D5 9A 30 90
114 17 13: UTCTime '990822070000Z'
: }
129 30 33: SEQUENCE {
131 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: CD 5D 71 DO
149 17 13: UTCTime '990824070000Z'
: }
}
: }
164 30 13: SEQUENCE {
166 06 9: OBJECT IDENTIFIER
md5withRSAENncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
177 05 0: NULL
}

179 03 129: BIT STRING O unused bits
: BF B3 97 AA 53 FO 32 21 16 2B 77 92
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16
C1
F3
89
5B
CB
7F
A8
69

30
88
5D
EC
62
11
30
46
97

July 2005

md5withRSAEncryption (1 2 840 113549 1 1 4)

21 EF 21 D4 C1 1A 85 95 49 6B CA 45

RFC 4134 Examples of S/MIME Messages
7A 6B BB 97 C8 DC EA F1 FA 66
OE B5 9E 5C FO 81 D4 5E B3 6E
6B 8C D4 5E C5 4D FB 47 5E 66
AB E5 B4 18 36 60 A8 4D 9C 3C
6F 27 BF 35 50 71 81 C2 B9 44
89 19 12 31 A9 7B 9A D3 CC 66
D9 0B 10 47 77 AD 4F 22 D9 E5
F2 5B FC 94 51 A5 58 76 3B 1F
A6 1F F6 A1 DE 55 A1 ED 31 88
OF 08 D3 D4 OC 60 5B 1E
}
CarlRSACRLForCarl =
0 30 236: SEQUENCE {
3 30 87: SEQUENCE {
5 30 13: SEQUENCE {
7 06 9: OBJECT IDENTIFIER
: (PKCS #1)
18 05 0: NULL
: }
20 30 18: SEQUENCE {
22 31 16: SET {
24 30 14: SEQUENCE {
26 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
31 13 7: PrintableString 'CarlRSA'
: }
: }
: }
40 17 13: UTCTime '990825070000Z'
55 30 35: SEQUENCE {
57 30 33: SEQUENCE {
59 02 16: INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: 9F F2 50 20
77 17 13: UTCTime '990822070000Z'
}
}
: }
92 30 13: SEQUENCE {
94 06 9: OBJECT IDENTIFIER
: md5withRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
105 05 0: NULL
: }
107 03 129: BIT STRING O unused bits
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8E
74
D5
9E
4C
DC
39
2A
Cc2

D9
E3
26
EE
OF
BO
63
00
2B

47
F3
06
9B
FF
71
DF
A9
63

18
65
EA
ec
EG6
C5
12
5B
47

July 2005

md5withRSAEncryption (1 2 840 113549 1 1 4)

OBJECT IDENTIFIER commonName (2 5 4 3)

md5withRSAEncryption (1 2 840 113549 1 1 4)

B5
83
88
(0]}
72
7C
74
F6
45

EC
5F
88
94
14
OF
Al
08
A

RFC 4134 Examples of S/MIME Messages
62 DC D7 09 FF A9 51 2E
FA F8 E5 72 DD 4F ED 74
32 65 28 2C 9A 1D 57 E5
D5 E6 23 95 84 8D OE 89
2F CE 07 F7 A3 D1 6B 85
DD FC DC CD 73 2C 1E 7D
4C FC 01 6E 52 57 69 1E
22 30 C7 13 55 94 05 6E
C4 2A 66 94 62 CE 36 33
25 9D F3 DE 70 EE 00 56
}
CarlRSACRLEmpty =
0 30 199: SEQUENCE {
3 30 50: SEQUENCE {
5 30 13: SEQUENCE {
7 06 9: OBJECT IDENTIFIER
: (PKCS #1)
18 05 0: NULL
: }
20 30 18: SEQUENCE {
22 31 16: SET {
24 30 14: SEQUENCE {
26 06 3:
: (X.520 id-at (2 5 4))
31 13 7: PrintableString 'CarlRSA'
: }
: }
: }
40 17 13: UTCTime '990820070000Z'
: }
55 30 13: SEQUENCE {
57 06 9: OBJECT IDENTIFIER
: (PKCS #1)
68 05 0: NULL
: }
70 03 129: BIT STRING O unused bits
A9 C5 21 B8 13 7C 74 F3
F3 20 45 86 1E OB 6E 7F
34 76 06 59 25 OE 04 3D
37 C4 DC 20 98 FA 17 81
B4 8F 7B 51 89 14 A4 CB
BC 22 9C 40 Al 07 FC 44
88 D1 EE E1 OE AF F6 16
Cl 00 75 00 64 EA A5 9A
DB 95 19 5F A6 A7 B9 39

04
F4
81
AC
07
0B
AF
A2
OE
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F6 SE 84 E7 F8 B9 5A C9 18 C2 OE B8
AO@ 96 BE 81 3A 80 6D C9

}

3. Trivial Examples

This section covers examples of small CMS types.

w

.1. ContentInfo with Data Type, BER

The object is a ContentInfo containing a Data object in BER format
that is ExContent.

O 30 NDEF: SEQUENCE {
2 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)

(PKCS #7)
13 AO NDEF: [e1 {
15 24 NDEF: OCTET STRING {
17 04 4: OCTET STRING 'This'
23 04 24 OCTET STRING ' is some sample content.'
}
}

}

3.2. ContentInfo with Data Type, DER

The object is a ContentInfo containing a Data object in DER format
that is ExContent.

0 30 43: SEQUENCE {
2 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)

(PKCS #7)

13 A0  30: [0] ¢

15 04 28: OCTET STRING 'This is some sample content.'
}

}
4. Signed-data
4.1. Basic Signed Content, DSS

A SignedData with no attribute certificates, signed by Alice using
DSS, just her certificate (not Carl's root cert), no CRL. The
message is ExContent, and is included in the eContent. There are no
signed or unsigned attributes.
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(o]

15
19
23
26
28
30

37
39

50
52

82
86
90
94
96

99
103
105

114
116
118
120

125

134
136
151

166
168
170

30
06

AO
30
02
31
30
06

30
06

AQ
04

AO
30
30
AO
02

02
30
06

30
31
30
06

13

30
17
17

30
31
30

919:

904 :
900:

O N ©

43:

30:
28:

736:
732:
667:

18:
16:
14:

30:
13:
13:

19:
17:
15:

Examples of S/MIME Messages July 2005

SEQUENCE {
OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)
(o1 {
SEQUENCE {
INTEGER 1
SET {
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(0IW)
}

}
SEQUENCE {

OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)
(el {
OCTET STRING 'This is some sample content.'
}
}
fe] {
SEQUENCE {
SEQUENCE {
(o] {
INTEGER 2
}
INTEGER 200
SEQUENCE {
OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlDSS'
}
}
}
SEQUENCE {

UTCTime '990817011049Z'
UTCTime '3912312359597'
3
SEQUENCE {
SET {
SEQUENCE {
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172 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

177 13 8: PrintableString 'AliceDSS'
: }
}
: }
187 30 438: SEQUENCE {
191 30 299: SEQUENCE {

195 06 7: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
204 30 286: SEQUENCE {
208 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
340 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
363 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
: 3
494 03 132: BIT STRING O unused bits, encapsulates {

498 02 128: INTEGER
: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
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629
632
634
636

641
644
646

648
650

655
658
660

664
666

671
673
675

697
699

704
706

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04
04

129:
127:
12:

N

14:

FNQN

31:

24
22:
20:

29:

22:
20:

Examples of S/MIME Messages July 2005

1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 AO 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}
}
(3] {
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}

SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 6 unused bits
'11'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
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BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}
: }
728 30  31: SEQUENCE {
730 06 3: OBJECT IDENTIFIER
: subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
735 04 24: OCTET STRING, encapsulates {
737 30 22: SEQUENCE {
739 81 20: [1] 'AliceDSS@example.com'
: }
}
}
}
}
: }
761 30 9: SEQUENCE {
763 06 7: OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
772 03 48: BIT STRING O unused bits, encapsulates {
775 30 45: SEQUENCE {

777 02 20: INTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
799 02 21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
}
}
: }
822 31  99: SET {
824 30 97: SEQUENCE {
826 02 1: INTEGER 1
829 30 24: SEQUENCE {
831 30 18: SEQUENCE {
833 31 16: SET {
835 30 14: SEQUENCE {
837 06 3: OBJECT IDENTIFIER
commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
842 13 7: PrintableString 'CarlDSS'
}
}

}
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851 02 2: INTEGER 200
: }

855 30 7: SEQUENCE {

857 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0Iw)
: }

864 30 9: SEQUENCE {

866 06 7: OBJECT IDENTIFIER
: dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
875 04 46: OCTET STRING, encapsulates {
877 30 44: SEQUENCE {

879 02 20: INTEGER
: 09 91 FE EB D2 69 F5 18 B7 D7 CD 55
: F4 81 EA 2A 42 6A AD 03
901 02 20: INTEGER
: 3A 07 CC C3 21 BE E1 1A 4B 7F 3E B5
0D DB BA 1C EA BC CD 89

4.2. Basic Signed Content, RSA

Same as 4.1, except using RSA signatures. A SignedData with no
attribute certificates, signed by Alice using RSA, just her
certificate (not Carl's root cert), no CRL. The message is
ExContent, and is included in the eContent. There are no signed or
unsigned attributes.

0 30 850: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

(PKCS #7)
15 A®@ 835: [0] {
19 30 831: SEQUENCE {
23 02 1: INTEGER 1
26 31 11: SET {
28 30 9: SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0IW)

37 05 0: NULL

}

}
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39
41

52
54

84
88
92
96
98

101

119
121

132

134
136
138
140

145

154
156
171

186
188

190
192

197

207

30
06

AO
04

AO
30
30
AO
02

02

30
06

05

30
31
30
06

13

30
17
17

30
31

30
06

13

30

43:

30:
28:

560:
556:
405

16:

13:

18:
16:
14:

30:
13:
13:
19:

17:
15:

159:
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SEQUENCE {
OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)
(el {
OCTET STRING 'This is some sample content.'
}
}
[e] {
SEQUENCE {
SEQUENCE {
(o] {
INTEGER 2
}
INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption
(1 2 840 113549 1 1 5)

(PKCS #1)
NULL
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlRSA'
}
}
}
SEQUENCE {

UTCTime '990919010847Z'
UTCTime '3912312359597'
}
SEQUENCE {
SET {
SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'AliceRSA'

}

}

}
SEQUENCE {
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210 30  13: SEQUENCE {
212 06 9: OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
223 05 0: NULL
: }
225 03 141: BIT STRING O unused bits, encapsulates {
229 30 137: SEQUENCE {

232 02 129: INTEGER
: 00 EOG 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE Bl 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
: 8C 4E F3 57 38 57 74 57 5F
364 02 3: INTEGER 65537

}
3
: }
369 A3 129: [3]1 {
372 30 127: SEQUENCE {
374 30  12: SEQUENCE {
376 06 3: OBJECT IDENTIFIER

basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
381 01 1: BOOLEAN TRUE

384 04 2: OCTET STRING, encapsulates {
386 30 0: SEQUENCE {}
3
: }
388 30 14: SEQUENCE {
390 06 3: OBJECT IDENTIFIER

keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
395 01 1: BOOLEAN TRUE

398 04 4: OCTET STRING, encapsulates {
400 03 2: BIT STRING 6 unused bits
'11'B
}
: }
404 30 31: SEQUENCE {
406 06 3: OBJECT IDENTIFIER

authorityKeyIdentifier (2 5 29 35)


https://datatracker.ietf.org/doc/html/rfc4134

Hoffman, Ed. Informational [Page 46]



RFC 4134 Examples of S/MIME Messages July 2005

: (X.509 id-ce (2 5 29))
411 04 24: OCTET STRING, encapsulates {

413 30 22: SEQUENCE {

415 80  20: [0]
: E9 E® 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}

: }
437 30 29: SEQUENCE {
439 06 3: OBJECT IDENTIFIER

subjectKeyIdentifier (2 5 29 14)

: (X.509 id-ce (2 5 29))

444 04 22: OCTET STRING, encapsulates {

446 04 20: OCTET STRING
: 77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A® 3A E3 FF 50

}

: }
468 30 31: SEQUENCE {
470 06 3: OBJECT IDENTIFIER

subjectAltName (2 5 29 17)

: (X.509 id-ce (2 5 29))
475 04 24: OCTET STRING, encapsulates {
477 30 22: SEQUENCE {
479 81 20: [1] 'AliceRSA@example.com'

: }

}
}
}
}

: }
501 30 13: SEQUENCE {
503 06 9: OBJECT IDENTIFIER

: shalwithRSAEncryption

(1 2 840 113549 1 1 5)

: (PKCS #1)
514 05 0: NULL

: }
516 03 129: BIT STRING O unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 B1 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
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B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
F9 EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 BO 22

}
: }
648 31 203: SET {
651 30 200: SEQUENCE {
654 02 1: INTEGER 1
657 30 38: SEQUENCE {
659 30 18: SEQUENCE {
661 31 16: SET {
663 30 14: SEQUENCE {
665 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
670 13 7: PrintableString 'CarlRSA'
: }
}
: }
679 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO
: }
697 30 9: SEQUENCE {
699 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0IW)
706 05 0: NULL
: }
708 30 13: SEQUENCE {
710 06 9: OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
721 05 0: NULL
: }
723 04 128: OCTET STRING

2F 23 82 D2 F3 09 5F B8 OC 58 EB 4E
9D BF 89 9A 81 E5 75 C4 91 3D D3 DO
D5 7B B6 D5 FE 94 A1l 8A AC E3 C4 84
F5 CD 60 4E 27 95 F6 CF 00 86 76 75
3F 2B FO E7 D4 02 67 A7 F5 C7 8D 16
04 A5 B3 B5 E7 D9 32 FO 24 EF E7 20
44 D5 9F 07 C5 53 24 FA CE 01 1D OF
17 13 A7 2A 95 9D 2B E4 03 95 14 0B
E9 39 0D BA CE 6E 9C 9E O0C E8 98 E6
55 13 D4 68 6F DO 07 D7 A2 Bl 62 4C
E3 8F AF FD EO® D5 5D C7
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3
b
}

4.3. Basic Signed Content, Detached Content

Same as 4.1, except with no eContent. A SignedData with no attribute
certificates, signed by Alice using DSS, just her certificate (not
Carl's root cert), no CRL. The message is ExContent, but the
eContent is not included. There are no signed or unsigned
attributes.

O 30 887: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

(PKCS #7)
15 A0 872: [0] {
19 30 868: SEQUENCE {
23 02 1: INTEGER 1
26 31 9: SET {
28 30 7: SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0Iw)
}
: ¥
37 30  11: SEQUENCE {
39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
: b
50 A0 736: [0] {
54 30 732: SEQUENCE {
58 30 667: SEQUENCE {
62 AO 3: [0] {
64 02 1: INTEGER 2
: }
67 02 2: INTEGER 200
71 30 9: SEQUENCE {
73 06 7: OBJECT IDENTIFIER
dsawWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: b
82 30  18: SEQUENCE {
84 31 16: SET {
86 30 14: SEQUENCE {
88 06 3: OBJECT IDENTIFIER

commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
93 13 7: PrintableString 'CarlDSS'

3
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}
: }
102 30 30: SEQUENCE {
104 17 13: UTCTime '990817011049Z'
119 17 13: UTCTime '391231235959Z'
: }
134 30 19: SEQUENCE {
136 31 17: SET {
138 30 15: SEQUENCE {
140 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
145 13 8: PrintableString 'AliceDSS'
: }
}
: }
155 30 438: SEQUENCE {
159 30 299: SEQUENCE {
163 06 7: OBJECT IDENTIFIER
dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
172 30 286: SEQUENCE {

176 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 6C 91 68 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
308 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
331 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
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D1 81 4A 60 39 BA 36 39

}
: }
462 03 132: BIT STRING O unused bits, encapsulates {

466 02 128: INTEGER

: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}
: }
597 A3 129: [3] {
600 30 127: SEQUENCE {
602 30 12: SEQUENCE {
604 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
609 01 1: BOOLEAN TRUE
612 04 2: OCTET STRING, encapsulates {
614 30 0: SEQUENCE {}
: }
: }
616 30 14: SEQUENCE {
618 06 3: OBJECT IDENTIFIER
keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
623 01 1: BOOLEAN TRUE
626 04 4: OCTET STRING, encapsulates {
628 03 2: BIT STRING 6 unused bits
: '11'B
}
: }
632 30 31: SEQUENCE {
634 06 3: OBJECT IDENTIFIER
: authorityKeyIdentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
639 04 24: OCTET STRING, encapsulates {
641 30 22: SEQUENCE {

643 80  20: [0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
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665
667

672
674

696
698

703
705
707

729
731

740
743
745

767

790
792
794
797
799

30
06

04
04

30
06

04
30
81

30
06

03
30
02

02

31
30
02
30
30

29:

22:
20:

31:

24
22:
20:

48:
45:;
20:

21:

99:
97:

24
18:

Examples of S/MIME Messages July 2005

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] 'AliceDSS@example.com'
¥

}

}
¥
}
}
SEQUENCE {

OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45
INTEGER
00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}

}
SET {

SEQUENCE {
INTEGER 1
SEQUENCE {

SEQUENCE {
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801 31 16: SET {
803 30  14: SEQUENCE {

805 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

810 13 7: PrintableString 'CarlDSS'
: }
¥
: b
819 02 2: INTEGER 200
: }
823 30 7: SEQUENCE {
825 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0Iw)
: 3
832 30 9: SEQUENCE {

834 06 7: OBJECT IDENTIFIER
: dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
843 04 46: OCTET STRING, encapsulates {
845 30 44: SEQUENCE {

847 02 20: INTEGER
: 06 FB C7 2A 24 D5 34 89 F7 8B B5 FD
: 73 24 A5 86 C8 OF 5A 6C
869 02 20: INTEGER
: 66 69 19 BC 68 58 D1 8D B1 9D 52 3F
DA 14 88 0D FD C9 Al B8

}
3
b

4.4. Fancier Signed Content

Same as 4.1, but includes Carl's root cert, Carl's CRL, some signed
and unsigned attributes (Countersignature by Diane). A SignedData
with no attribute certificates, signed by Alice using DSS, her
certificate and Carl's root cert, Carl's DSS CRL. The message is
ExContent, and is included in the eContent. The signed attributes
are Content Type, Message Digest and Signing Time; the unsigned
attributes are content hint and counter signature. The message
includes also Alice's RSA certificate.
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(o]

15
19
23
26
28
30

37
39

50
52

82
86
90
94
96

99

117
119

130

132
134
136
138

143

152
154
169

30
06

AO
30
02
31
30
06

30
06

AO
04

AO
30
30
AO
02

02

30
06

05

30
31
30
06

13

30
17
17

2829:
9:

2814:
2810:

O N ©

43:

30:
28:

1967:
556:
405:

16:

13:

18:
16:
14:

30:
13:
13:

Examples of S/MIME Messages

SEQUENCE {

July 2005

OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

(PKCS #7)
(o1 {

SEQUENCE {
INTEGER 1
SET {

SEQUENCE {

OBJECT IDENTIFIER shal (1 3 14 3 2 26)

(0IW)
}

}
SEQUENCE {

OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)

(PKCS #7)
[e1 {

OCTET STRING 'This is some sample content.'

}
}
o] {
SEQUENCE {
SEQUENCE {

(o] {

INTEGER 2

b
INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E

C4 10 B3
SEQUENCE {

BO

OBJECT IDENTIFIER

shalwithRSAEncryption
(1 2 840 113549 1 1 5)

(PKCS #1)

NULL
}

SEQUENCE {
SET {

SEQUENCE {
OBJECT IDENTIFIER

commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlRSA'

b
}

}
SEQUENCE {

UTCTime
UTCTime

'990919010847Z'
'3912312359597'
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: }
184 30 19: SEQUENCE {
186 31 17: SET {
188 30 15: SEQUENCE {
190 06 3: OBJECT IDENTIFIER
commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
195 13 8: PrintableString 'AliceRSA'
: }
}
: }
205 30 159: SEQUENCE {
208 30 13: SEQUENCE {
210 06 9: OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
221 05 0: NULL
: }
223 03 141: BIT STRING O unused bits, encapsulates {
227 30 137: SEQUENCE {
230 02 129: INTEGER
: 00 EO® 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE B1 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
: 8C 4E F3 57 38 57 74 57 5F
362 02 3: INTEGER 65537
}
}
: }
367 A3 129: [3] {
370 30 127: SEQUENCE {
372 30 12: SEQUENCE {
374 06 3: OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
379 01 1: BOOLEAN TRUE
382 04 2: OCTET STRING, encapsulates {
384 30 0: SEQUENCE {}
}
}

386 30 14: SEQUENCE {
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388

393
396
398

402
404

409
411
413

435
437

442
444

466
468

473
475
477

499
501

06

01
04
03

30
06

04
30
80

30
06

04
04

30
06

04
30
81

30
06

FN

31:

24:
22:
20:

29:

22:
20:

31:

24
22:
20:

13:

Examples of S/MIME Messages July 2005

OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
'11'B

b
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
(0]
E9 EO® 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

3
b

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A® 3A E3 FF 50

}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] 'AliceRSA@example.com'
3

}

}
3
}
}
SEQUENCE {

OBJECT IDENTIFIER
shalwithRSAEncryption
(1 2 840 113549 1 1 5)


https://datatracker.ietf.org/doc/html/rfc4134

Hoffman, Ed. Informational [Page 56]



RFC 4134 Examples of S/MIME Messages July 2005

: (PKCS #1)
512 05 O: NULL
: }
514 03 129: BIT STRING O unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 Bl 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
FO9 EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 BO 22

: }
646 30 667: SEQUENCE {
650 30 602: SEQUENCE {
654 A0 3: [0] {
656 02 1: INTEGER 2
: }
659 02 1: INTEGER 1
662 30 9: SEQUENCE {
664 06 7: OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
673 30 18: SEQUENCE {
675 31 16: SET {
677 30 14: SEQUENCE {
679 06 3: OBJECT IDENTIFIER
commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
684 13 7: PrintableString 'CarlDSS'
: }
}
: }
693 30  30: SEQUENCE {
695 17  13: UTCTime '990816225050Z'
710 17 13: UTCTime '3912312359597'
: }
725 30 18: SEQUENCE {
727 31 16: SET {
729 30 14: SEQUENCE {
731 06 3: OBJECT IDENTIFIER

commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
736 13 7: PrintableString 'CarlDSS'
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}
}

: }
745 30 439: SEQUENCE {
749 30 299: SEQUENCE {
753 06 7: OBJECT IDENTIFIER

: dsa (1 2 840 10040 4 1)

: (ANSI X9.57 algorithm)
762 30 286: SEQUENCE {

766 02 129: INTEGER
: 00 B6 49 18 3E 8A 44 C1 29 71 94 4C
01 C4 12 C1 7A 79 CB 54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 Bl
C8 71 4B C7 45 CO 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 5F B9
: AD E1 08 D4 6D 29 2D D6 E9
898 02 21: INTEGER
: 00 DD C1 2F DF 53 CE 0B 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
921 02 128: INTEGER
: 0C EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 0D EB 46 59 3C
56 0B 2B 5B OC 91 CE A5 62 52 69 CA
E1l 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 0B C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA 7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B 0A

}
: }
1052 03 133: BIT STRING O unused bits, encapsulates {

1056 02 129: INTEGER
: 00 99 87 74 27 03 66 A@ B1 CoO AD DC
2C 75 BB E1 6C 44 9C DA 21 6D 4D 47
6D B1 62 09 E9 D8 AE 1E F2 3A B4 94
Bl A3 8E 7A 9B 71 4E 00 94 C9 B4 25
4E B9 60 96 19 24 01 F3 62 OC FE 75
Co FB CE D8 68 00 E3 FD D5 70 4F DF
23 96 19 06 94 F4 B1 61 8F 3A 57 Bl
08 11 A4 OB 26 25 FO 52 76 81 EA OB
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62 OD 95 2A E6 86 BA 72 B2 A7 50 83
0B AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A

}
: }
1188 A3 66: [3] {
1190 30 64: SEQUENCE {
1192 30 15: SEQUENCE {
1194 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
1199 01 1: BOOLEAN TRUE
1202 04 5: OCTET STRING, encapsulates {
1204 30 3: SEQUENCE {
1206 01 1: BOOLEAN TRUE
: }
}
: }
1209 30 14: SEQUENCE {
1211 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
1216 01 1: BOOLEAN TRUE
1219 04 4: OCTET STRING, encapsulates {
1221 03 2: BIT STRING 1 unused bits
: '1100001'B
}
: }
1225 30 29: SEQUENCE {
1227 06 3: OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
1232 04 22: OCTET STRING, encapsulates {
1234 04 20: OCTET STRING
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
3
}
: }
1256 30 9: SEQUENCE {
1258 06 7: OBJECT IDENTIFIER
: dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
1267 03 48: BIT STRING O unused bits, encapsulates {

1270 30 45: SEQUENCE {
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1272 02 20: INTEGER
: 6B A9 FO 4E 7A 5A 79 E3 F9 BE 3D 2B
: C9 06 37 E9 11 17 A1l 13
1294 02 21: INTEGER
: 00 8F 34 69 2A 8B Bl 3C 03 79 94 32
4D 12 1F CE 89 FB 46 B2 3B

}
}
: }
1317 30 732: SEQUENCE {
1321 30 667: SEQUENCE {
1325 A0 3: [0] {
1327 02 1: INTEGER 2
: }
1330 02 2: INTEGER 200
1334 30 9: SEQUENCE {
1336 06 7: OBJECT IDENTIFIER
: dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
1345 30  18: SEQUENCE {
1347 31 16: SET {
1349 30 14: SEQUENCE {
1351 06 3: OBJECT IDENTIFIER
commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
1356 13 7: PrintableString 'CarlDSS'
: }
}
: }
1365 30  30: SEQUENCE {
1367 17 13: UTCTime '990817011049Z'
1382 17 13: UTCTime '391231235959Z'
: }
1397 30  19: SEQUENCE {
1399 31 17: SET {
1401 30 15: SEQUENCE {
1403 06 3: OBJECT IDENTIFIER
commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
1408 13 8: PrintableString 'AliceDSS'
: }
}
: }
1418 30 438: SEQUENCE {
1422 30 299: SEQUENCE {
1426 06 7: OBJECT IDENTIFIER

dsa (1 2 840 10040 4 1)
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1435 30
1439 02

1571 02

1594 02

1725 03
1729 02

1860 A3
1863 30

286:
129:

21:

128:

132:
128:

129:
127:

Examples of S/MIME Messages

(ANST X9.

SEQUENCE {
INTEGER

00
48
53
ecC
2F
DC
9B
8B
C3
78
B5

81
28
C5
D6
E1l
5F
DE
54
B5
BD
E4

8D
A3
AB
F3
D9
69
A7
F1
B3
FF
09

INTEGER
00 E2 47
B8 37 21
INTEGER

26
4B
CB
AA
7D
3E
E9
01
95
1F
D1

}

38
59
1A
05
8A
90
CE
7C
4A
11
81

DO
6A
30
3D
42
F8
2E
6D
53
7F
4A

BIT STRING 0
INTEGER

5C
3F
16
12
1B
A5
7E
08
F1
32
F2
b
b
[3]1 {

SEQUENCE {

E3
A9
89
3D
3E
AO
1A
BF
BB
84
A5

B9
EC
28
43
24
4A
F2
66
34
Fo
E2

57 algorithm)

CD
E4
84
44
30
8A
5E
3F
E3
9D
96

A6
2B

14
4C
C3
58
25
6D
5D
49
56
C2
60

unused bits,

5A
AC
11
5B
7D
E3
24
14
D4
7E
F4

ED
47
08
48
c8
E4
F9
BO
55
BO
5C

1A
62

89
76
1E
co
A7
EA
A3
89
B5
BD
39

75
5E
23
6F
3D
85
AB
80
D2
41
F2

83
93
4F
D1
36
75
FC
07
08
84
F3

45
8B

32
23
50
7B
F4
9C
07
11
E2
ED
BA

14
DC
D9
ES
07
D6
53
5C
96
40
83

EA
DD
FF
FE
DE
DO
F4
08
75
97
7E

66
F7

AA
39
5D
A2
75
C9
CD
89
F9
D1
36

96
BD
34
51
8D
CE
1A
62
37
FD
ES

A
OE
94
9F
3F
37
9F
47
D5
37
5B

B8
93

39
04
DD
36
CF
21
23
36
73
50
39

9E
D7
E1l
AF
9B
ec
2F
4D
39
F2
DB

13
CcDh

FB
02
9B
B8
4A
8A
85
44
EC
FF

July

39
A8
73
A4
BF
91
DD
5D
76
E4

C6

3E
35
59
6E
08
3B
B8
BD
1A
98

3E
OE
48
Al
B7
08
43
88
10
51

DA

6D
5C
E2
Q7
5E
76
2F
F8
61
74

2005

Cc2
EC
7E
89
4C
95
A8
C3
C4
1B

8F

D9
F2
CD
AF
4B
14
30
Cc8
36
C2

encapsulates {

OB
B7
86
BF
5B
06
B8
AC
F6
46
B8

A9
13
67
FA
63
80
27
65
61
A7

7A
11
75
89
C8
3F
eD
FA
47
63

DD
34
75
F2
BB
ES8
1E
15
B2
4E

E3
A6
13
A2
45
23
EF
8B
C4
33
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1865
1867

1872
1875
1877

1879
1881

1886
1889
1891

1895
1897

1902
1904
1906

1928
1930

1935
1937

1959
1961

1966
1968
1970

30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04
04

30
06

04
30
81

12:

N

14:

N

31:

24
22:
20:

29:

22:
20:

31:

24
22:
20:
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SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}

}

b
SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
'11'B

}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3

3D 20 BC 43 2B 93 F1 1F

}
}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

3

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] 'AliceDSS@example.com'
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1992
1994

2003
2006
2008

2030

2053
2056
2059
2062
2064

2073
2075
2077
2079

2084

2093
2108
2110
2112
2116

2131

30
06

03
30
02

02

Al
30
30
30
06

30
31
30
06

13

17
30
30
02
17

30

48:
45;
20:

21:

219:
216:
153:

18:
16:
14:

13:
105:
19:
13:

19:

Examples of S/MIME Messages July 2005

}
}
b

}
SEQUENCE {

OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER
55 OC A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45
INTEGER
00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
}
[1] {
SEQUENCE {
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlDSS'

b
b

b
UTCTime '990827070000Z'

SEQUENCE {
SEQUENCE {
INTEGER 200
UTCTime '990822070000Z'

}
SEQUENCE {
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2133
2137

2152
2154
2158

2173
2175
2179

2194
2196
2200

2215
2217

2226
2229
2231

2253

2275
2279
2283
2286
2288
2290
2292
2294

2299

02
17

30
02
17

30
02
17

30
02
17

30
06

03
30
02

02

31
30
02
30
30
31
30
06

13

13:
10:
13:
10:
13:
10:

13:

47 :
44;
20:

20:

554
550:

24:
18:
16:
14:

Examples of S/MIME

INTEGER
UTCTime
3
SEQUENCE {
INTEGER
UTCTime
3
SEQUENCE {
INTEGER
UTCTime
3
SEQUENCE {
INTEGER
UTCTime
3
3

}
SEQUENCE {

Messages July 2005

201
'990822070000Z"

211
'990822070000Z"

210
'990822070000Z'

212
'990824070000Z"

OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)

(ANSI X9.57 algorithm)
}
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER
7E 65 52 76 33 FE 34 73 17 D1 F7 96
FO AO D4 D8 6D 5C 7D 3D
INTEGER
02 7A 5B B7 D5 5B 18 C1 CF 87 EF 7E
DA 24 F3 2A 83 9C 35 A1l
}
}
}
}
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlDSS'
}
}

}
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2308 02 2: INTEGER 200
: }

2312 30 7: SEQUENCE {

2314 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0IW)
: }

2321 A@  93: [0] {

2323 30  24: SEQUENCE {

2325 06 9: OBJECT IDENTIFIER

contentType (1 2 840 113549 1 9 3)
: (PKCS #9 (1 2 840 113549 1 9))
2336 31  11: SET {

2338 06 9: OBJECT IDENTIFIER
: data (1 2 840 113549 1 7 1)
(PKCS #7)
}
: 3
2349 30  28: SEQUENCE {
2351 06 9: OBJECT IDENTIFIER

signingTime (1 2 840 113549 1 9 5)
: (PKCS #9 (1 2 840 113549 1 9))
2362 31 15: SET {

2364 17 13: UTCTime '030514153900Z'
: 3
: b

2379 30 35: SEQUENCE {

2381 06 9: OBJECT IDENTIFIER
: messageDigest (1 2 840 113549 1 9 4)
: (PKCS #9 (1 2 840 113549 1 9))
2392 31 22: SET {
2394 04 20: OCTET STRING
: 40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 CO 22 96 87 DD 48

}
}
: }
2416 30 9: SEQUENCE {
2418 06 7: OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
2427 04 46: OCTET STRING, encapsulates {
2429 30 44 SEQUENCE {

2431 02 20: INTEGER
: 3B A5 EO 4A DB 6D 58 EO 19 D1 00 1C
: 4F 44 9A 57 7A 71 66 68

2453 02 20: INTEGER
: 1A 11 98 D6 1F 1F AF 34 81 01 DE BE
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2475
2479
2481

2494
2496
2498

2532

2543
2547

2558
2562
2566
2569
2571
2573
2575
2577

2582

2591

2609
2611

2618

Al
30
06

31
30
(o]¢

06

30
06

31
30
02
30

31
30
06

13

02

30
06

A0

354:
62:
11:

47 :
45;
32:

286:

271:
267:

38:
18:

16:
14:

16:

67:

Examples of S/MIME Mes

sages July 2005

8B DC B6 A8 6A 91 69 13

}
3
[1] {
SEQUENCE {
OBJECT IDENTI
id-aa-conte
(1 2 84
(S/MIME Aut
(1 2 84
SET {
SEQUENCE {
UTF8Strin
'Content
OBJECT 1ID
data (1
(PKCS #

}
3

}
SEQUENCE {

OBJECT IDENTI
countersign
(PKCS #9 (1

SET {
SEQUENCE {

INTEGER 1
SEQUENCE

SEQUENC
SET {

SEQ

0

P

b
}

b
INTEGER

46 34 6B
C4 10 B3
}
SEQUENCE
OBJECT
shal
(0IW)
}
(el {

FIER

ntHint

0 113549 1 9 16 2 4)
henticated Attributes
0 113549 1 9 16 2))

9
Hints Description Buffer'

ENTIFIER
2 840 113549 1 7 1)
7)

FIER
ature (1 2 840 113549 1 9 6)
2 840 113549 1 9))

{
E {

UENCE {

BJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

rintableString 'CarlRSA'

C7 80 00 56 BC 11 D3 6E 2E
BO

{
IDENTIFIER

(1 3 14 3 2 26)
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2620 30  28: SEQUENCE {
2622 06 9: OBJECT IDENTIFIER
signingTime

(1 2 840 113549 1 9 5)
: (PKCS #9 (1 2 840 113549 1 9))
2633 31  15: SET {

2635 17 13: UTCTime '030514153900Z'
: }
: }
2650 30 35: SEQUENCE {
2652 06 9: OBJECT IDENTIFIER
messageDigest

(1 2 840 113549 1 9 4)
: (PKCS #9 (1 2 840 113549 1 9))
2663 31  22: SET {
2665 04  20: OCTET STRING
: 02 5F 49 4E 39 98 50 85 B3 66 D3 8A
1F 7B 9E 69 AA FB D8 33

}
}
: }
2687 30 13: SEQUENCE {
2689 06 9: OBJECT IDENTIFIER
rsaEncryption
(1 2 840 113549 1 1 1)
: (PKCS #1)
2700 05 0: NULL
: }
2702 04 128: OCTET STRING

6D AA 20 24 ED 7A EE A5 5E 87 DD 75
1F 2B 54 10 65 F4 CE 9B B1 2C 78 74
BC 8B 1C 60 B5 DB 8B 03 9E 49 F2 2B
7F 93 6E 3D 89 14 C9 E3 6B F4 F6 7D
76 AE 3E 58 1F 9B BB BC 7C 30 19 4E
10 F7 02 F1 8B 5B B4 DB 9A BB 93 B4
18 DO CC 2B C9 91 A9 AD D9 46 F8 65
A9 E2 71 95 DO D4 4E 1F CD 74 6F 82
E8 37 6F 5A 3D CB C7 D4 5F C2 80 1B
DA D3 84 40 68 5F 56 9A 62 F5 3B 0D
6C 33 C3 ED 67 3F 43 BF
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4.5.

Examples of S/MIME Messages July 2005

}

All RSA Signed Message

Same as 4.2, but includes Carl's RSA root cert (but no CRL). A
Signedbata with no attribute certificates, signed by Alice using RSA,
her certificate and Carl's root cert, no CRL. The message is

ExContent,

and is included in the eContent. There are no signed or

unsigned attributes.

© 30 NDEF: SEQUENCE {

2

13
15
17
20
22
24

31

33
35

46
48
50
56

88
90
94
98
100

103

121
123

134

06

A0
30
02
31
30
06

05

30
06

AO
24
04
04

AO
30
30
AO
02

02

30
06

05

9:

NDEF:
NDEF:
1:
11:
9:

5:

NDEF:
NDEF:

NDEF:

24:

NDEF:
491:
340:

16:

13:

OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)
[e1 {
SEQUENCE {
INTEGER 1
SET {
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(0IW)
NULL
}

}
SEQUENCE {

OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)
(el {
OCTET STRING {
OCTET STRING 'This'
OCTET STRING ' is some sample content.'

}
}
}
[e] {
SEQUENCE {
SEQUENCE {
(o] {
INTEGER 2
}
INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
9F F2 50 20
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption
(1 2 840 113549 1 1 5)
(PKCS #1)
NULL
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: }
136 30 18: SEQUENCE {
138 31 16: SET {
140 30 14: SEQUENCE {
142 06 3: OBJECT IDENTIFIER
commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
147 13 7: PrintableString 'CarlRSA'
: }
}
: }
156 30  30: SEQUENCE {
158 17  13: UTCTime '990818070000Z'
173 17 13: UTCTime '391231235959Z'
: }
188 30  18: SEQUENCE {
190 31  16: SET {
192 30 14: SEQUENCE {
194 06 3: OBJECT IDENTIFIER
commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
199 13 7: PrintableString 'CarlRSA'
: }
}
: }
208 30 159: SEQUENCE {
211 30 13: SEQUENCE {
213 06 9: OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
224 05 0: NULL
: }
226 03 141: BIT STRING O unused bits, encapsulates {
230 30 137: SEQUENCE {

233 02 129: INTEGER
: 00 E4 4B FF 18 B8 24 57 F4 77 FF 6E
73 7B 93 71 5C BC 33 1A 92 92 72 23
D8 41 46 DO CD 11 3A 04 B3 8E AF 82
oD BD 51 1E 17 7A F2 76 2C 2B 86 39
A7 BD D7 8D 1A 53 EC E4 00 D5 E8 EC
A2 36 B1 ED E2 50 E2 32 09 8A 3F 9F
99 25 8F B8 4E AB B9 7D D5 96 65 DA
16 A@ C5 BE OE AE 44 5B EF 5E F4 A7
29 CB 82 DD AC 44 E9 AA 93 94 29 OE
F8 18 D6 C8 57 5E F2 76 C4 F2 11 60
: 38 B9 1B 3C 1D 97 C9 6A F1
365 02 3: INTEGER 65537

}
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370
372
374
376

381
384
386
388

391
393

398
401
403

407
409

414
416

438
440

451

453

A3
30

06

01

04

30
01

06

01
04
03

30
06

04
04

30
06

05

03

66:
64:
15:

B w o R

14:

FNQ

29:

22:
20:

13:

129:

Examples of S/MIME Messages

3
[3] {
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER

July 2005

basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {
BOOLEAN TRUE

b
}

}
SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 1 unused bits

'1100001'B

3
SEQUENCE {

OBJECT IDENTIFIER

subjectKeyIdentifier (2 5 29 14)

(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {

OCTET STRING

E9 EO 90 27 AC 78 20 7A 9A D3 4C F2

42 37 4E 22 AE 9E 38 BB

3
b
b
}

}
SEQUENCE {

OBJECT IDENTIFIER
shalwithRSAEncryption

(1 2 840 113549 1 1 5)

(PKCS #1)
NULL

}
BIT STRING O unused bits

B7 9E D4 04 D3 ED 29 E4 FF 89 89 15
2E 4C DB OC FO 48 OF 32 61 EE C4 04
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EC 12 5D 2D FF OF 64 59 7E OA C3 ED
18 FD E3 56 40 37 A7 07 B5 FO 38 12
61 50 ED EF DD 3F E3 0B B8 61 A5 A4
9B 3C E6 9E 9C 54 9A B6 95 D6 DA 6C
3B B5 2D 45 35 9D 49 01 76 FA B9 B9
31 F9 F9 6B 12 53 AO F5 14 60 9B 7D
CA 3E F2 53 6B B0 37 6F AD E6 74 D7
DB FA 5A EA 14 41 63 5D CD BE C8 OE
Cl1 DA 6A 8D 53 34 18 02

: }
585 30 556: SEQUENCE {
589 30 405: SEQUENCE {
593 AQ 3: [0] {
595 02 1: INTEGER 2
: }
598 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
616 30  13: SEQUENCE {
618 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption
(1 2 840 113549 1 1 5)
: (PKCS #1)
629 05 0: NULL
: }
631 30 18: SEQUENCE {
633 31  16: SET {
635 30 14: SEQUENCE {
637 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
642 13 7: PrintableString 'CarlRSA'
: }
}
: }
651 30 30: SEQUENCE {
653 17 13: UTCTime '990919010847Z'
668 17  13: UTCTime '3912312359597'
: }
683 30 19: SEQUENCE {
685 31 17: SET {
687 30 15: SEQUENCE {
689 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
694 13 8: PrintableString 'AliceRSA'
: }

}
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: }
704 30 159: SEQUENCE {
707 30 13: SEQUENCE {
709 06 9: OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
720 05 0: NULL
: }
722 03 141: BIT STRING O unused bits, encapsulates {
726 30 137: SEQUENCE {
729 02 129: INTEGER
: 00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE B1 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
: 8C 4E F3 57 38 57 74 57 5F
861 02 3: INTEGER 65537
}
}
: }
866 A3 129: [3] {
869 30 127: SEQUENCE {
871 30 12: SEQUENCE {
873 06 3: OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
878 01 1: BOOLEAN TRUE
881 04 2: OCTET STRING, encapsulates {
883 30 0: SEQUENCE {}
: }
: }
885 30 14: SEQUENCE {
887 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
892 01 1: BOOLEAN TRUE
895 04 4: OCTET STRING, encapsulates {

897 03 2: BIT STRING 6 unused bits
. |11IB

: b
901 30 31: SEQUENCE {
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903 06 3: OBJECT IDENTIFIER
: authorityKeyIdentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))

908 04 24: OCTET STRING, encapsulates {

910 30  22: SEQUENCE {

912 80  20: [0]
: EQ EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}

: }
934 30  29: SEQUENCE {
936 06 3: OBJECT IDENTIFIER

: subjectKeyIdentifier (2 5 29 14)

: (X.509 id-ce (2 5 29))
941 04 22: OCTET STRING, encapsulates {

943 04 20: OCTET STRING
: 77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C AO 3A E3 FF 50

3

: }
965 30 31: SEQUENCE {
967 06 3: OBJECT IDENTIFIER

subjectAltName (2 5 29 17)

: (X.509 id-ce (2 5 29))
972 04 24: OCTET STRING, encapsulates {
974 30 22: SEQUENCE {
976 81 20: [1] 'AliceRSA@example.com'

: 3

3
}
}
3

: 3
998 30 13: SEQUENCE {
1000 06 9: OBJECT IDENTIFIER

: shalwithRSAEncryption

(1 2 840 113549 1 1 5)

: (PKCS #1)
1011 05 0: NULL

: 3
1013 03 129: BIT STRING O unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 Bl 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
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1147
1150
1153
1156
1158
1160
1162
1164

1169

1178

1196
1198

1205

1207

1209

1220

1222

31
30
02
30
30
31
30
06

13

02

30
06

05

30

06

05

04

203:
200:

38:
18:

16:
14:

16:

128:

OBJECT IDENTIFIER
rsaéEncryption (1 2
(PKCS #1)

NU
b

LL

OCTET STRING

2F
9D
D5
F5
3F
04
44
17
E9
55
E3

23
BF
7B
CD
2B
A5
D5
13
39
13
8F

82
89
B6
60
FO
B3
9F
A7
oD
D4
AF

D2
9A
D5
4E
E7
B5
07
2A
BA
68
FD

F3
81
FE
27
D4
E7
CS5
95
CE
6F
EO

09
ES5
94
95
02
D9
53
9D
6E
DO
D5

5F
75
Al
F6
67
32
24
2B
9C
07
5D

Examples of S/MIME Messages July 2005
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
FO EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 B0 22

}
}
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlRSA'
}
}
}
INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO
}
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(0Iw)
NULL
}
SEQUENCE {

840 113549 1 1 1)

B8
Cc4
8A
CF
A7
FO
FA
E4
9E
D7
C7

oc
91
AC
00
F5
24
CE
03
oc
A2

58
3D
E3
86
Cc7
EF
01
95
E8
B1

EB
D3
c4
76
8D
E7
1D
14
98
62

4E
DO
84
75
16
20
OF
0B
EG6
4C
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4.6. Multiple Signers

Examples of S/MIME Messages July 2005

Similar to 4.1, but the message is also signed by Diane. Two
signerInfos (one for Alice, one for Diane) with no attribute
certificates, each signed using DSS, Alice's and Diane's certificate
(not Carl's root cert), no CRL. The message is ExContent, and is
included in the eContent. There are no signed or unsigned
attributes.

0 30 1463: SEQUENCE {

4

15
19
23
26
28
30

37
39

50
52

82
86
90
94
96

99
103
105

114
116

06

AO
30
02
31
30
06

30
06

AO
04

AO
30
30
AO
02

02
30
06

30
31

9:
1448:
1444 ;

1:

9:
7.
5

43:

30:
28:

1180:
440:
375:

18:
16:

OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)

el {
SEQUENCE {

INTEGER 1
SET {
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(0IW)
}

}
SEQUENCE {

OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)
(el {
OCTET STRING 'This is some sample content.'
}
}
[e] {
SEQUENCE {
SEQUENCE {
(o] {
INTEGER 2
}
INTEGER 210
SEQUENCE {
OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
SEQUENCE {
SET {
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118 30 14: SEQUENCE {
120 06 3: OBJECT IDENTIFIER
commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
125 13 7: PrintableString 'CarlDSS'

b
}

: 3
134 30 30: SEQUENCE {
136 17 13: UTCTime '990817020810Z'
151 17 13: UTCTime '391231235959Z'

: 3
166 30 19: SEQUENCE {
168 31 17: SET {
170 30 15: SEQUENCE {
172 06 3: OBJECT IDENTIFIER

commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
177 13 8: PrintableString 'DianeDSS'

b
}
: 3
187 30 147: SEQUENCE {
190 30 9: SEQUENCE {

192 06 7: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
(ANSI X9.57 algorithm)

201 03 133: BIT STRING O unused bits, encapsulates {
205 02 129: INTEGER
: 00 A® 00 17 78 2C EE 7E 81 53 2E 2E
61 08 OF A1 9B 51 52 1A DA 59 A8 73
2F 12 25 B6 08 CB CA EF 2A 44 76 8A
52 09 EA BD 05 22 D5 OF F6 FD 46 D7
AF 99 38 09 OE 13 CB 4F 2C DD 1C 34
F7 1C BF 25 FF 23 D3 3B 59 E7 82 97
37 BE 31 24 D8 18 C8 F3 49 39 5B B7
E2 E5 27 7E FC 8C 45 72 5B 7E 3E 8F
68 4D DD 46 7A 22 BE 8E FF CC DA 39
29 A3 39 E5 9F 43 E9 55 C9 D7 5B A6
81 67 CC CO AA CD 2E C5 23

}
: }
337 A3 129: [3] {
340 30 127: SEQUENCE {
342 30 12: SEQUENCE {
344 06 3: OBJECT IDENTIFIER

basicConstraints (2 5 29 19)
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: (X.509 id-ce (2 5 29))
349 01 1: BOOLEAN TRUE

352 04 2: OCTET STRING, encapsulates {
354 30 0: SEQUENCE {}
: }
: }
356 30 14: SEQUENCE {
358 06 3: OBJECT IDENTIFIER

keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))

[y

363 01 BOOLEAN TRUE
366 04 4: OCTET STRING, encapsulates {
368 03 2: BIT STRING 6 unused bits
: '11'B
}
: }
372 30 31: SEQUENCE {
374 06 3: OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
379 04 24: OCTET STRING, encapsulates {
381 30 22: SEQUENCE {
383 80  20: [0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
: }
405 30 29: SEQUENCE {
407 06 3: OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
412 04 22: OCTET STRING, encapsulates {
414 04 20: OCTET STRING
: 64 30 99 7D 5C DC 45 0B 99 3A 52 2F
16 BF 58 50 DD CE 2B 18
}
: }
436 30 31: SEQUENCE {
438 06 3: OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
443 04 24: OCTET STRING, encapsulates {
445 30 22: SEQUENCE {

447 81 20: [1] 'DianeDSS@example.com'

¥
b
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469
471

480
483
485

508

530
534
538
540

543
547
549

558
560
562
564

569

578
580
595

610
612
614
616

30
06

03
30
02

02

30
30
AO
02

02
30
06

30
31
30
06

13

30
17
17

30
31
30
06

48:
45
21:

20:

732:
667:

18:
16:
14:

30:
13:
13:

19:
17:
15:

Examples of S/MIME Messages July 2005

3
b

}
SEQUENCE {

OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER
00 A1l 1A F8 17 OE 3E 5D A8 8C F4 B6
55 33 1E 4B E3 2C AC B9 5F
INTEGER
28 4B 10 45 58 D2 1C 9D 55 35 14 18
91 B2 3F 39 DF B5 6E D3
}
}
}
SEQUENCE {
SEQUENCE {
(o] {
INTEGER 2
}
INTEGER 200
SEQUENCE {
OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlDSS'
}
3
}
SEQUENCE {
UTCTime '990817011049Z'
UTCTime '3912312359597'
}
SEQUENCE {
SET {
SEQUENCE {

OBJECT IDENTIFIER
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commonName (2 5 4 3)
(X.520 id-at (2 5 4))

621 13 8: PrintableString 'AliceDSS'
: }
}
: }
631 30 438: SEQUENCE {
635 30 299: SEQUENCE {
639 06 7: OBJECT IDENTIFIER

dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
648 30 286: SEQUENCE {
652 02 129: INTEGER
: 00 81 8D CD ED 83 EA OGA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
784 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
807 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
: }
938 03 132: BIT STRING O unused bits, encapsulates {

942 02 128: INTEGER
: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
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1073
1076
1078
16080

16085
1088
1090

1092
1094

1099
1102
1104

1108
1110

1115
1117
1119

1141
1143

1148
1150

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04
04

129:
127:
12:

N

14:

N

31:

24
22:
20:

29:

22:
20:

Examples of S/MIME Messages July 2005

A5 AOG 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}
}
(3] {
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}

SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 6 unused bits
'11'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
(0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
3
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
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1172
1174

1179
1181
1183

1205
1207

1216
1219
1221

1243

1266
1269
1271
1274
1276
1278
1280
1282

1287

1296

30
06

04
30
81

30
06

03
30
02

02

31
30
02
30
30
31
30
06

13

02

31:

24
22:
20:

48:
45
20:

21:

198:
97:

24:
18:
16:
14:

Examples of S/MIME Messages July 2005

13 01 E2 FD E3 97 FE CD

3

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] 'AliceDSS@example.com'
}

3

b
}
}
3
SEQUENCE {

OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45
INTEGER
00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD
}
}
}
}
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlDSS'
}
}
}

INTEGER 200
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: }
1300 30 7: SEQUENCE {
1302 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0IW)
: }
1309 30 9: SEQUENCE {
1311 06 7: OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
1320 04 46: OCTET STRING, encapsulates {
1322 30  44: SEQUENCE {

1324 02 20: INTEGER
: 48 24 DE 8B 85 F2 16 AF EC 82 61 A9
: 54 DO 2D 04 A1l CC 5A 4F
1346 02 20: INTEGER
: 17 ED D5 77 02 EE 75 13 D8 10 BD 3D
97 17 20 88 BB FD 7B 81

}
}
: }
1368 30 97: SEQUENCE {
1370 02 1: INTEGER 1
1373 30 24: SEQUENCE {
1375 30 18: SEQUENCE {
1377 31 16: SET {
1379 30 14: SEQUENCE {
1381 06 3: OBJECT IDENTIFIER
commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
1386 13 7: PrintableString 'CarlDSS'
}
}
: }
1395 02 2: INTEGER 210
: }
1399 30 7: SEQUENCE {
1401 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(0IW)
: }
1408 30 9: SEQUENCE {
1410 06 7: OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
1419 04 46: OCTET STRING, encapsulates {
1421 30 44: SEQUENCE {

1423 02 20: INTEGER
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15 FF 81 4D 8C AD 80 4E 9B 35 58 04
: 37 6E 63 6E E9 5B 83 FA
1445 02 20: INTEGER
: 06 7E 58 4E 2B 31 84 41 ED 49 79 38
3E 77 D2 A6 8C 75 08 21

4.7. Signing Using SKI

Same as 4.1, but the signature uses the SKI instead of the
issuer/serial number in the cert. A SignedData with no attribute
certificates, signed by Alice using DSS, just her certificate (not
Carl's root cert), identified by the SKI, no CRL. The message is
ExContent, and is included in the eContent. There are no signed or
unsigned attributes.

© 30 915: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

(PKCS #7)
15 A®@ 900: 0] {
19 30 896: SEQUENCE {
23 02 1: INTEGER 3
26 31 9: SET {
28 30 7: SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0IW)
}
: }
37 30 43: SEQUENCE {
39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
50 A@  30: [0] {
52 04  28: OCTET STRING 'This is some sample content.'
: }
: }
82 AO 736: [e] {
86 30 732: SEQUENCE {
90 30 667: SEQUENCE {
94 A0 3: [0] {

96 02 1: INTEGER 2

: b
99 02 2: INTEGER 200
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103 30 9: SEQUENCE {

105 06 7: OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
114 30 18: SEQUENCE {
116 31 16: SET {
118 30 14: SEQUENCE {
120 06 3: OBJECT IDENTIFIER
commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
125 13 7: PrintableString 'CarlDSS'
}
}
: }
134 30  30: SEQUENCE {
136 17 13: UTCTime '990817011049Z'
151 17 13: UTCTime '391231235959Z'
: }
166 30  19: SEQUENCE {
168 31 17: SET {
170 30 15: SEQUENCE {
172 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
177 13 8: PrintableString 'AliceDSS'
}
}
: }
187 30 438: SEQUENCE {
191 30 299: SEQUENCE {
195 06 7: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
204 30 286: SEQUENCE {

208 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
0C D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
340 02 21: INTEGER
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363 02 128:
494 03 132:
498 02 128:
629 A3 129:
632 30 127:
634 30  12:
636 06
641 01
644 04
646 30
648 30  14:
650 06
655 01
658 04

Examples of S/MIME Messages

00 E2 47
B8 37 21
INTEGER

26
4B
CB
AA
7D
3E
E9
01
95
1F
D1

}

38
59
1A
05
8A
90
CE
7C
4A
11
81

DO
6A
30
3D
42
F8
2E
6D
53
7F
4A

BIT STRING 0
INTEGER

5C
3F
16
12
1B
A5
7E
08
F1
32
F2
b
b
[3]1 {

SEQUENCE {

E3
A9
89
3D
3E
AQ
1A
BF
BB
84
A5

B9
EC
28
43
24
4A
F2
66
34
FO
E2

SEQUENCE {
OBJECT IDENTIFIER
basicConstraints (2 5 29

(X.509 id-ce (2 5 29))
BOOLEAN TRUE

A6
2B

14
4C
C3
58
25
6D
5D
49
56
C2
60

1A
62

89
76
1E
co
A7
EA
A3
89
B5
BD
39

45
8B

32
23
50
7B
F4
9c
07
11
E2
ED
BA

66
F7

AA
39
5D
A2
75
C9
CD
89
F9
D1
36

B8
93

39
04
DD
36
CF
21
23
36
73
50
39

13
CcDh

FB
02
9B
B8
4A
8A
85
44
EC
FF

July

C6

3E
35
59
6E
08
3B
B8
BD
1A
98

DA

6D
5C
E2
07
5E
76
2F
F8
61
74

2005

8F

D9
F2
CD
AF
4B
14
30
c8
36
Cc2

unused bits, encapsulates {

5A
AC
11
5B
7D
E3
24
14
D4
7E
F4

75
5E
23
6F
3D
85
AB
80
D2
41
F2

14
DC
D9
ES
07
D6
53
5C
96
40
83

96
BD
34
51
8D
CE
1A
62
37
FD
ES

OB
B7
86
BF
5B
06
B8
AC
F6
46
B8

A9
13
67
FA
63
80
27
65
61
A7

OCTET STRING, encapsulates

}

SEQUENCE {}

}

SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))
BOOLEAN TRUE

7A
11
75
89
C8
3F
eD
FA
47
63

19)

OCTET STRING, encapsulates {

DD
34
75
F2
BB
ES8
1E
15
B2
4E

E3
A6
13
A2
45
23
EF
8B
C4
33
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660

664
666

671
673
675

697
699

704
706

728
730

735
737
739

761
763

772
775
77

03

30
06

04
30
80

30
06

04
04

30
06

04
30
81

30
06

03
30
02

31:

24
22:
20:

29:

22:
20:

31:

24
22:
20:

48:
45
20:

Examples of S/MIME Messages

BIT STRING 6 unused bits
'11'B

}
SEQUENCE {

OBJECT IDENTIFIER

authorityKeyIdentifier (2 5 29 35)

(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {

(o]

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3

3D 20 BC 43 2B 93 F1 1F
}
b

}
SEQUENCE {

OBJECT IDENTIFIER

subjectKeyIdentifier (2 5 29 14)

(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
OCTET STRING

BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE

13 01 E2 FD E3 97 FE CD

3

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] 'AliceDSS@example.com'
}

}

}
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
BIT STRING O unused bits, encapsulates {
SEQUENCE {
INTEGER

55 0C A4 19 1F 42 2B 89 71 22 33 8D

July 2005
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: 83 6A B5 3D 67 6B BF 45
799 02 21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
}
}
: }
822 31 95: SET {
824 30 93: SEQUENCE {
826 02 1: INTEGER 3
829 80  20: [0]
: BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
: 13 01 E2 FD E3 97 FE CD
851 30 7: SEQUENCE {
853 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0IW)
: }
860 30 9: SEQUENCE {
862 06 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
: }
871 04 46: OCTET STRING, encapsulates {
873 30 44 SEQUENCE {

875 02 20: INTEGER
: 6D 8E 5A CD 28 A®@ 1F D9 86 AD 7A E9
: DF AC D7 BE EC BE 3F F8
897 02 20: INTEGER
: 7C 8A 06 1E FC A4 41 35 7E F7 24 14
FD 3D CO 56 B7 05 27 D5

4.8. S/MIME multipart/signed Message

A full S/MIME message, including MIME, that includes the body part
from 4.3 and the body containing the content of the message.

MIME-Version: 1.0

To: User2@examples.com

From: aliceDss@examples.com

Subject: Example 4.8

Message-Id: <020906002550300.249@examples.com>
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Date: Fri, 06 Sep 2002 00:25:21 -0300

Content-Type: multipart/signed;
micalg=SHA1;
boundary="----=_NextBoundry Fri, _06_Sep_2002_00:25:21";
protocol="application/pkcs7-signature"

This is a multi-part message in MIME format.
—————— =_NextBoundry Fri, _06_Sep_2002_00:25:21

This is some sample content.

------ = NextBoundry____ Fri,_06_Sep_2002_00:25:21
Content-Type: application/pkcs7-signature; name=smime.p7s
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7s
]Y5A4GEAAKBgFZjuVplFJIYLgXr
d4z+p7Kxe3L23EXEOphaJKBE]j2TSGZ3V1EXI9Q1tv5VG/+onyohs+JHO9B41bY8i7RawgSu
OF1s4GgD/0I34a8iSrUxq4JwOe7wi/ZhSAXGKsZfoVi/G7NNTS1]jf2YUeyxDKES8H5BQP1Gp
2NOM/K14vTyg+W404GBMH8wWDAYDVROTAQH/BAIWADAOBgNVHQ8BAT8EBAMCBSAWHWYDVRO j
BBgwFOAUCEQ+gi5vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5s0bPjwfftQ3CkzhMB4v3
j1/7NMB8GA1UdJEQQYMBaBFEFsaWN1RFNTQGV4YW1wbGUuUY29tMAKGBY(qGSM44BAMDMAAWLQ
TUVQYKkGR9CK41xIjONg2q1PWdrvOUCFQCTYVNSVAtcst3a53Yd4hBSWONevTFjMGECAQEWG
DASMRAWDQYDVQQDEwdDYXJsSRFNTAgIAyDAHBgUrDgMCGjAJBgcahkjOOAQDBCAWLAIUM/ MG
f6gkgp9Z0XtRdGimJeB/BXUCFGFFJqwYRt1WYcIOQoGiaowqGzVI

—————— =_NextBoundry Fri,_06_Sep_2002_00:25:21--
4.9. S/MIME application/pkcs7-mime Signed Message
A full S/MIME message, including the MIME parts.

MIME-Version: 1.0

To: User2@examples.com

From: aliceDss@examples.com

Subject: Example 4.9

Message-Id: <021031164540300.304@examples.com>

Date: Thu, 31 Oct 2002 16:45:14 -0300

Content-Type: application/pkcs7-mime; smime-type=signed-data;
name=smime.p7m
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Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7m

MIIDmMQYJK0ZIhvcNAQcCoIIDijCCA4YCAQEXCTAHBgUrDgMCGjAtBgkghkiGOwOBBWGgIAQ
eDQpUaGlzIGlzIHNvbWUgc2FtcGx1IGNvbnR1bnNQuoIIC4DCCAtwwggKboAMCAQICAgDIMA
kGByqGSM44BAMWE jEQMA4GALUEAXMHQ2FYbERTUZAeFWO50TAAMTCWMTEWND1aFwOzOTEYM
ZEyMzU5NT1aMBMXETAPBgNVBAMTCEFsaWN1RFNTMIIBt jCCASsGBYyqGSM44BAEWggEEAOGB
AIGNze2D6gqeOT7CSCij5EeT3Q7XgA7sU8WrhAhP/5ThcOh+DNbzRE]jR/p+vpKGJIL+HZMMg
23j+bv7dM3F9piuR10DcMkQiVm96nXvn89J8v3U00il1TXP7AHCEANXY jDw7Wz41UIddusdh
DEeL3/nbCElzfy5FEbteQJ1l1zzflvbAhUA4kemGkVmuBPG20+4NyErYov3k80CgYAMONAUL
TKqOfs+bd1LWWpMdiM5BAI1XPLLGjDDH1Bd3ZtZ4s2qBT1YwHUiNrhuB699ikI1lp/R1z00I
Xks+kPht6pzJIYo7dhTpzi5dowfNI4W4LzABfG1JiRGINKkSO+MiVSINWtelL5c+waYTYTEX/
Cve3RUP+YdMLRgUpgObo20QOBhAACgYBc471adRSWC6163eM/qeysXty9txMRNKYWiSgRI9
kOhmd1dRMSPUNbb+VRv/qJ8qIbPiR9PQeNW2PIuOWloErjhdbOBoA/6CN+GvIkgqliMauCcNH
U8IV2YUQFXirGX6FYvxuzTUOpY39mFHssQyhPB+QUD9RqdjTjPypelL®80oP1luKOBgTB/MAWG
A1UdJEWEB/wQCMAAWDgYDVROPAQH/BAQDAghAMB8GA1UdIWQYMBaAFHBEPOIub4feStN14z0
gVEMrk/EfMBOGA1UdDgQWBBS+bKGz48H37UNwWpM4TAeL945F+zTATBgNVHREEGDAWGRRBbG
1jZURTUOBleGFtcGx1LmNvbTAJBgcqhkjOOAQDAZAAMCOCFFUMpBkTQiudcSIzjYNqtT1na
79FAhUAN2FTUlQLXLLd2ud2HeIQU1tDXr0xYzBhAgEBMBOWE jEQMA4GA1IUEAXMHQ2FYbERT
UwICAMgwBwWYFKw4DAhowCQYHK0ZIZzjgEAWQUMCWCFD1cSW6LIUFzeX1e3YI5SKSBer/sAhQ
mCq7s/CTFHOEjgASeUjbMpx5g6A==

4.10. SignedData with Attributes
A SignedData message with the following list of signedAttributes:

-unknown 0ID

-contentHints
-smimeCapablilties
-securitylLabel
-ContentReference
-smimeEncryptKeyPreference
-mlExpansionHistory
-EquivalentLabel

O 30 2047: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

(PKCS #7)
15 A® 2032: [0] {
19 30 2028: SEQUENCE {
23 02 1: INTEGER 1
26 31 9: SET {
28 30 7: SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(0IW)
}
}

37 30 43: SEQUENCE {


https://datatracker.ietf.org/doc/html/rfc4134

Hoffman, Ed. Informational [Page 89]



RFC 4134 Examples of S/MIME Messages July 2005

39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
50 A@  30: 0] {
52 04 28: OCTET STRING 'This is some sample content.'
: }
: }
82 A® 736: [0] {
86 30 732: SEQUENCE {
90 30 667: SEQUENCE {
94 A0 3: (0] {
96 02 1: INTEGER 2
: }
99 02 2: INTEGER 200
103 30 9: SEQUENCE {

105 06 7: OBJECT IDENTIFIER
: dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
114 30 18: SEQUENCE {
116 31  16: SET {
118 30 14: SEQUENCE {
120 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
125 13 7: PrintableString 'CarlDSS'
: }
}
: }
134 30 30: SEQUENCE {
136 17 13: UTCTime '990817011049Z'
151 17 13: UTCTime '3912312359597'
: }
166 30 19: SEQUENCE {
168 31  17: SET {
170 30 15: SEQUENCE {
172 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
177 13 8: PrintableString 'AliceDSS'
: }
}
: }
187 30 438: SEQUENCE {
191 30 299: SEQUENCE {
195 06 7: OBJECT IDENTIFIER

dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
204 30 286: SEQUENCE {
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208 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
0C D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
340 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
363 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
: }
494 03 132: BIT STRING O unused bits, encapsulates {

498 02 128: INTEGER

: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 AO 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

b
: }
629 A3 129: [3] {
632 30 127: SEQUENCE {
634 30  12: SEQUENCE {

636 06 3: OBJECT IDENTIFIER
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basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
641 01 1: BOOLEAN TRUE

644 04 2: OCTET STRING, encapsulates {
646 30 0: SEQUENCE {}
}
: }
648 30 14: SEQUENCE {
650 06 3: OBJECT IDENTIFIER

keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
655 01 1: BOOLEAN TRUE

658 04 4: OCTET STRING, encapsulates {
660 03 2: BIT STRING 6 unused bits
'11'B
}
: }
664 30 31: SEQUENCE {
666 06 3: OBJECT IDENTIFIER

authorityKeyIdentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
671 04 24 OCTET STRING, encapsulates {

673 30 22: SEQUENCE {

675 80  20: [0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}
}

: }
697 30  29: SEQUENCE {
699 06 3: OBJECT IDENTIFIER

subjectKeyIdentifier (2 5 29 14)

: (X.509 id-ce (2 5 29))

704 04 22: OCTET STRING, encapsulates {

706 04 20: OCTET STRING
: BE 6C A1l B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}
: }
728 30 31: SEQUENCE {
730 06 3: OBJECT IDENTIFIER
: subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
735 04 24 OCTET STRING, encapsulates {
737 30 22: SEQUENCE {

739 81 20: [1] 'AliceDSS@example.com'

b
}
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}
¥
}
: }
761 30 9: SEQUENCE {
763 06 7: OBJECT IDENTIFIER
: dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
772 03 48: BIT STRING @ unused bits, encapsulates {
775 30 45 SEQUENCE {

777 02 20: INTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
799 02 21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
}
}
: }
822 31 1225: SET {
826 30 1221: SEQUENCE {
830 02 1: INTEGER 1
833 30 24: SEQUENCE {
835 30 18: SEQUENCE {
837 31  16: SET {
839 30 14: SEQUENCE {
841 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
846 13 7: PrintableString 'CarlDSS'
: }
}
: }
855 02 2: INTEGER 200
: }
859 30 7: SEQUENCE {
861 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (0IW)
: }
868 A0 1119: [0] {
872 30 24: SEQUENCE {
874 06 9: OBJECT IDENTIFIER

contentType (1 2 840 113549 1 9 3)

: (PKCS #9 (1 2 840 113549 1 9))
885 31  11: SET {
887 06 9: OBJECT IDENTIFIER
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data (1 2 840 113549 1 7 1)

(PKCS #7)
}
: 3
898 30  35: SEQUENCE {

900 06 9: OBJECT IDENTIFIER
: messageDigest (1 2 840 113549 1 9 4)
: (PKCS #9 (1 2 840 113549 1 9))
911 31 22: SET {
913 04 20: OCTET STRING
: 40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 CO 22 96 87 DD 48

3
: }
935 30 56: SEQUENCE {
937 06 3: OBJECT IDENTIFIER 'l 2 5555'
942 31 49: SET {
944 04 47 : OCTET STRING
: 'This is a test General ASN Attribut'
'e, number 1.'
3
: }
993 30 62: SEQUENCE {

995 06 11: OBJECT IDENTIFIER
: id-aa-contentHint
(1 2 840 113549 1 9 16 2 4)
(S/MIME Authenticated Attributes
: (1 2 840 113549 1 9 16 2))
1008 31 47 : SET {

1010 30 45: SEQUENCE {
1012 oC 32: UTF8String
: 'Content Hints Description Buffer'
1046 06 9: OBJECT IDENTIFIER
data (1 2 840 113549 1 7 1)
(PKCS #7)
}
}
: }
1057 30 74: SEQUENCE {
1059 06 9: OBJECT IDENTIFIER
SMIMECapabilities
(1 2 840 113549 1 9 15)
(PKCS #9
: (1 2 840 113549 1 9))
1070 31  61: SET {
1072 30 59: SEQUENCE {
1074 30 7: SEQUENCE {

1076 06 5: OBJECT IDENTIFIER '1 2 3 45 6'
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: }
1083 30 48: SEQUENCE {
1085 06 6: OBJECT IDENTIFIER '1 2 3 45 6 77'
1093 04 38: OCTET STRING
: 'Smime Capabilities parameters buffe'
oot
}
}
¥
: ¥
1133 30 109: SEQUENCE {

1135 06 11: OBJECT IDENTIFIER
: id-aa-securitylLabel
(1 2 840 113549 1 9 16 2 2)
(S/MIME Authenticated Attributes
: (1 2 840 113549 1 9 16 2))
1148 31 94: SET {

1150 31 92: SET {
1152 02 1: INTEGER 1
1155 06 7 OBJECT IDENTIFIER '1 2 3 456 7 8'
1164 13 27: PrintableString

: '"THIS IS A PRIVACY MARK TEST'
1193 31 49: SET {
1195 30 a47: SEQUENCE {
1197 80 8: [0]

: 2A 03 04 05 06 07 86 78
1207 A1 35: [1] {
1209 13 33: PrintableString

: '"THIS IS A TEST SECURITY-'

'CATEGORY. '
}
}
}
}
3

: }

1244 30 111: SEQUENCE {

1246 06 11: OBJECT IDENTIFIER
: id-aa-contentReference
(1 2 840 113549 1 9 16 2 10)
(S/MIME Authenticated Attributes
: (1 2 840 113549 1 9 16 2))
1259 31 96: SET {

1261 30 94: SEQUENCE {
1263 06 5: OBJECT IDENTIFIER '1 2 3 4 5 6'

1270 04 43: OCTET STRING
: 'Content Reference Content Identifie'
'r Buffer'
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1315 04 40: OCTET STRING
: 'Content Reference Signature Value B'
'uffer’
}
}
: }
1357 30 115: SEQUENCE {

1359 06 11: OBJECT IDENTIFIER
: id-aa-encrypKeyPref
(1 2 840 113549 1 9 16 2 11)
(S/MIME Authenticated Attributes
: (1 2 840 113549 1 9 16 2))
1372 31 100: SET {

1374 A®  98: [e] ¢
1376 30 90: SEQUENCE {
1378 31 11: SET {
1380 30 9: SEQUENCE {
1382 06 3: OBJECT IDENTIFIER
: countryName (2 5 4 6)
: (X.520 id-at (2 5 4))
1387 13 2: PrintableString 'US'
}
: }
1391 31 22: SET {
1393 30 20: SEQUENCE {
1395 06 3: OBJECT IDENTIFIER
organizationName (2 5 4 10)
: (X.520 id-at (2 5 4))
1400 13 13: PrintableString 'US Government'
: }
: }
1415 31 17: SET {
1417 30 15: SEQUENCE {
1419 06 3: OBJECT IDENTIFIER
: organizationalUnitName
(2 5 4 11)
: (X.520 id-at (2 5 4))
1424 13 8: PrintableString 'VDA Site'
}
: }
1434 31 12: SET {
1436 30 10: SEQUENCE {
1438 06 3: OBJECT IDENTIFIER
: organizationalUnitName
(2 5 4 11)
: (X.520 id-at (2 5 4))
1443 13 3: PrintableString 'VDA'

}
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: }
1448 31 18: SET {
1450 30 16: SEQUENCE {
1452 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
1457 13 9: PrintableString 'Daisy RSA'
}
}
: }
1468 02 4: INTEGER 173360179
: }
}
: }
1474 30 252: SEQUENCE {

1477 06 11: OBJECT IDENTIFIER
: id-aa-mlExpandHistory
(1 2 840 113549 1 9 16 2 3)
(S/MIME Authenticated Attributes
: (1 2 840 113549 1 9 16 2))
1490 31 236: SET {

1493 30 233: SEQUENCE {
1496 30 230: SEQUENCE {
1499 04 7: OCTET STRING '5738299'
1508 18 15: GeneralizedTime '19990311104433Z'
1525 A1 201: [1] {
1528 30 198: SEQUENCE {
1531 A4 97: (41 {
1533 30 95: SEQUENCE {
1535 31 11: SET {
1537 30 9: SEQUENCE {
1539 06 3: OBJECT IDENTIFIER
: countryName (2 5 4 6)
: (X.520 id-at (2 5 4))
1544 13 2: PrintableString 'US'
}
: }
1548 31  22: SET {
1550 30 20: SEQUENCE {
1552 06 3: OBJECT IDENTIFIER
organizationName
(2 5 4 10)
: (X.520 id-at (2 5 4))
1557 13 13: PrintableString
: 'US Government'
}
}

1572 31 17: SET {
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1574
1576

1581

1591
1593
1595

1600

1614

1643

1647
1649
1651

1656

30
06

13

31
30
06

13

31
30
06

13

A4
30
31
30
06

13

31
30
06

13

15:

12:
10:

23:
21:

14:

97:
95:
11:

22:
20:

13:

Examples of S/MIME Messages

SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName
(2 5 4 11)
(X.520 id-at (2 5 4))
PrintableString
'"VDA Site'

}

3
SET {

SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName
(2 5 4 11)
(X.520 id-at (2 5 4))
PrintableString 'VDA'

}

}
SET {

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString

'Bugs Bunny DSA'

}
}
}
}
(4] {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6)
(X.520 id-at (2 5 4))
PrintableString 'US'

}

3
SET {

SEQUENCE {
OBJECT IDENTIFIER
organizationName
(2 5 4 10)
(X.520 id-at (2 5 4))
PrintableString
'US Government'

}

July 2005
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31

1690
1692
1694

1704
1706
1708

1713

1729
1733

1746
1749
1752
1754
1757

30
06

13

31
30
06

13

31
30
06

13

30
06

31
30
31
02
06

17:
15:

12:
10:

23:
21:

14:

258:
11:

242:
239:
114:
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}
SET {

SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName
(2 5 4 11)
(X.520 id-at (2 5 4))
PrintableString
'VDA Site'

}

}
SET {

SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName
(2 54 11)
(X.520 id-at (2 5 4))
PrintableString 'VDA'

}

}
SET {

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString

'"Elmer Fudd DSA'

SEQUENCE {
OBJECT IDENTIFIER
id-aa-equivalentLabels
(1 2 840 113549 1 9 16 2 9)
(S/MIME Authenticated Attributes
(1 2 840 113549 1 9 16 2))
SET {
SEQUENCE {
SET {
INTEGER 1
OBJECT IDENTIFIER '1 23 456 7 9'
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1766 13 38: PrintableString
: "EQUIVALENT THIS IS A PRIVACY MARK T'
: "EST'
1806 31  60: SET {
1808 30 58: SEQUENCE {
1810 80 8: [0]
: 2A 03 04 05 06 @7 86 78
1820 A1 46: 1] ¢
1822 13 44 PrintableString
: "EQUIVALENT THIS IS A TEST SECURITY-'
'CATEGORY. "'
}
}
}
: }
1868 31 121: SET {
1870 02 1: INTEGER 1
1873 06 7: OBJECT IDENTIFIER
: '123456 7 10'
1882 13 45: PrintableString
: "EQUIVALENT THIS IS A SECOND PRIVACY'
: ' MARK TEST'
1929 31 60: SET {
1931 30 58: SEQUENCE {
1933 80 8: [0]
: 2A 03 04 05 06 07 86 78
1943 A1 46: [1] ¢
1945 13 44: PrintableString
: "EQUIVALENT THIS IS A TEST SECURITY-'
'CATEGORY. "'
}
}
}
}
}
}
}
: }
1991 30 9: SEQUENCE {
1993 06 7: OBJECT IDENTIFIER

dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
2002 04 a7: OCTET STRING, encapsulates {
2004 30 45: SEQUENCE {

2006 02 21: INTEGER
: 00 BC 33 37 65 C4 F7 70 5C 17 49 13
AA 4C 85 CA BB 52 91 48 59
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2029 02 20: INTEGER
: 63 96 A2 14 8B CF 57 DE BO 48 5F 6C
64 DD 84 04 49 5F 1C CA

4.11. SignedData with Certificates Only

CA SignedData message with no content or signature, containing only
Alices's and Carl's certificates.

0 30 1672: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

(PKCS #7)
15 A® 1657: [0] {
19 30 1653: SEQUENCE {
23 02 1: INTEGER 1
26 31 0: SET {}
28 30 11: SEQUENCE {
30 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)
: }
41 A0 1407: [0] {
45 30 667: SEQUENCE {
49 30 602: SEQUENCE {
53 A0 3: [0] {
55 02 1: INTEGER 2
: }
58 02 1: INTEGER 1
61 30 9: SEQUENCE {
63 06 7: OBJECT IDENTIFIER
: dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
72 30 18: SEQUENCE {
74 31 16: SET {
76 30 14: SEQUENCE {
78 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
83 13 7: PrintableString 'CarlDSS'

b
b
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: }
92 30 30: SEQUENCE {
94 17 13: UTCTime '990816225050Z'
109 17  13: UTCTime '391231235959Z'
: }
124 30 18: SEQUENCE {
126 31 16: SET {
128 30 14: SEQUENCE {
130 06 3: OBJECT IDENTIFIER
commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
135 13 7: PrintableString 'CarlDSS'
}
}
: }
144 30 439: SEQUENCE {
148 30 299: SEQUENCE {
152 06 7: OBJECT IDENTIFIER
dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
161 30 286: SEQUENCE {

165 02 129: INTEGER
: 00 B6 49 18 3E 8A 44 C1 29 71 94 4C
01 C4 12 C1 7A 79 CB 54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 Bl
C8 71 4B C7 45 CO 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 5F B9
: AD E1 08 D4 6D 29 2D D6 E9
297 02 21: INTEGER
: 00 DD C1 2F DF 53 CE 0B 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
320 02 128: INTEGER
: 0C EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 0D EB 46 59 3C
56 0B 2B 5B 0C 91 CE A5 62 52 69 CA
E1l 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 0B C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA 7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B 0A
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}
: }
451 03 133: BIT STRING O unused bits, encapsulates {

455 02 129: INTEGER

: 00 99 87 74 27 03 66 A® B1 CO AD DC
2C 75 BB E1 6C 44 9C DA 21 6D 4D 47
6D B1 62 09 E9 D8 AE 1E F2 3A B4 94
Bl A3 8E 7A 9B 71 4E 00 94 C9 B4 25
4E B9 60 96 19 24 01 F3 62 O0C FE 75
Co FB CE D8 68 00 E3 FD D5 70 4F DF
23 96 19 06 94 F4 B1 61 8F 3A 57 Bl
08 11 A4 0B 26 25 FO 52 76 81 EA 0B
62 OD 95 2A E6 86 BA 72 B2 A7 50 83
0B AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A

}
: }
587 A3  66: [3] {
589 30 64: SEQUENCE {
591 30 15: SEQUENCE {
593 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
598 01 1: BOOLEAN TRUE
601 04 5: OCTET STRING, encapsulates {
603 30 3: SEQUENCE {
605 01 1: BOOLEAN TRUE
: }
}
: }
608 30 14: SEQUENCE {
610 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
615 01 1: BOOLEAN TRUE
618 04 4: OCTET STRING, encapsulates {
620 03 2: BIT STRING 1 unused bits
'1100001'B
}
: }
624 30 29: SEQUENCE {
626 06 3: OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
631 04 22: OCTET STRING, encapsulates {

633 04 20: OCTET STRING
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
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}
}
}
}
: }
655 30 9: SEQUENCE {
657 06 7: OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
666 03 48: BIT STRING O unused bits, encapsulates {
669 30  45: SEQUENCE {

671 02 20: INTEGER
: 6B A9 FO 4E 7A 5A 79 E3 F9 BE 3D 2B
: C9 06 37 E9 11 17 A1 13
693 02 21: INTEGER
: 00 8F 34 69 2A 8B B1 3C 03 79 94 32
4D 12 1F CE 89 FB 46 B2 3B

}
}
: }
716 30 732: SEQUENCE {
720 30 667: SEQUENCE {
724 AO 3: [0] {
726 02 1: INTEGER 2
: }
729 02 2: INTEGER 200
733 30 9: SEQUENCE {
735 06 7: OBJECT IDENTIFIER
: dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
744 30 18: SEQUENCE {
746 31  16: SET {
748 30 14: SEQUENCE {
750 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
755 13 7: PrintableString 'CarlDSS'
: }
}
: }
764 30 30: SEQUENCE {
766 17 13: UTCTime '990817011049Z'
781 17 13: UTCTime '391231235959Z'
: }
796 30 19: SEQUENCE {

798 31 17: SET {
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800 30  15: SEQUENCE {
802 06 3: OBJECT IDENTIFIER
commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
807 13 8: PrintableString 'AliceDSS'

b
}
: }
817 30 438: SEQUENCE {
821 30 299: SEQUENCE {
825 06 7. OBJECT IDENTIFIER

dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
834 30 286: SEQUENCE {
838 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
970 02  21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
993 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
: }
1124 03 132: BIT STRING 0 unused bits, encapsulates {

1128 02 128: INTEGER
: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
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12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 AO 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}
: }
1259 A3 129: [3] {
1262 30 127: SEQUENCE {
1264 30 12: SEQUENCE {
1266 06 3: OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
1271 01 1: BOOLEAN TRUE
1274 04 2: OCTET STRING, encapsulates {
1276 30 0: SEQUENCE {}
}
: }
1278 30 14: SEQUENCE {
1280 06 3: OBJECT IDENTIFIER
keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
1285 01 1: BOOLEAN TRUE
1288 04 4: OCTET STRING, encapsulates {
1290 03 2: BIT STRING 6 unused bits
'11'B
}
: }
1294 30 31: SEQUENCE {
1296 06 3: OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
1301 04 24: OCTET STRING, encapsulates {
1303 30 22: SEQUENCE {
1305 80  20: [0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
: }
1327 30 29: SEQUENCE {
1329 06 3: OBJECT IDENTIFIER

subjectKeyIdentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
1334 04 22: OCTET STRING, encapsulates {
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1336 04 20: OCTET STRING
: BE 6C A1l B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}

: }
1358 30 31: SEQUENCE {
1360 06 3: OBJECT IDENTIFIER

subjectAltName (2 5 29 17)

: (X.509 id-ce (2 5 29))
1365 04 24: OCTET STRING, encapsulates {
1367 30 22: SEQUENCE {
1369 81 20: [1] 'AliceDSS@example.com'

: }

}
}
}
}

: }
1391 30 9: SEQUENCE {
1393 06 7 OBJECT IDENTIFIER

: dsawithShal (1 2 840 10040 4 3)

(ANSI X9.57 algorithm)

: }
1402 03 48: BIT STRING O unused bits, encapsulates {
1405 30 45: SEQUENCE {

1407 02 20: INTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
1429 02 21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
}
}
: 3
1452 A1 219: [1] {
1455 30 216: SEQUENCE {
1458 30 153: SEQUENCE {
1461 30 9: SEQUENCE {
1463 06 7: OBJECT IDENTIFIER
: dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
1472 30 18: SEQUENCE {
1474 31 16: SET {
1476 30 14: SEQUENCE {
1478 06 3: OBJECT IDENTIFIER

commonName (2 5 4 3)
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: (X.520 id-at (2 5 4))
1483 13 7: PrintableString 'CarlDSS'

}
}
: }
1492 17  13: UTCTime '990827070000Z'
1507 30 105: SEQUENCE {
1509 30  19: SEQUENCE {
1511 02 2: INTEGER 200
1515 17  13: UTCTime '990822070000Z'
: }
1530 30  19: SEQUENCE {
1532 02 2: INTEGER 201
1536 17  13: UTCTime '990822070000Z'
: }
1551 30  19: SEQUENCE {
1553 02 2: INTEGER 211
1557 17  13: UTCTime '990822070000Z'
: }
1572 30  19: SEQUENCE {
1574 02 2: INTEGER 210
1578 17  13: UTCTime '990822070000Z'
: }
1593 30  19: SEQUENCE {
1595 02 2: INTEGER 212
1599 17  13: UTCTime '990824070000Z'
: }
}
: }
1614 30 9: SEQUENCE {
1616 06 7: OBJECT IDENTIFIER

dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
1625 03 a47: BIT STRING O unused bits, encapsulates {
1628 30 44: SEQUENCE {

1630 02 20: INTEGER
: 7E 65 52 76 33 FE 34 73 17 D1 F7 96
: F9 AO® D4 D8 6D 5C 7D 3D
1652 02 20: INTEGER
: 02 7A 5B B7 D5 5B 18 C1 CF 87 EF 7E
DA 24 F3 2A 83 9C 35 Al

1674 31 0: SET {}
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}
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Basic Encrypted Content, TripleDES and RSA

July 2005

An EnvelopedData from Alice to Bob of ExContent using TripleDES for
Does not have an

encrypting and RSA for key management.

OriginatorInfo.
0 30
4 06 9:
15 A@ 271:
19 30 267:
23 02 1:
26 31 192:
29 30 189:
32 02 1:
35 30 38:
37 30 18:
39 31 16:
41 30 14:
43 06 3:
48 13 7:
57 02 16:
75 30 13:
77 06 9:
88 05 O:
90 04 128:

286: SEQUENCE {

OBJECT IDENTIFIER

envelopedData (1 2 840 113549 1 7 3)

(PKCS #7)
[e1 {
SEQUENCE {
INTEGER 0
SET {

SEQUENCE {
INTEGER 0
SEQUENCE {

SEQUENCE
SET {

{

SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlRSA'

}
}

b
INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO

}
SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2

(PKCS
NULL
3
OCTET STRI
0B 71 6D
70 FD A2
DF AC EO
99 OF E6
2A 00 8B

#1)

NG
EG6
27
E9
5F
C7

71 88 88
DE DA E1
9D A2 D3
Bl 41 B3
73 35 78

840 113549 1 1 1)

98
EF
2C
72
26

B6 96 C1
24 6C A4
7A CD 80
16 83 E7
D6 C7 CF

8F
33
B8
FA
8C
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0C 56 DB A5 76 9D 08 38 OE F3 F9 D4
91 43 58 78 DC 49 B6 EC EE 6C 68 33
A3 21 1D FO 28 78 1F F7 5D F6 07 73
4D DF AD 69 31 20 4B 48 A9 75 22 6E
36 79 15 63 8F CC EB 9D A3 28 Al D1
2C 57 F4 DA 1A 2C 75 1F

}
: }
221 30 67: SEQUENCE {
223 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
234 30  20: SEQUENCE {
236 06 8: OBJECT IDENTIFIER
: des-EDE3-CBC (1 2 840 113549 3 7)
(RSADSI encryptionAlgorithm
: (1 2 840 113549 3))
246 04 8: OCTET STRING
: 2D 68 C5 E9 47 06 51 35
: }
256 80  32: [0]
: OE C8 92 7F C6 7D 3F 8D CB AD 8E OE
C5 49 3A EB 47 2E D6 55 DE 09 21 4E
48 EA 4E 27 B1 6E 57 25
}
}

}
3

.2. Basic Encrypted Content, RC2/128 and RSA

($)]

Same as 5.1, except using RC2/128 for encryption and RSA for key
management. An EnvelopedData from Alice to Bob of ExContent using
RC2/40 for encrypting and RSA for key management. Does not have an
OriginatorInfo or any attributes.

0 30 291: SEQUENCE {
4 06 9: OBJECT IDENTIFIER
envelopedData (1 2 840 113549 1 7 3)

(PKCS #7)
15 A® 276: [0] {
19 30 272: SEQUENCE {
23 02 1: INTEGER 0
26 31 192: SET {
29 30 189: SEQUENCE {
32 02 1: INTEGER 0
35 30  38: SEQUENCE {
37 30  18: SEQUENCE {

39 31 16: SET {
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41
43

48

57

75

77

88

90

221
223

234

236

246
248
251

261

30
06

13

02

30

06

05

04

30
06

30

06

30
02
04

80

14:

16:

13:

128:

72:

25:

13:

32:

Examples of S/MIME Messages

IN

}
SEQU

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlRSA'

b
}

b
TEGER

July 2005

46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO

ENCE {

OBJECT IDENTIFIER
rsaéEncryption (1 2

NU
by

(PKCS
LL

#1)

OCTET STRING

85
DE
FB
4A
44
77
D4
7E
56
8B
5F

}

}
SEQUENCE

42 BE
DA C1
C9 9C
ED 98
39 89
AA F9
DC 10
96 FF
6D A6
CC 1B
69 67

{

E3
D3
DB
9D
37
D4
E9
12
1D
4A
91

(0]=3
09
FO
15
3C
97
D6
6E
EB
ES
A9

2E
B8
B2
39
6F
A4
3F
87
AB
14
50

E5
27
6E
26
C7
D2
00
84
C3
36
EE

840 113549 1 1 1)

OF
2B
AO
01
4A
21
DB
AO
B7
06
D8

OBJECT IDENTIFIER data (1 2

(PKC
SEQUEN

S #7)
CE {

09
25
8A
1A
61
3F
9C
BA
Al
61

24
D5
1C
6B
0]}
3F
47
81
F8
Cc7

CA
71
9D
FO
27
20
D6
OF
5F
64

840 113549 1 7 1)

OBJECT IDENTIFIER rc2CBC (1 2 840 113549 3 2)
(RSADSI encryptionAlgorithm
(1 2 840 113549 3))

SEQU

ENCE {

INTEGER 58

OCTET STRING

}
}
(o]

06 53 GA 7B 8D 5C 16 0D CC D5 76 D6
8B 59 D6 45 8C 1A 1A OC E6 1E F3 DE

E8 70 81 E2 EF C5 15 57
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43 56 00 9B 40 8C 38 5D

}
}
b

5.3. S/MIME application/pkcs7-mime Encrypted Message

A full S/MIME message, including MIME, that includes the body part

from 5.1.

MIME-Version:

1.0

Message-Id: <00103112005203.00349@amyemily.ig.com>
Date: Tue, 31 Oct 2000 12:00:52 -0600 (Central Standard Time)

From: Userl

To: User2
Subject: Example 5.3

Content-Type: application/pkcs7-mime;
name=smime.p7m;

smime-type=enveloped-data
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7m

MIIBHgYJK0ZIhvcNAQcDOIIBDzCCAQsCAQAXgCcAwWgbOCAQAWIjJASMRAWDGYDVQQDEWADYXJ
SUINBAhBGNGVHgABWYBHTbhi7NXXHQMAOGCSqGSIb3DQEBAQUABIGAC3EN5NGIiJi21sGPcP
21J97a4e8kbKQz36z9g62210yx6zYCAmZ7mX7FBs3IWg+f6KgCLx3M1eChwWx8+MDFbbpXadC
Dg08/nUkUNYeNxJtuzubGgzoyEd8Ch4H/dd9gdzTd+taTEgSOipdSJuNnkVY4/M652jKKHR
LFf02hosdR8wQwYJK0oZIhvcNAQCcBMBQGCCGSIb3DQMHBAgtaMXpRwWZRNYAgDsiST8Z9P43
LrY40xUk660cul11XeCSFOSOp0J7FuVyU=

6. Digested-data

A DigestedData from Alice to Bob of ExContent using SHA-1.

0
2

13
15
17
20
22

29
31

42

30
06

AO
30
02
30
06

30
06

A0

94: SEQUENCE {

9:

81:
79:
1:
7:
5:

43:

30:

OBJECT IDENTIFIER digestedData (1 2 840 113549 1 7 5)
(PKCS #7)
(o1 {
SEQUENCE {
INTEGER 0
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(0IW)
}
SEQUENCE {
OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)

(o] {
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44 04 28: OCTET STRING 'This is some sample content.'
}
: }
74 04 20: OCTET STRING

40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 CO 22 96 87 DD 48

7. Encrypted-data
7.1. Simple EncryptedData
An EncryptedData from Alice to Bob of ExContent with no attributes.
® 30 87: SEQUENCE {

2 06 9: OBJECT IDENTIFIER
encryptedData (1 2 840 113549 1 7 6)

(PKCS #7)
13 A0 74: [0] {
15 30 72: SEQUENCE {
17 02 1: INTEGER 0
20 30 67: SEQUENCE {
22 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
33 30 20: SEQUENCE {
35 06 8: OBJECT IDENTIFIER

des-EDE3-CBC (1 2 840 113549 3 7)
(RSADSI encryptionAlgorithm
: (1 2 840 113549 3))
45 04 8: OCTET STRING

B3 6B 6B FB 62 31 08 4E
: }
55 80  32: [0]

FA FC ED DB 3F 18 17 1D 38 89 11 EA
34 D6 20 DB F4 C3 D9 58 15 EF 93 3B
9A F5 D7 04 F6 B5 70 E2

b
}
}

The TripleDES key is:

73 7c 79 1f 25 ea dO e® 46 29 25 43 52 f7 dc 62
91 e5 cb 26 91 7a da 32
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7.2. EncryptedData with Unprotected Attributes

An EncryptedData from Alice to Bob of ExContent with unprotected
attributes.

0 30 149: SEQUENCE {
3 06 9: OBJECT IDENTIFIER
encryptedData (1 2 840 113549 1 7 6)

(PKCS #7)
14 A® 135: [0] {
17 30 132: SEQUENCE {
20 02 1: INTEGER 2
23 30 67: SEQUENCE {
25 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
36 30 20: SEQUENCE {
38 06 8: OBJECT IDENTIFIER

des-EDE3-CBC (1 2 840 113549 3 7)
(RSADSI encryptionAlgorithm
(1 2 840 113549 3))

48 04  8: OCTET STRING
: 07 27 20 85 90 9E BO 7E
: }

58 80  32: [0]

D2 20 8F 67 48 8A CB 41 E4 22 68 5D
BE 77 05 52 26 ED E3 01 BD 00 91 58
A7 35 6E BC 4B A2 07 33

: }
92 A1 58: [1] {
94 30 56: SEQUENCE {
96 06 3: OBJECT IDENTIFIER 'l 2 5555'
101 31 49: SET {
103 04 47 OCTET STRING
: '"This is a test General ASN Attribut'
'e, number 1.'
}
}
}
}
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Security Considerations

Because this document shows examples of S/MIME and CMS messages, this
document also inherits all of the security considerations from
[SMIME-MSG] and [CMS].

The Perl script in Appendix A writes to the user's local hard drive.
A malicious attacker could modify the Perl script in this document.
Be sure to read the Perl code carefully before executing it.
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A. Binaries of the Examples

This section contains the binaries of the examples shown in the rest
of the document. The binaries are stored in a modified Base64
format. There is a Perl program that, when run over the contents of
this document, will extract the following binaries and write them out
to disk. The program requires Perl.

A.1. How the Binaries and Extractor Works

The program in the next section looks for lines that begin with a '|'
character (or some whitespace followed by a '|'), ignoring all other

lines. 1If the line begins with '|', the second character tells what
kind of line it is:

A line that begins with |* is a comment

A line that begins with |> gives the name of a new file to start

A line that begins with |< tells to end the file (and checks the
file name for sanity)

A line that begins with |anythingelse is a Base64 line

The program writes out a series of files, so you should run this in
an empty directory. The program will overwrite files (if it can),
but won't delete other files already in the directory.

Run this program with this document as the standard input, such as:

./extractsample.pl <draft-ietf-smime-examples

If you want to extract without the program, copy all the lines
between the "|>" and "|<" markers, remove any page breaks, and remove
the "|" in the first column of each line. The result is a valid
Base64 blob that can be processed by any Base64 decoder.

A.2. Example Extraction Program
#!/usr/bin/perl
# CMS Samples extraction program. v 1.1

# Get all the input as an array of lines
@Al1lIn = (); while (<STDIN>) { push(@AllIn, $_) }

$Baseb64Chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqr'
'stuvwxyz0123456789+/=";
$LineCount = O; $CurrFile = '';

4

foreach $Line (@AllIn) {
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$LineCount++; # Keep the line counter for error messages
$Line =~ s/M\s*//; # Get rid of leading whitespace
chomp($Line); # Get rid of CR or CRLF at the end of the line
if(substr($Line, 0, 1) ne '|') { next } # Not a special line
elsif(substr($Line, 1, 1) eq '*') { next } # It is a comment
elsif(substr($Line, 1, 1) eq '>")

{ &StartNewFile(substr($Line, 2)) } # Start a new file
elsif(substr($Line, 1, 1) eq '<")

{ &EndCurrFile(substr($Line, 2)) } # End the current file
else { &DoBase64(substr($Line, 1)) } # It is a line of Base64

sub StartNewFile {
$TheNewFile = shift(@_);
if($CurrFile ne '') { die "was about to start a new file at "
"line $LineCount, but the old file, $CurrFile, was open\n" }
open(0OUT, ">$TheNewFile") or
die "Could not open $TheNewFile for writing: $!'\n";
binmode(OUT); # This is needed for Windows, is a noop on Unix
$CurrFile = $TheNewFile;
$LeftOver = 0; # Amount left from previous Base64 character
$NextPos = 0; # Bit position to start the next Base64 character
# (bits are numbered 01234567)
$0utString = ''; # Holds the text going out to the file

sub EndCurrFile {

$FileToEnd = shift(@_);

if($CurrFile ne $FileToEnd) { die "Was about to close "
"$FileToEnd at line $LineCount, but that name didn't match "
"the name of the currently open file, $CurrFile\n" }

print OUT $0utString;

close(0UT);

$CurrFile = '';

sub DoBase64 {

$TheIn = shift(@_);

if($CurrFile eq '') { die "Got some Base64 at line $LineCount, "
"but appear to not be writing to any particular file.\n" }

@Chars = split(//, $TheIn); # Make an array of the characters

foreach $ThisChar (@Chars) {

# $Thisval is the position in the string and the Base64 value
$Thisval = index($Base64Chars, $ThisChar);
if($Thisval == -1) { die "At line $LineCount, found the "

"character $ThisChar, which is not a Base64 character\n" }

if($Thisval == 64) { last } # It is a "=", so we're done
if ($NextPos == 0 ) {
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# Don't output anything, just fill the left of $LeftOver

$LeftOver = $Thisval * 4;
$NextPos = 6;
} elsif ($NextPos == 2) {

# Add $Thisval to $LeftOver, output, and reset

$0utString .= chr($LeftOver + $Thisval);
$LeftOver = 0;
$NextPos = 0;

} elsif ($NextPos == 4) {

# Add upper 4 bits of $Thisval to $LeftOver and output

$Upper4 = ($Thisval & 60);

$0utString .= chr($LeftOver + ($Upperd/4));

$LeftOver = (($Thisval - $Upperd) * 64);
$NextPos = 2;
} elsif ($NextPos == 6) {

# Add upper 2 bits of $Thisval to $LeftOver and output

$Upper2 = ($Thisval & 48);

$0utString .= chr($LeftOver + ($Upper2/16));

$LeftOover = (($Thisval - $Upper2) * 16);
$NextPos = 4;

} else { die "\$NextPos has an illegal value:

}

B. Examples in Order of Appearance
From Section 2.1
***ExContent.bin***

| * Section 2.1

| >ExContent.bin

| VGhpcyBpcyBzb211IHNhbXBsZSBjb250ZW50Lg==
| <ExContent.bin

From Section 2.2
***AlicePrivDSSSign.pri***

| * Example AlicePrivDSSSign.pri
|>AlicePrivDSSSign.pri

$NextPos." }

|MIIBSWIBADCCASSGBYqGSM44BAEWggEEAOGBAIGNZze2D6gqe0T7CSCij5EeT3Q7XqA7sU8
|WrhAhP/5ThcOh+DNbzREJjR/p+VvpKGIL+HZMMg23j+bv7dM3F9piuR10DCcMkQiVm96nXvn8
|938v3U00i1TXP7AHCEANXY jDw7Wz41UIddU5dhDEeL3/nbCElzfy5FEbteQJ11zzflvbAh
| UAAkemGkVmuBPG20+4NyErYov3k80CgYAMONAUiTKqOfs+bd1LWWpMdiM5BAI1XPLLG] DD
|H1Bd3ZtZ4s2gBT1YwHUiNrhuB699ikI1lp/R1z00IXks+kPht6pzJIYo7dhTpzi5dowfNI4
|WALZABTG1JiRGINKS9+MiVSINWteL5c+waYTYFEX/Cve3RUP+YdMLRgUpgObo20QQXAhUA

| UORGOAXIRYCUOP561PIHBIGFiT8=
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|<AlicePrivDSSSign.pri
***AlicePrivRSASign.pri***

| * Example AlicePrivRSASign.pri

|>AlicePrivRSASign.pri
|MIICdgIBADANBgkqhkiGOwWOBAQEFAASCAMAWYGQJICAGEAAOGBAOCJICZMN2PX16Id20X90SA
|W7U4PeD7er3H3HASKNBS5tEt+mhibUOm+qWCn81+z6g1lEPMIC+sVCeRKTXLLVYMs/GaG8H
| 2bBgrL7uNAlgE/X3BQWT3166NVbZYf8Zf8mB5vhs60dAcO+sbSx0Ony36VTq5mXcCpkhSjE
| 7zvzhXdFdfAgMBAAECGYAAPAPDJOd2NDRspoaleUkBSy6KOshissfXSA1qi5SH3NvI11ujN
| FZBgJzFHNWRN1c1nY860nlasLzduHO40vygtODmQbzTYbghb1WVq2EHZE9CctOV7+M8v/Ke
| QDCzOF00+38Y6idjeweVFTLYyvehwYifQRmXskbr4saw+yRRKt/IQJIBAPbWACIhTF8KcP8n
| 70WzUGQqd5Q+1hZbGQPqoCrSbmwxVwgEd+TeCihTI8pMOks21ZiG5PNIGv7RVMcncreqYLd
| ECQQD03rARJIQNSA1EB30romFD1d3dhpEWTawhV1nNd9MhbEpMic4t/03B/9aSqu3TIPCJIq
| 2jiRKozZbbBTorkye+04vAKEA1Ozwh5sXf+4bgxsUtgtgkF+GJ1Hht6B/9eSI41m5+R6b0OY
| 130CII1yKxJZi6PV1Tt/0eILLIURYJjdZNR56VN8QJALPAKW/qgzYUi6tBUT/pszSHTYOTX
| hRERIZHPXKY9+RozsFd7kUbOU5yyZLVV1eyTqo2IfPmxNZOERO+G+6YMCgwJAWI jZoVA4hG
|qrA7y730vOnG+4tCol+/bkBS9u40iJIWILJIZ7Qq1CTyr9AcewhJcV/+wLpIZa4M83ixpXu
|b41fKA==

|<AlicePrivRSASign.pri

***BobPrivRSAEncrypt.pri***

| * Example BobPrivRSAEncrypt.pri

| >BobPrivRSAENncrypt.pri
|MIIChQIBADANBgkqhkiGOwWOBAQEFAASCAMAWYQJCAgEAAOGBAKNhZ5g/0dVf8qCTQVemeY
| mFyDVdmpFb+x0B2h1lwJhcPvaUi@DWFbXqYZhRBXM+3twg7CcmRUB1pN235ZR572akz JKN/
| 07uvRgGGNjQyywcDWVL8hYsxBLjMGAgUSOZPHPtdYMTgXB9TO39T2GkB8QX4enDRVOPGXz
| jPHCyqaqfrAgMBAAECgYBnzUhMmMg2PmMIbZf81g5xt8KYGHbztpwOI1lPIcaw+LNd40gngw
| y+e6alatd8bruxlweQqg9P5F4Kmy9Bnah5jWMIRO5PXZbMHGA9ypkdB8MKCixQheIXFD/A
| OHPFD6bRSeTMPWF1h5HEUYHDO9sSBVT+iU708AsSmMAX2EANYh9sDGQJBANDDIsheopkYdo+N
| vKZ11mY/1I1FUOXx29XLE6/BGMVE+XKpVC5va3wt t+Pw7PAhDk7Vb/s7q/WiEI2Kv8zHCue
| UCQQDQUfweIrdb7bWOACiXq/JY1PeC1PNTqB1Fy2bKKB1f4hAr84/sajBO+EORIKFEILVH
| ITdXJAfKKICnwJALIEYH2PAKAOUMTJISChXdNdVUN5qS08bKlocSHseIVNDYDubl6nA7xhmqUu
|5iUjiEzuUJiEiUacUgFJ1laVv/4jb0SnI3vQgLeFAKEAN1+zN5r7CwZdV+EJIBqQRA2ZCWBgV T
| JAZAcpw6iIWchw+dYhKIFmioNRobQ+g4wJIhprwMKSDIETukPj3d9NDA1BwWJAVXhnlgrSta
| vCunrnVNqcBU+B108BiR4yPWnLMcRSYFRVJQA7HCp8J1DV6abXd8vPFfXuCOWN7rOvTKF8
| YOZB9ANMASGA1UdDZEEAWIAEA==

| <BobPrivRSAEncrypt.pri

***CarlPrivDSSSign.pri***

| * Example CarlPrivDSSSign.pri

|>CarlPrivDSSSign.pri
|[MIIBSgIBADCCASSGBYqGSM44BAEWggEEAOGBALZJGD6KRMEPCZRMACQSWXp5Y1RNGX6B+8
| ZMsw6UCQbrAdSxyHFLXOXAUCVdANPza5G3T40ZIhIJ9uhwWVShb2Ru3d9pjSu36KCoq6Fnu5
| UAFIk4vrJRVR11Xcj1MOEK1Q/HC3zTBU/dreqKoitaGvi8wCiOeLcF+5reEI1GOpLdbpAh
| UA3CEV31P0CzRgdz4CpL+KXZi5ENUCGYAM71ebS73atgdqdDdPVX+d7bxhDet GWTXWCyth
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| DIJHOpWJISacrhbT69v/7ht7krYTyty65F4wasjCKANESHC8TN8BzZtU5dc96vDskdW1H1TO
| R5SNVpzqn9GUR+pQhacSOuKewWGO1S9TIKkRjH4a401gGIfgpwO+64HXWQSRjZVKbCgQWAhQZ
| szilIWIXUOV/uT4IRNjRPrXlcg==

|<CarlPrivDSSSign.pri

***CarlPrivRSASign.pri***

| * Example CarlPrivRSASign.pri

|>CarlPrivRSASign.pri
|[MIICdgIBADANBgkqhkiGOwWOBAQEFAASCAMAWYQJCAGEAAOGBAORL/x14JFfOd/9uc3uTcV
| y8MxqSknIj2EFGOMOROQgSZzjq+Cnb1RHhd68NnYsK4Y5p73XjRpT70QA1lejsojax7eJQ4jI]
| 1j+fmSWPUE6ruX3V1mXaFgDFvg6uRFvvXvSnKcuC3axE6agqT1CkO+BjwWyFde8nbES8hFgOL
| kbPB2XyWr xAGMBAAECQYEArnPkW19bZ1r J18bvOF9TISovYv7eKZp6hmc2531ieHU9c6CS
| KQ7zj73Dycm2+LrWE5vD13rKavC4hwvoD72nqPdUBkG969wgd5DfYZuab3Te6jvUnIdg7X
| aE8WowN9XgkBb4gEfDGWvVtdXe6SuO5t10CRztFG8gcq8vo9SY/pIECQQD/3wmgVgtCUp7E
| TZ0zsEm73ueBfSiZOLFIugs54Rx7IhgztkD2v9yuHdChrQRXWmEKbjvOMNo2n2U1lKbunDn
| SLAKEA5G10GF/5V9B8ZokPumMdcssgpIF2ZInNfdHCI6kurHpwWmoUH2TADowOrf4iSUCQB
| ghsHHYBMt817Vve2wn6rcwJAVzZs jA4wEdmy2104kRAD4g0KvQQgGpPDXSE+0CA4I+MJI6QLX6
| L1bbVjwK1E6XaRpx1JLkb4d4VLO4cE8K/S2FQm1QJAZKEPrFVOG7ONYXSXA82w5qCcZHYCV
| 8UFI2Bq2iBSgLHrFdtQPDh96KrJuNwSrouvVzukaoD42CXyIUBc+i0/N8gwJAIJh4dHKGYK+
| TbOOhXbmtzGYhhOvpOSjaLR2hdUOsm4+p9m@51qa97qoOsud1lE9qNARg6PWOMANNh1UCEQN
| OW2N+g==

|<CarlPrivRSASign.pri

***DianePrivDSSSign.pri***

| * Example DianePrivDSSSign.pri

|>DianePrivbDSSSign.pri
|MIIBSwIBADCCASSGBY(qGSM44BAEWgQEeAOGBALZJIGD6KRMEpPCZRMACQSWXp5y1RNGx6B+8
| ZMsw6UCQbrAdSxyHFLXOXAUCVdANPza5G3T40ZIhIJ9uhwWVShb2Ru3d9pjSu36KCoq6Fnu5
| UAFIk4vrJRVR11Xcj1MOEK1Q/HC3zTBU/dreqKoitaGvi8wCiOeLcF+5reEI1GOpLdbpAh
| UASCEV31P0CzRgdz4CpL+KXZi5ENUCgYAM71ebS73atgdqdDdPVX+d7bxhDetGWTXWCythb
|DIJHOpWJISacrhbT69v/7ht7krYTyty65F4wasjCKANESHC8TN8BzZtU5dc96vDSkdW1H1TO
| RENVpzqn9GUR+pQhacSOuKeWGO1S9TIkRjH4a4019GI fgpwO+64HXWQSRjZVKbCgQXAhUA
| 1LpX54MHgQSOYD4tCUpMg5h40ISk=

|<DianePrivDSSSign.pri

***DianePrivRSASignEncrypt.pri***

| * Example DianePrivRSASignEncrypt.pri

| >DianePrivRSASignEncrypt.pri
|[MITICdwIBADANBgkghkiGOwWOBAQEFAASCAMEWggJdAgEAAOGBANDOUMBWXKw170rP6ny7om
| L680YY01P/szJaF/Qg4zkkggrQ9nz7RMgLIwbxfiYDgXadz+ygLHCW8ONCOtS3KAQ7+L9K
| TBK/BOugwWAet35n996Xxw2BJrEXX+MbvCDchkOfu8HM1crACXPMRwW15H5Qq3g/HbdG1kio
| Qd1V3NKMCFAgMBAAECQYA9vC3CDMEUWOVNV2AjBCVFazW1l1lkUj/G19kzwPOyWwumJISQuKW
|z/5YgI/rsYy91A110Dp3RSSeDOUGgMOSIRFXRO0YgKkurBfSo4QlY7W8Lx7d9iH/FSAkW/
| GALOVBDj IK99RKMp65SdgZjj85jWK9gPWwMIIJKT5MPXBZFTu5a2QQJBAPO4POrR1LCRYBNB
| kg2NRD93HT+WIGQI1AtwyRqVv6ZCU8rDVX08ZhVChkJGuvQV2UrMi2Kh8j1R/AHJPNnVoc7
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| UCQQDhOuUCcRVwaucpUiFqoCtFrtTp2CEU+WPIbJEI1WezFleWnndwWg4AESU@iYy3bHi4CxU
| gAp1utFmlhuwDgB+0ruRAKEAr7a82yJzQOHstLVNgqaGZ/0/Sjved++Upi/4K39TIX1clCl
|Or1AmgV1vFsWL8IL4ILeMHtaHns//EwKVfrBJcqQJBALmYQfwIUB9zYIoBonxSiiBa6iyJ
| 2aUzZ3ZTGG8M1wIJR504rmhncc+3pHSTU+GwD3asdCHuUlrH/pgpvxiYpx22ECQAEHIZdfem
| Co/VpcB9+03vfisTR9/0uRvbBzdMjEVj9YRTAGKLOSacyz9z98rMe4G2WhFjk5s0ONOfc/N
| xaxsv+U=

| <DianePrivRSASignEncrypt.pri

From Section 2.3
***AliceDSSSignByCarlNoInherit.cer***

| * Example AliceDSSSignByCarlNoInherit.cer

| >AliceDSSSignByCarlNoInherit.cer
|[MIIC3DCCApugAwIBAgICAMgWCQYHK0ZIZjgEAZASMRAWDGYDVQQDEWADYXJSRFNTMBAXDT
| kKSMDgXNzAXMTAGOVOXDTM5MTIZMTIZNTK10VOWEZERMASBGALUEAXMIQWXpY2VEU1MwggG2
|MIIBKWYHK0ZIZjgEATCCAR4CQYEAQY3N7YPqCp45PsJIIKKPKR5PADteoDuxTxauECE/ /10
| FZSH4M1vNESNH+n6+koYkv4dkwyDbeP5u/t@zcX2mK5HXQNwyRCIWb3qde+fzOny/dQ6iL
| VPE/sSACIRO1diMPDtbPjVQh11T12EMR4vVT+dsSISXN/LKURU15AMWXPN+W9sSCFQDiR6YaRW
|a4E8baj7g3IStii/eTzQKBgCY40BSIMqo5+z5t2UtZakx2IzkEAjVc8ssaMMMeUF3dmini
| zaoFPVjAe6I2uG4Hr32KQiWn9HXPSgheSz6Q+G3qnMkhijt2FOn0L12jB80jhbgvMAF8bU
|mIEYK2RL34yJIVKU1a14v1z7BphNh8RF8K97dFQ/5hOwtGBSMASU] Y5A4GEAAKBgFZjuvpl
| FIYLgXrd4z+p7Kxe3L23EXEOphaJKBEj2TSGZ3V1EXI9Q1tv5VG/+onyohs+JHO9B41bY8
| i7RaWgSuOF1s4GgD/0I34a81iSrUxq4JwOe7wi/ZhSAXGKsZfoVi/G7NNTS1jf2YUeyxDKE
| 8H5BQP1Gp2NOM/K14vTyg+W404GBMH8wDAYDVROTAQH/BAIWADAOBgNVHQ8BAT8EBAMCBS
| AwHWYDVRO j BBgwFOAUCEQ+gi5vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5s0bPjwfft
| Q3CkzhMB4v3j1/7NMB8GA1UJEQQYMBaBFEFsaWN1RFNTQGV4YW1wbGUUY29tMAKGBY(qGSM
| 44BAMDMAAWLQIUVQYKGR9CK41xIjONg2q1PWdrvOUCFQCTYVNSVAtcst3a53Yd4hBSWONe
|vQ==

| <AliceDSSSignByCarlNoInherit.cer

***AliceRSASignByCarl.cer***

| * Example AliceRSASignByCarl.cer

| >AliceRSASignByCarl.cer
|[MIICLDCCAZWYAWIBAQGIQRjRrx4AAVIwRO24uxBCzsDANBgkqhkiGOwOBAQUFADASMRAWDY
| YDVQQDEwWdDYXJSULNBMBAXDTK5MDkXOTAXMDgON10XDTM5MTIZMTIZNTk10VOwWEZERMABG
| ATUEAXMIQWXPY2VSUGEWgZ8wDQY JKoZIhvcNAQEBBQADgYOAMIGIJAOGBAOCJICzmMN2PX161
| d20X90sAW7U4PeD7er3H3HASKNBS5tEt+mhibUOm+qWCn81+z6g1EPMIC+SVCeRKTXLLVY
|Ms/GaG8H2bBgrL7uNA1QE/X3BQWT3166NVbzYf8Zf8mB5vhs60dAcO+sbSx0ny36VTg5mX
| cCpkhSjE7zVzhXdFdfAgMBAAG] gYEwTzAMBgNVHRMBATSEA]AAMA4GA1UdDWEB/WQEAWIG
| WDATBgNVHSMEGDAWgBTp4JAnrHggepr TTPICNO4irp44uzAdBgNVHQ4EFgQUAOKOObdMio
| qj zkWdzuw8oDr j /1AwHWYDVRORBBgWFOEUQWXPY2VSUBFAZXhhbXBsZS5jb20wDQY JK0oZI
| hveNAQEFBQADgYEAPNBHQE jME1iPy1Fxa042GFOET0CxjU3MyqOPzH1WyLzPbrMcWakgqg
|WBgE41lradwFHUv9ceb0Q7pY9Jkt8ZmbnMhVN/OQuiVdfUnT1GSiNNRzZUErsL2Tt0z3SpOLF
| 6DeKtNufz+S9n/n+d0/q+e5jatg/SyuJtdgadq7rm9tJIsCI=
|<AliceRSASignByCarl.cer
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***BobRSASignByCarl.cer***

| * Example BobRSASignByCarl.cer

| >BobRSASignByCarl.cer
|[MIICJZCCAZCgAWIBAQIQRjRrx4AAVrwR024uzV1xODANBgkghkiGOwOBAQUFADASMRAWDY
| YDVQQDEwdDYXJSULNBMBAXDTK5MDkXOTAXMDkwM10XDTM5MTIZMTIZNTk10VOWETEPMAOGG
| ALZUEAXMGQM9iUINBMIGFMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCp4WeYPZnVX/Kgko
| FepnmJhcg1XZgRW/sdAdoZcCYXD721ItA1hw16mGYUQVzPt7cIOwnJkbgZaTdt+wWUee9mp
|MySjfzu7r0YBhjYOMssSHA11S/IWLMQS4zBgIFEjmTxz7XWDE4FwWTfUON/U9hpAfEF+HpwOb
| 6Dx184zxwsgmqn6wIDAQAB038wfTAMBgNVHRMBAT8EAjAAMA4GA1UdDWEB/WQEAWIFIDAT
| BUNVHSMEGDAWgBTp4JANrHggepr TTPJCNO4irp44uzAdBgNVHQ4EFgQU6PS4Z29121gQq8Xx
| GgKdOVWo YWt CQWHQYDVRORBBYWFIESQm9iUINBQGV4YW1lwbGUUY29tMAOGCSqGSIb3DQEB
| BQUAAAGBAHUOZSXXED8QIEyIcat7QGshM/pK1ld6dD1tr1CEFwWPLhfirNnJOIh/uLt359QW
| Hh5NZt+eIEVWFFVGQNRMChvV152R1kPCHWRbBdabD0S6qzxV+WBfZjmNZGj0d5390gcOync
| fIEH1/M28FAK3Zvet144ESv7V+qJba3JiNiPzyvT

| <BobRSASignByCarl.cer

***CarlDSSSelf.cer***

| * Example CarlDSSSelf.cer

| >CarlDSSSelf.cer
|[MIICmzCCAlqgAwIBAgIBATAJBgcqhkjOOAQDMBIXEDAOBGNVBAMTBONhcmXEU1IMWHhCNOT
| kwODE2Mj I1MDUWWhCNMzKkXMjMXMjM10TUSWjASMRAWDgYDVQQDEWADYXJSRFNTMIIBtzCC
| ASsGBY(qGSM44BAEWggEEAOGBALZJGDEKRMEPCZRMACQSWXP5Y1RN(gX6B+8ZMsw6UCQbrAd
| SXyHFLXOXAUCVdNPza5G3T40ZIhIJ9uhwWVShb2Ru3d9pjSu36KCoq6Fnu5UAFIk4vrJRVR
| 11Xcj1MOEK1Q/HC3zTBU/dregKoitaGvi8wCiOeLcF+5reEI1GOpLdbpAhUA3CEV31P0Cz
|Rgdz4CpL+KXZi5ENUCgYAM71ebS73atgdqdDdPVX+d7bxhDetGWTXWCytbDJHOpWJISacrh
|bT69V/7ht7krYTyty65F4wasjCKANESHC8FN8BzZtU5dc96vDskdWlH1TOR5NVpzgn9GUR
| +pQhacSOuKewGO1S9TIKRjH4a4019GIfgpwO+64HXWQSR)ZVKbCgOBhQACGYEAMYdO JwNm
| oLHArdwsdbvhbESc2iFtTUdtsWIJ6diuHVI6tJISXx0456m3FOAJTItCVOUWCWGSQB82IM/n
| XA+87YaAD]j/dvwT98]j1hkG1PSXxYY86V7EIEaQLJiXwUnaB6gtibzUg50a6crKnUIMLgifN
| 661NiZrXjRg5hD+LxVZNgHqjQjBAMASGA1UJEWEB/WQFMAMBAT8WDgYDVROPAQH/BAQDAY
| GGMBOGA1UdDgQWBBRWRD6CLmM+H3krTdeMOILXDK5PxHzAJBgcghk jOOAQDAZAAMCOCFGuUp
| 8E56Wnnj+b49K8kGN+kRFEETAhUAjZRpKOUXPAN51DJINEh/0iftGsjs=
|<CarlDSSSelf.cer

***CarlRSASelf.cer***

| * Example CarlRSASelf.cer

| >Car1RSASelf.cer
|[MIIB6zCCAVSgAWIBAQGIQRjRrx4AAVIwRO24un/JQIDANBgkghkiGOwOBAQUFADASMRAWDY
| YDVQQDEwWdDYXJSULINBMB4XDTKk5MDgXODA3MDAWMFOXDTM5MTIzZMTIZNTk10VOwE JEQMA4G
| ALUEAXMHQ2FybFJTQTCBNZzANBgkhk iGOWOBAQEFAAOBjQAWgYKCgYEASEV/GLgkV/R3/2
| 52e5NXXLwzGpKSciPYQUbQzRE6BLOOr4KdvVEeF3rydiwrhjmnvdeNG1Ps5ADV60yiNrHt
| 41DiMgmKP5+ZJY+4Tqu5fdwWwZdoWoMwW+Dg5EW+9e9Kcpy4LdrETpqpOUKQ74GNbIV17yds
| TYEWA4uRs8HZf JavECAWEAAaNCMEAWDWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATf8EBAMC
| AYYWHQYDVROOBBYEFONgkCeseCB6MtNMBKI3TiKunji7MAOGCSqGSIb3DQEBBQUAA4GBAL
| ee1lATT7Snk/4mIFS5M2wzwSA8yYe7EBOWSXS3/D2RZfgrD7Rj941ZAN6CcHt FAAEMFQ7e/d
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| P#MLUGG1pJs85p6cVIg2ldbabbullLuUUinUkBdvg5uTH5+WsSU6D1FGChbfco+81NrsDdvre
|Z619v6WuoUQWNdzb7IDsHaaolTNBgC
| <CarlRSASelf.cer

***DianeDSSSignByCarlInherit.cer***

| * Example DianeDSSSignByCarlInherit.cer

| >DianeDSSSignByCarlInherit.cer
|[MITBuDCCAXegAWIBAgICANIWCQYHK0ZIZzjgEAZASMRAWDgYDVQQDEWADYXJSRFNTMBAXDT
| kSMDgXNzAyMDgXMFOXDTM5MTIZMTIZNTk10VOowEZERMABGALIUEAXMIRG1hbmVEU1MwgZMw
| CQYHK0ZIzjgEAQOBhQACgYEAOAAXeCzufoFTLi5hCA+hm1FSGtpZqHMVEiW2CMVK7ypEdo
| pSCeq9BSLVD/b9RtevmTgIDhPLTYyzdHDT3HL81/yPTO1nngpc3VvjEk2BjI80k5W7fi5Sd+
| /IXFclt+P0o90Td1GeiK+jv/M2jkpoznlnOPpVcnXW6aBZ8zAgqsOuxS0jgYEwfzAMBgNVHR
| MBAT8EAjAAMA4GA1UdDWEB/wQEAWIGWDATBgNVHSMEGDAWgBRWRDE6CLM+H3kr TdeM9IL XD
| K5PXxHZAdBgNVHQ4EFgQUZDCZfVZzcRQUZO1IVFr9YUN30KxXxgwHWYDVRORBBgWFOEURG1hbm
| VEUINAZXhhbXBsZS57b20wCQYHK0ZIZjgEAWMWADAtAhUAORY 4Fw4+XaiM9LZVMX5L4yys
| uV8CFChLEEVYOhydVTUUGIGYPzNnftW7T

|<DianeDSSSignByCarlInherit.cer

***DianeRSASignByCarl.cer***

| * Example DianeRSASignByCarl.cer

| >DianeRSASignByCarl.cer
|[MIICLDCCAZWgAWIBAQIQR]Rrx4AAVrwRO24ul1ZowkDANBgkghkiGOwOBAQUFADASMRAWDY
| YDVQQDEwWdDYXJSULNBMB4AXDTK5MDgXOTA3MDAWMFOXDTM5MTIZMTIZNTk10VOWEZERMA8G
| ALTUEAXMIRG1hbmVSU®GEWgZ8wDQY JKoZIhvcNAQEBBQADgYOAMIGJIJAOGBANDOUMBWXKw170
| rP6Ny70mL680YY01P/szZJaF/Qg4ZkkggrQ9nz7RMgLJIwbxfiYDgXadz+ygLHCW8ONCOtS3
| KAQ7+L9KTBk/B9ugwWAet35n996Xxw2BJr EXX+MbvCDchk@fu8HM1crACXPMRw15H5Qq3g/
|HbdG1ki®Qd1V3NKMCFAgMBAAG]jgYEwfzAMBgNVHRMBAT8EAjAAMA4GA1UdDWEB/WQEAWIF
| ADAFBgNVHSMEGDAWgGBTp4JAnrHggepr TTPICNO4irp44uzAdBgNVHQAEFgQUjPPLAQENMT
| bUKdpEkNnW4/u1P0OQwwHWYDVRORBBgWFOEURG1hbmVSUOFAZXhhbXBsZS5jb20wDQYJKoZI
| hveNAQEFBQADgYEAfaYstXhCinnzMf72QsoPEweSCRvgh7CRGPa/SvvMY3n7gb/d18eQa8
| sKNytBagOYxRs+MshFK4YBnNBziNu8WwRgqSuL51+1M+SUcLxLnkK1imBoPwsqe7hX7Vxtro
|nHsxcteibkGrasDdH7kURBjPhFdm6MXmuNwt sx8bKEM2dXo=

| <DianeRSASignByCarl.cer

From Section 2.4
***CarlDSSCRLForAll.crl***

| * Example CarlDSSCRLForAll.crl

| >Car1DSSCRLForAll.crl

|[MIHYMIGZMAKGBY(QqGSM44BAMWE jEQMA4GA1UEAXMHQ2FYbERTUXCNOTKkwODI3MDCWMDAWW j
| BBMBMCAQDIFwWO50TA4Mj IwNzZzAwWMDBaMBMCAgD JFWO50TA4Mj IwNzZAwMDBaMBMCAgDTFwO5
| 0TA4Mj IwNzAwMDBaMBMCAgDSFwO50TA4Mj IwNzAwMDBaMBMCAgDUFwWO50TA4Mj QwNzAwMD
| BaMAKGBY(qGSM44BAMDLWAWLAIUTfMVSdjP+NHMXOfewW+aDU2G1cTfTOCFAJ6W7 VWX jBz4fv
| ftok8yqgDnDWh

| <CarlDSSCRLForAll.crl
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***CarlDSSCRLForCarl.crl***

| * Example CarlDSSCRLForCarl.crl

|>Car1DSSCRLForCarl.crl
|MIGDMEQWCQYHK0ZIZzjgEAZASMRAWDQYDVQQDEWADYXJSRFNTFWO50TA4MjUwNZzAWMDBaMB
| QWEgIBARCNOTKwODIyMDCcwMDAWW]AJBgcqhkjOOAQDAZAAMCOCFQCZzH8VPej3sdtVg+d55
| TuxPsJD+1wIUWovDhLxmhxu/eYJbClOH9rqpBSk=

|<CarlDSSCRLForCarl.crl

***CarlDSSCRLEmpty.crl1***

| * Example CarlDSSCRLEmpty.crl

| >Car1DSSCRLEmpty.crl

| MGOWL jAJBgcqhk jOOAQDMBIXEDAOBgNVBAMTBONhcmXEU1MXDTk5MDgyMDA3MDAWMFOWCQ
| YHK0ZIZjgEAWMWADAtAhRiIPZYXMVguZ1B59QlLjK3Ua/RknwIVALU7TqFMe/OPw42btv7D
| Xw/ezSh9

| <Car1lDSSCRLEmpty.crl

***CarlRSACRLForAll.crl***

| * Example CarlRSACRLForAll.crl

| >CarlRSACRLForAll.crl
|[MIIBMzCBNTANBgkghkiGOwOBAQQFADASMRAWDGYDVQQDEWADYXJSUINBFWO50TA4MjcwNz
| AWMDBaMGKwWIQIQRJjRrx4AAVIrwR024uxBCzsBCNOTkwODIyMDCcwWMDAWWjAhAhBGNGVHgABW
| vBHTb17VmjCQFWO50TA4Mj IwNZzAWMDBaMCECEEYOa8eAAFa8EdNuLs1dcdAXDTk5MDgyND
| ASMDAWMFowDQY JKoZIhvcNAQEEBQADQGYEAV70XqlPwMiEWK3eSemu718jc6vH6ZhYwDrWwe
| XPCB1F6zbsGIa4zUXsVN+0deZvNdq+WOGDZgqE2cPInsbye/NVBxgcK5RFtiiRkSMal7mt
| PMZssR2QsQR3etTyLZ5X8w81v81FGIWHY7H6hGph/20d5V0e0xiGmXDwjT1AXgWx4=

| <CarlRSACRLForAll.crl

***CarlRSACRLForCarl.crl***

| * Example CarlRSACRLForCarl.crl

|>CarlRSACRLForCarl.crl

|MIHSMFcwDQYJKoZIhvcNAQEEBQAWE jEQMA4GA1UEAXMHQ2FYbFJTQRCNOTKkwODI1MDCwWMD
| AwWjAjMCECEEYOQa8eAAFa8EdNuLp/yUCAXDTKk5MDgyMjA3MDAWMFowDQY JKoZIhvcNAQEE
| BQADgYEAIe8h1MEahzVJa8pFYtzXCf+pUS602UcY+v]jlct1P7XR04/N1MmUoLJodV+XVJIg
|bgleYjlYSNDome7psML84H96PRa4VMD//m3fzczXMsHN3csHHFTPWBb1JXaR45Y98SI jDH
| EAWUBW4QAK1bXxCpm1GLONjPCK2NHJIZ3z3nDUAFY=

|<CarlRSACRLForCarl.crl

***CarlRSACRLEmpty.crl1***

| * Example CarlRSACRLEmpty.crl

| >Car1RSACRLEmpty.crl

| MIHHMDIWDQY JK0ZIhvcNAQEEBQAWE jEQMA4GALUEAXMHQ2FYbFJITQRCNOTKkwODIWMDCWMD
| AwwWjANBgkghkiGOwWOBAQQFAAOBYQCPXSG4E3X087UR7ATZIEWGHgtuf4NtX/Q0dgZZJIQ4E
|PYQJiIE3XNwgmP0oXgQs31Ky0j3tRiRSky3JzFAe8IpxAoQf8RHYFDwuIfe7hDq/2FnStoa
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| /BAHUAZOg1mvYLCKLb1R1fpge50UUlCg72XoTn+L1layRjCDriglr6B0OoBtyQ==
| <Car1lRSACRLEmpty.crl

Rest of the sections
***3,1.bin***

| * Example 3.1.bin

[>3.1.bin
|MIAGCSqQGSIb3DQEHAaACAJIAEBFR0aXMEGCBpcyBzb211TIHNhbXBsZSBjbhb250ZW50LgAAAA
| ==

|<3.1.bin
**%3,2. bin***

| * Example 3.2.bin

|>3.2.bin
|MCsGCSqGSIb3DQEHAaAeBBxUaGlzIG1zIHNvbWUgc2FtcGx1IGNvbnR1bnQu
|<3.2.bin

*%%4.,1,bin***

| * Example 4.1.bin

|>4.1.bin
[MIID1wYJK0ZIhvcNAQcCoIIDiDCCA4QCAQEXCTAHBgUrDgMCGjArBgkghkiGOwOBBWGgHY
| QcVGhpcyBpcyBzb211THNhbXBsZSBjbh250ZW50LqCCAUAwWggLCMIICm6ADAgGECAQIAYDAJ
| Bgcghk jOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1MWHhcNOTKwODE3MDEXMDQ5WhCNMZ kXM j
| MXMjM10TU5WjATMREWDWYDVQQDEwhBbG1jZURTUZCCAbYwggErBgcghk jOOAQBMIIBHgKB
| 9QCBjc3tg+oKnjk+wkgoo+RHk90016g07FPFq4QIT/+U4AXNIfgzW8ORIOT6Fr6Shis/h2T
|DINt4/m7+3TNxfaYrkddA3DJEI1Zvepl75/PSTLO91DQItU8T+wBWhHTV2Iw801S+NVCHXV
| OXYQxH19/52whJc38uRRG7XkCZZc835b2wIVAOJHphpFZrgTxtqPuDchK2KL95PNAOGAJ j
| JQFIKkyqjn7Pm3ZS11qTHYjOQQCNVzyyxowwx5QXd2bWeLNgqgUO9WMB70jadbgevfyYpClafo
| dcOKCF5LPpD4beqcySGKO3YU6Cc4uXaMHzZSOFUC8WAXXtSYKRITZEVTI1UPTVrXi+XPsGm
| E2HXF/wr3tOVD/mHTCOYFKYDM6NjkDgYQAAOGAX005WnUUlgupet3jP6nsrF7cvbcTETSM
| FOkoESPZNIZndXUTEj1DW2/1Ub/6ifKiGz4kfTOHjVtjyLtFpaBK44XwWzgaAP+gjfhryJK
| tTGrgnDR7vCLIOMFIBcYqx1+hWL8bsOINKWN/ZhR7LEMOoTwfkFA/UanY04z8qX19PKD5b1 j
| g9YEwfzAMBgNVHRMBAT8EAjAAMA4GA1UdDWEB/wWQEAWIGWDATBgNVHSMEGDAWgBRWRDECLM
| +H3kr TdeM9ILXDK5PxHzAdBgNVHQ4EFgQUVmMyhs+PB9+1DCKTOEWH1/e0X/sO@wHWYDVROR
| BBgwFOEUQWXpPY2VEULINAZXhhbXBsZS5jbh20wCQYHK0ZIzjgEAWMWADAtAhRVDKQZHOIriX
| EAIM42Daru9z2u/RQIVAI9hU1JUC1yy3drndh3iEFJIbQ169MWMwWYQIBATAYMBIXEDAOBgNV
| BAMTBONhcmxEU1MCAgDIMACGBSSOAwWIaMAkGBY(qGSM44BAMEL jASAhQJIkT7rOmnl1GLTXzV
| X0geoqQmgqtAwIUOgTfMwyG+4RpLfz61Ddu6H0q8zYk=

|<4.1.bin
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***4.2.bin***

| * Example 4.2.bin

|>4.2.bin
|[MIIDUQYJK0ZIhvcNAQcCoIIDQzCCAz8CAQEXCzAJIBgUrDgMCGgUAMCsSGCSqGSIb3DQEHAa
| AeBBxUaGlzIG1lzIHNvbWUgc2FtcGx1IGNvbnR1bnNQuoIICMDCCAiwwggGVOAMCAQICEEYO
| a8eAAFa8EdNULSQQs7AwDQY JKoZIhvcNAQEFBQAWE jEQMA4GALUEAXMHQ2FYybFJITQTAeFw
| ©50TASMTKwMTA4NDdaFwOz0OTEYMzEYyMzUSNT1aMBMXETAPBgNVBAMTCEFsaWN1U1NBMIGT
| MA@GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQDgiXM5jdj19eiHdj1l/TrAFu10D3g+3q9x9x3
| UpDQUUbRLfpoYmINJIvglgp/ Ifs+0IRDzCAVrFQnkZE8Sy72DLPxmhvBOmwYKy+7jQJahP1
| OWUFk99eujVW2WH/GX/ Jgeb4bOgHQHDVIGOsdJ8t+1U6uZ13AqZIUox081c4V3RXXwIDAQ
| ABO4GBMH8WDAYDVROTAQH/BAIWADAOBgNVHQ8BAT8EBAMCBSAWHWYDVROjBBgwFOAU6eCQ
| I6X4IHQat0zyQjd0Iq6e0LSWHQYDVROOBBYEFHTStNG3TIgK085Fnc7sPKA64/9QMB8GAL
| UdEQQYMBaBFEFsaWN1U1NBQGV4YW1wbGUuUY29tMAOGCSqGSIb3DQEBBQUAA4GBADSWR6ENI
| zBNYJj8pRcWtONhhdBH6ASY1NzMQqj j8x9Vsi8z26zHFmpIKoFgah0Ja2ncBR1L/XHMOEOGBW
| PSZLFGZM5ZIVTTILO1XX1JO5RrIjZOc7hK7COk7dM90qdCxeg3irThn2fkvZz/5/nTvévnu
| Y2rYPOs1CbXYGnau65vbSbAiMYHLMIHIAgEBMCYWE jEQMA4GA1IUEAXMHQ2FYbFJTQQIQR]
| Rrx4AAVrwRO24uxBCzsDAJBgUrDgMCGgUAMAOGCSqGSIb3DQEBAQUABIGALYOCOVMIX7gM
|wotOnb+JImoH1dcSRPAPQ1Xu21f6U0Y(qs48SE9c1gTieVIs8AhNZ1Pyvw59QCZ6T1x40WBK
|WztefZMvAK7+cgRNWFB8VTJIPrOAROPFXONKpWdK+QD1RQL6TKkNuUs5unJ4M6JjmVRPUAG/Q
| B9eiswWIM44+v/eDVXcc=

|<4.2.bin

**%*4.3.bin***

| * Example 4.3.bin

|>4.3.bin
|[MIIDdwYJKoZIhvcNAQcCoIIDaDCCA2QCAQEXCTAHBgUrbgMCGjALBgkghkiGOwOBBwWGggg
| LgMIIC3DCCApUgAwIBAgICAMgWCQYHK0ZIZjgEAZASMRAWDGYDVQQDEWADYXJSRFNTMB4X
| DTK5MDgXNZAXMTAOGOVOXDTM5MTIZMTIZNTk10VOWEZERMABGALIUEAXMIQWXPY2VEU1MwgQ
| G2MIIBKwWYHK0ZIZjgEATCCAR4CgYEAQY3N7YPqQCp45PsJIKKPKR5PAdDteoDuxTxaueCE/ /
| L0OFzZSH4M1VvNESNH+n6+koYkv4dkwyDbeP5u/t0zcX2mK5HXQNwYRCIWb3qgde+fzOny/dQ6
| iLVPE/SACIRO1diMPDtbPjVQh11T12EMRAVT+dSISXN/LKkURU15AMWXPN+W9sSCFQDiR6Ya
| RWa4E8baj79g3IStii/eTzQKBgCY40BSJIMqo5+z5t2UtZakx2IzkEAjVc8ssaMMMeUF3dml
|nizaoFPVjAe6I2uG4Hr32KQiWn9HXPSgheSz6Q+G3qnMkhijt2FOn0L12jB80jhbgvMAF8
| bUmJEYk2RL34yJVKU1a14v1z7BphNh8RT8K97dFQ/5hOwtGBSMA5UjY5A4GEAAKBgFZzjuV
| p1FJIYLgXrd4z+p7Kxe3L23EXEOphaJKBEj2TSGZ3VIEXI9Q1tv5VG/+onyohs+JHO9B41b
| Y81i7RaWgSuOF1s4GgD/0I34a8iSrUxq4JwOe7wi/ZhSAXGKsZfoVi/G7NNTS1jf2YUeyxD
| KEBH5BQP1Gp2NOM/K14vTyg+W404GBMH8WDAYDVROTAQH/BAIWADAOBgNVHQ8BAT8EBAMC
| BSAWHWYDVRO jBBgwFOAUCEQ+gi5vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5s0bPjwf
| ftQ3CkzhMB4v3j1/7NMB8GA1UdEQQYMBaBFEFsaWN1RFNTQGV4YW1lwbGUuUY29tMAKGBY(QqG
| SM44BAMDMAAWLQIUVQYKGROCK41xIjONg2q1PWdrvOUCFQCTYVNSVAtcst3a53Yd4hBSWO
| NevTF jMGECAQEWGDASMRAWDgYDVQQDEWADYXJSRFNTAgIAYDAHBgUrDgMCGjAJIBgcqhkjo
| OAQDBC4WLAIUBVVHKiTVNIN3i7X9cyS1hsgPWmwCFGZpGbxoWNGNsZ1SP9oUiA39yaG4
|<4.3.bin
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***4.4.bin***

| * Example 4.4.bin

|>4.4.bin
|[MITILDQYJK0ZIhvcNAQCcCoIIK/jCCCvoCAQEXCTAHBgUrDgMCGjArBgkqhkiGOwOBBwWGgHg
| QcVGhpcyBpcyBzb211THNhbXBsZSBjbh250ZW50LqCCB68wggIsMIIB1aADAQECAhBGNGVH
| gABWVBHTb17EELOWMAGGCSqGSIb3DQEBBQUAMBIXEDAOBgNVBAMTBONhCcmXSUOEWHhCNOT
| kwOTESMDEWODQ3WhCcNMzkxMjMXMjM10TUSWjATMREWDWYDVQQDEWhBbG1jZVITQTCBnZzAN
| BgkghkiGOwOBAQEFAAOB]jQAWgYKCgYEA4I1z0Y3Y9fX0h3Y5Ff06wBbtTg94Pt6vecTcd1kQ
| OFLMOS36aGJItTSh6pYKTFyX7PqCUQ8wgL6XUJI5GRPESU9gyz8ZobwfZsGCsvu40CWoTOfCF
|BZPfXrolVtlh/x1/yYHm+GzghOBw76XtLHSTLfpVOrmZdwKmSFKMTVNXOFdOV18CAWEAAa
| 0BgTB/MAWGA1UJEWEB/WQCMAAWDgYDVROPAQH/BAQDAghAMB8GA1UdIWQYMBaAFOngkCes
| eCB6MtNM8kI3TiKunji7MBOGA1UdDgQWBBR30Or TRtOyKiqPORZ307DygOuP/UDAfBgNVHR
| EEGDAWGRRBbG1jZVITQUBleGFtcGx1LmNVbTANBgkqhkiGOwWOBAQUFAAOBgQA+CEEOSMWT
|WI/KUXFrTjYYXQR+gLGNTczKo4/MfVbIVMOusxxZqSCgBYGOTiWtp3AUdS/1x5vRDuUljom
| S3xmZucyFU3/S6JV19Sd0UayI2dH04SuwvZ03TPdKNnQsXoN4q0259n5L2f+f507+r57mNg
| 2D9LIQM12Bp2ruub20mwI jCCApswggJaoAMCAQICAQEWCQYHK0ZIZzjgEAZASMRAWDgYDVQ
| QDEwdDYXJSRFNTMB4XDTk5MDgXNjIYNTAIMFOXDTM5MTIZMTIzZNTK10VowE jEQMA4GAL1UE
| AXMHQ2FybERTUzCCAbcwggErBgcqhk jOOAQBMIIBHgKBgQC2SRg+ikTBKXGUTAHEESF6ec
| tUTasegfvGTLMO1AKkG6wWHUSChXxS8dFWFA1XZz82uRtO+KGSISCTboV1Uowokbt3fayort+
| iggKuhZ7uVABSJOL6YUVUZdV3I9TDhCpUPXxwt80wVP3a3qiqIrwWhr4vMAojni3Bfua3hCN
| REKS3W6QIVAN3BL99TzgsOYHC+AQS/112YURDVAOGADOS5XmOU92rYHanQ3T1V/ne28YQ3r
|R1k8VgsrWwwyRzqViUmnK4we+vb/+4be5K2E8rcuuReMGr IwinZXxEhwvHzfAc2bVOXXPerw
| 7JHVPROUOEeTVac6p/R1IEfQUIWNE]jrinlhtNUvVUYJEYX+GUKNYBiX4KcDVUUB18ELEY2VS
| mwoDgYUAAOGBAJIMHACcDZgCxwK3cLHW74WXxEnNohbU1HbbFiCenYrh7yOrSUsa00eptxTg
| CUybQ1Tr1lglhkkAfNiDP51wPV02GgA4/3VCE/fI5YZBpTOSWGPOlexCBGkCyY18FJ2geol
| Yg2VKuaGunKyp1CDC60nzRupTYmal40YOYQ/1i8VWTYB600IwQDAPBgNVHRMBAT8EBTADAQ
| H/MA4GA1UdDWEB/wWQEAWIBhjAdBgNVHQ4EFgQUCEQ+gi5vh95K03XjPSC8QyuT8R8WCQYH
| KoZIzjgEAWMWADAtAhRrqfB0elp54/m+PSvJIB]jfpERehEWIVAI80aSqLsTwDeZQyTRIfzo
|Nn7RrI7MIIC3DCCApUgAWIBAgICAMgwWCQYHK0ZIZzjgEAZASMRAWDgYDVQQDEWADYXJSRFNT
| MBAXDTk5MDgXNZAXMTAOOVOXDTM5MTIZMTIZNTK10VOWEZERMASGALUEAXMIQWXpPY2VEUL
| MwggG2MIIBKwYHK0ZIzjgEATCCAR4ACQYEAQY3N7YP(qCp45PsJIKKPkR5PdDteoDuxTxaukE
| CE//10FzSH4M1VvNESNH+n6+koYkv4dkwyDbeP5u/t0zcX2mK5HXQNwyRCJIWb3qgde+fzOny
| /dQ6iLVPE/SACIRO1diMPDtbPjVQh11T12EMR4VT+dSISXN/LKURU15AMWXPN+W9sSCFQD1
|R6YaRWa4E8baj793IStii/eTzQKBgCY40BSIMqo5+z5t2UtZakx2IzkEAjVc8ssaMMMeUF
| 3dminizaoFPVjAe6I2uG4Hr32KQiWn9HXPSgheSz6Q+G3qnMkhijt2FOn0L12jB80jhbgv
| MAF8bUmMJEYK2RL34yJVKU1a14v1z7BphNh8Rf8K97dFQ/5hOwtGBSmMASU]Y5A4GEAAKBgF
| zZjuVplFJIYLgXrd4z+p7Kxe3L23EXEOphaJKBE]j2TSGZ3V1EXI9Q1tv5VG/+onyohs+JHO9
|B41bY8i7RawWgSuOF1s4GgD/0134a81SruUxq4Jwle7wi/ZhSAXGKsZfoVi/G7NNTS1jf2YU
| eyxDKE8BH5BQP1Gp2NOM/K14vTyg+W404GBMH8WDAYDVROTAQH/BAIWADAOBgNVHQ8BAT8E
| BAMCBSAWHWYDVRO j BBgwFOAUCEQ+gi5vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5s0b
|PjwfftQ3CkzhMB4v3j1/7NMB8GA1UJEQQYMBaBFEFsaWNIRFNTQGV4YW1wbGUUY29tMAKG
| ByqGSM44BAMDMAAWLQIUVQYKGRICK41xIjONg2ql1lPWdrvOUCFQCTYVNSVAtcst3a53Yd4h
| BSWONevaGB2zCB2DCBmTAJBgcqhk jOOAQDMBIXEDAOBGNVBAMTBONhcmXEUIMXDTKk5MDgy
| NzZASMDAWMFowaTATAgIAYBCNOTkwODIYMDCcWMDAWWjATAGIAYRCNOTKkwODIYyMDCWMDAWW j
| ATAQIAOXCNOTkwODIYMDCWMDAWWjATAGIAOhCNOTkwODIYMDCWMDAWWjATAGIAIBCNOTKkw
| ODIOMDCcWMDAWWjAJIBgcqhk jOOAQDAY8AMCWCFH51UNYz/jRzF9H31vimgiNhtXHO9AhQCel
| u31VsYwc+H737aJPMqg5wl10TGCAiowggImAgEBMBgWE jEQMA4GA1IUEAXMHQ2FYbERTUWIC
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| AMgwBwWYFKw4DAhqgXTAYBgkghki1iGO9wOBCQMXCwY JK0ZIhvcNAQCBMBWGCSQGSIb3DQEJIBT
| EPFWOWMzAIMTQXNTM5MDBaMCMGCSqGSIb3DQEJBDEWBBRAauwIUNM6bhYCLZ4GKcAilofd
| SDAIBgcghkjOOAQDBC4WLAIUO6XgStt tWOAZOQACTOSaV3pxZmgCFBoRMNYFH680gQHevo
| vetghgkWkToYIBYJjA+BgsghkiGOwOBCRACBDEVMCOMIENVbNR1bNQgSGludHMgRGVZY3Jp
| cHRpb249QnVmzZmVyBgkqhkiGOwOBBWEWgQEeBgkghkiGO9wOBCQYXggEPMIIBCWIBATAMMB
| IXEDAOBgNVBAMTBONhcmxSUOECEEY0a8eAAFa8EdNuULsQQs7AwBwYFKw4DAhqgQzAcBgkq
| hkiGOWOBCQUXDXCNMDMWNTEOMTUZOTAWW]AjBgkqhkiGOwOBCQQXFgQUAL9JITjmYUIWZzZt
| OKH3ueaar72DMwDQY JK0ZIhvcNAQEBBQAEQYBtqiAK7XrupV6H3XUTK1QQZfTOM7ESeHS8
| ixxgtduLA5538it/k249iRTJ42v09Nn12r j5YH5u7VvVHWWGU4Q9wLXxi1u025q7k7QYOMwryZ
| Gprd1G+GWp4nGVONROH810b4LoN29aPcvH1F/CgBva®4RAaFOWMML10w1sM8PtZz9Dvw==
|<4.4.bin

**%4.5. bin***

| * Example 4.5.bin

|>4.5.bin
|MIAGCSqQGSIb3DQEHAqCAMIACAQEXCzAJBgUrDgMCGgUAMIAGCSQGSIb3DQEHAaCAJIAEBF
| RoaXMEGCBpcyBzb211IHNhbXBsZSBjb250ZW50LgAAAAAAAKCAMIIB6ZCCAVSgAWIBAQIQ
|RjRrx4AAVrwR024un/JQIDANBgkqhkiGOwOBAQUFADASMRAWDgYDVQQDEWADYXJsUINBMB
| AXDTKk5MDgXODA3MDAWMFOXDTM5MTIZMTIZNTk10VowE jEQMA4GA1UEAXMHQ2FYbFJTQTCB
| nZANBgkqhk iGOWOBAQEFAAOBj QAWgYKCQYEASEV/GLgkV/R3/25ze5NxXLwzGpKSciPYQU
| bQzRE6BLOOr4KdvVEeF3rydiwrhjmnvdeNG1Ps5ADV60yiNrHt41DiMgmKP5+ZJY+4Tqub
| fdwwzZdowWoMw+Dg5EW+9e9Kcpy4LdrETpgpOUKQ74GNbIV17ydsTYEWA4uRS8HZTJavECAW
| EAAaNCMEAWDWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATS8EBAMCAYYWHQYDVROOBBYEFONg
| kCeseCB6MEtNMBKI3TiKunji7MAOGCSqGSIb3DQEBBQUAA4AGBALeel1ATT7Snk/4mJFS5M2w
| zZwSA8YYe7EBOWSXS3/D2RZfgrD7Rj941ZAN6CHt FA4EMFQ7e/dP+MLUGGLlpJs85p6cVIq2
| 1dbabDulLUU1nUkBdvg5uTH5+WsSU6D1FGChfco+81NrsDdvreZ019vewuoUQWNdzb7IDs
| Haa01TNBgCMIICLDCCAZWYAWIBAQGIQR]Rrx4AAVIrwRO24uxBCzSDANBgkghkiGOwWOBAQUF
| ADASMRAWDQYDVQQDEwdDYXJSUINBMB4XDTk5MDkXOTAXMDgON10XDTM5MTIZMTIZNTK10V
| owEZERMABGALUEAXMIQWXpPY2VSUGEWgZ8wDQY JKoZIhvcNAQEBBQADgYOAMIGJIAOGBAOC]
| czmN2PX16Id20X90sAW7U4PeD7er3H3HAdSKNBS5tEt+mhibUOmM+qWCN81+z6gl1EPMIC+sV
| CeRKTXLLVYMs/GaG8H2bBgrL7uNAlgE/X3BQWT3166NVbZYf8Zf8mB5vhs60dAcO+shbSx0
| ny36VTg5mXcCpkhSjE7zVzhXdFdfAgMBAAG] gYEwTzAMBgNVHRMBATSEAjAAMA4GA1UdDW
| EB/WQEAWIGWDATBgNVHSMEGDAWgBTpP4JANrHggeprTTPJCNO4irp44uzAdBgNVHQ4EFgQU
| d9KOObdMioqjzkwdzuw80oDr j/1AwHWYDVRORBBgWFOEUQWXpPY2VSUOFAZXhhbXBsZS5]jb2
| OwDQY JKoZIhvcNAQEFBQADGYEAPNBHQEJME1iPy1Fxa042GFOEf0CxjU3MyqOPZHIWYL ZP
| brMcwWakgqgWBgE41lradwFHUv9ceb0Q7pY9Jkt8ZmbnMhVN/OuivVdfUnT1lGsiNnRzUErsL2
| Tt0z3SpOLF6DEeKtNUfZ+S9n/n+d0/g+e5jatg/Syultdgadq7rm9t IsCIAADGBYzCByAIB
| ATAMMBIXEDAOBgNVBAMTBONhcmxSUOECEEYQa8eAAFa8EdANULSQQs7AWCQYFKw4DAhOFAD
| ANBgkhkiGOWOBAQEFAASBgC8]jgtLzCV+4DFjrTp2/iZgB5XXEKT3TONV7 t tX+1KGKrOPE
| A PXNYE4Nn1fbPAIZ2dT8r80fUAmMen9ceNFgS1s7Xn2TLwJO/nIETVnwfFUyT6zgEdDXCTpy
| qVnSvkA5UUC+k5Dbr0ObpyeD0iY51UT1GhvOATXorFiTOOPr/3g1V3HAAAAAAAA
|<4.5.bin
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***4.6.bin***

| * Example 4.6.bin

|>4.6.bin
|[MITFtwYJKoZIhvcNAQcCoIIFgDCCBaQCAQEXCTAHBgUrDgMCGjArBgkqhkiGOwOBBwWGgHg
| QcVGhpcyBpcyBzb211THNhbXBsSZSBjbh250ZW50LqCCBIwwggG4MIIBd6ADAGECAGIAQ AT
| Bgcghk jOOAQDMBIXEDAOBgNVBAMTBONhcmXEU1MWHhcNOTkwODE3MDIwWODEWWhCNMZKXM]
| MXMjM10TU5WjATMREWDWYDVQQDEwhEawWFuZURTUzCBkzAJBgcghk jOOAQBA4GFAAKBgGQCY
| ABd4L05+gVMuLmEID6GbUVIa21mocy8SJbYIy8rvKkR2i1IJ6rOFItUP9v1G16+Z0AKOES
| tPLNOCNPccVvyX/I9M7WeeClze+MSTYGMjzST1lbt+L1J378jEVYW34+j2hN3UZ6Ir60/8za
| 0SmjoewfQ+1VyddbpoFnzMCqzS7FI60BgTB/MAWGA1UdEWEB/WQCMAAWDGYDVROPAQH/BA
| QDAgbAMB8GA1UdIwQYMBaAFHBEPoIub4feStN14z0gvEMrk/EfMBOGA1UADgQWBBRKkMJI19
| XNXFC5k6Ui18Wv1hQ3c4rGDATBgNVHREEGDAWgRREaWFUZURTUOBleGFtcGx1LmNvbTAJBg
| cqhk jOOAQDAZAAMCOCFQChGVgXDj5dqIz0t1UzHkVjLKY5XwIUKESQRVISHI1VNRQYKbI/
| 0d+1btMwggLcMIICm6ADAgECAgIAYDAJBgcqhkjOOAQDMBIXEDAOBGNVBAMTBONhcmXEUL
| MWHhcNOTKkwODE3MDEXMDQ5WhcNMzkxMjMxMjM10TUSWjATMREWDWYDVQQDEWhBbG1jZURT
| UzCCAbYwggErBgcqhkjOOAQBMIIBHgKBgQCBjc3tg+oKnjk+wkgoo+RHk90016g07FPFq4
|QIT/+U4XNIfgzW8ORIOTF6freShiS/h2TDINt4/m7+3TNxfaYrkddA3DJEI1Zvepl75/PST
| L91DgItU8T+WBWhHTV2Iw801s+NVCHXVOXYQXHi1i9/52whJCc38URRG7XKkCZZc835b2wIVAOQ
| IHphpFZrgTxtgPuDchK2KL95PNAOGAJjjQFIKkyqjn7Pm3ZS11qTHYjOQQCNVzyyXxowwx5Q
| Xd2bwWeLNggUOWMB70ja4bgevfYpCJlaf@dc9KCF5LPpD4beqcySGKO3YU6Cc4uXaMHzSOFuUC
| BWAXXtSYKRITZEVTJI1UPTVrXi+XPsSGME2HXF/wr3tOVD/mHTCOYFKYDm6NjkDgYQAAOGA
| X005WnUUlgupet3jP6nsrF7cvbcTETSMFOKOESPZNIZNdXUTEj1DW2/1Ub/61ifKiGz4kfT
|OHjVtjyLtFpaBK44XwzgaAP+gjfhryJKtTGrgnDR7vCLOMFIBCYqx1+hWL8bsOINKWN/Zh
|R7LEMOTWfkFA/UanY04z8gX19PKD5bijgYEwfzAMBgNVHRMBATS8EAjAAMA4GA1UdDWEB/w
| QEAWIGWDATBgNVHSMEGDAWgBRWRD6CLM+H3kr TdeMOILXDK5PxHzAdBgNVHQ4EFgQUvVmyh
| s+PB9+1DCKTOEWH1/e0X/sOwHwWYDVRORBBgWFOEUQWXpY2VEU1NAZXhhbXBsZS5jb20wCQ
| YHK0ZIZzjgEAWMWADAtAhRVDKQZHOIriXEiM42Daru9Z22u/RQIVAJ9hU1JUC1yy3drndh3i
| EFIbQ169MYHGMGECAQEWGDASMRAWDgYDVQQDEWADYXJSRFNTAgIAYDAHBgUrDgMCGjAJBg
| cqhk jOOAQDBC4WLAIUSCTeidXyFq/sgmGpVNAtBKHMWK8CFBTt1XcC7nUT2BCOPZCcXITIi7
| /XuBMGECAQEWGDASMRAWDgYDVQQDEWdDYXJSRFNTAgIAQ®]jAHBgUrDgMCGjAIBgcqhkjO0A
| QDBC4AWLAIUFf+BTYytgE6bNVYEN25jbulbg/0CFAZ+WE4rMYRB7U150D530gaMdQgh
|<4.6.bin

***4.7.bin***

| * Example 4.7.bin

|>4.7.bin
|[MIID1AYJK0ZIhvcNAQcCoIIDhTCCA4ECAQMXCTAHBgUrbgMCGjArBgkqhkiGOwOBBwWGgHg
| QcVGhpcyBpcyBzb211THNhbXBsZSBjbh250ZW50LqCCAUAwWggLCMIICm6ADAgGECAGIAYDAJ
| Bgcghk jOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1MWHhcNOTKkwODE3MDEXMDQ5WhcNMZ kXM j
| MXMjM10TU5WjATMREWDWYDVQQDEwhBbG1jZURTUZCCAbYwggErBgcghk jOOAQBMIIBHgKB
| gQCBjc3tg+oKnjk+wkgoo+RHk90016g07FPFQ4QIT/+U4XNIfgzW8ORIOTF6Tr6ShiS/h2T
|DINt4/m7+3TNxfaYrkddA3DJEI1Zvepl75/PSTLO91DQItU8T+wBWhHTV2Iw801S+NVCHXV
| OXYQxH19/52whJc38uRRG7XkCZZc835b2wIVAOJHphpFZrgTxtqPuDchK2KL95PNAOGAJ j
| JQFIkyqjn7Pm3ZS11qTHYjOQQCNVzyyxowwx5QXd2bwWeLNgqgUO9WMB70jadbgevfyYpCJlafo
| dcOKCF5LPpD4beqcySGKO3YUBCc4uXaMHzSOFUC8WAXXtSYKRITZEVTI1UPTVrXi+XPsGm
| E2HXF/wr3tOVD/mHTCOYFKYDmM6NjkDgYQAAOGAXO005WnUUlgupet3jP6nsrF7cvbcTETSM
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| FOkoESPZNIZndXUTEj1DW2/1Ub/6ifKiGz4kfTOHjVtjyLtFpaBK44XwWzgaAP+gjfhryJK
| tTGrgnDR7vCLIOMFIBCYqx1+hWL8bsO1INKWN/ZhR7LEMoTwfkFA/UanY@4z8qgXi9PKD5b1j
| g9YEwfzAMBgNVHRMBAT8EAjAAMA4GA1UdDWEB/WQEAWIGWDATBgNVHSMEGDAWgBRWRD6CLM
| +H3krTdeM9ILXDK5PxHzAdBgNVHQ4EFgQUVmMyhs+PB9+1DCKTOEWH1/e0X/sOwHWYDVROR
| BBgwFOEUQWXpPY2VEULINAZXhhbXBsZS5jb20wCQYHK0ZIzjgEAWMWADAtAhRVDKQZHOIriX
| EAIM42Daru9Z2u/RQIVAI9hU1JUC1yy3drndh3iEFJbQ169MWAWXgIBA4AUVMYhs+PB9+1D
| cKTOEwH1/e0X/sOwBwYFKw4DAhowCQYHK0ZIzjgEAWQVMCOCFQCIw2t7VVvfDEQB18Tf1xF
| gXjRFXgwIUCWIDOQqrs3nphLIyc9UGZpzwgw7c=

|<4.7.bin

**¥*4.8.emlrr*

| * Example 4.8.eml

|>4.8.eml

| TULINRS1WZXJZzaWOuOiAXLJAKVGB6IFVZZXIyQGV4YW1wbGVzLmNvbQpGcm9t0iBhbG1ljzU
|RzcOBleGFtcGx1lcy5jh20KU3ViamVjdDogRXhhbXBsSZSAOL jgKTWVzc2FnZS1JZDogPDAyY
| MDKwNj AwMjU1MDMWMC4yND1AZXhhbXBsZXMuY29tPgpEYXR10iBGCcmksIDA2IFN1cCAyMD
| AyIDAWOjI10j IXICOWMZAWIAPDb250ZW50LVR5cGU6IG11bHRpcGFydC9zawduzwQ7CiAg
| ICBtaWNhbGCcOUOhBMTSKICAQIGIvdW5kYXJI5PSItLSOtPV90ZXhoQm91lbmRyeV9fX19Gem
| ksXzA2X1IN1cF8yMDAYyXzAw0jI10jIXIjsSKICAgIHBYb3RvY29sPSJhcHBsaWNhdGlvbiow
|a2NzNylzaWduYXR1cmUiCgpUaGlzIGlzIGEghXVsdGktcGFydCBtZXNzYWd1IGLUuIE1JTU
| UgZmOybWFOLgOKLSOtLSOtPV90ZXhOQm91bmRyeVIFX19GecmksXzA2X1N1cF8yMDAYyXzAw
|0jI10jIxCgpUaGlzIGlzIHNVbWUgC2FtcGXx1IGNVbNR1bNQUCiOtLSOtLT1IFTMV4AdEIvdW
| 5kecn1fX19fRNIPLF8WN19TZXBFMjAWM18WMDOYNTOoyMQpDb250ZW50LVR5CGUBIGFWCGXp
| Y2FOaWQuL3BrY3M3LXNpZ25hdHVYyZTsgbmFtZT1zbW1ltZS5wN3MKQ29udGVudCiUcmFuc?2
|Z1cilFbmNvZGluZzogYmFzZTYOCKNvbnR1bnQtRG1zcG9zaXRpb246IGFOAGFjaG1l1lbnQ7
| IGZpbGVuUYW11PXNtaW1llLnA3cwoKTUL1JRGR3WUpLb1pJaHZjTKFRYONVSULEYURDQOEYUU
| NBUUV4Q1RBSEJNVXJEZO1DR2pBTEJna3Foa21HOXcwQkJI3R2dnZOXNTULJQwozRENDQXB1
| Z6F3SUJIBZ01DQUINdONRWUhLb1pJempnRUF6QVNNUKF3RGAZRFZRUURFA2REWVhKC1JGT1
| RNQjRYRFRrNU1EZ3h0ekF4Ck1UQTBPVMOYRFRNNU1USXpNVEL6T1RrMU9Wb3dFekVSTUE4
| ROEXVUVBeE1JUVd4cFkyVkVVMU13Z2dHMKk1JSUJLd111IS29aSXpqZOUKQVRDQOFSNENNWU
| VBZ1kzTjdZUHFDCDQ1UHNKSUtLUGtSNVBKRHR1bOR1eFR4YXVFQOUVL2XPRNPpTSDRNMXZ0
|RVNOSCtuNitrb1lrdgo0zZGt3eURiZVA1dS9OMHpjWDJItSzVIWFFOd31SQOpXYjNXZGUrZn
| owbnkvZFE2aUXWUEUVCOFjSVIWMWRpTVBEdGJQalZRaDEXVGwWYCkVNUjR2Zitkc@1lTWE4v
| TGtVUNUXNUFtV1hQTitXOXNDR1FEaVI2WWFSV2EORThiYW0o3ZzNJU3RpaS91VHpRSOJINQ1
| kKOBMEJTSk1xbzUKK301dDJVdFpha3gySXprRUFqQVmM4c3NhTULINZVVGM2RtMW5pemFvR1BW
| akF1NkkydUcOSHIzMktRaVduOUhYUFNnaGVTe]jZRKOczcQpuTWtoaWpO@MkZPbk9MbDJIqQj
| gwamhiz3ZNQUY4Y1VtSkVZaz JSTDMOeUpWS1UXYTEQdmX6NOJwaE500FIMOESS5N2RGUS81
| aDB3dEdCCINtQTV1alk1QTRHRUFBSOJNRNpqdVZwMUZKWUXXWHJIKNHOrcDdLeGUzTDIZRX
| hNFMHBOYUpPLQkVgM1RTR10zV]jFFeEk5UTFOdjVWRY8BKK29ueW9ocytKSDA5QjQxY1lk4aTdsS
| YVdNU3VPRjFzZNEANRCOVSTMOYThpU3JVeHEOSNncwZTd3aS9aaFNBWEdLc1pmb1ZpLOc3Tk
| SUUwpsamYywVV1eXhESOU4SDVCUVAXR3AYTKONLOtsSNHZUeWcrVzRVNEACTUg4dORBWURW
|UjBUQVFILOJIBSXdBREFPQMAOVKhROEJBZjhFCkJBTUNCCOF3SHAZRFZSMGpCQmd3Rm9BVW
|NFUStnaTV2aDk1SzAzWGpQUOM4UX11VDhSOHAIUVIEV1IWTOJICWUVGTDVZzb2JQandmZnQK
|UTNDa3poTUIOdjNgbC83Tk1COEdBMVVKRVFRWU1CYUJGRUZZzYVdObFJGT1RRR1YOWVCXd2
| JHVXVZMj1OTUFrROJI5cUdTTTQOQKFNRAPNQUF3TFFJVVZReWtHUj1DSzRseE1qTO5NMNEX
| UFdkenYwVUNGUUNmWVZ0U1ZBdGNzdDNhNTNZZDRoOQ1NXME51d1RGak1HRUNBUUV3CKdEQV
| NNUKF3RGAZRFZRUURFA2REWVhKc1JGT1RBZO1BeURBSEJNVXJEZO1DR2pBSkJInY3Foa2pP
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| TOFRREJDNHAMQU1VTS9tR2Y2Z2sKZ3A5WjBYdFJKkR21tSmVCLOJ4VUNGROZGSNF3WVJOMV
| dZY®01PUWOHaWFvd3FHelZJCgotLSOtLS09X051eHRCh3VUZHI5X19fX0ZyaSxfMDZfU2Vw
| XZIwMDJfMDA6MjUBMjEtLQO=

|<4.8.eml

**¥4.9, eml*r*

| * Example 4.9.eml

|>4.9.eml

| TULNRS1WZXJZzaWOuOiAXLjAKVGB6IFVZzZXIyQGV4YW1wbGVzLmNvbQpGcm9t0iBhbGljZU
|RzcOBleGFtcGx1lcy5jh20KU3ViamVjdDogRXhhbXBsZSAOL jkKTWVzc2FnZS1JZDogPDAy
|MTAZMTE2NDUOMDMWMC4zMDRAZXhhbXBsZXMuY29tPgpEYXR10iBUaHUSIDMXIE9jdCAyMD
| AyIDE20jQ10jEQICOWMZAWIAPDD250ZW50LVR5CGUBIGFWCGXPY2F0aWOuL3BrY3M3LW1p
| bWU7IHNtaW1l1lLXR5cGU9c21nbmVKLWRhAGE7CiAgICBUYW11PXNtawllLnA3bQpDb250ZW
| 5O0LVRYYW5zZmVyLUVUY29kaw5n0iBiYXN1INjQKQ29udGVudC1EaXNwb3NpdGlvbjogYXRO
| YWNobWVudDsgZmlsZw5hbwu9c21pbwWUucDdtCgpNSUlEbVFZSktvWk1lodmNOQVFjQ29JSU
| RpakNDQTRZQOFRRXhDVEFIQmdVckRNnTUNHakFOQmdrcwWhralUc5dzBCQndHZO1BUWVEUXBV
| CmFHbHp JR2Xx6SUhOdmIXVWd jMKkZOYOd4bE1IHTNZib1JsYmM5RAW9 JSUMORENDQXR3d2dnS2
| IJvQU1DQVFJIQOFNREINQWtHQN1XRINNNDQKQKFNdOVQRVFNQTRHQTFVRUF4TUhRMKZ5YkVS
| VFV6QWVGAZzA1T1RBNE1UY3dNVEV3TKRSYUZ3MHpPVEV5TXpFeU16VTVOVGXhTUINeApFVE
| FQQmdOVkJIBTVRDRUZZzYVdObFJGT1RNSU1CdGpDQOFTcOdCeXFHUOOONEJIBRXANZOV1QWIH
| QkKFIRO56ZTIJENMdXZU9UNONTQ21qCjVFZVQzUTdYcUE3c1U4V3JoQwWhQLzVUaGMwaCtETm
| I6UkVqUi9wK3ZWSOdKTCtIWk1NZzIzaitidjdkTTNGOXBpdVIXMER]jTWtRaVYKbTk2b1lh2
|bjg5Sjh2M1VPb2kxVHhQNOFIQOVkT1hZakR3N1d6NDFVSWRKVTVkaERFZUwzL251Q0Vsem
| Z5NUZFYnR1UUpsbHp6Zmx2YgpBaFVBNGt1bUdrvm11Q1BHMmM8rNES5RXJIZb3YZzazgwQ2dZ
| QW1PTkFVaVRLcU9mMCy tiZGxMV1dwTWRpTTVCQUKXWFBMTEdGRERIDEJKCjNadFoOczJIxQl
| QxWXdIdw1lOocmh1QjY50W1lrSWxwL1IxejBvSVhrcytrUGhONnB6SklzbzdkaFRwemk1ZG93
| Zk5INFcOTHpBQMZHMUoKaVJIHSk5rUzkr TW1WU2Xx0V3R1TDVjK3dhWVRZZKVYLON2ZTNSVV
| ArWWRNTFJINVXBnT2JVvMKkORTOJ0OQUFDZ11CYzQ3bGFKUINXQzZsNgozZUBvcWV5c1h0eT1l0
| eE1STktZzV21TZ1JJOWswaG1lkMWRSTVNQVU5iYitWuUnYvcUo4cUliUG1SOVBRZUS5XM1BJIdT
| BXbGOFcmpoZGJIPCkJvQS82Q04rR3ZJa3EXTWF1Q2NOSHU4SXYYyWVVNRnhpckdYNkZzZdnh1
| e1IRVMHBZMz1tRkhzc1F5aFBCK1FVRD1ScWRqVGpQeXB1TDAKOGOQbHVLTOINVEIVTUF3RO
| EXVWRFAOVCL3dRQO1BQXdEZ11EV1IWUEFRSCOCQVFEQWdiQU1COEdBMVVKSXdRWUICYUFG
| SEJFUG9JdQpiNGZ1U3ROMTR6MGd2RUlyay9FZk1CMEABMVVKRGARVOJICUYtiSOA6NDhIMz
| dVTndwTTRUQWVMOTQ1Zit6VEFMQMdOVKkhSRUVHREFXCmdSUkJiR2XxqW1VSVFUWQmMX1R0OZ0O
| YOd4bEXxtTnZiVEFKQmdjcWhrak9PQVFEQXpBQU1DMENGR1IVNCEJrZ1FpdUpju®leallocX
| RUMW4KYTc5RkFoVUFUMKZUVWXRTFhMTGQydWQySGV JUVVSAERYc jB4WXpCaEFNRUINQmA3
| RWpFUU1BNEdBMVVFQXhNSFEYRN1iRVJUVXdJQwpBTWd3QndZRkt3NERBaG93Q1FZSEtvWk
| 16amdFQXdRAU1DAONGRDFjUL1Cc2TE1VRNpIWGXIM11JINVNLUOJI1ci9zQWhRbUNXN3MVQ1RG
| CKhPRWpNQVN1VWpiTXB4NWCc2QTO9Cg==

|<4.9.eml

*%%4,10.bin***

| * Example 4.10.bin

|>4.10.bin
|[MITH/wYJKoZIhvcNAQcCoIIH8DCCB+WCAQEXCTAHBgUrDgMCGjArBgkqhkiGOwOBBwWGgHg
| QcVGhpcyBpcyBzb211TIHNhbXBsZSBjbh250ZW50LqCCAUAwWggLCMIICm6ADAgGECAQIAYDAJ
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| Bgcqhk jOOAQDMBIXEDAOBgNVBAMTBONhcmXEUIMwHhcNOTKwODE3MDEXMDQ5WhecNMzKXMj
| MxMjM10TUSW]jATMREWDWYDVQQDEWhBbG1jZURTUZCCAbYwggErBgcqhkjOOAQBMIIBHgKB
| gQCBjc3tg+oKnjk+wkgoo+RHk90016g07FPFq4QIT/+U4AXNIfgzW8ORIOF6FreShis/h2T
|[DINt4/m7+3TNxfaYrkddA3DJEI1Zvepl75/PSTLO91DQItU8T+wBWhHTV2Iw801S+NVCHXV
| OXYQxHi9/52whJc38URRG7XKCZZc835b2wIVAOJHPhpFZrgTxtqPuDchK2KL95PNAOGAJ j
| jQFIkyqjn7Pm3ZS11qTHYjOQQCNVzyyxowwx5QXd2bwWeLNqgUIWMB70jadbgevfypCJafo
| dcOKCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUCBWAXXESYKRATZEVTJI1UPTVrXi+XPsGm
| E2HXF/wr3tOVD/mHTCOYFKYDM6NjkDgYQAAOGAX005WnUUlgupet3jP6nsrF7cvbcTETSM
| FOKOESPZNIZNndXUTEj1DW2/1Ub/6ifKiGz4kfTOHjVt jyLtFpaBK44XwzgaAP+gjfhryJK
| tTGrgnDR7vCLIOMFIBCYqx1+hWL8bsSO1INKWN/ZhR7LEMoTwfkFA/UanY@4z8qXi9PKD5b1j
| gYEwfzAMBgNVHRMBAT8EAjAAMA4GA1UdDWEB/WQEAWIGWDATBgNVHSMEGDAWgBRWRD6CLM
| +H3kr TdeM9ILXDK5PxHzAdBgNVHQ4EFgQUVmMyhs+PB9+1DCKTOEWH1/e0X/sOwHWYDVROR
| BBgwFOEUQWXpPY2VEULINAZXhhbXBsZS5jb20wCQYHK0ZIzjgEAWMWADAtAhRVDKQZHOIriX
| EAIM42Daru9z2u/RQIVAJI9hU1JUC1yy3drndh3iEFJbQ169MYIEYTCCBMUCAQEWGDASMRAW
| DgYDVQQDEwWdDYXJSRFNTAgIAYDAHBgUrDgMCGqCCBF8WGAY JKOZIhvcNAQkDMQSGCSQGSI
| b3DQEHATAjBgkghkiG9wOBCQQXFgQUQGrsCFJI5um4wWAi2eBinAIpaH3UgwOAYDKQSzMTEE
| LARoaXMgaXMgYSBOZXNOIEd1bmVyYWwgQVNOIEFOdHIpYNVOZSwgbnVtYmVyIDEUMD4GCyY
| gGSIb3DQEJEAIEMS8WLQWgQ29udGVudCBIaw50cyBEZXNjcmlwdGlvbiBCAWZmZXIGCSqG
| SIb3DQEHATBKBgkghkiG9wOBCQ8XPTA7MACGBSODBAUGMDAGBi0oDBAUGTQQmMU21pbwWUgQ2
| FwYWJpbGleawVvzIHBhcmFtZXR1lcnMgYnVmzZmVyIDIwbQYLKoZIhvecNAQkQAQIXXjFCAQEB
| BgcqAWQFBYCIEXtUSEITIE1ITIEEQUF JJVKFDWSBNQVJLIFRFU1QXMTAVgAgqAWQFBgeGeK
|EJEYFUSE1TIELITIEEgQVEVTVCBTRUNVUk1UWS1DQVRFRO9SWS4wbwYLKoZIhvcNAQkQAgox
| YDBeBgUgAWQFBgQrQ29udGvVudCBSZWZ1lcmVuY2UgQ29udGVudCBJIZGVudGlmawVyIEJ1Zm
| Z1cgQoQ29udGVudCBSZWZ1cmVuY2UgU21nbmFOdXJ1IFZhbHV1IEJ1ZmZ1cjBzBgsqhkiG
| 9wWOBCRACCZzFkoGIwW]jELMAKGALUEBhMCVVMXFjAUBgNVBAOTDVVTIEdvdmVybm11lbnQxET
| APBgNVBASTCFZEQSBTaXR1IMQwwCgYDVQQLEWNWREEXE jAQBgNVBAMTCURhaXN5SIFJTQQIE
| CLVEMzCB/AYLK0ZIhvcNAQkQAgMxgewwgekwgeYEBzU3MzgyOTkYDZES0TKwMZEXMTAGND
| MzZWqGBYTCBXxqRhMF8xCzAJBgNVBAYTAL1VTMRYwWFAYDVQQKEW1VUYyBHb3Z1cm5tZW50MREW
| DwYDVQQLEWhWREEgQU210ZTEMMAOGA1UECXMDVKRBMRCWFQYDVQQDEwW5CdWdzIEJ1bm551E
| RTQaRhMF8xCzAJBgNVBAYTALVTMRYWFAYDVQQKEwW1VUYyBHb3Z1cm5tZW50MREWDWYDVQQL
| EWhWREEgQU210ZTEMMAOGA1UECXMDVKRBMRCWFQYDVQQDEW5FbG11ciBGAWRKIERTQTCCAQ
| IGCYqGSIb3DQEJEAIIJMYHYMIHVMXICAQEGBYODBAUGBWKT JKVRVU1WQUXFT1QgVEhJUYBJ
| UyBBIFBSSVZBQ1kgTUFSSYBURVNUMTWwWOOAIKgMEBQYHhnihLhMsRVFVSVZBTEVOVCBUSE
| I”TIEITIEEQVEVTVCBTRUNVUK1UWS1DQVRFRO9SWS4XxeQIBAQYHKgMEBQYHChMtRVFVSVZB
| TEVOVCBUSE1TIE1TIEEgQUOVDTO5EIFBSSVZBQ1kgTUFSSYBURVNUMTWWOOAIKgMEBQYHhN
| ithLhMSRVFVSVZBTEVOVCBUSE1TIEI1TIEEgQVEVTVCBTRUNVUK1UWS1DQVRFRO9SWS4wCQYH
| KoZIzjgEAWQVMCOCFQC8Mzd1xPdwXBdJE6pMhcq7UpFIWQIUY5aiFIvPVO6WSFISZN2EBE
| 1fHMo=

|<4.10.bin

***4.11.bin***

| * Example 4.11.bin

|>4.11.bin
|[MITGiAYJK0ZIhvcNAQcCoIIGeTCCBNUCAQEXADALBgkahkiGOwOBBWGgggV/MIICmzCCAL
| ggAWIBAQIBATAJBgcghkjOOAQDMBIXEDAOBgNVBAMTBONhcmXEUIMWHhCNOTKkwODE2MjI1
| MDUWWhCNMzkxMjMxMjM10TUSWjASMRAWDgYDVQQDEWdDYXJSRFNTMIIBtzCCASSGBY(QGSM
| 44BAEwgQEeA0GBALZJIGD6KRMEPCZRMACQSWXp5Y1RNgX6B+8ZMsw6UCQbrAdSxyHFLXOXA
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|UCVdnPza5G3T40ZIhIJ9uhWVShb2Ru3d9pjSu36KCoq6FNUSUAFIK4vrJRVR11Xcj1MOEK
| 1Q/HC3zTBU/dreqKoitaGvi8wCiOeLcF+5reEI1GOpLdbpAhUA3CEV31P0OCZRgdZz4CPL+K
| XZi5ENUCgYAM71ebS73atgdqdDdPVX+d7bxhDetGWTXWCytbDJHOpWJISacrhbT69v/7ht7
| krYTyty65F4wasjCKANESHC8TN8BzZtU5dc96vDskdW1HITOR5NVpzgn9GUR+pQhacSOuK
| eWGO1S9TIKkRjH4a4019GIfFgpwO+64HXWQSR)ZVKbCgOBhQACGYEAMYdOJwNmoLHArdwsdb
| vhbESCc2iFtTUdtsSWIJ6diuHVI6tISXx0456m3F0AJTItCVOUWCWGSQB82IM/ nXA+87YaAD]
| /dvwT983j1hkG1PSxYY86V7EIEaQLJiXwUnaB6gtiDzZUg50a6crKnUIMLgifNG6INiZrXjR
| g5hD+LxVZNgHqjQjBAMASGA1UdEWEB/WQFMAMBAT8WDgYDVROPAQH/BAQDAgGGMBOGA1Ud
| DgQWBBRWRD6CLM+H3kr TdeM9ILxXDK5PxHzAJBgcqhk jOOAQDAZAAMCOCFGUpP8ES6WNNj+h
| 49K8kGN+kRFBETAhUAj ZRpKouxPAN51DJINEh/0iftGsjswgglLcMIICmEADAGECAgIAYDAJ
|Bgcghk jOOAQDMBIXEDAOBgNVBAMTBONhcmXEU1IMwHhcNOTKkwODE3MDEXMDQ5WhcNMz kXM j
| MXMjM10TU5WjATMREWDWYDVQQDEwhBbG1jZURTUZCCAbYwggErBgcghk jOOAQBMIIBHgKB
| 9QCBjc3tg+oKnjk+wkgoo+RHk90016g07FPFq4QIT/+U4XNIfgzW8ORIOT6Fr6Shis/h2T
|[DINt4/m7+3TNxfaYrkddA3DJEI1Zvepl75/PSTLO91DQItU8T+wBWhHTV2Iw801S+NVCHXV
| OXYQxH19/52whJc38uRRG7XkCZZc835b2wIVAOJHphpFZrgTxtqPuDchK2KL95PNAOGAJ j
| JQFIKkyqjn7Pm3ZS11qTHYjOQQCNVzyyxowwx5QXd2bWeLNgqgUO9WMB70jadbgevfYpClafo
| dcOKCF5LPpD4beqcySGKO3YU6Cc4uXaMHzSOFUC8WAXXtSYKRITZEVTI1UPTVrXi+XPsGm
| E2HXF/wr3tOVD/mHTCOYFKYDM6NjkDgYQAAOGAX005WnUUlgupet3jP6nsrF7cvbcTETSM
| FOkoESPZNIZndXUTEj1DW2/1Ub/6ifKiGz4kfTOHjVtjyLtFpaBK44XwWzgaAP+gjfhryJK
| tTGrgnDR7vCLIMFIBCcYqx1+hWL8bsO1INKWN/ZhR7LEMoTwfkFA/UanY@4z8gXi9PKD5b1i j
| g9YEwfzAMBgNVHRMBAT8EAjAAMA4GA1UdDWEB/wWQEAWIGWDATBgNVHSMEGDAWgBRWRDE6CLM
| +H3krTdeM9ILXDK5PxHzAdBgNVHQ4EFgQUvVmMyhs+PB9+1DCKTOEWH1/e0X/sOwHWYDVROR
| BBgwFOEUQWXpPY2VEULINAZXhhbXBsZS5jbh20wCQYHK0ZIzjgEAWMWADAtAhRVDKQZHOIriX
| EAIM42Daru9z2u/RQIVAI9hU1JUC1yy3drndh3iEFJbQ1690YHbDMIHYMIGZMAKGBY(qGSM44
| BAMWE jEQMA4GALIUEAXMHQ2FYbERTUXCNOTkwODI3MDCWMDAWWjBpMBMCAgDIFWO50TA4M]j
| IwNZAwMDBaMBMCAgDJFwWO50TA4Mj IWNZAWMDBaMBMCAgDTFwWO50TA4Mj IwNzAwMDBaMBMC
| AgDSFWO50TA4Mj IwNZAWMDBaMBMCAgDUFWO50TA4Mj QwNzAwMDBaMAKkGBY qGSM44BAMDLw
| AWLATIUTmMVSdjP+NHMXOfewW+aDU2G1cfTOCFAJBW7 fVWxjBz4fvftok8yqgDnDWhMQA=
|<4.11.bin

***5.1.bin***

| * Example 5.1.bin

|>5.1.bin
|[MIIBHgQYJK0ZIhvcNAQcDoIIBDzCCAQSCAQAXgCcAwghOCAQAWIjASMRAWDYYDVQQDEWADYX
| ISULNBAhBGNGVHgABWVYBHTbh17NXXHQMAOGCSQGSIb3DQEBAQUABIGAC3ENSNGI1Ji21sGP
|cP21J97a4e8kbKQz362962210yx6zYCAMZ7mX7FBs3IWg+Tf6KgCLXx3M1eCbWx8+MDFbbpX
| adCDg08/nUkUNYeNxJtuzubGgzoyEd8Ch4H/dd9gdzTd+taTEgSOipdSIJuNnkVY4/M652 ]
| KKHRLFf@2hosdR8wQwY JKoZIhvcNAQCcBMBQGCCHGSIb3DQMHBAgt aMXpRWZRNYAgDS1ST8
| Z9P43LrY40xUk660cu11XeCSFOSOp0J7FuVyu=

|<5.1.bin
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***5.2-bin***

| * Example 5.2.bin

|>5.2.bin
|[MIIBZQYJK0ZIhvcNAQcDoIIBV]jCCAVICAQIXgQEAMIG9AgQEAMCYWE jEQMA4GALUEAXMHQ2
| FybFITQQIQRjRrx4AAVrwR024uzV1xODANBgkghkiGOwWOBAQEFAASBGJQMQ0jGi7Z4IP+C
| VypBmNFoCDoEp87khtgyff2N4SmqD3RxPx+8hbLQt9i3YcMwcap+aiOkyqjMalTO3VUCOX
| BOGV+HYI3HBZm/aFzxoq+YOXAWs5x1GerZwTOc9]j6AY1K4gXvnztR5SQ8TBjlzytm4V7zg
| +TGrnGVNQBNw4 7Ewo j 4CAQQWDQQL TWFpbEXpCc3RSQz IWEAYLK0ZIhvcNAQKQAWCCATOEGH
| cUr5MSJ/g9HNnJIVHsQ6X56VcwYb+0fojTBIBgkghkiGOwOBBWEWGQYIKOZIhvcNAWIwDgIC
| AKAECIWEOhKuK1WhgCBeKNXhojuej3org9Lt7n+wWx0hnky5V50vSpoYRTfRRyw==
|<5.2.bin

***5,.3.eml***

| * Example 5.3.eml

|>5.3.eml

| TULNRS1WZXJZzaWOuOiAXLjAKTWVzc2FnZS1JZDogPDAWMTAZMTEYMDA1IMjAZL jAWMZQ5QG
| Ftewvtawx5LmlnLmNvbT4KRGFOZTogVHV1LCAZMSBPY3QgMjAWMCAXMjOwMDO1MiAtMDYw
|MCA0Q2VudHJIhbCBTdGFUZGFyZCBUawW11KQpGcm9t0iBVc2VyMQpUbzogVXN1cjIKU3Viam
| VjdDogRXhhbXBsZSA1LjMKQ29udGVudC1UeXB1l0iBhcHBsaWNhdGlvbi9wa2NzNyltawll
| OwoJbmFtZT1zbW1tZS5wN207CglzbWltZzS10eXB1PWVudmVsb3B1ZC1kYXRhCkNvbnR1bn
| QtVHIhbnNNmZXItRW5]jbh2Rpbmc6IGIhc2U2NApDb250ZW50LURpCc3Bvc210aw9u0iBhdHRh
| Y2htZW500yBmawWx1bmFtZT1zbW1ltZS5wN20KCk1JSUJIZ11KS29aSWh2YO5BUWNEbO1JQk
| R6QONBUXNDQVFBeGdjQXdnYjBDQVFBAOpqQVNNUkF3RGAZRFZRUURFA2REWVhKCc1VSTKIK
| QWhCRO5HAkhnQUJIXdk JIVGIpNO5SYWEhRTUEWRONTcUATSWIZRFFFQkFRVUFCSUdBQzNFTj
| VURO1pSmkybHNHUGNQMM1KOTdhNGU4awpiS1F6MzZ6ZzZaMmkweXg2el1DNG1aN21YNOZC
| czNJIV2crZjZLZONMeDNNMWVDY1d40CtNREZiYNBYYWRDRGAPOCOUVWtVT111TnhKCnR1en
| ViR2d6b31FZDhDaDRIL2RkOWdkelRkK3RhVEVNUzZBPCGRTSNVObmtWWTQVTTY1MmMpLSOhS
| TEZmMDJob3NkUjh3UXdZzSktvWkkKaHZjTKFRYOJINQLFHQONXRINJIYJNEUULIQKkFndGFNWH
|BSd1pST11BZORzaVNMOFo5UDQzTHIZNE94VWS2NjBjdTFSWGVDUOZPUOOWTWPKNOZ1VNn1lV
| PQoK

|<5.3.eml

FFE6.0.bin***

| * Example 6.0.bin

|>6.0.bin

| MFAGCSqGSIb3DQEHBaBRMESCAQAWBWYFKw4DAhowKwY JKoZIhvcNAQcBoB4EHFRoaXMgaX
|Mgc29tZSBzYW1wbGUgY29udGVudC4EFEBq7AhSebpuFgItngYpwCKWh91I

|<6.0.bin
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***7.1-bin***

| * Example 7.1.bin

|>7.1.bin

| MFcGCSqGSIb3DQEHBOBKMEgCAQAWQWY JKOZIhvcNAQCcBMBQGCCQGSIb3DQMHBALZa2v7Yj
|EITOAg+vzt2z8YFx04iRHGNNYg2/TD2VgV75M7mvXXBPalcOI=

|<7.1.bin

FERET7.2.bin***

| * Example 7.2.bin

|>7.2.bin

|MIGVBgkghkiG9wOBBwaggYcwgYQCAQIwQwY JKoZIhvcNAQCcBMBQGCCqGSIb3DQMHBAgHY
| CFkJ6wfoAgOiCPZOiKyOHKkImhdvncFUibt4wG9AJFYpzVuvEuiBz0h03jA4BgMqqzMxMQQv
| VGhpcyBpcyBhIHR1c3QgR2VuzXJhbCBBUO4gQXROcm1idXR1LCBUdW1iZXIgMS4=
|<7.2.bin
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