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Abstract

This document shows example call flows demonstrating the use of
Transport Layer Security (TLS), and Secure/Multipurpose Internet Mail
Extensions (S/MIME) in Session Initiation Protocol (SIP). It also
provides information that helps implementers build interoperable SIP
software. To help facilitate interoperability testing, it includes
certificates used in the example call flows and processes to create
certificates for testing.

Status of This Memo

This document is not an Internet Standards Track specification; it is
published for informational purposes.

This document is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the
Internet Engineering Steering Group (IESG). Not all documents
approved by the IESG are a candidate for any level of Internet
Standard; see Section 2 of RFC 5741.

Information about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://www.rfc-editor.org/info/rfc6216.
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Introduction

This document is informational and is not normative on any aspect of
SIP.

SIP with TLS ([RFC5246]) implementations are becoming very common.
Several implementations of the S/MIME ([RFEC5751]) portion of SIP
([REC3261]) are also becoming available. After several
interoperability events, it is clear that it is difficult to write
these systems without any test vectors or examples of "known good"
messages to test against. Furthermore, testing at the events is
often hindered due to the lack of a commonly trusted certification
authority to sign the certificates used in the events. This document
addresses both of these issues by providing messages that give
detailed examples that implementers can use for comparison and that
can also be used for testing. 1In addition, this document provides a
common certificate and private key that can be used to set up a mock
Certification Authority (CA) that can be used during the SIP
interoperability events. Certificate requests from the users will be
signed by the private key of the mock CA. The document also provides
some hints and clarifications for implementers.

A simple SIP call flow using SIPS URIs and TLS is shown in Section 3.
The certificates for the hosts used are shown in Section 2.2, and the
CA certificates used to sign these are shown in Section 2.1.

The text from Section 4.1 through Section 4.3 shows some simple SIP
call flows using S/MIME to sign and encrypt the body of the message.
The user certificates used in these examples are shown in

Section 2.3. These host certificates are signed with the same mock
CA private key.

Section 5 presents a partial list of items that implementers should
consider in order to implement systems that will interoperate.

Scripts and instructions to make certificates that can be used for
interoperability testing are presented in Appendix A, along with
methods for converting these to various formats. The certificates
used while creating the examples and test messages in this document
are made available in Appendix B.

Binary copies of various messages in this document that can be used
for testing appear in Appendix C.


https://datatracker.ietf.org/doc/html/rfc6216
https://datatracker.ietf.org/doc/html/rfc5246
https://datatracker.ietf.org/doc/html/rfc5751
https://datatracker.ietf.org/doc/html/rfc3261
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CA Certificates
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The certificate used by the CA to sign the other certificates is
shown below. This is an X.509v3 ([X.509]) certificate.
the X.509v3 Basic Constraints in the certificate allows it to be used
as a CA, certification authority. This certificate is not used
directly in the TLS call flow; it is used only to verify user and

host certificates.

Version: 3 (0x2)
Serial Number:
96:a3:84:17:4e:ef:8a:4c
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, ST=California, L=San Jose, O=sipit,
OU=Sipit Test Certificate Authority
Validity
Not Before: Jan 27 18:36:05 2011 GMT
Not After : Jan 3 18:36:05 2111 GMT
Subject: C=US, ST=California, L=San Jose, O=sipit,
OU=Sipit Test Certificate Authority
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)
Modulus (2048 bit):

00:ab:1f:91:61:f1:1c:c5:cd:a6:7b:16:9b:
79:€4:30:9€:98:d0:ec:07:b7:bd:77:d7:d1:
2c:e2:ee:e6:bl:b0:f0:85:fa:ab:bc:cb:cc:
2c:4f:fc:50:ef:9d:31:2b:c0:59:ea:fb:64:
55:a7:3d:fd:70:d2:56:db:14:99:17:92:70:
8:34:41:70:d9:¢c0:03:91:6a:ba:d1:11:8f:
31:de:b9:19:70:8d:5d:a7:7d:8b:19:cc:40:
ff:de:1f:db:94:b3:46:77:6c:ae:ae:ff:3e:
5b:c2:de:0b:26:65:d0:91:¢c7:70:4b:c7:0a:
C7:97:04:dd:ba:58:47:cb:e0:2b:23:76:87:
55:34:10:ab:27:1f:1c:f8:30:3d:b0:9b:ca:
72:4c:bd:60:fe:f7:21:fe:0b:db:0b:db:e9:
36:d4:28:15:6b:79:eb:d0:91:1b:21:59:b8:
bf:d5:b1:6c:70:37:a3:3f:a5:7d:0e:95:46:
58:67:83:75:42:37:18:0b:a4:41:39:b2:2f:
2c:78:ec:a5:0f:be:9c:10:f8:c0:0b:0d:73:
0d:d7:97:50:cb:cc:45:34:23:49:41:85:22:

29:c3
Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

b7:
5:
cf:
6f:
ac:

ac

3f:
deé:
4a:
65:
az2:
5b:
Oe:
f6:
6¢C:
99:
24:

14:
5b:
69:
1f:
26:
112:
ae:
84:
bf:
c5:
81:
01:
aa:
f6:
80:
9e:
ad:

Note that

95:45:7E:5F:2B:EA:65:98:12:91:04:F3:63:C7:68:9A:58:16:77:27
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N

10:
13:

24

X509v3 Authority Key Identifier:
95:45:7E:5F:2B:EA:65:98:12:91:04:F3:63:C7:68:9A:58:16:77:27

X509v3 Basic Constraints:
CA:TRUE

Signature Algorithm: shalWithRSAEncryption
06:5f:9e:ae:a0:9a:bc:b5:b9:5b:7e:97:33:cc:df:63:98:98:
94:ch:0d:66:a29:83:e8:aa:58:2a:59:a1:9e:47:31:a6:af:5c:
3f:a2:25:86:18:df:05:92:b7:db:69:21:69:72:87:66:c5:ab:
35:89:01:37:19:¢9:74:eb:09:d1:3f:88:7b:24:13:42:ca:2d:
fb:45:e6:cc:4b:f8:21:78:1f3:f5:97:ec:09:92:24:a2:f0:e6:
94:8d:97:4a:00:94:00:bd:25:b8:17:2c:52:53:5d:cc:5c:48:
a4:al1:1d:2d:f6:50:55:13:a4:d3:b2:a2:f4:f1:b9:6d:48:5e:
5c:f3:de:e0@:fc:59:09:a1:d9:14:61:65:bf:d8:3f:b9:ba:2e:
7c:ed:5c:24:9b:6b:ca:aa:5f:fl1:cl:1e:b0:a8:da:82:0f:fb:
4c:71:3b:4d:7b:38:c8:e3:8a:2a:19:34:44:26:0b:ea:f0:47:
38:46:28:65:04:e2:01:52:dd:ec:3d:e5:f5:53:74:77:74:75:
6d:c6:d9:c2:0a:ac:3b:b8:98:5¢c:55:53:34:74:52:a8:26:b1:
2f:30:22:d0:8b:b7:f3:a0:dd:68:07:33:d5:ae:b7:81:b2:94:
58:72:4e:7c:c6:72:2f:bd:6c:69:fb:b5:17:a8:2a:8d:d7:2c:
91:06:¢c8:0cC

The certificate content shown above and throughout this document was
rendered by the OpenSSL "x509" tool. These dumps are included only
as informative examples. Output may vary among future revisions of
the tool. At the time of this document's publication, there were
some irregularities in the presentation of Distinguished Names (DNs).
In particular, note that in the "Issuer" and "Subject" fields, it
appears the intent is to present DNs in Lightweight Directory Access
Protocol (LDAP) format. If this was intended, the spaces should have
been omitted after the delimiting commas, and the elements should
have been presented in order of most-specific to least-specific.
Please refer to Appendix A of [RFC4514]. Using the "Issuer" DN from
above as an example and following guidelines in [RFC4514], it should
have instead appeared as:

Issuer: OU=Sipit Test Certificate Authority,O=sipit,L=San Jose,
ST=California, C=US

The ASN.1 ([X.683]) parse of the CA certificate is shown below.

:1= 949 cons: SEQUENCE

:1= 669 cons: SEQUENCE

1= 3 cons: cont [ 0 ]

1= 1 prim: INTEGER 102

1= 9 prim: INTEGER :96A384174EEF8A4C

:1= 13 cons: SEQUENCE


https://datatracker.ietf.org/doc/html/rfc6216
https://datatracker.ietf.org/doc/html/rfc4514#appendix-A
https://datatracker.ietf.org/doc/html/rfc4514
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26:1= 9 prim: OBJECT :shalwWithRSAEncryption
37:1= 0 prim: NULL
39:1= 112 cons: SEQUENCE
41:1= 11 cons: SET
43:1= 9 cons: SEQUENCE
45:1= 3 prim: OBJECT :countryName
50:1= 2 prim: PRINTABLESTRING :US
54:1= 19 cons: SET
56:1= 17 cons: SEQUENCE
58:1= 3 prim: OBJECT :stateOrProvinceName
63:1= 10 prim: UTF8STRING

43 61 6¢c 69 66 6T 72 6e-69 61 California
75:1= 17 cons: SET

77:1= 15 cons: SEQUENCE

79:1= 3 prim: OBJECT :localityName

84:1= 8 prim: UTF8STRING

53 61 6e 20 4a 6f 73 65- San Jose
94:1= 14 cons: SET

96:1= 12 cons: SEQUENCE

98:1= 3 prim: OBJECT :organizationName
103:1= 5 prim: UTF8STRING

73 69 70 69 74 sipit
110:1= 41 cons: SET
112:1= 39 cons: SEQUENCE
114:1= 3 prim: OBJECT :organizationalUnitName
119:1= 32 prim: UTF8STRING

53 69 70 69 74 20 54 65-73 74 20 43 65 72 74 69 Sipit Test Certi
66 69 63 61 74 65 20 41-75 74 68 6f 72 69 74 79 ficate Authority
153:1= 32 cons: SEQUENCE

155:1= 13 prim: UTCTIME :110127183605Z
170:1= 15 prim: GENERALIZEDTIME :211101063183605Z
187:1= 112 cons: SEQUENCE
189:1= 11 cons: SET
191:1= 9 cons: SEQUENCE
193:1= 3 prim: OBJECT :countryName
198:1= 2 prim: PRINTABLESTRING :US
202:1= 19 cons: SET
204:1= 17 cons: SEQUENCE
206:1= 3 prim: OBJECT :stateOrProvinceName
211:1= 10 prim: UTF8STRING
43 61 6C 69 66 6f 72 6€-69 61 California
223:1= 17 cons: SET
225:1= 15 cons: SEQUENCE
227:1= 3 prim: OBJECT :localityName
232:1= 8 prim: UTF8STRING
53 61 6e 20 4a 6f 73 65- San Jose
242:1= 14 cons: SET

244:1= 12 cons: SEQUENCE


https://datatracker.ietf.org/doc/html/rfc6216
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246:1= 3 prim: OBJECT :organizationName
251:1= 5 prim: UTF8STRING

73 69 70 69 74 sipit
258:1= 41 cons: SET
260:1= 39 cons: SEQUENCE
262:1= 3 prim: OBJECT :organizationalUnitName
267:1= 32 prim: UTF8STRING

53 69 70 69 74 20 54 65-73 74 20 43 65 72 74 69  Sipit Test Certi
66 69 63 61 74 65 20 41-75 74 68 6f 72 69 74 79  ficate Authority

301:1= 290 cons: SEQUENCE

305:1= 13 cons: SEQUENCE

307:1= 9 prim: OBJECT :rsaEncryption

318:1= 0 prim: NULL

320:1= 271 prim: BIT STRING
00 30 82 01 Qa 02 82 01-01 00 ab 1f 91 61 f1 1c O a..
c5 cd a6 7b 16 9b b7 14-79 e4 30 9e 98 dO ec 07 P L VA O I
b7 bd 77 d7 d1 f5 5b 2c-e2 ee e6 bl b0 f0 85 fa T
a5 bc cb cc cf 69 2c 4f-fc 50 ef 9d 31 2b cO 59 ..... i,0.P..1+.Y
ea fb 64 6f 1f 55 a7 3d-fd 70 d2 56 db 14 99 17 ..do.U.=.p.V....
92 70 ac 26 f8 34 41 70-d9 cO 03 91 6a ba di1 11 .p.&.4Ap....J...
8f ac 12 31 de b9 19 70-8d 5d a7 7d 8b 19 cc 40 ..1...p.1.3...0
3f ae ff de 1f db 94 b3-46 77 6¢c ae ae ff 3e d6 A Fwl...>.
84 5b c2 de Ob 26 65 d0-91 c7 70 4b c7 Qa 4a bf B Y - TSI o] QN I
C7 97 04 dd ba 58 47 ch-e®@ 2b 23 76 87 65 ¢c5 55 ..... XG..+#v.e.U
34 10 ab 27 1f 1c f8 30-3d b® 9b ca a2 81 72 4c 4.."...0=..... rL
bd 60 fe f7 21 fe Ob db-0b db €9 5b 01 36 d4 28 B [.6.(
15 6b 79 eb dO 91 1b 21-59 b8 0e aa bf d5 bl 6¢ Kyoooo Yoo, 1
70 37 a3 3f a5 7d 0e 95-46 f6 f6 58 67 83 75 42 p7.?.}..F..Xg.uB
37 18 Ob a4 41 39 b2 2f-6¢c 80 2c 78 ec a5 Of be 7...A9./1.,X....

9c 10 f8 cO Ob 0d 73 99-9e 0d d7 97 50 cb cc 45 ...... Seun P..E
34 23 49 41 85 22 24 ad-29 c3 02 03 01 00 01 A#IA."$. ). ...
595:1= 80 cons: cont [ 3 ]
597:1= 78 cons: SEQUENCE
599:1= 29 cons: SEQUENCE
601:1= 3 prim: OBJECT :X509v3 Subject Key Identifier
606:1= 22 prim: OCTET STRING
04 14 95 45 7e 5f 2b ea-65 98 12 91 04 f3 63 c7 LW E~_t.el... c.
68 9a 58 16 77 27 h.X.w'
630:1= 31 cons: SEQUENCE
632:1= 3 prim: OBJECT :X509v3 Authority Key Identifier
637:1= 24 prim: OCTET STRING
30 16 80 14 95 45 7e 5f-2b ea 65 98 12 91 04 f3 0....E~_+.e.....
63 c7 68 9a 58 16 77 27- c.h.X.w'
663:1= 12 cons: SEQUENCE
665:1= 3 prim: OBJECT :X509v3 Basic Constraints
670:1= 5 prim: OCTET STRING
30 03 01 01 ff 0....

677:1= 13 cons: SEQUENCE


https://datatracker.ietf.org/doc/html/rfc6216
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679:1= 9 prim: OBJECT :shalwWithRSAEncryption
690:1= 0 prim: NULL
692:1= 257 prim: BIT STRING

2.

00 06 5f 9e ae a® 9a bc-b5 b9 5b 7e 97 33 cc df e [~.3..
63 98 98 94 cb 0d 66 a9-83 e8 aa 58 2a 59 al 9e Coviunn oo XMy,
47 31 a6 af 5¢ 3f a2 25-86 f8 df 05 92 b7 db 69 G1..\?.%....... i

al 69 72 87 66 c5 ab 35-89 01 37 19 c9 74 eb 09 Jr.fo.5.0.7..t
dl 3f 88 7b 24 13 42 ca-2d fb 45 e6 cc 4b f8 21 .?2.{$.B.-.E..K.!

78 f3 f5 97 ec 09 92 24-a2 fO e6 94 8d 97 4a 00  X...... $...... J.
94 00 bd 25 b8 17 2c 52-53 5d cc 5¢c 48 a4 al 1d ...%..,RS]T.\H. ..
2d f6 50 55 13 a4 d3 b2-a2 f4 f1 b9 6d 48 5e 5c¢ -.PU........ mHAN\
f3 de ed® fc 59 09 al d9-14 61 65 bf d8 3f b9 ba ... Y. L .ae. . ?..
2e 7c ed 5c 24 9b 6b ca-aa 5f f1 cl1 1e b0 a8 da NSk
82 Of fb 4c 71 3b 4d 7b-38 c8 e3 8a 2a 19 34 44 ...Lg;M{8...*.4D
26 Ob ea fO 47 38 46 28-65 04 e2 01 52 dd ec 3d &...G8F(e...R..=
e5 f5 53 74 77 74 75 6d-c6 d9 c2 Oa ac 3b b8 98 .. Stwtum..... H
5c 55 53 34 74 52 a8 26-b1l 2f 30 22 d0 8b b7 f3  \US4tR.&./0"....
a0 dd 68 07 33 d5 ae b7-81 b2 94 58 72 4e 7c c6 N T S XrN| .

72 2f bd 6¢c 69 fb b5 17-a8 2a 8d d7 2c 91 06 c8 r/. 1i....%.., ...
0c

2. Host Certificates

The certificate for the host example.com is shown below. Note that
the Subject Alternative Name is set to example.com and is a DNS type.
The certificates for the other hosts are shown in Appendix B.

Version: 3 (0x2)
Serial Number:

96:a3:84:17:4e:ef:8a:4f
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, ST=California, L=San Jose, O=sipit,

OU=Sipit Test Certificate Authority

Validity

Not Before: Feb 7 19:32:17 2011 GMT

Not After : Jan 14 19:32:17 2111 GMT
Subject: C=US, ST=California, L=San Jose, O=sipit, CN=example.com
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:dd:74:06:02:10:c2:e7:04:1f:bc:8c:h6:24:e7:
9b:94:a3:48:37:85:9€:6d:83:12:84:50:1a:8€e:48:
bl:fa:86:8c:a7:80:b9:be:52:ec:a6:ca:63:47:84:
ad:f6:74:85:82:16:7e:4€:36:40:0a:74:2c:20:a9:
6a:0e:6a:7f:35:cf:70:71:63:7d:€9:43:67:81:4c:
ea:b5:1e:b7:4c:a3:35:08:7b:21:0d:2a:73:07:63:
9d:8d:75:bf:1f:d4:8e:€6:67:60:75:f7:ea:0a:7a:


https://datatracker.ietf.org/doc/html/rfc6216
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X509v3 extensions:
X509v3 Subject Alternative Name:

6a:
14:
b3:
97:
1f:
fa:
91:
4.
41
€6:
Se:
5c:
6cC:
31:
03:

6C:
8b:
97:
es8:
b7:
ac:
el:
61:
71:
9a:
69:

90

e4:
76:
69:
44
33:
7a:
e9:
b9:
2c:

4b

Exponent:

;af:
61:
cl:
az2:
8d:
78:
ec:
b2:
c9:
c9:

92:
95:
20:
62:
59:
00:
a3:
e3:
17:
68:

65537

SIP

50

(0x10001)

45:;
3b:
25:
4c:
2b:

07:
b3:
d4:
c6:

Secure Call

eo:
04:
cl:
67:
90:
rba:
ae:
71:
ed:
6f:

62:
fc:
92:
ds:
d4:
07:
3b:
c8:
bc:
f1:

05:
10:
1d:
08:
e9:

05

02:
a6:
ao:
3d:

9a:
50:
89:
do:
fb:
:b3:
83:
cf:
47
91:

Flows

8a:
ef:
Oa:
61:
c7:
b9:
al:
da:
54:
la:

10:
80:
f7:
b5:
7d:
01:
69:
fb:
09:
24:

DNS:example.com, URI:sip:example.com
Basic Constraints:

X509v3

CA:

X509v3

CC:

X509v3

95:

X509v3
Digital Signature, Non Repudiation,

X509v3 Extended Key Usage:

Signature Algorithm:
di:
6f:
ch:
f3:
cd:

9a:
bd:
od:
b5:
84:
d2:
60:
de:
e7:
cd:
e2:
75:

33

dc:
4b:

aa

f1:

93

37:
93:
a4:
67:
:b5:
e3:
9b:

FALSE
Subject Key Identifier:
06:59:5B:8B:5E:D6:0D:F2:05:4D:1B:68:54:1E:FC:F9:43:19:17

Authority Key Identifier:

98

45
55:
3d:
87:
la:
eo:
3e:
8c:
43:

:dc:
ba:
62:
16:
58:
63:
c3:
99:
6e:
77:

7c:
Se:
64:
54:
c3:
55:
dc:
Cc7:
6d:
7d:

54:
84:
fa:
b6:
12:
6C:
2d:
e5:
53:
91:

April 2011

45:7E:5F:2B:EA:65:98:12:91:04:F3:63:C7:68:9A:58:16:77:27

Key Usage:

TLS Web Server Authentication,

b1

db:
b9:
76:
74:
la:
149:
c4:
:T4:
Oe:
of:
56:
ea:
fa:
ba:

00:
02:
a7:
e9:
b4:
2f:
5a:
38:
e5:
3f:
c5:
ab:
16:
la:

4b:
aa:
17:
81:
a3:
41
36:
6cC:
co:
ce:
bil:
35:
ba:
b2:

90:
6f:
c6:
f8:
45:
ag:
es8:
cl:
01:
94:
71:
3e:
16:
da:

86:
58:
57:
4.
of:
80:
5cC:

71

48:
ad:
4d:
f6:
el:
87:

bo:
ee:
38:
55:
3d:
01:
ac:
:d2:
91:
91:
10:
b6:
al:
89:

53:
30:
06:
a3:
e2:
bb:
el:
fd:
f7:
do:
Oa:
fa:
6cC:
96:

ea

03:
13:
od:
31:
ed:
as8:
cd:
34:
e2:
5d:
cl:
19:
fd:

67

87:

30:
al:
f3:
82:
ch:
75:
9a:
5d:
Cc6:
b1:
56:
8a:
:f5:
ba:

The example host certificate above, as
presented in this document, are signed
certificate chains have a length equal to two: the

host certificate.

1.3.6.1.5.5.7.3.20
shalWithRSAEncryption
16T
b8:
e5:
f5:
fd:
b6:
e7:
1b:
dd:
72:
a6:
3:

31:
fd:
e4:
38:
az:
c9:
55:

25

1f:
of :
e6:
cl:
45:
38:

89:
b3:
30:
c3:
ad:
97:
e5:
:eb:
74:
1d:
57:
80:
68:
4e:

Key Encipherment

90

64

le:
41:
17:
98:
ed:
69:
eo:

e6:
d3:
1f:
71:

Oa:

9b:
72:
a4d:
43:
60:
7f:
cd:
:7b:
34:
a5:
48:
32:
16T
19:

well as all
directly by

Non-root CAs exist and may also
The certificate chains presented by hosts with certificates signed by

09:
ff:
f7:
52:
7d:
oc:
01:
31:
34:
7d:
a5:
18:
b2:
07:

the others

a root CA.

These

root CA and the
sign certificates.


https://datatracker.ietf.org/doc/html/rfc6216
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non-root CAs will have a length greater than two. For more details
on how certificate chains are validated, see Sections 6.1 and 6.2 of
[RFC5280].

2.3. User Certificates

User certificates are used by many applications to establish user
identity. The user certificate for fluffy@example.com is shown
below. Note that the Subject Alternative Name has a list of names
with different URL types such as a sip, im, or pres URL. This is
necessary for interoperating with a Common Profile for Instant
Messaging (CPIM) gateway. In this example, example.com is the domain
for fluffy. The message could be coming from any host in
*.example.com, and the address-of-record (AOR) in the user
certificate would still be the same. The others are shown in
Appendix B.1. These certificates make use of the Extended Key Usage
(EKU) extension discussed in [RFC5924]. Note that the X509v3
Extended Key Usage attribute refers to the SIP OID introduced in
[REC5924], which is 1.3.6.1.5.5.7.3.20.

Version: 3 (0x2)
Serial Number:
96:a3:84:17:4e:ef:8a:4d
Signature Algorithm: shalwWithRSAEncryption
Issuer: C=US, ST=California, L=San Jose, O=sipit,
OU=Sipit Test Certificate Authority
Validity
Not Before: Feb 7 19:32:17 2011 GMT
Not After : Jan 14 19:32:17 2111 GMT
Subject: C=US, ST=California, L=San Jose, O=sipit,
CN=fluffy
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:a3:2c:59:0c:e9:bc:ed:ec:d3:9e:fb:99:02:ec:
b1:36:3a:b7:d3:1d:4d:c3:3a:b6:ae:50:bd:5f:55:
08:77:8c:7e:a4:e9:f0:68:31:28:87:23:32:56:19:
c3:22:97:a7:6d:fd:a7:22:2a:01:b5:af:61:bd:5f:
7e:c1:14:e5:98:29:b4:34:4€:38:8a:26:ee:0d:da:
db:27:b9:78:d6:ac:ac:04:78:32:98:c2:75:e7:6a:
b7:2d:b3:3c:e3:eb:97:a5:ef:8b:59:42:50:17:7b:
fe:a7:81:af:37:a7:e7:e3:1f:b0:8d:d0:72:2f:6¢C:
14:42:c6:01:68:e1:8f:fd:56:4d:7d:cf:16:dc:aa:
05:61:0b:0a:ca:ca:ec:51:ec:53:6e:3d:2b:00:80:
fe:35:1b:06:0a:61:13:88:0b:44:f3:cc:fd:2b:0e:
b4:a2:0b:a0:97:84:14:2e:ee:2b:e3:2f:cl1:1a:9e:
86:9a:78:6a:a2:4c:57:93:e7:01:26:d3:56:0d:bd:


https://datatracker.ietf.org/doc/html/rfc6216
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5924
https://datatracker.ietf.org/doc/html/rfc5924
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Exp

SIP Secure Call

bo:2f:f8:da:c7:3c:01:dc:ch:
b4:63:e8:b2:a2:40:11:bf:ad:
47:f8:6a:15:8b:fb:27:96:73:
cf:56:8d:d4:be:d6:94:5b:f0:

f2:d5
onent: 65537 (0x10001)

X509v3 extensions:

X509v3 Subject Alternative Name:
URI:sip:fluffy@example.com, URI:im:fluffy@example.com,
URI:pres:fluffy@example.com

X509

X509

X509

X509

Signature Algorithm:
a8:a9:8f:
f2:2c:aa:
fO:be:77:
60:d3:34:
81:2f:46:
f1:d7:54:
83:cc:bil:
87:d9:16:
15:0e:e3:
aa:9%e:bh0o:
d6:65:86:
1c:2e:f0:
09:68:63:
6d:ab:0a:
75:bf:6f:

versions
included

v3
CA:
v3
85:
v3
95:

v3

Basic Constraints:
FALSE
Subject Key Identifier:

Flows

2d:31:8c:6c:c6:5cC:
:12:01:97:1d:
134:d7:24:1c:
:e3:dd:cf:b4:

f8:
44
a6:

6d
46
67

April 2011

97:09:B8:D3:55:37:24:8A:DC:DE:E3:91:72:E4:22:CF:98:87:52

Authority Key Identifier:

45:7E:5F:2B:EA:65:98:12:91:04:F3:63:C7:68:9A:58:16:77:27

Key Usage:

Digital Signature, Non Repudiation,
X509v3 Extended Key Usage:
ail Protection, 1.3.6.1.5.5.7.3.20

E-m

04

09

of
in

das:
e3:
db:
50:
ds:
67:
8d:
ec:
25:
62:
67:
b6:

8:

8a:0b:88:ed:ff:4f:bf:e5:
23:5b:9a:71:5e:fd:20:a3:
33:cc:8a:7b:4f:91:2b:8d:
bc:be:67:22:cd:f5:74:7b:
09:9f:25:¢c3:20:e8:10:d5:
56:f1:13:cf:2f:fc:8b:83:
fO:c7:da:4e:bl:dc:cc:54:
af:af:e1:12:13:23:1e:0a:
91:00:0e:90:db:d8:07:11:
d3:36:f0:0c:b7:2f:a7:17:
73:74:6e:aa:3c:ee:47:38:
04:7d:6c:38:db:81:9c:b8:
:6b:87:0e:36:b9:al1:a3:fb:
44:b0:78:19:1a:38:7e:fa:

these certificates that
Appendix B.2

do

8f:
do:
f7:
9a:
38:
14:
6¢C:
f5:
81:
52:
c8:
e3:
30:
al:

9e:
ds:
14:
68:
7b:
e7:
3b:
b5:
01:
36:
6e:
07:
Oc:
d4:

Key

shalWithRSAEncryption
cd:
dd:
de6:
f4:
ef:
fc:
cf:
db:
90:
92:
le:
07:
c8:
6a:

not make

7b:
cl:
c3:
az:
di:
01:
47 :
ff:
3a:
29:
06:
be:
ao:
4b:

Encipherment

b8:
f2:
8d:
52:
17:
82:
47 :
5d:
48:
14:
81:
f5:

63

4b:

e6:
es8:
e0:
2b:
d4:
59:
59:
ab:
as8:
Oa:
85:
2f:
:8d:
75:

use of EKU are also


https://datatracker.ietf.org/doc/html/rfc6216
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3. Call Flow with Message Over TLS
3.1. TLS with Server Authentication

The flow below shows the edited SSLDump output of the host
example.com forming a TLS [RFEC5246] connection to example.net. 1In
this example, mutual authentication is not used. Note that the
client proposed three protocol suites including
TLS_RSA_WITH_AES_128_CBC_SHA defined in [REC5246]. The certificate
returned by the server contains a Subject Alternative Name that is
set to example.net. A detailed discussion of TLS can be found in SSL
and TLS [EKR-TLS]. For more details on the SSLDump tool, see the
SSLDump Manual [ssldump-manpage].

This example does not use the Server Extended Hello (see [REC5246]).

New TCP connection #1: example.com(50738) <-> example.net(5061)
11 0.0004 (0.0004) C>SV3.1(101) Handshake
ClientHello
Version 3.1
random[32]=
4c 09 5b a7 66 77 eb 43 52 30 dd 98 4d 09 23 d3
ff 81 74 ab 04 69 bb 79 8c dc 59 cd c2 1f b7 ec
cipher suites
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA WITH_AES_256_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_DSS_RSA _WITH_AES_256_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_128_ CBC_SHA
TLS_DHE_DSS_WITH_AES_128_ CBC_SHA
TLS_ECDHE_RSA_WITH_DES_192 CBC3_SHA
TLS_ECDH_RSA_WITH_DES_192_ CBC3_SHA
TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_RSA_WITH_RC4_128_SHA
TLS_ECDH_RSA_WITH_RC4_128_ SHA
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA_WITH_RC4_128_MD5
TLS_DHE_RSA_WITH_DES_CBC_SHA
TLS_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA
TLS_RSA_WITH_DES_CBC_SHA
TLS_RSA_EXPORT_WITH_DES40_CBC_SHA
TLS_DHE_DSS_WITH_DES_CBC_SHA


https://datatracker.ietf.org/doc/html/rfc6216
https://datatracker.ietf.org/doc/html/rfc5246
https://datatracker.ietf.org/doc/html/rfc5246
https://datatracker.ietf.org/doc/html/rfc5246
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7

8

9

10
11
12
13
14
15
16
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17

3.2.

Once the TLS session is set up,

SIP Secure Call Flows
TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA
TLS_RSA_EXPORT_WITH_RC4_40_MD5
compression methods

NULL
0.0012 (0.0007) S>CV3.1(48) Handshake
ServerHello
Version 3.1
random[32]=
4c 09 5b a7 30 87 74 c7 16 98 24 d5 af 35 17 a7
ef ¢c3 78 Oc 94 d4 94 d2 7b a6 3f 40 04 25 f6 €0
session_id[0]=
cipherSuite TLS_RSA_WITH_AES_256_CBC_SHA
compressionMethod NULL
0.0012 (0.0000) S>CV3.1(1858) Handshake
Certificate
0.0012 (0.0000) S>CV3.1(14) Handshake
CertificateRequest
certificate_types rsa_sign
certificate_types dss_sign
certificate_types unknown value
ServerHelloDone
0.0043 (0.0031) C>SV3.1(7) Handshake
Certificate
0.0043 (0.0000) C>SV3.1(262) Handshake
ClientKeyExchange
0.0043 (0.0000) C>SV3.1(1) ChangeCipherSpec
0.0043 (0.0000) C>SV3.1(48) Handshake
0.0129 (0.0085) S>CVv3.1(170) Handshake
0.0129 (0.0000) S>CV3.1(1) ChangeCipherSpec
0.0129 (0.0000) S>CVv3.1(48) Handshake
0.0134 (0.0005) C>SV3.1(32) application_data
0.0134 (0.0000) C>SV3.1(496) application_data
0.2150 (0.2016) S>CVv3.1(32) application_data
0.2150 (0.0000) S>CV3.1(336) application_data
12.2304 (12.0154) S>CV3.1(32) Alert
12.2310 (0.0005) S>C TCP FIN
12.2321 (0.0011) C>SVv3.1(32) Alert

MESSAGE Transaction Over TLS

defined in [RFC3428] is sent from fluffy@example.com to

kumiko@example.net.
VIA indicates that TLS was used.

April 2011

the following MESSAGE request (as

Note that the URI has a SIPS URL and that the
In order to format this document,

the <allOnelLine> convention from [RFEC4475] is used to break long

lines.

within those tags.

The actual message does not contain the line breaks contained


https://datatracker.ietf.org/doc/html/rfc6216
https://datatracker.ietf.org/doc/html/rfc3428
https://datatracker.ietf.org/doc/html/rfc4475
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MESSAGE sips:kumiko@example.net:5061 SIP/2.0

<allOnelLine>

Via: SIP/2.0/TLS 192.0.2.2:15001;
branch=z9hG4bK-d8754z-c785a077a9a8451b-1---d8754z-;
rport=50738

</allOnelLine>

Max-Forwards: 70

To: <sips:kumiko@example.net:5061>

From: <sips:fluffy@example.com:15001>;tag=1a93430b

Call-ID: OTZmMDE2OWN1lYTVjNDkzYzBhMWR1IMDU4NDEXZmU4ZTQ.

CSeq: 4308 MESSAGE

<allOnelLine>

Accept: multipart/signed, text/plain, application/pkcs7-mime,

application/sdp, multipart/alternative

</allOneLine>

Content-Type: text/plain

Content-Length: 6

Hello!

When a User Agent (UA) goes to send a message to example.com, the UA
can see if it already has a TLS connection to example.com and if it
does, it may send the message over this connection. A UA should have
some scheme for reusing connections as opening a new TLS connection
for every message results in awful performance. Implementers are
encouraged to read [RFC5923] and [RFC3263].

The response is sent from example.net to example.com over the same
TLS connection. It is shown below.

SIP/2.0 200 OK

<allOnelLine>

Via: SIP/2.0/TLS 192.0.2.2:15001;
branch=z9hG4bK-d8754z-c785a077a9a8451b-1---d8754z-;
rport=50738

</allOnelLine>

To: <sips:kumiko@example.net:5061>;tag=0d075510

From: <sips:fluffy@example.com:15001>;tag=1a93430b

Call-ID: OTZmMDE20OWN1YTVjNDkzYzBhMWRIMDU4NDEXZmU4ZTQ.

CSeq: 4308 MESSAGE

Content-Length: ©


https://datatracker.ietf.org/doc/html/rfc6216
https://datatracker.ietf.org/doc/html/rfc5923
https://datatracker.ietf.org/doc/html/rfc3263
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4. Call Flow with S/MIME-Secured Message
4.1. MESSAGE Request with Signed Body

Below is an example of a signed message. The values on the Content-
Type line (multipart/signed) and on the Content-Disposition line have
been broken across lines to fit on the page, but they are not broken
across lines in actual implementations.

MESSAGE sip:kumiko@example.net SIP/2.0
<allOnelLine>
Via: SIP/2.0/TCP 192.0.2.2:15001;
branch=z9hG4bK-d8754z-3a922b6dcOfOff37-1---d8754z-;
rport=50739
</allOneLine>
Max-Forwards: 70
To: <sip:kumiko@example.net>
From: <sip:fluffy@example.com>;tag=ef6bad5e
Call-ID: N2NiZjIONjRjNDQOMTY1NDRjNWNmMMGU1MDA2MDRhYmI.
CSeq: 8473 MESSAGE
<allOnelLine>
Accept: multipart/signed, text/plain, application/pkcs7-mime,
application/sdp, multipart/alternative
</allOnelLine>
<allOnelLine>
Content-Type: multipart/signed;boundary=3b515e121b43a911;
micalg=shail;protocol="application/pkcs7-signature"
</allOnelLine>
Content-Length: 774

--3b515e121b43a911
Content-Type: text/plain
Content-Transfer-Encoding: binary

Hello!

--3b515e121b43a911

Content-Type: application/pkcs7-signature;name=smime.p7s
<allOnelLine>

Content-Disposition: attachment;handling=required;
filename=smime.p7s

</allOnelLine>

Content-Transfer-Encoding: binary

EIE R S I O

* BINARY BLOB 1 *

khkkkkhkkdkkdkkhkkkkhxkx

--3b515e121b43a911- -


https://datatracker.ietf.org/doc/html/rfc6216
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It is important to note that the signature ("BINARY BLOB 1") is
computed over the MIME headers and body, but excludes the multipart
boundary lines. The value on the Message-body line ends with CRLF.
The CRLF is included in the boundary and is not part of the signature
computation. To be clear, the signature is computed over data
starting with the "C" in the "Content-Type" and ending with the "!"
in the "Hello!".

Content-Type: text/plain
Content-Transfer-Encoding: binary

Hello!

Following is the ASN.1 parsing of encrypted contents referred to
above as "BINARY BLOB 1". Note that at address 30, the hash for the
signature is specified as SHA-1. Also note that the sender's
certificate is not attached as it is optional in [RFC5652].

®@ 472: SEQUENCE {
4 9:  OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
15 457: [0] {

19 453: SEQUENCE {
23 1: INTEGER 1
26 11: SET {
28 9: SEQUENCE {
30 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
37 0: NULL
}
: }
39 11: SEQUENCE {
41 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: }
52 420: SET {
56 416: SEQUENCE {
60 1: INTEGER 1
63 125: SEQUENCE {
65 112: SEQUENCE {
67 11: SET {
69 9: SEQUENCE {
71 3: OBJECT IDENTIFIER countryName (2 5 4 6)
76 2: PrintableString 'US'
}
: }
80  19: SET {
82 17: SEQUENCE {
84 3: OBJECT IDENTIFIER

: stateOrProvinceName (2 5 4 8)
89 10: UTF8String 'California'


https://datatracker.ietf.org/doc/html/rfc6216
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}
: }
101 17: SET {
103 15: SEQUENCE {
105 3: OBJECT IDENTIFIER localityName (2 5 4 7)
110 8: UTF8String 'San Jose'
: }
: }
120 14: SET {
122 12: SEQUENCE {
124 3: OBJECT IDENTIFIER
: organizationName (2 5 4 10)
129 5: UTF8String 'sipit'
' }
: }
136  41: SET {
138 39: SEQUENCE {
140 3: OBJECT IDENTIFIER
: organizationalUnitName (2 5 4 11)
145 32: UTF8String 'Sipit Test Certificate
Authority'
}
}
: }
179 9: INTEGER 00 96 A3 84 17 4E EF 8A 4D
: }
190 9: SEQUENCE {
192 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
199 0: NULL
: }
201 13: SEQUENCE {
203 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
214 0: NULL
: }
216 256: OCTET STRING

74 4D 21 39 D6 E2 E2 2C 30 5A AA BC 4E 60 8D 69
A7 E5 79 50 1A B1 7D 4A D3 C1 03 9F 19 7D A2 76
97 B3 CE 30 CD 62 4B 96 20 35 DB C1 64 D9 33 92
96 CD 28 03 98 6E 2C OC F6 8D 93 40 F2 88 DA 29
AD 0B C2 OE F9 D3 6A 95 2C 79 6E C2 3D 62 E6 54
A9 1B AC 66 DB 16 B7 44 6C 03 1B 71 9C EE C9 EC
4D 93 B1 CF F5 17 79 C5 C8 BA 2F A7 6C 4B DC CF
62 A3 F3 1A 1B 24 E4 40 66 3C 4F 87 86 BF 09 6A
7A 43 60 2B FC D8 3D 2B 57 17 CB 81 03 2A 56 69
81 82 FA 78 DE D2 3A 2F FA A3 C5 EA 8B E8 0OC 36
1B BC DC FD 1B 8C 2E OF 01 AF D9 E1 04 OE 4E 50
94 75 7C BD D9 0B DD AA FA 36 E3 EC E4 A5 35 46


https://datatracker.ietf.org/doc/html/rfc6216
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BE A2 97 1D AD BA 44 54 3A ED 94 DA 76 4A 51 BA
A4 7D 7TA 62 BF 2A 2F F2 5C 5A FE CA E6 B9 DC 5D
EA 26 F2 35 17 19 20 CE 97 96 4E 72 9C 72 FD 1F
68 C1 6A 5C 86 42 F2 ED F2 70 65 4C C7 44 C5 7C

SHA-1 parameters may be omitted entirely, instead of being set to

NULL, as mentioned in [RFC3370]. The above dump of Blob 1 has SHA-1
parameters set to NULL. Below are the same contents signed with the
same key, but omitting the NULL according to [RFC3370]. This is the
preferred encoding. This is covered in greater detail in Section 5.

O 468: SEQUENCE {

4
15
19
23
26
28
30

37
39

50
54
58
61
63
65
67
69
74

78
80
82

87

99

9:
453:
449

g N © -

11:

418:
414

125:
112:
11:

w

19:
17:

10:

17:

OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

(el {
SEQUENCE {

INTEGER 1
SET {
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)

}

}
SEQUENCE {

OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
}
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER countryName (2 5 4 6)
PrintableString 'US'

}

3
SET {

SEQUENCE {
OBJECT IDENTIFIER
stateOrProvinceName (2 5 4 8)
UTF8String 'California'
3

3
SET {


https://datatracker.ietf.org/doc/html/rfc6216
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101 15: SEQUENCE {
103 3: OBJECT IDENTIFIER localityName (2 5 4 7)
108 8: UTF8String 'San Jose'
' }
: }
118 14: SET {
120 12: SEQUENCE {
122 3: OBJECT IDENTIFIER
: organizationName (2 5 4 10)
127 5: UTF8String 'sipit'
: }
: }
134 41: SET {
136 39: SEQUENCE {
138 3: OBJECT IDENTIFIER
: organizationalUnitName (2 5 4 11)
143 32: UTF8String 'Sipit Test Certificate
Authority'
}
}
: }
177 9: INTEGER 00 96 A3 84 17 4E EF 8A 4D
: }
188 7: SEQUENCE {
190 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: }
197 13: SEQUENCE {
199 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
210 0: NULL
: }
212 256: OCTET STRING

74 4D 21 39 D6 E2 E2 2C 30 5A AA BC 4E 60 8D 69
A7 E5 79 50 1A B1 7D 4A D3 C1 03 9F 19 7D A2 76
97 B3 CE 30 CD 62 4B 96 20 35 DB C1 64 D9 33 92
96 CD 28 03 98 6E 2C OC F6 8D 93 40 F2 88 DA 29
AD 0B C2 OE F9 D3 6A 95 2C 79 6E C2 3D 62 E6 54
A9 1B AC 66 DB 16 B7 44 6C 03 1B 71 9C EE C9 EC
4D 93 B1 CF F5 17 79 C5 C8 BA 2F A7 6C 4B DC CF
62 A3 F3 1A 1B 24 E4 40 66 3C 4F 87 86 BF 09 6A
7A 43 60 2B FC D8 3D 2B 57 17 CB 81 03 2A 56 69
81 82 FA 78 DE D2 3A 2F FA A3 C5 EA 8B E8 0OC 36
1B BC DC FD 1B 8C 2E OF 01 AF D9 E1 04 OE 4E 50
94 75 7C BD D9 0B DD AA FA 36 E3 EC E4 A5 35 46
BE A2 97 1D AD BA 44 54 3A ED 94 DA 76 4A 51 BA
A4 7D 7TA 62 BF 2A 2F F2 5C 5A FE CA E6 B9 DC 5D
EA 26 F2 35 17 19 20 CE 97 96 4E 72 9C 72 FD 1F
68 C1 6A 5C 86 42 F2 ED F2 70 65 4C C7 44 C5 7C
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4.2. MESSAGE Request with Encrypted Body

Below is an example of an encrypted text/plain message that says
"Hello!". The binary encrypted contents have been replaced with the
block "BINARY BLOB 2".

MESSAGE sip:kumiko@example.net SIP/2.0
<allOnelLine>
Via: SIP/2.0/TCP 192.0.2.2:15001;
branch=z9hG4bK-d8754z-c276232b541dd527-1---d8754z-;
rport=50741
</allOnelLine>
Max-Forwards: 70
To: <sip:kumiko@example.net>
From: <sip:fluffy@example.com>;tag=7a2e3025
Call-ID: MDYyMDhhODA3NWE2ZJEYYzAwOTZ1MjEXNWI2ZWQWZGM.
CSeq: 3260 MESSAGE
<allOnelLine>
Accept: multipart/signed, text/plain, application/pkcs7-mime,
application/sdp, multipart/alternative
</allOneLine>
<allOnelLine>
Content-Disposition: attachment;handling=required;
filename=smime.p7
</allOneLine>
Content-Transfer-Encoding: binary
<allOnelLine>
Content-Type: application/pkcs7-mime;smime-type=enveloped-data;
name=smime.p7m
</allOnelLine>
Content-Length: 565

khkkkkhkkdhkdkhkkkhkxkx

* BINARY BLOB 2 *

kkhkkkkkkhkhkkhkhkkhhkhkhkhx

Following is the ASN.1 parsing of "BINARY BLOB 2". Note that at
address 454, the encryption is set to aes128-CBC.

© 561: SEQUENCE {
4 9: OBJECT IDENTIFIER envelopedData (1 2 840 113549 1 7 3)
15 546: [0] {
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125:
112:
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w

19:
17:

10:

17:
15:

14:
12:

41
39:

32:

13:
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SEQUENCE {
INTEGER 0
SET {
SEQUENCE {
INTEGER 0
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER countryName (2 5 4 6)
PrintableString 'US'

}

3
SET {

SEQUENCE {
OBJECT IDENTIFIER
stateOrProvinceName (2 5 4 8)
UTF8String 'California'

}

3
SET {

SEQUENCE {
OBJECT IDENTIFIER localityName (2 5 4 7)
UTF8String 'San Jose'

}

}
SET {

SEQUENCE {

OBJECT IDENTIFIER
organizationName (2 5 4 10)
UTF8String 'sipit'

}

}
SET {

SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName (2 5 4 11)
UTF8String 'Sipit Test Certificate
Authority'

b
}
3
INTEGER 00 96 A3 84 17 4E EF 8A 4E
}
SEQUENCE {
OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
NULL
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179 256: OCTET STRING
: B9 12 8F 32 AB 4A E2 38 C1 EO 53 69 88 D6 25 E7
40 03 B1 DE 79 21 A3 E8 23 5A 1B CB FB 58 F4 97
48 A7 C8 FO 3D DF 41 A3 5A 90 32 70 82 FA BO DE
D8 94 7C 6C 2E 01 FE 33 BD 62 CB 07 4F 58 DE 6F
EA 3F EF B4 FB 46 72 58 9A 88 A0 85 BC 23 D7 C8
09 0B 90 8D 4A 5F 3F 96 7C AC D4 E2 19 E8 02 B6
OE F3 0D F2 91 4A 67 A9 EE 51 6A 97 D7 86 6D EC
78 6E C6 EO 83 7C E1 00 1F 5A 40 59 60 0C D7 EB
A3 FB 04 B3 C9 A5 EB 79 ED B3 56 F8 F6 51 B2 5E
58 E2 D8 17 28 33 A6 B8 35 8C OE 14 7F 90 DO 7B
03 00 6C 3D 81 29 F5 D7 E5 AC 75 5E EO FO DD E3
3E B2 06 97 D6 49 A9 CB 38 08 F1 84 05 F5 CO BC
55 A6 D4 C9 D8 FD A4 AC 40 9F 9D 51 5B F7 3A C3
C3 CD 3A E7 6D 21 05 DO 50 75 4F 14 D8 77 76 C6
13 A6 48 12 7B 25 CC 22 5D 73 BD 40 E4 15 02 A2
39 4A CB D9 55 08 A4 EE 4E 8A 5E BA C4 4A 46 9C

}
: 3
439 124: SEQUENCE {
441 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
452  29: SEQUENCE {
454 9: OBJECT IDENTIFIER
: aes128-CBC (2 16 840 1 101 3 4 1 2)
465  16: OCTET STRING
: CA 35 CA BD 1E 78 83 D9 20 6C 47 B9 9F DC 91 88
- }
483  80: [0]

1B AE 12 C4 OE 55 96 AB 99 CC 1C 7F B5 98 A4 BF
D2 D8 7F 94 BB B5 38 05 59 F2 38 A1 CD 29 75 17
1D 63 1B 0B BO 2D 88 06 7F 78 80 F3 5A 3E DC 35
BF 22 1E 03 32 59 98 DA FD 81 5F D9 41 63 3A 18
FD B5 84 14 01 46 OB 40 EB 56 29 86 47 8B D1 EE

b
}
¥

4.3. MESSAGE Request with Encrypted and Signed Body

In the example below, some of the header values have been split
across multiple lines. Where the lines have been broken, the
<allOnelLine> convention has been used. This was only done to make it
fit in the RFC format. Specifically, the application/pkcs7-mime
Content-Type line is one line with no whitespace between the "mime;"
and the "smime-type". The values are split across lines for
formatting, but are not split in the real message. The binary
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encrypted content has been replaced with "BINARY BLOB 3", and the
binary signed content has been replaced with "BINARY BLOB 4".

MESSAGE sip:kumiko@example.net SIP/2.0
<allOnelLine>
Via: SIP/2.0/TCP 192.0.2.2:15001;
branch=z9hG4bK-d8754z-97a26e59b7262b34-1---d8754z-;
rport=50742
</allOnelLine>
Max-Forwards: 70
To: <sip:kumiko@example.net>
From: <sip:fluffy@example.com>;tag=379f5b27
Call-ID: MjYwMzdjYTY3YWRKYzgzMjUOMGI4Mzc2Njk1YzJINZE.
CSeq: 5449 MESSAGE
<allOnelLine>
Accept: multipart/signed, text/plain, application/pkcs7-mime,
application/sdp, multipart/alternative
</allOnelLine>
<allOnelLine>
Content-Type: multipart/signed;boundary=e8df6elce5d1e864;
micalg=shal;protocol="application/pkcs7-signature"
</allOnelLine>
Content-Length: 1455

--e8df6elce5d1e864

<allOnelLine>

Content-Type: application/pkcs7-mime;smime-type=enveloped-data;
name=smime.p7m

</allOnelLine>

<allOnelLine>

Content-Disposition: attachment;handling=required;

filename=smime.p7
</allOnelLine>
Content-Transfer-Encoding: binary

kkkkkhkkhkkdkhkkkkhxkx

* BINARY BLOB 3 *

khkkxkhkkhkkdkxkhkkkkhxkx

--e8df6elce5d1e864
Content-Type: application/pkcs7-signature;name=smime.p7s
<allOnelLine>

Content-Disposition: attachment;handling=required;
filename=smime.p7s

</allOnelLine>

Content-Transfer-Encoding: binary

khkkkkhkkhkkdkhkkkkhkxkx

* BINARY BLOB 4 *
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EE IR R SR S S I R I 2
--e8df6elce5d1e864- -
Below is the ASN.1 parsing of "BINARY BLOB 3".
@ 561: SEQUENCE {

4 9:  OBJECT IDENTIFIER envelopedData (1 2 840 113549 1 7 3)
15 546: [0] {

19 542: SEQUENCE {
23 1: INTEGER 0
26 409: SET {
30 405: SEQUENCE {
34 1: INTEGER 0
37 125: SEQUENCE {
39 112: SEQUENCE {
41 11: SET {
43 9: SEQUENCE {
45 3: OBJECT IDENTIFIER countryName (2 5 4 6)
50 2: PrintableString 'US'
: }
: }
54 19: SET {
56 17: SEQUENCE {
58 3: OBJECT IDENTIFIER
: stateOrProvinceName (2 5 4 8)
63 10: UTF8String 'California’'
' }
: }
75 17: SET {
77 15: SEQUENCE {
79 3: OBJECT IDENTIFIER localityName (2 5 4 7)
84 8: UTF8String 'San Jose'
}
: }
94 14: SET {
96 12: SEQUENCE {
98 3: OBJECT IDENTIFIER
: organizationName (2 5 4 10)
103 5: UTF8String 'sipit'
}
: }
110 41: SET {
112 39: SEQUENCE {
114 3: OBJECT IDENTIFIER
: organizationalUnitName (2 5 4 11)
119 32: UTF8String 'Sipit Test Certificate

Authority'
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}

: }
153 9: INTEGER 00 96 A3 84 17 4E EF 8A 4E

: }
164 13: SEQUENCE {
166 9: OBJECT IDENTIFIER

: rsaEncryption (1 2 840 113549 1 1 1)
177 0: NULL

: }
179 256: OCTET STRING

49 11 0B 11 52 A9 9D E3 AA FB 86 CB EB 12 CC 8E
96 9D 85 3E 80 D2 7C C4 9B B7 81 4B B5 FA 13 80
6A 6A B2 34 72 D8 CO 82 60 DA B3 43 F8 51 8C 32
8B DD DO 76 6D 9C 46 73 C1 44 A0 10 FF 16 A4 83
74 85 21 74 7D EO FD 42 CO 97 00 82 A2 80 81 22
9C A2 82 OA 85 FO 68 EF 9A D7 6D 1D 24 2B A9 5E
B3 9A A® 3E A7 D9 1D 1C D7 42 CB 6F A5 81 66 23
28 00 7C 99 6A B6 03 3F 7E F6 48 EA 91 49 35 F1
FD 40 54 5D AC F7 84 EA 3F 27 43 FD DE E2 10 DD
63 C4 35 4A 13 63 0B 6D OD 9A D5 AB 72 39 69 8C
65 4C 44 C4 A3 31 60 79 B9 A8 A3 Al 03 FD 41 25
12 E5 F3 F8 47 CE 8C 42 D9 26 77 A5 57 AF 1A 95
BF 05 A5 E9 47 F2 D1 AE DC 13 7E 1B 83 5C 8C C4
1F 31 BC 59 E6 FD 6E 9A BO 91 EC 71 A6 7F 28 3E
23 1B 40 E2 CO 60 CF 5E 5B 86 08 06 82 B4 B7 DB
00 DD AC 3A 39 27 E2 7C 96 AD 8A E9 C3 B8 06 S5E

}
- }
439 124: SEQUENCE {
441 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
452  29: SEQUENCE {
454 9: OBJECT IDENTIFIER
: aes128-CBC (2 16 840 1 101 3 4 1 2)
465  16: OCTET STRING
: 88 9B 13 75 A7 66 14 C3 CF CD C6 FF D2 91 5D AO
: }
483  80: [0]

80 OB A3 B7 57 89 B4 F4 70 AE 1D 14 A9 35 DD F9
1D 66 29 46 52 40 13 E1 3B 4A 23 E5 EC AB F9 35
A6 B6 A4 BE CO 02 31 06 19 C4 39 22 7D 10 4C 0D
F4 96 04 78 11 85 4E 7E E3 C3 BC B2 DF 55 17 79
5F F2 4E E5 25 42 37 45 39 5D F6 DA 57 9A 4E 0B


https://datatracker.ietf.org/doc/html/rfc6216

Jennings, et al. Informational [Page 25]



RFC 621

6

SIP Secure Call Flows April 2011

Below is the ASN.1 parsing of "BINARY BLOB 4".

0

4
15
19
23
26
28
30
37

39
41

52
56
60
63
65
67
69
71
76

80
82
84

89

101

103

105
110

120
122
124

129

136

472:
9:
457
453:
1:
11:
9:
5:
0:

11:

420:
416:

125:
112:
11:

w

19:
17:

10:

17:
15:

14:
12:

41:

SEQUENCE {
OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
[e1 {
SEQUENCE {
INTEGER 1
SET {
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
NULL

}

}
SEQUENCE {

OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
}
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER countryName (2 5 4 6)
PrintableString 'US'

}

3
SET {

SEQUENCE {
OBJECT IDENTIFIER
stateOrProvinceName (2 5 4 8)
UTF8String 'California'
}

3
SET {

SEQUENCE {
OBJECT IDENTIFIER localityName (2 5 4 7)
UTF8String 'San Jose'

}

3
SET {

SEQUENCE {
OBJECT IDENTIFIER
organizationName (2 5 4 10)
UTF8String 'sipit'

3

3
SET {
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138  39: SEQUENCE {
140 3: OBJECT IDENTIFIER

: organizationalUnitName (2 5 4 11)
145 32: UTF8String 'Sipit Test Certificate

Authority'
}
}

: }
179 9: INTEGER 00 96 A3 84 17 4E EF 8A 4D

: }
190 9: SEQUENCE {
192 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
199 0: NULL

: }
201 13: SEQUENCE {
203 9: OBJECT IDENTIFIER

: rsaEncryption (1 2 840 113549 1 1 1)
214 0: NULL

- }
216 256: OCTET STRING

6E 51 AC 24 2E BA 7C Al EE 80 A8 55 BC D4 64 5D
E5 29 09 5F B2 AF AA 6F 91 D2 97 79 32 5B AF CA
FE A1 73 FC E5 57 4E C6 3B 67 35 AA E4 78 1E 59
93 EE 67 63 77 1E 7A 82 BC 1E 26 OF 39 75 OC A6
26 92 01 6A B7 5D FO CO 2C 51 46 FB A7 36 44 E3
64 C6 11 CB 0B 6B FD F3 6D 7C FD 3E AE 2E 91 BB
78 9E F4 1B A1l 20 68 B9 DE D3 E3 OC FC F7 14 9A
2C 64 AB 27 52 BD 52 EC 27 88 14 BD DB C3 54 C7
EA 48 DB 07 E9 9B 2E C8 BE 62 A2 76 83 53 37 E8
02 4B D1 86 E9 DF 2E BD 93 39 EC 2F 01 53 A0 7F
1A B9 A6 31 FC E7 91 1C DB 22 4A 67 83 94 B2 4E
28 A9 CD DE 4A 04 6A EO 86 90 7B 58 5F DB 7A 96
96 AO@ 25 61 C2 58 A2 28 E5 B3 B2 F1 6D 51 06 9C
78 61 0D D8 3A A7 9F A3 B5 87 0B 80 11 C2 A9 1A
E5 17 1C EB 82 55 AB CD 04 E7 D9 5B 11 E8 B7 47
FE FD CC B7 DB 47 6F 77 85 9E 24 D8 11 E1 E4 7D

5. Observed Interoperability Issues

This section describes some common interoperability problems. These
were observed by the authors at SIPit interoperability events.
Implementers should be careful to verify that their systems do not
introduce these common problems, and, when possible, make their
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clients forgiving in what they receive. Implementations should take
extra care to produce reasonable error messages when interacting with
software that has these problems.

Some SIP clients incorrectly only do SSLv3 and do not support TLS.
See Section 26.2.1 of [RFC3261].

Many SIP clients were found to accept expired certificates with no
warning or error. See Section 4.1.2.5 of [RFC5280].

When used with SIP, TLS and S/MIME provide the identity of the peer
that a client is communicating with in the Subject Alternative Name
in the certificate. The software checks that this name corresponds
to the identity the server is trying to contact. Normative text
describing path validation can be found in Section 7 of [RFC5922] and
Section 6 of [RFC5280]. If a client is trying to set up a TLS
connection to good.example.com and it gets a TLS connection set up
with a server that presents a valid certificate but with the name
evil.example.com, it will typically generate an error or warning of
some type. Similarly with S/MIME, if a user is trying to communicate
with sip:fluffy@example.com, one of the items in the Subject
Alternate Name set in the certificate will need to match according to
the certificate validation rules in Section 23 of [RFC3261] and
Section 6 of [RFC5280].

Some implementations used binary MIME encodings while others used
base64. It is advisable that implementations send only binary and
are prepared to receive either. See Section 3.2 of [RFC5621].

In several places in this document, the messages contain the encoding
for the SHA-1 digest algorithm identifier. The preferred form for
encoding as set out in Section 2 of [RFC3370] is the form in which
the optional AlgorithmIdentifier parameter field is omitted.

However, [REC3370] also says the recipients need to be able to
receive the form in which the AlgorithmIdentifier parameter field is
present and set to NULL. Examples of the form using NULL can be
found in Section 4.2 of [RFC4134]. Receivers really do need to be
able to receive the form that includes the NULL because the NULL
form, while not preferred, is what was observed as being generated by
most implementations. Implementers should also note that if the
algorithm is MD5 instead of SHA-1, then the form that omits the
AlgorithmIdentifier parameters field is not allowed and the sender
has to use the form where the NULL is included.

The preferred encryption algorithm for S/MIME in SIP is AES as
defined in [RFC3853].
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Observed S/MIME interoperability has been better when UAs did not
attach the senders' certificates. Attaching the certificates
significantly increases the size of the messages, which should be
considered when sending over UDP. Furthermore, the receiver cannot
rely on the sender to always send the certificate, so it does not
turn out to be useful in most situations.

Please note that the certificate path validation algorithm described
in Section 6 of [RFC5280] is a complex algorithm for which all of the
details matter. There are numerous ways in which failing to
precisely implement the algorithm as specified in Section 6 of

[REC5280] can create a security flaw, a simple example of which is

o

the failure to check the expiration date that is already mentioned
above. It is important for developers to ensure that this validation
is performed and that the results are verified by their applications
or any libraries that they use.

Additional Test Scenarios

This section provides a non-exhaustive list of tests that
implementations should perform while developing systems that use
S/MIME and TLS for SIP.

Much of the required behavior for inspecting certificates when using
S/MIME and TLS with SIP is currently underspecified. The non-
normative recommendations in this document capture the current
folklore around that required behavior, guided by both related
normative works such as [RFEC4474] (particularly, Section 13.4 Domain
Names and Subordination) and informative works such as [RFC2818],
Section 3.1. To summarize, test plans should:

o For S/MIME secured bodies, ensure that the peer's URI (address-of-
record, as per [RFC3261], Section 23.3) appears in the
subjectAltName of the peer's certificate as a
uniformResourcelIdentifier field.

o For TLS, ensure that the peer's hostname appears as described in
[REC5922]. Also:

* ensure an exact match in a dNSName entry in the subjectAltName
if there are any dNSNames in the subjectAltName. Wildcard
matching is not allowed against these dNSName entries. See
Section 7.1 of [RFC5922].

* ensure that the most specific CommonName in the Subject field
matches if there are no dNSName entries in the subjectAltName
at all (which is not the same as there being no matching
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dNSName entries). This match can be either exact, or against
an entry that uses the wildcard matching character '*'.

The peer's hostname is discovered from the initial DNS query in
the server location process [RFC3263].

o IP addresses can appear in subjectAltName ([RFC5280]) of the
peer's certificate, e.g., "IP:192.168.0.1". Note that if IP
addresses are used in subjectAltName, there are important
ramifications regarding the use of Record-Route headers that also
need to be considered. See Section 7.5 of [RFC5922]. Use of IP
addresses instead of domain names is inadvisable.

For each of these tests, an implementation will proceed past the
verification point only if the certificate is '"good". S/MIME
protected requests presenting bad certificate data will be rejected.
S/MIME protected responses presenting bad certificate information
will be ignored. TLS connections involving bad certificate data will
not be completed.

1. S/MIME : Good peer certificate

2. S/MIME : Bad peer certificate (peer URI does not appear in
subjectAltName)

3. S/MIME : Bad peer certificate (valid authority chain does not
end at a trusted CA)

4, S/MIME : Bad peer certificate (incomplete authority chain)

5. S/MIME : Bad peer certificate (the current time does not fall
within the period of validity)

6. S/MIME : Bad peer certificate (certificate, or certificate in
authority chain, has been revoked)

7. S/MIME : Bad peer certificate ("Digital Signature" is not
specified as an X509v3 Key Usage)

8. TLS : Good peer certificate (hostname appears in dNSName in
subjectAltName)
9. TLS : Good peer certificate (no dNSNames in subjectAltName,

hostname appears in Common Name (CN) of Subject)
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I~

10. TLS : Good peer certificate (CN of Subject empty, and
subjectAltName extension contains an iPAddress stored in the
octet string in network byte order form as specified in RFC 791
[RFCO791])

11. TLS : Bad peer certificate (no match in dNSNames or in the
Subject CN)

12. TLS : Bad peer certificate (valid authority chain does not end
at a trusted CA)

13. TLS : Bad peer certificate (incomplete authority chain)

14. TLS : Bad peer certificate (the current time does not fall
within the period of validity)

15. TLS : Bad peer certificate (certificate, or certificate in
authority chain, has been revoked)

16. TLS : Bad peer certificate ("TLS Web Server Authentication" is
not specified as an X509v3 Key Usage)

17. TLS : Bad peer certificate (Neither "SIP Domain" nor "Any
Extended Key Usage" specified as an X509v3 Extended Key Usage,
and X509v3 Extended Key Usage is present)
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Security Considerations

Implementers must never use any of the certificates provided in this
document in anything but a test environment. Installing the CA root
certificates used in this document as a trusted root in operational
software would completely destroy the security of the system while
giving the user the impression that the system was operating
securely.

This document recommends some things that implementers might test or
verify to improve the security of their implementations. It is
impossible to make a comprehensive list of these, and this document
only suggests some of the most common mistakes that have been seen at
the SIPit interoperability events. Just because an implementation
does everything this document recommends does not make it secure.

This document does not show any messages to check certificate
revocation status (see Sections 3.3 and 6.3 of [RFC5280]) as that is
not part of the SIP call flow. The expectation is that revocation
status is checked regularly to protect against the possibility of
certificate compromise or repudiation. For more information on how
certificate revocation status can be checked, see [RFC2560] (Online
Certificate Status Protocol) and [REC5055] (Server-Based Certificate
Validation Protocol).
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Appendix A. Making Test Certificates

These scripts allow you to make certificates for test purposes. The
certificates will all share a common CA root so that everyone running
these scripts can have interoperable certificates. WARNING - these
certificates are totally insecure and are for test purposes only.

All the CAs created by this script share the same private key to
facilitate interoperability testing, but this totally breaks the
security since the private key of the CA is well known.

The instructions assume a Unix-like environment with openssl
installed, but openssl does work in Windows too. OpenSSL version
0.9.8j was used to generate the certificates used in this document.
Make sure you have openssl installed by trying to run "openssl". Run
the makeCA script found in Appendix A.1; this creates a subdirectory
called demoCA. If the makeCA script cannot find where your openssl
is installed you will have to set an environment variable called
OPENSSLDIR to whatever directory contains the file openssl.cnf. You
can find this with a "locate openssl.cnf". You are now ready to make
certificates.

To create certificates for use with TLS, run the makeCert script
found in Appendix A.2 with the fully qualified domain name of the
proxy you are making the certificate for, e.g., "makeCert
host.example.net domain eku". This will generate a private key and a
certificate. The private key will be left in a file named
domain_key_example.net.pem in Privacy Enhanced Mail (PEM) format.
The certificate will be in domain_cert_example.net.pem. Some
programs expect both the certificate and private key combined
together in a Public-Key Cryptography Standards (PKCS) #12 format
file. This is created by the script and left in a file named
example.net.pl2. Some programs expect this file to have a .pfx
extension instead of .pl2 -- just rename the file if needed. A file
with a certificate signing request, called example.net.csr, is also
created and can be used to get the certificate signed by another CA.

A second argument indicating the number of days for which the
certificate should be valid can be passed to the makeCert script. It
is possible to make an expired certificate using the command
"makeCert host.example.net 0".

Anywhere that a password is used to protect a certificate, the
password is set to the string "password".

The root certificate for the CA is in the file
root_cert_fluffyCA.pem.
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For things that need DER format certificates, a certificate can be
converted from PEM to DER with "openssl x509 -in cert.pem -inform PEM
-out cert.der -outform DER".

Some programs expect certificates in PKCS #7 format (with a file
extension of .p7c). You can convert these from PEM format to PKCS #7
with "openssl crl2pkcs7 -nocrl -certfile cert.pem -certfile demoCA/
cacert.pem -outform DER -out cert.p7c".

IE (version 8), Outlook Express (version 6), and Firefox (version
3.5) can import and export .pl2 files and .p7c files. You can
convert a PKCS #7 certificate to PEM format with "openssl pkcs7 -in
cert.p7c -inform DER -outform PEM -out cert.pem".

The private key can be converted to PKCS #8 format with "openssl
pkcs8 -in a_key.pem -topk8 -outform DER -out a_key.p8c".

In general, a TLS client will just need the root certificate of the
CA. A TLS server will need its private key and its certificate.
These could be in two PEM files, a single file with both certificate
and private key PEM sections, or a single .p12 file. An S/MIME
program will need its private key and certificate, the root
certificate of the CA, and the certificate for every other user it
communicates with.

A.1. makeCA script

#!/bin/sh
set -X

rm -rf demoCA

mkdir demoCA

mkdir demoCA/certs

mkdir demoCA/crl

mkdir demoCA/newcerts

mkdir demoCA/private

# This is done to generate the exact serial number used for the RFC
echo "4902110184015C" > demoCA/serial

touch demoCA/index.txt

# You may need to modify this for where your default file is

# you can find where yours in by typing "openssl ca"

for D in /etc/ssl /usr/local/ssl /sw/etc/ssl /sw/share/ssl; do
CONF=${OPENSSLDIR:=$D}/openssl.cnf
[ -f ${CONF} ] && break

done
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CONF=${OPENSSLDIR}/openssl.cnf

if [ ! -f $CONF ]; then
echo "Can not find file $CONF - set your OPENSSLDIR variable"
exit

fi

cp $CONF openssl.cnf

cat >> openssl.cnf <<EOF

[ sipdomain_cert ]

subjectAltName=\${ENV: :ALTNAME}

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid, issuer

keyUsage = nonRepudiation,digitalSignature, keyEncipherment
extendedKeyUsage=serverAuth,1.3.6.1.5.5.7.3.20

[ sipdomain_req ]
basicConstraints = CA:FALSE
subjectAltName=\${ENV: :ALTNAME}
subjectKeyIdentifier=hash

[ sipuser_cert ]

subjectAltName=\${ENV: :ALTNAME}

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid, issuer

keyUsage = nonRepudiation,digitalSignature, keyEncipherment
extendedKeyUsage=emailProtection,1.3.6.1.5.5.7.3.20

[ sipuser_req ]
basicConstraints = CA:FALSE
subjectAltName=\${ENV: :ALTNAME}
subjectKeyIdentifier=hash

[ sipdomain_noeku_cert ]

subjectAltName=\${ENV: :ALTNAME}

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid, issuer

keyUsage = nonRepudiation,digitalSignature, keyEncipherment

[ sipdomain_noeku_req ]
basicConstraints = CA:FALSE
subjectAltName=\${ENV: :ALTNAME}
subjectKeyIdentifier=hash
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[ sipuser_noeku_cert ]

subjectAltName=\${ENV: :ALTNAME}

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid, issuer

keyUsage = nonRepudiation,digitalSignature, keyEncipherment

[ sipuser_noeku_req ]
basicConstraints = CA:FALSE
subjectAltName=\${ENV: :ALTNAME}
subjectKeyIdentifier=hash

EOF

cat > demoCA/private/cakey.pem <<EOF

————— BEGIN ENCRYPTED PRIVATE KEY-----]
QPgXioT1x6++6yxiDCV7Mwkydox31K9y/Tf2cZ//dwWuf/1fMaaq8HTfpSN14RKqgsz
ufL41K5sCzPRIugUdooUQSGPCOJgcskPcifT6zvrI62KLPFVrwG5HT9PdevQvC60
VgglxbEGJI7I4v11zmY62/0LtQKIA6bh8pszvvmHjGo9s+f+p7KIVYYgEHNEmMRTm+
8M20wk67033sV6ICIDOAdRL8SiTHMCmM+r1x9VVIppsDrzjqQqYVGYBbjEJW8eQp
t7kAjuN48tDD1ImMS8E6DStPV/6S0AjzAqCbjkuPJOWUSTD1cY+iTpo9vcunohcj+i
KVXsM34w0sBpMBjFQ+Aww5bsIKEV11i0YLavlF7/BvP2s0gc3puMsW35ylchKLu2
ThIV7mIWoV770aQYpJba®UAk90zBVEVPNahrDIINucbEKFrhN2pfn0s7k4UvrjikK
uknKrm3gocD0OdstyMzZX81Beyj06NhpcJH+bOSVROk/d68aAsapy6qS9hLijNNbcd
itQ/fo+109MDUjT/huj7ZFqdzNM3KA6VXFOKkmMVM+GJIbYke+cjXk6WB8O1F91YCB
OpwWPd+fgwFL252FUoFcjVvUWFXkvbR1+IMkv6sNdKcXHHazAE6EN16yP19bVwCaS1I
WNQETHNntb1NZbeW+3qH80ov1ZXVCqEmaHkajSAhFJIKXCgpSXaIx2FSntzpVFbRpnw
Yd9eml9xwgE319aRuvR6p61fd051LzCh7KjvorviCemPUT6YRBamFNCBoT7cqjhE
kgMQfowKKMEYOp2dzMnGzsSPKk10nI53RgPyD/8FT5dPuq@73SyjxTKhAbv1+kV1l
1rfZ6b7P/UKWLBCT3bLG6UU/ESs84euWN+U2IXIADPoCcVeWruUgkf4j368c2z8zdd
A27X4ZJ3+q+YTSFN1iOA7vshHi3Am3gBzQhEEGsRdzgkf8qmt1RGhqg/823GEexoUfu
8S100jOUOBHGAKTtPW]jV5+0C6Q6RWISMNMWZz7mSZHOKTQ8kz2LKXUwb6DBwWWCwW6 /
UTUgzVXqhA8HmM]jsnVe9ftDKL66v9z1p4RVRADzm4TYUybYh5uigFbjJFL1nJnJho
TcnusHO80Cxgs64khLRzM4601+JSEPV707zHCTWNOVtENWOOBEKCUbtEDZtNnQN9VC
0Sky9R/WzunalLlG3LZ3BRUhWpyyvdNx1Nq3ie4dtcRM1XIEe14UZNOSPCKZY//NEn
BEc=


https://datatracker.ietf.org/doc/html/rfc6216

Jennings, et al. Informational [Page 38]



REC 6216 SIP Secure Call Flows April 2011

cat > demoCA/cacert.pem <<EOF

————— BEGIN CERTIFICATE-----
MIIDtTCCAp2gAwIBAgIJAJajhBd074pMMAGGCSQGSIb3DQEBBQUAMHAXCZAJIBgGNV
BAYTALVTMRMWEQYDVQQIDApPDYWXpZm9ybmlhMREWDWYDVQQHDAhTYW4gSm9zZTEO
MAWGAL1UECgwFc21waXQxKTAnNBgNVBASMIFNpcGlOIFR1c3QgQ2VydGlmawWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDEYNZE4MZzYWNVOYDZIXMTEWMTAZMTgzNjA1W]jBwMQsw
CQYDVQQGEwWJVUZETMBEGA1UECAWKQ2FsaWzZvcm5pYTERMASGALIUEBwWWIU2FUIEpV
c2UxDjAMBgNVBAOMBXNpCcG1OMSkwJIwYDVQQLDCBTaXBpdCBUZXNOIENLIcnRpZmlj
YXR1IEF1dGhvcmlOeTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQOCgQEBAKST
kWHXHMXNpnswWm7cUeeQwnpjQ7Ae3vXTXOfVbLOLUSrGw8IX6pbzLzMI9pLE/8UO+d
MSVAWer7ZG8fVac9/XDSVtsUmReScKwm+DRBCNNAASFqutER]j6wSMd65GXCNXad9
ixnMQD+u/94f25SzRndsrq7/PtaEW8LeCyZ10JHHCEVHCK(Q/X5CE3bpYR8VgKyN2
h2XFVTQQqycfHPgwPbCbyqKBcky9YP73If4L2wvbh6VsBNtQoFWt569CRGYFZUA6Q
VOWxbHA30z+1fQ6VRVb2WGeDdAUI3GAUKQTmyL2yALH]jspQ++nBD4wAsNc5meDdeX
UMVMRTQ]jSUGFIiStKcMCAWEAAaNQME4wHQYDVROOBBYEFJVFf18r6mwWYEPEE82PH
aJpYFNncnMB8GA1UdIwWQYMBaAFJVFf18r6mwWYEpEE82PHaJpYFncnMAWGA1UdEWQF
MAMBAT8wDQY JKoZIhvcNAQEFBQADgQEBAAZTNng6gmryluVt+1zPM320YmJTLDWap
g+igWCpZoZ5HMaavXD+1JYb43wwSt9tpowlyh2bFqzWJIATcZyXTrCdE/iHSKEGLK
LFtF5sXL+CF48/WX7AmSJIKLW5pSN1O0ALIAC9IbgXLFITXCcXCSKShHS32UFUTpNOY
OVTXUW1IX1zz3uD8WQmh2RRhZb/YP7m6LnztXCSha8qqX/HBHrCo20IP+0xx0017
OMj jiioZNEQmMC+rwRzhGKGUE4gFS3ew95fVTdHdOdW3G2cIKrDu4mFxVUzROUggm
sS8wItCLt/0g3WgHMOWUt4GylFhyTnzGci+9bGn7tReoKo3XLJIEGYAW=

————— END CERTIFICATE-----

# uncomment the following lines to generate your own key pair

Sipit Test Certificate Authority

# openssl req -newkey rsa:2048 -passin pass:password \

# -passout pass:password -set_serial 0x96a384174eef8adc \
# -shal -x509 -keyout demoCA/private/cakey.pem \

# -out demoCA/cacert.pem -days 36500 -config ${CONF} <<EOF
# US

# California

# San Jose

# sipit

#

#

#

#

EOF

# either randomly generate a serial number, or set it manually
# hexdump -n 4 -e '4/1 "%04u"' /dev/random > demoCA/serial
echo 96a384174eef8ad4d > demoCA/serial
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openssl crl2pkcs7 -nocrl -certfile demoCA/cacert.pem \
-outform DER -out demoCA/cacert.p7c
cp demoCA/cacert.pem root_cert_fluffyCA.pem
A.2. makeCert script

#1/bin/sh
set -x

F*

Make a symbolic link to this file called "makeUserCert"

# if you wish to use it to make certs for users.

# ExecName=$(basename $0)

#

# if [ ${ExecName} == "makeUserCert" ]; then

#  ExXtPrefix="sipuser"

# elif [ ${ExecName} == "makeEkuUserCert" ]; then

# ExtPrefix="sipuser_eku"

# elif [ ${ExecName} == "makeEkuCert" ]; then

#  EXtPrefix="sipdomain_eku"

# else

# ExtPrefix="sipdomain"

# fi

if [ $# == 1, then
DAYS=36500

elif [ $# == 4 ]; then
DAYS=%$4

else
echo "Usage: makeCert test.example.org user|domain eku|noeku [days]"
echo " makeCert alice@example.org [days]"
echo "days is how long the certificate is valid"
echo "days set to 0 generates an invalid certificate"
exit 0

fi

ExtPrefix="sip"${2}

if [ $3 == "noeku" ]; then
ExtPrefix=${ExtPrefix}"_noeku"
fi

DOMAIN="echo $1 | perl -ne '"{print "$1\n" if (/(\w+\..*)$/)}"'
USER="echo $1 | perl -ne '{print "$1\n" if (/(\w+)\@(\w+\..*)$/)}"'
ADDR=$1

echo "making cert for $DOMAIN ${ADDR}"
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if [ $2 == "user" ]; then
CNVALUE=$USER

else
CNVALUE=$DOMAIN

fi

rm -f ${ADDR}_*.pem
rm -f ${ADDR}.p12

case ${ADDR} in

*:*) ALTNAME="URI:${ADDR}" ;;

*@*) ALTNAME="URI:sip:${ADDR},URI:im:${ADDR},URI:pres:${ADDR}" ;;
*)  ALTNAME="DNS:${DOMAIN},URI:sip:${ADDR}" ;;

esac

rm -f demoCA/index.txt
touch demoCA/index. txt
rm -f demoCA/newcerts/*

export ALTNAME

openssl genrsa -out ${ADDR}_key.pem 2048

openssl req -new -config openssl.cnf -regexts ${ExtPrefix}_req \
-shal -key ${ADDR}_key.pem \
-out ${ADDR}.csr -days ${DAYS} <<EOF

us

California

San Jose

sipit

${CNVALUE}

EOF

if [ $DAYS == 0 ]; then
openssl ca -extensions ${ExtPrefix}_cert -config openssl.cnf \
-passin pass:password -policy policy_anything \
-md shal -batch -notext -out ${ADDR} cert.pem \
-startdate 990101000000Z \
-enddate 000101000000Z \
-infiles ${ADDR}.csr
else
openssl ca -extensions ${ExtPrefix}_cert -config openssl.cnf \
-passin pass:password -policy policy_anything \
-md shal -days ${DAYS} -batch -notext -out ${ADDR}_cert.pem \
-infiles ${ADDR}.csr
fi


https://datatracker.ietf.org/doc/html/rfc6216

Jennings, et al. Informational [Page 41]



REC 6216 SIP Secure Call Flows April 2011

openssl pkcsl2 -passin pass:password \
-passout pass:password -export \
-out ${ADDR}.p12 -in ${ADDR}_cert.pem \
-inkey ${ADDR}_key.pem -name ${ADDR} -certfile demoCA/cacert.pem

openssl x509 -in ${ADDR}_cert.pem -noout -text

case ${ADDR} in
*@*) mv ${ADDR}_key.pem user_key_${ADDR}.pem; \
mv ${ADDR}_cert.pem user_cert_${ADDR}.pem ;;
*) mv ${ADDR}_key.pem domain_key_${ADDR}.pem; \
mv ${ADDR}_cert.pem domain_cert_${ADDR}.pem ;;
esac

Appendix B. Certificates for Testing

This section contains various certificates used for testing in PEM
format.

B.1. Certificates Using EKU

These certificates make use of the EKU specification described in
[REC5924].
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Fluffy's user certificate for example.com:

MIIEGTCCAWGgAWIBAgIJAJajhBdO74pNMAOGCSqGSIb3DQEBBQUAMHAXCZAJBGNV
BAYTALVTMRMWEQYDVQQIDApPDYWXxpZm9ybmlhMREWDWYDVQQHDAhTYW4gSm9zZTEO
MAWGAL1UECgwFc21waXQxKTAnNBgNVBASMIFNpcGlOIFR1c3QgQ2VydGlmaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIWNZESMZIXN10YDZIXMTEWMTEOMTKZzMjE3WjBWMQsw
CQYDVQQGEwWJVUZETMBEGA1UECBMKQ2FsawWzZvcm5pYTERMAS8GALIUEBXMIU2FUIEpyV
c2UxDjAMBgNVBAOTBXNpcG1OMQ8wDQYDVQQDEWZmbHVMZNnkwggEiMAOGCSqGSIb3
DQEBAQUAA4IBDwWAWgQEKAOIBAQC]jLFkM6bzk7NOe+5kC7LE20r fTHU3DOrauuL1f
VQh3jH6Kk6TBOMSiPIZzJIJWGCcMil6dt/aciKgGlr2GOX37BFOWYKbQOTjiKJu4N2tsn
uxXjwrKwEeDKYwnXnarctszzj65el74tZQ1AXe/6nga83p+fjH7CNOHIVbBRCxgFo
4Y/9Vk19zxbcqgVhCwrKyuxR7FNUPSSAgP41GwWYKYROICOTzzPOrDrSiC6CXhBQu
7ivjL8EanoaaeGqiTFeTSwWEMO1YNVbAV+NrHPAHCYYOXxjGzGXLRj6LKiQBG/ rfht
EgGXHUf4ahWL+yeWcORGNNckHMOW]jdS+1pRb8KZn493PtPLVAgMBAAG]gcOwgcow®zbwDLcvpxeSUJjYpFArwzYZnc3RuqjzuRzgeyG4GgYUcLvC2BH1sONuBnLgH
4we+9S8JaGMEa4cONrmho/vIMAygY41tqwr4RLB4GRo4fvpqodRLS3V1v28]
----- END CERTIFICATE-----
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Fluffy's private key for user certificate for example.com:

MIIEpPQIBAAKCAQEA0YXZDOm850zTnVUuZAuyxNjq30x1Nwzq2rlCoX1UId4x+pOnw
aDEojyMyVhnDIpenbf2nIioBta9hvV9+wRT1ImCmONE44iibuDdrbJ7141qysBHgy
mMJ15293LbM84+uXpe+LWUJIQF3v+p4GVN6Tnax+wjdByL2wUQsYBaOGP/VZNTfc8W
3KOFYQsKysrsUexThjOrAID+NRSGCmMETiAtE88z9Kw600gugl4QULudrdy/BGp6G
mnhqokxXk+cBJtNWDb2wL/jaxzwB3MstMYXxsx1ly@Y+1iyokARv634bRIB1x1H+GoV
i/snlnNERjTXJBzPVo3UvtaUwW/CmZ+Pdz7Ty1QIDAQABAOIBAH+bSVjiQirlwnnw
YM78s4mpWeDr5chrvjmMQsyu/zQel1u4551T9Fgc011DQGtpFjLaTz5Ug4nGYjVq
3QG6ielL5mkfddDH2R+z13sWuMmYQG2ZTaz41VWdo+V/v8Ap+T9YhA2UGiwQSoA/3
ROPLN31Taws8nE+hwiaGGsweujBvcaIJu4RQrGHRHaeEplU+tfjcHHELfzUAmMKyYM
cMgF8IpdUcAlpyHe3Pyc0oGnLYEVNV291xGWQFWT7nqf7KOQDLA6+TvbG3fGEYIw
WK4DMraUbz66J1nj1XFfADOXWOTsygV+KYhZcbwjBWAUSOSduAt fwa6b720nWd28J
8KYVrXECgYEAleCJZZSavxhlfxqsWC/WdQ8S3SimI62KSLrN3bIORO/60KiU2ap3
16ZhNLg8t3DjpkWizZrukixs2o0dsU7k3z6q+qm++POTUwWL7z3Bri@FimquUeVSYgAT
ZMFgGz7wLAM29zhvOhTZjGrrwMINSyJ2tjyqpi0iXqkbdBpPBXKPrdcCgYEAWOIT
4AM2QKQBFzjecPeQpwJlgnh8cuoHS+2CNLYG]j1mjd/zAUgVF2+WPA1R1DmjAqJ9iwh
15Yx3CbknpKbfhfilmHkcGyA+fjQaisq/NzN3YaOFP9WahtOFoBSAHt9X5XFwXH6
YBKUrqoPF5DAy427EL1nsIRa+LtoPaTdqpphFzMCgYEA1gS000s2FA43uyTpeF3t
rmQpVilaB7KFSaiGGBgUY7pOkoF9DWRsSVT419sd48a7kb@9ur2K08sHe2z8BenoB
0j+HiyNJHHSTXRjNGNBLUTP2fMU+UuPDfFX/92n6WFjkXB+d1P8VSJIxUkUjCg36/H
1uHMzQZFBKXXVOPTROG3GDcCgYEAOPFMQ8QZ0IA+BbnzqVvi8QzfuN8geFyE9JrSm
55JpKdTOHbZXts3tDjMbZGI5KUUBINbViGhb/PVBbcoSTV6VtDOkpyq709a5gacCyc
ZVS5PARFNOVtINACSHIXDZC1drU7EjaPQN3ud4aPHff7NsK9haGD78gyPPoqIUsvp
01i0XNtsCgYEAXIUikI+5wXIrnC1lFUtOQgt6+4TOzc7qEOOEPQRtktZ/1saNXEhAGN
EUQWLIMONClhp72V5IvXsKgjxU8VpgIZeHIIt5jZb8XMmBiSQXxiVTf6rp3s8PqlM
EtXfh7TdJzKuRP7d0g2uG4boJMFT590ngNjrxj9veSXEWUrSK3YG/h8=

————— END RSA PRIVATE KEY-----
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Kumiko's user certificate for example.net:
]jjOWVG1AFPYRRG/IZTRQCH8AW1W8XSp614mimY
9XwL5LUHNimAgjADHMrSk1obmHwsOthU9nVOt1UG1SA11A323Z2X81bqKDg3TqlHo
fsKU3GwoBZG5071VG5bcV2ByASHNCFpFeDTDYE23197USLhqRtIqrxxr64SFo9Dn
POmMYH6e31RveAZhdKIbCHgGaKqgIr7+SZDnLdCyKDrFSPC/1bAgMBAAG]gcOwgcow----- END CERTIFICATE-----
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Kumiko's private key for user certificate for example.net:

MIIEpPAIBAAKCAQEAY+aHVXQN4BX/zLhiKmzGPCpe405FH3sVpKV206bczcX9g/Ic
1F/Pz1J9113E2z9NfQ6gPjJIDI1+DTRQQ2cnqCK3KrilFyulEJUaCsk01lwtdQ4ox0
6NTO1hSKOYWOVIT449FrxtQBT2EURVYGXOUHB/AMNCPFOgeteJtZmPV8C+S7hzYp
gIIwAXzKOpNaG5h8LNLYVPZ1dLdVBtUgNZQN9iwWV/NW61ig4NO6tR6H7CINXSKAWR
udO5VRUW3FdgcgOR5whaRXgOw2BNt9felEid4akbSKg8ca+uEhaPQ5z9JmB+nt5Ub
3gGYXSiGwh4BmigiK+/kmQ5y3Qsig6xUjwv5WwIDAQABAOIBAHCXmr GQRSOXWLBW
PLbKm+iLSRsR14+bqwbg663SHTAB1Yzvu+W2Bo20oMnvMJrEe@040712J6bJoZZvF
CKmKqgrYiKaJkXgrBW/jtZ6xCWGPCNAL1pnX1IWG5tDIgj8SALO04N7hyROrrA4Rz
WOVUVQSYFFX4BhvdxZesyRwCqn3x0pPSff95Ad+vuJd5CYuFZCuyGkszQ3fi+Nia
GQSO1EUYO0lEV72rsw2E5+wtXx3qXB8Z4HXr+YqONbE81p2CWd1Uh1qIH18kwWmnIG
V30LKiIowV+M6Zx/uzwAMFORAN5KET+b5D01IksUAAa8LZsT95r0vkLgw7aZajse
sXhAdGECgYEA8930YqU2+AcEkjC5hygwiM/X5k/IcvZpOas8/in2hJwW7izgGhOAFE
jjxuoIVXbxSf9cz+M6g76Svww9ecmovLArgbhFaLfbZCsrLeEAhQtGcu3wv706px
NOEbbF5FmMOK7qaQ1SgqjONF5zP2JsrxGNoRmgFFwVdcpP/3Jp/I1ZESCgYEA1gul
/718h90g1dmTPzMpvpnANdRF/1uMX9AE4LNRpOOH]jxOB7Vuat1ABtx09/ZN1hLhZ
BTZ5R2R2RjbzSHXZ3FdoMgSx9Q3qga+xuPel4RcppHNjdYKPDhPLNOUWQBQFL6kyU
NTEF+k6VIZVNsmGbB6wWpHULlCjDAZUX71p6WA9TECgYAMHpa7pEXUDTO76rHI9tpCe
sume5441sHtXOWbOAi1pVCuqzeRAKmBWIIBW7YoUS3yqH82JoPM8lamqfwQJImZ9Yh
/5Y1AIwUJIKk+wQ9VnZJImNM60OhTDVVFQME9VCEH1S/MmMOX6FiWZ8EjLSJI7HVAZZzY
Dghtbh6wFW5WYM15zD3xewKBgQCRmIKY/QGFmO+Ih5ZMgB3eI7GGLB1sNeOnY1Ve
DzvOpc3UQHQGI7CLDUYLY91V908St17+V76JIXIHDYy97U4bdBau/kkgGm++gd9PJ
U11Xg8aaM73rUJLXhW7ZH68rA16jQnI4tpcNW5S/pr51n@UYI/hXkT7psPIZAO8w
0V81kQKBgQDaGzCYC/6WumGJUerVCzZd/H6+E3ntZmtz273c8+wV890RtZzUoJY4
bVNrYFs9iKFXLtNGRECEU2VzDXHUAguqe05rbzPudAZ4wSsrNchUyw8LkIXHDckt
PVLSOVhRK2gW/W2I+p2exSPQPt3Uy8tT6ISB9ZbNg/H4D160heHkuQ==

————— END RSA PRIVATE KEY-----
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Domain certificate for example.com:

MIID9DCCAtygAwIBAgIJAJajhBd074pPMAGGCSqGSIb3DQEBBQUAMHAXCZAIBgNV
BAYTALVTMRMWEQYDVQQIDApPDYWXxpZm9ybmlhMREWDWYDVQQHDAhTYW4gSm9zZTEO
MAWGAL1UECgwFc21waXQxKTAnNBgNVBASMIFNpcGlOIFR1c3QgQ2VydGlmaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIWNZESMZIXN10YDZIXMTEWMTEOMTKZzMJE3WjBbMQsw
CQYDVQQGEwWJVUZETMBEGA1UECBMKQ2FsawWzZvcm5pYTERMAS8GALIUEBXMIU2FUIEpyV
c2UxDjAMBgNVBAOTBXNpCcG1OMRQWEQYDVQQDEWt 1eGFtcGXx1LmMNVbTCCASIWDQYJ
KoZIhvcNAQEBBQADggEPADCCAQOCYgEBAN1OBGIQWUCEH7YMtiTnm5SjSDeFnm2D
EORQGO5Isf(qGjKeAub5S7KbKYOeEr fZzohYIWfk42QApOLCCpag5qfzXPcHFjfelD
ZAFM6rUetOyjNQh7IQ0gcwdjnY11vx/UjuzZnYHX36gp6bJCvkkXgYgwWaihCY3HxU
i+Rh1TsE/BBQ74BFul6E13bBICXBkh2JCvdVYmMT66GMiYkxnOwjZYbU9F1S2t0OSN
WSuQ10n7x32HWMMSrDN4AFC6BWWZzUQEaY1Vs4XrsoweuOwKDowWngwOwtYemy47Nx
yKbP2vs+mcflcbnJFOTtVvKBHVAMMbm1TmizJaMZv8T2RGiRDd32RaUsCAWEAAaOB
0zCBODANBgNVHREEIDAeggtleGFtcGx1LmNvbYYPCc21wOmV4YW1wbGUUY29tMAKG
A1UJEwWQCMAAWHQYDVROEOBBYEFMWGWVULXtYN8gVNG2hUHvZz5QxkXMB8GA1UdIwWQY
MBaAFJVFf18remwWYEpEE82PHaJpYFncnMASGA1UdDwWQEAWIF4DAdBgNVHSUEFjAU
BggrBgEFBQCDAQYIKwYBBQUHAXQwDQY JKoZIhvcNAQEFBQADgQEBAGQa®dsAS5CG
SFPgbzAXiR6bCRS9b7kCqm9Y7jADUKHISOFY/7MNy3anF8ZX0AYT5FPKMBAN95el
83TpgfjoVvaMNIYI4w5hDUh+EzRqOOOWTPeIx/cuirelgffrSgkkvQamAAbvttnXJ
121/DJFg8cRaNuhcroGo55pV5eDNATTek/Q4bMFXOV3NG10165B7MUHNNW7 IwAFT
kfcO3cYfdOYONObNkw8/zpStkdnicrGfHAO1fV7ipFbFSXFNEApdplbmVx9IpVx1l
Z+qrNT72tvrB84rBgHEYGGwz t foWwhbhowWwzZZ/VFaGRvsjHc41loastSHiZb9h704
TgoZBWNLM7E=

----- END CERTIFICATE-----
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Private key for domain certificate for example.com:
@8y01lT1idobNwxzVsi3mrhtOpfbPBERZUSSCQYEA5JG2
aGRCkyzASGANZmgqXCP/pImU+tJb20CgQ6/3gsxi/191LwtRhFgx/ptYCgzZWlpbz
+mpnDgexKtowldbjorrUADw84zG4u9d+uWOCXEpCVIEU4DZsRURdAY30zpK1lvJaUm
NLgBiDj8JKUFrXTi4Rzx1Xysf6ndwWAXDPDAI+GECgYEAOYFrYY+dohSvsouijY4e
FV5n5t8E7iQF7L72S00dLHy1DjOV2+VF71erbDusJ751q9hj1qp7Iid3ips/M87P
20qJsSMTGb0JrSTOs1V6mx16LCD5Fmm/ jyFIbeaMZ9FpNgT4ipd38RSyPrhTIbv7kp
3A07AtXtwtVzBPUvcz8A/8ECgYEAW2PS2F13gdql3ns01Ho3gqVoaGUUUULOK2MI
wjYM1/AKZrR4PKthm1PIEPT/tTpsBz2yBBO6X0Yya5+10DWz0yoGHN1jeR7GgRgh
hqCOEHGQuUizkRd9hu+rSgiI+oXmCQF4tBv+W17+YNKOAUidP3gTgIZUAGTjxe9io
FzBXG6ECgYEAyAHvSeqqwmdotdpWgR3FKk1CmtH7ZPnF2rsuRBaBoYnWtU6190te+
+Bmd4fBUB9tQ0zUC9desRtoK3+wlJKHEPjm/OFxtQQi90gHEN4e6P9jO0wXJINkSsa
GjGUTzQ3Vm2baeNMg7sH8C5mQ9nskDuCzd1VAB2bMp230P16CcVvPIbOE=

————— END RSA PRIVATE KEY-----
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Domain certificate for example.net:

MIID9DCCAtygAwIBAgIJAJajhBd074pQMAGGCSqGSIb3DQEBBQUAMHAXCZAIBgGNV
BAYTALVTMRMWEQYDVQQIDApPDYWXxpZm9ybmlhMREWDWYDVQQHDAhTYW4gSm9zZTEO
MAWGAL1UECgwFc21waXQxKTAnNBgNVBASMIFNpcGlOIFR1c3QgQ2VydGlmaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIWNZESMZIXOFOYDZIXMTEWMTEOMTKZzMjE4WjBbMQsw
CQYDVQQGEwWJVUZETMBEGA1UECBMKQ2FsawWzZvcm5pYTERMAS8GALIUEBXMIU2FUIEpyV
c2UxDjAMBgNVBAOTBXNpCcG1OMRQWEQYDVQQDEWt 1eGFtcGx1Lm51dDCCASIWDQY J
KoZIhvcNAQEBBQADggEPADCCAQOCYgEBAOWSAgPVSPMwe LWSBDHUSXJS6VkEpu6K IKwYBBQUHAXQWDQY JKoZIhvcNAQEFBQADggEBAHUZR2H2IWrQ
1s3igN1G7815m0jmOmgQX6WP2ILwBOTOqtPJIQUE2XZU9qw6dOvdcbAgLpp4EMATY
Whcs@zVTrgKpwWjDlho/boRS1gP2Qu9I86zJzf2R3mMhTHUsbpxIwMCcHQg/fdIIeP
5Ar8R5DZXx/Q9zdQLE+cjMSjx07q7u0V8DRkgMpYtp7BURg5ZXhnkAhEHXxa3/ShU
YGfy3PzROAMQMRZieAXArsIXEfkaC4Dtox/D4XLvY7njBFv8H6wqlvQyDsKXW1UH
8dS91/3wFEpQtymUUeXwk8gzf2ytT6hgrX70s6BLYy/IeRU+wLI3Kk5YZpopQZjbml
fNQG/08TJ1Q=
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Private key for domain certificate for example.net:

MIIEOgIBAAKCAQEA7CXx2A9VI8zB4tawEMdRJIc1LpWTgm7oqxWDwhYx/WDRNZM9zm
NQBCVaUs22Y3iBxLOrnPV5y9/essyiYk91pZt6S1INODUpmXbBCDI/6/H8d/UEHKP
ezYMT8pmgudCMVBrAccxz6QK1Jrp@IVOYP2cD1XxgNXE2YoYrP/7kdjF70HIjolkY
2VIHWAMOQtwWDpRYE7Tom+sYW3WT20COxX/kLTfX5hgampcGWpk5XxajQanpwwd3gu
u8NmTCO1D+3jsS4VuIrfga+Hdy6HOSQXxuT4g+BW/uiGNY80XpbKBOQTZVccOGFO3g
xc8rJeddffmwHnZ83K037aozxujhA99NmUavHQIDAQABAOIBABTBYR2B1pTfi0S6
yLE6aSjWriILhD76NFxrr/AIg79M8uwE]jCNIO2N5+CckXvv4x219NOUO+tt2Tii3L]jaKgAua7mgG/aNB6MGGwdpBAPUZDL+DuKfbDbzTOL/IuaWoFp
40RCOUP5NTUOWZIKB7a6Nn5S5ROKXX1GUIphfcGecCgYABIYdPmziUOfxJ79ZrBUgV
8ZKwWbzQxpyLsVgzEsthSaRs45a9S2QiyLvIECIRm25S2i0i1RSU/rOncPVvEJc3q
+SG7Zgkb146p34WvUbGAMhHGCNSHO+3tIM/ jagGltmzbwwWmV7+MwENT7vI3VH6U]
EuUkUlbiHsXv53zAbWekHwKBgBYy5HWTLCEXbA6209NdhIMPY28YQUC1RQ4tjReyu
MNz6AIQayahZiTxbG08f9fAeDrxvYPzKiFMKI1EN1FrpWf4803DcpMSnink1IVpO
kwBQgOIdrods3j+yaZTzCzcTjVxKXkUSTDjw+b2A9kzZhj9v3HCGc2gbl/5Utraio
JMMFAOGAHb+k+C4e8WrW+3jXbbG/DgAkSokK5vZwZLHeWBig9bEi1i626XN/OFEQVXp
zqwyNo6zQaofmS6anT6P2M7NC1SGIxh27eBTiTLPpINCX1GTWAQEtXmYtvnAZNzXC
5Ur0wvS5bLx0nbhJwN8ZBwz IhYup@kU3pn99GcF+vkj5EQ7Zftg=

————— END RSA PRIVATE KEY-----
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B.2. Certificates NOT Using EKU

These certificates do not make use of the EKU specification described
in [REC5924]. Most existing certificates fall in this category.

Fluffy's user certificate for example.com:

MIID+jCCAuKgAWIBAgIJAJajhBd074pRMAGGCSqGSIb3DQEBBQUAMHAXCZAJIBgGNV
BAYTALVTMRMWEQYDVQQIDApDYWXxpZm9ybmlhMREWDWYDVQQHDAhTYWA4gSm9zZTEO
MAWGA1UECgwFc21waXQxKTAnBgNVBASMIFNpcGlOIFR1c3QgQ2VydGlmawNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIWNZESMZIXOFOYDZIXMTEWMTEOMTKZMjE4WjBWMQsw
CQYDVQQGEwWJVUZETMBEGA1UECBMKQ2FsawWZvcm5pYTERMAS8GALIUEBXMIU2FUIEpyV
c2UxD3jAMBgNVBAOTBXNpcG1OMQ8wDQYDVQQDEWZmbHVMZnkwggEiMAOGCSQGSIb3
DQEBAQUAA4IBDWAWggEKAOIBAQCEVYOIPBUANXY 766KHiYDXyOpYEFboLJV6SEtw
UWQozS3hQurFidou4gkCspblzaMoty71nUexbFxUKdbJOWGMcB2hrezJ+6rwJPK/
bF5YDijVtVgMRd51v/Ni5yzteHfrMszWnz3t+0jgak4XTjBIMP2ROOT67GUPELFV
sDeYtWi+GlebDAR6bT6Jdba2K6DNmkxT5Rr60YJHIApYbubk28asBQN6EGBBgGPEO
RReJYrjoJR/rBDDelbXxK+ONdFXP1wjI/TRPMpvUYrawgTjJ18tXISgFlhtaa/Y1K
YP79Yun2N1/3UQcPIc/C6CXBs3yAUK3qQO1G6C5pXHOKMMINAGMBAAG]gadwgasw
UQYDVRORBEOWSIYWc21wOmZsdwWZmeUBleGFtcGx1LmNvbYYVawo6Zmx1ZmzZ5QGV4
YWiwbGUuY29thhdwecmVzOmZsdwZmeUBleGFtcGx1LmNvbTAIBgNVHRMEAjAAMBOG
A1UdDgQWBBT7CTX1Q5GKWVXGZNY24mmmVUENRDATBgNVHSMEGDAWGBSVRX5FK+pl
mMBKRBPNjx2iaWBZ3JzALBgNVHQS8EBAMCBeAwDQY JKoZIhvcNAQEFBQADgQEBAKLY
wUWGRhCQdhjzY4bxOR5Kwz+NHvsb8rjlPqfdcbNujBCw+rD+/uux@G3HwWW+Mraj5
U2tUehwz87k6SgdqADzL/CP2mjzCJo5uDhi+tzjeqg6Zk1TSZYQrL3FSv/AgcUfFI
9HUCGkix/htaoEMy2zNZnZ0jdtFMEQw7wb3GxxqwWTUz19TToloCXYmLeQo/ jwuad
40ybun1P5CWk05Md2Y5zuUNfCsRRz51LYtAVFANtLBfeFV+S87AwrrdeITT+iyB7H
Jj+t24U4IMC8MttcHB1PPBURVCc2kmhNEQuUTzelCsldXgY2+kn8ItnLdvimvLpXA2
2Y41CPLCSj9AlqqzL9I=

————— END CERTIFICATE-----
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Fluffy's private key for user certificate for example.com:

MIIEOogIBAAKCAQEAulcjiD+1ADV8u+uih4mA8cjqwBBW6Cyb+khLcFFkKGUt4ULQ
XYNTruIJArKw5c2jKLcu5Z1HswWxcVCnWyTlhjHAdoa3syfuq8CTyv2xeWA40lbVa
JEXezZb/zYucs7Xh36zLM1p897fqIl4GpOF04wSZjOkTtE+ux1KRGXVbA3mMLVovhtX
mwwEem3+iXW2tiug55pMU+Ua+qGCRYAKWG7m5NVGrAUDehBgQYDXDKUXiWK46CUT
6wWQW3tW8SV]jjXRVz5cIyPOOTzKb1GK210E4ydfLVYyEOBdYbWmv2NSmD+/WLp9jZf
91EHDYHPwuglwbN8gFCt6kDtRuguaVx/SjDJTQIDAQABAOIBABtIBLi+8K5eJ1lvw
/MOXOWKrMrwf8E1lftppnGTxhfjN31MbFIFA5hJd3GNCdqQWAMI1YKS6YEZ+mu/rmH
WpP2FXCX01iFgSebd8tCMilb027vOfXZUKTXxR4aj41YOHYrLg7yfrSXjERSWQ1KPMK
PVKmLOWpk34+2j00hqUDpR3xhcJC1Q81fC1hKe2JoixNDoPdfM3azTq8QUPLQD2I
mjwwlIH1677G50/6gM1o0MOFeqv/3cUWiRmvPv4eyGHANtuFXKFpB4DQQMQL7TD8
FOOHBYmHIOzSSF+gYgBFObOYNgu2CqgZr fED9cfOrRotrbXfé6tM+akclxfHhkfKaa
JPZosbUCgYEA4MaetKsa7azhEYMc4TKOxhhV5Hi61j1xR/6h++uYFOOIOBjM9yU3
5n6vLpYyghNbW2bKO80IWPOOF4syvyKYR2e1mUDraH29DKAtRLEKU9K82RG4AMXmk
G6ZsWOTfx6JF350nAKV]j/7aN9jc4K1v6EFYQGYEXbp4I0fhFfbJIBAe28CgYEALDmMX
1KJID+jWw9ypHk51YJI3r+a5qPPNVmjGKQQje3Y6+rS1xmwWwOhMwXoCBOYRWhHBRA/ /
SXH93PZ8rECjNkhxp6A087X2Gcol5U6kH+rwfd/3+SsHgPrugaDIwNl1gkcu8VRrP
8uP2CgJoDBi5UY2UR97GVK98x8k2Sf6kDT32mQMCgYB/KH3R8VY7j0iKcqTcluwl
J1E3/9gB4S+wQ8YELthOFVCPOsDsLuzd1lItfRw70fUraa®1k/SHeSIfiJdIghN6mz
0DFMQ+7vh47zUWurzPCg95n4nk5ihIkNR1nV9elJTudjLcWS3pFyC2JU3XIObE+n
k66zufFOUUWFSCi2juibqwKBgCT6RHe1JjkDe2FniX8r7D88Yy/WIOwXVtDWgqiE4x
XQ/0fP8A6IjBKTaQ5qcp2zBAXbdZPjc7VEta21A8FVQPXVZCrsAAFXha4413zVs0
WYb1L1TI7ZXA2yvU8wWW/GndsO0zU1iTRGX6W+sAYOr1ll/M8k/tOknASHTeEYSEbQ
Y/W3A0GASjoC9Fjy2aBvH8SQaimn/Rx3hOFR4myOGWtHXrXmezo02YdcM01d8rlz
A/sQRvVOoTfHRwyoaIkZKALprEGYXEqQCAMMES1h9XYAcXxfW23RfqC39DYbIRTrRkwa
ArJmcEdRESOSIYhhXGfE1QMGiwj1UXMWeYcLtqQKWiLLDTYYfQE=

————— END RSA PRIVATE KEY-----
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Kumiko's user certificate for example.net:
®RXYQOK//0X/+jZeakhFty/R9yerOKaXwdLRA6KtncISui
z9rFh1TB91Hg6VNJUN9+Xonbcs7siXbj3qzdhb70ipI4PoQlXVetyu+SzAVe6MsU
51wLmpQpIzQdSsJyxaAsW+AsyxunhWwiPzZ888UM4vXjacZuj8GvJI8w2XjgJlilQvV
s80jJWMKnAGLaR7grTBmGQ90e6+cg7hWuoGB1QAOROh8zWQz5AgMBAAG]jgadwgasw
UQYDVRORBEOWSIYWc21wOmti1bWlrbOBleGFtcGx1lLm51ldIYVawo6a3vtawtvQGv4
YWlwbGUubmVOhhdwcmVzOmt1bwWlrbOBleGFtcGx1Lm51dDAJBgNVHRMEAjAAMBOG
A1UdDgQWBBREWWH61U17BIWeiKM35fMAiE9XxazATBgNVHSMEGDAWGBSVRX5FK+pl
mBKRBPNjx21iaWBZ3JzALBgNVHQ8EBAMCBeAwDQY JKoZIhvcNAQEFBQADgQEBAKES
y9YyoZ1lkFw4WxPalK087sSEveKBfzh4TuYQf5YcSIPwWOC0ZG]j/gNxn1juiYhE93G
F+Si/hJMOM6cc7SLB5SpqO6Tt3PYyPBIOZOWKkOkoh92kDI3axSr6II9P1svp+Xsrl
bz5Zy8njy/YZrk/q0aHqQ5J6nPNp5qwF+ns2t+52188L115nkBgOXFOUEORIKkcdF
CUFRUJj026GXAILR6WUThOZzfq55Azwl15Y9Y9QME]jFhkbYL1sOOHXxcJdnt+6Sdm/VvN
MeMJZdTzpix+8pfPhJgHoyz7nkAxhgzCORT33ra33BNkMQ6esR1QONJI+ZRsRLhHP
07+kvXvmj9AASA291wY=

----- END CERTIFICATE-----
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Kumiko's private key for user certificate for example.net:

MIIEpPAIBAAKCAQEAXPOFTe58Qw7ualL+m9HJIhyBR/dyoTWOXMgorIqg4uDnlAYgr/X
YEYDwWV336yCFUHSJQQA3iw7rB3bAVRHXVr4PqUZS1RA4MHHDtBeQFW6tzCtjY5mu
SNJCKSGtEV2ENCV/6F//02XmpIRbcvOfcng9CmlinS®XeirZ3CEros/axYZUwfZR
40rzSVDff16J23L07112496mXYW+6IgSOD6EJIVIXrcrvkswFXujLFOZcC5qUKSMO
HUrCcsWgLFvgLMsbp4V1oj2fPPFDOL142nGbo/BryfMN144CYpUL1bPKI1jCpwBi
2ke4KOwZhkPdHuvnI04VrqBgZUANEdAITM1kM+QIDAQABAOIBADULR+kwp3sVrlcX
Z341fSofmBALNeKpA4+KJ/JICr7xQ9bfACXhecZAnuWLNZ6TUNRFgoK12DVEOOKYE
gHD57n36dcf9KR7rpH5xi00R1INCOiRTfNeFpPRNZiCZBWNiAXFLNHGtZNVNpwT7XI
axMNqsruU6epi®0/quAPkOu5x6e0+j+j3ZauI4EfD1w2R6MOBMUtATauZEEYLUC9A
6bFz2AFDChPVLWSjNMUuOtAJCc8Fss8XxK1s9HUXGS22eUfHXWFkCGwChuw60obGmas
E7GS7h4g9QvvQ4hGSVy9/MmQ88GmTOLYN0YyZzFBCPpuwjOQTHWSD6741dMSLAKXYVK
JjcnTAKKCQYEA4bjN2ILis3uwWTjvTNnrmwnl1QoZBZDhglLuNs501Xt0J7CdkckUvs
ngqQY0zNk/9N8vUs12ds3csXHypuuGrIJwAVT648RSPDUUQ2X00PSLONeuzZt5V1fT
1VyVWanKCBZ5sztISNVPt7Pu8DtGLHch4S/7M+gEUQB10gz7fyJHVFSCgYEA32mE
61N67aHkqMLa®6ZI9JIk/3SSFIPpjwz4atk+sQCqEzawPvkT7qF2+U81VtOXXKIZL
aexsopsULCGS86TEAPoYt]jjk91p6Z2Zj8mgRZLUS5g+gRATpAFhXMgIctU7U6CDIW
SPa6bUxJp9XCa/GfeYLfas9VvBhc/80C7I4ygjLDSCgYEAgAG7YyuM/CSY3MRrARw8T
f4awoqgkIgHtwfnP2gjobtjEk8GX0kvcle4QQ9aJoiY6HPZM8hpO6KkUIUSCzyXGCKF
s$33Yzc+0r9zTqzuX3b1QA4tNFt1SOPOTOEN28KhXSIrmbXxbG+LMMINUF6yluSw+
CUQxA1i6ye0Gjes63Ph10i0CgYEAUECILGQPTGMYAYWgC93n5Vu6ir+Ix089sgyL
ewlirhakLiWTYsTxsyGHwWQKb4i@IWOEHWVp7DPDPhcs3tCIezhN8WKm7KtAFj1HO
YZfemsFU991utPwUKmNWQF1XgOkeR7cOHtDSRWM15Q45uKInYmmkSptHjYFNSGXe
q4fK40sCgYBOAYtsLfM1qt7s3htx4hZSMFbLP/iMGW2DMMAZDW+XXsvw86ibrcwY
8c3hbohuJBpyAzba4QoR2G+gtRmodLca+tQFMrObETHFg1INCY+WOHRSNRIMbCS8w
dsszPgHWf1nrxBLBiDF1HZwSqbZtLyBjP1HJ+fTiPNo6UTXx8aDQ4Pw==

————— END RSA PRIVATE KEY-----
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Domain certificate for example.com:

MIID1TCCAr2gAwIBAgIJAJajhBd074pTMAGGCSqGSIb3DQEBBQUAMHAXCZAJIBgNV
BAYTALVTMRMWEQYDVQQIDApPDYWXxpZm9ybmlhMREWDWYDVQQHDAhTYW4gSm9zZTEO
MAWGAL1UECgwFc21waXQxKTAnNBgNVBASMIFNpcGlOIFR1c3QgQ2VydGlmaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIWNZES5MZIXOVOYDZIXMTEWMTEOMTKZzMJESWjBbMQsw
CQYDVQQGEwWJVUZETMBEGA1UECBMKQ2FsawWzZvcm5pYTERMAS8GALIUEBXMIU2FUIEpyV
c2UxDjAMBgNVBAOTBXNpCcG1OMRQWEQYDVQQDEWt 1eGFtcGXx1LmMNVbTCCASIWDQYJ@1ct/L0a53qwWfbCVogQDhMEQPTVdPm+JzTrM1weZdrk4KbnXGp64Jtpu
XTVI4GCVAGWUTOcmpspDmHbPOKm5kcltkg==

————— END CERTIFICATE-----


https://datatracker.ietf.org/doc/html/rfc6216

Jennings, et al. Informational [Page 55]



REC 6216 SIP Secure Call Flows April 2011

Private key for domain certificate for example.com:

MIIEpAIBAAKCAQEAORWS]GImVgp+qSz273JZBGn1Z8]j5WxCAakkfe8BIqyOSUI3GU@1chQKBgQCKLEH7vWQX8fkw+yKnmvAF0Z5H3IHUQw/WYsoCOVnWoY+vowcuuTTt
cbW1VkrtEjJPuYeEPa5NI2kmsNUZGrKCpx/3uq2J3fMVopJzIN9biFM4ulcKgf9oie
hiVIFVVmxg+dVmXBgXCknhYK1Mnt9b3BK6mDgerQjK1TKrygAJ2QpQ==

————— END RSA PRIVATE KEY-----
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Domain certificate for example.net:

MIID1TCCAr2gAwIBAgIJAJajhBd074pUMAGGCSqGSIb3DQEBBQUAMHAXCZAJIBgNV
BAYTALVTMRMWEQYDVQQIDApPDYWXxpZm9ybmlhMREWDWYDVQQHDAhTYW4gSm9zZTEO
MAWGAL1UECgwFc21waXQxKTAnNBgNVBASMIFNpcGlOIFR1c3QgQ2VydGlmaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIWNZES5MZIXOVOYDZIXMTEWMTEOMTKZzMJESWjBbMQsw
CQYDVQQGEwWJVUZETMBEGA1UECBMKQ2FsawWzZvcm5pYTERMAS8GALIUEBXMIU2FUIEpyV
c2UxDjAMBgNVBAOTBXNpCcG1OMRQWEQYDVQQDEWt 1eGFtcGx1Lm51dDCCASIWDQY J
KoZIhvcNAQEBBQADggEPADCCAQOCYYEBAKOWX8g1KbnGX2YEOXrbod2pbROTpkYW
V70/tIWHdd1+ACL1ggNPKSMIqwAFbZ2uf7S950kXhkgRIGwW3BugftUJIS7zDhqVvqgi
dgPLMUPrdzpFazeh/AwBjcOwNBz/6tkUXrm7y/FwwzaCoKw+8Qm4Ibn2E3bNgwlm
iyKOXnYt4LGmy6J5e64hfQ3Vqe@ze5cfLKcpBbjF/TF75utbnH25ZEOC/01b+x1f
dwyDjSHONN+A1ZFrI2NdleVAuH6F2vx4ctwzZUzUJIXyXezFmw5SRzhtWkb®@iHOOER
Ne7hCHLCv2Z6/GfIuHirCsGtNKSQIC6k74MyD7D75n1tnLVgJ70xt28CAWEAAaOB
hDCBgTANBgNVHREEIDAeggtleGFtcGx1Lm51dIYPc21wOmV4YWiwbGUubmVOMAKG
A1UJEwQCMAAWHQYDVROEOBBYEFC1TKpLjuKa/dPumVbeFXEWAURG6EMB8GA1UAIWQY
MBaAFJVFf18remwWYEpEE82PHaJpYFncnMASGA1UdDwWQEAWIF4DANBgkghkiGOweB
AQUFAAOCAQEAJry8LukecUv4DUs5u/s6IymyqDLpeNvm94yrIIk/eRW723trorfs
6zFOPd/+NzDXRYPe99HQgF3EKYNdKIfnRUStJzIqiba2UszypDVRTQ6WICH9e/1q
FdCjjeoVkRvnGo91S8DkgWM4boNRUgZtYwP+1I8hR+0717tpOf4fKjYX+NxPe30r
WzbLYXFDEiPndEgcXxHCc84Eeupit7VBQm7 jxtF+XbaVGiLPGKCiYqdVS08h2ZakRK
8T3xLBECs4/rQn7PNPYEfS52R8hC70r66aAxZqLbKNpth/Sz3/hdeAyJ/NnFMW1J
ug3kB5YAJSWMYAUXaQhB1BvxKzXqstzJHQ==

————— END CERTIFICATE-----
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Private key for domain certificate for example.net:

MIIEowIBAAKCAQEAqhbHyDUpuczfzgQ5etuh3altHR+mRhZXs7+0hYd12X4ATIuWq
008pKYirAAVtna5/tL3k6ReGSBEkbDCcG6B+1Q1LVMOGpWqJ2A8sxQ+t30kVrN6H8
DAGNzTAOHP/g2RReubvL8XDDNoKgrD7xCbhghufYTds2pawaLIo5edi3gsablLonl?7
riFODdWp7TN71x8spykFuMX9MXvm61lucfbnMTQL+jVv7HVI3DIOOWTQO34DVKWSj
Y12Vv5UC4foXa/Hhy3B1TNQ1fJd7MWbD1JHOG1aRvSICc7QRE17UEICSK/Znr8Z81i4
eKsKwa@0pJAgLqTvgzIPsPvmeW2ctWANns7G3bwIDAQABAOIBAHIjpV+B5YVITL59
+UCr4JyKVLGlioQf/CygafjtZzTVvVva6v/aRn8Rkgh8XyrJ9sXvzZvB1lTqiUbdM4Z9T
8faVSKLAWS j3thkfS0jTMzU77x+IdCG6LXxSzekAGQAIJ7sRL+iEz1/Fmi1wWlgEYhl
GIWILgHHO1Nn300eCy72dwmAV+2Hazn8eBggkWxMpOfblRCI9pVhOFCo+jyllHasjL
00BkH511bmz4PUuUY072j26659Pm7i0nr25igef842JkbgAV8rAoN1Q26Y7tYLEwW
6QyLvOodebOrHZ8IEzahWAdmIPGCIUCFM7RmyIn0OatGAOdVEU3uYnkUQQV0i/ JTx
46CCMbECQYEA4c1Dv/IVz9pdwWlo/0OMaJ94zfeg7Pgn5DRXNNMjCSSXVHSMINw1UL
BcY0zs77vWbIuXiX02xQe9mGA2ss3+vNXBOeu6EBQ/fK16cQQQH52nXdrVisqnkN
5B5e1FKCcZKPTfNVWrgOBC6csDNdTcHP9STIKsxWkesLzC3Vz5UXZMsocCgYEAWNYV
+SsCIQGLT8ZZTKYE2nHQRUFknKc/tWQJop5gnE4ws3Lgl3SNyCUQr/sDYelxQDE3
6C0M197JcZ7jggbq7grigIxMznRxLMeG7bb7FfwPE/SKVOH5uagEB7ktF18XxIJKt
yOCK1ulillQjToSs4uetHLRXKCDSEpRiSw7wRdkCgYEAKDKBXYa/nykYDUgpDi57
1PbFkDD9G5x+YVPTUoX6wWUgpabFjEANHzZVQQo@dTRDTrYmY8Tdpx22WiS3SaB7WS
hfcCtVewczM++1DZ9GnKoVQ76IaM6qC72j36SEXBUhPEa®72ZK8ZDCx1dsmEeJnN
+MZKhxcGX19tIehJ31foyukCgYB9AUsS1PwWAeTVX130rduyhUQOx0oNmMA491Euh8
FpciPD2timzkyZwvjPeIXPwQWLg1lmMJIZJeNeRPNpQcrR165zqXKzSj/wBePn12BM
CTXLRp6vNPKhJg+wno4eQ5hKzGKYbv1hHs5iCuDx+pD4sWEXpmwW+Gdn2FXCYwSAF
UCXJ4QKBgAKSrm8Y5xQhd8RAMg9JZLGUpPNMTKNU98T3fUFNX7jZEZETasnn18vd
65x04h58cohJJkNxqeL6k31c3MwOpzZrvsIha3ZMEOoJPCgwBa8zLzrR13YQin6yf
+bAmfTDmhigpORB360DY4B1kcwxKzQOn3XAt1lrL7NRV5wHr2ejkyY

————— END RSA PRIVATE KEY-----

B.3. Certificate Chaining with a Non-Root CA

Following is a certificate for a non-root CA in example.net. The
certificate was signed by the root CA shown in Section 2.1. As
indicated in Sections 4.2.1.9 and 4.2.1.3 [RFEC5280], "cA" is set in
Basic Constraints, and "keyCertSign" is set in Key Usage. This
identifies the certificate holder as a signing authority.

Version: 3 (0x2)
Serial Number:
96:a3:84:17:4e:ef:8a:52
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, ST=California, L=San Jose, O=sipit,
OU=Sipit Test Certificate Authority
Validity
Not Before: Feb 7 20:21:13 2011 GMT
Not After : Jan 14 20:21:13 2111 GMT
Subject: C=US, ST=California, L=San Jose, O=sipit,
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OU=Test CA for example.net, CN=example.net
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:d4:46:65:51:18:84:1c:b5:93:47:a5:15:14:06:
ec:dc:2a:77:93:11:5e:75:14:d2:88:54:bd:16:50:
dd:41:3f:7e:2a:e4:26:d5:a3:33:b0:5e:37:1d:e5:
96:37:1c:1c:69:80:a4:ef:fd:22:78:d7:ce:d3:c3:
de:96:fb:87:30:88:bc:06:14:80:5d:f3:ab:d7:64:
3e:07:31:dc:97:¢c5:d6:19:26:bc:7d:0b:f8:de:5e:
f9:0f:dc:9a:45:0f:28:8d:dd:fa:15:56:d5:35:17:
28:80:d2:fc:1f:d6:95:95:42:0e:2c:47:38:53:ad:
fd:0e:24:fd:a3:43:33:83:52:65:54:da:48:d8:dc:
86:42:d5:26:ac:1d:52:54:08:52:e5:3f:4a:76:95:
77:8d:c6:f2:33:f0:18:87:c8:fc:5b:54:5d:dd:65:
fl1:5c:f5:¢c8:f4:36:54:8a:b6:7b:6f:f8:55:f8:d8:
d8:df:a9:7b:40:45:4c:92:0f:aa:b2:2c:al:a8:64:
d5:99:22:1e:28:78:a0:d8:e5:51:64:3f:03:14:a9:
12:47:61:84:d6:b0:69:1a:6b:a3:6e:d8:ca:ce:43:
50:ad:57:96:2b:87:15:d9:¢c2:11:03:b0:82:d4:f0:
80:bf:dd:44:f4:f6:39:0a:2b:e3:4d:d3:f5:e7:aa:
34:e5

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints:
CA:TRUE
X509v3 Subject Key Identifier:
72:70:CF:66:1E:23:A5:38:FC:6F:40:8F:86:8A:AF:E0:B9:6F:E9:C3
X509v3 Authority Key Identifier:
95:45:7E:5F:2B:EA:65:98:12:91:04:F3:63:C7:68:9A:58:16:77:27

X509v3 Key Usage:
Certificate Sign

Signature Algorithm: shalWithRSAEncryption
70:73:c0:65:9c:2f:09:39:39:d6:a4:5b:95:e7:7b:43:34:b5:
b9:b2:5d:76:eb:ef:87:e0:25:b6:68:ab:ee:f8:f7:85:c4:21:
47:bb:6c:68:62:ff:f8:84:1e:44:5a:30:4e:ce:97:91:cc:3d:
43:4a:8b:b7:25:26:08:63:c6:71:4a:c1:94:35:81:66:de:23:
9d:e3:37:de:31:80:ed:58:b7:07:a7:ea:87:d3:cc:da:1b:62:
€9:82:c2:17:€6:2d:20:e4:b2:69:14:cb:05:43:34:6f:b5:2cC:
60:d8:44:43:f9:e€6:€9:3d:7c:54:a2:b9:d9:1e:7d:67:bb:3f:
32:31:0d:¢c1:88:78:a8:67:39:1f5:d2:3e:08:1f7:38:84:a6:8f:
c2:3e:00:ce:5f:b4:c8:da:al:b5:2f:c2:89:60:a4:3a:2b:be:
98:e0:44:34:af:ec:7f:73:26:11:94:5b:39:09:b9:9f:93:c2:
9d:7a:96:2f:82:66:c8:4d:f6:db:87:00:8e:bc:2a:b9:51:73:
6c:cc:ff:e5:31:25:b1:4a:d0:9a:a9:¢c3:65:35:21:89:76:3d:
39:78:84:42:a6:03:0e:b5:¢c9:2f:5d:18:bc:9d:b9:82:f6:83:
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dd:2b:29:6c:8d:2c:8c:47:d4:7d:be:de:32:13:85:92:32:bc:

61:62:6b:e5

SIP Secure Call Flows

April 2011

Robert's certificate was signed by the non-root CA in example.net:

Version: 3 (0x2)

Serial Number:

96:a3:84:17:4e:ef:8a:53

Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, ST=California,
OU=Test CA for example.net,

CN=example.net

Validity
Not Before:
Not After

Subject: C=US, ST=California,

Feb 7 20:21:13 2011 GMT
Jan 14 20:21:13 2111 GMT

Subject Public Key Info:

Public Key Algorithm:

RSA Public Key:
Modulus (2048 bit):

00:
64:
cc:
10:
3e:
b4:
7a:
f2:
5f:
02:
ag:
f4:
34:
36:
cf:
of:
b6:
f9:

ds:
20:
41:
of:
88:
of:
2d:
4b:
3b:
es8:
03:
ec:
e5:
f5:
la:
35:
51:

23

Exponent:

X509v3 extensions:
X509v3 Subject Alternative Name:

dc:
66:
4ad:
ed:
c4:
03:
21:
26:
41
bb:
b7:
ba:
77:
28:
06:
6e:
8c:

(20

65537

14:
ef:
bi:
57:
e4:
3e:
44
of:
36:
50:
28:
7f:
be:
60:
5cC:
ff:
21:

48 bit)

(0x10001)

69:6b:71:09:
9f:9c:30:06:
cf:f8:53:5hb:
b5:fb:6d:4b:
ef:35:d1:63:
a0:00:d6:c3:
48:db:01:b9:
3f:d4:99:63:
€9:9a:70:be:
66:2Cc:98:94:
15:28:c3:cd:
4b:bd:9b:28:
89:f1:c9:76:
01:29:5c:f4:
0f:f9:81:67:
a6:a8:80:74:
bc:06:72:59:

rsaEncryption

2C:
30:
a5:
of:
91:
26:
54:
e4:
f7:
45
az2:
8c:
4c:
le:
dc:
6cC:
do:

L=San Jose,

Ob:
39:
od:
8f:
20:
e7:
es8:
7e:
4f:
9e:
ad:
od:
37:
7a:
50:
8:
95:

L=San Jose, 0=sipit,

O=sipit,

of:
eb:
76:
do:
68:
57:
dc:
14:
08:
7e:
ab:
87:
34:
15:
09:
al:
42:

a9d:
14:
ec:
of:
18:
8e:
dé:
Oa:
6b:
01:
07:
e2:
3a:
19:
e2:
Oa:
d3:

95:
16:
97:
Oe:
f4:
21:
e3:
b2:
4a:
Oe:
f6:
66:
bc:
34:
as8:
3:
02:

CN=robert

08:
da:
ba:
15:
8e:
92:
di:
73:
db:
9d:
ff:
di:
do:
81:
d7:
bb:
2c:

cl:
19:
16:
a7:
3b:
a3:
b3:
1c:
44
c3:
69:
24:
9c:
1c:
9d:
2b:
ce:

URI:sip:robert@example.net, URI:im:robert@example.net,
URI:pres:robert@example.net

X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
A6:42:BD:62:0D:6B:BF:EE:67:D4:C7:BC:09:3F:0B:3A:12:AB:19:CE

X509v3 Authority Key Identifier:
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72:70:CF:66:1E:23:A5:38:FC:6F:40:8F:86:8A:AF:E0:B9:6F:E9:C3

X509v3 Key Usage:
Digital Signature, Non Repudiation, Key Encipherment
X509v3 Extended Key Usage:
E-mail Protection, 1.3.6.1.5.5.7.3.20

Signature Algorithm: shalwWithRSAEncryption
25:99:ea:1a:1e:96:6d:4e:b1:9c:5a:43:77:ea:3a:a7:al:b7:
22:db:b9:d4:9a:1e:17:f7:13:2e:b2:ca:80:dd:c9:a5:db:61:
41:c6:8b:65:ae:0e:fc:9a:46:77:16:e0:e2:3d:1d:20:3c:e5:
d5:e0:b8:03:41:4f:e7:69:bf:e@:4c:dd:cc:c4:51:b1:da:2f:
ad:58:el:ed:c6:5b:04:ea:1le:af:9a:89:cd:be:60:3c:9a:30:
51:7f:99:5a:6b:5c:8f:5a:d4:b8:ce:b5:8b:31:74:70:b3:cc:
5c:04:90:d8:8d:b6:75:55:fb:c1:d8:e8:db:cf:3d:80:e4:8d:
2f:7e:b9:2b:a2:9e:9f:1e:6T:d0:4e:6e:f7:f0:a6:61:3b:9%e:
9b:4b:78:6b:84:37:ad:93:19:0d:7f:46:5a:18:74:89:8b:a8:
la:75:bf:db:df:25:43:4b:57:ab:al1:19:2e:7c:7b:b9:b5:50:
ef:2c:1f:5¢c:18:8f:6Cc:66:83:61:eb:25:a3:21:81:2¢c:61:3b:
ee:8c:18:1a:89:9a:29:0d:5c:5b:38:f3:71:3d:61:f0:3f:80:
33:90:T2:60:53:48:fb:7a:65:¢c9:5f:1f:a3:e8:75:42:42:f5:
ad:db:60:29:¢c6:0f:3c:68:00:7a:2b:38:db:c7:17:b9:4e:d8:
90:d8:52:bc

Certificate for CA for example.net in PEM format:
]Y
3IZC1SasHVJUCFL1POp21XeNxvIz8BiHyPxbVF3dZfFc9cjON1SKtntv+FX42Njf
gXtARUySD6qyLKGOZNWZIh40eKDY5VFKPWMUQRJIHYYTWsGkaa6Nu2MroQ1CtV5Yr
hxXZwhEDSILU8IC/3UT0O9jkKK+NNO/XnqjT1AgMBAAG]jXTBbMAWGA1UdEWQFMAMB
Af8wHQYDVROOBBYEFHJwz2YeI6U4/G9Aj4aKr+C5b+nDMB8GA1UdIwWQYMBaAFJVF
f18r6mwWYEpEE82PHaJpYFncnMAsGA1UdDwWQEAwWICBDANBgkghkiGOwWOBAQUFAAOC
AQEACHPAZZwWvCTk51gRbled7QzS1ubJdduvvh+Altmir7vj3hcQhR7tsaGL/+IQe
RFowTs6Xkcw9Q0OqL tyUmCGPGcUrB1DWBZt4jneM33jGA7Vi3B6fqh9PM2htiyYLC
F+YtIOSyaRTLBUMOb7USYNhEQ/nm6T18VKK52R5927s/MjENwYh4qGc59dI+CPc4
hKaPwj4Az1+0yNghtS/CiWCkOiu+mOBENK/sf3Mm8ZRb0OQm5n5PCnXqwWL4JImyE32
24cAjrwquVFzbMz/5TE1sUrQmgnDZTUhiXY90fiEQQYDDrXJL10YvJI25gvaD3Ssp
bIOsjEfUfb7eMhOFkjK8YWJIr5Q==

————— END CERTIFICATE-----
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Private key for CA for example.net:

MIIEpPAIBAAKCAQEA1EZIUfiEHLWTR6UVFAbs3Cp3kxFedRTSiFSOF1DAQT9+KuQm
laMzsF43HeWwWNxwcaYCk7/0ieNf008PelvuHMIi8BhSAXTOr12Q+BzHc18XWGSa8
fQv43175D9yaRQ80jd36FVbVNRcogNL8H9aV1UIOLEC4U639DiT900Mzg1J1VNpI
2NyGQtUmrB1SVAhS5T9KdpV3jcbyM/AYh8j8W1RA3WXXXPXIODZUirz7b/hv+NjY
3617QEVMkg+qsiyhqGTVmSIeKHig20VRZD8DFKkSR2GE1rBpGmujbt jKzkNQrvew
K4cV2cIRA7CC1PCAV91E9PY5CivjTdP156005QIDAQABAOIBADP/7/pIH7h9vcn3
z7hGNE50kaGBHUPrsSh3yJG4a+067XbzaRW2I3XzUaileHGixoY7duha9Txu4dbJc
f2J1jR4UAIs4aSv7NDAWOOVNw308NKWWLENV288E02Tgqc8wXz/BleL9nCIWCH4Y
JwlrKKwkKmTdQpVBCWcP1I9UzduXQdZfBbrsL6+0Z+F3kbvUwYAVhhUuBS9sf4Xib
5GA2CDLPmM433gi0S3yr9KigpcLvbhAhMiPTXJ6165m9XGGCcjhxP/drOHOCNCczRD
yWOFCbaNRJUg9KEVuU+n3uGlavfonU7RqchlFXg07ea7G+mfp3Cfm744kvFEXz04k
8WLW6gECgYEA91KOmMKhMUeB1+xPJB4Za5QvrFc7nLt8ee7/aTNcyMIO13uXyPDP]j
TNEfgaRobptmwd2HVtXj1lQ54fE+pE+qS8dO0Rh2VFOW191zI4C8WNnM/6j5P+QiXY
tcZDPF22bmsSW7uaQyaOhUfIMhzox1BbUH5q5YrcA5SDmmQtaxcIZ+IECgYEA3J07
6DamIgy0eJ02GKHU/Hy8RvQZgauzCtmgmLQrwZeOmx9hORe1a71QU5F6Y3HQRCTD
RDDdJua9Y8BJOWTkasbRgxjmHQ1f4puUdTeycfWgISbcCNFTosgPH+/0ZPEh4DK10
rbldUzHPuzZdo2Q72KtSPMk+ikny21CZ9cm2mKmUCQYEASGoX4fJ/HpDMzrKf4qTG
Co8b0jXZ+wbPVT/Vf/OLtBWTCG3VrGpZG5YWo4n1RWpFEQmwuUWICNE+N2TJQXLQ+
47Vpiyver/0sAM9ISCSWOW2Z tBFGw4vOqFR3W37AaTUCYGFTnKbg+jhQX/FQaH®2c
6KXxsM5fvqoTjX7FVycp5IECgYA4TqlWpHQCcpq99Qv4sIUnuM4v+dBj6Tq9Q6gNT
HEUgNC2BDC5NWX7D4+1rXmX7qwWMc2t3S7NIMKLORRbGeq2RxVvOFUjJ7y7100xmiuE
BWNf0qjS37Hhv3aYONw/EzqeJOTOVIXFglUtgb4p+VoaZHYyE1SGG8s7pjcXcwd?
qD7L/QKBgQCeDLKx5T1d/EqwW8KNK5qD/51G/TOzu3MCD1zCjfs2BHMasv5RALd+
UNMMANDE1PHOFs7fSmCTspN8Y7+W15/kOWugpwQfST2Y8dSRVAPFp1FRt8u25yX2
mdRbU3vJISiAQPEEpKpPBO1XPXxLOeLGVOTHFWSazgmCPIKKXqOWL+0+w==

————— END RSA PRIVATE KEY-----
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Robert's certificate:
@DwM+oADWwYybnV44hkqN6LSFESNSBUVTo3NbjObPYySyYPP9SZ
Y+R+FAqycxxfOOE26ZpwvvdPCGtK20QC6LtQZiyY1EWefgEONCOPA7CcOFSjDzaKt
qwf2/2n07Lp/S72bKIwNh+ImOSQO5Xe+ifHIdkw3NDQ82Zw29ShgAS1c9B56FRKO
gRzPGQgZcD/mBZ9xQCeKo152fNW7/pqiAdGz40Qrzuyu2UYwhvAZyWdCVQtMCLM75
IwIDAQABO4HNMIHKMFEGA1UJEQRKMEiGFNNpcDpybh2J1cnRAZXhhbXBSZS5uZXSG
FWltOnJdvYmVydEBleGFtcGx1Lm51dIYXcHJI1lczpyb2J1cnRAZXhhbXBSZS5uZXQw
CQYDVROTBAIWADAJBgNVHQ4EFgQUPKK9Yg1rv+5n1Me8CT8LONKrGC4wHWYDVRO j
BBgwFoAUcnDPZh4jpTj8bOCPhoqv4L1v6cMwCwYDVROPBAQDAgXgMBOGA1UJIQQW
MBQGCCSsGAQUFBWMEBgQrBgEFBQCDFDANBgkghkiGOwOBAQUFAAOCAQEAJZNgGh6EW
bU6xnFpDd+06p6G3Itu51JoeF/cTLrLKgN3JpdthQcalLZza40/JpGdxbg4jodIiDzl
1eC4A0FP52m/4EzdzMRRsdovrVjh7czbB0oer5qJzb5gPJowUX+ZWmtcjlruuMel
1zFOCLPMXASQ2I22dVX7wd]j02889g0SNL365K6Kenx5vOESU9/CmYTuem@t4a4Q3
rZMZDX9GWhhOiYuoGnW/2981Q0tXq6EZLNnx7ubVQ7ywfXBiPbGaDYesloyGBLGE7
7owYGomaKQlcWzjzcT1h8D+AM5DYYFNI+3plyV8fo+hl1QkL1rdtgKcYPPGgAeis4
28cXuU7YKNhSVA==
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Robert's private key:

MIIEOwWIBAAKCAQEAO9wWUaWtXCSwLD52VCMFKkIGbvn5wwBjA56xQW2hnMQU2xz/hT
WBUNduyXuhYQn+1XtfttS5+P0J80Fac+iMTk7zXRY5EgaBj0jju@DwM+oADWwWYbn
V44hkgqN6LSFESNSBUVTO3NbjObPYySyYPPO9SZY+R+FAQycxxfOOE26ZpwvvdPCGtK
20QC6LtQZiyY1EWefgEONCOpA7coFSjDzaKtqwf2/2n07Lp/S72bKIwNh+ImOSQO
5Xe+1ifHIdkw3NDg82Zw29ShgAS1c9B56FRkOgRzPGgZcD/mBZ9xQCeKo152FNW7/
pgiAdGz4oQrzuyu2UYwhvAZywWdCVQtMCLM75IwIDAQABAOIBAAV+Q3GMUYPRaHbj
1tH+EKr86MfCUb2n8T9r jbefCj8QJ0a/CgkAGPKkIf7ZbFWNnYR8TXjOJhEAUhW+zB
4PphGwynoUjfqFP8RavfmVvYNS1dnsrBYwtDOoad4lmwDnBf7vec99Ui7KX5vj2HN
r8NPR7et8a00xdFaY9G46WDkCONKHBAqMMymY /Vu2KpHOTO1hTpFLMxS7We+d3Uq
mval5GUc8+ELO79uphokchr4E@036Ce41uCngQfOUAKCXCMYK271G5uue620IXLE
CgeevZPEn8eqWhSNG1981CF15AEbOtApMcMwr fchpnQMHQuUYQHM2XVewgFOgQGLN
UAOi6NECQYEASTrFg3KuwlVfi+kztX6IMjWO7YgN443NtB/9+sXKocOIz6LOPhOT
VHSVgHHpjicicBUyUa77Kr61HAV7AVOS2FRHAb3M7wOVYGKT52+1204FH6EMU42G
ISAcsS4vCTHhYQ1TOhC91bIY1XXXxuBrpoOybl1RkEaSALHN6arAEgWccCgYEA3Sod
gEcahQEnu5P8UY5j9yFaBRqVXdQKWNO2trkfLkyVgtvn7ES31EGO]jVHg23nr5IsK
IpwFgBiQVEGUQV3dROJIC5SZTETOWeWBLebC/CtZFfnhBCcCNX8jwX5m/CtTzMHUXVs
VJ1WpUDN+K7+G8KIKO+Kp5QdOCXXptHRLKGPBCUCGYAVgCUlFL8B3VBAQfsIpKlo
TZEpak5dbydj7ZI1FIZpnUJyggP+tOnr87TTafliPOgjr5gT1VWSL8BNTZzeYrQSr
1ugW3P9EzXmhVFUsa3z0ORpNobIRaJwWR1jx0046m4I37xWelUJe/JI9C590LQSw] 1N
2f+ntWPPm8GdrF6/SfH+LQKBgQCyDaf2kEf/cHCmiXuHxVUhrs4kccTGofE75RD1
hgNdyPZNhfFvu9srnTivnY2j5MIPGsksF+Qtvpk31qySghkVt43H1T9nB/A5p5bb
/7muZexQ+ua9k5UMKE10jDNbICcBFk/fFH26UWG7pPSkC/FhYVg9Q3uOVvR7PBCAYY
CUFN6QKBgBw2k5SDvun41wNV4wxGEl1i9ia+i41zg8pwJ1DUXxn0OcDv1DGzAZCNtW9
WPOR+3jVhK6V6X1mIOtqqcYZ07pC3CIBEtACKkHj2Ik+ZAEjQMf+eH62RCcv6Sbozq0
5dFCBZwWzIe2IQomg3J8+0yILSs/uzFkjGjloJIrP+0tPKSrfR+/Y

————— END RSA PRIVATE KEY-----

Appendix C. Message Dumps

This section contains a base64-encoded, gzipped, compressed tar file
of various Cryptographic Message Syntax (CMS) messages used in this
document. Saving the data in a file foo.tgz.b64 then running a
command like "openssl base64 -d -in foo.tgz.b64 | tar xfz -" would
recover the CMS messages and allow them to be used as test vectors.

-- BEGIN MESSAGE ARCHIVE --

H4sIAIpaUEOCA+ybeUATxXx7HCSCIHIpoqSIQVFECU5tsDhAEDATQhCSQEXTZ
JBtIyGUSIEREREU8i1ZRqVYERVHUCQKiUBWP1vusXCJeeIv3LfpCaRUpSF8f
tIXH/JIPdmd3fTjYz8/n+fr8JT6LEKSVCCYQTKCMd+YhKp/OLAABEAgHbBEK1
wp98NhSIQACXIAhRDBACGIRDCAiCBQCTqYAGAV6EHEKFWIQtsVrkKISD9zXVvt
jd8F++HzCy1lOr+BgD50XVimUOOFHSITRMNAUjUjKYtRRiqqwwb4BTpA]jYNO]
VIg4/37mxBwTgAUp2iNHYBFYBMEAAF24CkTKi3LVUKJOBO5YHJI9MggkaHAUL
CXASgSVACc3kwgQDgQBzu9zYXhVymULnCAImgfQAdUe08ZY0o4RMFXOmMNJI2hgm
zBk7quV+uzZn28FbIJL+1C8QxAkH8h3aeTOLMOKIiXXkIWSAgEHimPcYgYjHO
1+gMZYui49gsdpw/ky9mM33V2mOAWWTDACpPQ6eFSugsupp0jYbZIrajorzZg
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dLIz1kwg4bG/vSTfTHh48HipXOWMIMWKVUI40VES5KYaQU5TtgVaha5SQXI0OKp
AxaRy8VCHgISyqRO8miekoRrmGOf1iv5cocmZhCxClVItu2xqPbJIMgkKlapw
zHg5+sdnuXB1IMVI+00h3JQkAIoULAhRAWKMIINBForUujnRVRiGgilwhu81l4
MrHrwD92p8EQo0opPROAM/PmwCKO1URWLTfsPbN+2BwzW33rxfH79xkxbtOFAK
UAX0S8(T8YXSSGcsVyjVIrXBpA8qFsvs/ozpz/TYRYpIUNdfFy1HOUN58U6(q@c4PZ7AeXfORtHFiXeGPoYt
+2FPLKtNKFY(q6m2j90osmpHg+vv9Yjo77iX000aVBic0Z9tDp3EWCKpVIJIpT
izZzuU4BaqUd4QEaIP/AIEENOM/DAH4LV7/HeU3pGMhbZ/9xzbn/LjgP815H0kM
IwCJhFAQMQEGUS1zHk/+SHV1C1h3hgEi2MhugA+QYBgEmMoJe2QLpG3vVeA+I
UPAEPMBtwnt/JkdCp3pB/iyGlvehIgY1WsPWeEbRWUFi0jWEWKB6QTMSEAKH
GfiB910T5I+8bw7HX9HYeZaFJv0/g9R/2/0f9EFfID+Hhrvn/N+v/Vmdkal5A
B6wOrXsBra8X//gS8U+4BC1J79+XKGJITqd3G7y+VodEXOF6HRgH+e/8fJgJd
878z+P8CroDHhfFkMiSABDWC2Ir/T+gQ/59PQUEKDOaaTHYG1VviT/0F2CJe
PFvjAdJpgXEMUWABNCcUMMCShOQzIWORNiiUMmMu8X4f8L8ESUCBE8MsCDiBCR
OL7+f3Pr7ej/t2wéy/9vf/8/8HP+vONPV5eaR6TYVRfWLfhu+11h9PEH1Y17]jCKSPHBOHr6GF39XrzBx9SKM6eD
a40SrgXTD71KCoistLQIT1MeYfRj+XKQKK/oVeHiy2nwiITFQZutH/DpQeqc
vbIj9dH1R+Zd35uQs2ZJfI11vQnV+q7sweLwNN7g0irbvoHyN18Pm7tpV/GI
rJudnr7/Lv531A6Atv1l/uLn/D+DBLV53Av5rf08eAIJ8PAUPCAQAORX+4ZzUE
/XRE06i4hE/9fzaBzvJV+7NC8P5MD5AhiobpLHOCRBKOYOC+eAbkpWEWTWF/
Ju+L8P/XRATSYyis+HwW8QBGSY3E7+P6HR/29uvR39/7ZM/3v9//JIP/f8j2qpD
Df5/9g3Rp9IK676TSPAKZVXpT5r4gANO1jVwygpRhAS4HZYWMAT fnfMMN+DwKO
pxBog/94E0Rv7v8TiV3x/87AfXKfCwoIJBIIkOABVIX4P7Fj+E+GIJBEIjXh
Px3yBT1MLzydGtWw/w/mMD1CjihKxKD6SdgSLzWHqm1j8sX+tI/7/2ACgfIv
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5T+fCBJh1EQggilwuiof57cJ/kADDjQKgufkOCxh0dJzjC41BMFgAcVvKdjFmr
LOziPSuQYdfIDmX9vIJ7ro5zN3ko0b1nZXDiqzQj2PxgRPfvt3692MPesDw3
HOMRFak32LozZXSW5mZVmmHEWzc6t9900ZeP9gYbHTscbvXB5Yuk6d7DnTupR
zS97Jtkejg3IeTE3/yvh5Ko6cXzQpnFhIJ9SYbN5dIplpR4F7337BfKy5veI
zDy7YUxd/zmPbLdcnxcOVVBa+1wlYOBGVC/r8WGZ5CdzcoQFugTS1KP97Yfd
t2TaztDc20ZRG848pK4ShVjCjb1sEjbbgDNGrCPKC/ZZ914Usqo/bXj/+0UX
PHUP6r6calRTeHPQNKiHZYy3STN8T7+wvs31XNpGZbuJJ+1wIYgGsMP11VUJ3
sWn+UVD31mNSwPnbj/Z7mvZ4ek1i49fPd4PGduPzY/cLy®eNLYIOVYZLKALTB
K7aM74m3GMg/XX3D/RnboCgzWqwWesPSOxb7CO7Dt2bQhYOr5C48vzDPpttsi
gMka8temQzdYbY/tqp8vqOrvxIKvIg7nF71/PmnMyyzdOmnéeVzNU+dvH2w4
Cc8XBULANOYSMHBfhvHNjYjg78aylKLrrTOlyN1qF+PRF11SrGZNnmU+Wjko5
G+saWzdicn8BeVBe0g/IrbKKiVNCUFr2I1txryU+mccj+kgCvMfeHSVh9502
ab7u01UQ5f405wr9Q1XXhsfVDPUOM4ms31THcGaUbinanG12t/ervoY1R5Kr
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