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1l. Introduction

The JSON Object Signing and Encryption (JOSE) technologies -- JSON
Web Signature [JWS], JSON Web Encryption [JWE], JSON Web Key [JWK],
and JSON Web Algorithms [JWA] —-- can be used collectively to encrypt
and/or sign content using a variety of algorithms. While the full
set of permutations is extremely large, and might be daunting to
some, it is expected that most applications will only use a small set
of algorithms to meet their needs.

This document provides a number of examples of signing or encrypting
content using JOSE. While not exhaustive, it does compile a
representative sampling of JOSE features. As much as possible, the
same signature payload or encryption plaintext content is used to
illustrate differences in various signing and encryption results.

This document also provides a number of example JWK objects. These
examples illustrate the distinguishing properties of various key
types and emphasize important characteristics. Most of the JWK
examples are then used in the signature or encryption examples that
follow.


https://datatracker.ietf.org/doc/pdf/rfc7520

1.

All of the examples contained herein are available in a machine-
readable format at <https://github.com/ietf-jose/cookbook>.

Conventions Used in This Document

This document separates data that are expected to be 1input to an
implementation of JOSE from data that are expected to be generated by
an implementation of JOSE. Each example, wherever possible, provides
enough information both to replicate the results of this document and
to validate the results by running its inverse operation (e.g.,
signature results can be validated by performing the IWS verify).
However, some algorithms inherently use random data; therefore,
computations employing them cannot be exactly replicated. Such cases
are explicitly stated in the relevant sections.

All 1instances of binary octet strings are represented using base64url
[REC4648] encoding.

Wherever possible and unless otherwise noted, the examples 1include
the JIWS or JWE Compact Serialization, general JWS or JWE JSON
Serialization, and flattened JWS or JWE JSON Serdialization.

All of the examples in this document have whitespace added to improve
formatting and readability. Except for JWE Plaintext or JWS Payload
content, whitespace is not part of the cryptographic operations nor
the exchange results.
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Unless otherwise noted, the JWE Plaintext or JWS Payload content does
include " " (U+0020 SPACE) characters. Line breaks (U+000A LINE
FEED) replace some " " (U+0020 SPACE) characters to improve
readability but are not present in the JWE Plaintext or JWS Payload.

Terminology

This document 1inherits terminology regarding JSON Web Signature (JWS)
technology from [JWS], terminology regarding JSON Web Encryption
(JWE) technology from [JWE], terminology regarding JSON Web Key (JWK)
technology from [JWK], and terminology regarding algorithms from
[JWA] .

JSON Web Key Examples
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The following sections demonstrate how to represent various JWK and
JWK Set objects.

3.1. EC Public Key

This example illustrates an Elliptic Curve (EC) public key. This
example is the public key corresponding to the private key 1in
Figure 2.

Note that whitespace is added for readability as described 1in
Section 1.1.

{
Ilktyll : IIECII s
"kid": "bilbo.baggins@hobbiton.example",
Ilusell: Ils-igll’
llcrvll: IIP_521II,
"x": "AHKZLLOsCOzz5cY97ewNUajB957y-C-U88c3v13nmGZx6sY1_o0JIXu9
A5RkTKqjqvjyekWF-7ytDyRXYgCF5cjoOKt",
"y": "AdymlHvOiLxXkEhayXQnNCvDX4h9htZaCIN34kfmC6pV50hQHiraVy
SsUdaQkAgDPrwQrImbnX9cwlGfP-HqHZR1"
}

Figure 1: Elliptic Curve P-521 Public Key

The field "kty" value of "EC" -didentifies this as an Elliptic Curve
key. The field "crv" 1identifies the curve, which is curve P-521 for
this example. The values of the fields "x" and "y" are the
base64url-encoded X and Y coordinates (respectively).
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The values of the fields "x" and "y" decoded are the octets necessary
to represent each full coordinate to the order of the curve. For a
key over curve P-521, the values of the fields "x" and "y" are
exactly 66 octets in length when decoded, padded with leading zero
(0x00) octets to reach the expected length.

3.2. EC Private Key
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This example 1illustrates an Elliptic Curve private key. This example
is the private key corresponding to the public key in Figure 1.

Note that whitespace is added for readability as described 1in
Section 1.1.

{
"kty"! chu,
"kid": "bilbo.baggins@hobbiton.example",
llusell: Ils-igll,
Ilcr-vll: IIP_521H,
"x": "AHKZLLOsCOzz5cY97ewNUajB957y-C-U88c3v13nmGZx6sY1_o0JIXu9
A5RKTKqjqvjyekWF-7ytDyRXYgCF5cjoKt",
"y": "AdymlHvOiLxXkEhayXQnNCvDX4h9htZaCIN34kfmC6pV50hQHiraVy
SsUdaQkAgDPrwQrImbnX9cwlGfP-HgHZR1",
"d": "AAhRON2r9cgXX1lhg-RoI6R1tX5p2rUAYdmpHZoC1XNM56KtscrX6zb
KipQrCW9CGZH3T4ubpnoTKLDYJ_fF3_rJt"
}

Figure 2: Elliptic Curve P-521 Private Key

The field "kty" value of "EC" didentifies this as an Elliptic Curve
key. The field "crv" +identifies the curve, which is curve P-521
(also known as SECG curve secp521rl) for this example. The values of
the fields "x" and "y" are the base64url-encoded X and Y coordinates
(respectively). The field "d" value 1is the base64url-encoded private
key.

The values of the fields "d", "x", and "y" decoded are the octets
necessary to represent the private key or each full coordinate
(respectively) to the order of the curve. For a key over curve
P-521, the values of the "d", "x", and "y" fields are each exactly 66
octets 1in length when decoded, padded with leading zero (0x00) octets
to reach the expected length.
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3.3. RSA Public Key
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This example illustrates an RSA public key. This example 1is the
public key corresponding to the private key 1in Figure 4.

Note that whitespace is added for readability as described 1in
Section 1.1.

{ llktyll: IIRSAII s

"kid": "bilbo.baggins@hobbiton.example",

Ilusell: Ils-igll’

"n": "n4EPtAOCc9A1lkeQHPzHStgAbgs7bTZLwUBZdR8 _KuKPEHLd4rHVTeT
-0-XV2jRojdNhxIWTDVNd7ngqQOVEiZQHz_AJImSCpMaIMRBSFKrKb2wqV
wGU_NsYOYL-QtiWN21bzcEe6XCOdApr5ydQLrHgkHHig3RBordaZ6Aj—
OBHQFEHYpPe7Tpe-0fVfHd1E6cS6M1FZcDINNLYD51FHpPI9bTwIlsde
3uhGqCOZCuEHg81hzwOHrtIQbSOFVbb9k3-tVTU4fg_3L_vniUFAKwuC
LgKnS2BYwdq_mzSnbLY7h_qixoR7j1ig3__kRhuaxwUkRz51iaiQkqgc5g
HdrNP5zw",

llell: IIAQABII

}

Figure 3: RSA 2048-Bit Public Key
The field "kty" value of "RSA" [didentifies this as an RSA key. The
fields "n" and "e" values are the modulus and (public) exponent

(respectively) using the minimum octets necessary.

For a 2048-bit key, the field "n" value is 256 octets in length when
decoded.

3.4. RSA Private Key

This example 1illustrates an RSA private key. This example 1is the
private key corresponding to the public key 1in Figure 3.

Note that whitespace is added for readability as described 1in
Section 1.1.
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llktyll: IIRSAII s

"kid": "bilbo.baggins@hobbiton.example",

Ilusell: Ils-igll,

"n": "n4EPtAOCc9A1lkeQHPzHStgAbgs7bTZLwUBZdR8 _KuKPEHLd4rHVTeT
-0-XV2jRojdNhxIWTDVNd7ngqQOVEi1ZQHz_AJImSCpMaIMRBSFKrKb2wqV
wGU_NsYOYL-QtiWN21bzcEe6XCOdApr5ydQLrHgkHHig3RBordaZ6Aj—
OBHqFEHYpPe7Tpe-0fVfHd1E6cSE6M1FZcDINNLYD51FHpPI9bTwIlsde
3uhGqCOZCuEHg81hzwOHrtIQbSOFVbb9k3-tVTU4fg_3L_vniUFAKwuC
LgKnS2BYwdq_mzSnbLY7h_qixoR7j1ig3__kRhuaxwUkRz51iaiQkqgc5g
HdrNP5zw",

llell: IIAQABII s

"d": "bWUC9B-EFRIo8kpGfhOZuyGPVMNKVYWNtB_ikiH9k20eT-01q_I78e
1ZkpXxXQOUTEs2LsNRS-8uJbvQ-AlirkwMSMkK1J33XTGgdrhCku9gRld
Y7sNA_AKZGh-Q661_42rINLRCe8W-nZ34ui_qOfkLnK9QWDDgpaIlsA-b
MwWWSDFu2MUBYWkHTMEZzLYGqOe04noqeqlhExBTHBOBdkMXiuFhUql1BU
61-DgEiWxqg82sXt2h-LMnT3046A0YJoRi0z75tSUQfGCshWTBnP5uDj
d18kKhyvO71hfSJdrPdM5P1ly121hsFf4L_mHCuoFau7gdsPfHPxxjVOc
OpBrQzwQ",

"p": "3S1xg_DwTXJcb6095R0XygQCAZ5RNAvZ1lnolyhHtnUex_fp7AZ_9nR
a07HX_-SFfGQeutao2TDjDAWU4Vupk8rw9IROAZZON2 fvuIAmr_WCsmG
peNgQnevlT7IyEsnh8UMt-n5CafhkikzhEsrmndH6Lx0rvRI1sPp6Zv8
bUqok",

"q": "uKE2dh-cTf6ERF4k4e_jy78GfPYUIaUyoSSJuBzp3Cubk30Cqs6grT
8bR_cu0ODm1MZwWmtdgDyI95HrUeq3MP15vMMON8 HTeZu2 ImKvwgW7an
V5UzhM11Z7z4yMkuUwFWoBvyY898EXVRD-hdqRxH1SqAZ192zB3pVFJ0O
s7pFc",

"dp": "B8PVvXkvIrj2L-GYQ7v3y9r6Kw5g9SahXBwsWUzpl9TV1gI-YV85q
INIblrxQtD-IsXXR3-TanevuRPRt50BOdiMGQp8pbt26gljYfKU_E9xn
-RULHZz0-ed9E9gXLKD4VGngpz-PfQ_q29pk5xWHoIp009Qf1HVChixRX
59ehik",

"dq": "CLDmDGduhylc907r84rEUVn7pzQ6PF83Y-iBZX5NT-TpnOZKF1pEr
AMVeKzFE141D1THHqqBLSMOW1sOFbwTxYWZDm6sI60g51TbwQGIC3gnJK
bi_7k_vJgGHwHxgPaX2PnvP-zyEKDERuf-ry4c_Z11Cq9AqC2yelL6kdK
T1cYF8",

"gi": "3PiqvXQNOzwMeE-sBvZgi289XP9XCQF3VWqPzMKnIgQp7_Tugo6-N
ZBKCQsMf3HaEGBjTVIs_jcK8-TRXvaKe-7ZMaQj8VfBdYkssbuONKDDh
jI-GtiseaDVWt7dcHOcfwxgFUHpQh7FoCrjFJI6h6ZEpMF6xmujs4qMpP
z8aaI4"

Figure 4: RSA 2048-Bit Private Key
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The field "kty" value of "RSA" -identifies this as an RSA key. The
fields "n" and "e" values are the base64url-encoded modulus and
(public) exponent (respectively) using the minimum number of octets
necessary. The field "d" value 1is the base64url-encoded private
exponent using the minimum number of octets necessary. The fields
"p", "qg", "dp", "dg", and "qi" are the base64url-encoded additional
private information using the minimum number of octets necessary.

For a 2048-bit key, the field "n" is 256 octets in length when
decoded, and the field "d" 1is not longer than 256 octets in length
when decoded.

3.5. Symmetric Key (MAC Computation)

This example illustrates a symmetric key used for computing Message
Authentication Codes (MACs).

Note that whitespace is added for readability as described 1in
Section 1.1.

{
llktyll: Iloctll s
"kid": "018c0ae5-4d9b-471b-bfd6-eef314bc7037",
Ilusell: Ils-igll’
"alg": "HS256",
"k'": "hJtXIZ2uSN5kbQfbtTNWbpdmhkV8FJIG-OnbcemxCcYg"
}

Figure 5: HMAC SHA-256 Symmetric Key

The field "kty" value of "oct" -didentifies this as a symmetric key.
The field "k" value is the symmetric key.

When used for the signing algorithm "HS256" (HMAC-SHA256), the field
"k" value is 32 octets (or more) 1in length when decoded, padded with
leading zero (0x00) octets to reach the minimum expected length.
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[

Symmetric Key (Encryption)
This example illustrates a symmetric key used for encryption.

Note that whitespace is added for readability as described 1in
Section 1.1.

{
Ilktyll: "OCt",
"kid": "1e571774-2e08-40da-8308-e8d68773842d",
llusell: llencll,
"alg": "A256GCM",
"k": "AAPapAv4LbFbiVawEjagUBluYqN5rhna-8nuldDvOx8"
}

Figure 6: AES 256-Bit Symmetric Encryption Key

The field "kty" value of "oct" +didentifies this as a symmetric key.
The field "k" value is the symmetric key.

For the content encryption algorithm "A256GCM", the field "k" value
is exactly 32 octets in length when decoded, padded with leading zero
(0x00) octets to reach the expected length.

JSON Web Signature Examples

The following sections demonstrate how to generate various JWS
objects.

All of the signature examples use the following payload content (an
abridged quote from "The Fellowship of the Ring" [LOTR-FELLOWSHIP]),
serialized as UTF-8. The payload is presented here as a series of
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quoted strings that are concatenated to produce the IWS Payload. The
sequence "\xe2\x80\x99" is substituted for (U+2019 RIGHT SINGLE
QUOTATION MARK), and quotation marks (U+0022 QUOTATION MARK) are
added for readability but are not present in the JWS Payload.

"It\xe2\x80\x99s a dangerous business, Frodo, going out your "
"door. You step onto the road, and if you don't keep your feet, "
"there\xe2\x80\x99s no knowing where you might be swept off "

Ilto . n
Figure 7: Payload Content Plaintext
Miller Informational [Page 11]
RFC 7520 JOSE Cookbook May 2015

The payload -- with the sequence "\xe2\x80\x99" replaced with (U+2019
RIGHT SINGLE QUOTATION MARK) and quotations marks (U+0022 QUOTATION

MARK) are removed -- is encoded as UTF-8 and then as base64url
[REC4648]:

SXTigJ1lzIGEgZGFuzZ2Vyb3VzIGIJ1c2luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
lvdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcmOhZCwgYW5KIGImIHlvdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJlzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1lpZ2hOIGILIHN3ZXBOIGOMZiBOby4

Figure 8: Payload Content, base64url-encoded

4.1. RSA v1.5 Signature

This example illustrates signing content using the "RS256" (RSASSA-
PKCS1-v1_5 with SHA-256) algorithm.

Note that whitespace is added for readability as described 1in
Section 1.1.

4.1.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
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encoded using base64url [RFC4648] to produce Figure 8.
o RSA private key; this example uses the key from Figure 4.
o "alg" parameter of "RS256".
4.1.2. Signing Operation
The following is generated to complete the signing operation:

o JWS Protected Header; this example uses the header from Figure 9,
encoded using base64url [RFC4648] to produce Figure 10.

{
"alg": "RS256",
"kid": "bilbo.baggins@hobbiton.example"
}
Figure 9: JWS Protected Header JSON
Miller Informational [Page 12]
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eyJhbGci0iJSUzIINiIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzZX
hhbXBsZSJ9

Figure 10: JWS Protected Header, base64url-encoded

The JIWS Protected Header (Figure 10) and JWS Payload (Figure 8) are
combined as described in Section 5.1 of [JWS] to produce the JWS
Signing Input (Figure 11).

eyJhbGci0iJSUzI1INiIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlOb24uzZX
hhbXBsZSJ9

SXTigJ1lzIGEgZGFuzZ2Vyb3VzIGIJ1c2luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
lvdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcmOhZCwgYW5KIGImIHlvdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJlzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1lpZ2hOIGILIHN3ZXBOIGOMZiBOby4

Figure 11: JWS Signing Input
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Performing the signature operation over the JWS Signing Input
(Figure 11) produces the JIWS Signature (Figure 12).

MRjdkly7_-oTPTS3AXP41i1QIGKa80AOZmTuV5MEaHoxnW2e5CZ5N1KtainoFmK

ZopdHM102U4mwzJdQx9961vp83xuglII7PNDi84wnB-BDkoBwA78185hX-Es4J

IwmDLIK31fWRa-XtLORN1tuYv746iYTh_gHRD68BNt1uSNCrUCTIDt5aAE6X8w

W1Kt9eRo4QPocSadnHXFxnt8Is9UzpERVOePPQdLUW3IS_de3xyIrDalLGdjluP

xUAhb6L2aX1ic1U12podGUOKLUQSE_oI-ZnmKJ3F4u0ZDnd6QZWJushZ41Axf_f

cIe8u9ipH840goree7vjbU5y18kDquDg

Figure 12: JWS Signature, base64url-encoded

4.1.3. Output Results

The following compose the resulting JWS object:

o JWS Protected Header (Figure 9)

o Payload content (Figure 8)

o Signature (Figure 12)
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The resulting JWS object using the JWS Compact Serialization:

eyJhbGci0iJSUzI1INiIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlOb24uzZX
hhbXBsZSJ9

SXTigJ1lzIGEgZGFuzZ2Vyb3VzIGIJ1c2luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
lvdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcmOhZCwgYW5KIGImIHlvdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJlzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1lpZ2hOIGILIHN3ZXBOIGOMZiBOby4

MRjdkly7_-oTPTS3AXP411QIGKa80AOZmTuV5MEaHoxnW2e5CZ5N1KtainoFmK
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ZopdHM102U4mwzJdQx9961ivp83xuglII7PNDi84wnB-BDkoBwA78185hX-Es4J
IwmDLJIK31fWRa-XtLORN1tuYv746iYTh_gqHRD68BNt1uSNCrUCTIDt5aAE6X8w
W1Kt9eRo4QPocSadnHXFxnt8Is9UzpERVOePPQdLUW3IS_de3xyIrDalLGdjluP
xUAhb6L2aX1ic1U12podGUOKLUQSE_oI-ZnmKJI3F4u0ZDnd6QZWJushZ41Axf_f
cIe8u9ipH840goree7vjbU5y18kDquDg

Figure 13: JWS Compact Serialization

The resulting JWS object using the general JWS JSON Serialization:

{
"payload": "SXTigJdlzIGEgZGFuzZ2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg

Z29pbmcgb3VOIH1lvdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcm9h

ZCwgYW5KIGImIH1lvdSBkb24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXi

gJ1lzIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2hOIGITIHN3ZXBOIGOm

ZiBoby4",

"signatures": [
{

"protected": "eyJhbGciOiJSUzIINiIsImtpZCI6ImIpbGIvLmIhZ2
dpbnNAaG9i1YmlOb24uzZXhhbXBszSJ9",

"signature": "MRjdkly7_-oTPTS3AXP41i1QIGKa80A0ZmTuV5MEaHo
xnW2e5CZ5N1KtainoFmKZopdHM102U4mwzJdQx9961vp83xuglII
7PND1i84wnB-BDkoBwA78185hX-Es4JIwmDLIK31fWRa-XtLORN1lt
uYv746iYTh_gHRD68BNt1uSNCrUCTIDt5aAE6Xx8wWW1Kt9eRo4QPo
cSadnHXFxnt8Is9UzpERVOePPQdLUW3IS_de3xyIrDalLGdjluPxU
Ahb6L2aXic1U12podGUOKLUQSE_oI-ZnmKJ3F4u0ZDnd6QZWJush
Z41Axf_fcIe8u9ipH84o0goree7vjbU5y18kDquDg"

Figure 14: General JWS JSON Serialization
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The resulting IWS object using the flattened JWS JSON Serialization:

{
"payload": "SXTigJdlzIGEgZGFuzZ2Vyb3VzIGJ1c21luZXNzLCBGcm9kbywg
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Z29pbmcgb3VOIH1vdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcm9h
ZCwgYW5KIGImIH1lvdSBkb24ndCBrZWVwIHlvdXIgZmV1dCwgdGhlcmXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2hOIGITIHN3ZXBOIGOm
ZiBoby4",

"protected": "eyJhbGciOiJSUzIINiIsImtpZCI6ImIpbGIvLmIhZ2dpbn
NAaG9i1Ymleb24uZXhhbXBszSJ9",

"signature": "MRjdkly7_-oTPTS3AXP41iQIGKa80AOZmTuV5MEaHoxnW2
e5CZ5N1KtainoFmKZopdHM102U4mwzJdQx9961vp83xug LII7PND1i84w
NB-BDkoBwA78185hX-Es4JIwmDLIK31fWRa-XtLORNltuYv746iYTh_q
HRD68BNt1uSNCrUCTIDt5aAE6Xx8wW1Kt9eRo4QPocSadnHXFxnt8Is9U
zpERVOePPQdLUW3IS_de3xyIrDalLGdjluPxUAhb6L2aXiclU12podGUO
KLUQSE_oI-ZnmKJ3F4u0ZDnd6QZWJushZ41Axf_fcIe8u9ipH84ogore
e7vjbuU5y18kDquDg"

Figure 15: Flattened JWS JSON Serialization

4.2. RSA-PSS Signature

This example illustrates signing content using the "PS384" (RSASSA-
PSS with SHA-384) algorithm.

Note that RSASSA-PSS uses random data to generate the signature; it
might not be possible to exactly replicate the results in this
section.

Note that whitespace is added for readability as described 1in
Section 1.1.

4.2.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using base64url [RFC4648] to produce Figure 8.

o RSA private key; this example uses the key from Figure 4.

o "alg" parameter of '"PS384".
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4.2.2. Signing Operation
The following is generated to complete the signing operation:

o JWS Protected Header; this example uses the header from Figure 16,
encoded using base64url [RFC4648] to produce Figure 17.

{
"alg": "PS384",

"kid": "bilbo.baggins@hobbiton.example"
}

Figure 16: JWS Protected Header JSON

eyJhbGci0713IQUzM4ANCIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBsZSJ9

Figure 17: JWS Protected Header, base64url-encoded

The JIWS Protected Header (Figure 17) and JWS Payload (Figure 8) are
combined as described in [JWS] to produce the IWS Signing Input
(Figure 18).

eyJhbGci01JQUzM4ANCIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlOb24uzX
hhbXBsZSJ9

SXTigJ1lzIGEgZGFuzZ2Vyb3VzIGJ1c21luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
1lvdXIgZG9vci4gWWIO1IHNOZXAgb250byBOaGUgcmOhZCwgYW5KkIGImIH1vdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJlzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGILIHN3ZXBOIGOMZiBOby4

Figure 18: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 18) produces the JWS Signature (Figure 19).

cu22eBgkYDKgI1TpzDXGvaFfz6WGoz7fUDcfTOkkOy42miAh2qyBzkl1xEsnk2I
pN6-tPid6Vrk1HkqsGqDgHCAP608TTB5dDDIt11Vo6_10LPpcbUrhiUSMxbbXu
vdvWXzg-UD8biiReQF1fz28zGWVsdiNAUT8ZnyPEgVFn442ZdNqiVJIRmBqrYRX
e8P_1ijQ7p8Vdz0TTrxUeT31m8d9shnr21fIT8ImUjvAA2Xez2M1p8cBES5awDzT
0qIOn6uiPlaCN_2_jLAeQT1lgRHtfa64QQSUmMFAAjVKPbByYi17xhoOuTOcbH510a
6GYmIJUAfmWjwZ60D47 fKo8DYM-X72Eaw

Figure 19: JWS Signature, base64url-encoded
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4.2.3. Output Results
The following compose the resulting JWS object:
o JWS Protected Header (Figure 17)
o Payload content (Figure 8)
o Signature (Figure 19)
The resulting JWS object using the JIWS Compact Serialization:

eyJhbGci0iJQUzM4ANCIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlOb24uzZX
hhbXBsZSJ9

SXTigd1zIGEgZGFuz2Vyb3VzIGI1c2luZXNzLCBGecmOkbywgZ29pbmcgh3VOIH
1vdXIgZGovci4gWW9O1IHNOZXAgh250byBOaGUgcmOhZCwgYW5kIGImIH1vdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGILIHN3ZXBOIGIO9mMZiBOby4

cu22eBgkYDKgI1lTpzDXGvaFfz6WGoz7fUDcfTOkkOy42miAh2qyBzkl1xEsnk2I
pN6-tPid6VrklHkqsGgDgHCdP608TTB5dDDIt11Vo6_10LPpcbUrhiUSMxbbXU
vdvWXzg-UD8b1iiReQF1fz28zGWVsdiNAUf8ZnyPEgVFn442ZdNqiVIRmBqrYRX
e8P_1ijQ7p8Vdz0TTrxUeT31lm8d9shnr21fIT8ImUjvAA2Xez2M1p8cBE5awDzT
0qIon6uiPlaCN_2_jLAeQTlgRHtfa64QQSUmFAAjVKPbBYi7xhoOuTOcbH510a
6GYmIJUATmWjwZ60D41 fKo8DYM-X72Eaw

Figure 20: JWS Compact Serialization
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The resulting IWS object using the general JWS JSON Serdialization:

{
"payload": "SXTigJlzIGEgZGFuzZ2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg

Z29pbmcgb3VOIH1lvdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcm9h

ZCwgYW5KIGImIH1lvdSBkb24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXi

gJ1lzIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2hOIGITIHN3ZXBOIGOm

ZiBOby4",

"signatures": [
{

"protected": "eyJhbGci0iJQUzM4ANCIsImtpZCI6ImIpbGIvLmIhZ2
dpbnNAaG9i1YmloOb24uzZXhhbXBszSJ9",

"signature": "cu22eBqkYDKgI1lTpzDXGvaFfz6WGoz7fUDcfTOkkOy
42miAh2qyBzkl1xEsnk2IpN6-tPid6VrklHkqsGgDgHCdP608TTB5
dDDIt11Vo6_10LPpcbUrhiUSMxbbXUvdvWXzg-UD8b1iiReQF1fz2
8zGWVsdiNAUf8ZnyPEgVFn442ZdNqiVIRmBqrYRXe8P_ijQ7p8Vvd
zOTTrxUeT31m8d9shnr21fJT8ImUjvAA2Xez2M1p8cBE5awDzT0Oq
TOn6uiPlaCN_2_jLAeQTlgRHtfa64QQSUmFAAjVKPbBYi7xhoOuT
OcbH510a6GYmIJUATmWjwZ60D41 fKo8DYM-X72Eaw"

Figure 21: General JWS JSON Serialization

The resulting IWS object using the flattened JWS JSON Serialization:

{
"payload": "SXTigJlzIGEgZGFuzZ2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg

Z29pbmcgb3VOIH1lvdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcm9h
ZCwgYW5KIGImIH1lvdSBkb24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXi
gJ1lzIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2hOIGITIHN3ZXBOIGOm
ZiBoby4",
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"protected": "eyJhbGci0iJQUzM4ANCIsImtpZCI6ImIpbGIvLmIhZ2dpbn
NAaG9i1Ymleb24uzZXhhbXBszSJ9",

"signature": "cu22eBgkYDKgIlTpzDXGvaFfz6WGoz7fUDcfTOkkOy42mi
Ah2qyBzk1xEsnk2IpN6-tPid6VrklHkqsGqDgHCAP608TTB5dDDIt LY
06_10LPpcbUrhiUSMxbbXUvdvWXzg-UD8biiReQF1fz28zGWVsdiNAUT
8ZnyPEgVFn442ZdNqiVIRmBqrYRXe8P_1jQ7p8Vdz0TTrxUeT31m8d9s
hnr21fJT8ImUjvAA2Xez2M1p8cBE5awDzTOqION6uiP1laCN_2_jLAeQT
1qRHtfa64QQSUmMFAAjVKPbBYi7xhoQuTOcbH510a6GYmIUAfmWjwZ60D
47 fKo8DYM-X72Eaw"

}
Figure 22: Flattened JWS JSON Serialization
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4.3. ECDSA Signature

This example illustrates signing content using the "ES512" (Elliptic
Curve Digital Signature Algorithm (ECDSA) with curve P-521 and SHA-
512) algorithm.

Note that ECDSA uses random data to generate the signature; it might
not be possible to exactly replicate the results in this section.

Note that whitespace is added for readability as described 1in
Section 1.1.

4.3.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using base64url [RFC4648] to produce Figure 8.

o EC private key on the curve P-521; this example uses the key from
Figure 2.

o "alg" parameter of "ES512".

4.3.2. Signing Operation
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The following is generated before beginning the signature process:

o JWS Protected Header; this example uses the header from Figure 23,
encoded using base64url [RFC4648] to produce Figure 24.

{
"alg": "ES512",
"kid": "bilbo.baggins@hobbiton.example"

}
Figure 23: JWS Protected Header JSON

eyJhbGci0iJFUzUxMiIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzZX
hhbXBsZSJ9

Figure 24: JWS Protected Header, base64url-encoded

Miller Informational [Page 19]

RFC 7520 JOSE Cookbook May 2015

The JIWS Protected Header (Figure 24) and JWS Payload (Figure 8) are
combined as described in [JWS] to produce the IWS Signing Input
(Figure 25).

eyJhbGci0iJFUzUxMiIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzZX
hhbXBsZSJ9

SXTigd1zIGEgZGFuz2Vyb3VzIGI1c2luZXNzLCBGecmOkbywgZ29pbmcgh3VOIH
TvdXIgZGovci4gWW9O1IHNOZXAgh250byBOaGUgcmOhZCwgYW5kIGImIH1vdSBK
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGILIHN3ZXBOIGIO9mMZiBOby4

Figure 25: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 25) produces the JWS Sdignature (Figure 26).

AE_R_YZCChjn4791jSQCrdPZCNYqHXCTZHO-JZGYN1laAjP2kgaluUIIUnC9qvb
U9P1lon7KRTzoNEuT4Va2cmL1leJAQy3mtPBu_u_sDDyYjnAMDXXPn7XrTOlw-kv
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AD8907]18e2puQens_IEKBpHABlsbEPX6sFY80cGDqoRuBomu9xQ2
Figure 26: JWS Signature, base64url-encoded

4.3.3. Output Results

The following compose the resulting JWS object:

o JWS Protected Header (Figure 24)

o Payload content (Figure 8)

o Signature (Figure 26)

The resulting JWS object using the JWS Compact Serialization:

eyJhbGci0i1JFUzUXMiIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlOb24uzX
hhbXBsZS3J9

SXTigJdlzIGEgZGFuzZ2Vyb3VzIGI1c21luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
lvdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcmOhZCwgYW5KIGImIHlvdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJlzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGILIHN3ZXBOIGOmMZiBOby4

AE_R_YZCChjn4791jSQCrdPZCNYqHXCTZHO-JZGYN1laAjP2kgaluUIIUnC9qvb
U9P1lon7KRTzoNEuT4Va2cmL1leJAQy3mtPBu_u_sDDyYjnAMDXXPn7XrTOlw-kv
AD8907j18e2puQens_IEKBpHABLlsbEPX6sFY80cGDqoRuBomu9xQ2

Figure 27: JWS Compact Serialization
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The resulting JWS object using the general JWS JSON Serialization:

{
"payload": "SXTigJlzIGEgZGFuZ2Vyb3VzIGJ1c21luZXNzLCBGcm9kbywg

Z29pbmcgb3VOIHlvdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcm9h
ZCwgYW5KIGImIHlvdSBkb24ndCBrZWVwWIHlvdXIgZmV1dCwgdGhlcmXi
gJ1lzIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2hOIGITIHN3ZXBOIGOm
ZiBOby4",
"signatures": [
{
"protected": "eyJhbGciOiJFUzUxMiIsImtpZCI6ImIpbGIvLmIhz2
dpbnNAaG9i1Ymleb24uzZXhhbXBszSJ9",
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"signature": "AE_R_YZCChjn4791jSQCrdPZCNYqHXCTZHO-JZGYN1
aAjP2kgqaluUIIUnC9qvbu9Plon7KRTzoNEUuT4Va2cmLleJAQy3mt
PBu_u_sDDyYjnAMDXxXPn7XrTOlw-kvAD890j18e2puQens_IEKBp
HABLlsbEPX6sFY80cGDqoRuBomu9xQ2"

Figure 28: General JWS JSON Serialization

The resulting IWS object using the flattened JWS JSON Serialization:

{
"payload": "SXTigJdlzIGEgZGFuzZ2Vyb3VzIGJ1c21luZXNzLCBGcm9kbywg

Z29pbmcgb3VOIH1vdXIgZG9vci4gWWO1IHNOZXAgb250byBOaGUgcm9h
ZCwgYW5KIGImIH1lvdSBkb24ndCBrZWVwIHlvdXIgZmV1dCwgdGhlcmXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2hOIGITIHN3ZXBOIGOM
ZiBOby4",

"protected": "eyJhbGciOiJFUzUxMiIsImtpZCI6ImIpbGIvLmIhZ2dpbn
NAaG9iYmlOb24uzZXhhbXBszSJ9",

"signature": "AE_R_YZCChjn4791jSQCrdPZCNYqHXCTZHO-JZGYN1laAjP
2kgaluUIIUnC9qvbu9Plon7KRTzoNEUT4Va2cmL1leJAQy3mtPBu_u_sD
DyYjnAMDXxXPn7XrTOlw-kvAD890j18e2puQens_IEKBpHABLlsbEPX6sF
Y80cGDgoRuBomu9xQ2"

Figure 29: Flattened JWS JSON Serialization

4.4. HMAC-SHA2 Integrity Protection

This example illustrates 1integrity protecting content using the
"HS256" (HMAC-SHA-256) algorithm.

Note that whitespace is added for readability as described 1in
Section 1.1.
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4.4.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
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encoded using base64url [RFC4648] to produce Figure 8.
o HMAC symmetric key; this example uses the key from Figure 5.
o "alg" parameter of "HS256".
4.4.2. Signing Operation
The following 1is generated before completing the signing operation:

o JWS Protected Header; this example uses the header from Figure 30,
encoded using base64url [RFC4648] to produce Figure 31.

{
"alg": "HS256",
"kid": "018cOae5-4d9b-471b-bfd6-eef314bc7037"

Figure 30: JWS Protected Header JSON

eyJhbGci0iJIUZIINiIsImtpZCI6IjAXOGMWYWUILTRKOWItNDcXYi111ZmQ2LW
V1ZjMxNGIjNzAzNyJ9

Figure 31: JWS Protected Header, base64url-encoded
The JIWS Protected Header (Figure 31) and JWS Payload (Figure 8) are
combined as described in [JWS] to produce the IWS Signing Input
(Figure 32).

eyJhbGci0iIIUZIINTIsImtpZCI6IjAXOGMWYWULLTRKOWItNDCxXY11ZmQ2LW
V1ZjMxNGIjNzAzNyJ9

SXTigJ1lzIGEgZGFuzZ2Vyb3VzIGIJ1c2luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
lvdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcmOhZCwgYW5KIGImIHlvdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJlzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGILIHN3ZXBOIGOMZiBOby4

Figure 32: JWS Signing Input
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Performing the signature operation over the JWS Signing Input
(Figure 32) produces the JIWS Signature (Figure 33).

sOh6KThzkfBBBkLspW1h84VsJZFTsPPqMDA7g1Md7p0
Figure 33: JWS Signature, base64url-encoded

4.4.3. Output Results

The following compose the resulting JWS object:

o JWS Protected Header (Figure 31)

o Payload content (Figure 8)

o Signature (Figure 33)

The resulting JWS object using the JWS Compact Serialization:

eyJhbGci0iJIUZIINiIsImtpZCI6IjAXOGMWYWUILTRKOWItNDCcXYi111ZmQ2LW
V1ZjMxNGIjNzAzNyJ9

SXTigJ1lzIGEgZGFuz2Vyb3VzIGI1c2luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
1vdXIgZGovci4gWWI1IHNOZXAghb250byBOaGUgcmOhZCwgYW5KIGImIHlvdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJd1lzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1lpZ2hOIGILIHN3ZXBOIGOMZiBOby4
s0h6KThzkfBBBKLSpW1h84VsJZFTsPPGMDA7g1Md7p0

Figure 34: JWS Compact Serialization
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The resulting JWS object using the general JWS JSON Serialization:

{

"payload": "SXTigJdlzIGEgZGFuzZ2Vyb3VzIGJ1c21luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIH1vdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcm9h
ZCwgYW5KIGImIH1lvdSBkb24ndCBrZWVwWIHlvdXIgZmV1dCwgdGhlcmXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2hOIGITIHN3ZXBOIGOm
ZiBoby4",

"signatures": [

{
"protected": "eyJhbGciOiJIUzIINiIsImtpZCI6IjAXOGMwYWULLT
RKOWItNDcxYil1iZmQ2LWV1ZjMxNGIjNzAzNyJ9o",
"signature": "sOh6KThzkfBBBkLspW1h84VsJZFTsPPqMDA7g1Md7p
OII

Figure 35: General JWS JSON Serdialization
The resulting IWS object using the flattened JWS JSON Serialization:

{

"payload": "SXTigJdlzIGEgZGFuzZ2Vyb3VzIGJ1c2luzZXNzLCBGcm9kbywg
Z29pbmcgb3VOIH1lvdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcm9h
ZCwgYW5KIGImIHlvdSBkb24ndCBrZWVwWIHlvdXIgZmV1dCwgdGhlcmXi
gJ1lzIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2hOIGITIHN3ZXBOIGOm
ZiBOby4",

"protected": "eyJhbGciOiJIUzIINiIsImtpZCI6IjAXOGMwWYWU1LTRKOW
ItNDcxYi1iZmQ2LWV1ZjMxNGIjNzAZzNyJ9",

"signature": "sOh6KThzkfBBBkLspW1h84VsJZFTsPPqMDA7g1Md7pO"

}

Figure 36: Flattened JWS JSON Serdialization
4.5. Signature with Detached Content

This example illustrates a signature with detached content. This
example is identical to other examples in Section 4, except the
resulting JWS objects do not include the JWS Payload field. Instead,
the application is expected to locate it elsewhere. For example, the
signature might be in a metadata section, with the payload being the
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content.

Note that whitespace is added for readability as described 1in
Section 1.1.
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4.5.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using base64url [RFC4648] to produce Figure 8.

o Signing key; this example uses the AES symmetric key from
Figure 5.

o Signing algorithm; this example uses '"HS256".
4.5.2. Signing Operation
The following is generated before completing the signing operation:

o JWS Protected Header; this example uses the header from Figure 37,
encoded using base64url [RFC4648] to produce Figure 38.

{
"alg": "HS256",

"kid": "018c0Oae5-4d9b-471b-bfd6-eef314bc7037"
Figure 37: JWS Protected Header JSON

eyJhbGci0iJIUzIINiIsImtpZCI6IjAXOGMWYWUILTRKOWItNDCXYi1iZmQ2LW
V1ZjMxNGJIjNzAzNyJ9

Figure 38: JWS Protected Header, base64url-encoded
The JIWS Protected Header (Figure 38) and JWS Payload (Figure 8) are

combined as described in [JWS] to produce the JWS Signing Input
(Figure 39).
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eyJhbGci0i1JIUzIINiIsImtpZCI6IjAXOGMWYWUILTRKOWItNDCcxYi1iZmQ2LW
V1ZjMxNGJIjNzAzNyJ9

SXTigd1zIGEgZGFuz2Vyb3VzIGI1c2luZXNzLCBGecmOkbywgZ29pbmcgh3VOIH
1lvdXIgZG9vci4gWWIO1IHNOZXAgb250byBOaGUgcmOhZCwgYWS5KkIGImIHlvdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGILIHN3ZXBOIGIO9mMZiBOby4

Figure 39: JWS Signing Input
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Performing the signature operation over the JWS Signing Input
(Figure 39) produces the JWS Signature (Figure 40).
sOh6KThzkfBBBkLspW1h84VsJZFTsPPgMDA7g1Md7p0

Figure 40: JWS Signature, base64url-encoded
4.5.3. Output Results
The following compose the resulting JWS object:
o JWS Protected Header (Figure 38)
o Signature (Figure 40)
The resulting JWS object using the JWS Compact Serialization:
eyJhbGci0i1JIUzIINiIsImtpZCI6IjAXOGMWYWUILTRKOWItNDCXYi1iZmQ2LW
V1ZjMxNGIjNzAzNyI9
éOhGKThzkaBBkLsleh84VsJZFTsPPqMDA?glMd?pO
Figure 41: General JWS JSON Serialization

The resulting JWS object using the general JWS JSON Serialization:

{
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"signatures": [

{
"protected": "eyJhbGciOiJIUzIINiIsImtpZCI6IjAXOGMwWYWULLT
RKOWItNDcxYi17iZmQ2LWV1ZjMxNGIjNzAzNyJ9",
"signature": "sOh6KThzkfBBBkLspW1h84VsJZFTsPPqMDA7glMd7p
Oll
+
1
}
Figure 42: General JWS JSON Serialization
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The resulting IWS object using the flattened JWS JSON Serialization:

{
"protected": "eyJhbGciOiJIUzIINiIsImtpZCI6IjAXOGMwYWU1LTRKOW
ItNDcxYiliZmQ2LWV1ZjMxNGIjNzAzNyJ9o",
"signature": "sOh6KThzkfBBBkLspW1h84VsJZFTsPPqMDA7g1Md7po"
}

Figure 43: Flattened JWS JSON Serialization

4.6. Protecting Specific Header Fields

This example illustrates a signature where only certain Header
Parameters are protected. Since this example contains both
unprotected and protected Header Parameters, only the general JWS
JSON Serialization and flattened JWS JSON Serialization are possible.

Note that whitespace is added for readability as described 1in
Section 1.1.

4.6.1. Input Factors
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The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using base64url [RFC4648] to produce Figure 8.

o Signing key; this example uses the AES symmetric key from
Figure 5.

o Signing algorithm; this example uses "HS256".
4.6.2. Signing Operation
The following are generated before completing the signing operation:

o JWS Protected Header; this example uses the header from Figure 44,
encoded using base64url [RFC4648] to produce Figure 45.

o JWS Unprotected Header; this example uses the header from

Figure 46.
{
"alg": "HS256"
}
Figure 44: JWS Protected Header JSON
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eyJhbGci0iJIUzI1NJ9
Figure 45: JWS Protected Header, base64url-encoded
{
"kid": "0@18c0Oae5-4d9b-471b-bfd6-eef314bc7037"
}

Figure 46: JWS Unprotected Header JSON

The JIWS Protected Header (Figure 45) and JWS Payload (Figure 8) are
combined as described in [JWS] to produce the IWS Signing Input
(Figure 47).
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eyJhbGci0iJIUZzI1NiJ9
SXTigd1zIGEgZGFuzZ2Vyb3VzIGI1c2luZXNzLCBGecmOkbywgZ29pbmcgh3VOIH
1vdXIgZGovci4gWW9O1IHNOZXAgh250byBOaGUgcmOhZCwgYW5kIGImIH1vdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGILIHN3ZXBOIGIO9mMZiBOby4

Figure 47: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 47) produces the JWS Signature (Figure 48).

bWUSVaxorn7bEF1djytBdOkHv70Ly5pvbomzMWSOr20
Figure 48: JWS Signature, base64url-encoded

4.6.3. Output Results

The following compose the resulting JWS object:

o JWS Protected Header (Figure 45)

o JWS Unprotected Header (Figure 46)

o Payload content (Figure 8)

o Signature (Figure 48)

The JWS Compact Serialization is not presented because it does not
support this use case.
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The resulting JWS object using the general JWS JSON Serialization:

{

"payload": "SXTigJlzIGEgZGFuzZ2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIH1vdXIgZGovci4gWWI1IHNOZXAgb250byBOaGUgcmoh
ZCwgYW5KIGImIH1lvdSBkb24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXi
gJ1lzIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2hOIGITIHN3ZXBOIGOm
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ZiBOby4",
"signatures": [

{
"protected": "eyJhbGciOiJIUzI1NiJ9",
"header": {
"kid": "018cOae5-4d9b-471b-bfd6-eef314bc7037"
s
"signature": "bWUSVaxorn7bEF1djytBdOkHv70Ly5pvbomzMWSOr2
Oll
}

Figure 49: General JWS JSON Serialization
The resulting JWS object using the flattened JWS JSON Serialization:

{

"payload": "SXTigJlzIGEgZGFuZ2Vyb3VzIGJ1c21luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIH1lvdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcm9h
ZCwgYW5KIGImIHlvdSBkb24ndCBrZWVwWIHlvdXIgZmV1dCwgdGhlcmXi
gJ1lzIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2hOIGITIHN3ZXBOIGOm
ZiBOby4",

"protected": "eyJhbGciOiJIUzI1NiJ9",

"header": {

"kid": "0@18c0Oae5-4d9b-471b-bfd6-eef314bc7037"
b
"signature": "bWUSVaxorn7bEF1djytBdOkHv70Ly5pvbomzMWSOr20"

Figure 50: Flattened JWS JSON Serdialization
4.7. Protecting Content Only
This example illustrates a signature where none of the Header
Parameters are protected. Since this example contains only
unprotected Header Parameters, only the general JWS JSON

Serialization and flattened JWS JSON Serialization are possible.

Note that whitespace is added for readability as described 1in
Section 1.1.
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4.7.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using base64url [RFC4648] to produce Figure 8.

o Signing key; this example uses the AES symmetric key from
Figure 5.

o Signing algorithm; this example uses "HS256".
4.7.2. Signing Operation
The following is generated before completing the signing operation:

o JWS Unprotected Header; this example uses the header from

Figure 51.
{

"alg": "HS256",

"kid": "0@18c0ae5-4d9b-471b-bfd6-eef314bc7037"
}

Figure 51: JWS Unprotected Header JSON
The empty string (as there 1is no IWS Protected Header) and JWS

Payload (Figure 8) are combined as described in [JWS] to produce the
JWS Signing Input (Figure 52).

SXTigJd1lzIGEgZGFuzZ2Vyb3VzIGI1c21luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
lvdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcmOhZCwgYW5KIGImIHlvdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJlzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGILIHN3ZXBOIGOmMZiBOby4

Figure 52: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 52) produces the JWS Signature (Figure 53).

xuLifqLGiblpv9zBpuZczWhNjlgARaLV3UxvxhIxZuk

Figure 53: JWS Signature, base64url-encoded


https://datatracker.ietf.org/doc/pdf/rfc4648

Miller Informational [Page 30]

RFC 7520 JOSE Cookbook May 2015

4.7.3. Output Results
The following compose the resulting JWS object:
o JWS Unprotected Header (Figure 51)
o Payload content (Figure 8)
o Signature (Figure 53)

The JWS Compact Serialization is not presented because it does not
support this use case.

The resulting JWS object using the general JWS JSON Serialization:

{

"payload": "SXTigJdlzIGEgZGFuzZ2Vyb3VzIGJ1c21luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIH1lvdXIgZG9vci4gWWO1IHNOZXAgb250byBOaGUgcm9h
ZCwgYW5KIGImIH1lvdSBkb24ndCBrZWVwIHlvdXIgZmV1dCwgdGhlcmXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2hOIGITIHN3ZXBOIGOm
ZiBOby4",

"signatures": [

{
"header": {
"alg": "HS256",
"kid": "©18cOae5-4d9b-471b-bfd6-eef314bc7037"
b
"signature": "xuLifqLGiblpv9zBpuZczWhNjlgARaLV3UxvxhIxZu
kll

Figure 54: General JWS JSON Serialization
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The resulting IWS object using the flattened JWS JSON Serialization:

{
"payload": "SXTigJlzIGEgZGFuzZ2Vyb3VzIGJ1c21luZXNzLCBGcm9kbywg

Z29pbmcgb3VOIHlvdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcm9h
ZCwgYW5KIGImIHlvdSBkb24ndCBrZWVwWIHlvdXIgZmV1dCwgdGhlcmXi
gJ1lzIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2hOIGITIHN3ZXBOIGOm
ZiBOby4",
"header": {
lla'Lgll: ||H5256||,
"kid": "0@18c0Oae5-4d9b-471b-bfd6-eef314bc7037"

s
"signature": "xulLifqLGiblpv9zBpuZczWhNjlgARaLV3UxvxhIxZuk"

Figure 55: Flattened JWS JSON Serdialization
4.8. Multiple Signatures
This example illustrates multiple signatures applied to the same
payload. Since this example contains more than one signature, only

the JSON General Serdialization is possible.

Note that whitespace is added for readability as described 1in
Section 1.1.

4.8.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using base64url [RFC4648] to produce Figure 8.

o Signing keys; this example uses the following:

* RSA private key from Figure 4 for the first signature
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* EC private key from Figure 2 for the second signature

* AES symmetric key from Figure 5 for the third signature
o Signing algorithms; this example uses the following:

* "RS256" for the first signature

*  "ES512" for the second signature

*  "HS256" for the third signature
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4.8.2. First Signing Operation

The following are generated before completing the first signing
operation:

o JWS Protected Header; this example uses the header from Figure 56,
encoded using base64url [RFC4648] to produce Figure 57.

o JWS Unprotected Header; this example uses the header from

Figure 58.

{

"alg": "RS256"
}

Figure 56: Signature #1 JWS Protected Header JSON

eyJhbGci0iJSUzI1N1iJ9

Figure 57: Signature #1 JWS Protected Header, base64url-encoded
{

"kid": "bilbo.baggins@hobbiton.example"
}

Figure 58: Signature #1 JWS Unprotected Header JSON

The JIWS Protected Header (Figure 57) and JWS Payload (Figure 8) are
combined as described in [JWS] to produce the IWS Signing Input
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(Figure 59).

eyJhbGci0iJSUzI1N1iJ9
SXTigJlzIGEgZGFuzZ2Vyb3VzIGI1c21luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
1TvdXIgZG9vci4gWWIO1IHNOZXAgb250byBOaGUgcmOhZCwgYW5KkIGImIH1vdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGILIHN3ZXBOIGOmMZiBOby4

Figure 59: JWS Signing Input
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Performing the signature operation over the JWS Signing Input
(Figure 59) produces the JWS Signature (Figure 60).

MIsjqtV10pa7l1KE-Mss8_Nqg2YH4FGhiocsqrgi5NvyG53uoimicltcMdSg—qgpt
rzZc7CG6Svw2Y13TDIqHzTUrL_1lR2ZFcryNFiHkSw129EghGpwkpxaTn_THJTC
g LNbADko1MZBCdwzIxwqZc-1R1pO2HibUYyXSwO97BSe0_evZKdjvvKSgsIqjy
tKSeAMbhMBdMma622_BG5t4sdbuCHtFjp9iJmkio47AIwgkZV1aIZsv33uPUgB
BCXbYoQIwt7mxPftHMN1GoOSMxR_3thmXTCm4US-xiNOyhbm8afKK64jU6_TPt
QHi1JeQIxz9G3Tx-083B745_AfYOn1lCOw

Figure 60: JWS Signature #1, base64url-encoded

The following is the assembled first signature serialized as JSON:

{
"protected": "eyJhbGciOiJSUzI1NiJ9",
"header": {
"kid": "bilbo.baggins@hobbiton.example"
b

"signature": "MIsjqtV10pa7l1KE-Mss8_Ng2YH4FGhiocsqrgi5NvyG53u
oimicltcMdSg-qptrzZc7CG6Svw2Y13TDIqHZzTUrL_1R2ZFcryNFiHkS
w1l29EghGpwkpxaTn_THJITCgINbADko1lMZBCdwzIxwqZc-1R1pO2H1ibUY
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yXSw097BSe0_evZKdjvvKSgsIqjytKSeAMbhMBdMma622_BG5t4sdbuC
HtFjp9iJmkio47AIwgkZV1alZsv33uPUgBBCXbYoQJwt7mxPftHmMN1Go
OSMXR_3thmXTCm4US-xiNOyhbm8afKK64jU6_TPtQHi1JeQJIxz9G3Tx-0
83B745_AfYOnlCow"

Figure 61: Signature #1 JSON

4.8.3. Second Signing Operation

The following 1is generated before completing the second signing
operation:

o JWS Unprotected Header; this example uses the header from

Figure 62.
{
"alg": "ES512",
"kid": "bilbo.baggins@hobbiton.example"
}
Figure 62: Signature #2 JWS Unprotected Header JSON
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The empty string (as there is no IJWS Protected Header) and JWS
Payload (Figure 8) are combined as described in [JWS] to produce the
JWS Signing Input (Figure 63).

SXTigJdlzIGEgZGFuz2Vyb3VzIGI1c21luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
1lvdXIgZG9vci4gWWIO1IHNOZXAgb250byBOaGUgcmOhZCwgYW5KkIGImIHlvdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGILIHN3ZXBOIGOMZiBOby4

Figure 63: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 63) produces the JWS Signature (Figure 64).
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ARcVLNnaJJaUWG8fG-8t5BREVAUTY8n8YHjwDO1lmuhcdCoFZFFjfISu0Cdkn9Yb
dlmi54ho0x924DUz8sK7ZXkhc7AFM80bLfTVNCrqcI3Jk1l2U5IX3utNhODH6VY
xgylQahsnOfyb4zSAkje8bAWz4vIfj5pCMYxxm4fgV3q7ZYhm5eD

Figure 64: JWS Signature #2, base64url-encoded

The following is the assembled second signature serialized as JSON:

{
"header": {
llalgll: IIESSlZII,
"kid": "bilbo.baggins@hobbiton.example"
s
"signature": "ARcVLnaJJaUWG8fG-8t5BREVAUTY8n8YHjwDOlmuhcdCoF
ZFFjfISu0Cdkn9Ybd1lmi54ho0x924DUz8sK7ZXkhc7AFM80bLfTVNCrq
cI3JIk12U5IX3utNhODH6EV7Xxgy1QahsnOfyb4zSAkje8bAWz4vIfj5pCM

Yxxm4fgV3q7ZYhm5eD"
}
Figure 65: Signature #2 JSON
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4.8.4. Third Signing Operation

The following 1is generated before completing the third signing
operation:

o JWS Protected Header; this example uses the header from Figure 66,
encoded using base64url [RFC4648] to produce Figure 67.
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{
"alg": "HS256",
"kid": "018cPae5-4d9b-471b-bfd6-eef314bc7037"

Figure 66: Signature #3 JWS Protected Header JSON

eyJhbGci071JIUzIINiIsImtpZCI6IjAXOGMWYWUILTRKOWItNDCxYi11ZmQ2LW
V1ZjMxNGJIjNzAzNyJ9

Figure 67: Signature #3 JWS Protected Header, base64url-encoded
The JIWS Protected Header (Figure 67) and JWS Payload (Figure 8) are
combined as described in [JWS] to produce the IWS Signing Input
(Figure 68).

eyJhbGci0iIIUZIINTIsImtpZCI6IjAXOGMWYWULLTRKOWItNDCxXY11ZmQ2LW
V1ZjMxNGIjNzAzNyJ9

SXTigJlzIGEgZGFuzZ2Vyb3VzIGI1c21luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
lvdXIgZGOvci4gWWO1IHNOZXAgb250byBOaGUgcmOhZCwgYW5KIGImIHlvdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGILIHN3ZXBOIGOMZiBOby4

Figure 68: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 68) produces the JIWS Signature (Figure 69).

sOh6KThzkfBBBkLspW1h84VsJZFTsPPqMDA7g1Md7p0

Figure 69: JWS Signature #3, base64url-encoded
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The following is the assembled third signature serialized as JSON:
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{
"protected": "eyJhbGciOiJIUzIINiIsImtpZCI6IjAXOGMwWYWU1LTRKOW

ITtNDcxYi11ZmQ2LWV1ZjMxNGIjNzAZzNyI9",
"signature": "sOh6KThzkfBBBkLspW1h84VsJZFTsPPqMDA7g1Md7po"
}

Figure 70: Signature #3 JSON
4.8.5. Output Results
The following compose the resulting JWS object:
o Payload content (Figure 8)
o Signature #1 JSON (Figure 61)
o Signature #2 JSON (Figure 65)
o Signature #3 JSON (Figure 70)
The JWS Compact Serialization is not presented because it does not

support this use case; the flattened JWS JSON Serialization is not
presented because there is more than one signature.
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The resulting JWS object using the general JWS JSON Serialization:

{
"payload": "SXTigJdlzIGEgZGFuzZ2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg

Z29pbmcgb3VOIH1vdXIgZGovci4gWWI1IHNOZXAgb250byBOaGUgcmoh
ZCwgYW5KIGImIH1lvdSBkb24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXi
gJ1lzIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2hOIGITIHN3ZXBOIGOm
ZiBoby4",
"signatures": [
{
"protected": "eyJhbGciOiJSUzI1NiJ9",
"header": {
"kid": "bilbo.baggins@hobbiton.example"
I
"signature": "MIsjqtV1Opa7l1KE-Mss8_Nqg2YH4FGhiocsqrgi5Nvy
G53uoimicltcMdSg-qptrzZc7CG6Svw2Y13TDIqHzTUrL_1R2ZFc
ryNFiHkSw129EghGpwkpxaTn_THITCgLlNbADko1MZBCdwzJIxwqZc
~1R1pO2HibUYyXSw097BSe0_evZKdjvvKSgsIqjytkSeAMbhMBdM
ma622_BG5t4sdbuCHtFjp9iImkio47AIwgkZV1alZsv33uPUqgBBC
XbYoQJIwt7mxPftHmMN1GoOSMxR_3thmXTCm4US-xiNOyhbm8afKK6
4jU6_TPtQHi1JeQJIxz9G3Tx-083B745_AfYOnlCow"
I
{
"header": {
"alg": "ES512",
"kid": "bilbo.baggins@hobbiton.example"
I
"signature": "ARcVLnaJJaUWG8fG-8t5BREVAUTY8n8YHjwDO1lmuhc
dCoFZFFjfISu0Cdkn9Ybd1lmi54ho0x924DUz8sK7ZXkhc7AFM80b
LfTVNCrqcI3Jk1l2U5IX3utNhODH6EV7Xxgy1QahsnOfyb4zSAkje8b
AWz4vIfj5pCMYxxm4fgV3q7ZYhm5eD"
b
{
"protected": "eyJhbGciOiJIUzIINiIsImtpZCI6IjAXOGMwWYWULLT

RKOWItNDcxYd11ZmQ2LWV1ZjMxNGIjNzAZzNyI9",
"signature": "sOh6KThzkfBBBkLspW1h84VsJZFTsPPqMDA7g1Md7p
Oll

Figure 71: General JWS JSON Serialization
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5.

JSON Web Encryption Examples

The following sections demonstrate how to generate various JWE
objects.

All of the encryption examples (unless otherwise noted) use the
following Plaintext content (an abridged quote from "The Fellowship
of the Ring" [LOTR-FELLOWSHIP]), serialized as UTF-8. The Plaintext
is presented here as a series of quoted strings that are concatenated
to produce the JWE Plaintext. The sequence "\xe2\x80\x93" -s
substituted for (U+2013 EN DASH), and quotation marks (U+0022
QUOTATION MARK) are added for readability but are not present in the
JWE Plaintext.

"You can trust us to stick with you through thick and "
"thin\xe2\x80\x93to the bitter end. And you can trust us to "
"keep any secret of yours\xe2\x80\x93closer than you keep it "
"yourself. But you cannot trust us to let you face trouble "
"alone, and go off without a word. We are your friends, Frodo."

Figure 72: Plaintext Content
Key Encryption Using RSA v1.5 and AES-HMAC-SHA2

This example illustrates encrypting content using the "RSA1l_5"
(RSAES-PKCS1-v1_5) key encryption algorithm and the "A128CBC-HS256"
(AES-128-CBC-HMAC-SHA-256) content encryption algorithm.

Note that RSAES-PKCS1-v1_5 uses random data to generate the
ciphertext; it might not be possible to exactly replicate the results
in this section.

Note that only the RSA public key 1is necessary to perform the
encryption. However, the example includes the RSA private key to
allow readers to validate the output.

Note that whitespace is added for readability as described 1in
Section 1.1.
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5.1.1.

Input Factors

The following are supplied before beginning the encryption process:

0]

(o)

Miller

Plaintext content; this example uses the content from Figure 72.

RSA public key; this example uses the key from Figure 73.
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(o)

(o)

"alg" parameter of "RSA1l_5".

"enc" parameter of "A128CBC-HS256".

Ilktyll . IIRSAII s
"kid": "frodo.baggins@hobbiton.example",
Ilusell: "enC",

Ilnll .

llell:
Ildll:

llpll :

llqll:

"maxhbsmBtdQ3CNrKvprUE6N91YcregDMLYNeTAWcLj8NNPU9XIYegT
HVHQj xKDSHP21-F5]jS7sppGlwgdAgZyhnWvXhYNvcM7RfgKxqNx_xAHX
6f3yy7s-MIPSNCwPC21h6UAKR4IOOERVIlrypMIPi41BUop9t5fSOWSU
NwaAllhrd-osQGPjIeIldeHTwx-ZTHU3C60Pu_LJI1l6hKn9wbwaUmA4c
R5Bd2pgbaY7ASgsjCUbtYJaNIHSoHXprUdJZKUMAzVOWOKPfAG60PI4o0y
pBadjvMZ4ZAj3BnXaSYsEZhaueTXvZB4eZ0AjIyh2e_VOIKVMsnDrJYA
VotGlvMQ",

HAQABH,

"Kn9tgoHfiTVi8uPu5b9TnwyHWG5dKEREQUFd1pCGNIN7ZEi1963R7wy
bQ1PLAHmMpIbNTztfrheoAniRVINCIgXaW_qS461xiDTp4ntEPnqcKsy0
5jMAji7-CL8vhpYYowNFvIesgMoVaPRYMYT9TW63hNMOaWs7USZ_hLg6
O0elmYOVHTI3FucjSM86Nff40IENt43r2fspgEPGRrdE6fpLc90ag—qgeP
1GFULimrRdndm-P8q8kvN3KHINAtEgrQAgTTgz80S-3VDOFgWfgnbl1PN
miuPUxO80pI9KDIfu_acc6fglansNalgXe6RESvhGPH2afjHqSy_Fd2v
pzj85bQQ",

"2DwQmZ43FoTnQ8IKUj3BmKRT5Eh2mizZA5XEJ2MinUE3sdTYKSLtaE
0ekX9vbBZuWxHdVhM6UNKCJ_2i1Nk8Z0ayLYHLO_G21laXf9-unynEpUsH
THHTK1LpYAzOOx1ZgV1joxAdWNn3hiEFrjZLZGS710H-a3QQ1lDDQoJ0J
2VFmuU",

"te8LY4-W7IyagqH1ExujjMgkTA1lTeRbvOVLQNTLY2XINNrWdwiQ93_V
FO99aP1lESelLja2nw-6iKIe-qT7mtCPozKfVtUYfz5HrJ_XY2kfexJINb
91hZHMv5p1skZpeIS-GPHCC6gR1Kolg-idn_gxyusfWv7WAx1SVfQfks8
d6EtO",

"dp": "UfYKcL_or492vVcOPzwLSplbg4L3-Z5wL48mwiswbpzOyIgd2xHTH
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QmjIpFAIZ8qg-zfI9RmgIXkDrFs9rkdxPtAsL1WYdeCT5c125Fkdg3173V
RD01inX7x2KAh8ERCreW8_4zXItuTl_KiXZNU51vMQjWbIw2eTx1llpst
loGrvyu",

"dqgq": "iEgcO-QfpepdH8FWd7mUFyrXdnOkXJIBCogChY6YKUIHGc_p8Le9Mb
PFKESzEaLIN1Ehf3B60GB15Iz_ayUlZj2I0QZ82znoUrpa9fVYNot87A
CfzIG7g9Mv7RiPAderZi03tkVXAdaBau_9vs5rS-THMtxkVrxSUvJIY14
TKXHE",

"qi": "kC-1zZ0qoFazZCr510tOVtREKoVqaAYhQiqIRGL-MzS4sCmRkxm5vZ
1IXYx6RtE1n_AagjqajlkjieGlxTTThHD8Iga6foGBMaAr5uR1hGQpSc?
Gl7CF1DZKBIMTQNG6EshYzZfxWO08mIO8M6RzuhObelL6fGIMKkDcIyPrBXx

2bQ_mM"
}
Figure 73: RSA 2048-Bit Key, 1in JWK Format
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(NOTE: While the key includes the private parameters, only the public
parameters "e" and "n" are necessary for the encryption operation.)

5.1.2. Generated Factors

The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 74.

o Initialization Vector; this example uses the Initialization Vector
from Figure 75.

3qyTVhIWt5juqZUCpfRgpvauwB956MEJL2Rt-8gXKSo
Figure 74: Content Encryption Key, base64url-encoded
bbd5sTkYwhAIqfHsx8DayA
Figure 75: Initialization Vector, base64url-encoded
5.1.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 74) with
the RSA key (Figure 73) results in the following Encrypted Key:
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laLxIOj-nLH-_BgLOXMozKxmy9gffy2gTdvqzfTihJBuuzxgOV7yk1lWClnQePF
vG2K-pvS1IWc9BRIazDrn50RcRai__3TDON395H3c62tIoudI4XaRvYHFJZTZ2G
Xfz8YAImccI1TFfkOWXC2F5Xbb71C1Q1DDH151tlpH77f2ff7XxiSxh90oSewYrcG
TSLUeeCt36r1Kt30Sj7EyBQXoZIN7IxbyhMAfgIe7Mv1rOTOISI8NQgeXXW8V1l
zNmoxaGMny3YnGir5Wf6Qt2nBg4qDaPdnaAuuGUGEecelIO1wx1BpyIfgvfjOh
MBs9M8XL223Fg47x1GsMXdfuY-4jaqVw

Figure 76: Encrypted Key, base64url-encoded
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5.1.4. Encrypting the Content
The following 1is generated before encrypting the Plaintext:

o JWE Protected Header; this example uses the header from Figure 77,
encoded using base64url [RFC4648] to produce Figure 78.

{
"alg": "RSA1_5",
"kid": "frodo.baggins@hobbiton.example",
"enc": "A128CBC-HS256"

}

Figure 77: JWE Protected Header JSON

eyJhbGci0iISUGEXXzUiLCIraWQi0iJImcm9kby5iYWdnaW5zQGhvYmIpdGOulLm
V4YW1wbGUiLCJI1bmMi0iJIBMTI4Q0JIDLUhTMjU2INO
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Figure 78: JWE Protected Header, base64url-encoded

Performing the content encryption operation on the Plaintext
(Figure 72) using the following:

o CEK (Figure 74);
o Initialization Vector (Figure 75); and
o JWE Protected Header (Figure 77) as authenticated data
produces the following:
o Ciphertext from Figure 79.
o Authentication Tag from Figure 80.
0fys_TY_na7f8dwSfXLiYdHaA2DxUjD67ieF7fcVbIR62IhIvGZ4_FNVSiGc_r
aaOHNLQ6s1P2sv3Xz1l1pll_o5wR_RsSzrS8Z-wnI3JvoOmkpEEn1DmZvDu_k80
WzJv7eZVEqiWKdyVzFhPpiyQU28GLOpRc2VbVbK4dQKPANTjPPEmRqcaGeTWZV
yeSUvT5k59yJZxRuSVWF f6KrNtmRdZ8R4mDOjHSrM_s8uwIFcqt4r5GX8TKaIo
zT5CbL5Q1lw3sRc7u_hgdyKVOiRytEAEs3vZkcfLkP6nbXdC_PkMdNS-ohP78T2
06_7uInMGhFeX4ctHG7VelHGiT93JIfWDEQi5_VIOUNIrhXNrYu-0fVMkZAKX3VW
i71zA6BP430m

Figure 79: Ciphertext, base64url-encoded

kvKuFBXHe5mQr41lqgobAUg

Figure 80: Authentication Tag, base64url-encoded
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5.1.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 78)

Encrypted Key (Figure 76)

o

o Initialization Vector (Figure 75)

o

Ciphertext (Figure 79)
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o Authentication Tag (Figure 80)
The resulting JWE object using the JWE Compact Serialization:

eyJhbGci0iISUOEXxXzUiLCIraWQiOimecm9okby5iYWdnaW5zQGhvYmIpdGOuLm
V4YW1wbGUiLCJI1bmMi0iJIBMTI4Q0JIDLUhTMjU2INO

laLxI0j-nLH-_BgLOXMozKxmy9gffy2gTdvqzfTihJBuuzxgdV7yklWClnQePF
vG2K-pvS1Wc9BRIazDrn50RcRai__3TDON395H3c62tIouJJ4XaRvYHFJZTZ2G
Xfz8YAImccI1TFfkOWXC2F5Xbb71C1Q1DDH151tlpH77f2ff7xiSxh90oSewYrcG
TSLUeeCt36r1Kt30Sj7EyBQXoZIN7IxbyhMAfgIle7Mv1rOTOI5SI8NQgeXXW8V1l
zNmoxaGMny3YnGir5WfeQt2nBg4gqDaPdnaAuuGUGEecelIO1wx1BpyIfgvfjoOh
MBs9M8XL223Fg47x1GsMXdfuY-4jaqVw

bbd5sTkYwhAIqfHsx8DayA

0fys_TY_na7f8dwSfXLiYdHaA2DxUjD67ieF7fcVbIR62IhIvGZ4_FNVSiGc_r
aaOHNLQ6s1P2sv3Xz1l1pll_o5wR_RsSzrS8Z-wnI3JvoOmkpEEn1DmZvDu_k80
WzJv7eZVEqiWKdyVzFhPpiyQU28GLOpRc2VbVbK4dQKPANTjPPEmRqcaGeTWZV
yeSUvT5k59yJZxRuSVWFf6KrNtmRdZ8R4mDOjHSrM_s8uwIFcqt4r5GX8TKaIo
zT5CbL5Q1lw3sRc7u_hgdyKVOiRytEAEs3vZkcfLkP6nbXdC_PkMdNS-ohP78T2
06_7uInMGhFeX4ctHG7VelHGiT93JfWDEQi5_VOUN1rhXNrYu-0fVMkZAKX3VW
i71zA6BP430m

kvKuFBXHe5mQr41lqgobAUg

Figure 81: JWE Compact Serialization
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The resulting JWE object using the general JWE JSON Serialization:

{

"recipients": [
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{
"encrypted_key": "laLxI0j-nLH-_BgLOXMozKxmy9gffy2gTdvqzf

TihJBuuzxg@OV7yk1lWC1lnQePFvG2K-pvS1Wc9BRIazDrn50RcRa _
_3TDON395H3c62tIoudI4XaRvYHFJZTZ2GXfz8YAImccO1TfkOWX
C2F5Xbb71C1lQ1DDH151t1pH77f2ff7xiSxh90SewYrcGTSLUeeCt
36r1Kt30Sj7EyBQXoZ1IN7IxbyhMAfgIe7Mv1rOTOI5SI8NQgeXXW8
V1zNmoxaGMny3YnGir5Wf6Qt2nBg4qDaPdnaAuuGUGEecelI01wx
1BpyIfgvfjOhMBs9OM8XL223Fg47x1GsMXdfuY-4jaqVw"

+

1,
"protected": "eyJhbGciOiJSUGEXXzUiLCIraWQiOiJdmcm9kby51iYWdnaW

5zQGhvYmJIpdGOuLmV4YW1lwbGUiLCI1lbmMi0iIBMTI4Q0IDLUNTMjU2IN
0",

"jv": "bbd5sTkYwhAIqfHsx8DayA",

"ciphertext": "0fys_TY_na7f8dwSfXLiYdHaA2DxUjD671ieF7fcVbIR62
JhJIvGZ4_FNVSiGc_raa®HnLQ6s1P2sv3Xz1l1lpll_o5wR_RsSzrS8Z-wn
I3JvoOmkpEEN1DmZvDu_k80WzJv7eZVEqiWKdyVzFhPpiyQU28GLOpRc
2VbVbK4dQKPANTjPPEmRqcaGeTWZVyeSUvf5k59yIZXRUSVWFf6KrNtm
RAZ8R4mDOjHSrM_s8uwIFcqt4r5GX8TKaIOzT5CbL5Qlw3sRc7u_hgOy
KVOiRytEAEs3vZkcfLkP6nbXdC_PkMdNS-ohP78T206_7ulnMGhFeX4c
tHG7VelHGiT93JfWDEQi5_VIOUN1rhXNrYu-0fVMkZAKX3VWi71zA6BP4
30m",

"tag": "kvKuFBXHe5mQr4lqgobAUg"

Figure 82: General JWE JSON Serialization
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5.2.

The resulting IJWE object using the flattened JWE JSON Serialization:

{

"protected": "eyJhbGciOiJSUOEXXzUiLCIraWQiOiJmcm9kby51iYWdnaW
5zQGhvYmJIpdGOuLmV4YW1lwbGUiLCI1bmMi0iJIBMTI4Q0IDLUhTMjU2INn
0",

"encrypted_key": "lalLxI0j-nLH-_BgLOXMozKxmy9gffy2gTdvqzfTihJ
BuuzxgOV7yk1lWC1lnQePFvG2K-pvS1IWc9BRIazDrn50RcRai__3TDON39
5H3c62tIouJI4XaRvYHFJZTZ2GXTz8YAImccO1TfkOWXC2F5Xbb71C1Q
1DDH151tlpH77f2ff7xiSxh90SewYrcGTSLUeeCt36r1Kt30S]j7EYyBQX
0ZIN7IxbyhMAfgIe7Mv1rOTOI5SI8NQgeXXW8V1zNmoxaGMny3YnGir5W
f6Qt2nBg4gDaPdnaAuuGUGEecelIO1wx1BpyIfgvfjOhMBsOM8XL223F
g47x1GsMXdfuY-4jaqvw",

"jv": "bbd5sTkYwhAIqfHsx8DayA",

"ciphertext": "0fys_TY_na7f8dwSfXLiYdHaA2DxUjD67ieF7fcVbIR62
JhJIvGZ4_FNVSiGc_raa®HnLQ6s1P2sv3Xz1l1lpll_o5wR_RsSzrS8Z-wn
I3JvoOmkpEEN1DmZvDu_k80WzJv7eZVEqiWKdyVzFhPpiyQU28GLOpRc
2VbVbK4dQKPANTjPPEmRqcaGeTWZVyeSUvf5k59yIZXRUSVWFf6KrNtm
RAZ8R4mDOjHSrM_s8uwIFcqt4r5GX8TKaI@zT5ChL5Qlw3sRc7u_hg0y
KVOiRytEAEs3vZkcfLkP6nbXdC_PkMdNS-ohP78T206_7ulnMGhFeX4c
tHG7VelHGiT93JfWDEQi5_VIOUN1rhXNrYu-0fVMkZAKX3VWi71zA6BP4
30m",

"tag": "kvKuFBXHe5mQr4lqgobAUg"

Figure 83: Flattened JWE JSON Serialization
Key Encryption Using RSA-OAEP with AES-GCM

This example illustrates encrypting content using the "RSA-OAEP"
(RSAES-0AEP) key encryption algorithm and the "A256GCM" (AES-GCM)
content encryption algorithm.

Note that RSAES-OAEP uses random data to generate the ciphertext; it
might not be possible to exactly replicate the results in this
section.

Note that only the RSA public key 1is necessary to perform the
encryption. However, the example includes the RSA private key to
allow readers to validate the output.

Note that whitespace is added for readability as described 1in
Section 1.1.
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Input Factors

The following are supplied before beginning the encryption process:

(o)

(e}

Plaintext content; this example uses the Plaintext from Figure 72.
RSA public key; this example uses the key from Figure 84.
"alg" parameter of "RSA-OAEP".

"enc" parameter of "A256GCM".

"kty": HRSAH’

"kid": "samwise.gamgee@hobbiton.example",

Ilusell: "enC",

"n": "wbdxI55VaanZXPY29Lg5hdmv2XhvgAhoxUkanfzf2-5zVUxa6prHRr
I4pP1AhoqIR1ZfYtWWd5mmHRG2pAHIlhOySJI9wi0Bi0oZB11XP2e-C-Fy
XJIGcTyOHdKQWLlr fhTm42EW7VvO4r4gfaobuxjLGwfpGrZLarohiWCPnk
Nrg71S2CuNZSQBIPGjXfkmIy2t1_VWgGnL22GplyXj5Y1BLdXxXp3XeSt
sqo571utNfoUTU8E4qdzJ3U1DItoVKkPGsMwlmmnIiwA7sXRItBCivR4M
5qnZtdw-7v4WuR4779ubDuJ5nalMv2S66-RPcnFAzZWSKxtBDnFJJDGIU
e7TzizjglnmsOXq_yPub_UOlWnOec85FCft1hACpWG8schrOBeNgHBOD
FskYpUc2LC5JA2TaPF2dA67dglTTsC_FupfQ2kNGcE1lLgprxKHcVWYQb
86B-HozjHZcqtauBzFNV5tbTuB-TpkcvIfNcFL1H3b8mb-H_ox35FjqB
SAjLKyoeqfKTpVjvXhdooknwgI f6VKqeUC418_TO1jMVFFTWXUXxnfhO
OnzW6HSSzD1c9WrCuVzsUMv54szidQowflcYWf3g5qFDxDQKis99gcDa
iCAWM3yEBIzuNeeCa5dartHDb1xEB_HcHSeYbghbMjGfasvKn®aZRsnT
yCOxhWB1lsolZE",

llell: IIAQABII’

"alg": "RSA-OAEP",

"d": "n7fzJc3_WG59VEOBTkayzuSMM7800JQuZjN_KbH810ZG25Z0A7T4Bx
ccOxQn50ZE5uSCIwg910CtOIvxPcpmgzalZglnirjcWZ-oBtVk7gCAWq
-B3ghfF3izlbkosrzjHajIcY33HBhsy4_WerrXg4MDNE4HYojy68TcxT
2LYQRXUOCT5TtIXvM801lex1SGtVnQnDRutxEUCwiewfmmrfveEoglLx9E
A-KMgAjTiISXxgqIXQhWUQX1G7v_mV_Hr2YuImYcNcHkRvp9E700k0876
Dhk0O8v4UOZLwA101lUX98mkoqwc58A_Y21BYbVx1_s51pPsEgbbH-nqIj
h1fLOgdNfihLxnclWtW7pCztLnImZAyeCWAG7ZIfv-Rn9fLIVIjZ6rTr
-MSH9sgbuziHN2grGjD_jfRLuMHa0184fFK16bcgN1IWxPVhzNZoO1lyD
F-1LiQnqUYSepPf6X3a2S0dkgBRiqUEGEVLUSYIDpJq3jDIsgoL8MolL
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oomgiJxUwL_GWEOGuU28gplyzm-9QOUOnyhEf1luhSR8aJAQWAiFImWH5W
_IQT9I7-yrindr_2fWQ_i1UgMsGzATa0GzZfP1jRy6z-tY_KuBGOO-28
S_aWvjyUc-Alp8AUyKjBZ-7CWH32fGWK48j1t-zomrwjL_mnhsPbGsOc
9WsWgRzI-K8gE",

"p": "7_2v30QZz1PFcHyYfLABQ3XP85Es4hCdwCkbDeltaUXgVy919etKgh
vM4hRkOvbbO1kYVULFmxIKkCDtpi-zLCYAdXKrAK3PtSbtz1ld_XZ9nlsY
a_QZWpXB_IrtFjVfdKUdMz94pHUhFGFj7nr6NNxfpiHSHWFE1zD_AC3m
Y46J961Y2LRnreVwAGNw53p07Db8yD_92pDa97vqcZ0dgtybH9q6uma—-
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RFNhO1A01JhYZj69hjmMRXx-x56H09cnXNbmzNSCFCKNQmn4GQLmMRj9s
fbZRqL94bbtE4_e0Zrpo8RNo8vxRLQNwIy85fc6BRgBJomt8QdQvIgP
gWCv5HoQ",

"q": "zqOHk1P6WN_rHuUM7ZF1cXHOx6RUOHq67WuHiSknqQeefGBA9PWs6Zy
KQCO-06mKXtcgE8_Q_hA2kMRcKOcvHi11hgMCNSX1f1IM7WPRPZu2qCDc
gssd_uMbP-DqYthH_EzwL9KnYoH7JQFxxmcv5An80oXUtTwk4knKjkIYG
RuUwfQTusOw1lNfjFAyx00iAQ37ussIcE6C6ZSsM3n41UlbJ7TCqewzVI
aPJIN5cxjySPZPD3Vp01a9YgAD6a3I1aKJldIxJIS1ImnfPevSIQBE79-EX
e2kSwVg0zvt-gsmM29QQ8veHy4uAqca5dZzMs7hkkHtw1lz0jHV90epQJ
J1IXXnH8Q",

"dp": "190DkBh1AXelMIXQFm2zZTqUhAzCIr4xNIGEPNoDt1jK83_FJA-xn
x5kA7-1lerdHdms_Ef67HsSONNv5A60JaR7w8LHNDiBGNnjdaUmmuO8XAXQ
J_1ia5mxjxNjS6E2yD44USo2ImHvzeeNczq25elqbTPLhUpGol1IZuG72F
ZQ5gTjXoTXC2-xtCDEUZfaUNh4IeAipfLugbpe®JAFLFfrTDAMUFpC3i
XjxqzbEanflwPvj6V9iDSgjj8SozSMOdLtxvuOLIeIQAeEgT _yXcrKGm
pKdSO08kLBx8VUjkbv_3Pn20Gyu2YEuwpF1lM_H1NikuxJINKFGmnAqg9Lc
nwwTOjvoQ",

"dq": "S6p59Kr1lmzGzaQYQM300XfHCGVfgHLYjCO557HYQf7209kLMCfd_1
VBEqeD-1jjwELKD]jck8kOB15UvohK1oDfSP1D1leAy-cnmL29DgWmhgwM
1ipOCCNmkmsmDS1lgkUXDi6sAaZuntyukyflI-qSQ3C_BafPyFaKrtlfg
dyEwYa08pESKwwWisy7KnmoUvaJl3SaHmohFS78TJ25cfc10wZ9hQNOrI
ChZ1ki0dFCtxDgdmCgNacnhgE3bZQjGp3n830DSz9zwIcSUVOD1XBPc2
AycH6Ci5yjbxt4Ppox_5pjm6xnQkiPgj01GpsUssMmBN7iHVsSrE7N2iz
nBNCeOUIQ",

"qi": "FZhClBMywVVjnuUud-05qd5CYUOdK79akAgy90X6RX6I3ITIIPckCc
iRrokxglZn-omAY5CnCe4KdrnjFOT5YUZE7G_Pg44XgCXaarLQf4hl80
OoPEf6-jJ5Iy6wPRXx7G2e8qLxnh9c0df-kRqg0S3F48Ucvw3ma5V6KGMw
QqWFeV31XtzZ815cVI-I3NzBS7qltpUVgz2Ju02leyc7I1qgzR98gKONL
27DUEESOaKOWE9S7jnsy027Yp88Wa2RiBrEocM89QZI1seJiGDizHRUP4
UZXxw9zsXww46wyOP6f9grnYp7t8LkyDDk8eoI4KX6SNMNVcyVS9IWlq
8EzqZEKIA"


https://datatracker.ietf.org/doc/pdf/rfc7520

Figure 84: RSA 4096-Bit Key

(NOTE: While the key includes the private parameters, only the public
parameters "e" and "n" are necessary for the encryption operation.)

5.2.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 85.

o Initialization Vector; this example uses the Initialization Vector
from Figure 86.
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mYMfsggkTAmOTbvt1lFh2hyoXnbEzJQjMxmgLN3d8xXA
Figure 85: Content Encryption Key, base64url-encoded
-nBoKLHOYKLZPSI9
Figure 86: Initialization Vector, base64url-encoded
5.2.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 85) with
the RSA key (Figure 84) produces the following Encrypted Key:

rT99rwrBTbTI7IIM8fU3ELi17226HEB7IchCxNuh71Ciud48LxeolRdtFF4nzQ1i
beYO15S_PJsAXZwSXtDePz9hk-BbtsTBqC2UsPOdwjCONhNupNNuQuHIVftDyu
cvI6hvALeZ60GNhNV4v1zx2k701D89mAzfw—_kT3tkuorpDU-CpBENTIHX1Q58
—-Aad3FzMuo3Fn9buEP2yXakLXYal5BUXQsupM4A1GD4_H4Bd7V3u9h8Gkg8Bpx
KdUV9ScfIQTcYm6eJEBz3aSwIaK4T3-dwWpuBOhROQXBosJzSlasnuHtVMt2pK
ITfux5BC6huIvmY7kzV7W7aIUrpYm_3H4zYvyMeq5pGqFmW2k8zp0878TR1Zx7
pZfPYDSXZySOCTKKkMozT_qiCwZTSz4duYnt8hS4Z9sGthXn9uDqd6éwycMagnQ
fOTs_lycTWmY-agWVDKhjYNRTO3NiwRtb5BE-tOdFwCASQj3uuAgPGr02AWBe3
8UjQbOlvXnl1SpyvYZ3WFc7WOJYaTa7A8DRNEMCET—xDmMuxCOG7S2rscw51QQU
O6MVZTLFOtOUVfuKBa®3cxA_nIBIhLMjY2kOTxQMmpDPTr6Cbo8aKaOnx6ASES
JIx9paBpnNmOOKH35] _QlrQhDWUN6A2Gg8iFayJ69xDEdHAVCGRzN3woEI20zDR
S
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Figure 87: Encrypted Key, base64url-encoded
5.2.4. Encrypting the Content
The following is generated before encrypting the Plaintext:

o JWE Protected Header; this example uses the header from Figure 88,
encoded using base64url [RFC4648] to produce Figure 89.

{
"alg": "RSA-OAEP",
"kid": "samwise.gamgee@hobbiton.example",
"enc": "A256GCM"

}

Figure 88: JWE Protected Header JSON

eyJhbGci0iJISUGELTOFFUCIsImtpZCI6INNhbXdpc2UuZ2FtZ2V1QGhvYmIpdG
9uLmV4YW1wbGUiLCI1lbmMi0iJIBMjU2RONNING

Figure 89: JWE Protected Header, base64url-encoded
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Performing the content encryption operation over the Plaintext
(Figure 72) with the following:

o CEK (Figure 85);

o Initialization Vector (Figure 86); and

o JWE Protected Header (Figure 89) as authenticated data
produces the following:

o Ciphertext from Figure 90.

o Authentication Tag from Figure 91.
04k2cnGN8rSSw3IDolYuySkqgeS_t2m1GXklSggBdpACm6UJuJowOHC5ytjqYgR
L-I-soPlwqMUf4UgRWWeaOGNw6VGW-xyMO11TYxrXfVzIIaRdhYtEMRBVBWbEwW

P7ualDRfvaOjgzZv6Ifa3dbrcAM64d8p51lhhNcizPersuhw5f-pGYzseva-TUalL8
iWnctc-sSwy7SQmRkfhDjwbz0fz6kFovEgj64X1I5s7E6GLp5fnbYGLa1QUiML


https://datatracker.ietf.org/doc/pdf/rfc4648
https://datatracker.ietf.org/doc/pdf/rfc7520

7Cc2GxgvI7zqWoOYIEc7aCflLG1-8BboVWFAZKLKOVNoycrYHumwzKluLWEbSV
maPp0s1lY2n525DxDfWaVFUTfKQxMF56vn4B9QMpWAbnypNimbM8zVOw

Figure 90: Ciphertext, base64url-encoded
UCGiqIxhBI3IFVdPalHHVA
Figure 91: Authentication Tag, base64url-encoded
5.2.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 89)
o Encrypted Key (Figure 87)
o Initialization Vector (Figure 86)
o Ciphertext (Figure 90)

o Authentication Tag (Figure 91)
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The resulting JWE object using the JWE Compact Serialization:

eyJhbGci0iJISUGELTOFFUCIsImtpZCI6INNhbXdpc2UuZ2FtZ2V1QGhvYmIpdG
9uLmV4YW1wbGUiLCI1lbmMi0iJIBMjU2RONNING

rT99rwrBTbTI7IIM8fU3E1i17226HEB7IchCxNuh71Ciud48LxeolRdtFF4nzQ1i
beYO15S_PJsAXZwSXtDePz9hk-BbtsTBqC2UsPOdwjCONhNupNNuQuHIVftDyu
cvI6hvALeZ60GnhNV4v1zx2k701D89mAzfw-_kT3tkuorpDU-CpBENfIHX1Q58
-Aad3FzMuo3Fn9buEP2yXakLXYal5BUXQsupM4A1GD4_H4Bd7V3u9h8Gkg8Bpx
KdUV9ScfJQTcYm6eJEBz3aSwIaK4T3-dwWpuBOhROQXBosJzSlasnuHtVMt2pK
ITfux5BC6huIvmY7kzVTW7aIUrpYm_3H4zYvyMeq5pGqFmW2k8zp0O878TR1Zx7
pZfPYDSXZySOCTfKKkMozT_qiCwZTSz4duYnt8hS4Z79sGthXn9uDqgd6éwycMagnQ


https://datatracker.ietf.org/doc/pdf/rfc7520

fOTs_lycTWmY-aqWVDKhjYNRTO3NiwRtb5BE-tOdFwCASQj3uuAgPGrO02AWBe3
8UjQbO1lvXnlSpyvYZ3WFc7WOJYaTa7A8DRN6MCE6T-xDmMuxCOG7S2rscw51QQU
06MVZTLFOtOUvfuKBa®3cxA_nIBIhLMjY2kOTxQMmpDPTr6Cbo8akKaOnx6ASES
JIx9paBpnNmOOKH357 _QlrQhDWUN6A2Gg8iFayJ69xDEdHAVCGRzN3woEI20zDR
S

-nBoKLHOYKLZPSI9
04k2cnGN8rSSw3IDolYuySkqgeS_t2m1GXklSggBdpACm6UJuJowOHC5ytjqYgR
L-I-soPlwgqMUf4UgRWWeaOGNw6VGW-xyMO11TYxrXfVzIIaRdhYtEMRBVBWbEwW
P7ualDRfvaOjgZveIfa3brcAM64d8p51hhNcizPersuhw5f-pGYzseva-TUalL8
iWnctc-sSwy7SQmRkfhDjwbz0fz6kFovEgj64X1I5s7E6GLp5fnbYGLal1QUiML
7Cc2GxgvI7zqWoOYIEc7aCflLG1-8BboVWFAZKLK9VNoycrYHumwzKluLWEbSV
maPp0s1Y2n525DxDfWaVFUfKQxXMF56vn4B9QMpWAbnypNimbM8zVOw
UCGiqIxhBI3IFVdPalHHVA

Figure 92: JWE Compact Serialization
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The resulting JWE object using the general JWE JSON Serialization:

{
"recipients": [

{


https://datatracker.ietf.org/doc/pdf/rfc7520

"encrypted_key": "rT99rwrBTbTI7IIM8fU3E1li7226HEB7IchCxNu
h71Ciud48LxeolRdtFF4nzQibeYO1l5S_PJsAXZwSXtDePz9hk-Bb
tsTBgqC2UsPOdwjCONhNupNNuQuHIVftDyucvI6hvALeZ60GnhNV4
v1zx2k701D89mAzfw—_kT3tkuorpDU-CpBENTIHX1Q58-Aad3FzM
uo3Fn9buEP2yXakLXYal5BUXQsupM4A1GD4_H4Bd7V3u9h8Gkg8B
pxKdUV9ScfIQTcYm6eJEBz3aSwIaK4T3-dwWpuBOhROQXBosJzS1
asnuHtVMt2pKIIfux5BC6huIvmY7kzV7W7aIUrpYm_3H4zYvyMeq
5pGgFmW2k8zp0878TR1Zx7pZfPYDSXZySOCTKKkMozT_qiCwZTSz
4duYnt8hS4Z9sGthXn9uDgd6wycMagnQfOTs_lycTWmY-agWVDKh
JYNRTO3NiwRtb5BE-tOdFwCASQj3uuAgPGr02AWBe38UjQbOlvXn
1SpyVvYZ3WFc7WO0JYaTa7A8DRN6MCET-xDmMuxCOG7S2rscw51QQU
O6MVZTLFOtOUVfuKBa®3cxA_nIBIhLMjY2kOTxQMmpDPTr6Cbo8a
KaOnx6ASE5Ix9paBpnNmOOKH357_QlrQhDWUN6A2Gg8iFayJ6e9xD
EdHAVCGRzN3woEI20zDRs"

}

1,

"protected": "eyJhbGciOiJSUGEtTOFFUCIsImtpZCI6InNhbXdpc2Uuz2
FtZ2V1QGhvYmJIpdGOuLmV4YW1wbGUiLCI1bmMi0iJIBMjU2RONNINO" ,

"jv": "-nBoKLHOYKLZPSI9",

"ciphertext": "04k2cnGN8rSSw3IDolYuySkqgeS_t2ml1GXk1lSgqBdpACm6
UJuJowOHC5ytjqYgRL-I-soPlwgMUf4UgRWWeaOGNw6VvGW-xyMO11TYx
rXfVzITIaRdhYtEMRBvVBWbEwWP7ualDRfvaOjgZv6Ifa3dbrcAM64d8p51h
hNcizPersuhw5f-pGYzseva-TUalL8iWnctc-sSwy7SQmRkfhDjwbz0fz
6kFoVEgj64X1I5s7E6GLP5fnbYGLalQUiML7Cc2GxgvI7zqWoOYIECTa
CflLG1-8BboVWFdZKLK9VvNoycrYHumwzKluLWEbSVmaPpOs1lY2n525Dx
DfWaVFUFKQxMF56vn4B9QMpWAbnypNimbM8zVow" ,

"tag": "UCGiqJIxhBI3IFVdPalHHVA"

Figure 93: General JWE JSON Serialization
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The resulting JWE object using the flattened JWE JSON Serialization:

{
"protected": "eyJhbGciOiJSUOEtTOFFUCIsImtpZCI6InNhbXdpc2UuZzZ2

FtZ2V1QGhvYmJIpdGOuLmV4YW1wbGUiLCI1bmMi0iJBMjU2RONNINO" ,

"encrypted_key": "rT99rwrBTbTI7IIM8fU3E1li7226HEB7IchCxNuh71C
jud48LxeolRdtFF4nzQibeYO15S_PJsAXZwSXtDePz9hk-BbtsTBqC2U
sPOdwjCONhNupNNuQuHIVftDyucvI6hvALeZ60GnhNV4v1zx2k701D89
mAzfw-_kT3tkuorpDU-CpBENfIHX1Q58-Aad3FzMuo3Fn9buEP2yXakL
XYal5BUXQsupM4A1GD4_H4Bd7V3u9h8Gkg8BpxKdUVIScfIQTcYmeeJE
Bz3aSwIaK4T3-dwWpuBOhROQXBosJzSlasnuHtVMt2pKIIfux5BC6hul
vmY7kzVTW7aIUrpYm_3H4zYvyMeq5pGqFmW2k8zp0878TR1Zx7pZfPYD
SXZySOCTfKKkMozT_qiCwZTSz4duYnt8hS4Z9sGthXn9ubDgd6wycMagnQ
fOTs_lycTWmY-agqWVDKhjYNRfO3NiwRtb5BE-tOdFWCASQj3uuAgPGro
2AWBe38UjQbO1lvXn1SpyvYZ3WFc7WOJIYaTa7A8DRN6MCE6T-xDmMuxCOG
7S2rscw51QQUOEMVZT1IFOtOUVfuKBa®3cxA_nIBIhLMjY2kOTxQMmpDP
Tr6Cbo8aKaOnx6ASE5Ix9paBpnNmOOKH357 _QlrQhDWUN6A2Gg8iFayJ
69xDEdHAVCGRzN3woEI20zDRs",

"jy": "-nBoKLHOYKLZPSI9",

"ciphertext": "o04k2cnGN8rSSw3IDolYuySkgeS_t2m1GXk1lSgqBdpACm6
UJuJowOHC5ytjqYgRL-I-soPlwgMUf4UgRWWeaOGNw6VGW-xyMO11TYx
rXfVzITIaRdhYtEMRBvVBWbEwWP7ualDRfvaOjgZveIfa3dbrcAM64d8p51h
hNcizPersuhw5f-pGYzseva-TUalL8iWnctc-sSwy7SQmRkfhDjwbz0fz
6kFovEgj64X1I5s7E6GLPp5fnbYGLal1QUiML7Cc2GxgvI7zqWoOYIEcCT7a
CflLG1-8BboVWFdZKLK9vNoycrYHumwzKLluLWEbSVmaPpOs1lY2n525Dx
DfWaVFUfKQxMF56vn4B9QMpWAbnypNimbM8zVOow" ,

"tag": "UCGiqIxhBI3IFVdPalHHVA"

}

Figure 94: Flattened JWE JSON Serdialization
Key Wrap Using PBES2-AES-KeyWrap with AES-CBC-HMAC-SHA2

The example illustrates encrypting content using the
"PBES2-HS512+A256KW" (PBES2 Password-based Encryption using HMAC-
SHA-512 and AES-256-KeyWrap) key encryption algorithm with the
"A128CBC-HS256" (AES-128-CBC-HMAC-SHA-256) content encryption
algorithm.

A common use of password-based encryption is the +import/export of
keys. Therefore, this example uses a IJWK Set for the Plaintext
content instead of the Plaintext from Figure 72.
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Note that if password-based encryption is used for multiple
recipients, it is expected that each recipient use different values
for the PBES2 parameters "p2s" and "p2c".

Note that whitespace is added for readability as described 1in
Section 1.1.

5.3.1. Input Factors
The following are supplied before beginning the encryption process:

o Plaintext content; this example uses the Plaintext from Figure 95
(NOTE: A1l whitespace was added for readability).

o Password; this example uses the password from Figure 96 -- with
the sequence "\xe2\x80\x93" replaced with (U+2013 EN DASH).

o "alg" parameter of "PBES2-HS512+A256KW".

o "enc" parameter of "A128CBC-HS256".

"keys": [
{
llktyII: "OCt" s
"kid": "77c7e2b8-6e13-45cf-8672-617b5b45243a",
lluseH: "enC",
Ilalgll . IIA128GCMII
"k": "XctOhJAKA-pD9Lh7ZgW_2A"

llktyll: "OCt" s

"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
Husell: "enC”

Ha'LgII . ||A128lel

"k'": "GZyGSIZGW19NJOKB jnmvQ"

n ktyll : lloctll s

"kid": "18ec08el-bfa9-4d95-b205-2badd1d4321d",
llusell: "enC",

"alg": "A256GCMKW",
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"k": "qC571_uxcm7Nm3K-ct4GFjx8tM1U8CZONLBvdQstisS8"

}
1
}
Figure 95: Plaintext Content
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entrap_o\xe2\x80\x93peter_long\xe2\x80\x93credit_tun
Figure 96: Password
5.3.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 97.

o Initialization Vector; this example uses the Initialization Vector
from Figure 98.

uwsjIXaBK407Qaf0_zpcpmrl1CsOCC50hIUEYGNEt3mO
Figure 97: Content Encryption Key, base64url-encoded
VBiCzVHNoLiR3F4V82uoTQ
Figure 98: Initialization Vector, base64url-encoded
5.3.3. Encrypting the Key
The following are generated before encrypting the CEK:
o Salt input; this example uses the salt input from Figure 99.
o Iteration count; this example uses the iteration count 8192.
8Q1SzinasR3xchYz6ZZcHA
Figure 99: Salt Input, base64url-encoded

Performing the key encryption operation over the CEK (Figure 97) with
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the following:

o Password (Figure 96);

o Salt input (Figure 99), encoded as an octet string; and
o Iteration count (8192)

produces the following Encrypted Key:
d3gNhUwfgheyPp4H8sjOWsDYajoej4c5Je6r LUtFPWdgtURtmeDV1g

Figure 100: Encrypted Key, base64url-encoded
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5.3.4. Encrypting the Content
The following is generated before encrypting the content:

o JWE Protected Header; this example uses the header from
Figure 101, encoded using base64url [RFC4648] to produce

Figure 102.
{
"alg": "PBES2-HS512+A256KW",
"p2s": "8Q1lSzinasR3xchYz6ZZcHA",
"p2c": 8192,
"cty": "jwk-set+json",
"enc": "A128CBC-HS256"
}

Figure 101: JWE Protected Header JSON
eyJhbGci01JQQkVTMi1IUzUxMitBMjU2S1ciLCIwWMNMi0iI4UTFTemluYXNSM3
hjaF16N1paYOhBIiwicDJIjIjo4MTkyLCIjdHki0iJqd2stc2VOK2pzb24iLCI1
bmMi0iJIBMTI4Q0JIDLUNRTMjU2IN0O

Figure 102: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 95) with the following:

o CEK (Figure 97);
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o Initialization Vector (Figure 98); and

o JWE Protected Header (Figure 102) as authenticated data
produces the following:

o Ciphertext from Figure 103.

o Authentication Tag from Figure 104.
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2371-Tb1AV4nOWKVSSgcQrdgbGRqsUKxj ruHXYsTHAJLZ2nsnGIX86VvMXqIi6IR
sfywCRFzLxXEcZBRnTvG3nhzPkOGDD7FMyXhUHpDjEYCNA_XOmzg8yZR9oyjo61l
TF6s1499FZ2EhzgFQCLO_6h5EVg3vR75_hkBsnuoqoM3dwejXBtIodN84PegMb
6asmas_dpSsz7H10fC5ni9xI1z424givB1lYL1dF6exVmL93R3f000Jbmk2GBQZL
_SEGl1lv2cQsBgeprARsaQ7Bg99tT80coH8ItBjgVO8AtzXFFsx9qKvC982KLKd
PQMT1VIKkgtV4Ru5LEVPBZXBnZrtViSOgyg6AiuwaS-rCrcD_ePOGSuxvgtrok
AKYPgmXUeRdjFJIwafkYEKiuDCVIOVWGA11DH2xTathJwcmywIyzi4BqRpmdn_N-
z15tudYyuvKhjKv6ihbsV_k1hJGPGAxJ6wUpmwC4PTQ271zEmOTUSE8OMKATwW8Y
3kobXZ77ulMwDs4p

Figure 103: Ciphertext, base64url-encoded
OHlwodAhOCILG5SQ2LQ9dg
Figure 104: Authentication Tag, base64url-encoded
5.3.5. Output Results
The following compose the resulting JWE object:

o JWE Protected Header (Figure 102)
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o Encrypted Key (Figure 100)
o Initialization Vector (Figure 98)
o Ciphertext (Figure 103)

o Authentication Tag (Figure 104)
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The resulting JWE object using the JWE Compact Serialization:

eyJhbGci01IQQKVTMi1IUZUxMitBMjU2S1ciLCIWMNMi0i T4UTFTemluYXNSM3
hjaF16N1paYOhBIiwicDIjIjo4MTkyLCIjdHki01Iqd2stc2VOK2pzb24iLCIT
bmMi07 IBMTI4Q0IDLUhTMjU2IN0

d3gNhUWfgheyPp4H8sjOWsDYajoej4c5Je6r LUtFPWdgtURtmeDV1g
VBiCzVHNoLiR3F4V82uoTQ

2371-Tb1AV4nOWKVSSgcQrdgb6GRqsUKxj ruHXYsTHAJLZ2nsnGIX86VvMXqIi6IR
sfywCRFzLXEcZBRNTvG3nhzPkOGDD7FMyXhUHpDjEYCNA_XOmzg8yZR9oyjo61l

TF6si14q9FZ2EhzgFQCLO_6h5EVg3vR75_hkBsnuoqoM3dwejXBtIodN84PegMb
6asmas_dpSsz7H10fC5ni19xI1z424givB1lYL1dF6exVmL93R3T000JIbmk2GBQZL
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_SEGl1lv2cQsBgeprARsaQ7Bq99tT80coH8ItBjgVO8AtzXFFsx9qKvC982KLKd
PQMT1VIKkgtV4RuU5LEVPBZXBnZrtViSOgyg6AiuwaS-rCrcD_ePOGSuxvgtrok
AKYPgmXUeRdjFJIwafkYEKiuDCVIOVWGA11DH2xTathJwcmywIyzi4BqRpmdn_N-
z15tudYyuvKhjKv6ihbsV_k1hJGPGAxJ6wUpmwC4PTQ2i1zEmOTUSE8OMKATwW8Y
3kobXZ77ulMwDs4p

OHlwodAhOCILG5SQ2LQ9dg

Figure 105: JWE Compact Serialization
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The resulting JWE object using the general JWE JSON Serialization:

{
"recipients": [
{
"encrypted_key": "d3gNhUwfgheyPp4H8sjOWsDYajoej4c5Je6r1U
tFPWdgtURtmeDV1g"
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}

1,

"protected": "eyJhbGci0iJQQkVTMilIUzUxMitBMjuU2S1ciLCIwMnMiO1i
I4UTFTemluYXNSM3hjaF16N1paYOhBIiwicDIjIjo4MTkyLCIjdHki01
Jgd2stc2VOK2pzb24iLCI1TbmMi0iIBMTI4Q0IDLUNTMjU2ING",

"jv": "VBiCzVHNoLiR3F4V82uoTQ",

"ciphertext": "2371-Tb1AV4n0OWKVSSgcQrdg6GRqsUKxjruHXYsTHAJLZ2
NnsnGIX86vMXqIi6IRsfywCRFzLXEcZBRNTvG3nhzPkOGDD7FMyXhUHpD
JEYCNA_XOmzg8yZR90yjo61lTF6si14q9FZ2EhzgFQCLO_6h5EVg3VvR75_
hkBsnuogqoM3dwejXBtIodN84PegMb6asmas_dpSsz7H10fC5ni9xIz42
4givB1YL1dF6exVmL93R3f000JIbmk2GBQZL_SEG11lv2cQsBgeprARsaQ
7Bgq99tT80coH8ItBjgVO8AtzXFFsx9qKvC982KLKAPQMT1VIKkqtV4Ru
S5LEVpBZXBnZrtViSOgyg6AiuwaS-rCrcD_ePOGSuxvgtrokAKYPgmXUe
RdjFJIwafkYEKiuDCVIOVWGA11DH2xTathJwcmywIyzi4BgRpmdn_N-z15
tuJYyuvKhjKv6ihbsV_k1hJGPGAxJ6wUpmwC4PTQ2izEmOTUSE80OMKAT
w8V3kobXZ77ulMwDs4p",

"tag": "OHlwodAhOCILG5SQ2LQ9dg"

}

Figure 106: General JWE JSON Serialization

Miller Informational [Page 58]

RFC 7520 JOSE Cookbook May 2015


https://datatracker.ietf.org/doc/pdf/rfc7520

The resulting JWE object using the flattened JWE JSON Serialization:

{

"protected": "eyJhbGci0iJQQkVTMi1lIUzUxMitBMjuU2S1ciLCIwMnMiO01i
I4UTFTemluYXNSM3hjaF16N1paYOhBIiwicDIjIjo4MTkyLCIjdHki0d
Jgd2stc2VOK2pzb24iLCI1TbmMi0iIBMTI4Q0IDLUNTMjU2ING",

"encrypted_key": "d3gNhUWfgheyPp4H8sjOWsDYajoej4c5Je6r LUtFPW
dgtURtmeDV1g",

"jy": "VBiCzVHNoLiR3F4V82uoTQ",

"ciphertext": "2371-Tb1AV4n0OWKVSSgcQrdg6GRqsUKxjruHXYsTHAJLZ2
NsNGIX86vMXqIi6IRsfywCRFzLXEcZBRNTvG3nhzPkO@GDD7FMyXhUHpD
FEYCNA_XOmzg8yZR90yjo61TF6s14q9FZ2EhzgFQCLO_6h5EVE3VR75_
hkBsnuoqoM3dwejXBtIodN84PeqMb6asmas_dpSsz7H10fC5ni19xI1z42
4givB1lYL1dF6exVmL93R3f000Jbmk2GBQZL_SEG1llv2cQsBgeprARsaQ
7Bg99tT80coH8ItBjgVO8AtzXFFsx9qKvC982KLKAPQMT1VIKkqtV4Ru
5LEVpBZXBnZrtViSOgyg6AiuwaS-rCrcD_ePOGSuxvgtrokAKYPgmXUe
RdjFJIwafkYEkiuDCVOVWGAi1DH2xTathJwcmywIyzi4BgRpmdn_N-z15
tuJYyuvKhjKv6ihbsV_k1hJIGPGAxJ6wUpmwC4PTQ2izEmOTUSE8oMKAT
w8V3kobXZ77ulMwDs4p",

"tag": "OHlwodAhOCILG5SQ2LQ9dg"

}

Figure 107: Flattened JWE JSON Serialization

5.4. Key Agreement with Key Wrapping Using ECDH-ES and AES-KeyWrap with
AES-GCM

This example illustrates encrypting content using the "ECDH-
ES+A128KW" (Elliptic Curve Diffie-Hellman Ephemeral-Static with AES-
128-KeyWrap) key encryption algorithm and the "A128GCM" (AES-GCM)
content encryption algorithm.

Note that only the EC public key is necessary to perform the key
agreement. However, the example includes the EC private key to allow
readers to validate the output.

Note that whitespace is added for readability as described 1in
Section 1.1.

5.4.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.

o EC public key; this example uses the public key from Figure 108.
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o "alg" parameter of "ECDH-ES+A128KW".

o "enc" parameter of "A128GCM".

{ Ilktyll . IIECII s
"kid": "peregrin.took@tuckborough.example",
llusell: "enC",
"CI"V"Z IIP_384II,
"x": "YU4rRUzdmVgmRtWOs20pDE_T5fsNIodcG8G5FWPrTPMyxpzsS0GaQL
pe2FpxBmu2",
"y": "A8-yxCHxkfBz3hKZfI1jUYMjUhsEveZ9THuwFjH2sCNdtksRIU7D5-
SkgaFL1ETP",
"d": "iTx2pk7wW-GqJkHcEKFQb2EFyYcO7RugmaW3mRrQVAOUiPommTOIdn
YK2xD1Zh-3"
}

Figure 108: Elliptic Curve P-384 Key, in JWK Format
(NOTE: While the key includes the private parameters, only the public
parameters "crv", "x", and "y" are necessary for the encryption
operation.)
5.4.2. Generated Factors

The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 109.

o Initialization Vector; this example uses the Initialization Vector
from Figure 110.

Nou2ueK1P70ZXDbq9UrRwg

Figure 109: Content Encryption Key, base64url-encoded
mH-G2zVqgztUtnW_

Figure 110: Initialization Vector, base64url-encoded

5.4.3. Encrypting the Key
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To encrypt the Content Encryption Key, the following is generated:

o Ephemeral EC private key on the same curve as the EC public key;
this example uses the private key from Figure 111.
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"kty": HECH’

"CI"V": ||P_384|l’

"x": "uBo4kHPw6kbjx510xowrd_oYzBmaz-GKFZu4xAFFkbYiWgutEK6iuE
DsQ6wNdNg3",

"y": "sp3p5SGhzZVC2faXumI-e9JU2Mo8KpoYrFDr5yPNVtW4PgEwZOyQTA-
JdaY8tb7E0Q",

"d": "D5H4Y_5PSKZvhfVFbcCYJOtcGZygRgfZkpsBr59Icmmhe9sWenkzZ8W
fwhinUfwlg"

Figure 111: Ephemeral Elliptic Curve P-384 Key, in JWK Format

Performing the key encryption operation over the CEK (Figure 109)
with the following:

o The static Elliptic Curve public key (Figure 108); and
o The ephemeral Elliptic Curve private key (Figure 111)
produces the following JWE Encrypted Key:
0DJjBXri_kBcC46IkU5_Jk9BgaQeHdv2
Figure 112: Encrypted Key, base64url-encoded
5.4.4. Encrypting the Content
The following is generated before encrypting the content:

o JWE Protected Header; this example uses the header from
Figure 113, encoded to base64url [RFC4648] as Figure 114.

{
"alg": "ECDH-ES+A128KW",

"kid": "peregrin.took@tuckborough.example",
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Ilepkll: {
llktyll . n ECII s
"crv': "P-384",
"x": "uBo4kHPw6kbjx510xowrd_oYzBmaz-GKFZu4xAFFKkbYiWgutEK61
uEDsQ6wWNdNg3",
"y": "sp3p5SGhzVC2faXumI-e9JU2Mo8KpoYrFDr5yPNVtW4PgEwZOyQT
A-JdaY8tb7EQO"

I
"enc": "A128GCM"
}
Figure 113: JWE Protected Header JSON
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eyJhbGci01JFQORILUVTKOEXMjhLVyIsImtpZCI6InBlcmVncmluLlnRvb2tAdH
Vja2Jvcm91Z2guZXhhbXBsZSIsImVwayI6eyJrdHkiOiJFQyIsImNydiI6I1lAt
MzgOIiwieCI6InVCbzRrSFB3NmtianglbDB4b3dyZFOvWXpCbWF6LUdALR1p1NH
hBRkZrY11lpV2d1dEVLNm11RURzZUTZ3TmROZzM1iLCJI5Ijoic3AzcDVTR2haVkMy
ZmFYdW1JLWU5S1TUyTW84S3BVWXJIGRHI1eVBOVNRXNFBNRXdaT31TRVEEtSmRhWT
hOYjdFMCJ9LCI1bmMi0iJIBMTI4RONNINOG

Figure 114: JWE Protected Header, base64url-encoded

Performing the content encryption operation on the Plaintext
(Figure 72) using the following:

o CEK (Figure 109);

o Initialization Vector (Figure 110); and

o JWE Protected Header (Figure 114) as authenticated data
produces the following:

o Ciphertext from Figure 115.

o Authentication Tag from Figure 116.

tkZu009h950gHImkkr fLBisku8rGfenzVxhRM3sVOhXgz5NJ760ID71pnAi_cP
WIRC]jSpAaUZ5dOR3Spy7QUEKkmKXx8-3RCMhSYMzsXaEwDdXta9Mn5B7cCBoJKBO
IgEnj_qfolhIi-uEkUpOZ8aLTZGHfplO5jMwbKkTe2yK3mjF6SBAsgicQDVCke

Y9BL1luzx1RmC30RXaMO@JaHPB93YcdSDGgpgBWMVrNU1ErkjcMgMoT_wtCex3w0
3XdLkjXIuEr2hWgeP-nkUZTPU9EOGSPj6fAS-bSz87RCPrxZdj_iVyC6QWcgAu
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07WNhjzJEPc4jVntRI6GK53NgPQ5p991324080Uqj4ioYezbS6VvTP1Q
Figure 115: Ciphertext, base64url-encoded
WuGzxmcreYjpHGJoal7EBg

Figure 116: Authentication Tag, base64url-encoded
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5.4.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 114)
o Encrypted Key (Figure 112)
o Initialization Vector (Figure 110)
o Ciphertext (Figure 115)
o Authentication Tag (Figure 116)
The resulting IJWE object using the JWE Compact Serialization:
eyJhbGci01JFQORILUVTKOEXMjhLVYyIsImtpZCI6InBlcmVncmluLlnRvb2tAdH
Vja2dvem91Z2guZXhhbXBsZSIsImVwayI6eyJrdHkiOiJFQyIsImNydiI6IlAt
MzgOIiwieCI6InVCbzRrSFB3NmtianglbDB4b3dyZFOvWXpCbWF6LUdALR1p1NH
hBRkZrY11lpV2d1dEVLNm11RURzZUTZ3TmROZzM1iLCJI5Ijoic3AzcDVTR2haVkMy

ZmFYdW1JILWU5STUyTW84S3BVvWXIGRHI1eVBOVNRXNFBNRXdaT3LRVEEtSmMRhWT
hOYjdFMCJI9LCJI1bmMi0iIBMTI4RONNINOG
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0DJjBXri_kBcC46IkU5_Jk9BgaQeHdv2

mH-G2zVqgztUtnW_

tkZu009h950gHImkkr fLBisku8rGfenzVxhRM3sVOhXgz5NJ760ID71pnAi_cP
WIRCjSpAaUZ5dOR3Spy7QUEKkmKx8-3RCMhSYMzsXaEwDdXta9Mn5B7cCBoJKBO
IgEnj_qgfolhIi-uEkUpOZ8aLTZGHfplO5jMwbKkTe2yK3mjF6SBAsgicQDVCkc
Y9BL1luzx1RmC30RXaMO@JaHPB93YcdSDGgpgBWMVrNU1ErkjcMgMoT _wtCex3w0
3XdLkjXIuEr2hWgeP-nkUZTPU9E0OGSPj6fAS-bSz87RCPrxZdj_iVyC6QWcgAu
O7WNhjzJEPc4jVntRIGK53NgPQ5p991324080Uqj4ioYezbS6vVTP1Q
WuGzxmcreYjpHGJoal7EBg

Figure 117: JWE Compact Serialization
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The resulting JWE object using the general JWE JSON Serialization:

{
"recipients": [
{
"encrypted_key": "0DJjBXri_kBcC46IkU5_Jk9BgaQeHdv2"
}

1,
"protected": "eyJhbGciOiJFQORILUVTKOEXMjhLVyIsImtpZCI6InBlcm

VncmluLnRvb2tAdHVja23vem91Z2guZXhhbXBsZSIsImVwayI6eyJrdH
ki01JFQyIsImNydiI6ILAtMzgOIiwieCI6InVCbzRrSFB3NmtianglbD
B4b3dyZFOvWXpCbWF6LUALR1pINHhBRKZrY11lpV2d1dEVLNmL1RURZUT
Z3TmROZzMiLCJ5Ijoic3AzcDVTR2haVkMyZmFYdW1JLWU5S1UyTW84S3
BvWXJIGRHI1eVBOVNRXNFBNRXdaT3 LRVEEtSmRhWThOYjdFMCIOLCIlbm
Mi01JBMTI4RONNINO",
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"jv": "mH-G2zVqgztUtnW_",

"ciphertext": "tkZuO09h950gHImkkrfLBisku8rGf6nzVxhRM3sVOhXgz
5NJ760ID71pnAi_cPWIRCjSpAaUZ5dOR3Spy7QUEKkmKx8-3RCMhSYMzs
XaEwDdXta9Mn5B7cCBoJKBOIgENnj_qfolhIi-uEkUp0Z8aLTZGHfpl0O5
jMwbKkTe2yK3mjF6SBAsgicQDVCkcY9BL1luzx1RmC30RXaM0@JaHPBIO3Y
cdSDGgpgBWMVrNU1ErkjcMgMoT_wtCex3wO3XdLkjXIuEr2hWgeP-nkU
ZTPU9EOGSPj6fAS-bSz87RCPrxZdj_iVyC6QWcqAu@7WNhjzJEPc4jVn
tRI6K53NgPQ5p991374080Uqj4ioYezbS6vTP1Q",

"tag": "WuGzxmcreYjpHGJoal7EBg"

}
Figure 118: General JWE JSON Serialization
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The resulting IJWE object using the flattened JWE JSON Serialization:

{

"protected": "eyJhbGciOiJFQORILUVTKOEXMjhLVyIsImtpZCI6InBlcm
VncmluLnRvb2tAdHVja23vem91Z2guZXhhbXBsZSIsImVwayI6eyJrdH
ki0iJFQyIsImNydiI6I1AtMzg0IiwieCI6InVCbzRrSFB3NmtianglbD
B4b3dyZFOvWXpCbWF6LUALR1pINHhBRKZrY11lpV2d1dEVLNm11RURZUT
Z3TmROZzM1iLCJI5Ijoic3AzcDVTR2haVkMyZmFYdW1JLWU5S1UyTW84S3
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BVWXJGRHI1eVBOVNRXNFBNRXdaT31TRVEEtSmMRhWThOYjdFMCJI9LCI1lbm
Mi0i1JBMTI4RONNINO",

"encrypted_key": "0ODJjBXri_kBcC46IkU5_Jk9BgaQeHdv2",

"jv": "mH-G2zVqgztUtnw_",

"ciphertext": "tkZu009h950gHImkkrfLBisku8rGfénzVxhRM3sVOhXgz
5NJ760ID71pnAi_cPWIRC]jSpAaUZ5dOR3Spy7QUEkmKx8-3RCMhSYMzs
XaEwDdXta9Mn5B7cCBoJKBOIgENnj_qfolhIi-uEkUpOZ8aLTZGHfpl05
JjMwbKkTe2yK3mjF6SBAsgicQDVCkcY9BL1luzx1RmC30RXaMOJaHPB93Y
cdSDGgpgBWMVrNU1ErkjcMgMoT_wtCex3w03XdLkjXIuEr2hWgeP-nkU
ZTPU9EOGSPj6fAS-bSz87RCPrxZdj_iVyC6QWcqAudO7WNhjzJEPc4jVn
tRJIG6K53NgPQ5p991374080Uqj4ioYezbS6vTP1Q",

"tag": "WuGzxmcreYjpHGJoal7EBg"

Figure 119: Flattened JWE JSON Serialization
5.5. Key Agreement Using ECDH-ES with AES-CBC-HMAC-SHA2

This example illustrates encrypting content using the "ECDH-ES"
(Elliptic Curve Diffie-Hellman Ephemeral-Static) key agreement
algorithm and the "A128CBC-HS256" (AES-128-CBC-HMAC-SHA-256) content
encryption algorithm.

Note that only the EC public key is necessary to perform the key
agreement. However, the example includes the EC private key to allow
readers to validate the output.

Note that whitespace is added for readability as described 1in
Section 1.1.
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5.5.1. Input Factors
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The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.
o EC public key; this example uses the public key from Figure 120.
o "alg" parameter of "ECDH-ES".

o "enc" parameter of "A128CBC-HS256".

{
Ilktyll . IIECII s
"kid": "meriadoc.brandybuck@buckland.example",
Ilusell: "enC",
"CFV"I ||P_256|l,
"x": "Ze21loSV3wrroKUN_4zhwGhCqo3Xhultd4QjeQ5wIVRO",
"y": "HLLtdXARY_f55A3fnzQbPcm6hgr34Mp8p—nuzQCEOZw" ,
"d": "r_kHyZ-a06rmxM3yESK84rlotSg-aQcVStkRhA-iCM8"
}

Figure 120: Elliptic Curve P-256 Key
(NOTE: While the key includes the private parameters, only the public
parameters "crv", "x", and "y" are necessary for the encryption
operation.)
5.5.2. Generated Factors

The following is generated before encrypting:

o Initialization Vector; this example uses the Initialization Vector
from Figure 121.

ycIN8v5sYyv3iGQT926IUg
Figure 121: Initialization Vector, base64url-encoded

NOTE: The Content Encryption Key (CEK) is not randomly generated;
instead, it is determined using ECDH-ES key agreement.
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5.5.3. Key Agreement
The following is generated to agree on a CEK:
o Ephemeral private key; this example uses the private key from

Figure 122.

HktyH: HECH’

"crv'": "P-256",

"x": "mPUKT_bAWGHIhgOTpjjqVsP1lrXWQu_vwVOHHtNkdYoA",
"y": "8BQAsImGeAS46fyWw5MhYfGTTOIjBpFw2SS34Dv4Irs",
"d": "AtH35vIsQ9SG]jYfOsjUXYXQKrPH3FjZHMEtSKoSN8cM"

Figure 122: Ephemeral Private Key, 1in JWK Format
Performing the ECDH operation using the static EC public key
(Figure 120) over the ephemeral private key (Figure 122) produces the
following CEK:
hzHd1fQIAEehb8Hrd_mFRhKsKLEzPfshfXs91l6areCc

Figure 123: Agreed-to Content Encryption Key, base64url-encoded
5.5.4. Encrypting the Content

The following 1is generated before encrypting the content:

o JWE Protected Header; this example uses the header from
Figure 124, encoded to base64url [RFC4648] as Figure 125.

{
"alg": "ECDH-ES",
"kid": "meriadoc.brandybuck@buckland.example",
Hepk": {
"ktyH: HECH,
"CFV"Z HP_256H,
"x": "mPUKT_bAWGHIhgOTpjjqVsPlrXWQu_vwVOHHtNkdYoA",
"y'": "8BQAsSImGeAS46fyWw5S5MhYfGTTOIjBpFw2SS34Dv4Irs"
I
"enc": "A128CBC-HS256"
}

Figure 124: JWE Protected Header JSON
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eyJhbGci0iJFQORILUVTIiwia2lkIjoibWVyaWFkb2MuYnJhbmR5YnVja0BidW
NrbGFuzZC51eGFtcGxlIiwiZXBrIjp7Imt0eSI6IKVDIiwiY3J2IjoiUCOYNTY1
LCJ4IjoibVBVS1RfYkFXROhJaGcwVHBganFWc1AxclhXUXVfdndWTOhIdESrZF
1vQSIsInkiOiI4QLFBcOLtR2VBUzQ2Zn1XdzVNaFImR1RUME1lqQnBGdzJITUzMO

RHYOSXJzINOsImMVuYyI6IKEXMjhDQKMtSFMyNTYfQ
Figure 125: JWE Protected Header, base64url-encoded

Performing the content encryption operation on the Plaintext
(Figure 72) using the following:

o CEK (Figure 123);

o Initialization Vector (Figure 121); and

o JWE Protected Header (Figure 125) as authenticated data
produces the following:

o Ciphertext from Figure 126.

o Authentication Tag from Figure 127.

BoD1lwPnTypYq-ivjmQvAYJILb5Q61-F3LIgQom1z87yW40PKbWE1zSTEFjDfhU9
IPIOSA9Bm14m7iDFwA-1ZXvHteLDtw4R1XRGMEsSDIqAYtskTTmzmzNa-_q4F_e
VAPUmw10-ZG45Mngq4uhM1fm_D9rBtWolqZSF3xGNNkpOMQKF1C18i8wjzR1li7-
IXgyirlKQsbhhgqRzkv8IcY6aH124j03C-AR21elr7TURUhNArM79BY8soZUO1lzwI
-sD5PZ314NDCCei19XkoIAfsXIWmySPoeRb2Ni5UZL4mYpvKDiwmyzGd65KqVw7
MsFfI_K767G9C9AZzp73gKZDODYyUn1mnOWWS5LmyX_yJ-3AR0q8p1WZBfG-ZyJ61

95_3JGG2m9Csg
Figure 126: Ciphertext, base64url-encoded
WCCkNa-x4BeBOhIDIfFuhg

Figure 127: Authentication Tag, base64url-encoded

.5. Output Results
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The following compose the resulting JWE object:
o JWE Protected Header (Figure 114)

o Initialization Vector (Figure 110)

(e}

Ciphertext (Figure 115)

o Authentication Tag (Figure 116)

Miller Informational [Page 68]

REC 7520 JOSE Cookbook May 2015

Only the general JWE JSON Serialization is presented because the
flattened JWE JSON Serialization 1is identical.

The resulting JWE object using the JWE Compact Serialization:

eyJhbGci0iJFQORILUVTIiwia2lkIjoibWVyaWFkb2MuYnJhbmR5YnVja0BidW
NrbGFuzZC51eGFtcGxlIiwiZXBrIjp7Imt0eSI6IKVDIiwiY3J2IjoiUCOYNTY1
LCJ4IjoibVBVS1RfYkFXROhJaGcwVHBganFWc1AxclhXUXVfdndWTOhIdESrZF
1vQSIsInkiOiI4QLFBcOLtR2VBUzQ2Zn1XdzVNaFImR1RUME1lqQnBGdzJITUzMO
RHYOSXJIzINOsImVuYyI6IKEXMjhDQkMtSFMyNTYifQ

ycIN8v5sYyv3iGQT926IUg

BoD1lwPnTypYq-ivjmQvAYJILb5Q61-F3LIgQom1z87yW40PKbWE1zSTEFjDfhU9
IPIOSA9Bml4m7iDFwA-1ZXvHteLDtw4R1XRGMESDIqAYtskTTmzmzNa-_q4F_e
VAPUmMw10-ZG45Mnq4uhM1fm_D9rBtWolqZSF3xGNNkpOMQKF1C18i8wjzR1i7-
IXgyirlKQsbhhgqRzkv8IcY6aH124j03C-AR21elr7TURUNArM79BY8soZUO1lzwI
-sD5PZ314NDCCei19XkoIAfsXIWmySPoeRb2Ni5UZL4mYpvKDiwmyzGd65KqVw7
MsFfI_K767G9C9Azp73gKZDODYyUn1mnOWWS5LmyX_yJ-3AR0q8pl1lWZBfG-ZyJ61
95_3JGG2m9Csg

WCCkNa-x4BeBOhIDIfFuhg
Figure 128: JWE Compact Serialization
The resulting JWE object using the general JWE JSON Serialization:

{
"protected": "eyJhbGciOiJFQORILUVTIiwia2lkIjoibWVyaWFkb2MuYn
JhbmR5YnVja0BidWNrbGFuzZC51leGFtcGx1lIiwiZXBrIjp7Imt0eSI6Ik
VDIiwiY3J2IjoiUCOYNTYiLCJ4IjoibVBVS1RfYkFXROhJaGcwVHBgan
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FWc1AxclhXUXVfdndWTOhIdESrZFlvQSIsInkiOiI4QlFBcOltR2VBUz
Q2Zn1XdzVNaFImR1RUME1lqQnBGdzJITUzMORHYOSXJIZzINOsImVuYyI6Ik
ExMjhDQKMtSFMyNTY1fQ",

"jv": "yc9N8v5sYyv3iGQT926IUg",

"ciphertext": "BoDlwPnTypYqg-ivjmQvAYJLb5Q61-F3LIgQomlz87yW40
PKbWE1zSTEFjDfhU9IPIOSA9Bm14m7iDFwA-1ZXvHteLDtw4R1XRGMEs
DIgAYtskTTmzmzNa-_qg4F_evAPUmwl0-ZG45Mnq4uhM1fm_D9rBtWolq
ZSF3xGNNkpOMQKF1C181i8wjzR117-IXgyirlKQsbhhqRzkv8IcY6aH12
4j03C-AR21elr7URUhArM79BY8s0ZU01zwI-sD5PZ314NDCCei9XkoIA
fsXJIWmySPoeRb2Ni5UZL4mYpvKDiwmyzGd65KqVw7MsFfI_K767G9C9A
zp73gKZDODyUn1mnOWWS5LmyX_yJ-3AR0q8p1WZBfG-ZyJ6195_3GG2m9
ngu’

"tag": "WCCkNa-x4BeB9hIDIfFuhg"

}
Figure 129: General JWE JSON Serialization
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5.6. Direct Encryption Using AES-GCM

This example illustrates encrypting content using a previously
exchanged key directly and the "A128GCM" (AES-GCM) content encryption
algorithm.

Note that whitespace is added for readability as described 1in
Section 1.1.

5.6.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 130.

o "alg" parameter of "dir".
o "enc" parameter of "A128GCM".

"kty": "OCt",
"kid": "77c7e2b8-6e13-45cf-8672-617b5b45243a",
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HuseH: "enC",
"alg": "A128GCM",
"k'": "XctOhJAKA-pD9Lh7ZgW_2A"
Figure 130: AES 128-Bit Key, in JWK Format
5.6.2. Generated Factors

The following 1is generated before encrypting:

o Initialization Vector; this example uses the Initialization Vector
from Figure 131.

refa467QzzKx6QAB

Figure 131: Initialization Vector, base64url-encoded

Miller Informational [Page 70]

RFC 7520 JOSE Cookbook May 2015

5.6.3. Encrypting the Content
The following 1is generated before encrypting the content:

o JWE Protected Header; this example uses the header from
Figure 132, encoded as base64url [RFC4648] to produce Figure 133.

{
Halgu: "dir",
"kid": "77c7e2b8-6e13-45cf-8672-617b5b45243a",
"enc": "A128GCM"

3

Figure 132: JWE Protected Header JSON

eyJhbGci0iJkaXIiLCIraWQiOiI3N2M3ZTJIi0CO2ZTEZLTQ1Y2YtODY3M1i02MT
diNWIONTIOM2EiLCI1lbmMi0i1JBMTI4RONNING


https://datatracker.ietf.org/doc/pdf/rfc7520
https://datatracker.ietf.org/doc/pdf/rfc4648

Figure 133: JWE Protected Header, base64url-encoded

Performing the encryption operation on the Plaintext (Figure 72)
using the following:

o CEK (Figure 130);
o Initialization Vector (Figure 131); and
o JWE Protected Header (Figure 133) as authenticated data
produces the following:
o Ciphertext from Figure 134.
o Authentication Tag from Figure 135.
JW_i_f52hww_ELQPGaYyeABG6HYGCR55919TYnSovc23XJoBcW29rHP8yZ0ZG7Y
hLpT1bjFuvZPjQS-mOIFtVcXkZXdH_1r_FrdYt9HRUYkshtrMmIUAyGmUnd9zM
DB2nOcRDIHAZzFVeJUDxkUwVAE7_YGRPdcqMyiBoCO-FBdE-Nceb4h3-FtBP-c_
BIWCPTjb900SbdcdREEMIMYZBH8ySWMVi1gPD9yxi-aQpGbSv_F9N4IZAxscj5
g-NJIsUPbjk29-s7LJAGb15wEBtXphVCgyy53CoIKLHHeJHXex45Uz9aKZSRSIn
ZI-wjsYOyu3cT4_aQ3ilo-tiE-F8Ios61EKgyIQ4CWao8PFMj8TTnp

Figure 134: Ciphertext, base64url-encoded

vbb32Xv1llea20tmHAdccRQ

Figure 135: Authentication Tag, base64url-encoded
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5.6.4. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 133)

o Initialization Vector (Figure 131)

o

Ciphertext (Figure 134)

o Authentication Tag (Figure 135)
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Only the general JWE JSON Serialization is presented because the
flattened JWE JSON Serialization 1is identical.

The resulting IJWE object using the JWE Compact Serialization:
eyJhbGci0iJkaXIiLCIraWQiOiI3N2M3ZTJi0CO2ZTEZLTQ1Y2YtODY3Mi02MT
diNWIONTIOM2EiLCI1lbmMi0iJIBMTI4RONNING

refa467QzzKx6QAB
IW_i_f52hww_ELQPGaYyeABG6HYGCcR55919TYnSovc23XJoBcW29rHP8yZ0ZG7Y
hLpT1bjFuvZPjQS-mOIFtVcXkZXdH_1r_FrdYt9HRUYkshtrMmIUAyGmUnd9zM
DB2nOcRDIHAzFVeJUDxkUwVAE7_YGRPdcgMyiBoCO-FBdE-Nceb4h3-FtBP-c_
BIWCPTjb900SbdcdREEMIMyZBH8YSWMVi1gPD9yx1-aQpGbSv_FIN4IZAxscj5
g-NJsUPbjk29-s7LJAGb15wEBtXphVCgyy53CoIKLHHe JHXex45Uz9aKZSRSIn
ZI-wjsYOyu3cT4_aQ3ilo-tiE-F8Ios61EKgyIQ4CWao8PFMj8TTnp
vbb32Xvllea20tmHAdccRQ

Figure 136: JWE Compact Serialization
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The resulting JWE object using the general JWE JSON Serialization:

{
"protected": "eyJhbGciOiJkaXIiLCJraWQiOiI3N2M3ZTJi0CO2ZTEZLT
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Q1lY2YtODY3Mi02MTdiNWIONTIOM2EiLCI1bmMi0iJBMTI4RONNING",

"jv'": "refad467QzzKx6QAB",

"ciphertext": "JW_i_f52hww_ELQPGaYyeABG6HYGCR55919TYnSovc23XJ
0BcW29rHP8yZ0ZG7YhLpT1bjFuvZPjQS-mOIFtVcXkZXdH_1r_FrdYt9
HRUYkshtrMmIUAyGmUnd9zMDB2nOcRDIHAZzFVeJUDxkUwVAE7_YGRPdc
gMyiBoCO-FBdE-Nceb4h3-FtBP-c_BIwWCPTjb900SbdcdREEMIMyZBH8
ySWMVi1gPD9yxi-aQpGbSv_FIN4IZAxscj5g-NIsUPbjk29-s7LJAGb1
S5wEBtXphVCgyy53CoIKLHHeIJHXex45Uz9aKZSRSINZI-wjsYOyu3cT4_
aQ3ilo-tiE-F8I0os61EKgyIQ4CWao8PFMj8TTnp",

"tag": "vbb32Xvllea20tmHAdccRQ"

}

Figure 137: General JWE JSON Serialization

5.7. Key Wrap Using AES-GCM KeyWrap with AES-CBC-HMAC-SHA2
This example illustrates encrypting content using the "A256GCMKW"
(AES-256-GCM-KeyWrap) key encryption algorithm with the "A128CBC-

HS256" (AES-128-CBC-HMAC-SHA-256) content encryption algorithm.

Note that whitespace is added for readability as described 1in
Section 1.1.

5.7.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.
o AES symmetric key; this example uses the key from Figure 138.
o "alg" parameter of "A256GCMKW".

o "enc" parameter of "A128CBC-HS256".
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{
llktyll: ”OCt",
"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
llusell: "enC",
"alg": "A256GCMKW",
"k'": "qC571_uxcm7Nm3K-ct4GFjx8tM1U8CZONLBvdQstisS8"
}

Figure 138: AES 256-Bit Key
5.7.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 139.

o Initialization Vector for content encryption; this example uses
the Initialization Vector from Figure 140.

UWxARpat23nL9ReIj4WG3D1lee9I4r-Mv5QLUFXdy_rE
Figure 139: Content Encryption Key, base64url-encoded
gz6NjyEFNm_vm8Gj6FwoFQ
Figure 140: Initialization Vector, base64url-encoded
5.7.3. Encrypting the Key
The following is generated before encrypting the CEK:

o Initialization Vector for key wrapping; this example uses the
Initialization Vector from Figure 141.

KKYTOGX_2jH1lfqgN_

Figure 141: Initialization Vector for Key Wrapping, base64url-encoded
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Performing the key encryption operation over the CEK (Figure 139)
with the following:

(o)

0]

(o)

AES symmetric key (Figure 138);

Initialization Vector (Figure 141); and

The empty string as authenticated data

produces the following:

(o)

(o)

Encrypted Key from Figure 142.

Authentication Tag from Figure 143.

13f3HbOApXMEBKCMOOTNNABXxs_CvTWUmMZQ2E1LvYNok

Figure 142: Encrypted Key, base64url-encoded

kfPduVQ3T3H6vnewt—--ksw

7.

The following is generated before encrypting the content:

(o)

Figure 143: Authentication Tag from Key Wrapping, base64url-encoded

5.7.4.

JWE Protected Header; this example uses the header from
Figure 144, encoded to base64url [RFC4648] as Figure 145.

llalgﬂ :
"kid"s
lltagﬂ :

II-iVll :

"enc":

Encrypting the Content

"A256GCMKW" ,
"18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"kfPduVQ3T3H6vnewt--ksw",
"KKYTOGX_2jHLfgN_",

"A128CBC-HS256"

Figure 144: JWE Protected Header JSON
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eyJhbGci0i1IBMjU2RONNS1ciLCIraWQi0iIx0GVjMDh1MS1iZmESLTRKOTUtY ]
IwNSOYYjRkZDFKNDMyMWQiLCJOYWci0iJrZ1BkdVZRM1QzSDZ2bmV3dCOta3N3
TiwiaXYi0iJLallUMEdYXzJqSGxmcU5fIiwiZW5jIjoiQTEYOENCQy1IUZI1N
Jo

Figure 145: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 72) with the following:

o CEK (Figure 139);

o Initialization Vector (Figure 140); and

o JWE Protected Header (Figure 145) as authenticated data
produces the following:

o Ciphertext from Figure 146.

o Authentication Tag from Figure 147.
Jf5p9-ZhJ1Jy_IQ_byKFmIORo7w7G1lQiaZpI80aiVgD8EqoDZHYFKFBupS8iakE
eVIgMgWmsuJKuoVgzR3YfzoMd3GXxEm3VxNhzWyWtZKX0gxKdy6HgLvqoGNbZCz
LjgqcpDiF8q2_62EVAbr2uSc2oaxFmFuIQHLcqAHxy51449xkjZ7ewzZaGV3eFq
hpco804DijXaG5_7kp3h2cajRfDgymuxUbWglLgaeNQaJtvImSMFUEOSAzw9Hde
b6yhdTynCRmu-kqt05Dec41T20MZKpnxc_F1_4yDJIFcqb5CiDSmA-psB2k0Jt]
XxAj4UPI6100NK7zzFIu4gBfjJICndsZfdvG7h8wGjV98QhrKENR7xKZ3KCrO_gR
1B-gxpNk3xWU

Figure 146: Ciphertext, base64url-encoded

DKW77j rb4WaRSNfbXVP1T5g
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Figure 147: Authentication Tag, base64url-encoded
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5.7.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 145)
o Encrypted Key (Figure 142)
o Initialization Vector (Figure 140)
o Ciphertext (Figure 146)
o Authentication Tag (Figure 147)
The resulting JWE object using the JWE Compact Serialization:
eyJhbGci0i1IBMjU2RONNS1ciLCIraWQi0iIx0GVjMDh1MS1iZmESLTRKOTUtY ]
IWwNSOyYYjRKkZDFKNDMyMWQiLCJIOYWci0iJrZ1BkdVZRM1QzSDZ2bmV3dCOta3N3
TiwiaXYi0iJLallUMEdYXzJqSGxmcU5fIiwiZW5jIjoiQTEYOENCQy1IUZI1N
J9
iJf3HbOApoEBkCMOoTnnABxs_CvTWUmZQZElLvYNok

gz6NjyEFNm_vm8Gj6FwoFQ

Jf5p9-ZhJ1Jy_IQ_byKFmIORo7w7G1lQiaZpI80aiVgD8EqoDZHYFKFBupS8iakE
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eVIgMgWmsuJKuoVgzR3YfzoMd3GXxEm3VxNhzWyWtZKX0gxKdy6HgLvqoGNbZCz
LjqcpDiF8g2_62EVAbr2uSc2oaxFmFuIQHLcqAHxy51449xkjZ7ewzZaGV3eFq
hpco804DijXaG5_T7kp3h2cajRfDgymuxUbWglLgaeNQaJltvImSMFUEOSAzw9Hde
b6yhdTynCRmu-kqt05Dec41T20MZKpnxc_F1_4yDJFcqb5CiDSmA-psB2k0Jt]
XxAj4UPI6100NK7zzFIu4gBfjICndsZfdvG7h8wGjV98QhrKEnR7xKZ3KCrO_gR
1B-gxpNk3xWU

DKW73 rb4WaRSNTbXVP1T5g

Figure 148: JWE Compact Serialization
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The resulting JWE object using the general JWE JSON Serialization:

{
"recipients": [
{
"encrypted_key": "1Jf3HbOApxMEBKCMOoTnnABxs_CvTWUmZQ2E1L
vYNok"
+

1,

"protected": "eyJhbGci0iIBMjU2RONNS1ciLCIraWQiOiIx0GVjMDh1MS
1iZmES5LTRKOTUtYjIwWNSOYYjRKkZDFKNDMyMWQiLCJOYWciO0iJrZ1BkdV
ZRM1QzSDZ2bmV3dCOta3N3IiwiaXYi0iJLallUMEdYXzJqSGxmcU5fIi
wiZW5jIjoiQTEYOENCQy1IUZIINiJ9",

"jv'": "gz6NjyEFNm_vm8Gj6FwoFQ",

"ciphertext": "Jf5p9-ZhJ1Jy_IQ_byKFmIORo7w7G1lQiaZpI80aiVgDS8E
qoDZHyFKFBupS8iaEeVIgMgWmsuJKuoVgzR3YfzoMd3GXxEm3VxNhzWyW
tZKX0gxKdy6HgLvqoGNbZCzLjqcpDiF8q2_62EVAbr2uSc2oaxFmFuIQ
HLcqAHxy51449xkjZ7ewzZaGV3eFghpco804DijXaG5_7kp3h2cajRfD
gymuxUbWgLgaeNQaJtvImSMFUEOSAzw9Hdeb6yhdTynCRmu-kgtO5Dec
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41T20MZKpnxc_F1_4yDIFcqb5CiDSmA-psB2k0JtjxAj4UPI6100NKTZ
zFIu4gBfjICndsZfdvG7h8wGjV98QhrKENR7XxKZ3KCr0_qR1B-gxpNk3
xwu'"',

"tag": "DKW7jrb4WaRSNfbXVP1T5g"

}
Figure 149: General JWE JSON Serialization
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The resulting JWE object using the flattened JWE JSON Serialization:

{
"protected": "eyJhbGciOiIBMjU2RONNS1ciLCIpdiI6IktrWVQwR1hfMm

pIbGZxT187LCIrawQioiIx0GVjMDh1MS1iZmESLTRKOTULY IWNSOYY ]
RkZDFKNDMyMWQiLCJOYWci0iJrZ1BkdVZRM1QzSDZ2bmV3dCOta3N31I
wiZW5jIjoiQTEyOENCQy1IUzI1INiJ9",

"encrypted_key": "1Jf3HbOApxMEBKCMOoTnnABxs_CvTWUmMZQ2E1LvYNo
kll’

"jv": "gz6NjyEFNm_vm8Gj6FwoFQ",

"ciphertext": "Jf5p9-ZhJ1Jy_IQ_byKFmIORo7w7G1lQiaZpI80aiVgD8E
qoDZHyFKFBupS8iaEeVIgMgWmsuJKuoVgzR3YfzoMd3GXxEm3VxNhzWyW
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tZKX0gxKdy6HglLvqoGNbZCzLjqcpDiF8q2_62EVAbr2uSc2oaxFmFuIQ
HLcqAHxy51449xkjZ7ewzZaGV3eFghpco804DijXaG5_7kp3h2cajRfD
gymuxUbWgLgaeNQaJtvImSMFUEOSAzw9Hdeb6yhdTynCRmu-kgqtO5Dec
41T20MZKpnxc_F1_4yDJFcqb5CiDSmA-psB2k0JtjxAj4UPI6100NK7z
zFIu4gBfjICndsZfdvG7h8wGjV98QhrKENR7xKZ3KCr0_qR1B-gxpNk3
xwu'"',

"tagH:

}

"NvBveHr_vonkvflfnUrmBQ"

Figure 150: Flattened JWE JSON Serialization

5.8. Key Wrap Using AES-KeyWrap with AES-GCM

The following example illustrates content encryption using the
"A128KW" (AES-128-KeyWrap) key encryption algorithm and the "A128GCM"
(AES-128-GCM) content encryption algorithm.

Note that whitespace is added for readability as described 1in
Section 1.1.

5.8.1. Input Factors

The following are supplied before beginning the encryption process:

o Plaintext content; this example uses the content from Figure 72.

o AES symmetric key; this example uses the key from Figure 151.

o "alg" parameter of "A128KW".

o "enc" parameter of "A128GCM".
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{
HktyH: HOCtH,
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
HuseH: "enC",
"alg": "AL28KW",
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"k": "GZy6sIZ6wl9NJOKB-jnmVQ"

Figure 151: AES 128-Bit Key
5.8.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key; this example uses
the key from Figure 152.

o Initialization Vector; this example uses the Initialization Vector
from Figure 153.

aY5_GhmkOKxWPBLu_glx1w
Figure 152: Content Encryption Key, base64url-encoded
Qx0pmsDa8KnJc9Jo
Figure 153: Initialization Vector, base64url-encoded
5.8.3. Encrypting the Key
Performing the key encryption operation over the CEK (Figure 152)
with the AES symmetric key (Figure 151) produces the following
Encrypted Key:
CBI6oDW8MydIx1IBntf_1Qcw2MmIKIQx
Figure 154: Encrypted Key, base64url-encoded
5.8.4. Encrypting the Content

The following 1is generated before encrypting the content:

o JWE Protected Header; this example uses the header from
Figure 155, encoded to base64url [RFC4648] as Figure 156.
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{
"alg": "AL28KW",

"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

Figure 155: JWE Protected Header JSON

eyJhbGci01IBMTI4S1ciLCIraWQiOiI4MWIyMDk2NS04MzMyLTQzZDktYTQ20C
04MjE2MGFKOTFhYzgiLCJI1bmMi0iJIBMTI4RONNINO

Figure 156: JWE Protected Header, base64url-encoded

Performing the content encryption over the Plaintext (Figure 72) with
the following:

o CEK (Figure 152);
o Initialization Vector (Figure 153); and
o JWE Protected Header (Figure 156) as authenticated data
produces the following:
o Ciphertext from Figure 157.
o Authentication Tag from Figure 158.
AwliP-KmWgsZ37BvzCefNen6VTbRK3QMA4TkvRkHOtP1bTdhtFJIgIxeVmIkLD6
1A1hnWGetdgl1c9ADsnWgL56NyxwSYjU1ZEHcGkd3EKUOVjHi9gT1b90qSYFfe
FOLwkcTtjbYKCsiNIQkcIplyeMO30muiYSoYJIVSpf7ej6zaYcMv3WwdxDF18RE
wOhNImk2X1d23Xq6BR53TSFkyT7PwVLuq-1GwtGH1Qeg7gDT6xWOIgHDPNn_H-p
uQsmthc9Zg@ojmIfqqFVETUXLAF-KjcBTS5dNy6egwkYtOt8EIHK-0oEsKYtZRa
a8Z7MOZ7UGXGIMVEmxrGCPeJal4dslv2-gaqKOkEThkaSqdYwOFkQZF

Figure 157: Ciphertext, base64url-encoded

ER7TMWIZ1FBI_NKvn7ZbllLw

Figure 158: Authentication Tag, base64url-encoded
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5.8.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 156)
o Encrypted Key (Figure 154)
o Initialization Vector (Figure 153)
o Ciphertext (Figure 157)
o Authentication Tag (Figure 158)
The resulting JWE object using the JWE Compact Serialization:

eyJhbGci0iIBMTI4S1ciLCIraWQiOiI4MWIyMDk2NS04MzMyLTQzZDktYTQ20C
04MjE2MGFKOTFhYzgiLCJ1bmMi0iJIBMTI4RONNINO

CBI6oDW8MydIx1IBntf_1Qcw2MmIKIQx

Qx0pmsDa8KnJc9Jo
AwliP-KmWgsZ37BvzCefNen6VTbRK3QMA4TkvRkHOtP1bTdhtFJgIxeVmIkLD6
1A1hnWGetdgl1c9ADsnWgL56NyxwSYjU1ZEHcGKd3EKUOVjHi9gT1lb90qSYFfe
FOLwkcTtjbYKCsiNIQkcIplyeM030muiYSoYJIVSpf7ej6zaYcMv3WwdxDF18RE
wOhNImk2X1d2JIXq6BR53TSFKkyT7PwVLugq-1GwtGH1Qeg7gDT6xWOJIgHDPN_H-p
uQsmthc9Zg0ojmIfqqFVETUXLAF-KjcBTS5dNy6egwkYtOt8EIHK-0oEsKYtZRa
a8Z7MOZ7UGXGIMVEmxrGCPeJal4slv2-gaqKOkEThkaSqdYwOFkQZF
ER7TMWIZ1FBI_NKvNn7ZbllLw

Figure 159: JWE Compact Serialization
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The resulting JWE object using the general JWE JSON Serialization:

{
"recipients": [
{
"encrypted_key": "CBI60DwW8MydIx1IBntf_1Qcw2MmIKIQx"
}

1,

"protected": "eyJhbGciOiIBMTI4S1ciLCIraWQiOiI4MWIyMDk2NS04Mz
MyLTQzZDktYTQ20C04MjE2MGFKOTFhYzgiLCJ1lbmMi0i1JBMTI4RONNIN
Oll,

"jv": "QxOpmsDa8KnJc9Jo",

"ciphertext": "AwliP-KmWgszZ37BvzCefNen6VTbRK3QMA4TkvRkHOtP1b
TdhtFJgJIxeVmIKkLD61A1hnWGetdgl1cO9ADsnWgL56NyxwSYjU1ZEHcGk
d3EkUOVjHi9gT1b90qSYFfeFOLwkcTtjbYKCsiNIQkcIplyeMO30muiY
SoYJVSpf7ej6zaYcMv3WwdxDFL8REWOhNImk2X1d2JIXq6BR53TSFkyT7
PwVLuq-1GwtGH1Qeg7gDT6xWOIgHDPNn_H-puQsmthc9Zg@ojmIfqqFVvE
TUXLAF-KjcBTS5dNy6egwkYtOt8EIHK-0EsKYtZRaa8Z7MOZ7UGXGIMv
EmxrGCPeJal4slv2-gaqKOkEThkaSqdYwOFkQZF",

"tag": "ER7TMWIZ1FBI_NKvn7ZblLw"

Figure 160: General JWE JSON Serialization
The resulting JWE object using the flattened JWE JSON Serialization:

{

"protected": "eyJhbGciOiIBMTI4S1ciLCJIraWQiOiI4MWIyMDk2NS04Mz
MyLTQzZDktYTQ20C04MjE2MGFKkOTFhYzgiLCI1lbmMi0iJIBMTI4RONNIN
0",

"encrypted_key": "CBI6oDwW8MydIx1IBntf_1Qcw2MmIKIQx",

"jv": "QxOpmsDa8KnJc9Jo",

"ciphertext": "AwliP-KmWgsZ37BvzCefNen6VTbRK3QMA4TkvRkHOtP1b
TdhtFJgJIxeVmIkLD61A1hnWGetdgl1c9ADsnWgL56NyxwSYjU1ZEHcGk
d3EKUOViH19gT1b90qSYFfeFOLwWkcTtjbYKCsiNIQkcIplyeMO30muiY
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SoYJVSpf7ej6zaYcMv3WwdxDF LEREWOhNImk2X1d2JIXq6BR53TSFkyT7
PwVLug-1GwtGH1Qeg7gDT6XxWOJIqHDPN_H-puQsmthc9ZgbojmIfqqFvE
TUXLAF-KjcBTS5dNy6egwkYtOt8EIHK-0EsKYtZRaa8Z7MOZ7UGXGIMv
EmxrGCPeJal4slv2-gaqKOKEThkaSqdYwOFkQZF",

"tag": "ER7MWIZ1FBI_NKvn7ZblLw"

}
Figure 161: Flattened JWE JSON Serialization
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5.9. Compressed Content

This example illustrates encrypting content that is first compressed.
It reuses the AES symmetric key, key encryption algorithm, and
content encryption algorithm from Section 5.8.

Note that whitespace is added for readability as described 1in
Section 1.1.

5.9.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.

o Recipient encryption key; this example uses the key from
Figure 151.

o Key encryption algorithm; this example uses "A128KW".
o Content encryption algorithm; this example uses "A128GCM".
o "zip" parameter of "DEF".

5.9.2. Generated Factors

The following are generated before encrypting:
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o Compressed Plaintext from the original Plaintext content;
compressing Figure 72 using the DEFLATE [RFC1951] algorithm
produces the compressed Plaintext from Figure 162.

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 163.

o Initialization Vector; this example uses the Initialization Vector
from Figure 164.

bY_BDcIWDEVX-QNU3QEOrIA4pqlDokYxchxVvbEDGzIIbi00SIwec—f___HPjBu
8KVFpVtAplVE1-wZo0YjNZo3C7R5v72pV5F5X382VW] YQpqZKAYjziZ0r2B7kQ
PSy60ZIXUNDYbVKN4jNXi2u0yB7t1gSHTjmMODT9QgvrDzfTIQXnyQRulyaszI
WG3vTOd1irov7BRHFYWq3k1k1A_gSDIqtcBF-GZxw8

Figure 162: Compressed Plaintext, base64url-encoded
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hC-MpLZSuwWv8sexS6ydfw

Figure 163: Content Encryption Key, base64url-encoded
p9pUg6XHYOjfEZI1

Figure 164: Initialization Vector, base64url-encoded

5.9.3. Encrypting the Key
Performing the key encryption operation over the CEK (Figure 163)
with the AES symmetric key (Figure 151) produces the following
Encrypted Key:
5vUT2WOtQxKWcekM_IzVQwkGgz LFDwP1i
Figure 165: Encrypted Key, base64url-encoded

5.9.4. Encrypting the Content

The following is generated before encrypting the content:
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(o)

JWE Protected Header; this example uses the header from
Figure 166, encoded to base64url [RFC4648] as Figure 167.

lla'LgH :
"kid":
"enc":
llz-i pll :

"A128KW",
"81b20965-8332-43d9-a468-82160ad91ac8",
"A128GCM",

||DEF||

Figure 166: JWE Protected Header JSON

eyJhbGci0iIBMTI4S1ciLCIraWQiOiI4MWIyMDk2NSO4MzMyLTQzZDktYTQ20C
04MjE2MGFKOTFhYzgiLCJ1lbmMi0iIBMTI4RONNIiwiemlwIjoiREVGINO

Miller

Figure 167: JWE Protected Header, base64url-encoded
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Performing the content encryption operation over the compressed
Plaintext (Figure 162, encoded as an octet string) with the
following:

(0]

(o)

(o)

CEK (Figure 163);

Initialization Vector (Figure 164); and

JWE Protected Header (Figure 167) as authenticated data

produces the following:

(o)

Ciphertext from Figure 168.
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o Authentication Tag from Figure 169.
HbDtOsdailoYziSx25KEeTxmwnh8L8jKMFNc1k3zmMI6VB8hry57tDZ61jXyez
SPtofdLVfe6Jf5y5-JaCap_JQBcb50pbmT60UWGM18blyiMQmON9J--XhhlYgo
m-BHaqfDO571 TOWxPxFMUedx7WCy8mxgDHj0aBMG6152PsM-w5E_02B3jDbrYBK
hpYA7qi3AyijnCJI7BPOrr3U8kxExCpG3mK420TjO0w
Figure 168: Ciphertext, base64url-encoded
VILuUwuIxalLVmh5X-T7kmA
Figure 169: Authentication Tag, base64url-encoded
5.9.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 167)
o Encrypted Key (Figure 165)
o Initialization Vector (Figure 164)

o Ciphertext (Figure 168)

o Authentication Tag (Figure 169)

Miller Informational [Page 86]

REC 7520 JOSE Cookbook May 2015

The resulting JWE object using the JWE Compact Serialization:

eyJhbGci01IBMTI4S1ciLCIraWQiOiI4MWIyMDk2NS04MzMyLTQzZDktYTQ20C
04MjE2MGFKkOTFhYzgiLCJ1lbmMi0iJBMTI4RONNIiwiemlwIjoiREVGINO

5vUT2WOtQxKWcekM_IzVQwkGgz LFDwPi
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p9pUg6XHYOj FEZI1

HbDtOsdailoYziSx25KEeTxmwnh8L8jKMFNc1k3zmMI6VB8hry57tDZ61jXyez
SPtofdLVfe6Jf5y5-JaCap_JQBcb50pbmT60UWGM18blyiMQmON9J--XhhlYgo
m-BHaqfDO571 TOWxPxFMUedx7WCy8mxgDHj0aBMG6152PsM-w5E_02B3jDbrYBK
hpYA7qi3AyijnCJI7BP9rr3U8kxExCpG3mK420TjOw

VILuUwuIxalVmh5X-T7kmA
Figure 170: JWE Compact Serialization

The resulting JWE object using the general JWE JSON Serialization:

{
"recipients": [
{
"encrypted_key": "5vUT2WOtQxKWcekM_IzVQwkGgz1FDwPi"
+

1,
"protected": "eyJhbGciOiJIBMTI4S1ciLCIraWQiOiI4MWIyMDk2NS04Mz

MyLTQzZDktYTQ20C04MjE2MGFKkOTFhYzgiLCJI1lbmMi0iJBMTI4RONNI
wiemlwIjoiREVGINnO",

"jy": "p9pUg6XHYO]FEZI1",

"ciphertext": "HbDtOsdailoYziSx25KEeTxmwnh8L8jKMFNc1k3zmMI6V
B8hry57tDZ61jXyezSPtOfdLVfe6If5y5-JaCap_JQBcb50pbmT6OUWG
ml8b1lyiMQmONn9J--Xhh1lYgOm-BHaqfDO51TOWXxPxFMUedx7WCy8mxgDH
j0aBMG6152PsM-w5E_02B3jDbrYBKhpYA7qi3AyijnCI7BP9rr3U8kxE
xCpG3mK420Tjow",

"tag": "VILuUwuIxalLVmh5X-T7kmA"

Figure 171: General JWE JSON Serialization
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The resulting JWE object using the flattened JWE JSON Serialization:

{
"protected": "eyJhbGciOiJIBMTI4S1ciLCJIraWQiOiI4MWIyMDk2NS04Mz

MyLTQzZDktYTQ20C04MjE2MGFKOTFhYzgiLCJI1lbmMi0iJBMTI4RONNI
wiemlwIjoiREVGINnO",

"encrypted_key": "5vUT2WOtQxKWcekM_IzVQwkGgzlFDwPi",

"jy": "p9pUg6XHYOFFEZIL",

"ciphertext": "HbDtOsdailoYziSx25KEeTxmwnh8L8jKMFNc1k3zmMI6V
B8hry57tDZ61jXyezSPtOfdLVfe6Jf5y5-JaCap_JQBcb50pbmT60OUWG
ml8b1lyiMQmON9J--Xhh1lYgOm-BHaqfDO51i TOWxPxFMUedx7WCy8mxgDH
j0aBMG6152PsM-w5E_02B3jDbrYBKhpYA7qi3AyijnCI7BP9rr3U8kxE
xCpG3mK420Tjow",

"tag": "VILuUwuIxalLVmh5X-T7kmA"

Figure 172: Flattened JWE JSON Serialization
5.10. Including Additional Authenticated Data

This example illustrates encrypting content that includes additional
authenticated data. As this example includes an additional top-level
property not present in the JWE Compact Serialization, only the
flattened JWE JSON Serialization and general JWE JSON Serialization
are possible.

Note that whitespace is added for readability as described 1in
Section 1.1.

5.10.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.

o Recipient encryption key; this example uses the key from
Figure 151.

o Key encryption algorithm; this example uses "A128KW".
o Content encryption algorithm; this example uses "A128GCM".

o Additional Authenticated Data; this example uses a vCard [REC7095]
from Figure 173, serialized to UTF-8.


https://datatracker.ietf.org/doc/pdf/rfc7095

Miller Informational [Page 88]

RFC 7520 JOSE Cookbook May 2015

[

"vcard",

[
[ "version", {}, "text", "4.0" ],
[ "fn", {}, "text", "Meriadoc Brandybuck" ],

[ llnll, {}’
lltextll’ [
"Brandybuck", "Meriadoc", "Mr.", ""
]
1,
[ "bday", {}, "text", "TA 2982" ],
[ ngnderll, {}, lltextll, IIMH ]

Figure 173: Additional Authenticated Data, in JSON Format
NOTE: Whitespace between JSON values was added for readability.
5.10.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 174.

o Initialization Vector; this example uses the Initialization Vector
from Figure 175.

o Encoded Additional Authenticated Data (AAD); this example uses the
Additional Authenticated Data from Figure 173, encoded to
base64url [RFC4648] as Figure 176.

75m1ALsYv10pZTKPWrsqdg

Figure 174: Content Encryption Key, base64url-encoded
veCx9ece20rS7c_N

Figure 175: Initialization Vector, base64url-encoded

WyJ2Y2FyZCIsWlsidmVyc2lvbiIse30sInRleHQiLCIOLjATXSxbImZuIlix7fS
widGV4dCIsIkllecmlhZG9jIEJyYW5keWJ1Y2siXSxbIm4iLHtOLCIOZXhOIixb
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TkJyYW5keWJ1Y2siLCINZXIpYWRVYyIsIklyLiIsIiJdXSxbImIkYXkiLHtIOLC
JOZXhOIiwiVEEgMjk4MiJdLFsiZ2VuZGVyIix7fSwidGV4dCIsIkoiXVlid

Figure 176: Additional Authenticated Data, base64url-encoded
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5.10.3. Encrypting the Key
Performing the key encryption operation over the CEK (Figure 174)
with the AES symmetric key (Figure 151) produces the following
Encrypted Key:
4YiiQ_ZzH76TaIkImYfRFgOVIOMIpnx4X
Figure 177: Encrypted Key, base64url-encoded
5.10.4. Encrypting the Content

The following is generated before encrypting the content:

o JWE Protected Header; this example uses the header from
Figure 178, encoded to base64url [RFC4648] as Figure 179.

{
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad9lacs",
"enc": "A128GCM"

X

Figure 178: JWE Protected Header JSON

eyJhbGci0iIBMTI4S1ciLCIraWQiOiI4MWIyMDk2NS04MzMyLTQzZDktYTQ20C
04MjE2MGFKOTFhYzgiLCJ1bmMi0iJIBMTI4RONNINO

Figure 179: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext with
the following:

o CEK (Figure 174);

o Initialization Vector (Figure 175); and
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o Concatenation of the JWE Protected Header (Figure 179), ".", and
the base64url [RFC4648] encoding of Figure 173 as authenticated
data

produces the following:

o Ciphertext from Figure 180.

o Authentication Tag from Figure 181.
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Z_3cbrok3bVM6N30SNmHZz 7Ly f3iPppGf3Pj17wNZqteJOUi8p74SchQP8xygMl
OFRWCNzeIa6s6BcEtp8qEFigqTUEYiNKOWDNOF14T_4NFQF-p2Mx8zkbKxI7oPK
8KNarFbyxIDvICNgBLba-v3uzXBdB89fz0OI-Lv4PjOFAQGHrgvlrjXAmKbgkft
9cB4WeyZw8M1ldbBhc-V_KWZs1lrsLNygon_JJIWd_ek6LQn5NRehvApgqf9ZrxB4a
g3FXBxOxCys35PhCdaggy2k fUf120kwKnWUbgXVD1C6HXLI1qHhCwXDG59weHr
RDQeHyMRoB1joV3X_bUTIDNKBFOod7nLz-cj48IMx3SnCZTpbQAKFV

Figure 180: Ciphertext, base64url-encoded
vOaH_Rajnpy_3h0tqvZHRA

Figure 181: Authentication Tag, base64url-encoded
5.10.5. Output Results

The following compose the resulting JWE object:
o JWE Protected Header (Figure 179)
o Encrypted Key (Figure 177)
o Initialization Vector (Figure 175)
o Additional Authenticated Data (Figure 176)

o Ciphertext (Figure 180)

o Authentication Tag (Figure 181)


https://datatracker.ietf.org/doc/pdf/rfc4648
https://datatracker.ietf.org/doc/pdf/rfc7520

The JWE Compact Serialdization is not presented because it does not
support this use case.
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The resulting JWE object using the general JWE JSON Serialization:

{
"recipients": [
{
"encrypted_key": "4YiiQ_ZzH76TaIkImYfRFgOVOMIpnx4X"
}

1,
"protected": "eyJhbGciOiIBMTI4S1ciLCIraWQiOiI4MWIyMDk2NS04Mz

MyLTQzZDktYTQ20C04MjE2MGFKkOTFhYzgiLCJI1lbmMi0iJIBMTI4RONNIN
OII,

"jv": "veCx9ece20rS7c_N",

"aad": "WyJ2Y2FyZCIsWlsidmVyc2lvbiIse30sInR1leHQiLCIOLjAiXSxb
ImZuIlix7fSwidGV4dCIsIkllcmlhZG9jIEJyYW5keWJ1Y2siXSxbIm4i
LHtO9LCJIOZXhOIixbIkJyYW5keWJ1Y2siLCINZXIpYWRVYyIsIklyLiIs
I7JdXSxbImIKYXkiLHtOLCIOZXhOIiwiVEEgMjk4MiJdLFsiZ2VuZGVy
ITix7fSwidGV4dCIsIkoiXxvid",

"ciphertext": "Z_3cbrok3bVMEN30SNmHz7Lyf3iPppGf3Pj17wNZqteJo
Ui8p74SchQP8xygM1oFRWCNzeIa6s6BcEtp8qEFiqTUEYiNkOWDNoF14
T_4NFqF-p2Mx8zkbKxI7oPK8KNarFbyxIDvICNgBLba-v3uzXBdB89fz
OI-Lv4PjOFAQGHrgvlrjXAmKbgkft9cB4WeyZw8M1ldbBhc-V_KWZslrs
LNygon_JJIWd_ek6LQn5NRehvApqf9ZrxB4aq3FXBx0xCys35PhCdaggy
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2k fUf120kwKnWUbgXVD1C6HxLI1TgHhCwXDG59weHrRDQeHyMRoB1joV3
X_bUTIDnKBFOod7nLz-cj48IMx3SnCZTpbQAKFV",
"tag": "vOaH_Rajnpy_3hOtqvZHRA"

}
Figure 182: General JWE JSON Serialization
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The resulting JWE object using the flattened JWE JSON Serialization:

{

"protected": "eyJhbGciOiJIBMTI4S1ciLCJIraWQiOiI4MWIyMDk2NS04Mz
MyLTQzZDktYTQ20C04MjE2MGFKOTFhYzgiLCJI1lbmMi0iJBMTI4RONNIN
0",

"encrypted_key": "4YiiQ_ZzH76TaIkImYfRFgOVOMIpnx4X",

"aad": "WyJ2Y2FyZCIsWlsidmVyc21lvbiIse30sInR1leHQiLCIOLjAiXSxb
ImZuIlix7fSwidGV4dCIsIkllcmlhZG9jIEJyYW5keWJ1Y2siXSxbIm4i
LHt9LCJOZXhOIixbIkJyYW5keWJ1Y2siLCINZXIpYWRvYyIsIklyLiIs
I7JdXSxbImIKYXkiLHtOLCIOZXhOIiwiVEEgMjk4MiJdLFsiZ2VuZGVy
Iix7fSwidGV4dCIsIkoiXxvid",

"jy'": "veCx9ece2o0rS7c_N",

"ciphertext": "Z_3cbrok3bVM6N30SNmHz7Lyf31PppGf3Pj17wNZqtedO
Ui8p74SchQP8xygM1oFRWCNzeIa6s6BcEtp8qEFiqTUEYiNkOWDNoF14
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T_4NFqF-p2Mx8zkbKxI7oPK8KNarFbyxIDvICNgBLba-v3uzXBdB89fz
OI-Lv4PjOFAQGHrgvlrjXAmKbgkft9cB4WeyZw8M1ldbBhc-V_KWZslrs
LNygon_JJIWd_ek6LQn5NRehvApgqf9ZrxB4aq3FXBx0xCys35PhCdaggy
2k fUf120kwKnWUbgXVD1C6HXxLI1TqHhCwXDG59weHrRDQeHyMRoB1joV3
X_bUTIDnKBFOod7nLz-cj48IMx3SnCZTpbQAKFV",
"tag": "vOaH_Rajnpy_3hOtqvZHRA"
}

Figure 183: Flattened JWE JSON Serialization
5.11. Protecting Specific Header Fields
This example illustrates encrypting content where only certain JOSE
Header Parameters are protected. As this example includes parameters
in the JWE Shared Unprotected Header, only the general JWE JSON

Serialization and flattened JWE JSON Serialization are possible.

Note that whitespace is added for readability as described 1in
Section 1.1.

5.11.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.

o Recipient encryption key; this example uses the key from
Figure 151.

o Key encryption algorithm; this example uses "A128KW".

o Content encryption algorithm; this example uses "A128GCM".
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5.11.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 184.

o Initialization Vector; this example uses the Initialization Vector


https://datatracker.ietf.org/doc/pdf/rfc7520

from Figure 185.
WDgEptBmQs9ouUVvArz6x6g
Figure 184: Content Encryption Key, base64url-encoded
WgEJsDS9bkoXQ3nR
Figure 185: Initialization Vector, base64url-encoded
5.11.3. Encrypting the Key
Performing the key encryption operation over the CEK (Figure 184)
with the AES symmetric key (Figure 151) produces the following
Encrypted Key:
jIIcM9I-hbx3wnghf5FLkEYosOsHsFOH
Figure 186: Encrypted Key, base64url-encoded
5.11.4. Encrypting the Content

The following 1is generated before encrypting the content:

o JWE Protected Header; this example uses the header from
Figure 187, encoded to base64url [RFC4648] as Figure 188.

{
"enc": "A128GCM"

}

Figure 187: JWE Protected Header JSON
eyJ1lbmMi0iIBMTI4RONNINOG

Figure 188: JWE Protected Header, base64url-encoded
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Performing the content encryption operation over the Plaintext with


https://datatracker.ietf.org/doc/pdf/rfc4648
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the following:
o CEK (Figure 184);
o Initialization Vector (Figure 185); and
o JWE Protected Header (Figure 188) as authenticated data
produces the following:
o Ciphertext from Figure 189.
o Authentication Tag from Figure 190.
1IbCyRmRIXxNB2yLQOTqjCDKV3H300ssOw3uD9DPsqLL2DM3swKkjOwQyZtWsFL
YMj5YeLht_StAn21tHmQJuuNt64T8D4t6C7kCO90CCI1IHAOLUV4MYy0t80MoPb8
fZYbNKqplzYJgIL58g8N2v460gyG637d6uuKPwhANnTGm_zWhqc_srOvgilkzyF
XPqlhBAURbc3-8BqeRb48iR1-_5g5UjWVD31giLCN_P7AW8mIiFvUNXBPJIK3nO
WL4teUPS8yHLbWelL8301U4UAgL48x-8dDkH23JykibVSQju-f7e-1xreHWXzWL
Hs1NgBbre®dEwWK3HX_xMOLjUz77Krppgegoutpf5qakKg31-_xMINmf
Figure 189: Ciphertext, base64url-encoded
fNYLgpUe84KD451vDiaBAQ
Figure 190: Authentication Tag, base64url-encoded
5.11.5. Output Results
The following compose the resulting JWE object:
o JWE Shared Unprotected Header (Figure 191)
o JWE Protected Header (Figure 188)
o Encrypted Key (Figure 186)
o Initialization Vector (Figure 185)
o Ciphertext (Figure 189)

o Authentication Tag (Figure 190)

The JWE Compact Serialization is not presented because it does not
support this use case.
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The following IWE Shared Unprotected Header 1is generated before
assembling the output results:

{

"alg": "AL28KW",
"kid": "81b20965-8332-43d9-a468-82160ad91lacs"

Figure 191: JWE Shared Unprotected Header JSON

The resulting JWE object using the general JWE JSON Serialization:

{

"recipients": [
{
"encrypted_key": "jJIcM9J-hbx3wnghf5FLKkEYosOsHsSFOH"
}
1,
"unprotected": {
"alg": "AL28KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8"

Iy

"protected": "eyJlbmMiOiIBMTI4RONNING",

"iv": "WgEJsDS9bkoXQ3nR",

"ciphertext": "1IbCyRmRIxnB2yLQOTqjCDKV3H300ssOw3uD9DPsqlLL2D
M3swKkjOwQyZtWsFLYMj5YeLht_StAn21tHmQJuuNt64T8D4t6C7kC90
CCJI1IHA01lUVv4MyO0t80MoPb8fZYbNKqplzYJgIL58g8N2v460gyG637d6
uuKPwWhANnTGm_zWhqc_srOvgilLkzyFXPqlhBAURbc3-8BqeRb48i1R1-_5
g5UjWVD31giLCN_P7AW8mIiFVUNXBPIK3nOWL4teUPS8yHLbWelL8301U
4UAgL48x-8dDkH23JykibVSQju-f7e-1xreHWXzWLHs1NgBbreOdEwK3
HX_xMOLjUz77Krppgegoutpf5qaKg31l-_xMINmf",

"tag": "fNYLqpUe84KD451vDiaBAQ"

Figure 192: General JWE JSON Serialization
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The resulting JWE object using the flattened JWE JSON Serialization:

{
"protected": "eyJ1lbmMiOiJBMTI4RONNINO",

"unprotected": {
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8"

I

"encrypted_key": "jJIIcM9J-hbx3wnghf5F1LKkEYosOsHSFOH",

"jv'": "WgEJsDS9bkoXQ3nR",

"ciphertext": "1IbCyRmRIxnB2yLQOTqjCDKV3H300ssOw3uD9DPsqlLL2D
M3swKkjOwQyZtWsFLYMj5YeLht_StAn21tHmQJuuNt64T8D4t6C7kC90
CCJ1IHA0lUVv4MyOt80OMoPb8fZYbNKqplzYJgIL58g8N2v460gyG637d6
UuKPWhANTGm_zWhqc_srOvgilLkzyFXPqlhBAURbc3-8BqeRb48i1R1-_5
g5UjWVD31giLCN_P7AW8mIiFVUNXBPJIK3nOWL4teUPS8yHLbWelL8301U
4UAgL48x-8dDkH23JykibVSQju-f7e-1xreHWXzWLHs1NgBbre@dEwWK3
HX_xMOLjUz77Krppgegoutpf5gaKg31l-_xMINmf",

"tag": "fNYLgpUe84KD451vDiaBAQ"

Figure 193: Flattened JWE JSON Serialization
5.12. Protecting Content Only
This example illustrates encrypting content where none of the JOSE
header parameters are protected. As this example includes parameters
only 1in the JWE Shared Unprotected Header, only the flattened JWE

JSON Serialization and general JWE JSON Serialization are possible.

Note that whitespace is added for readability as described 1in
Section 1.1.

5.12.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.

o Recipient encryption key; this example uses the key from


https://datatracker.ietf.org/doc/pdf/rfc7520

Figure 151.
o Key encryption algorithm; this example uses "A128KW".

o Content encryption algorithm; this example uses "A128GCM".
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5.12.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key; this example the
key from Figure 194.

o Initialization Vector; this example uses the Initialization Vector
from Figure 195.

KBooAF130QPV3vkcZ1XnzQ

Figure 194: Content Encryption Key, base64url-encoded
YihBoVOGsR1177jCD

Figure 195: Initialization Vector, base64url-encoded

5.12.3. Encrypting the Key
Performing the key encryption operation over the CEK (Figure 194)
with the AES symmetric key (Figure 151) produces the following
Encrypted Key:
244YHfO_W7RMpQW81UjQrZcq5LSyqiPv
Figure 196: Encrypted Key, base64url-encoded

5.12.4. Encrypting the Content

Performing the content encryption operation over the Plaintext
(Figure 72) using the following:


https://datatracker.ietf.org/doc/pdf/rfc7520

o CEK (Figure 194);

o Initialization Vector (Figure 195); and
o Empty string as authenticated data
produces the following:

o Ciphertext from Figure 197.

o Authentication Tag from Figure 198.
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gtPIMMaOBRgASL10dNQhOa7Gqrk7Eallvwht7R4TT1lug-arsVCPaIeFwQfzrSS
60EUWbBtxEasEQVC6r7sphyVziMCVIEURIYyoAHFSP3eqQPb4Ic1SDSqyXjw_L3
svybhHYUGYQuUTmUQED]jgjJfBOifwHIsDsRPeBz1NomqgeifVPq5GTCWFo5k_MNI
QURR2WjOAHC2k7JIZfu2iWjUHLF8EXFZLZ4nImsvIu_mvifMYiikfNfsZAudISO
a6073yPZtLO4k_1FI7TWDfrb2w70qKLWDXz1lpcxohPVOLQwpA3mFNRKAY-bQz4Z
4KX91fz1lcne31N4-8BKmojpw-0dQjKdLOGKkC445Fb_K1t1DQXw2sBF

Figure 197: Ciphertext, base64url-encoded
e2moVm7JIvjK2VpCKXS-kyg
Figure 198: Authentication Tag, base64url-encoded
5.12.5. Output Results

The JWE Compact Serialization is not presented because it does not
support this use case.

The following IWE Shared Unprotected Header 1is generated before
assembling the output results:

{
"alg": "AL28KW",
"kid": "81b20965-8332-43d9-a468-82160ad91acs",
"enc": "A128GCM"


https://datatracker.ietf.org/doc/pdf/rfc7520

Figure 199: JWE Shared Unprotected Header JSON
The following compose the resulting JWE object:
o JWE Shared Unprotected Header (Figure 199)
o Encrypted Key (Figure 196)
o Initialization Vector (Figure 195)
o Ciphertext (Figure 197)

o Authentication Tag (Figure 198)
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The resulting JWE object using the general JWE JSON Serialization:

{
"recipients": [
{
"encrypted_key": "244YHfO_W7RMpQW81UjQrZcq5LSyqiPv"
}
1,

"unprotected": {
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

s

"jv": "YihBoVOGsR117jCD",

"ciphertext": "qtPIMMaOBRgASL10dNQhOa7Gqrk7Eallvwht7R4TT1ug-
arsVCPaleFwQfzrSS60EUWbBtxEasEQOvC6r7sphyVziMCVIEURJyoAHF
SP3eqQPb4Ic1SDSqyXjw_L3svybhHYUGyQuTmUQEDjgjJfBO1ifwHIsDs
RPeBz1NomgeifVPg5GTCWFo5k_MNIQURR2WjOAHC2k7JZfu2iWjUHLF8
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ExFZLZ4nTmsvJu_mvifMYiikfNfsZAudIS0a6073yPZtLO4k_1FITWDT
rb2w70gKLWDXzlpcxohPVOLQwWpA3mMFNRKAY-bQz4Z4KX91fz1lcne31N4
~8BKmojpw-0dQjKdLOGkC445Fb_K1t1DQXw2sBF",
"tag": "e2mOVm7IvjK2VpCKXS-kyg"
}

Figure 200: General JWE JSON Serialization

The resulting JWE object using the flattened JWE JSON Serialization:

{
"unprotected": {
"alg": "A128Kw",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

¥,

"encrypted_key": "244YHfO_W7RMpQW81UjQrZcq5LSyqiPv",

"jy": "YihBoVOGsR117jCD",

"ciphertext": "qtPIMMaOBRgASL10dNQhOa7Gqrk7Eallvwht7R4TT1luq-
arsVCPaleFwQfzrSS60EUWbBtxEasEQOvC6r7sphyVziMCVIEURJyoAHF
SP3eqQPb4Ic1SDSqyXjw_L3svybhHYUGyQuTmUQED]jgjJfBOifwHIsDs
RPeBz1NomgeifVPq5GTCWFo5k_MNIQURR2WjOAHC2k73Zfu2iWjUHLF8
ExFZLZ4nTmsvIu_mvifMYiikfNfsZAudIS0a6073yPZtLO4k_1FI7WDT
rb2w70gKLWDXzlpcxohPVOLQwWpA3mMFNRKAY-bQz4Z4KX91fz1lcne31N4
-8BKmojpw-0dQjKdLOGKC445Fb_K1t1DQXw2sBF",

"tag": "e2mOVm7IvjK2VpCKXS-kyg"

}
Figure 201: Flattened JWE JSON Serialization
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5.13. Encrypting to Multiple Recipients

This example illustrates encryption content for multiple recipients.
As this example has multiple recipients, only the general JWE JSON
Serialization is possible.

Note that RSAES-PKCS1-v1_5 uses random data to generate the
ciphertext; it might not be possible to exactly replicate the results

in this section.

Note that whitespace is added for readability as described 1in
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Section 1.1.

5.13.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the Plaintext from Figure 72.
o Recipient keys; this example uses the following:
* The RSA public key from Figure 73 for the first recipient.
* The EC public key from Figure 108 for the second recipient.
* The AES symmetric key from Figure 138 for the third recipient.
o Key encryption algorithms; this example uses the following:
* "RSA1_5" for the first recipient.
*  "ECDH-ES+A256KW" for the second recipient.
*  "A256GCMKW" for the third recipient.
o Content encryption algorithm; this example uses "A128CBC-HS256".
5.13.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 202.

o Initialization Vector; this example uses the Initialization Vector
from Figure 203.
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zXayeJ4gvm8NIr3IUInyokTUO-LbQNKEhe_zW1lYbdpQ

Figure 202: Content Encryption Key, base64url-encoded
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VgEIHY20EnzUtZF12RpBlg
Figure 203: Initialization Vector, base64url-encoded
5.13.3. Encrypting the Key to the First Recipient

Performing the "RSA1_5" key encryption operation over the CEK
(Figure 202) with the first recipient's RSA key (Figure 73) produces
the following Encrypted Key:

dYOD28kab0OVvf40DgxVAIXgHcSZICSOp8M51zjwj4w6Y5G4XIQsNNIB qyvUUA
OcpL7S7-cFe7Pio7gV_Qo6WmCSa-vhWeme4bWrBf7cHWEQJdXihidAYWVajlla
KMXMVFRMV6iD1lRrO76DFthg2_AVO_tSiV6XSEIFqtlxnYPpmP91tc5WIDOGb-w
gjwO-b-S11aS11QVbuP78dQ7Fa0zAVzzjHX-xvyM2wxj_otxr9cIN1LnZMbeYS
rRicJK5xodvWgkpIdkMHo4LvdhRRvzoKz1ic89jFWP1nBq_V4n5trGuExtp_-d
bHcGlihgqc_wGgho9fLMK8JOArYLcMDNQ

Figure 204: Recipient #1 Encrypted Key, base64url-encoded

The following 1is generated after encrypting the CEK for the first
recipient:

o Recipient JWE Unprotected Header from Figure 205.

{

"alg": "RSA1_5",

"kid": "frodo.baggins@hobbiton.example"
}

Figure 205: Recipient #1 JWE Per-Recipient Unprotected Header JSON
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The following is the assembled first recipient JSON:

{

"encrypted_key": "dYOD28kabOVvf40DgxVAIXgHcSZICSOp8M51zjwj4w
6Y5G4XJQsNNIBiqyvUUAOcpL7S7-cFe7Pio7gV_Q06WmCSa-vhWeme4b
WrBf7cHWEQJdXihidAYWVajJIaKMXMVFRMV6iD1lRrO76DFthg2_AVO_t
Si1V6XSEIFqtlxnYPpmP91tc5WIDOGb-wqjwO-b-S11aS11QVbuP78dQ7
Fa®zAVzzjHX-xvyM2wxj_otxr9clN1LnZMbeYSrRicJK5xodvWgkpIdk
MHo4LvdhRRvzoKz1ic89jFWP1lnBq_V4n5trGuExtp_-dbHcGlihqgc_wG
gho9fLMK8JOArYLcMDNQ",

"header": {

Halgﬂ: HRSAl_SH’
"kid": "frodo.baggins@hobbiton.example"

+

}

Figure 206: Recipient #1 JSON
5.13.4. Encrypting the Key to the Second Recipient

The following 1is generated before encrypting the CEK for the second
recipient:

o Ephemeral EC private key on the same curve as the EC public key;
this example uses the private key from Figure 207.

{ HktyH: HECH,
"crv": "P-384",
"x": "Uzdvk3pi5wKCRc1lizp5_r00jeqT-16818g2b8mva8diRhsE2xAn2Dt
MRb25Ma2CX",
"y": "VDrRyFJh-Kwd1EjAgmj5E0-CTHAZ53MC7PjjpLioy3ylEjI1pOMbw9
1fzZ84pbfm",
"d": "1DKHfTv-PiifVw2VBHM_ZiVcwOMxkOyANS_1QHJcrDxVY3jhVCvZPw
MxJKIE793C"
}

Figure 207: Ephemeral Private Key for Recipient #2, in JWK Format
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Performing the "ECDH-ES+A256KW" key encryption operation over the CEK
(Figure 202) with the following:

o Static Elliptic Curve public key (Figure 108).
o Ephemeral Elliptic Curve private key (Figure 207).
produces the following Encrypted Key:
ExINTOi109BgBMYF6-maw5tZ1goZXThD1zWKsHixJuw_elY4gSSId_w
Figure 208: Recipient #2 Encrypted Key, base64url-encoded

The following is generated after encrypting the CEK for the second
recipient:

o Recipient JWE Unprotected Header from Figure 209.

{
"alg": "ECDH-ES+A256KW",
"kid": "peregrin.took@tuckborough.example",
llepkll: {
"kty": "EC",
"CI’V": IIP_384||,
"x": "Uzdvk3pi5wKCRc1lizp5_r00jeqT-16818g2b8mva8diRhsE2xAn2
DtMRb25Ma2CX",
"y": "VDrRyFJh-Kwd1EjAgmj5Eo-CTHAZ53MC7PjjpLioy3y1EjI1pOMb
w91fzZ84pbfm"
}
}

Figure 209: Recipient #2 JWE Per-Recipient Unprotected Header JSON
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The following is the assembled second recipient JSON:

{
"encrypted_key": "ExInTOi09BgBMYF6-maw5tZ1goZXThD1zWKsH1ixJuw
_elY4gSSid_w",
"header": {
"alg": "ECDH-ES+A256KW",
"kid": "peregrin.took@tuckborough.example",
"epk" . {
n ktyll . n ECII s
IICrVII: IIP_384II’
"x": "Uzdvk3pi5wKCRclizp5_r00jeqT-I68i8g2b8mva8diRhsE2xA
n2DtMRb25Ma2CX",
"y": "VDrRyFJh-Kwd1lEjAgmj5E0-CTHAZ53MC7PjjpLioy3ylEjI1p0
Mbw91fzZ84pbfm"
}
}
}

Figure 210: Recipient #2 JSON
5.13.5. Encrypting the Key to the Third Recipient

The following is generated before encrypting the CEK for the third
recipient:

o Initialization Vector for key wrapping; this example uses the
Initialization Vector from Figure 211.

AvpeoPZ9Ncn9mkBn

Figure 211: Recipient #2 Initialization Vector for Key Wrapping,
base64url-encoded
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Performing the "A256GCMKW" key encryption operation over the CEK
(Figure 202) with the following:

o AES symmetric key (Figure 138); and
o Initialization Vector (Figure 211)
produces the following:

o Encrypted Key from Figure 212.

o Authentication Tag from Figure 213.
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a7CclAejo_7JSuPB8zeagxXRam8dwCfmkt9-WyTpS1E
Figure 212: Recipient #3 Encrypted Key, base64url-encoded
59Ngh1L1YtVIhfD3pgRGvw

Figure 213: Recipient #3 Authentication Tag from Key Wrapping,
base64url-encoded

The following is generated after encrypting the CEK for the third
recipient:

o Recipient JWE Unprotected Header; this example uses the header
from Figure 214.

{
"alg": "A256GCMKW",
"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"tag": "59NghlL1YtVIhfD3pgRGvw",
"jv": "AvpeoPZ9Ncn9mkBn"
}

Figure 214: Recipient #3 JWE Per-Recipient Unprotected Header JSON

The following is the assembled third recipient JSON:
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{
"encrypted_key": "a7CclAejo_7JSuPB8zeagxXRam8dwCfmkto-WyTpS1

EII,
"header": {
"alg": "A256GCMKW",
"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"tag": "59Nghl1L1lYtVIhfD3pgRGvw",
"jv": "AvpeoPZ9Ncn9mkBn"

Figure 215: Recipient #3 JSON
5.13.6. Encrypting the Content
The following is generated before encrypting the content:

o JWE Protected Header; this example uses the header from
Figure 216, encoded to base64url [RFC4648] as Figure 217.
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"enc": "A128CBC-HS256"

Figure 216: JWE Protected Header JSON
eyJ1lbmMi0iJIBMTI4Q0JIDLUhTMjU2IN0O
Figure 217: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 72) with the following:

o CEK (Figure 202),
o Initialization Vector (Figure 203), and

o JWE Protected Header (Figure 217) as the authenticated data
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produces the following:
o Ciphertext from Figure 218.
o Authentication Tag from Figure 219.
ajm2Q-0pPXCr7-MHXicknbllsxLdXxK_yLdsOKuhJzfWK04SjdxQeSw2L9mu3a
_k1C55kCQ_3x1kcVKC5yr__Is48V0oKOk63_QRM9tBURMFqLBYJ8vOYQX00oJIW4
VUHILmGhF-tVQWB7Kz8mr8zeE7txFOMSaP6ga7-siYxStR7_GO7Thd1jh-zGTO
wxM5g-VRORtqOK6AXpLIwWEqRp7pkt2zRMOZAXqSpelO6FJ7FHLDYEFND-zDIZu
kLpCbzhzMDLLwW2-8I14FQrgi-iEuzHgIJFIJIn2wh9Tj0Ocg_kOZy9BqMRZbmYXM
Y9YQjorZ_P_JYG3ARAIF30jDNgpdYe-K_5Q5crGISDNyij_ygEiItR5jSssQVH2
ofDQdLChtazE

Figure 218: Ciphertext, base64url-encoded
BESYYFN7TO9KY7i8zKs5_g

Figure 219: Authentication Tag, base64url-encoded
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The following is generated after encrypting the Plaintext:

o JWE Shared Unprotected Header parameters; this example uses the
header from Figure 220.

{
"cty": "text/plain"
}

Figure 220: JWE Shared Unprotected Header JSON

5.13.7. Output Results
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The following compose the resulting JWE object:

o Recipient #1 JSON (Figure 206)

o Recipient #2 JSON (Figure 210)

o Recipient #3 JSON (Figure 215)

o Initialization Vector (Figure 203)

o Ciphertext (Figure 218)

o Authentication Tag (Figure 219)

The JWE Compact Serialization is not presented because it does not

support this use case; the flattened JWE JSON Serialization is not
presented because there 1is more than one recipient.
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The resulting JWE object using the general JWE JSON Serialization:

{
"recipients": [

{
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"encrypted_key": "dYOD28kab0OVvf40DgxVAIXgHcSZICSOp8M51z]j
wj4weY5G4XIQsNNIBiqyvUUAOCpL7S7-cFe7Pio7gV_QO6WmCSa-
vhweme4bWrBf7cHWEQJdXihidAYWVajJIaKMXMvFRMV6iD1lRrO76
DFthg2_AVO_tSiV6xSEIFqt1lxnYPpmP91tc5WIDOGb-wqjwe-b-S
11aS11QVbuP78dQ7Fa@zAVzzjHX-xvyM2wxj_otxr9clN1LnZMbe
YSrRicJIK5xodvWgkpIdkMHo4LvdhRRvzoKz11c89jFWP1lnBq_V4n

5trGuExtp_-dbHcGlihgqc_wGgho9fLMK8JOArYLcMDNQ",
"header": {

Ilalgll: IlRSAl_SH,
"kid": "frodo.baggins@hobbiton.example"
}
b
{
"encrypted_key": "ExInTOi09BgBMYF6-maw5tZ1goZXThD1zWKsH1
xJuw_elY4gSSId_w",
"header": {
"alg": "ECDH-ES+A256KW",
"kid": "peregrin.took@tuckborough.example",
”epk" : {
"kty": chu,
llcrvll: IIP_384H,
"x": "Uzdvk3pi5wKCRc1lizp5_r00jeqT-16818g2b8mva8diRhs
E2xAn2DtMRb25Ma2CX",
"y": "VDrRyFJh-Kwd1EjAgmj5Eo-CTHAZ53MC7PjjpLioy3y1E]
I1pOMbw91fzZ84pbfm"

}
b
{
"encrypted_key": "a7CclAejo_7JSuPB8zeagxXRam8dwCfmkt9-Wy
TpS1E",
"header": {
"alg": "A256GCMKW",
"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"tag": "59NghlL1YtVIhfD3pgRGvw",
"jv": "AvpeoPZ9Ncn9mkBn"
}
}
1,
"unprotected": {
"cty": "text/plain"
3,
"protected": "eyJ1lbmMiOiJBMTI4Q0JDLUhTMjU2In0O",
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6.

"jy": "VgEIHY20EnzUtZF12RpBlg",

"ciphertext": "ajm2Q-OpPXCr7-MHXicknbllsxLdXxK_yLdsOKuhJzfWK
04SjdxQeSw2L9mu3a_k1C55kCQ_3x1kcVKC5yr__Is48V0oKOk63_QRM
9tBURMFqLBYJ8vOYQX00JIW4VUHILMGhF-tVQWB7Kz8mr8zeE7txFOMSa
P6ga7-siYxStR7_GO7Thd1ljh-zGTOwxM5g-VRORtqOKEAXpLIWEQRpP7p
kt2zRMOZAXqSpelO6FJ7FHLDYEFND-zDIZukLpCbzhzMDLLW2-8I14FQ
rgi-iEuzHgIJFIJIn2wh9Tj0Ocg_kOZy9BgMRZbmYXMYOYQjorZ_P_JYG3
ARAIF30jDNgpdYe-K_5Q5crGISDNyij_ygEiItR5jssQVH20fDQdLCht
azg",

"tag": "BESYYFN7TO9KY7i8zKs5_g"

}

Figure 221: General JWE JSON Serialization
Nesting Signatures and Encryption

This example illustrates nesting a JSON Web Signature (JWS) structure
within a JSON Web Encryption (JWE) structure. The signature uses the
"PS256" (RSASSA-PSS) algorithm; the encryption uses the "RSA-OAEP"
(RSAES-0AEP) key encryption algorithm and the "A128GCM" (AES-GCM)
content encryption algorithm.

Note that RSASSA-PSS uses random data to generate the signature, and
RSAES-OAEP uses random data to generate the ciphertext; it might not
be possible to exactly replicate the results in this section.

Note that whitespace is added for readability as described 1in
Section 1.1.

Signing Input Factors

The following are supplied before beginning the signing operation:

o Payload content; this example uses the JSON Web Token [JWT]
content from Figure 222, encoded as base64url [RFC4648] to produce
Figure 223.

o RSA private key; this example uses the key from Figure 224.

o "alg" parameter of "PS256".

{
"iss": "hobbiton.example",
"exp": 1300819380,
"http://example.com/is_root": true
}

Figure 222: Payload Content, in JSON Format
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eyJpc3MiOiJob2JiaXRvbi5leGFtcGx1lIiwiZXhwIjoxMzAwODE5SMzgwLCJodH
RwOi8vZXhhbXBsZS5jb20vaXNfcm9vdCI6dHI1ZX0

Figure 223: Payload Content, base64url-encoded

llktyll: IIRSAII s

"kid": "hobbiton.example",

llusell: lls-igll,

"n": "kNrPIBDXMU6fcyv5i-QHQAQ-K8gsC3HIb7FYhYaw8hXbNJa-t8q0@1lD
KwLZgQXYV-ffWxXJIv5GGr1ZE4GU521fMEegTDzYTrRQ3tepgKFjMGg6I
y6fk11ZNsx2gEonsn1ShfzA9GIwRTmtKPbkls-hwx1IU5AT-AIelNgBg
cF2vE5W25_SGGBoaROVdUYxqETDggM1z5cKV4ZjDZ8-1h40VB0O7bkac6
LQdHpJUUyYSH_Er20DXx30Kyi197PciXKTS-QKXnmm8ivyRCmux22ZoPU-i
nd2BKC5071G4MwALhalL2Z2k8CsRdfy-7dg7z41Rp6D0ZeEvtalUp4bX4aK
raLl4rTfw",

Ilell: IIAQABII s

"d": "ZLe_TIxpE9-W_n2VBa-HWvuYPtjvxwVXC1lIFOpJsdea8g9RMx34qEO
EtnoYc2un3CZ3LtJi-mju5RAT8YSc76YJds3ZVwOUi08mMBeG6-10nvg
0bobNXx7K57-xjTJZUT72EjOr9kB7z6ZKwDDq7HFyCDhUECYCHFVcT7iL_6
TibVhAhOFONWlqlJgEgwVYdOrybNGKifdnpEbwyHoMwY6EHM1qvnEFgP7
1Z0YzHUT535x6jj4VKcdA7ZduFkhUauysySEW7mxZM6fjlvdjJIy9LD1
fIz30Xv4ckoghKF5GONU6tNmMmNgAD6gIViyElelPrIx11tBhCI14bRW
-zrpHgAQ",

"p": "yKWYONIAqwMRQLlgIBOdT1NIcbDNUUs2Rh-pBaxD_mIkweMt4Mg-0-B
2iSYvMrs8horhonV7vxCQagcBAATGW-hAafUehWjxWSH-3KccRM8tolL4
e0q7M-1dRDOBXSoe7Z2-CV2x_ZCY3RP8qp642R13WgXqGDIM4MbUKZS]
cYo-c",

"q": "uND4015V30KDzf8vFIw589p1lv1QVQ3NEilrinRUPHkkxaAzDzccGgr
WMWpGxXGFFNNL3w5CqPLeU76-5IVYQqOHWYV1OhVXQHr7sgaGu—-483Ad3
ENcL23FrOnF45m7_200AstIDe49MelLTTQKrSIB1l_SKvqgpYvfSPTczPcZ
khoKk",

"dp": "jmTnEog2qga8ouaymjhJISCnsveUXnMQC2gAneQJIRQkFqQu-zV2PKP
KNbPVKVyiF5b2-L3tM30W2d2iNDyRUWX1T7V51OKWPTABSTONTgAmYCh
Gi8kXXdlhcrtSvXldBakC6saxwI_TzGGY2MVXzc2ZnCvCXHV4qjSxOrf
P3pHFU",

"dgq": "R9FUvU880VzEkTkX13-5-WusE4DjHmndeZIlu3rifBdfLpq_P-iWP
BbGaq9wzQ1lc-37SzCdIgkEIDv5yd2C7rnZekpzwBh_nmL8zscAklgsun
Nt9CJIGAYz7-sGWy1IGShFazfP52ThB4r1CJOYuEaQMrIzpY77_oLAhpm
DAGhLK",

"gi": "S8tC7ZknW6hPITkjcwttQOPLVmMRfwirR1FAViuDb8NWICrV_7F20q
UZCqmzHTYAumwGFHI1WVRep7anleWaJjxC_1b3fq_al4qH3Pe-EKiHg6
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IMazuRtZLUROcThrExDbF5dYbsciDnfRUWLErZ4N1BeObnxYuPgxwKd9

QZwMo0"
}
Figure 224: RSA 2048-Bit Private Key, in JWK Format
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6.2. Signing Operation
The following is generated to complete the signing operation:

o JWS Protected Header; this example uses the header from
Figure 225, encoded using base64url [RFC4648] to produce

Figure 226.

{
"alg": "PS256",
Iltypll . IIJWTII

}

Figure 225: JWS Protected Header JSON
eyJhbGci01IQUzI1INTIsINR5cCI6IKpXVCI9
Figure 226: JWS Protected Header, base64url-encoded
Performing the signature operation over the combined JWS Protected
Header (Figure 226) and payload content (Figure 222) produces the
following signature:
dPpMgwRZxFYi1lUfcDAaf8M9907kwUWtiXZ-ByvVuJih4MhJ_aZqciprz@OWaIA
kIvnlgskChirjKvY9ESZNUCP4JjvfyPS-nqjIxYoA5ztWOyFk2cZNIPXjcIXSQ
wXPO9tEe-v4VSqgD0aKHgPxYog4N6Cz11Kph1lUlsYDSI67_bLL7elg_vkjfMp5
_W515LuUYGMeh6hxQIaIUXf9EWV2ImvTMuZ-vBOWyOSniylEFo72CRTvmtrIf5
AROO5MN11iY3KtUxeP-SOmD-LEYWW9S1kohYzMVAZDDOrVbv7KVRHpeYNaK75KE
QqdCEEKS_rskzS-Qtt_nlegTWhlmEYaA
Figure 227: JWS Signature, base64url-encoded
6.3. Signing Output

The following compose the resulting JWS object:
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o JWS Protected Header (Figure 226)
o Payload content (Figure 223)

o Signature (Figure 227)
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The resulting JWS object using the JWS Compact Serialization (which
is the plaintext input to the following encryption operation):
eyJhbGci0i1JQUzI1INiIsINR5cCI6IkpXVCI9

eyJpc3MiOiJob2JiaXRvbi5leGFtcGx1lIiwiZXhwIjoxMzAwODE5MzgwLCJodH
RwOi8vZXhhbXBsZS5jb20vaXNfcm9vdCI6dHI1ZX0

dPpMgwRZxFYi1lUfcDAaf8M9907kwUWtiXZ-ByvVuJih4MhJ_aZqciprzO0OWaIA
kIvnlqskChirjKvY9ESZNUCP4JjvfyPS-ngqjIxYoA5ztWOyFk2cZNIPXjcJIXSQ
wXPO9tEe-v4VSqgD0aKHqPxYog4N6Cz11KphlU1lsYDSI67_bLL7elg_vkjfMp5
_W515LuUYGMeh6hxQIaIUXf9EWV2ImvTMuZ-vBOWyOSniylEFo72CRTvmtrIf5
AROO5MN1iY3KtUxeP-SOmD-LEYWW9S1kohYzMVAZDDOrVbv7KVRHpeYNaK75KE
QqdCEEKS_rskzS-Qtt_nlegTWhlmEYaA
Figure 228: JWS Compact Serialization

6.4. Encryption Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 228.
o RSA public key; this example uses the key from Figure 84.

o "alg" parameter of "RSA-OAEP".

o "enc" parameter of "A128GCM".
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6.5. Encryption Generated Factors
The following are generated before encrypting:
o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 229.
o Initialization Vector; this example uses the Initialization Vector
from Figure 230.
ORHSNYwWN-6-2QBGsYTZLSQ
Figure 229: Content Encryption Key, base64url-encoded
GbX1i9kXz0sxXPmA
Figure 230: Initialization Vector, base64url-encoded
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6.6. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 229)
with the RSA key (Figure 84) produces the following Encrypted Key:

a0JHRoITfpX4gRewImj1Stn8m3CPxBV1ueY1lVhjurCyrBg3I7YhCRYjphDO0OS4
E7rXbr2Fn6NyQq-A-gqTOFXgNjVOGrG-bil3mwy7RoYhjTKBEC6P7sMYMXXx4g
zMedpiJHQVeyI-zkZV7A9matpgevAIWrXzOUysYGTtwoSN6gtUVtlLaivjvb21l
00ul4YxSHV-ByKlkyeetRp_fuYIxHoKLQLI9P424sKx2WGYb4zsBIPF4ss1_e5I1
R7nany-25_UmC2urosNkoFz9cQ82MypZP8gqbQJyPN-Fpp4Z-506yV64x6yzDU
F_5JCId1-Qv6H5dMVIY7qleKpXcV11WO_2FefEBgXxXvIjLeZivjNkzogCq3-1I
apSjVFnMjBxjpYLT8muaawolyylXXMuinIpNcOY3n4KKrXLrCcteX85m4IIHMZ
a38s1Hpr56fPPseMA-J1tmt-a9iEDt0Ozhtxz8AXy9tsCAZV2XBWNG8c3kJusAa
mBKOYwfk7JhLRDgONJj LILhn7TI4UxDp9dCmUXEN6zOv23W15qIIEXNItgnblp
ymooeWAHCT4e_OwbimlgOAEpTHUdA271LNSOWTX_H_TXuPC8yDDhilsmxS_X_x
pkIHkiIHWDOLXx03BpgDTivpKkBYwqP2UZkcxgX2Fo_GnVrNwlK7Lgxw6FSQvDO
0]

Figure 231: Encrypted Key, base64url-encoded

6.7. Encrypting the Content
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The following is generated before encrypting the Plaintext:

o JWE Protected Header; this example uses the header from
Figure 232, encoded using base64url [RFC4648] to produce

Figure 233.

{
"alg": "RSA-OAEP",
"Cty" : IIJWTII s
"enc": "A128GCM"

}

Figure 232: JWE Protected Header JSON
eyJhbGci0i1JSUGEtTOFFUCISIMNOeSI6IKkpXVCIsImVuYyI6IKEXMjhHQOOifQ

Figure 233: JWE Protected Header, base64url-encoded
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Performing the content encryption operation over the Plaintext
(Figure 228) with the following:

o CEK (Figure 229);

o Initialization Vector (Figure 230); and

o JWE Protected Header (Figure 233) as authenticated data
produces the following:

o Ciphertext from Figure 234.

o Authentication Tag from Figure 235.
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SZI4IvKHmwpazl_pJQXX3mHv1ANNOU4WT9-utWYUcKrBNgCe20FMf66cSJI8k2Q
kxaQD3_R6OMGE9ofomwtky3GFxMeGRjtpMt90AVVLSAXBO_UTCBGYBg3C2bWLX
gZ1lfJAA0JRUPRk-BimYZY81zVBuIhc7HsQePCpu33SzMsFHjn41P_idrJz_glZ
TNgKDt8zdnUPauKTKDNOH1DD4 fuzvDYfDIAfqGPyL5sVRwbiXpXdGokEszM-9C
hMPgW1QNhzuX_Zul3bvrJIwr7nuGZs4cUScY3n8yE3AHCLurgls-A9mz1X38xEa
ulV1814Fg9tLejdkAuQZjPbqeHQBJe4IwGD5Ee0dQ-Mtz4NnhkIWx-YKBb_Xo02
zI3Q_1sYjKUuis7yWW-HTr_vqvFtObj7WIf2vzBOTZ3dvsoGaTvPH2dyWwumUr
1x4gmPUzBdwTO6ubfYSDUEEZz5py0d_0tWeUSYcCYBKD-aM7tXg26qJo21gYjLf
hn9zy-W19s0CZGuzgFjPhawXHpvnj_t-0_ES96kogjJLxS1IMU9Y5XmnwZMyNc
9EIwnogsCg-hVuvzyPOsIruktmI94_SL1xgM1l7003phcTMxt1lMizR88NKU1WkB
siXMCjylNoue7MD-ShDp5dmM
Figure 234: Ciphertext, base64url-encoded
KnIKEhN8U-3C9s4gtSpjSw
Figure 235: Authentication Tag, base64url-encoded
6.8. Encryption Output
The following compose the resulting JWE object:
o JWE Protected Header (Figure 233)
o Encrypted Key (Figure 231)
o Initialization Vector (Figure 230)

o Ciphertext (Figure 234)

o Authentication Tag (Figure 235)
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The resulting JWE object using the JWE Compact Serialization:
eyJhbGci0iJSUOGEtTOFFUCISIMNOeSI6IKkpXVCIsImVuYyI6IKEXMjhHQOO fQ
a0JHRoITfpX4gRewImj1Stn8m3CPxBV1ueY1VhjurCyrBg3I7YhCRYjphDO0S4

E7rXbr2Fn6NyQq-A-gqTOFXgNjVOGrG-bil13mwy7RoYhjTKBEC6P7sMYMXXx4g
zMedpiJHQVeyI-zkZV7A9matpgevAIWrXzOUysYGTtwoSN6gtUVtlLaivjvb21l
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00ul4YxSHV-ByKlkyeetRp_fuYIxHoKLQLI9P424sKx2WGYb4zsBIPF4ss1_e5I1
R7nany-25_UmC2urosNkoFz9cQ82MypZP8gqbQJyPN-Fpp4Z-506yV64x6yzDU
F_5JCId1-Qv6H5dMVIY7qleKpXcV11lWO_2FefEBgXxXvIjLeZivjNkzogCq3-1I
apSjVFnNMjBxjpYLT8muaawolyylXXMuinIpNcOY3n4KKrXLrCcteX85m4IIHMZ
a38s1Hpr56fPPseMA-J1tmt-a9iEDt0zhtxz8AXy9tsCAZV2XBWNG8c3kJusAa
mBKOYwfk7JhLRDgONJj lILhn7TI4UxDp9dCmUXEN6zOv23W15qIIEXNItgnblp
ymooeWAHCT4e_OwbimlgOAEpTHUAA2iiLNSOWTX_H_TXuPC8yDDh1ilsmxS_X_x
pkIHkiIHWDOLXxO3BpgDTivpKkBYwqP2UZkcxgX2Fo_GnVrNwlK7Lgxw6FSQvDO
0]

GbX1i9kXz0sxXPmA

SZI4IvKHmwpazl_pJQXX3mHv1ANNOU4WT9-utWYUcKrBNgCe20FMf66cSJI8k2Q
kxaQD3_R60OMGE9ofomwtky3GFxMeGRjtpMt90AVVLsSAXBO_UTCBGYBg3C2bWLX
gZ1lfJAA0JRUPRk-BimYZY81zVBuIhc7HsQePCpu33SzMsFHjn41P_idrJz_glZ
TNgKDt8zdnUPauKTKDNOH1DD4 fuzvDYfDIAfqGPyL5sVRwbiXpXdGokEszM-9C
hMPgW1QNhzuX_Zul3bvrJIwr7nuGZs4cUScY3n8yE3AHCLurgls-A9mz1X38xEa
ulV1814Fg9tLejdkAuQZjPbqeHQBJe4IwGD5Ee0dQ-Mtz4NnhkIWx-YKBb_Xo02
zI3Q_1sYjKUuis7yWW-HTr_vqvFtObj7WIf2vzBOTZ3dvsoGaTvPH2dyWwumUr
1x4gmPUzBdwTO6ubfYSDUEEZz5py0d_0tWeUSYcCYBKD-aM7tXg26qJo21gYjLf
hn9zy-W19s0CZGuzgFjPhawXHpvnj_t-0_ES96kogjJLxS1IMU9Y5XmnwZMyNc
9EIwnogsCg-hVuvzyPOsIruktmI94_SL1xgM1l7003phcTMxt1lMizR88NKU1WkB
siXMCjy1lNoue7MD-ShDp5dmM

KnIKEhN8U-3C9s4gtSpjSw

Figure 236: JWE Compact Serialization
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The resulting JWE object using the general JWE JSON Serialization:

{
"recipients": [
{

"encrypted_key": "a@JHRoITfpX4gRewImjlStn8m3CPxBV1ueY1Vh
jurCyrBg3I7YhCRYjphDOOS4E7rXbr2Fn6NyQq-A-gqTOFXgNjVO
GrG-bi13mwy7RoYhjTKBEC6P7sMYMXXx4gzMedpiJHQVeyI-zkzZV
7TA9matpgevAIWrXzOUysYGTtwoSN6gtUVtlLaivjvb2100ul4YxS
HV-ByKlkyeetRp_fuYJIxHoKLQL9P424sKx2WGYb4zsBIPF4ssl_e
5IR7nany-25_UmC2urosNkoFz9cQ82MypZP8gqbQJyPN-Fpp4Z-5
06yV64x6yzDUF_53CId1-Qv6H5dMVIY7qleKpXcV11WO_2FefEBq
XxXvIjLeZivjNkzogCq3-IapSjVFnMjBxjpYLT8muaawolyyl1XXM
uinIpNcOY3n4KKrXLrCcteX85m4IIHMZa38s1Hpr56fPPseMA-J1
tmt-a9iEDtOzhtxz8AXy9tsCAZV2XBWNG8c3kJusAamBKOYwTk7J
hLRDgONJj 1ILhn7TI4UxDp9dCmMUXEN6ZzOV23W15qIIEXNItqnblp
ymooeWAHCT4e_Owbimlg@AEpTHUdA271LNSOWTX_H_TXuPC8yDDh
71smxS_X_xpkIHkiIHWDOLxO3BpqDTivpKkBYwqP2UZkcxgX2Fo_
GnVrNwlK7Lgxw6FSQvDOO"

}

1,

"protected": "eyJhbGciOiJSUOEtTOFFUCISImMNOeSI6IkpXVCIsSImVuYy
I6IKExMjhHQOO fQ",

"jy'": "GbX1i9kXzOsxXPmA",

"ciphertext": "SZI4IvKHmwpazl_pJQXX3mHv1ANNOU4Wf9-utWYUcKrBN
gCe20FMf66cSJI8k2QkxaQD3_R6OMGE9ofomwtky3GFxMeGRjtpMt90Av
VLsAXBO_UTCBGyBg3C2bWLXqZ1fJAA0JRUPRk-BimYZY81zVBuIhcT7Hs
QePCpu33SzMsFHjn41P_idrJz_glZTNgKDt8zdnUPauKTKDNOH1DD4 fu
zvDYfDIAfqGPyL5sVRwbiXpXdGokEszM-9ChMPqW1QNhzuX_Zul3bvrJ
wr7nuGZs4cUScY3n8yE3AHCLurgls-A9mz1X38xEaulV1814Fg9otlLejd
kAuQZjPbqeHQBJe4IwGD5Ee0dQ-Mtz4NnhkIWx-YKBb_X02zI3Q_1sYj
KUuis7yWW-HTr_vqvFtObj7WIf2vzBO0TZ3dvsoGaTvPH2dyWwumUr1x4
gmPUzBdwTO6ubfYSDUEEZz5py0d_0tWeUSYcCYBKD-aM7tXg26qJo21gyY
jLfhn9zy-W19s0CZGuzgFjPhawXHpvnj_t-0_ES96kogjJILxS1IMU9Y5
XmnwZMyNc9EIwnogsCg-hVuvzyPOsIruktmI94_SL1xgM1l7003phcTMx
t1Mi1zR88NKU1WkBsiXMCjylNoue7MD-ShDp5dmM" ,

"tag": "KnIKEhN8U-3C9s4gtSpjSw"

}

Figure 237: General JWE JSON Serialization
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The resulting JWE object using the flattened JWE JSON Serialization:

{

"encrypted_key": "a@JHRoITfpX4gRewImjlStn8m3CPxBV1iueY1lVhjurcC
yrBg3I7YhCRY]jphDOOS4E7rXbr2Fn6NyQq-A-gqTOFXgNjVOGrG-bil3
mwy7RoYhjTKBEC6P7sMYMXXx4gzMedpiJHQVeyI-zkZV7A9matpgevAl
WrXzOUysYGTtwoSN6gtUVtlLaivjvb2100ul4YxSHV-ByKlkyeetRp_f
uYJIxHOKLQL9P424sKx2WGYb4zsBIPF4ss1_e5IR7nany-25_UmC2uros
NkoFz9cQ82MypZP8gqbQJyPN-Fpp4Z-506yV64x6yzDUF_5JCId1-Qv6
H5dMVIY7qleKpXcV11WO_2FefEBgXxXvIjLeZivjNkzogCq3-IapSjVF
NMjBxjpYLT8muaawolyylXXMuinIpNcOY3n4KKrXLrCcteX85m4ITIHMZ
a38s1Hpr56fPPseMA-J1tmt-a9iEDtOzhtxz8AXy9tsCAZV2XBWNG8c3
kJusAamBKOYwfk7JhLRDgONnJj1ILhn7TI4UxDp9dCmUXEN6zOV23W15q
JIEXNJtgnblpymooeWAHCT4e_Owbimlg@AEpTHUdA27iLNSOWTX_H_TX
uPC8yDDhi1smxS_X_xpkIHkiIHWDOLXx03BpqDTivpKkBYwgP2UZkcxgX
2Fo_GnVrNwlK7Lgxw6FSQvDOO" ,

"protected": "eyJhbGciOiJSUGEtTOFFUCISImMNOeSI6GIKkpXVCIsImVuYy
I6IKEXMjhHQOO fQ",

"jv": "GbX1i9kXzOsxXPmA",

"ciphertext": "SZI4IvKHmwpazl_pJQXX3mHv1ANNOU4WTO-utWYUcKrBN
gCe20FMf66cSI8k2QkxaQD3_R6OMGE9ofomwtky3GFxMeGRjtpMt90Av
VLsAXBO_UTCBGYBg3C2bWLXqZ1fJAA0JRUPRk-BimYZY81zVBuIhc7Hs
QePCpu33SzMsFHjn41P_idrJz_glZTNgKDt8zdnUPauKTKDNOH1DD4fu
zvDYfDIAfqGPyL5sVRwbiXpXdGokEszM-9ChMPqW1QNhzuX_Zul3bvr]J
wr7nuGZs4cUScY3n8yE3AHCLurgls-A9mz1X38xEaulV1814Fg9otLejd
kAuQZjPbqeHQBJe4IwGD5Ee0dQ-Mtz4NnhkIWx-YKBb_X02zI3Q_1sYj
KUuis7yWW-HTr_vqvFtObj7WIf2vzBOTZ3dvsoGaTvPH2dyWwumUr1x4
gmPUzBdwTO6ubfYSDUEEZz5py0d_0tWeUSYcCYBKD-aM7tXg26qJo21gyY
jLfhn9zy-W19s0CZGuzgFjPhawXHpvnj_t-0_ES96kogjILxS1IMU9Y5
XmnwZMyNc9EIwnogsCg-hVuvzyPOsIruktmI94_SL1xgM17003phcTMx
t1Mi1zR88NKU1WkBsiXMCjylNoue7MD-ShDp5dmM" ,

"tag": "KnIKEhN8U-3C9s4gtSpjSw"

}

Figure 238: Flattened JWE JSON Serialization
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Security Considerations

This document 1is designed to provide examples for developers to use
in checking their implementations. As such, it does not follow some
of the security considerations and recommendations in the core
documents (i.e., [JWS], [IWE], [IWK], and [IWA]). For instance:

o it does not always generate a new CEK value for every encrypted
example;

o it does not always generate a new Initialization Vector (IV) value
for every encrypted example; and

o 1t does not always generate a new ephemeral key for every
ephemeral key example.

For each example, data that 1is expected to be generated for each
signing or encryption operation is isolated to sections titled
"Generated Factors".
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