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Abst ract

Power Line Conmunication (PLC), nanely using the el ectric-power lines
for indoor and outdoor conmunications, has been widely applied to
support Advanced Metering Infrastructure (AM), especially the snart
meters for electricity. The inherent advantage of existing
electricity infrastructure facilitates the expansion of PLC

depl oynents, and noreover, a wi de variety of accessible devices

rai ses the potential demand of I1Pv6 for future applications. As part
of this technol ogy, Narrowband PLC (NBPLC) is focused on the | ow
bandwi dt h and | ow power scenarios that includes current standards
such as | EEE 1901.2 and I TU-T G 9903. This docunment describes how

| Pv6 packets are transported over constrai ned PLC networks.
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I nt roducti on

The i dea of using power lines for both electricity supply and
communi cati on can be traced back to the beginning of the |ast
century. Wth the advantage of existing power grid, PLCis a good
candi date for supporting various service scenarios such as in houses
and offices, in trains and vehicles, in smart grid and advanced
metering infrastructure (AM). Such applications cover the snmart
meters for electricity, gas and water that share the comon features
like fixed position, large quantity, |low data rate, and long life
time.

Al t hough PLC technol ogy has an evol ution history of several decades,
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the adaptation of PLC for |Pv6 based constrai ned networks is not
fully devel oped. The 6lo related scenarios lie in the |ow voltage
PLC networks with nost applications in the area of Advanced Metering
Infrastructure, Vehicle-to-Gid conmunications, in-honme energy

managenent and smart street lighting. It is of great inportance to
depl oy I Pv6 for PLC devices for its | arge address space and qui ck
addressing. |In addition, due to various existing PLC standards, a

compari son anong themis needed to facilitate the selection of the
nmost applicable PLC standard in certain using scenarios.

The follow ng sections provide a brief overview of PLC, then describe
transm ssion of |Pv6 packets over PLC networks. The general approach
is to adapt el enents of the 6LOWPAN specifications [ RFC4944],
[ RFC6282], and [ RFC6775] to constrained PLC networks. Sinilar 6LoPLC
adaptation | ayer was previously proposed in [draft-popa-6lo0-6loplc],
however, with the sane purpose, this docunent provides nore updated,
structured and instructive information for the depl oynent of |Pv6
over PLC networks.

2. Requirements Notation and Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
[ RFC2119].
Bel ow are the terns used in this docunent:
6LOWPAN: | Pv6 over Low Power Wrel ess Personal Area Network
AM : Advanced Metering Infrastructure
BBPLC: Broadband Power Line Comunication
CI D Context ID
EV: Electric Vehicle
HDPLC: Hi gh Definition Power Line Commrunication
1D Interface Identifier
| PHC. | P Header Conpression
LAN: Local Area Network

LOADng: Lightwei ght On-demand Ad-hoc Di stance-vector Routing Protocol
Next Generation
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MSDU:. MAC Service Data Unit
MIU:  Maxi mum Transni ssi on Unit
NBPLC: Narrowband Power Line Conmunication
OFDM Ot hogonal Frequency Division Miltiplexing
PCO PAN Coordi nat or
PLC. Power Line Conmunication
PSDU. PHY Service Data Unit
RPL: I Pv6 Routing Protocol for Low Power and Lossy Networks
RA: Router Advertisement
WAN: W de Area Network
3. Overview of PLC

PLC technol ogy enabl es conveni ent two-way comuni cations for hone
users and utility conpanies to nonitor and control electric plugged
devi ces such as electricity nmeters and street lights. Due to the

| arge range of communi cation frequencies, PLCis generally classified
into two categories: Narrowband PLC (NBPLC) for automation of
sensors, and Broadband PLC (BBPLC) for home and industry networKking
applications. Various standards have been addressed on the MAC and
PHY | ayers for this comunication technol ogy, e.g. |EEE 1901 and | TU
T G hn for BBPLC (1.8-250 MHz), |EEE 1901.2, ITU-T G 9902 (G hnem,
ITUT G9903 (&B-PLC) and ITU-T G 9904 (PRIME) for NBPLC (3-500 kHz)
and the recent proposal for the I EEE 1901.1 standard aimng at the
frequency band of 2-12 MHz.

Narrowband PLC is a very inportant branch of PLC technol ogy due to
its | ow frequency band and | ow power cost. So far the recent PLC

standards, ITU-T G 9903 (G3-PLC) and | EEE 1901. 2, are doninating as
two of the nobst robust schemes available. Different networking

met hods exist in different NBPLC standards. There are 2 routing

al gorithnms used in PLC networks for AM applications:

0 LOADng (Lightweight On-denand Ad-hoc Di stance-vector Routing
Prot ocol Next Generation) is a reactive protocol, operating in |ayer
2 or layer 3.

0 RPL (Routing Protocol for Low Power and Lossy Networks) is a
proactive protocol operating only in |layer 3.
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LOADng is supported in G 9903 and 1901.2. | EEE 1901.2 specifies
additionally Information El ements (I Es) which carry metrics from PHY
layer to IP layer and the IE content is user-defined. These IEs
enable RPL to be used as the routing algorithmin 1901. 2 networKks.

The |EEE 1901.1 WG is currently working on a new PLC standard, |EEE
1901. 1, which focuses on the frequency band of 2-12 MHz [|EEE
1901.1]. This prom sing nmedi umfrequency PLC standard, known as PLC
IoT, is suitable for 6l o applications thus nmentioned in this
docunent. Details on this standard is to be determ ned.

3.1. Protocol Stack

The protocol stack for IPv6 over PLCis illustrated in Figure 1 that
contains the follow ng elements frombottomto top: PLC PHY Layer,
PLC MAC Layer, Adaptation |ayer for IPv6 over PLC, |Pv6 Layer,

TCP/ UDP Layer and Application Layer. The PLC MAC/ PHY | ayer
corresponds to a certain PLC standard such as | EEE 1901.2 or ITU-T
G 9903. Details of the 6l o adaptation |ayer for PLC are illustrated
in section 4. Routing protocol like RPL on Network layer is optional
according to the specified PLC standard, e.g. |EEE 1901. 2.

NN +
[ Application Layer |
N e +
[ TCP/ UDP [
o m e e e e e e e e e e e e e e e e e e ee— o +
I I
| | Pv6 |
I I
e +
| Adaptation | ayer for I Pv6 over PLC |
o m e e e e e e e e e e e e e e e e e e ee— o +

[ PLC MAC Layer [
[ (1 EEE 1901.2 / ITU-T G 9903) [

| PLC PHY Layer |
| (IEEE 1901.2 / ITU-T G 9903) |
Figure 1: PLC Protocol Stack
3.2. Addressing Mdes
Each PLC device has a globally unique 64-bit | ong address and a 16-
bit short address. The long address is set by manufacturers

according to the | EEE EU - 64 address. Each PLC device joins the
network by using the | ong address and communi cates with other devices

Hou, et al Expires May 3, 2018 [ Page 5]



I NTERNET DRAFT | Pv6 over PLC Cct ober 30, 2017

by using the short address after joining the network.
3.3.  Maxi num Transni ssion Unit

Maxi mum Transmi ssion Unit (MIU) of MAC | ayer is an inportant
paraneter that determ nes the applicability of fragnmentation and
reassenbly at the adaptation |layer of IPv6 over PLC. An |IPv6 packet
require that every link in the Internet have an MIU of 1280 octets or
greater, thus for a MAC |l ayer with MIU |l ower than this limt,
fragmentation and reassenbly at the adaptation |ayer are required.

The | EEE 1901.2 MAC | ayer supports the MIU of 1576 octets (the
original value 1280 byte was updated in 2015 [| EEE 1901.2a]). The
MIU for ITUT G 9903 is 400 octets, insufficient for supporting
compl ete | Pv6 packets. For this concern, fragnentation and
reassenbly in [ RFC4944] are enabled for the G 9903-based scenari os
(details can be found in section 4.2.6).

4. Specification of | Pv6 over Narrowband PLC

Due to the narrow bandwi dth and | ow data rate in NBPLC, a 6lo
adaptation layer is needed to support the transm ssion of |Pv6
packets. 6LOWPAN standards [ RFC4944], [RFC6775], and [ RFC6282]
provi des useful functionality including |ink-1ocal |Pv6 addresses,
statel ess address auto-configuration, neighbor discovery and header
conmpression. These standards are referred in the specifications of
the 6l o adaptation layer which is illustrated in the foll ow ng
subsecti ons.

4.1. Statel ess Address Autoconfiguration
PLC devi ces perform statel ess address aut oconfiguration according to
[ RFC4A944] so as to obtain an IPv6 Interface Identifier (11D). The
64-bit IIDis derived by insert 16-bit "FFEE" into a "pseudo 48-bit
address" which is fornmed by the 16-bit PAN ID, 16-bit zero and the
16-bit short address as follows:
16 _bit PAN:. OOFF: FEOO: 16 _bit _short address

Considering that this derived IIDis not globally unique, the
"Universal/Local" (UL) bit (7th bit) shall be set to zero.

4.2. 1Pv6 Link Local Address
The 1 Pv6 |ink-l1ocal address [RFC4291] for a PLC interface is fornmed

by appending the Interface lIdentifier, as defined above, to the
prefix FE80::/64 (see Figure 2).
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4.

3.

Figure 2: |1 Pv6 Link Local Address in PLC
Uni cast Address Mappi ng

The address resolution procedure for napping |IPv6 unicast addresses
into PLC link-layer addresses follows the general description in
section 7.2 of [RFC4861], unless otherw se specified.

The Source/ Target Link-1layer Address option has the follow ng form
and the addresses are 16-bit short addresses. Since the 64-bit |ong
address is only used in the joining process, no | ong address option
i s included the unicast address mappi ng.

0 1
0123456789012345
B i S S S i i T S N S
[ Type [ Lengt h=1 [
B e o T o e e e S e
[ 16-bit short Address |
B o I NI S R S S R T S T S S
| Paddi ng [
+- -+
[ (all zeros) |
B e o T o e e e S e

Figure 3: Unicast Address Mapping
Option fields:

Type: 1 for Source Link-layer address and 2 for Target Link-Iayer
address.

Length: This is the length of this option (including the type and
length fields) in units of 8 octets. The value of this fieldis 1
for the 16-bit PLC short addresses.

* Note that the format of Source/ Target Link-layer Address option
illustrated in Figure 3 is not used when sending RS/RA in G 9903 PLC
networks. G 9903 specifies its SLLAO format for sending RS/ RA
Details can be found in the Annex E of [ITU T G 9903]. This
i nconsi stency of SLLAO format has been infornmed to I TU- T SGL5/ Ql5 and
will be solved in future.
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4.4. Neighbor Discovery

* No detailed specification of IPv6 nei ghbor discovery is defined
in current PLC standards, and this section provides a guidance for
the use of [RFC6775] in PLC networKks.

Nei ghbor Di scovery Optim zation for 6LOWPANs [ RFC6775] describes the
nei ghbor di scovery approach in several 6LoWPAN topol ogi es incl uding
the mesh topology. |In the route-over RPL-based network, the nei ghbor
di scovery process is reconmended to refer to [ RFC6775]. PLC devices
may follow Sections 5.3 and 5.4 of [RFC6775] for sending Router
Solicitations and processing Router Advertisenments. Note that

al t hough PLC devices are electrically powered, the sleeping node is
still applicable for power saving. |In addition, if DHCPv6 is used to
assign addresses, Duplicate Address Detection (DAD) is not needed

In the mesh-under LOADng-based network, since there is a defined PAN
boot st rappi ng protocol, the address registration defined in [ RFC6775]
is not used. An inplenmentation for mesh-under operation could use

[ RFC6775] mechani sms for managi ng | Pv6 prefixes and correspondi ng
header conpression context information [ RFC6282].

4.5, Header Conpression

The conpression of |Pv6 datagrans within PLC MAC franmes refers to

[ RFC6282], which updates [ RFC4944]. Header conpression as defined in
[ RFC6282] which specifies the conpression format for | Pv6 datagrans
on top of |IEEE 802.15.4, is included in this docunment as the basis
for 1Pv6 header conpression in PLC. For situations when PLC MAC MIU
cannot support the 1280-octet |Pv6 packet, headers can be conpressed
according to [ RFC6282] encodi ng fornats.

4.6. Fragnmentation and Reassenbly

PLC differs fromother wired technologies in that the communication
medi umis not shielded, thus to successfully transnit data through
power lines, PLC Data Link layer provides the functionality of
segrmentation and reassenbly. A Segnent Control Field is defined in
the MAC frane header regardl ess of whether segmentation is required.
This process segnents a MAC | ayer datagraminto nultiple fragnents
and provides a reliable one-hop transfer of the resulting fragnents.
To mninmze redundant fragnentation and reassenbly (FAR) on the 6lo
adaptation layer, sinilar functions defined in [ RFC4944] should only
be used when necessary. This docunment gives a requirenent of the use
of 6LOWPAN FAR in PLC networks as bel ow

* |n PLC networks, if Layer-2 segnentation and reassenbly is

supported while the MAC | ayer supports MIU size of 1280 octets or
greater, then 6LOWPAN fragnentation and reassenbly as defined in
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[ RFC4944] is not needed and shoul d not be used.

In | EEE 1901. 2, since the MAC | ayer supports a payl oad of 1280
octets, which is the mninum MIU required by | Pv6 packets, there is
no need of fragnentation for the | Pv6 packet transmi ssion, thus the
fragmentation and reassenbly defined in [ RFC4944] is not reconmended
in the 6l o adaptation |ayer of |EEE 1901. 2.

In ITUT G 9903, the nmaxi rum MAC payl oad size is fixed to 400 octets,
so to cope with the required MIU of 1280 octets by |Pv6,
fragmentation and reassenbly at 6l o adaptation |ayer are provided
referring to [ RFC4944].

4.7. Extension at 6l o Adaptation Layer

Apart fromthe 6l o headers specified in [ RFC4944], an additi onal
Conmand Frane Header is defined for the nesh routing procedure in
LOADng protocol. Figure 4 illustrates the format of the Comand
Frame Header [ RFC8066]: The ESC di spatch type (01000000b) i ndicates
an ESC extension type follows (see [ RFC4944] and [ RFC6282]). Then
this 1-octet dispatch field is used as the Command Frame Header and
filled with the Cormmand ID. The Conmand I D can be classified into 4
types:

- LOADng nessage (0x01)

LoWPAN boot st rappi ng protocol nessage (0x02)

Reserved by | TU-T (0x03-0x0F)
- CMBR protocol messages (0X10-0X1F)

The LOADng nessage is used to provide the default routing protocol
LOADng whil e the LoWPAN boot st rappi ng protocol nessage is for the
LoWPAN boot strap procedure. The CMSR protocol nessages are specified
for the Centralized nmetric-based source routing [ITU-T G 9905] which
is out of the scope of this draft.

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
[ ESC | Command ID | Command Payl oad

R R e R e s s e o S S e R e o o

Figure 4: Command Frane Header Format of ITU- T G 9903

Conmand Frane Header appears in the last position if nore than one
header is present in the 6LOWPAN frame [ITU-T G 9903]. On the other
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hand, this Command Franme Header nust appear before the LoWPAN | PHC
di spatch type as per [RFCB066].

* Regarding the order of the command frane header, the
i nconsi stency between G 9903 and RFCB066 still exists and is being
solved in I TU T SGL5/ Q5.

Fol Il owi ng these two requirements of header order nentioned above, an
exanpl e of the header order is illustrated in Figure 5 including the
Fragnentation type, Fragnmentation header, ESC dispatch type, ESC

Ext ensi on Type (Command |1 D), ESC Dispatch Payl oad (Command Payl oad),
LOANPAN_| PHC Di spatch Type, LOAPAN_| PHC header, and Payl oad.

Fi gure 5: A 6LOWPAN packet including the Command Frane Header
5. Internet Connectivity Scenarios and Topol ogi es

The network nodel can be sinplified to two kinds of network devices:
PAN Coordi nator (PCO and PAN Device. PCOis the coordinator of the
PLC subnet and can be seen as a naster node while PAN Devices are
typically PLC neters and sensors. The |Pv6 over PLC networks are
built as tree, nesh or star according to the specified using
scenarios. Every network requires at |east one PCO to communicate
with each PAN Device. Note that the PLC topologies included in this
section are based on the logical connectivity, not physical |inks.

One conmmon topology in the current PLC scenarios is star. 1In this
case, the communication at the link |layer only takes place between a
PAN Device and a PCO The PCO collects data (e.g. snmart neter
reading) fromdifferent nodes, and then concentrates and upl oads the
data through Ethernet or LPWAN (see Figure 6). The collected data is
transmtted by the smart neters through PLC, aggregated by a
concentrator, sent to the utility and then to a Meter Data Managenent
System for data storage, analysis and billing. Such topol ogy has
been widely applied in the depl oynent of smart meters, especially in
apart nent buil di ngs.
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PAN Devi ce PAN Devi ce

\ / SRR
\ / /
\ / +
\ [
PAN Device ------ PCO ========== | |nternet
I\ [
/ \ +
/ \ \
/ \ e
PAN Devi ce PAN Devi ce
em e e >
PLC subnet

(I Pv6 over PLC packet)
Figure 6: PLC Star Network connected to the Internet

Tree topology is used when the distance between a device A and PCO is
beyond the PLC allowed limt while there is another device B in

bet ween able to communicate with both sides. Device Bin this case
acts both as a PAN Device and a Proxy Coordinator. For this
scenario, the link |ayer comruni cations take place between device A
and device B, and between device B and PCO. An exanple of PLC tree
network is depicted in Figure 7. This topology can be applied in the
smart street lighting, where the lights adjust the brightness to
reduce energy consunption while sensors are depl oyed on the street
lights to provide information such as light intensity, tenperature,
humi dity. Data transm ssion distance in the street |ighting scenario
is normal ly above several kilometers thus the PLC tree network is
required. A nore sophisticated AM network may al so be constructed
into the tree topology which as depicted in [ RFC8036]. Tree topol ogy
is suitable for the AM scenarios that require |arge coverage but | ow
density, e.g. the deploynent of smart nmeters in rural areas.
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PAN Devi ce
\ L
PAN Devi ce \ /
\ \ +
\ \ |
PAN Devi ce -- PCO ========== | |nternet
/ / |
/ / +
PAN Devi ce- - - PAN Devi ce / \
/ Fomm - -

PAN Devi ce- - - PAN Devi ce

PLC subnet
(I Pv6 over PLC packet)

Figure 7: PLC Tree Network connected to the Internet

Mesh networking in PLC is of great potential applications and has
been studied for several years. By connecting all nodes with their
nei ghbors in conmuni cation range (see Figure 8), nesh topol ogy
dramatical ly enhances the communication efficiency and thus expands
the size of PLC networks. A sinple use case is the snart hone
scenario where the ONVOFF state of air conditioning is controlled by
the state of home lights (OV OFF) and doors (OPEN CLOSE). LQOADng
enabl es direct pan device to pan devices (w thout being obliged to
get through the pan coordinator) which significantly inproves
performances in typical use cases |like charging station to electric
vehicle (EV) comuni cati ons.

PAN Devi ce- - - PAN Devi ce

[\ [\ o
/ \ / \ /
/ \ / \ +
/ \ \ |
PAN Devi ce- - PAN Devi ce---PCO ========== | | nternet
\ [\ / |
\ / \ / +
\ / \ / \
\ / \ / oo
PAN Devi ce- - - PAN Devi ce
S >
PLC subnet

(I Pv6 over PLC packet)

Figure 8: PLC Mesh Network connected to the Internet
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6.

9.

| ANA Consi derati ons
There are no | ANA considerations related to this docunent.
Security Consideration

Due to the high accessibility of power grid, PLC m ght be susceptible
to eavesdropping within its comruni cati on coverage, e.g. one
apartnment tenant may have the chance to nonitor the other smart
meters in the sane apartnent building. For privacy consideration,
link ayer security is guaranteed in every PLC technol ogy.
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