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Abst ract

Thi s docunent defines an extension to 6LOWPAN Nei ghbor Di scovery RFC
6775. Nodes supporting this extension conpute a cryptographi c Owner
Unique Interface I D and associate it with one or nore of their

Regi stered Addresses. Once an address is registered with a
Cryptographic ID, only the owner of that ID can nodify the anchor
state informati on of the Regi stered Address, and Source Address

Val i dati on can be enforced.
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Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
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time. It is inappropriate to use Internet-Drafts as reference
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1. Introduction

"Nei ghbor Di scovery Optim zations for 6LOWPAN networ ks" [ RFC6775]
(6LOWPAN ND) adapts the classical 1Pv6 ND protocol [RFC4861][ RFC4862]
(IPv6 ND) for operations over a constrained | ow power and | ossy
network (LLN). In particular, 6LOWPAN ND introduces a unicast host
address regi stration nmechanismthat contributes to reduce the use of
mul ti cast nmessages that are present in the classical |Pv6 ND

prot ocol . 6LOWPAN ND defines a new Address Regi stration Option (ARO
that is carried in the unicast Neighbor Solicitation (NS) and

Nei ghbor Adverti senent (NA) nessages between the 6LOWPAN Node (6LN)
and t he 6LOWPAN Router (6LR). Additionally, it also defines the
Duplicate Address Request (DAR) and Duplicate Address Confirnmation
(DAC) nessages between the 6LR and the 6LoWPAN Border Router (6LBR).
In LLN networks, the 6LBR is the central repository of all the

regi stered addresses in its donain.
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The registration mechani smin 6LOWPAN ND [ RFC6775] prevents the use
of an address if that address is already present in the subnet (first
come first serve). |In order to validate address ownership, the

regi strati on mechani smenables the 6LR and 6LBR to validate clains
for a registered address with an associ ated Owmer Unique Interface

I Dentifier (OQU D). 6LOWPAN ND specifies that the QU D is derived from
the MAC address of the device (EU -64), which can be spoof ed.

Theref ore, any node connected to the subnet and aware of a

regi st ered-address-to- QU D mappi ng could effectively fake the QUI D
steal the address and redirect traffic for that address towards a
different 6LN. The "Update to 6LoWPAN ND"
[I-Dietf-6lo-rfc6775-update] defines an Extended ARO (EARO) option
that allows to transport alternate fornms of QU Ds, and is a
prerequisite for this specification.

According to this specification, a 6LN generates a cryptographic ID
(Crypto-1D) and places it in the QUDfield in the registration of
one (or nore) of its addresses with the 6LR(s) that the 6LN uses as
default router(s). Proof of ownership of the cryptographic ID
(Crypto-1D) is passed with the first registration to a given 6LR, and
enforced at the 6LR, in a new Crypto-I1D Parameters Option (C PO.

The 6LR validates ownership of the cryptographic |ID upon the creation
of a registration state, or a change in the anchor infornmation, such
as Link-Layer Address and associ ated Layer-2 cryptographic nmateri al

The protected address registration protocol proposed in this docunent
enabl es the enforcenent of Source Address Validation (SAVI)

[ RFC7039], which ensures that only the correct owner uses a

regi stered address in the source address field in | Pv6 packets.
Consequently, a 6LN that sources a packet has to use a 6LR to which
the source address of the packet is registered to forward the packet.
The 6LR maintains state information for the regi stered addressed,

i ncluding the MAC address, and a |ink-1layer cryptographic key
associated with the 6LN. In SAVI-enforcenent node, the 6LR all ows
only packets froma connected Host if the connected Host owns the
registration of the source address of the packet.

The 6l 0o adaptation |ayer framework ([RFC4944], [RFC6282]) expects
that a device forms its | Pv6 addresses based on Layer-2 address, so
as to enable a better conpression. This is inconpatible with "Secure
Nei ghbor Di scovery (SEND)" [RFC3971] and "Cryptographically Generated
Addresses (CGAs)" [RFC3972], which derive the Interface ID (IID) in
the 1 Pv6 addresses from cryptographic material. "Privacy

Consi derations for | Pv6e Address CGeneration Mechani sns" [RFC7721]

pl aces additional recomendati ons on the way addresses shoul d be
formed and renewed.
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Thi s docunent specifies that a device may form and regi ster addresses
at will, without a constraint on the way the address is fornmed or the
nunber of addresses that are registered in parallel. 1t enables to
protect nultiple addresses with a single cryptographic nmaterial and
to send the proof only once to a given 6LR for nultiple addresses and
ref resher registrations.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

Readers are expected to be fanmiliar with all the terns and concepts
that are discussed in [RFC3971], [RFC3972], [RFC4861], [RFC4919],

[ RFC6775], and [I-D.ietf-6l o-backbone-router] which proposes an
evol ution of [RFC6775] for wi der applicability.

Thi s docunent defines Crypto-ID as an identifier of variable size
which in nost cases is 64 bits long. It is generated using
crypt ographi c neans explained later in this docunent Section 4.1.

The docunment al so confornms to the terns and nodel s described in

[ RFC5889] and uses the vocabul ary and the concepts defined in

[ RFC4291] for the I1Pv6 Architecture. Finally, conmon term nol ogy
related to Low power And Lossy Networks (LLN) defined in [RFC7102] is
al so used.

3. Updating RFC 6775

This specification defines a cryptographic identifier (Crypto-ID)
that can be used as a replacenent to the MAC address in the QU D
field of the EARO option; the conputation of the Crypto-1Dis
detailed in Section 4.1. A node in possession of the necessary
cryptographic material SHOULD use Crypto-I1D by default as QU D inits
registration. Wether a QUDis a Cypto-ID is indicated by a new
"C' flag in the NS(EARO) nessage.

This specification introduces a new option, the CIPO that is used to
prove ownership of the Crypto-ID. A node that registers for the
first tine to a 6LR SHOULD place a CIPO option in its registration.
However, it is not expected to place the option in the periodic
refresher registrations for that address, or to register other
addresses with the same QU D. Wen a 6LR receives a NS(EARO
registration with a new Crypto-1D as a QU D, it SHOULD chal | enge by
responding with a NA(EARO) with a status of "Validation Requested".
This process of validation MAY be skipped in networks where there is
no nobility.
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4.

4.

The chal |l enge MJUST al so be triggered in the case of a registration
for which the Source Link-Layer Address is not consistent with a
state that already exists either at the 6LR or the 6LBR In the
|atter case, the 6LBR returns a status of "Validation Requested" in
t he DAR/ DAC exchange, which is echoed by the 6LR in the NA (EARO
back to the registering node. This flow should not alter a
preexisting state in the 6LR or the 6LBR

Upon receiving a NA(EARO) with a status of "Validation Requested”
the registering node SHOULD retry its registration with a Cl PO option
that proves its ownership of the Crypto-ID.

If the 6LR cannot validate the CIPO it responds with a status of
"Validation Failed". After receiving a NA(EARO with a status of
"Validation Failed", the registering node MIST NOT use this Crypto-1D
for registering with that 6LR

New Fi el ds and Options
1. New Crypto-ID

Elliptic Curve Cryptography (ECC) is used to calculate the Crypto-I1D.
Each 6LN using a Crypto-1D for registration MIST have a public/
private key pair. The digital signature is constructed by using the
6LN s private key over its EU -64 (MAC) address. The signature val ue
is conmputed using the ECDSA signature algorithmand the hash function
used i s SHA-256 [RFC6234]. Public Key is the nost inportant
paraneter in CGA Paranmeters (sent by 6LN in an NS nmessage). ECC
Public Key could be in unconpressed formor in conpressed form where
the first octet of the OCTET STRING is 0x04 and 0x02 or 0x03,
respectively. Point conpression can further reduce the key size by
about 32 octets.

The Crypto-I1D is conputed as foll ows:
1. the nodifier is set to a random or pseudo-random 128-bit val ue

2. the nmodifier, 9 zero octets and the ECC public key are
concatenated fromleft to right.

3. the SHA-256 algorithmis applied on the concatenation
4. the 112 leftnost bits of the hash value are retained

5. the nodifier value, the subnet prefix and the encoded public key
are concatenated fromleft to right

6. N ST P-256 is executed on the concatenation
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7. the leftnost bits of the result are used as the Crypto-1D.

Wth this specification, the last 64 bits are retained, but it could
be expanded to nore bits in the future by increasing the size of the
QU D field.

To support cryptographic algorithmagility [RFC7696], Curve25519

[ RFC7748] can also be used instead of NIST P-256. This is indicated
by 6LN using the Crypto Type field in the CIPO option. The docunent
currently only defines two possible values for the Crypto Type field.
A value of 0 indicates that NIST P-256 is used for the signature
operation and SHA-256 as the hash algorithm A value of 1 indicates
that Curve25519 is used for the signature operation and SHA-256 as
the hash algorithm New values for the Crypto Type maybe defined in
the future for new curves.

4.2. Updated EARO
This specification updates the EARO option as follows:

0 1 2 3

01234567890123456789012345678901

B S S i s S e S e N i S N i b N S
Type | Length | St at us | Reserved |

Bl T T e e s L i e o S e s

Reserved |(CT| TID | Regi stration Lifetime

B i i S Tk sl o S S S S S i S S S i e o

e e e

I

+

. . |

Owner Unique ID (EU -64 or equival ent) +
I

+

B T i i S s Sl S S S S T e NS S S

Fi gure 1: Enhanced Address Registration Option

Type: 33

Lengt h: 8-bit unsigned integer. The length of the option
(including the type and length fields) in units of 8
byt es.

St at us: 8-bit unsigned integer. Indicates the status of a

registration in the NA response. MJST be set to 0 in
NS messages. This specification uses val ues

i ntroduced in the update to 6LOWPAN ND
[I-D.ietf-6lo-rfc6775-update], such as "Validation
Requested" and "Validation Failed". No additional

val ue is defi ned.
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Reserved: This field is unused. It MJST be initialized to zero
by the sender and MJST be ignored by the receiver.

C This "C' flag is set to indicate that the Omer
Unique ID field contains a Crypto-1D.

T and TI D Defined in [I-D.ietf-6lo-rfc6775-update].

Owner Unique ID: Wen the "C' flag is set, this field contains a
Crypto-1I1D.

4.3. New Crypto-ID Paranmeters Option

This specification introduces a new option, the Crypto-ID Paraneters
Option (CIPO, that carries the proof of ownership of a crypto-ID.

0 1 2 3
0123456789012345678901234567890
B T e e R e e e e i i e e S
Type | Length | Pad Length | Crypto Type
B i i S Tk sl o S S S S S i S S S i e o

Modi fier (16 octets)

i I e s i o i i T S e e i T e e
Subnet Prefix (8 octets)

B T A T i wi S S S S T T S A

Public Key (variable Iength)

B T A T i wi S S S S T T S A

T+ +— +— +— +— +— +— +
T+ +— +— +— +— +— +— +— +

Paddi ng

B S T i S S e e s 2 st Sl S S S S S S S S

Figure 2: Crypto-1D Paraneters Option
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5.

5.

Type: ClPO to be assigned by | ANA

Lengt h: The length of the option in units of 8 octets
Pad Lengt h: The | ength of the Padding field.

Crypto Type: The type of cryptographic algorithmused in

calculation Crypto-ID. Default value of all zeros
indicate NI ST P-256. A value of 1 is assigned for
Curve25519. New val ues nmay be defined | ater

Modi fi er: 128 bit random val ue
Subnet Prefix: 64 bit subnet prefix.
Publ i c Key: ECC public key of 6LN

Paddi ng: A variable-length field making the option length a
multiple of 8 containing as many octets as specified
in the Pad Length field.

Pr ot ocol Overvi ew
1. Protocol Scope

The scope of the present work is a 6LOWPAN Low Power Lossy Network
(LLN), typically a stub network connected to a larger IP network via
a Border Router called a 6LBR per [RFC6775].

The 6LBR naintains a registration state for all devices in the
attached LLN, and, in conjunction with the first-hop router (the
6LR), is in a position to validate uni queness and grant ownership of
an | Pv6 address before it can be used in the LLN. This is a
fundanental difference with a classical network that relies on | Pv6
address auto-configuration [ RFC4862], where there is no guarantee of
ownership fromthe network, and any | Pv6 Nei ghbor Di scovery packet
nmust be individually secured [ RFC3971].
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5.

2

I
| Ext ernal Net wor k
+--!--+
[ | 6LBR
Foomm - +
0 0O o
0 o o 0
o] o LLN o o] o]
0 0 0 (6LR)
0 (6LN)

Figure 3: Basic Configuration

In a nmesh network, the 6LR is directly connected to the host device.
This specification expects that the peer-w se |layer-2 security is
depl oyed so that all the packets froma particular host are securely
identifiable by the 6LR.  The 6LR may be nultiple hops away fromthe
6LBR.  Packets are routed between the 6LR and the 6LBR via other
6LRs. This specification expects that a chain of trust is
established so that a packet that was validated by the first 6LR can
be safely routed by the next 6LRs to the 6LBR

Pr ot ocol Fl ows

Figure 4 illustrates a registration flow all the way to a 6LowPAN
Backbone Router (6BBR)

A new device that joins the network auto-configures an address and
performs an initial registration to an on-link 6LR with an NS nessage
that carries an Address Registration Option (EARO [RFC6775]. The
6LR validates the address with the central 6LBR using a DAR/ DAC
exchange, and the 6LR confirns (or denies) the address ownership with
an NA nessage that also carries an Address Registration Option

In a nultihop 6LOWPAN, the registration with Crypto-ID is propagated
to 6LBR as described in Section 5.3. If a chain of trust is present
bet ween the 6LR and the 6LBR, then there is no need to propagate the
proof of ownership to the 6LBR Al the 6LBR needs to know is that
this particular QU D is randomy generated, so as to enforce that any
update via a different 6LR is al so random
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6LN 6LR 6LBR 6BBR

I
| NS(EARO | |

NS( DAD)

Ext ended DAC

Figure 4: (Re-)Registration Fl ow

On-link (local) protocol interactions are shown in Figure 5. Crypto-
I D and ARO are passed to and stored by the 6LR on the first NS and
not sent again in the next NS. The operation starts with 6LR sending
a Router Advertisenent (RA) nmessage to 6LN.

The 6LR/ 6LBR ensures first-cone/first-serve by storing the ARO and
the Crypto-1D correlated to the node being registered. The node is
free to claimany address it likes as long as it is the first to nmake
such a claim After a successful registration, the node becones the
owner of the registered address and the address is bound to the
Crypto-1Din the 6LR/ 6LBR registry. This binding can be verified

| ater, which prevents other nodes fromstealing the address and
trying to attract traffic for that address or use it as their source
addr ess.

A node nmay use multiple | Pv6 addresses at the sanme tine. The node
may use the same Crypto-ID to protect nultiple | Pv6 addresses. The
separation of the address and the Crypto-1D avoids the constrained
device to conpute multiple keys for multiple addresses. The
registration process allows the node to bind all of its addresses to
the sane Crypto-ID.
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6LN 6LR
I I
SR RA -----mmmmmm e |
I I
[----------- NS with ARO and Crypto-ID ----------- >|
I I
| <---------- NA with ARO (status=proof requested) -|
I I
[----------- NS with ARO and Crypto-ID ----------- >|
I I
[<----mmmmm - NA with ARO -------------------- [
I I
| _ |
[------------ NS with ARO and Crypto-ID ---------- >|
I I
I I
[<----mmmmmme - NA with ARO -------------------- [
| _ |
[----------- NS with ARO and Crypto-ID ----------- >|
I I
I I
[<----mmmmmme - NA with ARO -------------------- [

Figure 5: On-link Protocol Operation
5.3. Miltihop Operation

In a nmulti hop 6LOWPAN, a 6LBR sends RAs with prefixes downstream and
the 6LR receives and relays themto the nodes. 6LR and 6LBR

communi cate using | CvPv6 Duplicate Address Request (DAR) and
Duplicate Address Confirmati on (DAC) nmessages. The DAR and DAC use
the sane nessage format as NS and NA, but have different | CMPv6 type
val ues.

In ND- PAR we extend DAR/ DAC nessages to carry cryptographically
generated QUID. 1In a nultihop 6LOWPAN, the node exchanges the
messages shown in Figure 4. The 6LBR nust identify who owns an
address (EU -64) to defend it, if there is an attacker on another
6LR Because of this the content that the source signs and the
signature needs to be propagated to the 6LBR in the DAR nessage. For
thi s purpose the DAR nessage sent by 6LR to 6LBR MJUST contain the

Cl PO option. The DAR nessage al so contai ns ARO

Cccasionally, a 6LR mght mss the node’s QU D (that it received in

ARO). 6LR should be able to ask for it again. This is done by
restarting the exchanges shown in Figure 5. The result enables 6LR
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to refresh the information that was lost. The 6LR MJST send DAR
message with AROto 6LBR  The 6LBR replies with a DAC nessage with
the information copied fromthe DAR, and the Status field is set to
zero. Wth this exchange, the 6LBR can (re)validate and store the
information to nake sure that the 6LR is not a fake.

In some cases, the 6LBR nay use a DAC nessage to solicit a Crypto-1D
froma 6LR and al so requests 6LR to verify the EU -64 6LR received
from 6LN. This may happen when a 6LN node is conprom sed and a fake
node is sending the Crypto-ID as if it is the node’s EU -64. Note
that the detection in this case can only be done by 6LBR not by 6LR

6. Security Considerations

The observations regarding the threats to the local network in
[ RFC3971] also apply to this specification

The threats discussed in 6LOWPAN ND [ RFC6775] and its update
[I-D.ietf-6lo-rfc6775-update] also apply here. Conpared with SeND
this specification saves about 1Kbyte in every NS/ NA nessage. Al so,
this specification separates the cryptographic identifier fromthe
regi stered | Pv6 address so that a node can have nore than one | Pv6
address protected by the sane cryptographic identifier. SeND forces
the 1 Pv6 address to be cryptographic since it integrates the CGA as
the IIDin the IPv6 address. This specification frees the device to
formits addresses in any fashion, so as to enable the classica
6LOoWPAN conpressi on which derives | Pv6 addresses from Layer-2
addresses, as well as privacy addresses. The threats discussed in
Section 9.2 of [RFC3971] are countered by the protocol described in
this docunent as well.

Collisions of Omer Unique Interface IDentifier (QUID) (which is the
Crypto-IDin this specification) is a possibility that needs to be
considered. The formula for calculating the probability of a
collisionis 1 - er-k"2/(2n)} where n is the maxi num popul ation size
(2764 here, 1.84E19) and K is the actual population (nunber of

nodes). |If the Crypto-1Dis 64-bit long, then the chance of finding
a collision is 0.01%when the network contains 66 mllion nodes. It
is inportant to note that the collision is only relevant when this
happens within one stub network (6LBR). A collision of Crypto-IDis
arare event. 1In the case of a collision, an attacker may be able to
claimthe registered address of an another legitimate node. However
for this to happen, the attacker would al so need to know t he address
whi ch was registered by the legitimte node. This registered address
i s however never broadcasted on the network and therefore it provides
an additional entropy of 64-bits that an attacker nust correctly
guess. To prevent such a scenario, it is RECOWENDED t hat nodes
derive the address being registered i ndependently of the QU D
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7.

7.

9.

10.

| ANA consi derations

I ANA is requested to assign two new option type values for the Cl PO
under the subregistry "I Pv6 Nei ghbor Discovery Option Fornats".

1. Crypto Type Registry

The following Crypto Type val ues are defined in this docunent:

S o mm o e e e e e e e e e e e e e e e e e oo +
| Crypto Type value | Al gorithns |
e e e e oo oo e e e e e e e e e e e e e e e e e eee e +
| O | NI ST P-256, SHA-256 [RFC6234] [
| 1 | Curve25519 [RFC7748], SHA-256 [ RFC6234] |
B o e e e e e e e e e e e e e e e e e e e e e e +

Table 1: Crypto Types
Assi gnnent of new val ues for new Crypto Type MJST be done through
I ANA with "Specification Required" and "I ESG Approval " as defined in
[ RFC8126] .
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Appendi x A.  Requirements Addressed in this Docunent

In this section we state requirenments of a secure nei ghbor discovery
protocol for |ow power and | ossy networks.

0

The protocol MIST be based on the Nei ghbor Discovery Optim zation
for Low power and Lossy Networks protocol defined in [ RFC6775].
RFC6775 utilizes optinmzations such as host-initiated interactions
for sl eeping resource-constrained hosts and elimnation of
nmul ti cast address resol ution.

New options to be added to Nei ghbor Solicitation messages MJST
|l ead to small packet sizes, especially conpared with existing
protocol s such as SEcure Nei ghbor Discovery (SEND). Snaller
packet sizes facilitate | ow power transnission by resource-
constrai ned nodes on | ossy |inks.

The support for this registrati on nechani sm SHOULD be extensible
to nore LLN links than | EEE 802. 15.4 only. Support for at |east
the LLN links for which a 6lo "I Pv6 over foo" specification
exists, as well as Low Power W-Fi SHOULD be possi bl e.

As part of this extension, a nechanismto conpute a unique
Identifier should be provided with the capability to forma Link
Local Address that SHOULD be unique at |east within the LLN
connected to a 6LBR

The Address Registration OQption used in the ND registrati on SHOULD
be extended to carry the relevant forns of Unique Interface
| Dentifier.

The Nei ghbour Di scovery should specify the formation of a site-
| ocal address that follows the security recomendati ons from
[ RFC7217] .
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