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Abstract

Thi s docunent describes the applicability of |IPv6 over constrained
node networks (6l 0) and provides practical deploynent exanples. In
addition to | EEE 802.15.4, various link |layer technol ogies such as

I TUT G 9959 (Z-Wave), BLE, DECT-ULE, MS/ TP, NFC, PLC (I|EEE 1901.2),
and | EEE 802. 15.4e (6tisch) are used as exanples. The docunent
targets an audi ence who |ike to understand and eval uate runni ng end-
to-end | Pv6 over the constrained link |ayer networks connecting
devices to each other or to each cloud.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 3, 2018.
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A.6. Use case of | EEE 802. 15.4e: Industrial Automation . . . . 25
Aut hors’ Addresses . . . . . . . . . . . . . . . . . . .. ... 25
1. Introduction

Running | Pv6 on constrai ned node networks has different features from
general node networks due to the characteristics of constrained node
net wor ks such as small packet size, short link-layer address, |ow
bandwi dt h, network topol ogy, |ow power, |ow cost, and | arge nunber of
devi ces [ RFC4919] [ RFC7228]. For exanple, sonme | EEE 802.15.4 |ink

| ayers have a frane size of 127 octets and |Pv6 requires the |ayer
bel ow to support an MIU of 1280 bytes, therefore an appropriate
fragmentation and reassenbly adaptation | ayer must be provided at the
| ayer below I Pv6. Al so, the linmted size of | EEE 802.15.4 frane and
| ow energy consunption requirenments nake the need for header
conpression. The | ETF 6LoPWAN (I Pv6 over Low power WPAN) wor ki ng
group published an adaptation |ayer for sending | Pv6 packets over

| EEE 802. 15. 4 [ RFC4944], a conpression format for |Pv6 datagrans over
| EEE 802. 15. 4-based networks [ RFC6282], and Nei ghbor Di scovery
Optinmization for 6LOPWAN [ RFC6775] .

As 1 oT (Internet of Things) services becone nore popular, |Pv6 over
various link layer technol ogi es such as Bl uetooth Low Energy
(Bluetooth LE), ITUT G 9959 (Z-Wave), Digital Enhanced Cordl ess

Tel econmuni cations - U tra Low Energy (DECT-ULE), Master-Slave/ Token
Passing (M5/ TP), Near Field Comunication (NFC), Power Line

Conmuni cation (PLC), and | EEE 802. 15.4e (TSCH), have been defined at
[ ETF_6l o] working group. |Pv6 stacks for constrai ned node networks
use a variation of the 6LOWPAN stack applied to each particular |ink
| ayer technol ogy.

In the 6LOPWAN wor ki ng group, the [ RFC6568], "Design and Application
Spaces for 6LoWPANs" was published and it describes potentia
application scenarios and use cases for | ow power wirel ess persona
area networks. Hence, this 6lo applicability docunent ains to
provi de guidance to an audience who is new to | Pv6-over-I| owpower

net wor ks concept and wants to assess if variance of 6LOWPAN st ack
[6l0] can be applied to the constrained L2 network of their interest.
This 6l o applicability docunent puts together various design space
di mensi ons such as depl oynent, network size, power source,
connectivity, multi-hop communication, traffic pattern, security

I evel, nobility, and QoS requirenents etc. And it described a few
set of 6LOPWAN application scenarios and practical deploynent as
exanpl es.

Thi s docunent provides the applicability and use cases of 6l o,
considering the foll owi ng aspects:
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2

3.

3.

3.

o 6lo applicability and use cases MAY be uniquely different from
those of 6LOWPAN defined for | EEE 802. 15. 4.

0 It SHOULD cover various |oT related wire/wireless |link |ayer
technol ogi es providing practical information of such technol ogi es.

0 A general guideline on how the 6LOWPAN stack can be nodified for a
gi ven L2 technol ogy.

0 Exanple use cases and practical depl oynment exanpl es.
Conventi ons and Ter mi nol ogy

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

6l o Link layer technol ogi es and possi bl e candi dat es
1. ITUT G 9959 (specified)

The I TU-T G 9959 recomendation [ G 9959] targets | ow power Persona
Area Networks (PANs). G 9959 defines how a unique 32-bit Honel D
network identifier is assigned by a network controller and how an
8-bit Nodel D host identifier is allocated to each node. NodelDs are
unique within the network identified by the HonelD. The G 9959
Honel D represents an |1 Pv6 subnet that is identified by one or nore

| Pv6 prefixes [RFC7428]. The ITU-T G 9959 can be used for snart hone
appl i cations.

2. Bluetooth LE (specified)

Bl uetooth LE was introduced in Bluetooth 4.0, enhanced in Bl uetooth
4.1, and devel oped even further in successive versions. Bluetooth
SI G has al so published Internet Protocol Support Profile (IPSP). The
| PSP enabl es di scovery of |P-enabl ed devi ces and establishment of
Iink-1ayer connection for transporting |IPv6 packets. |Pv6 over

Bl uetooth LE is dependent on both Bluetooth 4.1 and IPSP 1.0 or

newer .

Devi ces such as nobil e phones, notebooks, tablets and ot her handhel d

computing devices which will include Bluetooth 4.1 chipsets wll
probably al so have the | ow energy variant of Bluetooth. Bluetooth LE
will also be included in many different types of accessories that

col l aborate with nobil e devices such as phones, tablets and not ebook
conputers. An exanple of a use case for a Bluetooth LE accessory is
a heart rate nonitor that sends data via the nobile phone to a server
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on the Internet [RFC7668]. A typical usage of Bluetooth LE is
smart phone- based interaction with constrai ned devi ces.

3.3. DECT-ULE (specified)

DECT ULE is a | ow power air interface technology that is designed to
support both circuit switched services, such as voice conmunication
and packet node data services at nodest data rate.

The DECT ULE protocol stack consists of the PHY | ayer operating at
frequencies in the 1880 - 1920 MHz frequency band dependi ng on the
region and uses a synbol rate of 1.152 Moips. Radio bearers are

al | ocated by use of FDWVW TDMA TDD t echni ques.

In its generic network topol ogy, DECT is defined as a cellular
networ k technol ogy. However, the nbst conmon configuration is a star
network with a single Fixed Part (FP) defining the network with a
nunber of Portable Parts (PP) attached. The MAC | ayer supports
traditional DECT as this is used for services |ike discovery,
pairing, security features etc. Al these features have been reused
f r om DECT.

The DECT ULE device can switch to the ULE node of operation
utilizing the new ULE MAC | ayer features. The DECT ULE Data Link
Control (DLC) provides nultiplexing as well as segnmentation and re-
assenbly for larger packets fromlayers above. The DECT ULE | ayer
al so i npl ements per-nmessage authentication and encryption. The DLC
| ayer ensures packet integrity and preserves packet order, but
delivery is based on best effort.

The current DECT ULE MAC | ayer standard supports | ow bandw dth data
broadcast. However the usage of this broadcast service has not yet

been standardi zed for higher |layers [ RFC8105]. DECT-ULE can be used
for smart nmetering in a hone.

3.4. WM/ TP (specified)

M5/ TP is a contention-free access nethod for the RS-485 physica
| ayer, which is used extensively in building automation networKks.

An Ms/ TP device is typically based on a | owcost microcontroller with
limted processing power and nmenory. Together with | ow data rates
and a small address space, these constraints are sinilar to those
faced in 6LOWPAN net wor ks and suggest sone el ements of that solution
m ght be |l everaged. MS/ TP differs significantly from 6LoWPAN in at

| east three aspects: a) MS/ TP devices typically have a continuous
source of power, b) all M/ TP devices on a segnent can conmuni cate
directly so there are no hidden node or nesh routing issues, and c)
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recent changes to MS/ TP provi de support for |arge payl oads,
elimnating the need for |ink-layer fragnentation and reassenbly.

M5/ TP i s designed to enable nultidrop networks over shiel ded tw sted
pair wiring, although not according to standards, in | ower speeds,
normal |y 9600 bit/s, re-purposed telecomwiring is widely in use,
keepi ng depl oyment cost down. It can support a data rate of 115, 200
baud on segnments up to 1000 neters in length, or segments up to 1200
meters in length at | ower baud rates. An MS/TP link requires only a
UART, an RS-485 transceiver with a driver that can be disabled, and a
5ms resolution timer. These features nake MS/ TP a cost-effective and
very reliable field bus for the nost nunmerous and | east expensive
devices in a building automation network [RFC8163]. M/ TP can be
used for the managenent of district heating.

3.5. NFC (specified)

NFC t echnol ogy enabl es sinple and safe two-way interactions between
el ectroni c devices, allow ng consuners to perform contactl ess
transacti ons, access digital content, and connect el ectronic devices
with a single touch. NFC conpl enents many popul ar consuner | evel

wi rel ess technologies, by utilizing the key elenents in existing
standards for contactless card technology (ISO | EC 14443 A&B and
JIS-X 6319-4). NFC can be conpatible with existing contactless card
infrastructure and it enables a consuner to utilize one device across
di fferent systens.

Extendi ng the capability of contactless card technol ogy, NFC al so
enabl es devices to share information at a distance that is |less than
10 cmw th a nmaxi mum comruni cati on speed of 424 kbps. Users can
share busi ness cards, nake transactions, access information froma
smart poster or provide credentials for access control systens with a
si mpl e t ouch.

NFC s bidirectional communication ability is ideal for establishing

connections with other technologies by the sinplicity of touch. In
addition to the easy connection and quick transactions, sinple data
sharing is also available [I-D.ietf-6lo-nfc]. NFC can be used for

secure transfer in healthcare services
3.6. PLC (specified)

Unl i ke ot her dedicated comunication infrastructure, the required
medi um (power conductor) is widely avail able indoors and outdoors.
Moreover, wired technol ogies are nore susceptible to cause
interference but are nore reliable than their wireless counterparts.
PLC is a data transm ssion technique that utilizes power conductors
as nedi um

Hong, et al. Expires May 3, 2018 [ Page 6]



Internet-Draft 6l o Applicability & Use cases Cct ober 2017

The bel ow tabl e shows sonme avail abl e open standards defining PLC

TSRS e e e e e oo - Fom e e o Fom e e e e - - Fom e - +
| PLC Systenms | Frequency Range | Type | Data Rate | Distance

S o e e e e o - TS R [ SR +
| | EEE1901 | <100MHz | Broadband | 200Mops | 1000m |
I I I I I I
| | EEE1901.1 | <15MHz | PLCG 10T | 10Mops | 2000m |
| | | | | |
| | EEE1901. 2 | <500kHz | Narrowband | 200Kbps | 3000m |
S o e e e e o - TS R [ SR +

Table 1: Some Avail abl e Open Standards in PLC

[ EEE1901] defines broadband variant of PLC but is effective within
short range. This standard addresses the requirenents of
applications with high data rate such as: Internet, HDTV, Audio,
Gaming etc. Broadband operates on OFDM (Ot hogonal Frequency

Di vi sion Mil tipl exi ng) nodul ati on.

[ EEE1901. 2] defines narrowband variant of PLC with | ess data rate
but significantly higher transm ssion range that could be used in an
i ndoor or even an outdoor environnent. It is applicable to typica

| oT applications such as: Building Autonmation, Renewabl e Energy,
Advanced Metering, Street Lighting, Electric Vehicle, Smart Gid etc.
Moreover, | EEE 1901.2 standard is based on the 802.15.4 MAC sub-1| ayer
and fully endorses the security scheme defined in 802.15. 4.

[ RFC8036]. A typical use case of PLCis snmart grid.

3.7. | EEE 802. 15. 4e (specified)

The Tinme Slotted Channel Hopping (TSCH) node was introduced in the

| EEE 802. 15. 4- 2015 standard. In a TSCH network, all nodes are
synchronized. Tine is sliced up into tineslots. The duration of a
tinmeslot, typically 10nms, is |large enough for a node to send a full-
sized frame to its neighbor, and for that neighbor to send back an
acknow edgnent to indicate successful reception. Tineslots are
grouped into one of nore slotfranes, which repeat over tine.

Al'l the comunication in the network is orchestrated by a

communi cati on schedul e which indicates to each node what to do in
each of the tineslots of a slotfrane: transnit, listen or sleep. The
conmuni cati on schedul e can be built so that the right anount of Iink-
| ayer resources (the cells in the schedule) are scheduled to satisfy
t he conmuni cati on needs of the applications running on the network,
whi | e keeping the energy consunption of the nodes very low. Cells
can be scheduled in a collision-free way, introducing a high | evel of
determinismto the network
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A TSCH network expl oits channel hoppi ng: subsequent packet exchanges
bet ween nei ghbor nodes are done on a different frequency. This means
that, if a frame isn't received, the transmtter node will re-
transmitt the frame on a different frequency. The resulting "channe
hoppi ng" efficiently conbats external interference and nulti-path
fadi ng.

The main benefits of | EEE 802. 15.4 TSCH are:

- ultra high reliability. Of-the-shelf commercial products offer
over 99.999% end-to-end reliability.

- ultra | ow power consunmption. Of-the-shelf comercial products
of fer over a decade of battery lifetine.

- 6Ti SCH at | ETF defi nes comruni cati ons of TSCH network and it
uses 6LOWPAN stack [ RFC7554].

| EEE 802. 15. 4e can be used for industrial autonmation.
3.8. LTE MIC (exanple of a potential candi date)

LTE category defines the overall perfornmance and capabilities of the
UE(User Equi pnent). For exanple, the maxi num down rate of category 1
UE and category 2 UE are 10.3 Miit/s and 51.0 Miit/s respectively.
There are many categories in LTE standard. 3CGPP standards defined the
category O to be used for lowrate IoT service in release 12. Since
category 1 and category 0 could be used for lowrate |oT service
these categories are called LTE MIC (Machi ne Type Comuni cati on)
[LTE_MIC] .

LTE MIC of fer advantages in conparison to above category 2 and is
appropriate to be used for low rate 10T services such as | ow power
and |l ow cost. LTE MIC can be used for a gateway of a wreless
bachhaul networKk.

3.9. Comparison between 6l o Link layer technol ogies
I n above cl auses, various 6l o Link |layer technol ogies and a possible
candi date are described. The followi ng table shows that dom nant

parant ers of each use case corresponding to the 6lo Iink |ayer
t echnol ogy.
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Tabl e 2: Conparison between 6l o Link | ayer technol ogies

6l o Depl oynent Scenari os

jupiternesh in Smart Gid using 6lo in network |ayer

jupiterMesh is a nulti-hop wireless nesh network specification

designed mainly for depl oynent
in jupiterMesh is able to cover an entire nei ghborhood with
| Pv6- enabl ed routers and end- points

subnet

t housands of nodes consisting of
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(e.g., hosts). Automated network joining and | oad bal ancing allows a
seam ess depl oyment of a | arge nunber of subnets.

The main application donains targeted by jupiterMesh are smart grid
and smart cities. This includes, but is not linmted to the foll ow ng
appl i cations:

0 Automated neter reading

o Distribution Autonmation (DA)

0o Demand- si de managenent (DSM

0 Demand-si de response (DSR)

o Power outage reporting

o0 Street light nonitoring and control

o Transfornmer | oad managenent

0 EV charging coordination

0 Energy theft

o Parking space | ocator

jupiterMesh specification is based on the follow ng technol ogi es:

0 The PHY layer is based on | EEE 802.15.4 SUN specification [|EEE
802. 15. 4-2015], supporting nultiple operating nodes for depl oynent
in different regul atory domains and depl oyment scenarios in termns
of density and bandw dth requirenents. jupiterMesh supports bit
rates from 50 kbps to 800 kbps, franme size up to 2048 bytes, up to

11 different RF bands and 3 nodul ation types (i.e., FSK, OQSK and
OFDM) .

o The MAC | ayer is based on | EEE 802. 15.4 TSCH specification [|EEE
802. 15. 4-2015]. Wth frequency hopping capability, TSCH MAC
supports schedul ing of dedicated tineslot enabling bandw dth
managenment and QoS.

0 The security layer consists of a certificate-based (i.e. X 509)
networ k access authentication using EAP-TLS, with | EEE
802. 15. 9- based KMP (Key Managenent Protocol) transport, and PANA
and |ink |ayer encryption using AES-128 CCM as specified in | EEE
802. 15. 4-2015 [ | EEE 802. 15. 4- 2015] .
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0 Address assignment and network configuration are specified using
DHCPv6 [ RFC3315]. Nei ghbor Discovery (ND) [RFC6775] and statel ess
address aut o-configuration (SLAAC) are not supported.

0 The network | ayer consists of I1Pv6, |CVWPv6 and 6l o/ 6LOPWAN header
conpression [RFC6282]. Muilticast is supported using MPL. Two
domai ns are supported, a delay sensitive MPL domain for |ow
| atency applications (e.g. DSM DSR) and a delay insensitive one
for less stringent applications (e.g. OTA file transfers).

0 The routing | ayer uses RPL [ RFC6550] in non-storing node with the
MRHOF obj ective function based on the ETX netric.

W - SUN usage of 6l o stacks

Wrel ess Smart Ubi quitous Network (W-SUN) is a technol ogy based on
the | EEE 802. 15.4g standard. W -SUN networks support star and nesh
topol ogies, as well as hybrid star/mesh depl oynents, but are
typically laid out in a nesh topol ogy where each node relays data for
the network to provide network connectivity. W-SUN networks are
depl oyed on both powered and battery-operated devices.

The mai n application domains targeted by W-SUN are snmart utility and
smart city networks. This includes, but is not limted to the

foll owi ng applications:

0 Advanced Metering Infrastructure (AM)

o Distribution Automation

0 Home Energy Managenent

o Infrastructure Managenent

o Intelligent Transportation Systens

0 Smart Street Lighting

o Agriculture

0 Structural health (bridges, buildings etc)

o Mnitoring and Asset Managenent

o Smart Thernostats, Air Conditioning and Heat Controls

o0 Energy Usage Infornation Displays
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5.

5.

The W-SUN Alliance Field Area Network (FAN) covers primarily outdoor
networks, and its specification is oriented towards nmeeting the nore
rigorous chall enges of these environnents. Exanples include from
meter to outdoor access point/router for AM and DR, or between
switches for DA. However, nothing in the profile restricts it to
outdoor use. It has the followi ng features

0 Open standards based on | EEE802, |ETF, TIA, ETS

0 Architecture is an I Pv6 frequency hoppi ng wrel ess nesh network
with enterprise | evel security

o Sinple infrastructure which is |low cost, |ow conplexity

o Enhanced network robustness, reliability, and resilience to
i nterference, due to high redundancy and frequency hopping

0 Enhaced scalability, long range, and energy friendliness
0 Supports nultiple global Iicense-exenpt sub GHz bands
0 Milti-vendor interoperability

o Very |low power nodes in devel opment permitting long termbattery
operation of network nodes

In the W-SUN FAN specification, adaptation | ayer based on 6l o and

| Pv6 network | ayer are described. So, IPv6 protocol suite including
TCP/ UDP, 6l 0o Adaptation, Header Conpression, DHCPv6 for | P address
management, Routing using RPL, |CMPv6, and Unicast/Milticast
forwarding is utilized.

Desi gn Space and Cui delines for 6l o Depl oynent
1. Design Space Dinensions for 6l o Depl oynent

The [ RFC6568] |ists the dinmensions used to describe the design space
of wireless sensor networks in the context of the 6LoWPAN wor ki ng
group. The design space is already linmted by the unique
characteristics of a LoWPAN (e.g., |ow power, short range, |ow bit
rate). |In [RFC6568], design space dinensions are described;

Depl oyment, Network size, Power source, Connectivity, Milti-hop
conmuni cation, Traffic pattern, Mbility, Quality of Service (QoS)
However, in this docunent, the followi ng design space dinensions are
consi der ed:
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Hong,

Depl oyment / Boot st rappi ng: 6l o nodes can be connected randonmy, or
in an organi zed manner. The boot strappi ng has different
characteristics for each Iink |ayer technol ogy.

Topol ogy: Topol ogy of 6l o networks may inherently follow the
characteristics of each link layer technol ogy. Point-to-point,
star, tree or nesh topol ogi es can be configured, depending on the
l'ink |'ayer technol ogy consi dered.

L2- Mesh or L3-Mesh: L2-nesh and L3-nmesh may inherently follow the
characteristics of each link layer technol ogy. Sone |ink |ayer
technol ogi es may support L2-nmesh and sone nmay not support.

Multi-link subnet, single subnet: The selection of multi-Ilink
subnet and singl e subnet depends on connectivity and the nunber of
6l o nodes.

Data rate: Originally, the link |ayer technol ogies of 6l 0o have | ow
rate of data transmission. But, by adjusting the MIU, it can
deliver higher data rate.

Buf fering requirenents: Sone 6l o0 use case nmay require nore data
rate than the link layer technology support. |In this case, a
buf fering nmechani smto nanage the data is required

Security and Privacy Requirements: Sonme 6l o use case can involve
transferring sonme inportant and personal data between 6l o nodes.
In this case, high-level security support is required.

Mobility across 6l o networks and subnets: The novenent of 6lo
nodes is dependent on the 6lo use case. |If the 6l o nodes can nove
or nmoved around, it requires a mobility managenent nechani sm

Ti me synchroni zation requirenents: The requirenent of tine
synchroni zati on of the upper |ayer service is dependent on the 6lo
use case. For sone 6l o0 use case related to health service, the
measured data rmust be recorded with exact tine and nust be
transferred with time synchroni zation

Reliability and QoS: Sone 6l 0 use case requires high reliability,
for exanple real-tine service or health-rel ated services.

Traffic patterns: 6l o use cases may involve various traffic
patterns. For exanple, some 6l o use case may require short data
I ength and randomtransnission. Sonme 6l 0 use case nmay require
continuous data and periodic data transni ssion
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0 Security Bootstrapping: Wthout the external operations, 6l o nodes
must have the security bootstrapping mechani sm

0 Power use strategy: to enable certain use cases, there may be
requirenents on the class of energy availability and the strategy
foll owed for using power for communication [RFC7228]. Each link
| ayer technol ogy defines a particular power use strategy which may
be tuned [I-D.ietf-1wi g-energy-efficient]. Readers are expected
to be famliar with [RFC7228] term nol ogy.

o Update firmwvare requirenents: Mst 6l o0 use cases will need a
mechani smfor updating firmvare. |n these cases support for over
the air updates are required, probably in a broadcast node when
bandwith is | ow and the number of identical devices is high

0 Wred vs. Wreless: Plenty of 6lo link layer technol ogies are
wirel ess except M/ TP and PLC. The selection of wired or wireless
link layer technology is mainly dependent on the requirenent of
6l 0 use cases and the characteristics of wired/ wireless
technol ogi es. For exanple, some 6l o use cases nmay require easy
and qui ck depl oynment and sone 6l 0 use cases may require continuous
source of power.

5.2. Quidelines for adopting | Pv6 stack (6l o/6L0oWPAN)

The follow ng guideline targets candi dates for new constrained L2
technol ogi es that consider running nodified 6LOWPAN stack. The
nodi fi cati on of 6LoWPAN stack shoul d be based on the follow ng:

0 Addressing Mdel: Addressing nodel determn nes whether the device
is capable of formng | Pv6 Link-local and gl obal addresses and
what is the best way to derive the I Pv6 addresses for the
constrained L2 devices. Whether the device is capable of formng
| Pv6 Link-local and gl obal addresses, L2-address-derived |Pv6
addresses are specified in [ RFC4944], but there exist inplications
for privacy. For global usage, a unique |Pv6 address mnust be
derived using an assigned prefix and a unique interface ID
[ RFC8065] provides such guidelines. For MAC derived | Pv6 address,
pl ease refer to [RFC8163] for |Pv6 address mappi ng exanpl es.
Broadcast and nulticast support are dependent on the L2 networKks.
Most | owpower L2 inplenentations map nulticast to broadcast
networks. So care nust be taken in the design when to use
broadcast and try to stick to unicast nessagi ng whenever possible.

0 MIU Consi derations: The depl oynent SHOULD consi der their need for
maxi mum transm ssion unit of a packet (MrU) over the link |ayer
and should consider if fragnentation and reassenbly of packets are
needed at the 6LoWPAN | ayer. For exanple, if the link-Iayer

Hong, et al. Expires May 3, 2018 [ Page 14]



Internet-Draft 6l o Applicability & Use cases Cct ober 2017

Hong,

supports fragnmentation and reassenbly of packets, then 6LoWPAN

| ayer may skip supporting fragnmentation/reassenbly. |In fact, for
nmost efficiency, choosing a | ow power |ink-layer that can carry
unfragnent ed application packets would be optimum for packet
transmission if the deploynent can afford it. Please refer to 6lo
RFCs [ RFC7668], [RFC8163], [RFC8105] for exanpl e gui dance.

Mesh or L3-Routing: 6LOWPAN specifications do provide nechani sns
to support for mesh routing at L2. [RFC6550] defines L3 routing
for | ow power |ossy networks using directed graphs. 6LOWPAN i s
routing protocol agnostic and other L2 or L3 routing protocols can
be run using a 6LoOWPAN st ack.

Addr ess Assi gnnent: 6LoOWPAN requires that | Pv6 Nei ghbor Discovery
for | ow power networks [RFC6775] be used for autoconfiguration of
statel ess | Pv6 address assignnment. Considering the energy
sensitive networks [ RFC6775] makes optinization fromcl assica

| Pv6 ND [ RFC4861] protocol. It is the responsibility of the

depl oynent to ensure uni que global |Pv6 addresses for the Internet
connectivity. For local-only connectivity |IPv6 ULA may be used.

[ RFC6775] specifies the 6LOWPAN border router(6LBR) which is
responsi ble for prefix assignnent to the 6l o/ 6LOWPAN network. 6LBR
can be connected to the Internet or Enterprise network via its one
of the interfaces. Please refer to [RFC7668] and [ RFC83105] for

exanpl es of address assignment considerations. In addition
privacy considerations [ RFC8065] nust be consulted for
applicability. 1In certain scenarios, the deploynent nmay not

support autoconfiguration of |Pv6 addressing due to regulatory and
busi ness reasons and nmay choose to offer a separate address
assi gnnent service

Header Conpression: |Pv6 header conpression [ RFC6282] is a vita
part of |1Pv6 over |ow power conmmuni cation. Exanples of header
conpression for different link-1ayers specifications are found in
[ RFC7668], [RFC8163], [RFC8105]. A generic header conpression
technique is specified in [ RFC7400].

Security and Encryption: Though 6LOoWPAN basic specifications do
not address security at network |layer, the assunption is that L2
security nust be present. |In addition, application |level security
is highly desirable. The working groups [ace] and [core] should
be consulted for application and transport |evel security. 6lo
wor ki ng group i s working on address authentication [6lo-ap-nd] and
secure bootstrapping is also being discussed at | ETF. However,
there may be different levels of security available in a

depl oynent through ot her standards such as hardware | evel security
or certificates for initial booting process. Encryption is quite
important if the inplenentation can afford it.
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0 Additional processing: [RFC8066] defines guidelines for ESC
di spatch octets use in the 6LOWPAN header. An inplenmentation may
take advantage of ESC header to offer a deployment specific
processi ng of 6LOWPAN packets.

6. 6lo0 Use Case Exanpl es

As | Pv6 stacks for constrai ned node networks use a variation of the
6LOWPAN st ack applied to each particular |link |ayer technol ogy,
various 6l o use cases can be provided. 1In this clause, one 6l0 use
case exanpl e of Bluetooth LE (Snmartphone-Based Interaction with
Constrained Devices) is described. Oher 6lo use case exanples are
descri bed in Appendi x.

The key feature behind the current high Bluetooth LE nmonentumis its
support in a large majority of smartphones in the market. Bluetooth
LE can be used to allow the interaction between the smartphone and
surroundi ng sensors or actuators. Furthernore, Bluetooth LE is al so
the main radio interface currently available in wearables. Since a
smart phone typically has several radio interfaces that provide

I nternet access, such as W-Fi or 4G the smartphone can act as a
gateway for nearby devices such as sensors, actuators or wearabl es
Bl uetooth LE nay be used in several donmins, including healthcare,
sports/wel | ness and hone automati on.

Exanpl e: Use of Bluetooth LE-based Body Area Network for fitness

A person wears a smartwatch for fitness purposes. The smartwatch has
several sensors (e.g. heart rate, acceleroneter, gyroneter, GPS
tenperature, etc.), a display, and a Bluetooth LE radio interface.
The smartwatch can show fitness-related statistics on its display.
However, when a paired smartphone is in the range of the smartwatch,
the latter can report alnost real-tinme nmeasurements of its sensors to
the smartphone, which can forward the data to a cloud service on the
Internet. |In addition, the smartwatch can receive notifications
(e.g. alarmsignals) fromthe cloud service via the smart phone. On
the ot her hand, the smartphone may | ocally generate nmessages for the
smartwat ch, such as e-nail reception or cal endar notifications.

The functionality supported by the smartwatch may be conpl enented by
ot her devices such as other on-body sensors, wirel ess headsets or
head- nount ed di splays. All such devices may connect to the

smart phone creating a star topol ogy network whereby the smartphone is
the central conponent.
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7.

10.

10.

| ANA Consi derati ons
There are no | ANA considerations related to this docunent.
Security Considerations

Security considerations are not directly applicable to this docunent.
The use cases will use the security requirements described in the
prot ocol specifications.
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Appendix AL OQther 6l o Use Case Exanpl es
A.l. Use case of ITUT G 9959: Smart Hone

Z-\Wave is one of the nmain technol ogies that may be used to enable
smart home applications. Born as a proprietary technol ogy, Z-\Wave
was specifically designed for this particular use case. Recently,
the Z-Wave radio interface (physical and MAC | ayers) has been
standardi zed as the ITU T G 9959 specification.

Exanpl e: Use of ITU T G 9959 for Hone Autonation

Variety of honme devices (e.g. light dimrers/sw tches, plugs,
thermostats, blinds/curtains and renpote controls) are augnented with
ITUT G9959 interfaces. A user may turn on/off or may control home
appl i ances by pressing a wall switch or by pressing a button in a
renote control. Scenes nmay be programmed, so that after a given
event, the hone devices adopt a specific configuration. Sensors may
al so periodically send neasurenents of several paraneters (e.g. gas
presence, light, tenperature, humdity, etc.) which are collected at
a sink device, or may generate conmands for actuators (e.g. a snoke
sensor may send an al arm nessage to a safety system.
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The devices involved in the described scenario are nodes of a network
that follows the nmesh topol ogy, which is suitable for path diversity
to face indoor multipath propagation issues. The nultihop paradi gm
al | ows end-to-end connectivity when direct range conmunication i s not
possi ble. Security support is required, specially for safety-related
communi cati on. When a user interaction (e.g. a button press)
triggers a nessage that encapsul ates a command, if the nessage is

| ost, the user nmay have to performfurther interactions to achieve
the desired effect (e.g. alight is turned off). A reaction to a
user interaction will be perceived by the user as immediate as |ong
as the reaction takes place within 0.5 seconds [ RFC5826].

A.2. Use case of DECT-ULE: Snart Hone

DECT is a technology widely used for wirel ess tel ephone

communi cations in residential scenarios. Since DECT-ULE is a | ow
power variant of DECT, DECT-ULE can be used to connect constrained
devi ces such as sensors and actuators to a Fixed Part, a device that
typically acts as a base station for wireless tel ephones. Therefore,
DECT- ULE is specially suitable for the connected honme space in
application areas such as honme automation, smart netering, safety,
heal t hcare, etc.

Exanpl e: Use of DECT-ULE for Smart Metering

The smart electricity meter of a home is equi pped with a DECT- ULE
transceiver. This device is in the coverage range of the Fixed Part
of the honme. The Fixed Part can act as a router connected to the
Internet. This way, the snmart neter can transmit electricity
consunption readi ngs through the DECT-ULE link with the Fixed Part,
and the latter can forward such readings to the utility conpany using
Wde Area Network (WAN) |links. The nmeter can al so receive queries
fromthe utility conpany or from an advanced energy control system
controlled by the user, which nay al so be connected to the Fixed Part
vi a DECT- ULE.

A. 3. Use case of MS/TP: Managenent of District Heating

The key feature of MS/TP is it’s ability to run on the sanme cabling
as BACnet and sone use of MdBus, the defacto standard for | ow
bandwi th i ndustry conmuni cation. Specially Mdbus has been around
since the 1980 and is still the standard for talking to fans, heat
punps, water purifying equi pnent and everything el se delivering
electricity, clean water and ventilation

Exanpl e: Use of MS/ TP for managenent of district heating
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The mechanical roomin the cellar of an apartnent building gets
district heating and electricity fromthe utility providers. The
room has a Supervisory Control And Data Acquisition (SCADA) conputer
talking to a centralized server and conmand center sonewhere el se
over |P, on the other hand it is controlling the heating, fans and

di stribution panel over a 2-wire RS-485 based protocol to nake sure
the logic controller for district heating keeps a constant
tenperature at the tapwater, the logic controller for heat produktion
keeps the right radi ator tenperature depending on the weat her and the
fans have a correct speed and are switched off in case district
heating fails to prevent cooling out the building and give certain
commands in case snoke is detected. Speed is not inmportant, in this
usecase, 19,200 bit/s capable equipnment is sold as high speed

communi cati on capable. Reliability is inportant, this not working
will easily give mllions of dollars of damage. Normally the setup
is that the SCADA device asks a question to a specific controlling
device, gets an answer fromthe controlling device, asks a new
question to sone other device

A 4. Use case of NFC. Alternative Secure Transfer

According to applications, various secured data can be handl ed and
transferred. Depending on security level of the data, nethods for
transfer can be alternatively sel ected.

Exanpl e: Use of NFC for Secure Transfer in Healthcare Services with
Tel e- Assi st ance

A senior citizen who lives alone wears one to several wearable 6lo0
devices to neasure heartbeat, pulse rate, etc. The 6lo devices are
densely installed at home for novenent detection. An LoWPAN Border
Router (LBR) at hone will send the sensed information to a connected
heal thcare center. Portable base stations with LCDs may be used to
check the data at home, as well. Data is gathered in both periodic
and event-driven fashion. |In this application, event-driven data can
be very tine-critical. |In addition, privacy al so becones a serious
issue in this case, as the sensed data is very personal

Wil e the senior citizen is provided audi o and video heal thcare
services by a tel e-assi stance based on LTE connections, the senior
citizen can alternatively use NFC connections to transfer the
personal sensed data to the tel e-assistance. At this nonent, hidden
hackers can overhear the data based on the LTE connection, but they
cannot gather the personal data over the NFC connection
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A.5. Use case of PLC. Smart Gid

Smart grid concept is based on nunerous operational and energy
measuring sub-systens of an electric grid. It conprises of nmultiple
adm nistrative | evel s/segnents to provide connectivity anong these
numer ous conponents. Last nile connectivity is established over LV
segment, whereas connectivity over electricity distribution takes

pl ace in HV segnent.

Al t hough other wired and wirel ess technol ogies are al so used in Smart
Gid (Advance Metering Infrastructure - AM, Denmand Response - DR
Home Energy Managenment System - HEMS, Wde Area Situational Awareness
- WASA etc), PLC enjoys the advantage of existing (power conductor)
medi um and better reliable data communication. PLCis a prom sing

wi red conmmuni cation technology in that the electrical power lines are
al ready there and the depl oynment cost can be conparable to wrel ess
technol ogies. The 6lo related scenarios lie in the | ow voltage PLC
networks with nost applications in the area of Advanced Metering
Infrastructure, Vehicle-to-Gid conmunications, in-honme energy
managenment and smart street |ighting.

Exanpl e: Use of PLC for Advanced Metering Infrastructure

Househol d el ectricity neters transnit tinme-based data of electric
power consunption through PLC. Data concentrators receive all the
meter data in their corresponding living districts and send themto
the Meter Data Managenent System (MDMS) through WAN network (e.g.
Medi um Vol tage PLC, Ethernet or GPRS) for storage and anal ysis. Two-
way conmuni cations are enabl ed which neans smart neters can do
actions like notification of electricity charges according to the
commands fromthe utility conpany.

Wth the existing power line infrastructure as comunication nedi um
cost on building up the PLC network is naturally saved, and nore

i mportantly, |abor operational costs can be nininized froma |ong-
term perspective. Furthernore, this AM application speeds up
electricity charge, reduces | osses by restraining power theft and
hel ps to manage the health of the grid based on line | oss anal ysis.

Exanpl e: Use of PLC (I EEE1901.1) for WASA in Smart Gid

Many sub-systens of Snmart Gid require | ow data rate and narrowband
variant (I EEE1901.2) of PLC fulfils such requirenments. Recently,
nmore conpl ex scenarios are energing that require higher data rates.
WASA sub-systemis an appropriate exanple that collects |arge anount

of information about the current state of the grid over w de area
fromelectric substations as well as power transnission lines. The

Hong, et al. Expires May 3, 2018 [ Page 24]



Internet-Draft 6l o Applicability & Use cases Cct ober 2017
coll ected feedback is used for nonitoring, controlling and protecting
all the sub-systens.

A. 6. Use case of | EEE 802.15.4e: Industrial Automation

Typi cal scenario of Industrial Automation where sensor and actuators
are connected through the tinme-slotted radio access (I|EEE 802. 15. 4e).

For that, there will be a point-to-point control signal exchange in
bet ween sensors and actuators to trigger the critical contro
information. |n such scenarios, point-to-point traffic flows are

significant to exchange the controlled information in between sensors
and actuators within the constrai ned networKks.

Exanpl e: Use of | EEE 802.15.4e for P2P communi cation in cl osed-Ioop
application

AODV-RPL [I-D.ietf-roll-aodv-rpl] is proposed as a standard P2P
routing protocol to provide the hop-by-hop data transmission in

cl osed-1oop constrai ned networks. Scheduling Functions i.e. SFO
[I-D.ietf-6tisch-6top-sf0] and SF1 [I-D.satish-6tisch-6top-sfl] is
proposed to provide distributed nei ghbor-to-nei ghbor and end-to-end
resource reservations, respectively for traffic flows in
deterministic networks (6Ti SCH).

The potential scenarios that can nake use of the end-to-end resource
reservations can be in health-care and industrial applications.

AODV- RPL and SFO/ SF1 are the significant routing and resource
reservation protocols for closed-loop applications in constrained
net wor ks.
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