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Abstract

Wrel ess Body Area Networks (WBANs) intend to facilitate use cases
related to nedical field. |EEE 802.15.6 defines PHY and MAC | ayer
and is designed to deal with better penetration through the human
tissue without creating any damage to human tissues with the approved
M CS (Medi cal | nplant Communication Service) band by USA Federal
Conmuni cati ons Conmi ssion (FCC). Devices of WBANs conformto this

| EEE st andard.

This specification defines details to enable transni ssion of |Pv6
packets, nmethod of forming link-local and statel essly autoconfigured
| Pv6 addresses on WBANs.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Wrel ess Body Area Networks (WBANs) are conprised of devices that

conformto the [| EEEB02. 15.6], standard by the | EEE. |EEE 802.15.6

provi des specification for the MAC | ayer to access the channel. The

coordi nator divides the channel into superfranme time structures to
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al | ocate resources [ SURVEY-WBAN] [ MAC-WBAN]. Superframes are bounded
by equal |ength beacons through the coordinator. Usually beacons are
sent at beacon periods except inactive superfranmes or limted by
regul ati on.

Task group for 802.15.6 was established by | EEE i n Novenber 2007 for
standardi sati on of WBANs and it was approved in 2012. This standard
works in and around human body and focus on operating at | ower
frequenci es and short range. The focus of this docunent is to design
a conmuni cation standard for MAC and physical |ayer to support
different applications, nanely, nedical and no-nedi cal applications.
Medi cal applications refer to collection of vital information in rea
time (nmonitoring) for diagnoses and treatnent of various diseases
with help of different sensors (accel eroneter, tenperature, BP and
EMG etc.). It defines a MAC | ayer that can operate with three
different PHY |ayers i.e. human body communication (HBC), ultra-

wi deband (UWB) and Narrowband (NB). | EEE 802.15.6 provides
specification for MAC | ayer to access the channel. The coordinator
di vides the channel into superframe tinme structures to allocate
resources. Superfranes are bounded by equal |ength beacons through
coordi nator. The purpose of the draft is to highlight the need of

| EEE 802.15.6 for WBASNs and its integration issues while connecting
it with IPv6 network. The use cases are provided to el aborate the
scenarios with inplantable and wearabl e bi omedi cal sensors. 6l owpan
provides | Pv6 connectivity for | EEE 802.15.4; however, it does not
work with | EEE 802.15.6 due to the difference in frame format in
terns of size and conposition.

1.1. Frane Format and Addressi ng Modes

Figure 1 shows the general MAC franme format consisting of a 56-bit
header, variable length frame body, and 18-bit FrameCheck Sequence
(FCS). The maxi mum |l ength of the frame body is 255 octets. The MAC
header further consists of 32-bit frame control, 8-bit recipient
Identification (ID), 8-bit sender ID, and 8-bit WBAN ID fields. The
franme control field carries control information including the type of
frane, that is, beacon, acknow edgenent, or other control franes.

The recipient and sender ID fields contain the address information of
the recipient and the sender of the data frame, respectively. The
VWBAN | D contains information on the WBAN in which the transm ssion is
active. The first 8-bit field in the MAC frame body carries nessage
freshness information required for nonce construction and repl ay
detection. The frane payload field carries data franmes, and the |ast
32-bit Message Integrity Code (MC) carries information about the
authenticity and integrity of the franme. The |EEE 802.15.6 standard
supports two kinds of addresses:
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1. 8-bit short address, which is the sender ID. This address is
| ocated in the MAC header used for communication
2. 48-bit EU -48 address, which is used for the association process.
For sonme certain franme types, e.g. Security Association franes,
this MAC address exists inside the MAC payl oad, for the node
j 0i ni ng process.
Cctets 7 0- 255 2
Hom e e oo - e e e e oo oo Hom e e oo - +
| MAC | MAC frame body | |
| header |Variable Iength: | FCS |
| | 0-255 bytes [ [
Fomm e - - s Fomm e - - +
<--MR--><-------- Xommmmm-- ><---FTR-->
/ \
/ \
/ \
oo oo oo S +
| Frame | Recipient | Sender | Ban |
| control | I D | I D | I D |
Fomm e - Fom e e o e e e - S +
Cctets <---4----><----- 1----- R 1----- ><-m- - 1------ >
Figure 1: The general MAC frame format of | EEE 802.15.6
1.2. Wiy 6lo is required for | EEE 802.15.6

Based on the characteristics defined in the overvi ew section, the

f ol

| owi ng sections elaborate on the main problens with I P for WBANSs.

The requirenent for |1 Pv6 connectivity within WBANs is driven by the

f ol

(0]

Akbar ,

| owi ng:

The nunber of devices in WBANs nmakes network auto configuration
and statel essness highly desirable. And for this, |IPv6 has
(default auto-configuration as a) ready sol utions.

The | arge number of devices poses the need for a | arge address
space, noreover a WBAN nmay consist of 256 nodes nmaxi num and | Pv6
is helpful to solve this address space limtation

Gven the linted packet size of WBANs, the | Pv6 address fornmat
al | ows subsuni ng of | EEE 802.15.6 addresses if so desired.
Applications within WBANs are expected to originate small packets.
Adding all layers for I P connectivity should still allow
transmission in one frame, w thout incurring excessive
fragmentation and reassenbly. Furthernore, protocols nust be
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desi gned or chosen so that the individual "control/protoco
packets" fit within a single 802.15.6 frane. Along these lines,
I Pv6’ s requirement of sub-IP reassenbly may pose chal |l enges for
| ow- end VWBANs heal t hcare devices that do not have enough RAM or
storage for a 1280-octet packet [RFC2460].

0o Sinple interconnectivity to other IP networks including the
I nt er net.

0 However, given the limted packet size, headers for |Pv6 and
| ayers above nust be conpressed whenever possible.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Topol ogy and Scope of Conmuni cation

This is a standard for short-range, wreless conmunication in the
vicinity of, or inside, a human body (but not limted to hunmans). It
uses existing industrial scientific nedical (ISM bands as well as
frequency bands approved by national nedical and/or regul atory
authorities. Support for quality of service (QS), extrenely |ow
power, and data rates from 10Kbps to 10 Mops is required while

si mul t aneously conplying with strict non-interference guidelines
where needed. The Table 1 shows a conparison of WBAN and ot her
avai l abl e technologies in ternms of data rate and power consunption.
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T I T T +
| St andard | Provided data | Power | Battery |
| | rate | requi r enent | lifetinme |
e e e e Fom e e e oo S e e e e +
| 802. 11 ac | 700 Mops | 100 mMW- 1000 | Hours - days |
G I |
| Bl uet oot h | IMops - 10 | 4 nW- 100 MmN | Days - weeks |
| I | |
| W br ee | 600 Kbps | 2 MV- 10 nW | Weeks - nonths

[ [ maxi num [ [ [
I I I I I
| Zi gBee | 250 Kbps | 3 mMN- 10 nW | Weeks - nonths

| | | | |
[ 802.15.4 [ 250 Kbps [ 3 mV- 10 nW | Weeks - nonths

| | maxi mum | | |
I I I I I
[ 802.15.6 [ 1Kbps - 10 | 0.1 mMW- 2 nW | Mnths - years

I I Mops I I I
S e e e o e e e e e oo - S +

Tabl e 1: Conparison of WBAN

Data rates, typically up to 10Mops, can be offered to satisfy an
evol utionary set of entertainment and heal thcare services. Current
personal area networks (PANs) do not neet the nedical (proximty to
human tissue) and rel evant communication regul ations for sone
application environnents. They also do not support the conbination
of reliability, QS, |ow power, data rate, and non-interference
required to broadly address the breadth of body area network (BAN)
appl i cations.

The | EEE 802. 15. 6 worki ng group has considered WBANs to operate in
either a one-hop or two-hop star topology with the node in the centre
of the star being placed on a |ocation like the waist. Two feasible
types of data transmnission exist in the one-hop star topol ogy:

transm ssion fromthe device to the coordinator and transm ssion from
the coordinator to the device. The comunication nethods that exist
in the star topol ogy are beacon node and non-beacon node. In a two-
hop start WBAN, a rel ay-capabl e node nmay be used to exchange data
franmes between a node and the hub

4. Protocol Stack
The 1 Pv6 over | EEE 802.15.6 protocol stack is presented in Figure 2

It contains six elements frombottomto top including | EEE 802. 15. 6
PHY | ayer, |EEE 802.15.6 MAC | ayer, Adaptation |layer for |Pv6 over
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| EEE 802.15.6, |Pv6 layer, TCP/UDP |ayer and Application |ayer. The
adaptation | ayer supports the nechanisns |ike statel ess address auto-
configuration, header conpression and fragnmentation and reassenbly.

NN +
[ Application Layer |
N e +
[ TCP/ UDP [
o m e e e e e e e e e e e e e e e e e e ee— o +
I I
| | Pv6 |
I I
e +
| Adaptation |ayer for |Pv6 over 802.15. 6|
o m e e e e e e e e e e e e e e e e e e ee— o +
[ MAC Layer [
| (1 EEE 802. 15. 6) |
e +
[ PHY Layer [
[ (1 EEE 802. 15. 6) [
o m e e e e e e e e e e e e e e e e e e ee— o +

Figure 2: Protocol stack for |IPv6 over |EEE 802.15.4
5. Maxi mum Transmi ssion Unit (MrIU)

The 1 Pv6 packets have the MIU of 1280 octects and its expects from
every link layer to send data by following this MIU or greater. Thus
maxi mum Transmi ssion Unit (MIU) of MAC | ayer describes the

i mpl ementation of fragnmentation and reassenbly mechani smfor the
adaption | Pv6 | ayer over |EEE 802.15. 6.

The | EEE 802.15.6 has the MIU of 256 octects, if we consider |ink

| ayer security overhead (16 octects for AES-128) |eaves 240 octects
which is not sufficient to conplete a | Pv6 packet. Therefore, an
adaption | ayer below | P layer is required to manage fragnentati on and
reassenbly issues.

6. Specification of 1Pv6 over WBAN

Due to stringent QS requirenents in WBAN, a 6l o adaption layer is
needed to support the transmi ssion of |Pv6 packets.6 LoOWPAN st andards
[ RFC4944], [RFC6775] and [ RFC6282] provides useful information
including link-local |1Pv6 address, statel ess address auto-
configuration, unicast and nulticast address mappi ng, header
conpression and fragnentation and reassenbly. These standards are
reffered in the specifications of 6lo adaptation |ayer which is
illustrated in the follow ng foll ow ng subsections:
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6.1. Stateless Address Autoconfiguration

An | EEE 802. 15. 6 device perforns statel ess address autoconfiguration
to obtain an IPv6 Iterface Identifier(lID). The |IPv6 EU -64 fornmat
address is obtained through the EU -48 bit MAC address of | EEE

802. 15. 6 node. The 64-bit 11D SHALL be derived by utilizing 8-bit node
address and 8-bit BAN ID (part of MAC header) as follows:

I D 0xYYO0O: OOFF: FEOO: 00XX

Where YY is the BAN ID, XX is the node address. As this generated
IIDis not golbally unique, the "Universal/Local" (UL) bit (7th bit)
SHALL be set to zero

6. 2. | Pv6 Link-Local Address

The 1 Pv6 |ink-l1ocal address [RFC4291] for an | EEE 802.15.6 interface
is generated by appending the interface identifier to the prefix
FE8O: : / 64.

10 bits 54 bits 64 bits

Figure 3: IPv6 Link Local Address in |EEE 802.15.6
6.3. Unicast and Multicast Address Mapping

The address resolution procedure for napping | Pv6 unicast addresses
into | EEE 802.15.6 |ink-layer addresses follows the genera
description in section 7.2 of [RFC4861], unless otherw se specified.
Mul ticast address mapping is not supported in | EEE 802. 15. 6.

6.4. Header Conpression

The | EEE 802. 15. 6 PHY | ayer supports a maxi mum PSDU ( PHY Service Data
Unit) of 256 octets. Because of the limted PHY payl oad, header
conmpression at 6l o adaptation layer is of great inportance and MJST
be applied. The conpression of |Pv6 datagrans within | EEE 802.15.6
franes refers to [ RFC6282], which updates [ RFC4944].Milti pl e header
conpression stacks are defined in RFC6282 which specifies the
fragmentation nmethods for |Pv6 datagranms on top of |EEE

802. 15. 4; however, for | EEE 802.15.6, a LoWPAN encapsul ated LoWPAN_HC1
compressed | Pv6 datagram can be used as | EEE 802. 15. 6 does not
require nmesh header due to | EEE 802. 15. 6 conmuni cati on

scope. Mbreover, static header conpression techni ques of [ RFC7400] can
al so be used as header conpression
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6.5. Fragnmentation and Reassenbly

9.

9.

| EEE 802. 15. 6 provi des Fragnmentation and reassenbly (FAR) for payl oad
of 256 bytes. FAR as defined in [RFC4944], which specifies the
fragmentation nmethods for | Pv6 datagrans on top of | EEE 802.15.4 MJST
be adapted to work with | EEE 802.15.6. Al headers MJST be
compressed according to [ RFC4944] encoding formats, but the default
MIU of | EEE 802.15.6 is 256 bytes which MJST be consi dered.

| ANA Consi derati ons
[ TBDO]
Security and Privacy Considerations

| Pv6 over WBAN s applications often require confidentiality and
integrity protection. This can be provided at the application
transport, network, and/or at the link.|EEE 802.15.6 considers the
security as a key requirenent for healthcare applications and defines
a conplete franmework. This framework defines three |evels of
security which can be used according to requirenents. Overall, it
covers privacy, confidentiality, encryption and authentication. AES-64
is preffered for encryption due to its efficiency.
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Figure 4: Patient nonitoring use case - Spoke Hub
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Appendi x B. Patient nonitoring use case - Connected

Refer follow ng di agram
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Figure 5: Patient nonitoring use case - Connected
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Appendi x C. Changes

Conpared with version-00, this updated draft is no |onger al
informative. Two main changes have been nade as bel ow

1.

Introduction part of 802.15.6 is sinplified and nore focused on
the features that relates to the 6l o- WBAN adaptation |ayer, e.g.
MAC frame format including MAC address and MIU, topol ogy and
scope of comuni cation, and why the 6l o- WBAN adaptation | ayer is
needed.

The 6l o- WBAN adaptation |ayer is specified in this draft titled
as "Specification of |Pv6 over WBAN' that lists the main features
needs to be added in the 6l o adaptation |layer including the
formation of 1D, 1Pv6 link-1ocal address, unicast address

mappi ng, header conpression, and fragnentation and reassenbly.
These parts have never been nentioned in other docunents rel ated
to WBAN, and in this version, we provide a guidance for such |IPv6
enabl ed VWBAN i npl enent ati ons.
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